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Abstract:
The physical protection and security of nuclear facilities and materials concerns utilities, manufacturers, the
general public, and those who are responsible for licensing and regulating such facilities. The requirements and
process to ensure an acceptable physical protection and security system have been evolutionary in nature. This
paper reviews the first step of such process: thJe State's safeguards system and the international safeguards
system of the International Atomic Energy Agency (IAEA), including the relationship between these two
safeguards systems. The elements of these systcnns that are reviewed include the State System of Accounting for
and Control of Nuclear Material, physical protection measures, and containment and surveillance measures. In
addition, the interactions between the State, the facility operator, and the IAEA are described. The paper
addresses:

* The IAEA safeguards system, including material accountancy and containment and surveillance;
* The State safeguards system, including material control and accountancy, and physical protection;
* The role of the IAEA in physical protection;
* A summary of safeguards system interactions

1. Introduction
In 1963, US President John I. Kennedy forecast that by the 1990s, over 20 countries

around the world would possess nuclear weapons. It was a frightening prediction for a world
already shocked by a nuclear missile crisis over Cuba and an escalating Cold War arms race.

Within only a few years of that prediction, however, the international community had taken
decisive steps toward averting the President's nuclear nightmare. The International Atomic
Energy Agency (L4EA) has, from the outset, been the instrument of governments to verify that
the "peaceful use' commitments made under the Treaty on the Non-Proliferation of Nuclear
Weapons or similar agreements are kept - performing what is known as its "safeguards" role
[11. The Agency, established in 1957 as an autonomous intergovernmental organization in the
UN family, was mandated to "accelerate and enlarge the contribution of atomic energy to
peace, health and prosperity throughout the world' and to ensure "that assistance provided by
it or at its request or under its supervision or control is not used in such a way as to further
any military purpose".
The IAEA and its Member States developed the Treaty on the Non-Proliferation of Nuclear
Weapons, commonly known as the NPT [2]. The NPT is the global international agreement
formalizing some of these incentives. Each non-nuclear-weapon State that signs the NPT or
similar regional treaties agrees to conclude a Comprehensive Safeguards Agreement [3] with
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the IAEA for application to all its peaceful nuclear activities - and it should have no other -
with a view to verifying the fulfillment of its obligations.

Since the early 1990s and especially since the Gulf War and the consequent revelations of
Iraq's clandestine nuclear weapons program, the IAEA and its Member States have been
working to introduce a new, more rigorous inspection and verification system. An Additional
Model Protocol to supplement current safeguards was approved by IAEA's Governing Board
in mid-1997 [7]. INFCIRC/540 represents the most important step that safeguards have taken
since the entry into force of the NPT and the completion of INFCIRC/153 in 1970-7 1.

2. General Comments on Safeguards Systems
Safeguards were the child of nuclear energy, even if they are now applied in other fields

such as verifying the destruction of chemical warfare agents. A distinction must be made
between the overall system of safeguards within the State and of the IAEA, and the com-
ponent parts that are operated respectively by the State and by the IAEA.

What is normally referred to as "IAEA safeguards" is based on the IAEA Statute and later
documents that define the system in more detail. The IAEA safeguards are a set of activities
by which the Agency seeks to verify that peaceful nuclear activities of the State do not
contribute to any military purpose. Fundamental to IAEA safeguards are material
accountancy verification measures and containment and surveillance measures. The main aim
of IAEA safeguards is to provide assurance to the international community that a State is
complying with its non-proliferation and exclusively 'peaceful use' undertakings under its'
safeguards agreement. Comprehensive safeguards agreements [3] apply to all of the nuclear
material in peaceful uses in the State. In the case of non-comprehensive agreement [1],
safeguards apply to the nuclear material, equipment, non-nuclear material and facilities
specified in the agreement.

In both cases, the State has direct resp/onsibility for implementing an effective system for
accountingfor and control of nuclear materials. The State also has to deal with the possibility
that paramilitary or guerilla groups, terrorist organization~s, or disgruntled employees might
seek to divert safeguarded materials for the purpose of threatening or harming the public
(including possibly making a nuclear explosive). Unauthorized actions by individuals and/or
subnational groups are the concern of the security authorities of the State. To counter these
threats, the State must institute physical protection measures. Physical protection is a matter
that involves the State's internal security, and hence an area where the State's sovereign
authority is most carefully recognized and maintained. For that reason, the IAEA's role in
physical protection is limited to the promotion of guidelines and high standards, and the
provision, upon request from the State, ofStraining and advisory assistance.
The State's safeguards systems and the IAEA safeguards systems thus operate on two levels:

1. The State regulates the handling, control, and accounting of nuclear materials and
ensures physical protection.

2. The IAEA independently verifies the material accounting data provided under State
direction and promotes high standards of physical protection and material accounting.

3. International Safeguards System
IAEA safeguards approaches are based on nuclear material accounting as a measure of

fundamental importance, with containment and surveillance as important complementary
measures.
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3.1 Material Accountancy
Clearly, the first Line of defense in protecting nuclear materials is an effective State

System for Accountancy and Control (SSAC) through which States have an exact knowledge
of the quantities and location of their nuclear material. International safeguards are based on a
national system of accounting for nuclear materials, that is, maintaining records of the kinds
and quantities of nuclear materials in each part of each nuclear facility. Nuclear materials
accountancy is the responsibility of the facility operator, following procedures, which are set
by national authorities as the State System of Accounting and Control. This control system
serves to establish the quantities of nuclear material present in a nuclear facility and the
changes in these quantities that take place over time, and is comparable, both in concept and
procedures, to a financial accounting system. In terms of procedures, the basic elements of the
safeguards system include facility design review and verification; maintenance of facility
operating records; reports on facility operations; and on-site inspections. Facility operators
maintain accountancy records for each facility and report them to the State and IAEA at
regular intervals. These data provide the basis for the IAEA's own independent verification
activities, which include on-site inspections involving activities such as record checking and
the taking of measurements. Two kinds of reports are made by the facility operators, through
the national SSAC of nuclear material to the IAEA: an Inventory Change Report (ICR) that
provides details of all receipts and shipments of nuclear material in each category; and a
Physical Inventory Taking (PIT) which includes a detailed list of the nuclear material existing
in a facility's inventory at a given point in time. Any difference between the book stock and
the physical stock is called "material unaccountedfor` (MUF).

The safeguard methodology for a given country depends primarily on the design and type of
nuclear facility and the type of material being handled there. Member States also report to the
IAEA exports and imports of certain equipment and non-nuclear materials used in the nuclear
industry.

Such reporting has been done on a voluntary basis since the early 1990s. Under the new
Protocol [7], States will accept a legal obligation to report such information. The reporting by
Member States under the terms of the safeguards agreement gives the IAEA up-to-date
knowledge of the total quantity of nuclear material in the State which is subject to the
agreement. Correlation of this information with the State's declared nuclear activities is
intended to provide the Agency with early indications of any diversion of declared nuclear
material or the existence undeclared activities.

IAEA also systematically collects and reviews information appearing in the media and
elsewhere about nuclear activities around the world, and about imports and exports of nuclear
related equipment and materials. The Agency may also employ information from satellites or
other means; it does not ignore any safeguards relevant information from any source, but it
critically examines and corroborates such information with its own to assess its relevance.

A Safeguards Agreement between the IAEA and the State [31, [6], along with subordinate
documents called Subsidiary Arrangements and Facility Attachments, defines the respon-
sibilities of the national authorilies and facility operators to maintain nuclear materials
accounting records, to make periodic reports to the IAEA, and to permit the IAEA to make
independent audits and measurements.

3.2 Containment and Surveillance

As noted above, in international safeguards, containment and surveillance are important
complementary measures to materials accountancy. In this context, containment refers to the
use of seals on vaults, transportflasks, cans, and other items which by their nature permit
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detection of tampering to evade the seal. Surveillance refers to the use of film or video
cameras, or possibly other technologies, and on occasion, inspector's eyes. The purpose of
containment and surveillance (C/S) methods is to maintain "continuity of knowledge" to
ensure that an item once measured is not altered. C/S methods are also used to protect against
tampering with IAEA instruments that operate automatically when an inspector is not present.
As a C/S measure, the IAEA uses unattended optical surveillance to monitor areas of
safeguard interest during inspection intervals of 1-3 months. Review of the accumulated data
during or subsequent to the inspection is used to detect anomalies, which are discussed and
resolved with the State/facility operator.

4. The State Safeguards System
The State safeguards system consists of organizational arrangements, on the national

level, to achieve the following two objectives:

l. National objectives, to deter, detect, and prevent theft or unauthorized use of nuclear
material by individuals or subnational groups.

2. International objectives, to provide the national controls that are necessary for the
IAEA to apply safeguards pursuant to a safeguard agreement between the State and
the IAEA.

The two principal national functions of the State's safeguards system are Nuclear Material
Accounting And Control (SSAC), and physical protection. Regulatory and licensing
responsibilities are fundamental to each of these functions.

The international component of the State's safeguards system consists of three principal
elements: (1) a legal framework within which the State exercises its control, (2) an
organisational infrastructure at State and facility operator levels, and (3) a functional
infrastructure at State and facility operator levels. In particular, the SSAC portion of the States
safeguards system reports accounting data to the IAEA, and its findings are subject to
independent verification by the IAEA.

This State system of safeguarding is designed to protect the interests of the State, itself; i.e.,
the execution of a system by the State to assure the populace of the State that nuclear
technology is acceptable, regardless of the threat. There is another aspect of safeguards that
extends the State's concerns: that aspect involves the credibility of the nuclear program of a
State to the rest of the world that the technology is used for peaceful purposes.

4.1 State System of Accounting and Control
The State System for Accountancy and Control (SSAC) represents mechanism through

which States have an exact knowledge of the quantities and location of their nuclear material.
This system helps deter illegal activities because of the possibilities of timely detection of
missing material.

As noted earlier, the objective of the SSAC is to maintain current information on types,
quantities, and locations of material at the State level. Essential elements of nuclear material
accounting are material measurements, record keeping, preparation and submission of
accounting reports, and verification and analysis of these accounting data to determine
correctness, accuracy of material unaccounted for (MUF), and evaluation of causes of MUF.

In the area of nuclear material accountancy. the State specifies the accountancy requirements,
which are implemented by the facility operator. The accounting data are provided to the State
for evaluation.
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4.2 Physical Protection
The possible use of nuclear material for non-peaceful purposes underlines the need for

its special protection. Effective systems are therefore required to protect nuclear material and
facilities from thef and sabotage both for non-proliferation and radiation safety purposes.
Radiological sabota~e means deliberate damage to a facility which would result in a release
of radioactivity that could damage public health and safety. Dispersal of stolen nuclear
material could have the same impact. The responsibility clearly rests with governments for
ensuring that such systems are properly established and operated.

The basic guidelines for physical protection systems have been developed by the IAEA [41
(INFCIRC1/225/Rev.3, Recommendations for the Physical Protection of Nuclear Material).
First published in 1972, the guidelines have been revised a number of times since then. They
cover physical protection for nuclear material in use, storage and transport, both domestically
and internationally. The categorization of nuclear material in this document was used to set
the levels of physical-protection agreements with Member States.

Theft of material or sabotage of the facility may be prevented in two ways: by deterring the
adversary from any action, or by defettilg the adversary once he takes action.

Deterrence may be accomplished by implementing a physical protection system that is seen
by all potential adversaries as too difficult to defeat; it makes the facility being
protected an unattractive target. The problem with deterrence is that it is
impossible to measure. It would be a mistake to assume that, because an
adversary has not challenged a system, the effectiveness of the system has
deterred such challenges.

Defeatin. the adversary refers to the actions taken by the protection or response force to
prevent an adversary from accomplishing his goal once he actually begins a
malevolent action against a facility.

There are several functions that the physical protection system must perform. These functions
are detection, delay and response.

Detection is the discovery of an adversary action. It includes sensing of covert or overt
actions. In order to discover an adversary action, the following events need to
occur:
* A sensor of some type (including a person) reacts to an abnormal occurrence

and initiates an alarri.
* The information from the sensor is reported.
* An assessment is made of the information, and the alarm is judged to be a

valid or invalid detection of an adversary action.

Included in the detection function of physical protection is entry control. Entry
control means allowing entry to authorized personnel and detecting attempted
entry of unauthorized personnel and/or material.

Delay is the second function of a physical protection system. It is the slowing down of
adversary progress. Barriers Locks, and active technical measures can
accomplish delay. Guards can be considered elements of delay if they are in
fixed and well-protected positions. The measure of effectiveness for delay
mechanisms is the additional time required by the adversary (after detection) to
perform each task to accomplish his objective.
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Response consists of the actions taken by the protective force to prevent adversary success.
The measure of response effectiveness is the time between receipt of a
communication of adversary action and the neutralization of the adversary
action. Response consists of interruption and neutralization. Interruption means
forcing the adversary to focus his actions on defense instead of pursuing his
objective. Neutralization is the act of defeating or arresting the adversary before
his goal is accomplished.

For a physical protection system to be effective, these three functions-detection, delay, and
response-must be integrated in a consistent and complementary manner. No one of these
functions is more important than the other two. Without detection, the response cannot be
called upon, and thus delay will not prevent adversary success. Likewise, without adequate
response or adequate delay, the best detection system in the world will not prevent adversary
success.

In general the flow of physical protection responsibilities is from the State to the facility,
commercial or State owned. The State specifies the required physical protection systems, and
the facility operator installs and operates the systems, including response actions as required.
This general flow of responsibly is typical for most IAEA Member States, which engage in
nuclear activities.

5. The Role of the IAEA in Physical Protection
The IAFA has no responsibility for the provision of a State's physical protection system

or for the supervision, control, or operation of such a system. However, in order to promote
uniformly high standards for the protection of nuclear material, the IAEA provides
recommendations in INFCIRC/ 225 [4] on the requirements for physical protection of nuclear
material in use, transit, and storage.

Another event of potentially greater importance is the Convention on the Physical Protection
a of Nuclear Material [5], which entered into force in 1987. The Convention obligates parties
to (a) make any use or threat to use nuclear materials to harm others a criminal offense; (b)
extradite or prosecute those accused of such crimes; (c) provide assistance to other parties in
the event of an incident; and (d) maintain specified levels of protection on nuclear materials
in international transport. The Convention recommends, but does not require, those levels of
protection on domestic activities.

Also, at the request of a State; the IAEA will provide advisors to assist in establishing or
strengthening physical protection systems. The specific physical protection measures that are
applied to a particular facility are determined by the State. That determination is based on
factors specific to the State, including threat perception, economics, political infrastructure,
and culture.

IAEA activities on the technical aspects of physical protection involve the co-ordination of a
training course known as the International T;haining Course on Physical Protection of
Nuclear Facilities and Materials. The IAEA is aware that improvements are needed in the
international regime for the security of nuclear material and its implementation and is
assisting States to improve their physical protection systems. It has set up an advisory peer
review service for the evaluation of national physical protection systems, at the request of
States. At least eight missions under the International Physical Protection Advisory Service
(IPPAS) has been carried out in the past years. Based on arrangements with the host country,
an IPPAS team evaluates the physical protection systems at facilities and the supporting
regulatory infrastructure. States who availed of this service has found the reports of the
IPPAS teams useful.
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The IAEA also is assisting several States as regards the development of legislation and the
establishment of regulatory systems and in areas of training, where national courses have
been arranged in co-operation with some Member States.

6. Summary of Safeguards Systems Interactions
The physical protection, material accounting and C/S measures, responsibilities, and

interactions that have been discussed are summarized in Figure 1. The principal elements of
the State safeguards system are material accounting and physical protection.
In material accounting, the IAEA provides recommendations and advice to the State on the
structure and format of the accounting system. The State specifies, regulates, and inspects the
accounting system used by the State or facility operator. The operator implements the system,
providing the accounting data to the State. Finally, the State supplies the accounting data to
the IAEA for independent verification.

This verification is achieved through review of the State supplied data, together with
inspections to compare data, to perform independent measurements, and to review the infor-
mation from the C/S equipment. From all of these operations, it can be seen that material
accounting involves strong interaction between the IAEA, the State, and the facility operator.
Physical protection presents a different picture. The State and facility operator interactions
are essentially the same as for material accounting. In physical protection, however, the State
or facility operator has no responsibility to the [AEA. Related data is kept within the State.
However, upon request, the IAEA will assist the State with physical protection system
recommendations and advice.

The main functions of the physical protection system are to detect, assess, delay, and
respond. In some cases, data from the physical protection system is used to complement the
material accounting system in a manner similar to the C/S measures used by the IAEA.
Should the physical protection system fail, the material accounting system is designed to
identify the type and quantity of material missing.

The IAEA's ver/ifcation system cannot physically prevent diversion of nuclear materials or the
setting up of an undeclared or clandestine nuclear weapons program. Under its current
mandate, the IAEA acts not as an executive force but as an inspection, detection and alarm
mechanism. It can neither force countries to sigrn the NPT or similar treaties, nor can it
prevent a country from withdrawing from such treaties and IAEA membership.
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