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Abstract  
 
An Integrated Physical Protection System (IPPS) was developed for the consolidation of all sub 
systems, sensors and elements related to physical protection for an efficient and effective 
security environment of a facility. An effective physical protection system discharges the 
functions of detection, delay, communication, response, access control etc. IPPS performs, 
controls and monitors all the above functionality and helps in taking quick action on occurrence 
of unusual incidents by instantly reporting the incident in easily understandable audio, video, 
graphical and textual format and also by initiating automatic interactions among sub-systems.  
 
Major security sub-systems integrated in the IPPS are, access control, intrusion detection, CCTV 
surveillance, emergency door monitoring system etc. The access control sub-system utilizes 
intelligent card readers and interfaces with the PC based central controller through RS-485 
communication network. Similarly, intrusion detection system utilizes intelligent distributed I/O 
controllers for alarm acquisition from field sensors / detectors etc. and communicate to the IPPS 
through RS485 bus network. CCTV system is controlled by using a dedicated controller which 
performs the functionality of matrix switcher and camera control. The distributed CCTV 
controller interfaces with the IPPS by RS232 serial interface. All the sub-systems are modular in 
nature and can work stand alone without the IPPS. IPPS also monitors individual sub-systems 
and indicate their health status on-line. Fig.1 gives the overall schematic of the IPPS.   
 
One of the major functions of IPPS is to facilitate automatic interaction among sub-systems so 
that occurrence of an event in one component can initiate a series of actions in one or many sub-
systems. For example, an intruder alarm can cause homing of video camera of the specified zone 
and start recording the scene in the VCR. It is possible to define any input event as logical 
‘AND’ or ‘OR’ of two or more independent input events.   
 
Data originating from all sub-systems are integrated and presented to user in easily 
comprehensible format (tabular, graphical, audio, textual) on demand. However, appropriate 
level of protection is applied to prevent unauthorized access and use of data.  
 
The IPPS was developed on IBM-PC platform under QNX real time operating system (RTOS) 
and uses QNX-Windows GUI.   
 
1. INTRODUCTION 
 
Integrated physical protection system (IPPS) is the consolidation of all sub systems, sensors and 
elements related to security of an organization in one platform or control center for carrying out 
functions necessary for an efficient and effective security environment. The main objective of an 
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IPPS is to ensure the protection of assets of an organization against all types of risks like theft, 
pilferage, sabotage etc and aid the organization for smooth functioning and seamless integration 
with other facility operational systems. An effective security system discharges the functions of 
detection, delay, communication and access control. IPPS perform, control and monitor all the 
above functionality and helps in taking quick action on occurrence of unusual incidents by 
initiating automatic interactions among sub-systems. It also aids security personnel by presenting 
data originating from various sensors and sub-systems in easily understandable audio, video, 
graphical and textual format.  
 
Individual security sub-systems viz. access control, intrusion detection, CCTV surveillance, 
emergency door monitoring were developed using personal computers and intelligent front end 
controllers. An IPPS - Manager was developed which controls and monitors all the above 
security sub-systems and facilitates interaction among these sub-systems. Both the individual 
sub-systems and the IPPS Manager runs on IBM-PC under QNX real time operating system 
(RTOS) [1] and uses QNX-Windows GUI [2]. Watcom ‘C’ [3] has been used for program 
development and Watcom SQL [4] for database purpose. 
 
2. SYSTEM REQUIREMENT 
 
2.1. Functions 
 
IPPS is consolidation of major security related functions in one control center. These functions 
are intrusion detection, access control, surveillance and alarm monitoring. The IPPS should 
provide all the above functions in modular form and allow for expansion and modifications. The 
system should provide full integration in one control center and should be amenable to on-line 
and dynamic reconfiguration. 
 
2.2. Interaction among sub-systems 
 
One of the most important aspects of IPPS is the automatic interaction between different sub-
systems. System should provide facility for configuring interaction between various component 
sub-systems. It should be possible to define a sequence of output activities in response to an 
input event. Similarly, it should be possible to define any input event as logical ‘AND’ or ‘OR’ 
of two independent input events.  
 
2.3. Data presentation 
 
Data originating from all sub-systems should be integrated and presented to user in easily 
comprehensible format (tabular, graphical, audio, textual). These data may be transaction data 
from access control system or alarm data from perimeter protection system or video clips from 
CCTV surveillance system. IPPS should ensure that adequate protection mechanism have been 
incorporated to prevent unauthorized access and use of various data.  
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2.4. Monitoring 
 
IPPS should monitor and indicate the status of all sub-systems on-line. Whenever any sub-
system is reconfigured for modified system capabilities, the configuration should be validated 
with respect to individual sub-systems. 
 
3. OVERALL SCHEMATIC AND FUNCTIONALITY  
 
IPPS consists of different physical protection sub-systems viz. access control system (ACS), 
intrusion detection system (IDS), CCTV surveillance system and emergency door monitoring 
system (EDMS) under the control of IPPS-Manager. The overall schematic of the IPPS is shown 
in fig.1.   
 
Individual sub-systems like ACS or PIDS can work standalone without the presence of IPPS-
Manager.  The IPPS-Manager provides control for launching or termination of individual sub-
systems. IPPS-Manager also provides interaction among all sub-systems by defining input – 
output interaction relationship. User can select input from the available sub-systems and define 
the output(s) to be activated in different sub-systems, as input–output interaction relationship.  
For example, it can be configured to select a particular camera (in CCTV system) for homing on 
a video monitor and start recording the video (output event) in case of occurrence of an alarm in 
IDS (input event). It provides the facility to configure such input-output interaction matrix. Fig.2 
shows a schematic of functional interactions among different sub-systems of the IPPS.    
 
4. INDIVIDUAL SUB SYSTEMS 
 
The major sub-systems of the IPPS are ACS, IDS, CCTV and EDMS. All these sub-systems 
work stand-alone without using the IPPS-manager. Salient features of individual sub-systems are 
given in the following section – 
 
4.1. Access Control System (ACS) 
 
ACS controls the movement of authorized personnel and detects and denies the unauthorized 
movement of personnel. ACS consists of maximum 64 intelligent card readers controlling 
turnstiles or electrically operated locks and connected to the IPPS-computer by RS485 network.  
In addition to card number, the system facilitates verification of global and local multi level anti 
pass back (APB), multiple time frame and access level, recording of all transaction with real time 
and date, database facility and on-line configuration capability. Main features of the ACS are -  


(a) Maximum 64 card readers can be connected on two 4-wire RS 485 bus. 
(b) Standard access control functionality supported along with online display of all 


transactions, system and reader status. 
(c) Provides emergency aids like head count, tracing of a person etc. 
(d) Provides database of all events with real time of occurrence. 
(e) Support on-line configuration of system and interaction with other systems through 


IPPS-Manager. 
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4.2 Emergency Door Monitoring System (EDMS)  
 
EDMS readers are used in access control system for monitoring of emergency exits from vital 
areas or other exits.  Doors requiring monitoring are equipped with door sensors and are 
interfaced to the EDMS readers. EDMS reader indicates the status of all doors locally and also 
communicates the status to the IPPS computer. Salient features of the EDMS are – 


(a) Maximum 32 readers can be connected in one loop. 
(b) EDMS readers share RS-485 network along with access control readers. 
(c) Maximum 16 door sensors can be connected to one EDMS reader. 
(d) Real time textual and graphical annunciation of door alarms at IPPS-computer. 
(e) Database of all events with real time of occurrence. 


 
4.3 Intrusion detection System (IDS)   
 
IDS consists of up to 32 detector control units (DCU) interfacing different intrusion detectors. 
DCUs are connected to the IPPS by a 2 wire RS-485 network. Maximum 8 detectors can be 
interfaced to each DCU.  Features of the IDS are as follow –  


(a) 32 DCUs can be connected in one loop. Can be extended to maximum 256 DCUs. 
(b) Real time audio-visual and textual annunciation of alarms on graphical map plan of 


facility with actual location of the alarm. 
(c) Event database with real time of occurrence of events. 
(d) On-line remote monitoring and testing of the detectors and DCU. 
(e) Interfaces various types of intrusion detectors. 


 
4.4 CCTV Control System 
 
CCTV surveillance sub-system of the IPPS utilizes the Distributed CCTV controller which 
connects up to 64 cameras to 8 buses of twin co-axial cable and provide video output on 8 CCTV 
monitors. Cameras are connected to intelligent slave controllers which also carries out camera 
control functions. Main features of the DCCTV System are – 


(a) Transmission of video signal and digital control data on a single twin coaxial cable. 
(b) Provides remote camera controls like pan, tilt, focus and environmental controls like 


heater, fan, wiper etc. 
(c) Standard video sequencing functions like auto-home-bypass with user programmable 


sequence time. 
(d) Large number of remote and local alarms monitoring and remote camera homing. 
(e) Event driven recording for future investigations 


 
.  
5. RESULTS & CONCLUSIONS 
 
An integrated system having following sub-systems configuration was deployed in one 
installation –  
 


(a) Access Control – 40 card readers controlling 4 dual bi-directional turnstiles and 24 
doors by using electromagnetic locks.     
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(b) EDMS – 40 door sensors connected to 4 EDMS readers. 
 


(c) IDS – 20 pairs of microwave intrusion detectors connected to 12 DCUs. 
 


(d) CCTV Surveillance – 40 cameras, 16 with PTZ and environment control, 5 with PTZ 
capability, 5 with PT capability and 14 fixed cameras. 


 
This system is working satisfactorily for more than one and half year.  Security personnel could 
change sub-system interaction configuration to suit security environment.  The system is being 
expanded to integrate with facility operating LAN and various safety and emergency control 
functions. 
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NUCLEAR SAFETY AND SECURITY OF NUCLEAR INSTALLATIONS 
 
A. CARNINO 
Department of Nuclear Safety, International Atomic Energy Agency, Vienna 
 
Nuclear safety measures are taken in all nuclear installations in order to protect the 
workers, the public and the environment from undue radiation hazards.  It is, therefore, 
contributing to the security of installations through measures such as protection against 
external and internal events, accident analysis and emergency operating procedures, 
accident management and emergency planning.  Other concepts like defence in-depth, 
redundancy, diversity, single failure criterion also contribute to increasing protection.  
For ensuring and evaluating their own security in nuclear installations, Member States 
should re-examine their design basis threats; and re-evaluate their protection against it by 
taking account of protection provided by safety measures. The Agency is ready to assist 
in the process all those Member States that request it. 
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Abstract 
 
This paper will present a summary of the analytical samples received and analysed at SAL in the period 1995 to 
2001.   It will illustrate the trends in uranium,  plutonium and  spent fuel samples over this time period,  and 
make reference to the increased need to analyse 'special' samples.  The paper will review and summarise  the 
current analytical techniques for such work,  and will make  reference to  those techniques in development 
which may become contemporary.  In addition,  the paper will consider the challenges affecting the operation of 
a DA Lab (e.g. disposal of analytical residues; maintenance issues etc).  It will seek to illustrate the continued 
necessity of destructive analyses. The paper will include references to  experiences and data from the first three 
quarters of 2001. 
 
 
Overview 
 
The Safeguards Analytical Laboratory (SAL) provides,  among other things,  Destructive Analyses 
(DA) support to the IAEA Department of Safeguards for both Nuclear and Environmental samples.  
This paper considers primarily Destructive Analyses of Nuclear Material samples. 
 
DA measurements for element assay and isotopic composition are made on many different types of 
solid and liquid materials sampled by SG Inspectors in the field and transferred to SAL.  DA is 
essential in the following ways:  to verify that protracted diversion of nuclear materials under 
safeguards has not occurred (so called Bias defects); to assist in calibration of NDA and installed 
verification instruments by certifying working standards used in their calibration;  to assure the quality 
and independance of on-site measurements;  and to carry out periodic verifications of the operator’s 
measurement systems. 
 
DA verification involves the taking of independent samples and the measurement of the related bulk 
data by the IAEA inspector in the field.  The samples must then be conditioned at the facility to ensure 
that they are in a form capable of maintaining their integrity during transport.  After packaging,  
shipping and receipt at SAL,  they will be analysed,,  either at SAL or at one of the IAEA’s Network of 
Analytical Laboratories (NWAL).  The cycle is then completed with the statistical evaluation of the 
results of the analyses. 
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Trends 
 
IAEA-SAL receives three main types  of nuclear material samples: 
 
‘Uranium,’ comprising sintered  uranium oxide pellets & powders,  unfired pellets & powders,  
uranium metals and alloys,  UF6,  uranium ‘scrap’. 
‘Plutonium,’  including MOx and POx pellets  & powders,  diluted & dried Plutonium Nitrates,  dried 
& diluted Mixed Nitrates. 
‘Input,’ largely diluted & dried samples of Input Accountancy Tank Solution,  and Highly Active 
Liquid Waste Solutions. 
 
Additionally,  the following nuclear material samples are also received and processed: 
 
‘D2O,’  heavy water samples - reshipped for analysis at NWALs and reported by SAL. 
‘Special,’ which include samples that are taken from special sampling programmes and samples that 
may be taken as part of an environmental sampling programme,  but are better suited for analyses in the 
nuclear material laboratories. 
 
The total number of samples (environmental and nuclear material) analysed by IAEA-SAL is shown in 
Chart 1. 
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Chart 1.  Total Samples Reported by IAEA-SAL 1995-2001* 
* to 25th September 2001 
 
In 1996 & 1997 it can be seen that there were considerably more samples analysed.  This was due to the 
number of environmental samples required to establish the baseline for each.  If one considers only the 
total number of Nuclear Material Samples,  then these can be represented in Chart 2. 
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Chart 2.  Total Nuclear Material Samples Reported by IAEA-SAL 1995-2001 
* to 25th September 2001 
 
A facility such as IAEA-SAL,  engaged in support of Safeguards activities,  obtains it’s samples from 
inspections carried out on site.  Clearly,  if a bulk facility is in operation more samples will be 
generated due to the requirement for detection of bias defects at different stages of the process.  If a 
process is shut down or non-operational,  then the requirement for destructive analysis on samples will 
be less.  In recent years,  there has been a trend for some facilities to restrict their operations and this 
can be seen in the decrease in the number of nuclear material samples taken for analysis at IAEA-SAL. 
 
However,  this downward trend now appears to have stabilised.  When one considers the total number 
of samples analysed in recent years by IAEA-SAL,  one can see that, Uranium,  Plutonium and Heavy 
Water samples are now more or less constant.  Therefore,  it is assumed that,  for the foreseeable future,  
the workload on SAL will be constant.  One can see from the inclusion of the first three quarters data 
into charts 1 & 2 above,  that the number of samples received during 2001 is likely to be higher than in 
previous years.  This is due to increased activity in facilities under safeguards. 
 
Table 1 No. of Samples Analysed,  1995-2001* 


   
 U Pu I 'Special' D2O 


1995 518 250 226 32  
1996 512 234 170 74 49 
1997 564 143 72 104 31 
1998 448 49 5 229 24 
1999 511 117 4 181 19 
2000 475 113 27 35 13 
2001* 412 92 91  11 


*to 25th September 2001 
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Techniques Currently used for Destructive Analyses. 
 
In general,   when a sample is received at SAL,  it is assigned one of the following designations:  
Uranium (U),  Plutonium (Pu),  Input (I),  Special or D2O.  
 
D2O samples are dispatched for analysis at a NWAL and Special samples are subject to review to 
determine the optimum  analytical scheme,  dependant on the customer’s requirements.  U,  Pu & I 
samples are usually well characterised and have clearly defined analytical schemes.  In general,  the 
following analytical methods are used: 
 
Uranium:  elemental analyses by NBL Davies & Gray Titration;  isotopic analyses by High Resolution 
Gamma Spectrometry (HRGS) or Thermal Ionisation Mass Spectrometry (TIMS). 
 


 
Picture of NBL Davies & Gray Titration Robot. 
 
Plutonium:  1/.  gramme sized samples - elemental analyses by MacDonald & Savage Titration and 
(for MOx) NBL Davies Gray Titration;  americium-241 determination by HRGS;  isotopic 
determination by TIMS;  2/.  milligramme sized samples - elemental analyses by Isotopic Dilution 
Mass Spectrometry,  americium-241 by HRGS and isotopic composition by TIMS. 
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Picture of Pu Powder being handled in a glovebox. 
 
Input: elemental analyses by Isotopic Dilution Mass Spectrometry, and isotopic composition by TIMS. 
Additionally a method for determining curium has just enetered service. 
 


 
Picture of Spent Fuel Separation Robot. 
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Techniques being Developed for future use for Destructive Analyses: 
 
Uranium:  traditionally,  many uranium determinations were carried out by gravimetry.  Due to the 
increasing costs of waste disposal,  SAL is considering gravimetry,  coupled with ICP-MS for impurity 
determination,  as an alternative means of determining elemental composition. 
 
Plutonium:  the use of controlled potential coulometry as an analytical technique for elemental 
determination is currently being studied.  
 
Input:  traditionally SAL has used IDMS with separation of the U & Pu on a column filled with 
TOPO-coated silicagel.  The need for determination of Curium on such samples for flow sheet 
verification has led to the development and implementation of a separation method with Cm 
determination by Alpha Spectrometry.  Additionally  a method for determination of actinides by ion 
chromatography coupled with ICP/MS is being pursued. 
 
Challenges with DA 
 
Destructive Analyses are costly.  Disposal of analytical ressidues,  glovebox solid waste sentencing,  
process waste costs (from such mundane activities as hand washing,  toilet flushing etc) are rising,  
often disproportionately to the rate of inflation.  There are challenges associated with sentencing of 
analytical residues (often it is very difficult to extract the analyte) and with the return of sample 
residues.   
 
Nevertheless,  despite the challenges associated with Destructive Analysis,  DA continues to be needed 
as the accuracy associated with NDA is not sufficient for the needs of SG,  and will be used at IAEA-
SAL for the foreseeable future. 
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Abstract 
 
During the recent 5 years a wide program for evaluation of existing and development of new 
tamper-indicating devices was started at the IAEA. The purpose of this program is to assess 
functionality, usability and possible vulnerabilities of seals already in use, to define the 
requirements and enhanced features of new devices and systems and to test them 
appropriately. Emphasis was given to the development and assessment of electronic seals, 
which represent the family of multiple use, multiple verification tamper-indicating devices 
with the capability to store internally substantial information about the history of their 
handling. This information can be retrieved, transferred, processed and evaluated later 
allowing to establish conclusions about possible tampering of the protected object as well as 
assurance about the “state of health” of the tamper-indicating device and its components. The 
present paper describes the main features of the currently used VACOSS-S seal as well as the 
needs for its replacement, and the most important Agency’s requirements for the newly 
developed electronic seals. The implementation of these requirements is being shown on the 
examples of new developments mainly supported by the Member States Support Programmes 
for the IAEA Safeguards. The main technical data of the presented electronic seals are 
compared. Short description of the necessary steps for the IAEA acceptance testing and 
authorization procedure for new electronic seals including lab functional tests, usability 
check, environmental and EMC qualification tests, radiation tests, safety and vulnerability 
assessments as well as field tests completes the presentation. 
 
1. Introduction 
 
The International Atomic Energy Agency, Vienna, is using world-wide a variety of seals to 
attain its safeguards objective in the area of Nuclear Non-Proliferation. Seals are used to 
protect containers with nuclear material and special tools, machines, and instruments, access 
doors, hatches and other objects in nuclear facilities.  
 
But what is a seal? A seal is a tamper-indicating device designed to leave non-erasable, 
unambiguous evidence of entry or tampering. Unlike locks, seals are not meant to necessarily 
delay unauthorized access, just record that it took place. [1] 
 
The seals can be characterized according to their main properties: single or multiple use, 
single verification (post-mortem or on-site) or multiple on-site verification. Table 1 shows the 
different types of seals used or under evaluation for future use by the IAEA. The electronic 
seals belong to the group of multiple use, multiple on-site verification seals and represent the 
most sophisticated and user-friendly type of security seals, which can be easily integrated in 
small or large unattended automated data acquisition systems for Containment/Surveillance 
including also Remote Monitoring Systems at nuclear facilities and elsewhere. 







Table 1. Seal types 
 
 Single 


verification 
(post-mortem) 


Single 
verification 
(on-site) 


Multiple 
verification 
(on-site) 


Single use Metallic seals 
(CAPS) 


Adhesive seals 
(VOID) 


COBRA seal 
IRUSS seal 
 


Multiple use - - Electronic seals 
(VACOSS, 
EOSS, IRES, 
TRFS) 


 
2. Generic Electronic Seal Design 
 
The generic electronic seal design is shown on Figure 1. 
 


 
 
FIG. 1. Block Diagram of a generic electronic sealing system 
 
The sealing system contains two main components: the electronic seal and the seal reader. 
The sealing wire, which can be an electric wire or a fiber-optic cable, secures mechanically 
the object under seal (container, equipment, etc.). In the shown simple configuration both 







components, seal and seal reader are stand-alone, autonomous functioning active devices 
powered by internal batteries. 
 
2.1. Main modules of an electronic seal: 
 
�� Control microprocessor and program memory, which contains the internal firmware and 


perform the control and communication between the remaining modules; 
�� Sealing wire interface – it checks periodically the integrity of the sealing wire and 


communicates the results to the main microprocessor; 
�� Event memory, where all events are stored and later retrieved by the seal reader. The 


events include time stamped information about the status of the sealing wire and the seal 
enclosure, as well as information about the so-called “state of health” (SOH) of the 
internal modules of the seal like functional diagnostic, battery level, temperature etc. The 
event memory is often non-volatile and retains its content even without power. This helps 
to reconstruct later the complete history of events before the power failure and not to loose 
essential information. 


�� Communication interface, which enables the proper communication with the seal reader; 
�� An RF interface may be included as an alternative for wireless communication using a 


small external or internal antenna; 
�� The authentication unit, which may be realized also in the main processor, ensures that all 


information provided by the seal is genuine, originates from the particular seal and has not 
been altered, replaced or withhold. The process includes generation of a specific signature 
for each event inside the seal and its subsequent check after reading the information by the 
seal reader. Figure 2 and 3 show the principle of event data authentication [2]. 


 


 
 
FIG. 2. Generation of the authentication signature in an electronic seal 
 
Standard but also proprietary algorithms are being used for accomplishing of the 
authentication feature. Depending on the type of authentication used (symmetrical or 
asymmetrical) the verification of the signature utilizes either the secret private key or a non-
secret public key, which can be used only for checking the signature but not for creation of a 
new one. This is an important advantage of the asymmetrical authentication methods. 
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FIG. 3. Verification of the authentication signature in the seal reader. 
 
2.2. Main modules of an electronic seal reader: 
 
�� Communication interface, which allows the seal reader to communicate with the seal and 


supplies additional power to the seal during the reading process if the communication uses 
a cable. Alternatively a wireless communication path can be utilized for distant reading. 


�� Portable computer, realizing the interrogation of the seal information, the verification of 
the authentication, the storage, review and transfer of the seal information. 


 
The seal reader can be used for subsequent reading by connecting to individual seals or the 
seals may be connected in a daisy chain configuration and handled more convenient as a 
group. This arrangement is particularly useful for storage facilities with higher number of 
electronic seals as well as for unattended monitoring systems. 
 
3. The VACOSS electronic seal 
 
More than 15 years ago the need of an electronic seal for multiple usage was recognized at the 
IAEA and the VACOSS sealing system was developed under the German Support 
Programme. The device was later accepted and produced by Aquila Technologies Group Inc., 
USA for Agency use [3]. Currently more than 1500 VACOSS seals are in use by the IAEA 
world-wide. The VACOSS sealing system is presented on Fig. 4. 
 
The VACOSS sealing system has following main features: 
 
�� Active electronic seal for multiple application and verification on-site 
�� Uses fiber-optic sealing wire with outer diameter of 3mm and length up to 50m 
�� Autonomous operation for 18 months on 2 internal Li-batteries 
�� Memory for 10 time stamped fiber-optic events plus initialization data 
�� Monitoring of the seal case and battery status 
�� Possibility for providing of encrypted seal data 
�� Seal reader using an HP palmtop computer and a small interface box, fully portable 
�� Small size and weight 
�� Password protection for identity check 
�� Party-line connection of multiple seals possible 
�� Simple and reliable DOS reader software for palmtop and desktop PC. 
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FIG. 4. The VACOSS-S sealing system 
 
During the time the heavy usage of the VACOSS sealing system provided a lot of experience 
but showed also some weaknesses and deficiencies especially related to the introduction of 
remote monitoring systems involving electronic seals. Therefore based on this experience, the 
IAEA decided to establish a set of user requirements considering the most important features 
of a new electronic seal suitable for the future Agency’s safeguards use [4]. The development 
of the system was proposed to the Member States Support Programmes. 
 
4. IAEA Requirements for the new Electronic Seal 
 
These requirements can be summarized as follows: 
 
�� Autonomous tamper-indicating device for multiple use and verification on-site; 
�� Sealing wire with high tamper sensitivity and maximum length of 100m; 
�� Internal non-volatile memory for 1000 real-time stamped events, unique serial numbers; 
�� Events shall include wire and case tamper, SOH and inspector actions; 
�� Reliable authentication of all seal data using certified algorithms and key lengths of 128 


bits or more, private/public key system preferred; 
�� Seal data encryption as an option; 
�� Communication to the seal reader by standard RS485 with a range of 1200m or wireless 


with a range up to 20m; 
�� Battery life longer than 2 years at average interrogation rate 1 per day; 
�� Possibility to connect multiple seals in party-lines and to interrogate them automatically in 


unattended or remote monitoring systems; 
�� Operating temperature range –350C to +750C, humidity 10-90%, splash-waterproof 


design, protection class IP65; 
�� High radiation resistance for gamma rays and neutrons; 
�� High reliability, small dimensions and weight; 
�� Seal reader based on commercial portable computer or desktop PC, Windows OS; 
�� Seal reader data base including auxiliary inspection information and review possibility; 
�� Easy data transfer and evaluation etc. 







The requirements were conveyed to the potential developers and 3 MSSPs accepted the 
proposal and started SP Tasks for the development of a new electronic seal for the IAEA. The 
following paragraphs will show these projects as examples. 
 
5. The modified enhanced VACOSS 5E electronic seal 
 
This development was started by Aquila Technology Group, USA based on the design of the 
current VACOSS seal. The new system is presented on Fig. 5. 


 
FIG. 5. The enhanced VACOSS 5E sealing system 
 
The main advantages of the system are following: 
 
�� Fiber-optic sealing wire, maximum length 500m; 
�� More reliable operation, capable for fast interrogation; 
�� Non-volatile memory capacity for 256 events; 
�� Proprietary authentication of seal data; 
�� Reader as palmtop Windows CE computer (HP Jornada 690); 
�� Automatic cyclic interrogation of group of seals; 
�� Backward compatibility to previous VACOSS seal versions and connections; 
�� Optional RS485 communication link. 
 
6. The Electro-Optical Sealing System 
 
The Electro-Optical Sealing System (EOSS) is under development by the German Support 
Programme [5]. Developer is Dr. Neumann Elektronik GmbH, Germany. A sample of the 
EOSS is presented on Fig. 6. The main features include: 
 
�� High sensitive fiber-optic sealing wire, maximum length 2000m; 
�� Battery life 3 years; 
�� Registering of sealing wire events, case events and SOH in non-volatile memory; 
�� Data authentication based on Triple DES with 128 bit keys; 
�� RS485 communication on twisted pair bus up-to 32 devices; 
�� Tamper-indicating composite seal enclosure; 







�� Windows reader software, Ethernet connection possible. 
 


 
FIG. 6. The EOSS with reader interface box. 
 
7. The IRES sealing system 
 
The Integrable Reusable Electronic Seal (IRES) is under development by the French Support 
Programme [6]. The developer is the company Saphymo, Massy, France. The sealing system 
is shown on Figure 7. 
 


 
FIG. 7a. IRES seal with cable connection  FIG. 7b. IRES seal with RF connection 
 
Main advantages of the IRES sealing system: 
�� Uses special resistive sealing wire; 
�� Can support cable communication for 1200m or wireless communication range of 15m; 
�� Stores up to 1800 events in non-volartile memory: sealing wire events, case events, SOH; 
�� All data is authenticated using high security elliptic algorithm with 128 bit keys; 
�� Supports party-line configuration and automatic reading of multiple seals; 
�� Convenient configuration for up to 3 users with different rights; 







�� Separate maintenance version for set-up operations; 
�� Windows NT reader software supports internal data base and additional information; 
The seal will be presented in a separate paper at the symposium [7]. 
 
8. The TRFS sealing system 
 
Sandia National Lab developed the Two-way Radio Frequency Sealing System with wireless 
information transfer (TRFS/T-1). The IAEA is currently evaluating the system for potential 
safeguards use at storage facilities [8]. The system will be also presented at the IAEA SG 
Symposium. [9] As a short summary it can be characterized as follows: 
 
�� Uses low cost fiber-optic sealing wire for easy handling, max. length 30m; 
�� Sturdy design with long range RF communication for large number of sealed items; 
�� Battery life up to 4 years, polling and alarm modes; 
�� Stores internally 100 events, sealing wire, case tampering, SOH; 
�� Interrogation by a multi-level DAS with high redundancy and storage capacity; 
�� Flexible configuration for different applications; 
�� Uses modified TEA algorithm for data authentication; 
�� Data Review Station for IAEA use under development; 
 
9. Conclusions 
 
All mentioned above new electronic seals are currently under comparative evaluation at the 
IAEA. The program includes functional tests, environmental and EMC qualification tests, 
radiation tests, usability evaluation, vulnerability assessment, field tests. After completing of 
all tests, which are at different stages now, the IAEA will perform based on the results a 
comparison of the proposed new electronic seals and choose the most appropriate one for 
immediate future safeguards use. We hope to solve on this way successfully the increasing 
needs for reliable and affordable electronic sealing systems for the IAEA. 
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MATERIALS IN THE REPUBLIC OF UZBEKISTAN 
 
 
KHASAN YUNUSOV, HOLBAY HALILOV 
Agency on Safety in Industry and Mining of the Republic of Uzbekistan, Tashkent, Uzbekistan 


 


The purpose of this presentation is to discuss about State Systems of Accounting for and Control 
(SSAC) of nuclear materials in the Republic of Uzbekistan.  


I. INTRODUCTION 
After the breakup of the USSR the Republic of Uzbekistan has been working in the following 
areas, attaching primary importance to producing a legislative the structure for the safe use of 
nuclear energy: 


-legal framework for nuclear and radiation safety; 


-licensing and control of nuclear facilities and radiation sources; 


-regulations for the safe transport of nuclear & radioactive materials; 


-emergency preparedness. 


II. PRINCIPAL ELEMENTS & THE FUNCTION OF THE SSAC  


Authority 
The structure of the State organizations Operating directly under the Cabinet of Ministers of the 
Republic of Uzbekistan is the Agency on Safety in Industry and Mining  (atomic inspection), 
which acts as the chief governmental body for the nuclear safety and radiation protection. The 
Committee's main activities are the preparation of legislative and regulatory documents, analysis 
and supervision of nuclear safety and nuclear material accounting for the State. 


At the same time, work has started on reorganizing the State institutions with a view to 
concentrating all the main regulatory and supervisory functions in the area of radiation and 
nuclear safety in one institution-Agency on Safety in Industry and Mining. The Republic of 
Uzbekistan signed the Model protocol Additional to Safeguards Agreement between Uzbekistan 
and IAEA on 22 September 1998. In 1998 the Uzbekistan has acceded to the Convention physical 
protection of nuclear material.  
III. NUCLEAR ACTIVITIES IN UZBEKISTAN 
Atomic inspection safeguarded at the beginning of 2001, 9 installations which are as follows:  


     *  2 Research Reactor  


     *  2 Uranium mine and reprocessing plant 


     *   5 Storage installations 


-Nuclear research reactor WWR-SM, which is water- water type, work on the 20 % 
enriched uranium (total loading weight is 7.5 kg). His warming power –10Mw.Using Russian-
supplied IRT-3M fuel assemblies containing. The reactor is designated to carry out experiments 







 


in field of nuclear physics and nuclear engineering, neutron activation analysis, solid-state physics 
and isotope production.  


-Photon Impulse Reactor enriched U total 4,550 kg (liquid), used for industrial purposes 
by the industrial group “Poton’.’ 


-The creation of large-scale uranium industry in Uzbekistan resulted from the 
establishment and development of the Navoi Mining and Metallurgy Group, which in 1965 
manufactured its first batch of end product-uranous-uranic-oxide. In 1991, following the 
establishment of the independent Republic of Uzbekistan, this group and all its industrial 
facilities became the property of Uzbekictan. In 1992 the Novoi Group and a number of industrial 
engineering, assembly, design and other organizations were amalgamated into the State enterprise 
“Kyzylkumredmetzoloto”. The uranium branch of this enterprise made up of Hydrometallurgical 
Plant N1 in Navoi and four mining. 


IV.  LEVELS OF DATA PROCESSING 
Atomic inspection distinguishes between three main levels of data processing: 


BOTTOM     Instrumental Level 


PLANT     Inspector computer 


Operator computer 


HEADQUARTERS National System IAEA 


�� As general rule, the flow of information is from the bottom to the top. 


�� National inspection activities include: 


�� Preparing the inspection report, a copy of which is sent to the IAEA, for each 
inspection ; 


�� Examination of the records to verify self-consistency and consistency with the 
reports:  


�� Counting & identification of the items of nuclear materials recorded and reported: 


�� Taking samples, according to a statistical sampling plan for analysis of nuclear 
materials: 


V.  The Processing Cycle 
The operators are required by the Regulation to report all inventory changes 15 days after the 
month in which they had been accounted for. Upon arrival the reports are immediately input into 
the computer and they are checked by the accountancy Unit Atomic inspection for clerical 
mistakes, in particular by comparing the calculated book inventory with the reported one. After 
that, the reports are dispatched to the IAEA. More than 40% of all the entry lines are reported by 
the operators to Atomic inspection in computer-readable. The reports come from the 5 
installations. The less than 60% remaining entry lines, which are the reports of over 4 largest 
installations, are still on hardcopy. 







 


A lot of effort is being devoted to encouraging further operators to computerize their reports. This 
requires regular and detailed contacts with these operators. As transmission medium, the Atomic 
inspection can presently accept: 


-hardcopies; 


-diskettes. 


VI. Summary 
The current Uzbekistan’s SSAC has been developed & fully satisfies both the IAEA safeguards 
requirements. The Republic of Uzbekistan supports the introduction of the “integrated 
safeguards”. There is need to further strengthen the relationship between the Uzbekistan’s SSAC 
and the IAEA under an integrated safeguards regime to provide more effective and efficient 
safeguards application. 
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Diliman, Quezon City 
PHILIPPINES 
 
Abstract 
 
Prior to the construction of nuclear power plant in 1976, the only safeguarded nuclear materials in the 
Philippines were the nuclear fuels of the research reactor (PRR-1). The arrival of the nuclear fuels of 
the Bataan Nuclear Power Plant (BNPP) in 1984 increased the number of safeguarded nuclear 
materials. Further, the upgrading of the present MTR reactor to a TRIGA type in 1987 necessitated the 
acquisition of additional nuclear fuels. With the decision of the Philippine Government to mothball the 
BNPP in 1986, the operator, the National Power Corporation, made arrangements to sell the nuclear 
fuel assemblies. In December 1997 Siemens Power Corporation bought the fresh fuel assemblies. On 
the other hand, the spent fuel assemblies of mixed enrichment from PRR-1 were shipped to the United 
States on 14 March 1999. This shipment was in line with the U.S. initiative to implement its Record of 
Decision to accept and manage all foreign research reactors uranium fuels of U.S. origin.  
The only safeguarded materials left are the TRIGA fuels and the complete reactor assembly of BNPP. 
 
 
1. INTRODUCTION 
 
Nuclear Science and Technology formally entered the Philippine scene in July 1955 when the 
Philippines and the United States entered into an agreement for cooperation in the development of 
peaceful uses of atomic energy and assistance in carrying out a nuclear research reactor program. In 
1958, Republic Act 2067, known as the Philippine Science Act of 1958, created the Philippine Atomic 
Energy Commission which became the regulatory authority over the licensing and regulation of all 
peaceful applications of atomic energy for the protection of public health and safety. It was also in this 
same year on 2 September that the Philippines became a member of the IAEA. 
 
In 1968, the authority of the Philippine Atomic Energy Commission was strengthened with the 
enactment of another law, Republic Act No. 5207, known as the Comprehensive Atomic Energy 
Regulatory and Liability Act of 1968. This Act started the groundwork with due cognizance to the 
Vienna Convention on Civil Liability for Nuclear Damage.  
 
The Philippine Atomic Energy Commission was re-organized and re-named the Philippine Nuclear 
Research Institute (PNRI) under Executive order No. 128 issued in 1987. The PNRI retained its 
promotional and regulatory mandates over radioactive materials. 
 
 
2. IMPLEMENTATION OF THE SAFEGUARDS AGREEMENT 
 
The Agreement between the Philippines and the International Atomic Energy Agency (IAEA) for the 
application of Safeguards in connection with the Treaty on the Non-proliferation of Nuclear Weapons 
contained in INFCIRC/216 entered into force on 16 October 1974. Pursuant to the Safeguards 
Agreement with the IAEA, the Philippine Nuclear Research Institute is the national authority that 
establishes and maintains the national system of accounting for and control of all nuclear materials.  
 
The Philippines has two facilities subject to safeguards: the Philippine Research Reactor (PRR-1) and 
the Bataan Nuclear Power Plant (BNPP).  
 







a) The Philippine Research Reactor better known as PRR-1 is a swimming pool type research 
reactor designed by the General Electric of U.S.A. for operation at 3-megawatt power level. It 
achieved its first criticality in August 1963 after about two years of construction. Operation of 
the reactor continued for several more years until it was decided to shut down for its 
conversion into a TRIGA-type facility. The aim was to optimize its utilization for isotope 
production and activation analysis. There were a total of 50 MTR-type fuel assemblies of 
mixed enrichment in the facility which were considered as spent, after their re-use were no 
longer needed. They were stored and maintained in the storage pool of the reactor for almost 
25 years prior to the plan for their disposition.  
 
On 13 May 1996, the US DOE in consultation with the Department of State issued the Record 
of Decision  (ROD) on Non-Proliferation Policy. The aim was to accept and manage foreign 
research reactor spent fuel containing uranium of U.S. origin and enriched in the United 
States. The acceptance criteria carried with it a cost-free provision given only to developing 
countries like the Philippines. Classified as a developing country, the Philippines, through the 
PNRI, signed a contract with the U.S. Department of Energy for the cost-free shipment of 
PRR-1 spent fuels to the United States. The fifty-one (51) fuel assemblies of mixed 
enrichment were shipped to the United States on 14 March 1999. 
 
The safeguards aspect of the spent nuclear fuels shipment calls for a clear identification and 
verification of all assemblies to be removed from the safeguards location. This activity 
included the preparation of new Material Balance Report and Inventory Change Report for 
submission to the IAEA.  
 


b) Bataan Nuclear Power Plant  (BNPP) formerly named the Philippine Nuclear Power Plant-1 
(PNPP-1) is the only nuclear unit, a 620 MWe PWR made by Westinghouse. It is located at 
the Bataan Peninsula on the island of Luzon approximately 80 kilometers west of Manila. The 
construction of the nuclear plant began in 1979 and consequently the fuel assemblies came in 
1984. Until this time, the only safeguarded materials in the Philippines were the nuclear fuels 
of the PRR-1. However, as a result of the change in government and the aftermath of the 
Chernobyl accident in 1986, the nuclear plant, which was then ready for operation was 
mothballed. With the decision of the Philippine Government to mothball the BNPP in 1986, 
the change of ownership from the National Power Corporation to the Philippine Government 
necessitated a revised Facility Attachment which took effect in 1997. 
 
The operator, National Power Corporation made arrangements to sell the fresh fuel 
assemblies. In December 1997 the 161 fresh fuel assemblies were shipped out to Siemens 
Power Corporation. With the removal of nuclear fuels in BNPP, the nuclear reactor was 
considered a closed-down facility since it has not been decommissioned. Nevertheless, the 
safeguards inspectors have to visit the plant for the design information verification. 


 
The removal of 51 fuel assemblies from the PRR-1 and 161 fuel assemblies from the BNPP has 
reduced the fissile uranium materials under safeguards in the country to about 0.60 %. At present, the 
nuclear safeguards program covers the remaining 130 TRIGA fuels of the research reactor and 
complete reactor assembly of the BNPP. Safeguards inspections take place once a year carrying out 
Physical Inventory Verification (PIV) and Design Information Verification (DIV). Operating records 
such as general ledgers, subsidiary ledgers and inventory list of nuclear fuels were prepared during the 
inspection. The accounting reports (PIL, MBR) were prepared in hard copies by the Safeguards Unit of 
PNRI and subsequently submitted to the IAEA. The format of reporting was submitted in the Fixed- 
Format Code 10. The Philippines still maintains the six-digit date format.  
 
Technical assistance in the establishment of computerized system of nuclear materials accounting and 
control was solicited from the IAEA in 1985. The computer utilized was the VAX11/750; however, it 
is not used anymore for various reasons. At present, the data are in text file, which we hope to send by 
electronic mail. 
 







3. PHILIPINES COMMITMENT UNDER THE ADDITIONAL PROTOCOL 
  
Cognizant of the efforts by the IAEA to strengthen international safeguards, the Philippines signed the 
Additional Protocol with the IAEA on 30 September 1997. The Philippine Instrument of Ratification 
has been resubmitted to the Congress in June last year for concurrence. Pending ratification of the 
Protocol, safeguards inspectors have already undertaken environmental sampling of PNRI isotope 
laboratories.  
 
The Philippines is committed to undertake its obligations under the Additional Protocol, which are: 
 


�� To provide the IAEA with an update of the declaration submitted under INFIRC/216 on the 
general description of and information specifying the location of nuclear fuels. 


�� To provide a description of each building on each site, including its use where nuclear material 
was customarily used including the closed-down facility. 


�� To provide environmental sampling to other laboratories associated with the reactor. 
�� To provide information on nuclear fuel cycle- related research and development activities (no 


nuclear fuel cycle research activities has thus far been undertaken) 
 
 
4. CONCLUSION 
 
The Philippines is committed to honor its obligations under the Additional Protocol. The progress 
towards Integrated Safeguards is important in confidence –building measure with the Member States 
and the IAEA. We also expect progress made towards the integrated system, which will yield savings 
on inspection efforts. 
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THREAT OF NUCLEAR TERRORISM: ISSUES OF 
INTERNATIONAL LAW, BORDER PROTECTION, SECURITY 
AND EXPORT CONTROL COOPERATION 
 
ALEXANDER I. NIKITIN 
Russian Political Science Association, Moscow, Russian Federation 
 
 In 1970-1991 the IAEA dealt mainly with loyal signatories to NPT, after 1991 
met challenges of non-loyal states aiming at clandestine nuclear programs (Iraq and 
North Korea), while after 2001 must also meet new challenge of non-loyal non-state 
actors aiming at obtaining nuclear materials and weapons. The task of protecting 450 
tons of separated weapon grade plutonium, 1700 tons of separated HEU outside 
military use, as well as 2,7 tons of HEU in civilian and training reactors spread in 43 
countries requires more active cooperation between the IAEA and state and inter-state 
structures responsible for fight against international crime, intelligence, control of 
borders and domestic law and order. UN SC resolutions 1269, 1368, 1373 provide 
some important legal basis for fight against nuclear terrorism, but special Convention 
on Fight Against Nuclear Terrorism need to be adopted through UN procedures. 
Protocol on Fight against International terrorism is required to supplement the 
Palermo (2000) Convention on Fight Against Transnational Organized Crime (signed 
as for now by 128 states). 
 Treaty on Cooperation in Fight against Terrorism signed by the CIS states in 
1999, as well as creation of the CIS Anti-Terrorist Center in 2000 could contribute to 
the legal means of such fight. Russia also employs Bishkek security group (within 
Shanghai Cooperation Organization) and “Borjomi Four” group (security services 
cooperation between Russia, Armenia, Georgia, Azerbaijan) for anti-terrorist 
coordination. 
 Obligations under START-1, START-II and other treaties on nuclear 
disarmament require from Russia to dismantle in foreseeable future about 250 nuclear 
reactors from submarines, about 700 SLBMs, about 150 ICBMs of SS-18 type and 
400 more of other types. All that would increase stocks of fissile material beyond 
direct military use and would require additional protection measures. In time this task 
coincides for Russia with necessity to reprocess 40,000 tons of chemical weapons 
(task resulting from implementation of CWConvention). 
 Among international measures as response to the nuclear terrorism risk the 
following groups of measures are required: 
Stronger border protection in crisis areas (currently Afghanistan and Central Asia 
area); 
Advanced customs and export control techniques; 
More strict and verified physical protection of fissile materials in domestic and 
civilian use; 
Active and urgent conversion of separated fissile materials not in military use and of 
nuclear waste;  
Terrorist-proof design of facilities; 
Intensified international coordination and cooperation of anti-terrorist bodies and 
structures of various states and international organizations. 
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CLOSING REMARKS 
 
CHARLES CURTIS 
Nuclear Threat Initiative, USA 
 
I want to take just a second to conclude these proceedings and then Mr. Goldschmidt 
will conclude the week’s proceedings. Obviously I think that it was an important 
leadership decision of the Director General to add this day to these important 
proceedings so that we might have the very excellent presentations that we have had 
throughout this day on what is a fundamentally important and now urgent subject. 
 
One of the founding fathers of my country once advised his colleagues that we should 
all hang together for surely we shall all hang. He was trying to emphasize the sense of 
community and responsibility. This is a time I believe that the international 
community should emphasize the last word in that title, a sense of community, 
responsibility to each other, and in that I include all States - weapon States as well as 
non-weapon States. 
 
Eighty nations lost citizens in the attack at the World Trade Center. The economic 
effects are rippling and rolling through markets and they have already extracted a very 
significant price and they threaten worldwide recession. Imagine yourselves in another 
meeting in this room in the week after our worst scenarios which now, because 
thresholds have been crossed in terms of the number of lives taken in an attack on a 
civil population, thresholds have been crossed in terms of using biological agents in 
an attack on a civil population. We can now imagine our worst scenarios. Anita 
Nilsson raised the question: “Is there a reason to be concerned that nuclear materials 
might be stolen and fashioned and used in a nuclear device, or nuclear materials may 
be stolen and fashioned and used in a radiological dispersion in a major city in the 
United States or world capital?” 
 
Do we have a reason to be concerned? I think after the presentations we have heard 
today, every person in this room must conclude we have a reason to be concerned and 
we have a challenge that we must respond to to strengthen the safeguards and the 
security system which must be, if not well co-ordinated, well integrated to protect 
against the loss of these materials to these evil purposes. Post 11 September we should 
all be concerned. What we heard also in these presentations and what we must keep in 
mind is that we have a very strong foundation to build on, but we know it will be hard. 
Voltaire once advised that the perfect should not be the enemy but the good. Our 
safeguards system is good, it needs to be better. A material protection system is not 
yet good and it needs to be even better than good. So we have much work to do. In the 
end I go back to an earlier admonition – our nuclear future and safety depend on the 
skills of the people in this room and the strength of your voice. So I ask you again to 
continue your work in your home venues because I think we all know how important 
and how dependent global security is on your efforts. 
 
Thank you. 
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I. INTRODUCTION 


 This Paper describes major results of the work undertaken in the Tripartite Enrichment 


Project carried out under an Agreement between the IAEA the Ministry of the Russian 


Federation on Atomic Energy ( Minatom ), and under a Contract between the IAEA and the 


China Atomic Energy Authority (CAEA). The complete results of the work are published by the 


Agency in Tripartite  Enrichment Project Summary  and Task Reports. 


  


 In 1993, the Government of the People’s Republic of China informed the Agency that 


China had decided on a voluntary basis to add the Shaanxi Uranium Enrichment Plant to the list 


of eligible facilities under the Voluntary Offer Safeguards Agreement (INFCIRC/369).  The 


Plant was under construction at the time.  After consultations, the Agency selected the Shaanxi 


Plant in September of 1997 for the implementation of safeguards. 


 


The Agency realized that the safeguards approach used at gas centrifuge uranium 


enrichment facilities in other States would not be fully applicable.  Chief among the reasons for 


this conclusion were the observations that enrichment plants incorporating Russian gas 


centrifuges are designed for a much greater degree of operational flexibility than other plants, 


and that travel conditions to the Shaanxi Plant at least at present are not compatible with 


requirements for unannounced access at the facility for the performance of unannounced 


inspections in the cascade area. 


 


 The Tripartite Enrichment Project was conceived as a means to develop a safeguards 


approach for any plant equipped with Russian centrifuge technology.  The Project was created 







through a cooperative arrangement involving specialists from Minatom, CAEA and the IAEA.  It 


comprised seven tasks, the salient products of which are summarized in the following 


paragraphs.  


 As the work proceeded, progress meetings were held in Vienna, Beijing and Moscow, 


and critical discussions were held at the Angarsk Enrichment Plant in the Russian Federation 


and at the Shaanxi Enrichment Plant in the People’s Republic of China. 


 


II. SUMMARY OF RESULTS OF INDIVIDUAL TASKS 


Task 1. Design Information Questionnaire     


 A Design Information Questionnaire was prepared for a Model Plant incorporating 


Russian centrifuges designed to produce low enrichment uranium, and capable of providing 


200,000 separative work units per year.  Russian experts concentrated on the cascade hall 


portion of the Model Plant, all internal equipment and all interconnections with other buildings.   


Chinese experts provided input on the UF6 handling areas, the analytical laboratory and the 


waste handling areas.  


 


Task 2. Nuclear Materials Accountancy System     


 Under Task 2, a Nuclear Materials Accountancy System was described for the Model 


Plant.  It presents a description of the two material balance areas, the five flow key measurement 


points and the seven inventory key measurement points foreseen.  It describes the provisions for 


maintaining knowledge over the location and amounts of nuclear material on a continuous basis, 


the procedures for physical inventory taking and for estimating the process inventory and hold-


up within the process and related equipment.  It includes descriptions of the operating and 


accounting reports and the provisions for reporting, as required for the implementation of IAEA 


safeguards.  Further, it includes a description of the methods, instrumentation, calibration and 


error estimation methods employed for all measurements of weight, uranium concentration and 


isotopic composition, and concludes with provisions for the use of computers to facilitate the 


accuracy and timeliness of nuclear materials accountancy information. 


 


Task 3. Analysis of HEU Production Capability    


 The Russian and Chinese Project staff examined the Model Plant to identify possibilities 







for the production of uranium enriched to 20% or more, through process, piping or equipment 


modifications or through changes in operational practices, as might be applicable.   The analysis 


was divided into two categories of possibilities.  The first category comprised scenarios for 


“quick diversions” in which three specific scenarios were identified and analyzed: 


�� Use of the entire cascade with the plant’s UF6 feed and withdrawal stations; 


�� Use of a portion of entire cascade with the plant’s UF6 feed and withdrawal stations; 


and 


�� Use of the whole cascade with non-standard sublimer/desublimer arrangements (e.g., 


cold traps of the emergency dump system). 


 The second category comprised “slow diversions” in which four scenarios were 


identified and analyzed: 


�� Use of a part of the cascade with a stationary sublimer/desublimer in the cascade hall; 


�� Use of a part of the cascade with a portable sublimer/desublimer in the cascade hall; 


�� Use of a part of the cascade with modified process piping; and 


�� Use of a part of the cascade with new external piping to hidden sublimer/desublimer 


units installed outside of the plant areas accessible to Agency inspectors. 


 Each of these scenarios was considered to be plausible, and corresponding detection 


arrangements were identified and assessed.  The detection arrangements include both design 


information verification activities and inspection activities, including environmental sampling.  


The Task report illustrates the relationship between the verification activities proposed and the 


diversion scenarios identified. 


 


Task 4. Evaluation of Selected IAEA Enrichment Verification Methods & Equipment   


 Three investigations were carried out under this Project as summarized in the Task 4 


Report.   


�� First, the feasibility of applying two NDA instruments (CHEM and CEMO) used as 


“yes/no” monitors in other centrifuge enrichment plants subject to IAEA safeguards 


was considered, but they were found to be not well suited for plants equipped with 


Russian centrifuge technology.  Those instruments serve to detect whether the 


uranium enrichment of the process gas in a cascade header pipe is above or below 


20%.  CHEM is applied during inspections, while CEMO is applied continuously.  


For plants using Russian centrifuges, steel piping is used which significantly reduces 







the signal that would be detected by the CHEM or CEMO enrichment monitors.  In 


addition, flexible piping arrangements make it possible to by-pass any installed 


instrument. It was agreed as part of the safeguards approach (Task 6) that continuous 


enrichment monitors that measure and record the actual enrichment could be used by 


the Agency.  The development of such a monitor will be explored outside the 


provisions of this Project. 


�� Second, locations for environmental samples were investigated and optimal locations 


specified.  Testing was carried out in a Russian plant to confirm the selections.  In 


addition, a new technique was developed to provide a means to collect particles from 


within the plant vacuum system piping, that should provide a means to detect any use 


of the plant to produce highly enriched uranium.  The new technique is being pursued 


under arrangements outside the provisions of this Project. 


�� Third, a novel combination of VACOSS electronic seals and surveillance was 


introduced for testing at the Chinese enrichment plant, providing a means to track 


and verify all declared feed, product and tails cylinders.  The tests are successful; 


however, some improvements in the seals and in the software used to establish and 


maintain a seals application data-base are suggested. 


 


Task 5. Review of IAEA Safeguards Criteria    


 The findings indicate that some modifications/interpretations of the existing IAEA 


Safeguards Criteria are necessary for the Safeguards Approach set forth in Task 6 to be 


implemented.  The proposed modifications are in the nature of alternatives to some of the 


existing Criteria, as necessary and appropriate for gas centrifuge enrichment plants equipped 


with Russian centrifuges.   


 


Task 6. Safeguards Approach    


 Taking into account the work carried out in all of the tasks above, a safeguards approach 


has been developed for the Model Plant.  The Task Report describes the three objectives for 


safeguards at such facilities: detection of the production of highly enriched uranium; detection of 


the production of low enrichment uranium in excess of declared amounts or the declared 


enrichments; and detection of diversion of declared low enrichment uranium, natural uranium or 


depleted uranium.  The Report identifies the possible diversion scenarios and the corresponding 







detection mechanisms.  It describes the purposes of design information verification, the activities 


to be carried out inside the cascade hall (and the access to be afforded to Agency inspectors for 


that purpose), and the activities to be carried out in the UF6 handling areas and the building 


perimeter, including the roof.   


 The Task Report goes on to describe the inspection activities outside the cascade hall, 


comprising: 


�� examination of records and reports; 


�� accountancy and control of UF6 in feed, product and tails cylinders; 


�� verification of receipts and shipments; 


�� verification of declared transfers to and from the sublimation/desublimation stations; 


and 


�� swipe sampling outside the cascade hall. 


 Inside the cascade hall, the safeguards approach lays out the inspection activities required 


to meet the three objectives: 


�� visual examination of equipment and area; 


�� swipe sampling in the cascade hall; 


�� special particulate sampling using installed sample filters (so-called “Koshelev 


Filters”); 


�� product flow monitoring; 


�� continuous enrichment monitoring; 


�� separative work monitoring; and 


�� application of containment and surveillance at sublimation/desublimation stations 


and cascade hall entry and exit points. 


 Provisions are presented for unannounced inspections into the cascade hall during routine 


inspections, noting that access to the cascade hall is foreseen for every routine inspection for the 


purpose of servicing the flow meters, continuous enrichment monitors and Koshelev Filters. 


 The safeguards approach envisions the introduction of SWU (separative work) 


monitoring as a means to confirm the actual production of the plant, and thereby provide a 


means to assure that the entire production capacity is used to produce declared product.  Three 


possibilities for SWU monitoring are under consideration: 


 







�� annually, in conjunction with closing the material balance; 


�� monthly, on the basis of verified transfers of inputs and outputs through cylinder 


verification; and 


�� monthly, on the basis of the flow monitors and continuous enrichment monitors 


installed in the plant. 


 The safeguards approach describes the provisions foreseen for physical inventory 


verification, and for material balance evaluations, including shipper/receiver analyses, 


determination of material-unaccounted-for, and the difference statistic, D. 


 The equipment foreseen for implementing the safeguards approach is described in the 


last section of the Task Report.  While some of the equipment exists and can be implemented 


directly, other equipment must be developed and tested before it can be authorized for routine 


inspection use.  UF6 flow monitors, continuous enrichment monitors and Koshelev Filters are 


three areas where further developments are planned or are already underway. 


Task 7. Design Verification Training Exercise 


 Given the differences existing between enrichment plants equipped with Russian 


centrifuges and other gas centrifuge plants, and the lack of Agency experience in applying 


safeguards at plants equipped with Russian centrifuge technology, Task 7 was undertaken to 


provide training to a group of inspectors in preparation for the actual DIV activities if IAEA 


safeguards are to be implemented at such plants.  The training exercise was carried out at the 


Shaanxi Enrichment Plant in July, 1998.  Russian experts were responsible for the parts of the 


exercise addressing all activities within the cascade hall, while Chinese experts were responsible 


for activities outside the cascade hall.   


 


III. CONCLUSIONS 


 


 The objectives for establishing this Project have been met.  The Safeguards Approach 


developed in the course of this Project provides a basis for effective safeguards to be applied and 


integrates various technologies to provide an efficient scheme through which the three applicable 


safeguards objectives can be satisfied in a cost-effective manner.  The actual proof of the 







effectiveness of the proposed Safeguards Approach will take some time to confirm.  Some of its 


elements are yet to be developed, however, in concept, all are considered practicably attainable. 


 This Project was undertaken to develop concepts, procedures and techniques to facilitate 


implementing IAEA safeguards at enrichment plants equipped with Russian centrifuge 


technology, where the Agency had no previous experience and where obvious and fundamental 


differences made the application of the standard safeguards approaches difficult to implement.  


Also, the provisions that would affect inspector access into the cascade hall and the possibilities 


for monitoring relevant plant operating parameters were unknown.  In the course of the Project, 


the three parties came together with constructive suggestions at every point where complications 


might have limited the Agency’s ability to provide effective safeguards.  The result, as described 


in the Summary Report and expanded in the Task Reports, is very positive.   


 The methods and procedures foreseen are in some cases valid for other enrichment plants 


employing gas centrifuge or other enrichment technologies.  As experience is gained in the 


application of these methods and procedures, it will be appropriate to reconsider the 


implementation of safeguards at other plants to improve their effectiveness and/or efficiency. 


  


 In June 1999 a final version of the Tripartite Enrichment Project  Report and Task 


Reports  were issued.  


  


 In August 2001 in the framework of the Russian Support Program a Training Course  


« Nuclear Material Safeguards for Gas Centrifuge Uranium Enrichment Plants » for IAEA 


Inspectors was held at Angarsk Electrolysis Complex ( AECC ). 


 


  Experts from Russia, China and IAEA plan to continue joint efforts to facilitate the 


implementation of effective and efficient IAEA Safeguards at Enrichment Plants equipped with 


Russian Centrifuge Technology.  
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INTRODUCTION 
 
The International Atomic Energy Agency (IAEA) has over forty years of experience in 
verifying compliance of States’ commitments to the Treaty on the Non-Proliferation of 
Nuclear Weapons (NPT) and similar international agreements. 
 
Over the past few years, this experience has been used to implement, under the existing 
“voluntary offer” safeguards agreement with the United States of America, a verification 
regime for nuclear material no longer required and irreversibly released from the nuclear 
weapons programme in the United States (“excess material”). Such safeguards measures are 
currently applied to twelve tonnes of “excess material” in storage and, additionally, to the 
downblending of fifty tonnes of highly enriched uranium (HEU). 
 
For non-nuclear-weapon States, IAEA verification activities under a comprehensive 
safeguards agreement pursuant to the NPT are mandatory (Article III). It is one of the 
Agency’s core activities “to establish and administer safeguards … and to apply safeguards … 
to any … State’s activities in the field of atomic energy” (IAEA Statute, Article III.A.5). The 
NPT, however, also stipulates “negotiations … on effective measures … to nuclear 
disarmament … under strict and effective international control” (NPT, Article VI). These may 
be different in intention and scope but they both involve nuclear material and nuclear 
facilities, and they both require verification activities. And while the Agency has a clear 
mandate regarding safeguards (NPT, Article III), it has no such mandate under Article VI. 
 
Against this background, the Trilateral Initiative was launched in 1996, between the Russian 
Federation, the United States of America, and the IAEA, to develop a new verification system 
for weapon-origin material in both States. Agency verification of this material is intended to 
promote international confidence that it remains irreversibly removed from nuclear weapon 
programmes. 
  
Nuclear material, and facilities to produce and process this material, are the essential 
prerequisites for nuclear weapons. The Agency has a long experience with the verifying of the 
production, the processing, import and export of nuclear material as the principal focus of 
IAEA safeguards. Nuclear material and facilities are also the core requirements for the above 
disarmament arrangements. The Agency’s technical capabilities and experience in 
understanding the relevant nuclear and nuclear-related processes will permit the effective 
application of monitoring and verification regimes to assure States that specified facilities 
cannot be misused for activities proscribed under an international treaty. This has been 
recognized by Member States, and the IAEA has been consulted on technical items relating to 
a production cut-off by States represented at the Conference of Disarmament.  
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INTERNATIONAL SAFEGUARDS 
 
The International Atomic Energy Agency (IAEA) was established in 1957, after long 
negotiations at the United Nations General Assembly in on the new Agency’s Statute. These 
negotiations were triggered by the famous “Atoms for Peace” speech by President 
Eisenhower in December 1953 at the UN General Assembly. As a result, the initial activities 
of the new Agency focused more on the promotion of research, development and on practical 
applications, generally, on the transfer of relevant scientific and technical knowledge and 
technology (materials, services, equipment and facilities) rather than on aspects of safety and 
safeguards. However, the Agency’s Statute includes the establishment and application of 
safeguards to ensure that any assistance or supplies made available through the Agency 
should not be used to further any military purposes. The Agency was also requested “to apply 
safeguards, at the request of the parties, to any bilateral and multilateral arrangement, or at the 
request of a State, to any of that State’s activities in the field of atomic energy” (Statute, 
Article III.A.5). 
 
In 1958 the Safeguards Division was established, but it was not before 1962 that the first 
safeguards inspection took place (in Norway, to verify the design of a zero power research 
reactor). In August and September 1967, a first inspection at a reprocessing plant in the US 
was carried out (West Valley in New York State) to test procedures for the accounting of all 
declared nuclear material at that facility.1 This activity was based on a set of agreements 
approved by the Agency’s Board of Governors in 1965/66, which is referred to as 
INFCIRC/66, and based on which safeguards verification activities still takes place in a – 
small – number of States. 
 
The Treaty on the Non-Proliferation of Nuclear Weapons (NPT)2 entered into force in 1970. 
At that time, the Agency’s safeguards staff had already sufficient experience to embark on a 
much broader task than applying safeguards under INFCIRC/66-type agreements: to negotiate 
and implement comprehensive safeguards agreements with all non-nuclear weapon States 
party to the NPT. It is noted that the Treaty for the Prohibition of Nuclear Weapons in Latin 
America and the Caribbean (Treaty of Tlatelolco), though a regional non-proliferation 
undertaking for Latin America and the Caribbean area, has the same requirements. Because of 
that, the Agency for the Prohibition on Nuclear Weapons in Latin America and the Caribbean 
(OPANAL), the “Tlatelolco watchdog” designated the IAEA as the verification body for the 
States’ non-proliferation commitments to the Treaty of Tlatelolco (Article 13). In the 
meantime other “regional” treaties aim, as Tlatelolco does, at a regional nuclear weapon free 
zone (e.g., the Rarotonga Treaty for the South Pacific, the Pelindaba Treaty for Africa, and the 
Bangkok Treaty for South East Asia). 
 
From 1970 onwards the entire nuclear fuel cycle of any State party to the NPT had to be 
brought under IAEA safeguards, in fact, all source and special fissionable material in all 
peaceful nuclear activities had to be declared to the Agency under a comprehensive 
safeguards agreement3. The Agency has the right to verify, independently, and by the means 
of its own choice, that there had been no diversion of this material to nuclear weapons or 
other nuclear explosive devices. 
 


                                                      
1 D. Fisher: History of the International Atomic Energy Agency, The First Forty Years, IAEA, Vienna, 1997 
2 IAEA INFCIRC/140: The Treaty on the Non-Proliferation of Nuclear Weapons, Vienna, April 1970 
3 IAEA INFCIRC/153 (Corr.): The Structure and Content of Agreements between The Agency and States Required in Connection with the 
Treaty on the Non-Proliferation of Nuclear Weapons, Vienna, June 1972 
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The United States and the United Kingdom offered to place all their civilian nuclear plants 
under IAEA safeguards, although the NPT does not require nuclear weapon States to do so, 
and France had volunteered some nuclear plants for safeguards. In 1982 the Soviet Union 
announced that it was also ready to have the Agency apply safeguards to certain nuclear 
facilities on its territory, and in 1988 China made the same announcement. Eventually, all 
nuclear weapon States negotiated voluntary-offer safeguards agreements (VOAs) with the 
Agency, and IAEA safeguards was implemented to the extent required and possible. 
However, the application of safeguards under VOAs was reduced during a review of priorities 
in the early 1990s. 
 
Soon after the discovery of Iraq’s clandestine nuclear activities after the Gulf war in 1991, the 
Agency began strengthening the safeguards system. The strengthening process culminated in 
the approval of the Model Additional Protocol4 by the IAEA Member States in 1997. Since 
then, 57 States have signed such a Protocol additional to their safeguards agreement, 
including all five (recognized) nuclear weapon States; the Additional Protocol has entered 
into force in 22 States and, in addition, is being applied in Taiwan, China. 
 
The Department of Safeguards has produced approximately 12,000 person-years of 
verification since 1962, over 9,000 of those since 1981 (Figure 1). In that timeframe over 
5,500 person-years of in-field inspection was produced, 4,000 of which in the years 1981- 
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Figure 1: Accumulated Person-Years of Verification and In-Field Inspection 


 
2000. With a current staff of well over 500, the Department adds that number of person-years 
of verification experience every year. Table 1 shows the number of safeguards staff 
(inspectors and inspection support). 
 
Safeguards is applied to all types of the nuclear fuel cycle facilities, and this includes storage 
and conversion facilities, enrichment and reprocessing plants. Table 2 shows the distribution 
 


 
 


                                                      
4 IAEA: Model Protocol Additional to the Agreement(s) between State(s) and the International Atomic Energy Agency for the Application of 
Safeguards, INFCIRC/540 (Corrected), September 1997 
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Year Number of Staff 
1957 8 
1969 56 
1979 282 
2001 565 


Table 1: Growth of Safeguards Staff 1957-2001 
 
of the types of facilities and the amount of inspection time (in person-days) spent there. 
Details of this can be found in the most recent Safeguards Implementation Report.5 
 


Type Number of Facilities Inspections Person-days 
Reactors and Nuclear 


Fuel Fabrication 
 


359 
 


1,704 
 


6,904 
Conversion 13 57 306 
Enrichment 12 46 564 


Reprocessing 6 110 692 
Storages 68 333 1,264 


Other 126 217 533 
TOTAL 584 2,467 10,263 


Table 2: Safeguarded Nuclear Facilities in 2000 
 


 
SAFEGUARDS AND EXCESS MATERIAL 
 
Since 1980, when the United States of America signed the (voluntary-offer) safeguards 
agreement6 (VOA), the IAEA has implemented safeguards under this agreement in various 
facilities in the country. Under its VOA, the State provides a list of facilities “eligible” for the 
application of safeguards, from which the Agency may then choose some (or all) facilities. In 
contrast to safeguards in non-nuclear-weapon States, nuclear-weapon States are permitted to 
withdraw nuclear material from safeguarded facilities and to remove nuclear facilities from 
the “eligible list”. The US has pledged to include all civilian nuclear facilities on this “eligible 
list”. It has currently about 250 entries. The Agency had, for certain time periods, always 
selected some facilities from that list, for the application of safeguards7. 
 
In 1993, US President Clinton declared at the United Nations in New York that there were 
significant amounts of nuclear material considered in excess of what was “needed for national 
defence purposes” in the United States. Some of that material was to be placed under IAEA 
safeguards. By 1998, the U.S. Government had designated 174 tonnes of HEU and 52 tonnes 
of plutonium as “excess” material. Twelve of those were then under IAEA safeguards, ten 
tonnes of HEU and two tonnes of plutonium. 
 
1993, after careful preparations on the US and on the Agency side, some of the material 
designated as “excess” was submitted to IAEA safeguards (under the VOA), and, after 
consultations, extra-budgetary US funding was provided for this activity. The US 
Government also stated the irreversibility of the safeguards application to the “excess” 


                                                      
5 IAEA: The Safeguards Implementation Report for 2000, May 2001  
6 IAEA: INFCIRC/288: Agreement Between the United States of America and the Agency for the Application of Safeguards in the United 
States of America, December 1980 
7 Ikonomou, Schriefer: IAEA Safeguards in the USA: Past, Currrent and Future Activities, INMM Annual Meeting, New Orleans, July 2000 
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material and its intention to increase the amounts of nuclear material available for IAEA 
safeguards. 
 
In 1994 and 1995 twelve tonnes of such “excess” material were placed under IAEA 
safeguards. It started with ten tonnes of HEU in Tennessee, followed by one tonne of 
plutonium in the State of Washington, and one more tonne of plutonium in the State of 
Colorado. All these materials are in storage facilities, and, as such, the safeguards approach 
was fairly straightforward and its implementation, relatively speaking, inexpensive (at least, 
on the Agency’s side). However, the initial inventory verifications required very intensive 
work and a significant presence of safeguards inspectors. It does not happen very often that 
such amounts of direct-use material had to be brought under safeguards in such a short period 
of time8. 
 
In 1997-1998 a “verification experiment” was conducted on thirteen tonnes of HEU which 
were downblended to LEU at the Portsmouth Enrichment Plant. The reason for calling it an 
“experiment” was that some of the basic safeguards criteria, including the required nuclear 
material accountancy, could not be met at the time. 
 
In addition to the above, IAEA safeguards was applied to a downblending process at a nuclear 
facility in Virginia, first to approximately 600 kilograms of HEU removed from Kazakhstan 
(“Sapphire”), then, and still on-going, to 50 tonnes of HEU. For this facility, safeguards for 
the downblending is based on the operator’s declarations with unattended Agency in-line 
instrumentation measuring the input and output flows. This is accomplished with the use of 
flow monitors, flow totalizers, and enrichment and concentration monitors. The “standard” 
safeguards approach includes the use of an encrypted mailbox system, that, in connection with 
a random-unannounced inspection scheme, limits the actually needed inspection effort. 
However, like in the fissile material storages, one physical inventory verification per year plus 
eleven interim inventory verifications are currently carried out. Most unfortunately, due to 
some changes in the process and the novelty of some of the measurement equipment, there 
were difficulties to attain the safeguards goals during the first year. These initial, technical 
problems, however, are believed to have been overcome. 


 


 
Figure 2: US “Excess” Nuclear Material under IAEA Safeguards9 


 
The sad events of September 11 of this year made access to these facilities for Agency 
inspectors impossible and, under the given circumstances, it is unclear at this time whether the 
facilities with “excess” material will reach the safeguards verification goals this year. 
 
                                                      
8 Schriefer, Shea: IAEA Perspectives on Excess Material, INMM Annual Meeting, Phoenix, July 1999 
9 The map is copied from the US Department of Energy’s web site http://www.doe-md.com/. The location indicators are mine. 
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THE TRILATERAL INITIATIVE 
 
In September 1994 and May 1995, respectively, both President Clinton and President Yeltsin 
made public statements in regarding the transparency and irreversibility of nuclear arms 
reductions. The 1995 NPT Review and Extension Conference, which strongly supported the 
Strengthening of Safeguards, also agreed on Principles and Objectives calling upon the 
nuclear-weapon States to renew their efforts leading to nuclear disarmament. Similar 
principles were included in the final document of the 2000 NPT Review Conference10. 
 
On 17 September 1996, Secretary of Energy of the United States, Hazel R. O'Leary, Minister 
of Atomic Energy of the Russian Federation, Viktor Mikhailov, and IAEA Director General, 
Hans Blix met to consider practical measures to fulfill previous statements made by the 
Presidents concerning the application of IAEA verification of weapon-origin fissile materials; 
the Trilateral Initiative was established. 
 
The Initiative was then viewed as a significant contribution to the fulfilment of the principles 
and objectives agreed upon at the Nuclear Non-Proliferation Treaty Review and Extension 
Conference. The Ministers also noted that this Initiative was complementary to the 
commitments made by Presidents Clinton and Yeltsin in 1994 and 1995 regarding the 
transparency and irreversibility of nuclear arms reductions. It was also agreed to discuss 
technical methods designed to protect sensitive nuclear weapons information and to prevent 
its disclosure, and to hold appropriate consultations with the IAEA on this matter. It was 
essential to ensure that IAEA verification of relevant fissile materials would not undermine 
US and Russian obligations under Article I of the NPT. 
 
The IAEA was tasked to draft a new model verification agreement and to prepare technical 
criteria and measurement procedures to provide Agency inspectors with sufficient 
information to ascertain the presence of the declared fissile material, but also to prevent any 
proliferation of nuclear weapons-related information through inspection or related verification 
activities. 
 
Since 1996, the three principals have met at least once a year, usually during the IAEA 
General Conference, to take stock of the progress of the Trilateral Initiative. The most recent 
meeting was held on 17 September 2001 between US Secretary of Energy Abraham, Russian 
Minister of Atomic Energy Rumyantsev and IAEA Director General ElBaradei. 
 
In 1999 the Director General reported to the IAEA Board of Governors on the Initiative11 and 
the IAEA Secretariat produced a first discussion paper for the Board of Governors on the 
options for the financing of such activities.12 It is noted that presently all costs in respect of 
the Trilateral Initiative are borne by the United States and provided to the Agency outside the 
regular budget. 
 
It is important to note that both States have “earmarked” nuclear facilities (K-Area Materials 
Store, KAMS, in the US and the Mayak Storage Facility in Russia) to be included under the 
corresponding verification regime, once the agreements are approved both by their relevant 
authorities and the Agency’s Board and General Conference. 


                                                      
10 United Nations: 2000 Review Conference of the Parties to the Treaty on the Non-Proliferation of Nuclear Weapons, Final Document, 
NPT/CONF.2000/28, New York, May 2000 
11 IAEA: IAEA Verification of Weapon-Origin Fissile Material in the Russian Federation and the United States of America, 
GOV/INF/1999/8, Vienna, May 1999 
12 IAEA: Financing Agency Verification of Nuclear Arms Control and Reduction Measures, GOV/INF/1999/9, Vienna, May 1999 
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Since then, the work on the drafting of the model verification agreement has reached the final 
stage. Similarly, details on the verification methodologies and associated measurement 
techniques have been developed to the extent that prototype instrumentation is being 
developed now. More on the Trilateral Initiative and on additional details on the verification 
methodologies will presented in other sessions of this Symposium. 
 
 
THE PLUTONIUM MANAGEMENT AND DISPOSITION AGREEMENT 
 
In September 2000, the USA and the Russian Federation also signed a bilateral Plutonium 
Management and Disposition Agreement (PMDA)13. This new agreement commits each party 
to the disposal of 34 tonnes of plutonium from its weapons program. It foresees the 
construction of new industrial-scale facilities to convert this plutonium into mixed oxide fuel 
for use in commercial power reactors and, in the case of the US, to dispose through 
immobilization of impure plutonium by incorporation of high-level vitrified radioactive 
waste. It also defines the target date for the operation beginning in 2007, with a minimum 
disposition goal of two tonnes per year initially and with an annual target quantity of four 
tonnes later. 
 
Bilateral and multilateral consultations continue. They include the G-8, which focus 
particularly on the funding aspect of the Russian disposition facilities. 


 
Figure 3: US Sites Involved in the Plutonium Management and Disposition Agreement14 


 
Figure 4: Russian Site Involved in the Plutonium Management and Disposition Agreement 


                                                      
13 Agreement Between the Government of the United States and the Government of the Russian Federation Concerning Management and 
Disposition of Plutonium as No Longer Required for Defense Purposes and Related Cooperation, September 1, 2000, in: US Department of 
Energy: http://www.doe-md.com/ docs/ 
14 Both maps are copied from the US Department of Energy’s web site: http://www.doe-md.com/ 
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Article VII of the PDMA foresees consultations with the IAEA regarding an international 
verification system leading to the disposition of the weapon-grade plutonium. However, these 
consultations have not yet started. The relationship between the Agency’s role under the 
PMDA and the Trilateral Initiative has not been defined yet. Although it may be the IAEA 
Secretariat’s desire to include any PMDA verification in the verification agreement coming 
out of the Trilateral Initiative, it is not clear whether that with be the future path. 
 
 
THE FISSILE MATERIAL CUT-OFF TREATY 
 
The Agency’s safeguards activities and the progress verifying that “excess” nuclear material 
remains removed from nuclear weapons programs have had a tremendous influence on the 
development of the verification concepts under the Trilateral Initiative and finally on the draft 
agreement and on the verification methodology. However, the reduction of fissile material 
available for nuclear weapons is only credible if there is also a ban on the production of such 
new material. This is what the Fissile Material Cut-off Treaty (FMCT)15 is supposed to 
accomplish. 
 
Its future is still undetermined, as negotiations in the Conference on Disarmament (CD) have 
not started yet. The basis for negotiations in the CD is the “Shannon mandate” of 1995. That 
was largely based on UN General Assembly resolution 48/75L, adopted in December 1993. In 
that resolution the General Assembly recommended the negotiation of a “non-discriminatory, 
multilateral and internationally and effectively verifiable treaty banning the production of 
fissile material for nuclear weapons or other nuclear explosive devices”. It also requested the 
IAEA “to provide assistance for examination of verification arrangements for such a treaty as 
required”. 
 
While no negotiations have taken place in the CD, individual delegations have put forward 
different concepts for the verification of a “cut off” treaty. It is clear that Non-Nuclear-
Weapon States parties to the NPT have already committed themselves not to produce fissile 
material for nuclear weapons or other nuclear explosives and that these commitments are 
being verified by the IAEA. Hence, the verification provisions under a FMCT focus on the 
States that do not have a comprehensive safeguards agreement. The different concepts can be 
described as the “extensive approach” and the “focused approach”. In the extensive approach 
all nuclear material in the civil fuel cycles of the eight States concerned should come under 
verification. In the focused approach verification would only involve facilities capable of 
producing direct-use nuclear material: enrichment and reprocessing facilities. In that view, 
material not directly usable to make a nuclear explosive device, like natural, depleted or 
lightly enriched uranium should not be covered. 
 
While the essential commitment of States party to a FMCT would be not to produce fissile 
material for proscribed purposes after the entry into force of the Treaty, it has already become 
clear that the question of material produced before the entry into force of the Treaty is of 
importance to a number of States. In as far as specific measures regarding such material 
would be agreed upon in the context of a FMCT, the Agency’s experience with verifying 
stocks of nuclear material and, in particular, its experience in designing measures for stocks of 
material from nuclear weapons programs under the Trilateral Initiative is of value. 
 
                                                      
15 There is no FMCT in force or in draft. Documentation is available from the UN Conference on Disarmament in Geneva, 
http://www.unog.ch/, but also from other organizations, i.e. the Institute for Science and International Security, on http://www.isis-
online.org/publications/fmct, the Federation of American Scientists, on http://fas.org/nuke/control/fmct etc. 
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Irrespective of whether the negotiations would gravitate towards an “extensive” approach or a 
“focused” approach, the experience of the IAEA for the verification activities to be carried out 
is of direct relevance. The Agency has over four decades of experience carrying out similar 
verification activities; it has a trained corps of inspectors; it has a standing network of support 
programs to carry out research and development needs; it has safeguards agreements in force 
with all eight States concerned and it is widely regarded as a highly competent organization. 
Assigning the verification task to another body would unavoidably lead to a duplication of 
efforts and to increased costs. 
 
 
CONCLUSIONS 
 
The Agency has over forty years of experience in applying safeguards in 70 States. This 
experience has been used to provide safeguards to the “excess material”, nuclear material 
irreversibly released from the nuclear weapons program in the United States. The Agency’s 
safeguards experience has also helped to put the Trilateral Initiative on a fast forward track. 
The basic work on an agreement and on technical verification details is well on the way and 
may feed seamless into the PMDA. 
 
Since fissile material remains the most essential part of a nuclear weapon, technology and 
approaches currently used for safeguards in non-nuclear weapon States may be utilized, or 
further developed, to assure the international community that such material remains 
irreversibly removed from weapons programs. The Agency’s experience in understanding 
relevant processes from the nuclear fuel cycle permit the application of monitoring regimes in 
nuclear facilities and their operation to assure that these facilities cannot be misused for 
proscribed activities under an international treaty that would ban the production of weapons-
usable material16.  
 
It must be remembered that the application of safeguards pursuant to the NPT is an Agency’s 
core activity. There is no such explicit and forceful mandate for the Agency in respect of 
nuclear disarmament, unless an international agreement or treaty would designate the Agency 
to become the verification organization for that agreement, too. The Agency Statute requests 
the Agency to “Conduct its activities … in conformity with policies of the UN furthering the 
establishment of safeguarded worldwide disarmament …”17. Technical skills and experience 
exist. A path from the IAEA’s international safeguards regime of today leading to a 
verification arrangement under an FMCT may be possible. 
 
 
 


                                                      
16 Schriefer, de Klerk, Shea: The IAEA’s Activities to Reduce Fissile Material for Nuclear Weapons, INMM Annual Meeting, Indian Wells, 
July 2001  
17 IAEA Statute, Article III.B.1 
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Abstract 
Upon IAEA request, the French Support Program to IAEA Safeguards has developed a new device for the 
control of the irradiated LEU and MOX fuels. The Safeguards Mox Python (SMOPY) is the achievement of 
a 4 years R&D program supported by CEA and COGEMA in partnership with EURISYS MESURES. 
The SMOPY system is based on the combination of 2 NDA techniques (passive neutron and room 
temperature gamma spectrometry) and on line interpretation tools (automatic gamma spectrum 
interpretation, depletion code EVO). Through the measurement managing software, all this contributes to the 
fully automatic measurement, interpretation and characterization of any kind of spent fuel. 
The device is transportable (50 kg, 60 cm) and is composed of four parts : 
1. the measurement head with one high efficiency fission chamber and a micro room temperature gamma 


spectrometric probe, 
2. the carrier which holds the measurement head. The carrier bottom fits the racks for accurate positioning 


and its top fits operator’s fuel moving tool, 
3. the portable electronic cabinet which includes both neutron and gamma electronic cards, 
4. the laptop PC which gets inspectors data, controls the measurement, get measured values, interprets them 


and immediately provides the inspector with worthwhile information for appropriate on the field 
decisions.  


Main features of SMOPY are: 
�� discrimination of MOX versus LEU irradiated fuels in any case,  
�� full characterization of irradiated LEU ( burnup, cooling time, Pu amounts …), 
�� Partial Defect Test on LEU fuels. 
A first version of SMOPY was tested in industrial condition during summer 2000. This tests showed a need 
of shielding improvement around the gamma detector. A new version has been built and the LEU to MOX 
distinction feature will be qualified during a new field test.   


1 Introduction 
The SMOPY1 (Safeguards Mox Python) device was developed upon IAEA request in the frame of  the 
French Support Program. Basically the SMOPY device is based on the methodology developed for the 
PYTHON  system devoted to irradiated fuels measurements for  safety criticality purposes.  
Main differences come from the Agency requirements that are summarized in the following paragraph. The 
paper describes the system itself, then main features are explained. 


                                                   
1 The SMOPY device was patented under French reference n° 99-00575 (1999). 







2 IAEA requirements 
Upon task FRA 0115, the agency requested a system able to : 


��  recognize a MOX fuel from a LEU fuel after only one irradiation cycle and during reactor outage, 
��  characterize LEU irradiated fuels, 
��  perform a Partial Defect Test on LEU fuels. 


 
From a technological point of view, other specifications come from the specific use of the device which is 
devoted  to field safeguards measurements.  
The system has to be : 


�� as small as possible, for easy transportation, 
�� as simple and safe  as possible for good acceptation by NPP operators, 
�� based on robust technology for routine operation, 
�� combined to an automatic interpretation software, for use by inspectors non expert in spent fuel 


NDA, 
�� commercially available and maintainable. 


3 Smopy system description 
As shown in figures 1, 2 and 3, the SMOPY device is an integrated system which is composed of the 
following items. 
1. The cylindrical measurement head (30 Kg, ��16 cm, L 60 cm) with one high efficiency fission chamber2 


and a micro room temperature gamma spectrometric probe3. The gamma detector is protected by a 
tungsten shielding with remote control that automatically controls the count rate4. 


2. The carrier which holds the measurement head. The carrier bottom fits the racks for accurate positioning 
and its top fits operator’s fuel moving tool. This low cost part is intended not to leave the power plant. 
As a result only the weakly contaminated measurement head will be shipped. 


3. The portable electronic cabinet which includes both neutron and gamma electronic cards. Gamma 
electronic is the Agency standard GBS MMCA 166 inserted into a standard portable cabinet. 


4. The laptop PC which gets inspectors data, controls the measurement, gets measured values, interprets 
them and immediately provides the inspector with worthwhile information for appropriate field 
decisions. The PC communicates with electronics via two serial lines. 


                                                   
2 Fission chamber reference : PHOTONIS CFUL01 
3 Gamma probe reference : RITEC SDP/310/Z 5, 20 or 60 mm3 
4 The remote gamma collimator was patented under French reference n° 99-15469 (1999).  
  


 
Figure 1. SMOPY device under water during measurement 







 


 
Figure 2.  Schematic view of the SMOPY device 


4 Features and performances  


4.1 Neutron calibration mode 
The SMOPY device manages the calibration procedure which requires to perform one single measurement 
using a known item. The calibration constant  for a given fuel geometry links count rate and neutron 
emission (i.e. the neutron detector yield) is stored into the initialization file and might be used for other 
similar measurement campaigns. In addition, this yield can be controlled using neutron transport calculation 
(e. g. MCNP). 


4.2 MOX mode to  differentiate MOX  from LEU irradiated fuels   
This feature is the basis of the SMOPY development. It is implemented on IAEA request to face loss of 
continuity of knowledge during MOX refueling and to be able to recover as soon as possible (namely during 
the next reactor outage). In such a case, the point is to be able to distinguish one cycle MOX fuel from any 
irradiated LEU fuel. 
In many cases, a simple measurement of the neutron emission by means of passive counting is sufficient. An 
irradiated assembly with neutron emission lower than 108 n/s/tHM cannot be an irradiated MOX assembly 
because a MOX assembly delivers a neutron emission of 2.28 108 n/s/tHM for a burnup of only 5000 
MWd/tHM. 
 Inversely, an irradiated assembly can only be a MOX fuel if its neutron emission exceeds 5 109 
n/s/tHM.  This emission level is attained once the MOX assembly has been through two cycles and this value 
is never attained by a UOX assembly. 
 To sum up, the SMOPY device use  passive neutron counting alone in both the following cases: 
�� If the neutron emission is less than 108 n/s/tHM, there is no doubt that the assembly is UOX ; 
�� If the neutron emission is greater 5 109 n/s/tHM, there is no doubt that the assembly is  MOX. 
 
 For neutron emission values between 108 and  5.109, one cannot be certain whether the assembly is a 
MOX assembly after one cycle of irradiation or a UOX assembly after at least three cycles.  In this case of 
uncertainty  a reductio ad absurdum method is implemented in the SMOPY device. This method  conclude 
the inconsistency of the initial hypothesis if the assayed fuel is not a MOX. 







 


 The initial hypothesis is that the assembly examined and presented by the operator as a MOX 
assembly is in fact a UOX assembly. The measurement systems give neutron emission as well as the  
134Cs/137Cs ratio from  gamma spectrometry. Feasibility of the gamma measurement after short cooling time 
was gained during a field test performed together with the AIEA teams in 1998 [ 2]. 


 To answer the question « What would be the burn-up of an UOX fuel with the measured neutron 
emission ? » an iterative evolution calculation is performed with regard to a UOX assembly with low initial 
enrichment (conservative case). Convergence is obtained on the neutron emission from the passive neutron 
measurement. 
 The burnup indicator (134Cs/137Cs ratio) is extracted from the converged calculation.  Simple 
comparison of the neutron emission ratio on this indicator obtained through calculation on the one hand and 
measurement on the other hand shows the inconsistency of the initial hypothesis.  The following figure 
illustrates this algorithm.  
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Figure 3. Principle underlying the method for differentiating MOX and UOX assemblies 


 
The MOX to UOX distinguishing capability of the SMOPY device is available whatever the burnup for 
cooling time from several weeks to several years.  
The SMOPY software automatically manages data for up to 15 LWR fuel types. 


4.3 LEU mode : Accurate measurement of Burnup of the LEU fuels 
SMOPY is able to measure neutron yields and has an on line depletion capability. So the PYTHON 
methodology for burnup measurement based on neutron measurement is implemented in SMOPY for LEU 
fuels. This methodology is described in details in reference [ 3].   
This methodology is as follows : 
1. using operator data, on line parametric calculations establish the correlation of neutron emission as a 


function of burnup (NE=f(BU)), 
2. using neutron detector yield, the neutron count rate is interpreted as a measured neutron emission, 
3. multiplication effects are corrected using an iterative process which reaches convergence into the actual 


burnup within 5% accuracy for PWR fuels. 
 
Figure 4 displays this methodology. 
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Figure 4. Chart for the use of  the calculated correlation curve with correction of the multiplication effects 


4.4 PDT mode. Partial Defect Test on LEU fuels 
This feature is implemented on IAEA additional request in order to solve the problem of fuel integrity 
control before loading in long term storage after several cooling years.  
 
Removal of external pins is visible without any measurement. So, SMOPY is supposed to detect removal of 
internal pins. Gamma emissions are strongly attenuated by uranium pins, so practically, any spectrometric 
information originates the peripheral zone of the fuels. As a consequence, removal of internal pins does not 
change the burnup value given by gamma spectrometric assay. 
Contrary to gamma probes, neutron detectors assay the whole fuel section. Detector yield contrast is very 
low and peripheral pins are assayed in the same way as internal pins are. As a result, removal of internal pins 
that are considered for the Partial Defect Test has a direct influence on neutron count rate. 
The Partial Defect Test (PDT) capability implemented in SMOPY is based on a simultaneous control of 
neutron and gamma emissions (134Cs/137Cs)5.  
 
The SMOPY PDT general methodology can be summarized as follows : 
1. use declared data to perform parametric depletion on line calculations, 
2. build the correlation laws NE=f(BU) and 134CS/137Cs=f(BU), 
3. perform a gamma spectrometry to get the measured 134Cs/137Cs ratio, 
4. check the declared irradiation history and burnup using measured and calculated 134Cs/137Cs ratio, 
5. extract neutron emission from depletion calculation, 
6. perform a passive neutron counting, 
7. correct the multiplication effects regards to boron concentration and verified burnup, 
8. SMOPY PDT consists then in a consistency check between calculated and measured neutron emission. 


If actual measured neutron emission does not fit the theoretical neutron emission within calculation and 
measurement uncertainty, the fuel cannot be declared non defective. 


 
 This methodology is fully implemented in the SMOPY software. At the moment, no field test is scheduled 
to validate this feature but a theoretical study will determine the sensitivity of the method. 
                                                   
5 Possibly 154Eu/137Cs ratio might be assayed for very long cooling time. 







 


5 SMOPY software 
The SMOPY software is designed following the rules of simplicity and compliance to the Agency approved 
tools. Measured data (gamma spectrum and neutron count rate) are stored in the GBS MMCA data format.  
The main screen of the software is as simple as possible. No specialized skills are required to use the 
software.  


 
Figure 5. Main operator screen of the SMOPY software. 


Inspector’s data can be entered through screens like these : 


 
Figure 6. Gamma detector management screen. 


  
Figure 7. Fuel item data screen.


 
The SMOPY software provides results through the graphic interface  and stores them into files for further 
analysis. The inspector can observe in the field whether measurement is correct and can also perform deeper 
analysis and controls at  office. 







 


6 Experimental results 
Many experiments have be done in hot cells where gamma remote collimator was qualified. Figure 8 
displays a gamma spectrum gained with 18  pins of irradiated BWR fuel. 
 


 
Figure 8. Spent fuel spectrum measured for laboratory qualification on spent fuel pins in hot cell. 
 
A field test was organized in a nuclear power plant during year 2000. The main objective was to validate the 
MOX mode but also to demonstrate the operability of the device inside a NPP, to validate the software in 
operation condition and to validate the measurement equipment. 
The neutron results gave pretty good results that are displayed in table I. Accuracy of the burnup 
measurement is within 5% for LEU fuel and as expected MOX neutron emissions are significantly higher 
than LEU neutron emissions 
The actual gamma activity after only 31 cooling days was underestimated and gamma count rate was too 
high to get accurate results. So, this experiment have shown the need for extra shielding around the detector 
for very short cooling time. New shielding design is under manufacturing to cope with short cooling time 
gamma activity but at the same time to keep the device as light as possible for other applications. 
 


Fuel ID AC1 AC2 AC3 AC5 AC6 Blind test
Fuel type UOX UOX UOX MOX MOX MOX
(Equivalent )Initial Enrichment 3.7 3.7 3.7 3.25 3.25 3.25
Nb Cycles 3 4 3 1 2 1


Irradiation Histories
08/07/96 03/05/97 8419
16/08/97 12/06/98 13549 22392 8255
19/07/98 26/06/99 22671 34211 22725 12600
15/09/99 01/07/00 37041 37930 33527 11492 25752 11492


Calibration Constant Kn 1.267E-06


Neutron Emission 4.26E+08 3.98E+08 3.00E+08 2.20E+09 4.50E+09 2.20E+09
Keff (boron =2400ppm) 0.446 0.442 0.459 0.593 0.554 0.593
Analysis Mode Calibration UOX Mode UOX Mode MOX Mode MOX Mode MOX Mode


Txn Foreseen 974 903 702 6847 12780 6847


Txn actualy measured 974 885 769 4372 9266 5020


Type (automatic analysis (no spectro available) UOX MOX UOX
Type determined by user with total gamma count rate) MOX MOX MOX 


1 cycleMeasured BU UOX mode (Calibration) 37695 34598
Discrepancy (BUmes-BUNPP))/TCmes -1% 3%


DIAGNOSTICS


 
 


Table I. Summary of the results gained during the first field test of the SMOPY device. 







 


The field test demonstrated the full compliance of the device with safety rules in force in NPPs. The software 
operated like foreseen to manage data acquisition as well as data processing. 


7 Conclusions 
The IAEA requirements for spent fuel measurements lead to definition and implementation of the SMOPY 
device. SMOPY is designed to be a multipurpose NDA tool for safeguarding spent fuels. Three attended 
operating modes are available at the moment (MOX, LEU, PDT). 
 
Partial Defect Test capability is implemented and a theoretical study will determine the sensitivity of the 
method.  
 
Because the system is self adaptative (remote collimator) and implements on line interpretation tools 
(depletion online code and automatic gamma interpretation code) unattended monitoring mode might easily 
be development in the future for unattended Partial Defect Test for instance. 
 
Practical attended operation of the SMOPY device is demonstrated by a successful field test. Underwater 
operability and safety of the device is demonstrated.  
 
At the moment, the device is being upgraded to face the huge gamma irradiation from MOX fuel after short 
cooling time. A new field test will be performed to finalize the qualification of the LEU to MOX distinction 
methodology.  
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Abstract 
 
This paper aims at the handling and treatment of nuclear safeguard relevant information by using the 
linguistic assessment approach. This is based on a hierarchical analysis of States´ nuclear activities in 
a multi-layer structure of the evaluation model. Special emphasis is given to the synthesis and 
evaluation analysis of the Physical Model indicator information. Accordingly, we focus on the 
aggregation process with consideration of the different kinds of qualitative criteria. Especially we 
consider the symbolic approach that acts by the direct computation on linguistic values instead of the 
approximation approach by using the associated membership function. In this framework, several 
kinds of ordinal linguistic aggregation operators are presented and analyzed. The application of these 
linguistic aggregation operators to the combination of the Physical Model indicator information is 
provided. The study is undertaken in the framework of the Belgian Support Programme to the IAEA 
(task BEL C 01323).  
 


 
1. INTRODUCTION 
 
As a part of its efforts to strengthen international safeguards, including enhancing its ability to detect 
any undeclared nuclear activities, the International Atomic Energy Agency (IAEA) is using an 
increased amount of information on State´s nuclear and nuclear-related activities: information 
provided by the State, information collected by IAEA, and information from open sources (e.g., 
media, etc.). This information can be of very different nature, it can be incomplete, imprecise, not fully 
reliable, conflicting, etc. In order to allow an adequate interpretation of the information and to reach a 
conclusion on undeclared activities and facilities in a State, there is a need to establish an evaluation 
method that enables the IAEA to draw the conclusion that "No nuclear material in the State is used for 
the manufacture of nuclear explosive devices"; this conclusion is derived from the information which 
is collected from the safeguards verification activities and from additional sources.  
 
The IAEA Physical Model [1] of the nuclear fuel cycle may be taken as a systematic and 
comprehensive indicator system, which includes all the main activities that may be involved in the 
nuclear fuel cycle from source materials acquisition to the production of weapons-usable materials. 
Especially, the Physical Model also identifies and describes indicators of the existence or development 
of a particular process. Within the IAEA study, 914 indicators were identified throughout the whole 
fuel cycle, from mining to reprocessing, that can have a different strength, but that are in one way or 
another signs for on-going activities. Indeed, the specificity of each indicator has been designated to a 
given nuclear activity and is used to determine the strength of an indicator. An indicator that is present 
only if the nuclear process exists or is under development, or whose presence is almost always 
accompanied by a nuclear activity is a strong indicator of that activity. Conversely, an indicator that is 
present for many other reasons, or is associated with many other activities, is a weak indicator. In 
between are medium indicators.  
 
The indicators associated with each process are placed in a quasi-logical structure: 


- a strong indicator: process P implies an indicator x and is implied by the indicator x. 
- a medium indicator: process P implies an indicator y and the indicator y may imply process P. 
- a weak indicator: process P may imply an indicator z and the indicator z may imply process P.  
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It was considered necessary to have  a mathematical framework that provides a basis for synthesis 
across multidimensional information of varying quality (this means to consider indicators in 
combination), especially to deal with information that may be unquantifiable due to its nature, and that 
may be imprecise, too complex, ill-defined, etc. We make use of a linguistic assessment based on 
fuzzy logic [2]. The linguistic approach is an approximate technique appropriate for dealing with 
qualitative aspects of problems. Its application is beneficial because it introduces a more flexible 
framework for representing the information in a more direct and suitable way when it is impossible or 
unnecessary to express it accurately. For example, the assurance value which reflects the capacity of 
“conducting a specific process at a given nuclear facility” will be determined by the assessment of 
“presence of related indicators", which is observed or determined by the experts. Usually the 
assessment values are not limited to Yes or No, since the expert cannot always detect the indicators 
arising from the process, instead he may only get certain assurance or possibility of the existence of 
the indicator, which can be characterized by the fuzzy linguistic variable, and expressed, for example, 
as "very low, low, or high etc.". 
 
A linguistic evaluation model for strengthened safeguards information based on the symbolic approach 
is established in the present work. By using this evaluation model of States' nuclear activities, we can 
assess, with some uncertainty or in a qualitative level, the States' capabilities on processing nuclear 
materials. If we focus on the indicators of undeclared nuclear activities or misuse of declared facilities, 
then we can get an assurance of undeclared nuclear activities in a State.  
 
2.  EVALUATION PRINCIPLES 
 
The evaluation principle can be summarized by the multi-criteria evaluation method to get the overall 
linguistic assessment value for a given process with consideration of all indicators related to this 
process, as shown in Table 1. 


 
Table 1. Multi-expert, multi-indicator (classified) evaluation matrix for a process P 


  EW1 EW2 EW3 ... EWp 
  E1 E2 E3 ... Ep 


Is1 As1,1 As1,2 As1,3 ... As1,p 
Is2 As2,1 As2,2 As2,3 ... As2,p 
... ... ... ... ... ... 


 
Fs 


(ws) 
Ist Ast,1 Ast,2 Ast, 3 ... Ast, p 


 D1(Fs) D2(Fs) D3(Fs)  Dp(Fs) 
Im1 Am1,1 Am1,2 Am1,3 ... Am1,p 
Im2 Am2,1 Am2,2 Am2,3 ... Am2,p 
... ... ... ... ... ... 


 
Fm 


(wm) 
Imr Amr,1 Amr,2 Amr, 3 ... Amr, p 


 D1(Fm) D2(Fm) D3(Fm)  Dp(Fm) 
Iw1 Aw1,1 Aw1,2 Aw1,3 ... Aw1,p 
Iw2 Aw2,1 Aw2,2 Aw2,3 ... Aw2,p 
... ... ... ... ... ... 


 
Fw 


(ww) 
Iwk Awk,1 Awk,2 Awk, 3 ... Awk, p 


 D1(Fw) D2(Fw) D3(Fw)  Dp(Fw) 
D1(A) D2(A) D3(A) ... Dp(A)  


D(A) 
 
Here E={E1,…, Ep} represents the expert activities (detection or assessment is derived from different 
information sources); EW={EW1,..., EWp} represents the importance of each expert activity; 
I={Is1,…Ist, Im1,…Imr, Iw1,…Iwk} represents the indicators related to the process P; Ai,j denotes the 
assessment value of the indicator Ii by an expert activity Ej; Fs represents the set of all strong 
indicators related to P, Fm represents the set of all medium indicators related to P, and Fm represents the 
set of all weak indicators related to P; W={ws, wm, ww} represents the strength of indicators. Di(A) 
means the overall assessment of Fs, Fm, and Fw by Ei under consideration of the strength of indicators. 
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D(A) means the overall assessment of Di(A) under consideration of the importance of each expert 
activity. 
 
As a case study, we assume that the assessment value, the importance of each expert activity, and the 
strength are all taken from the linguistic term set S: 


S= {s1=none, s2=very low, s3=low, s4=medium, s5=high, s6=very high, s7=perfect}. 
Note that the values of Ai,j and the importance of the expert activity are initially given, as these values 
should be determined according to the results of safeguards activities. 
 
3. THE PROBLEM OF AGGREGATION OF INDICATOR INFORMATION 
 
A basic problem is how to deal with the aggregation of the indicator information; due to the different 
nature of strength of indicators, it is necessary to aggregate the indicators with different strength by 
using different aggregation operators, and some are given below: 
 
(1) Minimum aggregation function: Min.  
(2) Maximum aggregation function: Max.  
 
It should be noted that neither Min nor Max aggregation operator allows any compensation, i.e., a 
higher degree of satisfaction of one of the criteria cannot compensate for a lower degree of satisfaction 
of another criterion. Hence the following mean-type aggregation operators can be adopted. 
 
(3) Normative approach [3]. In this approach, the decision-maker adds all values relating to every 


alternative, by taking the average of all the values. For the ordinal case, we have the following 
normative operator:  


 
Norm(A1,…, An)= Maxj[Min(wj, bj)] 
 


where Ai (i=1,..., n) is the value to be assessed, bj is the jth largest of the Ai, wj are given such that for 
j=1 to n wj=sT(j) with  


T(j)= Int (
1


)()1(
�


���


n
mnjm


) 


where Int(u) is the integer portion of u, and m is the cardinality of linguistic term set S. Note that Norm 
is an average-like operator using in the ordinal case. 
 
(4) The Hurwicz approach [4,5], i.e.,  
 


H(A1,..., An)=a·Maxi[Ai]+(1–a)·Minj[Aj]    (a�[0, 1]) 
 


This approach attempts to strike a balance between the Max and Min strategy. If the result is a 
decimal, then an approximate process, e.g., a round operator can be used to get the integer result. 
 
(5) Non-weighted median aggregation [3]: The process of taking the median requires an ordering of 


the arguments and the elements in the middle are significant. Let C={A1,..., An} be a collection 
of elements drawn from S. If we order the elements in C and denote this as {b1,..., bn} such that 
bj is the jth largest of the Ai in C, then 


Med(C)=
��


�
�


� �


even. is  if      


odd, is   if    


2


2
1


nb


nb


n


n


                                   


Note that the median operation is simply based on the ordering of the elements, it is also like the 
average in that it is a mean type aggregation. 
 







4 4


(6) Arithmetic Mean (AM) [5]: Let C= {A1, ..., An} be a set of numerical values. The arithmetic mean 
is obtained dividing the sum of all values by their cardinality, i.e.,  


AM(C) i
n


i
A


n
��
�1


1
. 


 
If the result is a decimal, then the round operator can be used to get the integer result. 
Now we turn to the problem of synthesis and evaluation of indicator information. The evaluation 
procedure can be summarized in different steps: 
 
Step 1: Classification of indicators related to a given process P according to their different strengths, 
strong (Fs), medium (Fm) and weak (Fw).  
 
Step 2: Aggregation of the indicators within each category. 
 
Class 1 (aggregation of Fs). We will get the assessment of  "conducting a specific process at a given 
facility". Considering that a strong indicator is a sufficient condition (even a necessary condition) for 
the corresponding process, from the safe point of view, we will propose to use the Max aggregation 
operator. It aggregates the values on the premise of “maximum assurance or possibility of presence of 
those indicators.” Hence, we have: 
 


Di(Fs)=Max(As1,i, As2, i …, Asp,i)                                                                           
 


Class 2 (aggregation of Fm). Considering that a medium indicator is a necessary condition (not a 
sufficient condition) for the corresponding process, it follows that both of the indicators with the 
maximum assurance and those with the minimum assurance are equally important, so we need 
consider the Max and Min assurance simultaneously. Accordingly, there are two approaches available 
for this purpose: the Hurwicz approach (H), which attempts to strike a balance between the Max and 
Min strategy; the Arithmetic Mean (AM), which tries to strike the balance point or center from the set 
of all values. Note that the Hurwicz approach puts special emphasis on the extreme assurance. In fact 
it is considered reasonable to assume that the extreme values play an more important role in the 
aggregation process than the middle ones for the medium indicator. Hence, we propose to use the 
Hurwicz approach when its parameter a=0.5 which reflects an average of the Max and Min one, i.e.,  
 


Di(Fm)=H(Am1,i,…, Amr,i)    (a=0.5)                                  
 


But the Arithmetic Mean (AM) can still be considered available on the premise of “mean assurance or 
possibility of presence of those indicators,” i.e.,  
 


Di(Fm)=AM(Am1,i,…, Amr,i)                                                                                          
 


Class 3 (aggregation of Fw).  From the definition of weak indicator, single weak indicator has little 
sense for the overall assessment and each assurance value of indicator is in the same status as those of 
other weak indicators. It follows that Max, Min and Med, which take the special values (the extreme 
value and the middle one respectively), are not considered reasonable for aggregation of weak 
indicators. Also only the Max and Min value are considered in the Hurwicz approach, so the Hurwicz 
approach is not considered feasible too. Hence, we propose to use the Normative operator (Norm) and 
the Arithmetical Mean which all take the average of all the values. It aggregates the values on the 
premise of “normative (average) assurance,” i.e.,  
 


Di(Fw)= Norm(Aw1,i, Aw2,i …, Awr,i)                                                                      
or 


Di(Fw)= AM(Aw1,i, Aw2,i …, Awr,i)                                                                         
 
In addition, note that the linguistic labels are considered as being in ascending order:  
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S={s1=none, s2=very low, s3=low, s4=medium, s5=high, s6=very high, s7=perfect} 


We can also meaningfully assign ordered ascending integer values {1, 2, 3, 4, 5, 6, 7}. For 
convenience, we use these integers instead of si (i=1,..., 7) to represent the linguistic terms. 
 
We use Table 2 to illustrate the aggregation result of indicators within each class by using different 
aggregation operators and indicate the feasibility of different aggregation operators. Without loss of 
generality, we use the same example for analysing strong, medium and weak indicators respectively.  


 
Table 2. Illustration of aggregation of indicators within each class 


                               Experts 
Indicators E1 E2 E3 E4 E5 E6 feasibility or acceptability 


I1 1 1 7 3 2 6 
I2 7 7 1 3 2 6 
I3 2 1 5 3 2 6 
I4 3 1 5 3 6 6 
I5 5 7 5 7 (1) 7 1 


strong medium weak 


Min  1 1 1 3 (1) 2 1 N N N 
Max  7 7 7 7 (3) 7 6 Y N N 
Med  3 1 5 3 (3) 2 6 N N N 
Norm 3 3 5 3 (3) 3 6 N N Y 
Hurwicz (a=0.5) 4 4 4 5 (2) 4.5 3.5 N Y N 
Arithmetic mean 3.6 3.4 4.6 3.8 (2.6) 3.8 5 N Y Y 
Rounded Arithmetic mean 4 3 5 4 (3) 4 5 N Y Y 


 
Suppose Ii (i=1,..., 5) in Table 2 are all medium indicators. Then the following remarks can be made: 
 
(1) For Med operator, it can be seen from E2 that Med(I1,..., I5)==1, which seems not reasonable. 
 
(2) It was seen that the same results were obtained by the Hurwicz approach in cases E1, E2, E3 


because they have the same extreme value (Max and Min values). That means we only strike the 
balance of Max and Min values and ignore the middle values. For case E6, this value of I5 is 
equal to 1, which would play more important role than other values (all equal to 6) because I5 is 
a necessary condition for a given process. But we can see that Norm(E6)=6, it actually does not 
put more emphasis on I5, and we have H(E6)=3.5 and Mean(E6)=5, which are considered more 
reasonable. Moreover, considering the case E4, when I5=7, we have Norm(E4)=7, H(E4)=5, 
AM(E4)=3.8; when I5 has a big change to 1, H(E4) is changed to 2, and Mean(E4) is changed to 
2.6, which means the H and AM reflect the every changes when the input is different without 
loss of any information. But Norm(E4) is still equal to 3, which shows that the Norm opeartor is 
not sensitive on the extreme value variation due to its formulation (with several approximate 
processes, like Max, Min and Round operations). This is also a reason why we skip using the 
Norm for the aggregation of medium indicator. 


 
(3) Compared with Mean and Hurwicz, the Mean takes the same attitude on the value of each 


medium indicator and the final result is an average one. the Hurwicz approach put more 
attention to the extreme Max  and Min value.  


 
Step 3: Aggregation of Fs, Fm, and Fw considering the corresponding strength of indicators. We need 
to use the weighted aggregation operator, i.e., 
 


 Di(A)=AggW((ws,Di(Fs)), (wm,Di(Fm)), (ww,Di(Fw)))                                                           
 


Here AggW can be taken as a weighted aggregation operator to get the final assessment Di(A). 
According to the following analysis, we propose to use the weighted mean operator which aggregates 
the value on the premise of “mean assurance under consideration of the strength.” 
 
The following are some weighted aggregation operators maybe available: 
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(1) Min-type weighted aggregation (W-min) [7]: 


W-min((w1, a1), (w2, a2),..., (wn, an))=Min(g(w1, a1), g(w2, a2),..., g(wn, an))         


here g(wi, ai)=Max(Neg(wi), ai). Neg(wi) is the negation of wi. 
 
(2) Max-type weighted aggregation (W-max) [6]: 


W-max((w1, a1), (w2, a2),..., (wn, an)=Max(g(w1, a1), g(w2, a2),..., g(wn, an))        


here g(w, a)=Min(wi, ai). 
 
(3) Med-type weighted aggregation (W-med) [4,6]: 


W-med((w1, a1), (w2, a2),..., (wn, an))= Med(a1
+, a1


-, a2
+, a2


-,..., ap
+, ap


-).    


Here the two elements ai
+= Max(Neg(wi), ai), ai


-=Min(wi, ai). 
 
(4) Weighted mean aggregation operator (W-mean) [5,7]: 
 
Let X={a1, ..., an} be a set of numerical values and WX={w1, ..., wn} be their associated weights, such that, 
w1 corresponds to a1 and so on. The weighted mean will be:  


W-mean ((w1, a1), (w2, a2),..., (wn, an))
�


�
�


�


�


n
i i


n
i ii


w
wa


1


1 . 


 
We use Table 3 to illustrate the weighted aggregation result of indicators for Step 3 by using different 
weighted aggregation operators and explain the feasibility of different aggregation operators.  


 
Table 3. Illustration of weighted aggregation of indicators 


                 expert 
indicators 


E1 E2 E3 E4 E5 E6 E7 


D(Fs) 1 2 3 4 5 6 7 
D(Fm) 1 1 1 1 1 1 1 
D(Fw) 1 (7) 1 (7) 1 (7) 1 (7) 1 (7) 1 (7) 1 (7) 
W-min 1 (1) 2 (2) 3 (3) 4 (4) 4 (4) 4 (4) 4 (4) 
W-max 1 (1) 2 (2) 3 (3) 4 (4) 5 (6) 6 (6) 7 (7) 
W-med 1 (1) 2 (2) 3 (3) 4 (4) 4 (4) 4 (4) 4 (4) 
W-mean 1 (1.5) 1.58 (2.08) 2.17 (2.67) 2.75 (3.25) 3.33 (3.83) 3.91 (4.42) 4.5 (5) 
rounded W-mean  1 (2) 2 (2) 2 (3) 3 (3) 3 (4) 4 (5) 5 (5) 


 
Remarks: From the column E1 to the column E6 in this table, we can seen that when Dm=1, Ds are all 
fixed and Dw increases from 1 to 7, there is no difference in the aggregation results by using the 
different operator W-min, W-max and W-med. It shows that these three weighted aggregation 
operators are not reasonable. But it shows that the weighted mean results are reasonable. 
 
Step 4: Aggregation of several detecting activities. Steps 1-3 are the procedure to get the overall 
assessment by each indicator-detecting activity. In Step 4, we consider the evaluation about the 
assessment of process P with consideration of different importance of each expert activity. Note that 
the Min-type, Max-type or Med-type weighted aggregation operator will overstate the fused value due 
to the lose of too much information (shown in Step 3). It should be a consensus degree of all expert 
activities. Hence, we also propose to use the weighted mean operator to get the final assessment D(A). 
It aggregate the value on the premise of “mean assurance under consideration of the importance of 
each expert activity,” i.e.,  
 


 Di(A)=W-mean((EW1, D1(Fs)), (EW2, D2(Fm)),..., (EWp, Dp(Fw)))                                            
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As an example we consider a specific evaluation to illustrate our method. Let it be required to evaluate 
the possibility of “conducting a specific process Gaseous diffusion enrichment” within the evaluation 
of production of highly enriched uranium (in short HEU)” as shown in Table 4.  
 
Although we have described different term sets for strength, importance and the assessment value, we 
need to unify them into one common set in order to operate them. Assume the common set if the set of 
the assessment value S, the set of strength terms will be changed to S from an aggregation operative 
point of view, the corresponding transformation is: strong is equivalent to 7, medium is equivalent to 
4, and weak is equivalent to 1, i.e., here we take the weight vector of indicator from S as WI=(7 4 1), 
and suppose that the importance of expert activity is also taken from S. In Table 4, the importance 
vector EW of Ei (i=1,..., 4) is (3, 5, 4, 2). 


Table 4. Evaluation of the process A - Gaseous diffusion Enrichment 
  


E1 (3) 


 
E2 (5) 


 
E3 (4) 


 
E4 (2) 


Compressor for pure UF6 4 2 4 6 
Gaseous diffusion barrier 6 5 4 6 


 
Fs 
(7) Heat exchanger for cooling pure UF6 5 3 6 6 


D(Fs) (Max) 6 5 6 6 
Diffuser housing/vessel 3 3 5 4 


Gas blower for UF6 3 2 3 6 
Rotary shaft seal 4 3 5 3 


Special control value (large aperture) 3 2 5 5 
Special shut-off value (large apertue) 6 3 4 5 


Chlorine trifluoride 3 2 5 4 


 
 
 


Fm 
(4) 


Nickel power, high purity 2 2 3 4 
D(Fm) (Mean) 5.08 4 5.17 5.33 


D(Fm) (Hurwicz) 4 2.5 4 4.5 
Gasket, large 2 3 5 3 


Feed system/product and tails withdrawal 1 3 2 4 
Expansion bellows 6 6 6 5 


Header piping system 5 3 6 4 
Vacuum system and pump 3 2 1 2 


Alumnium oxide power 2 2 2 3 
Nickel power 4 3 6 4 
PTFE(teflon) 3 3 3 2 


Large electrical switching yard 3 6 5 5 
Large heat increase in air or water 6 3 6 4 


Larger specific power consumption 4 3 5 6 


 
 
 
 
 
 


Fw 
(1) 


Larger cooling requirements (towers) 3 1 2 1 
D(Fw) (Mean) 3.5 3.17 4.08 3.5 
D(Fw) (Norm) 3 3 4 4 


Di(A)(max-mean-norm) 4.9 3.98 5.26 5.31 
Di(A)(max-mean-mean) 4.94 4.01 5.26 5.27 


Di(A)(max-H-norm) 5.08 4 5.17 5.33 
Di(A)(max-H-mean) 5.13 4.01 5.17 5.29 


D(A)(max-mean-norm) 4.64 
D(A)(max-mean-mean) 4.74 


D(A)(max-H-norm) 4.76 
D(A)(max-H-mean) 4.77 


Rounded D(A) 5 
 
Here, D(Fs) (max), D(Fm) (mean) and D(Fw) (mean) means that the aggregation result in each class by 
using Max, Mean and Mean respectively in. Others has the similar meaning. Di(A)(max-mean-norm) 
means the weighted aggregation of the results gotten from Step 2 where Max, Mean and Norm are 
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applied on the aggregation of strong, medium and weak indicators respectively. Others has the similar 
meanings. D(A)(max-mean-norm) is the corresponding weighted aggregation result from Step 3. 
 
All the results in Table 4 are based on the formulation from Steps 1-4. The calculations were made by 
the MATLAB software, but can also be made by hand. A software becomes necessary with a huge 
amount of data. The assessment of “conducting a specific process Gaseous diffusion enrichment” is s5, 
i.e., high. 
 
4. CONCLUSION 
 
A mathematical formulation was developed towards decision making based on information that can be 
vague, incomplete, conflicting etc. Soft computing with words is applied.  
 
To manipulate the linguistic information, we worked with aggregation operators for combining the 
linguistic un-weighted and weighted values by direct computation on labels. Based on the above 
analysis, we presented the multi-criteria, multi-expert evaluation method to get the overall linguistic 
assurance value for a given process, taking into account the particular nature of the indicators and the 
specific differences among the experts´ activities through the aggregation process. A case study on the 
application of these aggregation operators to the fusion of safeguards relevant information is given. A 
sensitivity study is made to detect in what sense the overall assessment is influenced by the choice of 
the aggregation operators.  
 
By using this evaluation model of States´s nuclear activities, we can assess, with some uncertainty or 
in a qualitative level, the States´s capabilities on processing nuclear materials. If we focus on the 
indicators of undeclared nuclear activities or misuse of declared facilities, then we can get an 
assurance of undeclared nuclear activities or misuse of declared facilities in a State. Some related work 
what we have done can be seen in [8-12]. 
 
The way to represent the expert´s assessment can be changed and does not necessary to be formulated 
in the linguistic value context but  can also be made in the numerical way. From the application point 
of view, this issue will be further investigated in the future. 
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The Action Team Integrated Information System (ATIIS) 
 
Gregg S. Whitaker, IAEA Iraq Action Team, Vienna Austria 
Mohammed Aoun, IAEA Iraq Action Team, Vienna Austria 
 
ABSTRACT 
The IAEA Iraq Action Team (AT), established in 1991 by the United Nations Security 
Council Resolution 687, has developed an extensive information management system to 
support a variety of unprecedented nuclear inspection activities.  Throughout a decade of 
verification activities in Iraq, custom databases have been developed to integrate raw and 
structured data to create a valuable field inspection tool.   
 
BACKGROUND 
During the first 26 inspections over a three-year period, nuclear teams of 15-20 experts 
working 10-12 hour days generated a large amount of data in a wide variety of data formats 
(i.e., Excel, Word, Text, RTF, dBase, Lotus).  Existing IAEA Safeguard information systems 
did not meet the AT information management needs in Vienna to plan for the destruction, 
removal and rendering harmless of all Iraqi nuclear items and they did not meet the AT 
information system needs in Iraq for the carrying-out of inspections.  Over time, redundant 
word processing, spreadsheet and database files formulated the initial version of the AT 
information management system.  In September of 1991, a large cache of documents was 
ceased during a momentous inspection.  Even though structured databases had been 
developed to search and retrieve the data, the initial Iraqi declarations in 1994 required a 
database to integrate the structured data with the raw data.  The declarations contained 
structured data (sites, buildings, equipment and materials) and unstructured data (drawings, 
layouts, photos, amendments and reports) in both electronic and hardcopy formats.  To help 
link the data, the On-Going Monitoring and Verification System (OMVSUM) was developed 
for the expert in the field to prepare for an inspection, verify the declarations, and enter the 
post-inspection report directly into a structured database.  In August of 1994, the AT formed 
the Nuclear Monitoring Group (NMG) -- a nuclear inspection team of two to six experts 
residing in Iraq 24 hours a day, seven days per week.  In 1997, the NMG would be increased 
to 8-12 experts.  As the AT information management system was enhanced for the needs in 
Vienna, support to the NMG in the Iraqi field office, known as the Baghdad Monitoring and 
Verification Centre or BMVC, created new requirements for the existing applications (i.e., 
data security in the BMVC and data synchronization between Vienna and the BMVC).  
Adding to the already large volume of data, shortly after the defection of Hussein Kamel in 
1995, the Iraqi government turned over to the IAEA more than 70 large metal boxes 
containing more than 600,000 pages of documents, multiple rolls of film, open source 
catalogues, etc.  Some of the information was in English but most of the information was in 
Arabic, both handwritten and typed documents.  Existing OCR technology to convert Arabic 
images to Arabic text was limited and could not easily convert our large cache of Arabic 
documents. 
 
DESCRIPTION 
The AT information management system utilizes a variety of commercial off-the-shelf (OTS) 
software, such as Microsoft SQL Server, Microsoft Office Professional, Microsoft Project, 
Visio and Org Publisher.  Although the initial AT databases were developed using Microsoft 







 2


Access, the large amount of data collected in a variety of data formats created the need for a 
more robust database engine.  After redesigning the data structure relationships to facilitate 
the integration of current and future data modules, the AT migrated their databases to 
Microsoft SQL Server to enhance performance and security.  These custom applications 
provide the capability for an inspector to perform a comprehensive analysis of the past and 
present Iraqi nuclear programs.  Original Iraqi documents, declarations, translations, 
inspection reports, analytical reports, photos, drawings and other image formats are all 
available through a unique system combining the flexibility of raw data with the efficiency of 
a structured database.  Secure communications between Vienna, New York and the BMVC 
were available via a wide area network using encrypted (triple DES) hardware devices to 
ensure data privacy; to provide data and video file transfer; and to enable remote printing and 
scanning.  Stand-alone local area networks in Vienna and the BMVC provided the ability to 
share network resources while improving data security.  
 
OMVSUM 
OMVSUM (Figure 1) is the backbone of the AT information system as it integrates verified 
site, building, equipment and material data with an Iraqi declaration to support the inspection 
process.  This custom field inspection tool is invaluable for both the new and experienced 
inspector. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


Figure 1.  OMVSUM Main Menu. 
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To help a new inspector prepare for an inspection, the system prints a default series of 
predefined reports based on a user-selected site (Figure 2).  Quick and easy access to a full set 
of reports automatically delivers a comprehensive and pertinent set of prior inspection reports, 
summary lists for buildings, equipment, seals and materials, related photos, site and building 
drawings and declarations. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
To help orient the inspector to an Iraqi Site, the system provides easy to follow driving 
instructions, aerial photos, gate photos and facility layout drawings (Figure 3). 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


Figure 2.  One-button quickly and easily delivers a comprehensive 
set of Preinspection reports 


Figure 3.  Site, building and equipment photos, drawings and
layouts are integrated for easy orientation and navigation. 







 4


Any and all data collected during an inspection is entered directly into OMVSUM during the 
post-inspection process (Figure 4).  Inspector names; location and date of each inspection; 
site, building, equipment and material descriptions, observations and drawings; and photos, 
seals and sample activities are all stored as a database record.   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Where possible, Iraqi declarations are linked to AT verified data (Figure 5).  In order to 
preserve the information, the declarations cannot be modified. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


Figure 5.  Comparison of declared and verified equipment. 


Figure 4. Integrated step-by-step menus provide a user-friendly
interface to enter, modify and search post-inspection reports. 
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To aid the chief inspector in the field, a comprehensive ‘Utilities’ menu provides easy access 
to an assortment of analytical, planning and administrative routines (Figure 6).  The ‘Follow-
Up Actions’ feature of OMVSUM is a task management system to record and remind an 
inspector of an activity during a visit to a site.  To synchronize the data between Vienna and 
the BMVC, the ‘Export/Import Changes’ utility provides the capability to export or import 
changes to the database.  In Vienna, before changes to the database are imported, automated 
check and balance routines help ensure data quality and integrity. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
IDOC2000 
The iDoc2000 custom document management system provides easy access to all original Iraqi 
documents.  Document keywords and summaries are stored in the database and link to the 
original Iraqi document as well as to an English translated document.  To expedite the entry of 
an enormous number of Arabic documents, custom document screening forms (Figure 7) were 
developed to record and highlight key features of a document in order to prioritise the need 
for a full translation.  Documents can be linked to many other AT systems, for instance the 
OMVSUM database is linked via an Iraqi site name.   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


Figure 7. 
Custom document 
screening forms 
expedite data entry 
of partially 
translated  


Figure 6.  Quick and easy access to a variety of utilities. 







 6


COINS  
The Comprehensive Inspection Planning System (COINS) integrates inspection-planning 
activities with existing verified data from the OMVSUM database (Figure 8).  In a few words, 
COINS automates routine activities and helps optimise the use of available resources.  In 
Vienna, COINS automates routine administrative tasks and routine inspection planning tasks. 
In principle, COINS relies on the communication between OTS software such as Microsoft 
Project and Microsoft Office (particularly Outlook and Access) to incorporate the features of 
various software packages and to avoid duplicate data entry. 
 
 
 
 
 
 
 
 
 
 
 
 
 


 
 
 
 
 
Utilizing a nuclear fuel cycle diagram (Figure 9), the AT databases can link its data to specific 
areas of the model.  In COINS, the AT can link site, equipment and materials to a specific 
section of the nuclear process.  When an expert completes a survey relating their skills to the 
nuclear fuel cycle model, the computer can help the AT select experts who are more 
technically suitable for a specific inspection or mission. 
 


Figure 8.  The COINS tool automates a variety of routine
planning tasks to select sites and inspection teams,
streamline travel procedures and clarify field assignments. 


Figure 9.  The Nuclear Fuel Cycle Model  
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In the BMVC, COINS automates routine tasks for each inspector.  Regardless of who is in the 
field, various common inspector roles and routine tasks can easily be documented (i.e., 
preparation and maintenance of sampling and seal kits, preparation and maintenance of video 
and still film, preparation of preinspection notebooks and maintenance of office and 
automobiles).  Experts are rotated in and out of Iraq one or two at a time to cross-train and 
support the overlap of inspectors in the BMVC.  With up to 10-12 nuclear experts rotating 
into and out of Iraq at different times, COINS facilitates the management of experts and their 
tasks during each mission or inspection.  When an inspector is assigned a specific role, 
COINS provides a checklist of predefined tasks.  For new inspectors, COINS helps orient the 
expert to the environment (i.e., pickup hand radio, obtain call-sign, convert money, attend 
briefing, obtain identification cards, review Iraq orientation manuals, review inspector 
guidelines and procedure manuals). 
 
ORG PUBLISHER 
ORG Publisher (OP) is a commercial OTS software package to chart and display 
organizational structures.  To help the AT create an organizational chart of the Iraqi nuclear 
program (Figure 10), a Microsoft Access database was developed to store organizations, 
divisions and departments.  By selecting a specific unit, the database transfers the data to OP 
and displays the parent-child relationship as an organization.  Considering the many changes 
in the Iraqi Nuclear program, OP proved to be a valuable software tool. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


Figure 10.  Organizational charting software. 
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IEAMIS 
The Iraq Integrated Equipment/Material/Activities Information System (IEAMIS) provides 
access to multiple sources of data (Figure 11).  Until information can be verified, all collected 
data is recorded, linked, and retrievable.  Even though a lot of past programme Iraqi 
equipment was destroyed during the Gulf War or under IAEA supervision, the AT must 
continue to analyze all available data regardless of its origin.  As OMVSUM integrates 
declared and verified data, IEAMIS integrates various sources or origins of information.  
Using IEAMIS, any reference to a piece of equipment from any origin during any period can 
be located. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
AT INTRANET 
The AT Intranet organizes the network resources for the new or experienced user (Figure 12).  
Even though long-term staff in Vienna are familiar with the layout of the network, newcomers 
as well as many experts in the field will be new to the AT network environment.  A key 
requirement for the BMVC user is the need to browse, search, filter, and locate information 
from any application.  A copy of the ‘Public Information’ module of the AT Intranet can be 
viewed from the IAEA World Atom website (www.iaea.org/worldatom). 
 
 
 
 
 
 
 
 
 
 
 
 
 


 
 


Figure 11.  IEMAIS provides the analyst with a tool to search and
retrieve data from Iraqi past and present nuclear programs. 


Figure 12. The AT Intranet organizes, links and presents a wide variety of
data for the experienced user in Vienna and the new inspector in the Iraq. 
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ATIIS GLOBAL 
Every piece of the AT information management system was developed with a specific 
purpose.  Over time, as the database structures became normalized, the systems grew into 
modular building blocks.  Even though a master Iraqi Site table resides in the OMVSUM 
database, iDoc2000, COINS, IEAMIS and other AT systems required a link to one single 
master site table.  The AT Integrated Information Management System (Figure 13) correlates 
all of this data for the analyst on one screen. 


 
CLOSING 
In December 1998, the AT evacuated from the BMVC in Iraq.  For more than seven years 
since the first AT nuclear inspection in Iraq, a large amount and wide variety of data has been 
collected and stored in a series of custom databases as existing IAEA applications did not 
meet the unique system requirements faced by the inspector in the field.  As required by a 
United Nations Security Council Resolution, many member states provided assistance to the 
AT by offering nuclear experts for an NMG assignment.  Although the assistance was vital to 
the success of the AT mission in Iraq, the unique nuclear inspection regime and the complex 
collection of databases presented many challenges to the AT to process and analyze the 
information.   
 
The AT information management system is the integration of a large amount of data linking 
an assortment of data types in an environment which proved to be a fundamental tool for the 
efficiency of the IAEA in carrying out its mandate in Iraq. 


Figure 13.  The ATIIS displays verification, declaration and analyses information
as a series of relationships. 
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INTRODUCTORY STATEMENT TO THE SPECIAL SESSION ON COMBATING 
NUCLEAR TERRORISM 


M. ELBARADEI 
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 In opening remarks, the Director General gave an overview of the reasons nuclear 
terrorism has become an issue demanding urgent attention, and discussed aspects of the 
international effort that must take place to protect against it. Past efforts have focused largely 
on diversion of nuclear material by States for non-peaceful purposes, without the same degree 
of focus on malicious activities by sub-national groups. This has created a gap between the 
risk of nuclear terrorism and existing response capabilities. In reviewing the potential for 
misuse of nuclear technology — whether involving nuclear weapons, nuclear materials, 
radioactive sources or nuclear facilities — the Director General urged participants to consider 
effective response measures in terms of: (1) national vs. international roles; (2) urgent (short-
term) priorities vs. medium-and long-term strategies; and (3) both safety and security aspects. 
The most immediate task appeared to be getting the facts — to achieve a more complete 
picture of nuclear security worldwide, and to enable a rapid response to the most urgent needs. 
Agency advisory missions on physical protection should be expanded in scope and number. 
Countries should be assisted, where needed, in evaluating threat scenarios and developing 
adequate response measures. As a medium term strategy, international standards should be 
established and implemented in this area. These preventive measures — with adequate 
resources to ensure their effective implementation — will minimize the risk of nuclear 
terrorism, and will help to ensure that nuclear power, nuclear medicine and other nuclear 
applications continue to be available for the benefit of society.  
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Two levels of nonproliferation verification exist.  Signatories of the basic 
agreements under the Nuclear Non-proliferation Treaty (NPT) agree to open their nuclear 
sites to inspection by the IAEA.  A more detailed and intrusive level was developed 
following the determination that Iraq had begun a nuclear weapons development program 
that was not detected by the original level of verification methods.  This level, referred to 
as 93+2 and detailed in model protocol INFCIRC/540, allows the IAEA to do 
environmental monitoring of non-declared facilities that are suspected of containing 
proliferation activity, and possibly further inspections, as well as allowing more detailed 
inspections of declared sites.  56 countries have signed a Strengthened Safeguards 
Systems Additional Protocol as of 16 July 2001. 


 
These additional inspections can be done on the instigation of the IAEA itself, or 


after requests by other parties to the NPT, based on information that they have collected.  
Since information able to cause suspicion of proliferation could arrive at any country, it is 
important that countries have procedures in place that will assist them in making 
decisions related to these inspections.  Furthermore, IAEA inspection resources are 
limited, and therefore care needs to be taken to make best use of these resources.   


 
Most of the nonproliferation verification inspections may be concentrated on establishing 
that diversion of nuclear materials is not occurring, but some fraction will be related to 
determining if undeclared sites have nuclear materials production taking place within 
them.  Of these, most suspicions will likely be related to the major existing technologies 
for uranium enrichment and reprocessing for plutonium extraction, as it would seem most 
likely that nations attempting proliferation would use tested means of producing nuclear 
materials.  However, as technology continues to advance and new methods of enrichment 
and reprocessing are developed, inspection-related procedures will need to be adapted to 
keep up with them. 


In order to make 93+2 inspections more useful, a systematic way of finding clues 
to nuclear proliferation would be useful.  Also, to cope with the possible use of newer 
technology for proliferation, the list of clues might need to be expanded.  This paper 
                                                           
* This work was performed under the auspices of the U.S. Department of Energy by the University of 
California, Lawrence Livermore National Laboratory, under contract No. W-7405-Eng-48.   







discusses the development and recognition of such clues.  It concentrates on laser isotope 
separation (LIS) as a new proliferation technology, and uses Uranium Atomic Vapor 
Laser Isotope Separation (U-AVLIS) as an example of LIS that is well known. 


 
Non-environmental clues to a nuclear proliferation program have been export 


control violations or attempts, declarations to the IAEA of related work, scientific 
reports, scientific interaction and exchanges, importation of items not on an export 
control list but of use for proliferation, and others.  These clues may need to be adapted to 
new technologies such as LIS. 


 
It is important that these clues be known to all parties that might have the 


opportunity to notice them.  A proliferating nation may reduce its scientific interactions 
for any topics that are related to the chosen technology of proliferation, and only a 
handful of observers might ever have the opportunity to learn what topics are researched 
that could raise suspicions.  Few scientists might ever visit laboratories that provide 
leads.  Thus, knowledge of these clues should be as widespread as practical, so that no 
matter who has the opportunity to notice these clues, they will appreciate their 
significance.   


 
Furthermore, scientific progress in technology that can be adapted to proliferation 


uses might occur innocently in any nation.  It might then be adopted and modified for 
proliferation use in a nation interested in proliferation.  Thus, nations that are not 
interested in proliferating should be aware of the crossover uses of their scientific and 
engineering research, so that a database on proliferation technology can be maintained 
and awareness of this new technology can be brought into the anti-proliferation culture.  
Thus, if the novel technology is adapted or rediscovered elsewhere in a proliferation-
prone nation, notice can be taken. 


 
Of course, a nation near the top rank in scientific capability and with a robust 


technological sector would have no need to obtain scientific information and engineering 
know-how to proliferate; the information would already be present.  The amount of 
scientific exchanges between such a nation and the rest of the world are so abundant that 
no tracking could be done.  Covert proliferation by such a nation would not be noticed by 
the procedures discussed here.  Some other method for detecting it would have to be 
used.  The methods here are designed for nations with lesser economic and technological 
levels. 


 
LIS has been regarded as too difficult a technology for a typical proliferating 


nation in the middle economic rank (100B$/yr) to utilize1.  However, as technology 
advances, this will not remain so.  This is partially due to the facilitation that continuing 
advances in technology often provide.  In other words, a technological goal that is barely 
achievable in one year may become routine decades later, as the supporting technologies 
useful for it become more well developed.  Also the diffusion of technological fine points 
can make a difference in development time and cost.  These are the little details of 
technology that become refined as a technology is used over and over by different 







organizations, each of whom does things a little differently or starts with slightly different 
materials or equipment.   


 
The ability of a nation of middle economic rank to use LIS is also added to by the 


fact that the requirements for a proliferation facility using LIS are not as strenuous as 
they are for commercial production of nuclear fuel, economically competitive on the 
world market.  A economically competitive design has to meet different criteria for 
operating than does one that will be used for proliferation, namely, high reliability and 
low downtime, low manpower costs, as well as safety limits. 


 
AVLIS is straightforward in concept.  It involves sending a beam of neutral atoms 


across an interaction region, and using narrowband laser photons, tuned to be able to 
ionize one of the isotopes after absorption of two or three photons, to ionize atoms of the 
selected isotope only.  Then the selected isotope is extracted electrostatically, while the 
remaining feedstock proceeds across the interaction region to a collection dump.  There 
are a great number of scientific questions that needed to be solved before AVLIS was 
considered feasible for uranium enrichment.  These include finding electronic state 
transitions of the U235 atom with large enough cross-section, determining the beam 
parameters to reduce cross-ionization to acceptable levels, and determining what input 
feedstock contamination would be tolerable.  There were also a wide variety of difficult 
engineering challenges that had to be faced, concerned with the production of the major 
components of the enrichment machines.   


 
AVLIS has been subjected to extensive research and development in the United 


States and France for uranium enrichment, and to additional research in India, Russia, 
Japan, Brazil and other countries for other isotopes.  This work has largely solved the 
scientific and engineering obstacles, although different groups continue to attempt to 
improve on existing technology for AVLIS.  U-AVLIS was also partially brought to a 
production level in the United States before the program was terminated in 1999 and is 
heading toward the same result in France, with a mothballing expected in 2003. AVLIS is 
an enrichment method that is part of the Draft Protocol, and is incorporated as well in 
Export Control regulations.   Thus, this technology has been extensively documented and 
can therefore be used as a clear example.    


 
 The U-AVLIS process has been described as accomplishing enrichment to fuel 


levels of 3% to 5% in one step2,3,4 implying an equivalent enrichment coefficient of at 
least 4.5 to 7.5, about half that theoretically predicted5, and a large improvement 
compared to a value of 1.3 for centrifugation.  U-AVLIS does not necessarily work 
identically with all enrichment levels of feedstock, but to obtain a rough estimate of 
capability, it can be assumed to do so.  With this enrichment coefficient, a cascade of four 
or five stages would be needed to produce highly enriched uranium6, with about 50 to 
120 identical machines in the cascade.  If we assume a proliferator wishes to make 100 
kg of HEU per year, this corresponds to a throughput per machine of a few kilograms of 
feedstock a day.  This is the scale of the 1984 MARS facility developed in the US U-
AVLIS program7. 


 







The 1984 MARS demonstration facility was a technical tour de force for its time.  
The two technical areas that dominated the development process were the lasers 
themselves, and the atomic beam generation by electron gun.  That facility used copper 
vapor lasers to drive dye lasers for the light sources.  In the years since that 
demonstration, laser technology has continued to improve, but also to diffuse broadly into 
our technical infrastructure.  Now, copper vapor lasers are built by high school students 
for science projects and used in undergraduate laser laboratory experiments; there is also 
a substantial home hobbyist laser culture that internationally exchanges plans and tips for 
building them.  The same holds true for dye lasers, which are very popular for beginning 
laser users because of their ease of construction and use.  This diffusion of laser 
knowledge and experimental interest means that expertise about the finer points of laser 
construction is spreading and will make development of them easier.  Furthermore, the 
capabilities and characteristics of different types of lasers are known much better now 
than in 1984, and so there would be no need to repeat the screening process to determine 
types and designs for lasers useful in LIS. 


 
Commercial pressures also add to the advance and diffusion of laser technology.  


The MARS copper vapor lasers ranged up to about 100 watts8.  Currently off-the-shelf 
copper vapor lasers are available with a rated output power of 8 watts, with high 
reliability.  Even less expensive and easier to use lasers may turn out to be useful for U-
AVLIS application.  In the late 1990’s, LLNL developed a solid state replacement for its 
dye laser oscillator9.  Free electron lasers (FEL) have also been used for laser isotope 
separation.  Thus, laser technology is not the barrier to LIS that it was twenty years ago.   


 
Electron gun heating continues to develop as well, with guns being used for 


various industrial purposes, such as melting titanium scrap metal.  Medical uses are also 
being developed.  The commercial practice of today may well exceed the laboratory 
accomplishments of twenty years ago.  Electron gun heating is also not the barrier to LIS 
that it was twenty years ago.   


 
With the diffusion of knowledge that is occurring in these scientific and 


engineering areas, a nation that sent a cadre of young scientists abroad to research these 
topics would have the required set of experts in a short period.  These experts would have 
the ability to produce lasers and electron guns from available materials, rather than just 
the ability to use such devices should they be successfully imported.  This means that the 
export control limitations on this type of component will cease to be a useful indicator of 
proliferation intentions at some point in time. 


 
An effective response to technology diffusion might be to understand proliferation 


pathways in detail and then to use these pathways to predict clues.      
 
One tactic a proliferating nation might adopt is to develop everything in secret.  


This is a slow route as it requires the staff involved to locate answers to all their 
development problems through their own investigations or research.  If this were the 
case, the only clue would be the training and overseas work experience of scientists and 
engineers returning to the nation in question.  A higher rate of development can be 







achieved by seeking as much as possible of scientific interchange on related work that 
can be translated over to a covert program.  This interchange, if it is understood, can also 
lead to clues as to a nation’s proliferation intentions.   


 
In order to understand how to interpret if a coherent program exists for nuclear 


proliferation from training, work experience, or scientific interchange, it is necessary to 
understand, first, what technological requirements a proliferation program has, and 
second, how surrogate programs could be used to satisfy these requirements.  This means 
that the path to proliferation that the proliferating nation undertakes has to be understood 
by those nations in a position to monitor these external indicators.  For each feasible 
enrichment technology, there should be a list of technical achievements that must be 
accomplished, and what scientific knowledge or engineering know-how is needed for 
each.  When this is available, it will be possible to see how the various parcels of 
information can be disguised as non-proliferation-related research.  This is equivalent to 
asking how the research and development needed to proceed along a certain proliferation 
pathway can be decomposed into various apparently innocuous research projects. 


 
This approach is very different from that of export control monitoring.  There, 


each proliferation pathway is examined to find critical items that, by their 
distinguishability, are indicators of proliferation risk.  However, technology continues to 
seep around these barriers, and more uses are found for some critical items, moving them 
from items of dual-use to items of easy availability.  Worse, the ability to manufacture 
them indigenously becomes more easily available.  In contrast, the approach discussed 
here attempts to understand a complete map of proliferation and the technologies 
involved, and to check to see how many of the items on the map are being pursued in the 
nation that is suspected of proliferating. 


 
To return to U-AVLIS as an example, at the level of least detail, requirements 


include high power tunable lasers in the visible, systems to measure their output pulses, 
wavelengths, and other characteristics, optical systems capable of producing wide 
uniform beams, electron guns able to vaporize a certain amount of uranium, beam control 
fixtures, and coatings that resist liquid uranium metal.  As we have considered that these 
components will be made, not bought, the next level or two of detail is needed.  For a 
high-power laser, special power supplies, purification of the lasing media, tube-cooling 
devices, heat-resistant glass surfaces, and laser pumping systems are needed.  For 
measurement systems, very fast circuitry, accurate visible wavelength spectrometers, and 
power measuring devices would be needed.  Similar lists can be developed for each of the 
other components.  An understanding of the technologies is necessary to see through any 
disguised knowledge retrieval projects.  For example, power supplies suitable for lasers 
might have related uses, and unless this type of technology equivalence were known, the 
indication that the subject was under investigation might be missed.   


 
Thus, if the U-AVLIS proliferation pathway was being followed, a proliferating 


nation that did not already have technical capability and expertise in these areas would 
have to obtain it, and signs of this in a plethora of these key research and development 
areas would be a clue that the suspect nation was following the expected pathway to 







proliferation.    The same is true for any other pathway.  Once a suspect proliferation 
pathway is found in a suspect nation, the remaining task for the suspicious nation or 
organization is to understand when in the pathway a covert facility would be produced, 
and what its size and characteristics would be.   


 
Since the suspect nation is proceeding along a proliferation pathway based on 


technological expertise obtained by a few recognizable individuals, their transfer, 
reassignment or disappearance would be a clue that the covert facility was ready to use 
their specialties.  Location of these specialists, via any means of finding or tracking 
persons, would serve to provide the location for a requested 93+2 search. 


 
Imports at a lower level that those caught in the export control sieve might also be 


clues to high-technology proliferation, if these proliferation pathways were understood in 
enough detail to pinpoint needed items.  If the nation makes a policy choice to go covert 
before doing any work requiring disclosure to the IAEA, no clues will come from this 
source, but if they opt to go covert at a later stages, these declarations might provide one 
of the best sources of information to help discriminate which proliferation pathway or 
pathways might have been chosen. 


 
In summary, this paper argues that high-technology outflanking of export controls 


might be occurring in nations with moderate-size economies during the first decades of 
the twenty-first century.  This is made possible by the continued advance and diffusion of 
technologies usable for components of a method for obtaining nuclear materials.  This 
outflanking will eliminate one source of clues that might be used to focus on-ground 
investigative efforts under the IAEA 93+2 protocols.  An alternate, though more labor 
intensive, source of clues would be monitoring training, work experience and scientific 
interchange of nationals of a possible proliferating nation.  To make this source useful, 
proliferation methods must be understood in greater technological detail, and databases 
compiled on the occurrence of technology components that present the research and 
engineering challenges to a mid-sized nation attempting proliferation.  These nationals’ 
activities can then be used to provide indications of when and where on-ground 
investigations might be useful.  This is done already, but it needs to be done more 
systematically as technology continues to diffuse.  It needs to be done internationally, as 
technology advances and refinements occur internationally, and also because the 
opportunity to observe or learn of activity contributing to a proliferation activity might be 
rare and restricted to only a few scientists or technologists. 
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Introduction 
 
IAEA safeguards traditionally have focussed on nuclear material as declared by the 
State, and the possible diversion of such material from peaceful nuclear material. The 
discovery of a clandestine nuclear programme in Iraq brought the need to focus more 
on the possibility of undeclared nuclear material to the top of the political agenda. The 
difficulties the IAEA experienced shortly after the Gulf War in verifying the correctness 
and completeness of the initial declaration of the DPRK pursuant to the Treaty on the 
Non-Proliferation of Nuclear Weapons (NPT) pointed in the same direction. Also 
important in this context was the Agency's experience in the early nineties in verifying - 
as instructed by the 1991 General Conference resolution GC(XXXV)/RES/567 - the 
completeness of South Africa's nuclear inventory after the country had concluded its 
NPT Safeguards Agreement with the IAEA. In light of these experiences the IAEA 
Secretariat, strongly supported by its membership and by SAGSI (the Standing 
Advisory Group on Safeguards Implementation), started Programme 93+2. This 
programme was aimed at increasing the effectiveness and the efficiency of safeguards. 
As is well known the Programme resulted in proposals that came in two parts. Part I 
could be implemented under the existing authority of the Model NPT Safeguards 
Agreement1. For the second part, additional authority was required. This was given by 
the Board by the adoption, in May 1997, of the Model Additional Protocol2 (AP). 
 
The Additional Protocol 
 
It is not the place here to describe the Model AP in detail. I will only mention its two 
key features: expanded information and complementary access. Article 2 of the Model 
AP obliges States to provide information about a range of nuclear and nuclear fuel-cycle 
related activities. These activities include: 
 


�� Nuclear fuel-cycle related R&D (without nuclear material) 
�� Mines and ore concentration plants 
�� Description of each building on a site 
�� Intermediate or high-level waste (on which safeguards have been terminated) 
�� Manufacture of nuclear-related items (Annex I) 
�� Export of nuclear-related equipment and materials (Annex II) 


                                                 
1 INFCIRC/153 (Corr.) 
2 INFCIRC/540 (Corr.) 







I mention this in particular because all States that conclude an AP have an obligation to 
report. Mostly reports have to be sent in once a year. Export reporting is required once 
every quarter. 
 
The other feature of the Model AP is complementary access. This access is connected to 
clearly defined purposes and is mostly related to the information provided. For 
example: access to buildings on a site for the purpose of verifying the absence of 
undeclared activities; access to other declared locations like those where nuclear-related 
items (Annex 1) are being manufactured for the purpose of resolving questions or 
inconsistencies. Going beyond that is access to any other location in a State for the 
purpose of taking environmental samples in order to resolve a question or 
inconsistency. I should add that the text of the Model AP states explicitly that 
verification of information submitted under Article 2 should be neither mechanistic nor 
systematic. 
 
The adoption of the Model AP was widely welcomed. The 2000 NPT Review 
Conference noted that 51 of the 187 States parties to the NPT had yet to bring into force 
comprehensive safeguards agreements and urged them to do so as soon as possible. 
The Conference fully endorsed all measures contained in INFCIRC/540 (Corr.), 
encouraged all States parties to conclude Additional Protocols, and noted that further 
Additional Protocols as soon as possible would strengthen the nuclear safeguards 
regime, and facilitate the exchange of nuclear and nuclear-related material in peaceful 
nuclear co-operation3. The 55th UN General Assembly stressed the importance of the 
Model AP with a view to enhancing nuclear non-proliferation, and encouraged all 
States which had not done so to conclude an Additional Protocol with the IAEA as soon 
as possible4. 
 
The IAEA and its Member States were called upon by the 2000 NPT Review Conference 
"…to consider ways and means, which could include a possible plan of action, to 
promote and facilitate the conclusion and entry into force of safeguards agreements and 
additional protocols, including, for example, specific measures to assist States with less 
experience in nuclear activities to implement legal requirements."5 The IAEA General 
Conference requested something similar in September 2000: "to consider implementing 
the elements of a plan of action .... with the aim of facilitating the entry into force of 
safeguards agreements and additional protocols and review the progress in this 
regard". The 2001 General Conference requested the continued consideration of the 
matter. 
 
The IAEA Secretariat has promoted the conclusion of Additional Protocols since May 
1997. From 1998 on it did so on the basis of an internal action plan that focused on 
States with significant nuclear activities. Among the activities undertaken were the 
following: 
 
                                                 
3 Final Declaration NPT Review Conference, Art III paragraph 19 and 45, Art IX, paragraph 8 
4 A/RES/55/33r 
5 Final Declaration NPT Review Conference, Art III paragraph 47 







�� Regular interaction with Permanent Missions and (delegations from) capitals 
�� Consultations with States about issues of concern 
�� Briefings, inter alias, in connection with the 3rd PrepCom of the NPT Review 


Conference 
�� Provision of draft Additional Protocols and, as appropriate, draft NPT 


Safeguards Agreements to many States  
�� Focus on the AP in regional non-proliferation meetings, for example a regional 


meeting in Taejon (RoK) in 1999 
�� Preparation of Guidelines and Format for Preparation and Submission of 


Declarations pursuant to the AP. 
 
The Action Plan 
 
When the Secretariat was asked in 2000 to consider an Action Plan for promoting the 
conclusion of Additional Protocols, it reviewed its existing internal action plan. The 
updated plan, which was presented to Permanent Missions in January 2001, makes two 
fundamental distinctions: 
 


�� the distinction between Secretariat activities, possible State initiatives and 
possible co-operative initiatives 


�� the distinction between States with significant nuclear activities and States with 
no or little nuclear activities. 


 
The objective of the Action Plan is to stimulate wider adherence to Additional Protocols. 
This is key to a strengthened safeguards system that provides assurances not only about 
correctness but also about completeness of state declarations; not only about non-
diversion of declared nuclear material, but also about the absence of nuclear material or 
activities that might not have been declared. The ultimate goal is universal adherence to 
such Additional Protocols. Such goal should, however, be considered with some 
realism. 31 years after the entry into force of the NPT there are still 50 Parties without a 
comprehensive safeguards agreement6. 
 
The Action Plan as proposed last year was born out of frustration over the low number 
of Additional Protocols that have entered into effect. The present numbers, not much 
higher than last year, are: 
 


�� there are 57 States that have signed an AP 
�� there are 22 States with an AP in force 
�� 1 AP has been approved by the Board but has not yet been signed (Mongolia)  
�� 1 AP is being provisionally applied, pending ratification (Ghana).  


 Figure 1 reflects this situation. 
 


                                                 
6 52 States without an NPT safeguards agreement, as Albania and Panama at present have a 
comprehensive safeguards agreement, but not pursuant to the NPT. 







As I said above, the Action Plan distinguishes between two groups of States: 
 


�� Group 1 States with significant nuclear activities and  
�� Group 2 States with little or no nuclear activities 


 
"Significant nuclear activities" in this context means: activities that involve more nuclear 
material than the threshold quantities mentioned in Article 37 of the Model Safeguards 
Agreement pursuant to the NPT. "Little or no nuclear activities" involve quantities of 
nuclear material below those thresholds. States that do not have nuclear material above 
the threshold have the right to conclude a so called Small Quantities Protocol (SQP), 
that says that the implementation of most of the detailed provisions in Part II of the 
Safeguards Agreement is held in abeyance until the State has more than such threshold 
quantities. At present 66 States have concluded a SQP. Most of the 50 States that at 
present do not have a comprehensive safeguards agreement would probably want to 
have such an agreement with a SQP.  
 
With regard to the distinction between Group 1 and Group 2 States I would like to state 
up front that it is schematic. Not all the characteristics given below for Group 1 or 
Group 2 apply necessarily to all States in a group. 
 
Bearing this caveat in mind, what are the characteristics of Group 1 States? 
 


�� they have a Safeguards Agreement, fully implemented 
�� they are familiar with inspections and with proving information, on a regular 


basis to the Agency 
�� they are knowledgeable about the Additional Protocol 
�� they have a relationship with the IAEA over a broad range of activities. 


 
What are the elements of the Action Plan for Group 1 States? I will distinguish between 
Secretariat and State activities. Many of these activities require to some extent co-
operation between the States in question and the Secretariat. Under States activities 
below I will not list the most obvious way in which States can help in reaching 
universal adherence: by SIGNING and RATIFYING the Additional Protocol. "States" 
below refers to States as third parties. 
 
Secretariat: 
 


�� Focus on specific technical, legal and administrative obstacles, either in contacts 
with individual States or in regional seminars 


�� Combine AP promotional activities with safeguards implementation contacts 
�� Make use of travel of Director General and senior staff of different Departments 


to raise the issue 
�� Improve interdepartmental coordination for that purpose. 


 







States: 
 


�� Host regional seminars (Since November 2000 the pace was stepped up: the 
Secretariat organised a regional seminar in Minsk, Belarus, it participated in a 
UN Conference in New Zealand in March 2001, it organised together with Japan 
a Symposium in Tokyo, June 2001; the Secretariat has planned furthermore a 
regional seminar, hosted by Peru, for Latin America and the Caribbean, in Lima 
in December 2001, and a seminar for Central Asia and the Caucasian Republics 
in Almaty in early 2002) 


�� Point out the importance of Safeguards Agreements and Additional Protocols in 
their bilateral contacts 


�� Provide extrabudgetary support. 
 
What are the prospects for wider adherence with Group 1 States? States in this group 
have a number of specific incentives to conclude an AP. They have an interest in 
providing expanded assurances about their peaceful nuclear programme. The emerging 
non-proliferation norm which includes an AP is more evident for them. Moreover, to 
some extent depending on the nuclear installations in the State, they will see an 
incentive in the prospect of integrated safeguards which may imply less frequent 
inspections as integrated safeguards develop. 
 
Against the background of these incentives the number of signatories in Group 1 gives 
reason for some satisfaction, but important gaps remain, in particular in Latin America, 
in North Africa and the Middle East, and in Asia (see Figure 2). Moreover the pace of 
ratification in quite a number of States is slower than expected. 
 
I move on now to the Group 2 States. These are States - generally speaking – 
 


�� with little/no nuclear activities 
�� little/no experience with safeguards 
�� for which Safeguards Agreements and Additional Protocol are a low priority, 


often in view of pressing other concerns and problems 
�� that would need technical assistance to implement the AP 
�� that are often not members of the IAEA 
�� and if they are, they are often not represented in Vienna 
�� and their relationship often focuses on Technical Cooperation (and, for example, 


on projects involving isotopes for crop improvements or insect sterilisation to 
combat pests). 


 
What are the elements of the Action Plan for States in Group 2?  
 
Secretariat: 


�� make use of travel of Director General and senior staff of different Departments, 
in particular TC 


�� reach out not only from HQ but also through the NY Office 
�� focus on  setting up a proper infrastructure by training and other assistance. 







States: 
 


�� Help through diplomatic representations in capitals and through bilateral 
technical cooperation programmes 


�� Involve Group 2 States in regional meetings, possibly using regional arrangements  
�� Provide extrabudgetary support to the Agency 
�� Provide bilateral incentives? 


 
What are the prospects for wider adherence among Group 2 States? For many of these 
State political awareness-building as well as technical assistance will be required. It is 
important to keep in mind that the expanded declaration pursuant to the AP will be a 
new type of obligation for SQP States. This is one of the reasons why progress in this 
group will come more slowly. Efforts will have to focus in many cases on concluding an 
NPT Safeguards Agreement and an Additional Protocol. 
 
In the Agency's Medium Term Strategy for the years 2001 to 2005, putting an integrated 
safeguards system in place is the highest priority in the verification area. The conclusion 
and entry into force of Additional Protocols is recognized in the MTS as one of the 
important contributions towards this goal. The yardstick by which we will measure our 
performance at the end of this period will be whether: 


�� many of the outstanding Safeguards Agreements  
�� Additional Protocols for a majority of States 
�� and for almost all States with nuclear facilities 


will have been concluded. 
 
Those are ambitious goals, even though "many" is not defined precisely. Typically it 
would imply the addition of 15 to 20 Safeguards Agreements to our collection, and the 
increase of the number of AP concluded from 57 to at least 95, including with most of 
the States that show up in white in Figure 2.  
 
Conclusion  
 
In order to reach these goals increased efforts are required, both on the side of the IAEA 
Secretariat and its Member States. The support received from the General Conference, 
the NPT Review Conference and the UN General Assembly will have to be translated 
into action. The IAEA Secretariat will play its part: it will assist, facilitate and stimulate 
the conclusion of Safeguards Agreements and Additional Protocols. In the final 
analysis, however, it are autonomous decisions of States to conclude Safeguards 
Agreements and AP and thereby to contribute to strengthening the nuclear non-
proliferation regime. Therefore, promoting wider adherence to Safeguards Agreements 
and Additional Protocols will be a collective enterprise.   
 
30 October 2001 
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INTEGRATED SAFEGUARDS – CURRENT STATUS 
OF DEVELOPMENT AND PLANS FOR IMPLEMENTATION 
 
Jill N. Cooley 
Department of Safeguards, 
International Atomic Energy Agency, 
Vienna, 
Austria 
 
Abstract 
 
The development of the conceptual framework, safeguards approaches, and implementation guidelines and 
criteria for integrated safeguards continues to be one of the International Atomic Energy Agency’s priorities.  
Integrated safeguards refers to the optimum combination of all safeguards measures available to the Agency 
under a comprehensive safeguards agreement and an additional protocol to achieve maximum effectiveness and 
efficiency, within available resources, in meeting the Agency’s safeguards objectives.  Over the past year, 
substantial progress has been made on the development of facility-type-specific integrated safeguards 
approaches, the State-level approach concept, and other aspects of implementation including the use of 
unannounced inspections, the role of State and regional systems of accounting and control, and procedures for 
randomization of inspections.  The paper will provide a current status of the development of integrated 
safeguards with particular emphasis on its main elements, progress to date and plans for implementation. 
 
1. BACKGROUND 
 
Since the discovery of Iraq’s clandestine nuclear weapons programme, extensive efforts have been 
expended by the International Atomic Energy Agency (IAEA) and its Member States to strengthen and 
make more efficient the IAEA safeguards system.  The development and approval of strengthening 
measures was responsive to this discovery and, especially in the case of the Model Additional Protocol 
[INFCIRC/540 (Corrected)], to the IAEA Board of Governor’s reiteration in 1995 that the safeguards 
system for implementing comprehensive safeguards agreements should be designed to provide for 
verification by the Agency of the correctness and completeness of States’ declarations, so that there is 
credible assurance of the non-diversion of nuclear material from declared activities and of the absence 
of undeclared nuclear material and activities.  The predominant focus of the Model Additional 
Protocol is to strengthen the Agency’s capability to detect undeclared nuclear material and activities, 
in order to provide credible assurance of their absence.  The Agency’s ability to detect the diversion of 
declared nuclear material, and thus provide credible assurance of the absence of diversion, continues to 
be based primarily on the measures provided for in comprehensive safeguards agreements. 
 
Ultimately, the aim of the Agency is to achieve the optimum combination of all safeguards measures 
available under comprehensive safeguards agreements and additional protocols, in order to achieve 
maximum effectiveness and efficiency within the available resources in exercising the Agency’s right 
and fulfilling its obligation in paragraph 2 of INFCIRC/153 (Corrected).  This optimum combination is 
known as “integrated safeguards”. 
 
2. CURRENT STATUS OF ADDITIONAL PROTOCOLS 
 
As of October 2001, the Board has approved additional protocols for 52 non-nuclear-weapon States 
with comprehensive safeguards agreements; 21 have since entered into force and one is being applied 
provisionally pending entry into force.  The implementation of additional protocols with nuclear-
weapon States and other States not having comprehensive safeguards agreements will also add to the 
overall effectiveness of the strengthened safeguards system.  The Board has approved additional 
protocols with the five nuclear-weapon States, as well as with one State which has an INFCIRC/66-
type agreement.  In addition, measures foreseen under the Model Additional Protocol are being 
implemented in Taiwan, China. 
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As reported in the Agency’s Safeguards Implementation Report, in 2000, in respect of seven States, 
each of which has a comprehensive safeguards agreement and an additional protocol in force or being 
provisionally applied, the Secretariat concluded that all nuclear material in those States had been 
placed under safeguards and remained in peaceful nuclear activities or was otherwise adequately 
accounted for.  This conclusion derives from the evaluation of all information acquired in 
implementing safeguards agreements and additional protocols and of all other information available to 
the Agency for each of the above States.  In the course of that evaluation, the Secretariat found no 
indication of diversion of nuclear material placed under safeguards or of the presence of undeclared 
nuclear material or activities in these States.  For the other 12 States that had a comprehensive 
safeguards agreement and an additional protocol in force in 2000, the Agency’s evaluations had not 
yet reached the stage where such a conclusion could be drawn. 
 
The development of integrated safeguards continues to be one of the Agency’s priorities.  
Co-ordinated by the Department of Safeguards, the development programme is being conducted with 
the assistance of a Group of Experts designated by the Director General, the technical advice of the 
Standing Advisory Group on Safeguards Implementation (SAGSI) and the involvement of Member 
States.  Substantial progress continues to be made on integrated safeguards as reported in two 
information papers prepared for the Board of Governors in March and November 2000.  [1, 2]. 
 
3. INTEGRATED SAFEGUARDS – OBJECTIVE AND GENERAL PRINCIPLES 
 
The objective of implementing the measures provided for in a State’s comprehensive safeguards 
agreement together with an additional protocol is to enable the Agency to draw the necessary 
safeguards conclusions and thereby provide credible assurance of both the non-diversion of nuclear 
material from declared activities and of the absence of undeclared nuclear material and activities in the 
State as a whole.  Under comprehensive safeguards agreements alone, the traditional level of 
verification effort on declared nuclear material and the values of certain safeguards implementation 
parameters, particularly timeliness goals, are based on the assumption that undeclared nuclear 
activities, e.g. undeclared reprocessing or enrichment plants, may exist undetected.  Under a 
comprehensive safeguards agreement and an additional protocol, the Agency’s ability to provide 
assurance of the absence of such undeclared activities reduces the possibility that they may exist 
undetected and therefore creates the potential for changes in implementation parameters and 
reductions in verification effort for declared nuclear material.  A conclusion by the Agency of the 
absence of undeclared nuclear material and activities in a State as a whole, particularly activities 
related to enrichment and reprocessing, would permit a redefinition of current safeguards 
implementation parameters, particularly for less sensitive nuclear material (e.g. depleted, natural and 
low enriched uranium and irradiated fuel), with corresponding reductions in the current level of 
safeguards verification effort on such declared nuclear material.  In addition, consideration of 
measures resulting in improved efficiency for the verification of sensitive nuclear material (e.g. 
separated plutonium and unirradiated high enriched uranium) is not precluded.  Generic approaches for 
implementation under integrated safeguards are currently being developed for specific facility types, 
which will result in less inspection effort on declared material than there is with current approaches at 
such facilities. 
 
The basic principles which govern the development of integrated safeguards are that: 
 
(a) they should be non-discriminatory, i.e. the same technical objectives should be pursued in all 


States with comparable safeguards obligations although the measures actually used in individual 
States may differ; 


(b) they should be based on State-wide considerations, i.e. 
(i) comprehensive evaluation of information for the State as a whole should play a key role in 


planning the activities implemented in that State, and 
(ii) integrated safeguards approaches should be designed to provide coverage of all plausible 


acquisition paths by which a State might seek to acquire nuclear material for a nuclear 
explosive device; and 


(c) nuclear material accountancy should remain a safeguards measure of fundamental importance. 
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The main focus of the work on integrated safeguards is the detailed development of safeguards 
approaches for various types of nuclear facility, the State-level approach concept, and implementation 
guidelines and criteria. This work includes: 
 
(a) specifying in detail the process by which a conclusion of the absence of undeclared nuclear 


material and activities in a State can be drawn and maintained; 
(b) considering what measures would subsequently be appropriate to apply to declared nuclear 


material in specific types of facility in order to continue to provide a conclusion of its non-
diversion; 


(c) developing State-level integrated safeguards approaches for specific States; and 
(d) developing related implementation and evaluation guidelines, criteria, and procedures. 
 
In addition, implementation-related aspects of integrated safeguards are being specified such as the 
conditions for conducting effective unannounced inspections and the procedures for the randomized 
selection of facilities for inspection.  
 
4. CONDITIONS FOR THE IMPLEMENTATION OF INTEGRATED SAFEGUARDS 
 
It is important to note that the entry into force of an additional protocol is not in itself a sufficient basis 
for the Agency to modify safeguards measures currently implemented in a particular State with a 
comprehensive safeguards agreement. To reduce certain traditional verification activities on declared 
nuclear material, conclusions of the non-diversion of such material and of the absence of undeclared 
nuclear material and activities in the State as a whole are required. The conditions for such 
conclusions, after entry into force of an additional protocol, include the following: 
 
(a) the State has complied in a timely manner with the requirements of its safeguards agreement and 


additional protocol; 
(b) the Agency has implemented the necessary measures for verifying declared nuclear material, has 


found no indication of diversion of such material and has drawn a conclusion of non-diversion of 
such material; and  


(c) the Agency has: 
(i) conducted a comprehensive State evaluation based on all information available, including the 


declarations submitted by the State under Article 2 of the additional protocol, and 
satisfactorily resolved any inconsistencies and questions, and 


(ii) implemented complementary access, as necessary, in accordance with the additional 
protocol. 


 
Once conclusions of the non-diversion of declared nuclear material and of the absence of undeclared 
nuclear material and activities can be drawn for a State as a whole, the implementation of integrated 
safeguards can proceed. However, the ability of the Agency to continue to draw such conclusions must 
be maintained under integrated safeguards by continuing to implement measures to verify the non-
diversion of declared nuclear material, by continuously reviewing and evaluating information, by 
continuing to take all actions necessary to resolve questions and inconsistencies and by conducting 
complementary access as necessary. If, during the implementation of integrated safeguards in a given 
State, the Agency were not able to reaffirm the conclusion of non-diversion of declared nuclear 
material or of the absence of undeclared nuclear material and activities for the State as a whole, 
corrective actions would have to be taken which, depending on the circumstances, could include 
restoring safeguards activities in the State to the level defined by traditional safeguards, while 
continuing to implement the measures of the additional protocol. 
 
Specification of the process for drawing and maintaining a conclusion of the absence of undeclared 
nuclear material and activities in a State has largely been completed.  Guidelines have been developed 
which identify the conditions a State has to meet and the activities the Secretariat has to perform, in 
implementing a comprehensive safeguards agreement and an additional protocol together, to enable 
the Secretariat to draw a conclusion of the absence of undeclared nuclear material and activities in the 
State as a prerequisite to implementing integrated safeguards in that State and to maintain its ability to 
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draw such a conclusion thereafter.  Guidance is provided for prioritizing locations for complementary 
access to assure the absence of undeclared nuclear material and activities at site, mines, concentration 
plants and other locations with nuclear material and sets out levels of complementary access 
considered adequate for drawing a conclusion of the absence of undeclared nuclear material and 
activities in the State as a whole for the first time and for re-affirming the conclusion in subsequent 
years.  The guidelines are in provisional use and will be revised as appropriate in the light of 
experience gained. 
 
5. DEVELOPMENT OF INTEGRATED SAFEGUARDS APPROACHES FOR SPECIFIC 


FACILITY TYPES 
 
A conclusion of the absence of undeclared nuclear material and activities establishes the possibility to 
reconsider the verification measures and implementation parameters that would subsequently be 
appropriate to apply at specific types of facility to continue to provide a conclusion of non-diversion.  
The work involves assessing the current approaches, as defined in the current Safeguards Criteria, and 
defining new approaches taking into consideration a conclusion of the absence of undeclared nuclear 
material and activities in a State.  As these new integrated safeguards approaches are developed, 
specific implementation and evaluation criteria for each type of nuclear facility will be defined.  
 
The principles governing work on facility-specific integrated safeguards approaches include: 
 
(a) providing coverage of all plausible diversion and misuse scenarios associated with the specific 


facility type by which a State might seek to acquire nuclear material for a nuclear explosive 
device; 


(b) retaining nuclear material accountancy as a safeguards measure of fundamental importance; 
(c) evaluating the material balance annually, using random selection of facilities where appropriate; 
(d) ensuring that the Agency maintains an ability to re-establish nuclear material inventories within 


the traditional timeliness period to the level specified in the current Safeguards Criteria; and 
(e) ensuring non-discrimination among States by setting the same safeguards objectives for all 


facilities of a given type in States where integrated safeguards are being applied (however, the 
specific measures used in pursuing those objectives may differ from State to State according to 
individual facility characteristics and State-specific considerations.) 


 
5.1. Timeliness Verification Goals 
 
There are a number of issues which are important in the development of integrated safeguards 
approaches and which are general or common to several facility types.  First is the timeliness goal for 
irradiated fuel.  The current value of 3 months is based on the assumption that all necessary undeclared 
reprocessing, conversion and manufacturing facilities needed for recovering plutonium from irradiated 
fuel exist in a State, that these processes have been tested, and that the non-nuclear components of a 
nuclear explosive device have been manufactured, assembled and tested.  The Agency’s ability to 
detect undeclared nuclear material or activities in a State permits a reassessment of this value.  
Accordingly, an increase in the timeliness verification goal for irradiated fuel to one year is being 
proposed.  As well as reflecting the confidence that the Agency would be able to derive in the absence 
of undeclared nuclear material and activities, this change is consistent with the requirement for annual 
material balance closures, which remains a principle under integrated safeguards.  The cost savings to 
the Agency arising from such a change are an important consideration.  With the same considerations 
in mind, the timeliness goal for fresh mixed oxide (MOX) fuel assemblies has also been reassessed.  A 
change from the current value of 1 month to a goal of three months is being proposed.  As with 
irradiated fuel, the change recognizes that further processing would be needed to produce directly 
usable weapons material from fresh MOX fuel assemblies and that the Agency has an increased 
capability, under integrated safeguards, to detect any such processing. 
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5.2. Unannounced Inspections 
 
The use of unannounced inspections, i.e. inspections for which no advance notification regarding 
inspection timing, activities or location is given to a State, in accordance with paragraph 84 of 
INFCIRC/153 (Corrected), is foreseen as an important component of integrated safeguards approaches 
for facilities.  Unannounced inspections, because of their unpredictability to a State and a facility 
operator, not only enhance the Agency’s ability to detect diversion or nuclear material and/or the 
misuse of a facility but also help to deter any such actions.  The increased use of such inspections 
should also permit cost savings for the Agency.  However, to be effective, unannounced inspections 
must meet certain conditions related to their preparation and conduct.  These conditions include the 
possibility: 
 
(a) for the inspection to be carried out at any time necessary to meet the objectives of the inspection, 
(b) for the inspectors to begin safeguards activities in a timely manner, and 
(c) for the Agency to make its inspection arrangements without the knowledge of State authorities. 
 
The detailed specification of these conditions is now under development.  When completed and 
evaluated, they will be included in advance arrangements between the Agency and State authorities on 
the implementation of unannounced inspections.  Keeping in mind that it may not be possible to fulfil 
these conditions in some States or facilities, alternatives to unannounced inspections are being 
developed and incorporated into the proposed generic facility-type approaches. 
 
5.3. Increased Cooperation with State and Regional Systems of Accounting for and Control of 


Nuclear Material 
 
Increased cooperation with State and regional system of accountancy and control (SSACs/RSACs) is 
also an important issue with a potential for increased effectiveness and efficiency for the Agency and 
is being considered as a possible factor in implementing integrated safeguards, taking into account 
State-specific conditions and the effectiveness of the SSAC/RSAC.  Conditions and procedures for 
such co-operation are now under development by the Secretariat with active assistance by the Group of 
Experts and Member States Support Programmes (MSSPs).  When completed, a decision will be taken 
on the extent to which co-operation between the Agency and SSAC/RSAC will be incorporated into 
integrated safeguards approaches. 
 
5.4. Use of Surveillance 
 
Another issue in the consideration of new approaches is the Agency’s experience with the use of 
surveillance as a safeguards measure.  Surveillance has played an important role in many safeguards 
situations over many years and will continue to do so in future.  The procurement and replacement of 
surveillance equipment has represented a significant part of the cost of safeguards implementation.  
However, in some cases, it has not been sufficiently reliable, with resulting additional costs and effort 
for the operator, the State and the Agency.  The review of surveillance data can also be labour 
intensive and the results of reviews are not always conclusive, leading to the need for further 
verification activities.  The consideration of possible alternatives to surveillance, where appropriate, 
has therefore been an element in the design of new approaches. 
 
5.5. Facility-Type-Specific Integrated Safeguards Approaches 
 
Facility-type specific integrated safeguards approaches have already been developed for: 
 
(a) light water reactors, both with and without fresh mixed oxide fuel; 
(b) research reactors and critical assemblies; 
(c) on-load refuelled reactors; and 
(d) spent fuel storage facilities. 
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Features incorporated into these approaches include an annual physical inventory verification (PIV), 
the use of unannounced inspections where conditions for their implementation can be met and they are 
shown to be cost-effective, and randomized selection of facilities for inspection.  In addition, options 
are proposed where unannounced inspections cannot be conducted effectively. 
 
As described in GOV/INF/2000/26 [2], the one-year timeliness goal for irradiated fuel results in the 
elimination of announced quarterly inspections and of the need for permanently installed surveillance 
recording continuously at a light water reactor (LWR) without MOX.  For a LWR with fresh MOX, 
the three-month timeliness goal for fresh MOX assemblies results in the elimination of announced 
monthly inspections.  For efficiency in meeting this timeliness goal, it is proposed that fresh MOX fuel 
assemblies be under containment and surveillance (C/S) from receipt at the reactor until loading into 
the core.  The timeliness goal for fresh MOX fuel can then be achieved by announced quarterly interim 
inspections or by quarterly evaluation of remotely transmitted C/S data.  To maintain continuity of 
knowledge of the core fuel at LWRs both with and without MOX fuel, installation of temporary 
surveillance during refuelling and of a core seal between refuellings is proposed.  The proposed 
approach for research reactors incorporates various options to accommodate the variety of research 
reactors under safeguards including random selection of reactors with small amounts of nuclear 
material for a PIV and additional unannounced inspections at high power reactors (e.g. greater than 25 
MWth).  The proposed integrated safeguards approach for on-load refuelled reactors includes the 
continued use of unattended flow monitors for core fuel discharges and C/S measures over the spent 
fuel ponds, both for cost effectiveness.  In addition, detailed facility declarations of spent fuel transfer 
to dry storage operations in combination with unannounced inspections by the Agency to verify these 
transfers are foreseen to reduce Agency inspection effort.  These facility-type-specific approaches are 
at varying stages of review and evaluation by the Secretariat, with input from the Group of Experts and 
from SAGSI.  The Secretariat plans to continue the evaluation of the proposed approaches, including 
the impacts on costs, in the framework of the State-level integrated safeguards approach which will 
take into account all safeguards-relevant State-specific factors and conditions.   
 
6. THE STATE-LEVEL INTEGRATED SAFEGUARDS APPROACH 
 
A State-level integrated safeguards approach will be formulated for a State by combining the 
integrated safeguards approaches for the specific facility types present in the State and the 
implementation of additional protocol measures (specifically complementary access), taking into 
account the State’s nuclear fuel cycle, the relationship between facilities and other State-specific 
features (for example, the Agency’s ability successfully to carry out unannounced inspections in the 
State and the technical effectiveness of the SSAC).  This combination will be made in an optimal way 
to achieve maximum effectiveness and efficiency within available resources. Information evaluation 
will play a key role in establishing and planning the activities under the State-level approach.  The first 
State-level integrated safeguards approach for a Member State with an additional protocol in force was 
prepared for Australia.  Implementation of the approach on a provisional basis began in January 2001.  
State-level integrated safeguards approaches for other States are currently being developed. 


In developing the State-level approach concept, the Secretariat is taking into consideration results 
obtained by several MSSPs participating in the development of integrated safeguards under a joint 
project initiated by the Secretariat in 1998.  Currently, eleven MSSPs are participating in the project.  
The three main areas of study are: 


(a) the development by some of the MSSP States of approaches for integrated safeguards for fuel 
cycles similar to their own; 


(b) the development of concepts and procedures for the evaluation of the impact of these and other 
integrated safeguards approaches on the effectiveness, efficiency and cost of safeguards; and  


(c) increased co-operation with SSACs/RSACs. 
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Four meetings have been held by the Department of Safeguards with representatives of MSSPs 
involved in the task in order to co-ordinate the work being done by the MSSPs and to communicate 
progress on that work and on the work being undertaken by the Secretariat.  The next meeting with the 
MSSPs is scheduled for Spring 2002. 
 
7. COSTS 
 
Achieving overall cost neutrality when integrated safeguards is implemented on a sufficiently broad 
scale remains a goal. Cost neutrality in this context has as a reference point the actual level of 
expenditure on safeguards activities in 19971 (around $95 million, compared to a regular budget figure 
for safeguards of $82 million) i.e. before any additional protocol-related activities were implemented.  
There will, however, be an increase in costs related to the implementation of safeguards in any State 
during the period after an additional protocol enters into force and pending a conclusion that all 
nuclear material in the State has been placed under safeguards and remains in peaceful nuclear 
activities.  During this period, both traditional safeguards verification activities and additional protocol 
measures will be implemented. Thereafter, the reduction in inspection effort for less sensitive nuclear 
material should, in the long run, at least partially offset increases related to information review and 
evaluation at Headquarters, to the follow-up of questions and inconsistencies and to the 
implementation of complementary access as required.  The introduction of other efficiencies, e.g. those 
resulting from internal management restructuring, have helped to offset some such increases. 
 
8. ONGOING AND FUTURE ACTIVITIES 
 
The development of all aspects of integrated safeguards is continuing.  The departmental Integrated 
Safeguards Working Group (ISWG) continues to meet weekly to develop integrated safeguards 
approaches for specific facility types.  Current ISWG work is focused on Depleted, Natural and LEU 
fuel fabrication facilities.  The next facility type to be considered is R&D facilities.  Implementation-
related aspects of integrated safeguards being further elaborated within the Department are the 
conditions for conducting effective unannounced inspections, anomaly resolution under integrated 
safeguards, and detailed cost analyses for integrated safeguards approaches.  In addition, work on 
guidelines and criteria for the design, implementation and evaluation of State-level approaches, 
including facility specific criteria, is proceeding in parallel.  The Group of Experts continues to meet 
quarterly to review the work of the Secretariat in all aspects of integrated safeguards development.  
The Group’s current development efforts are focused on defining the role of SSACs in integrated 
safeguards. 
 
In future, the conditions for, and formulation of, the Agency's findings and conclusions regarding 
undeclared nuclear material and activities will be further developed and refined as the implementation 
of additional protocols proceeds.  The guidelines for drawing and maintaining conclusions of the 
absence of undeclared nuclear material and activities in a State, which are being implemented on a 
provisional basis, will, as experience in their use is gained, be revised or further developed.  
Development and evaluation will continue on proposals for integrated safeguards approaches at other 
specific facility types.  In addition, State-level approaches will be designed for specific States as they 
become candidates for integrated safeguards.  It is expected that the conceptual framework for 
integrated safeguards in all types of nuclear fuel cycle will be largely completed by the end of 2001.  
Work will proceed on actual implementation of integrated safeguards in specific States when the 
necessary conclusions have been drawn regarding the non-diversion of declared nuclear material and 
the absence of undeclared nuclear material and activities.  As experience is gained through 
implementation of integrated safeguards, adjustments to the system can be made, as appropriate, in an 
evolutionary manner. 


                                                           
1 This reference level does not include additional costs related to major new projects such as safeguards for the 


large reprocessing plant at Rokkashomura in Japan. 
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MOBILE GEONET: ANYWHERE, GLOBAL AND SECURE ACCESS TO YOUR 
GEOGRAPHIC ORIENTED INFORMATION 
 
 
LAURENT DENIZOT 
EADS Matra Systems & Information, Velizy, France 
 


Today, the mobile technology has set up devices and communication architectures, which 
change the way to work and improve efficiency and interactivity. 


EADS Matra Systems & Information is involved into these changes and develops a generic 
technology, mobile geonet, which brings these new means to improve the link between 
people who works together. 


Mobile geonet: mobile geonet is a framework to develop mobile applications with a high 
security level and geographic capabilities. It is based on fully networked technologies 
(intranet/extranet/internet). It uses common mobile devices, enhanced by localisation and 
communication add-ons, like GPS, GSM or satellite phones modules. 


 
Data & application warehouse: all the information processed and produced by upstream 
activities is stored in the DB GEO database system. That can be reports, maps, satellite 
images, structured information, points of interest and anything else with an potential 
geographic component. 


The role of the ASP (Application Service Provider) is to integrate existing applications or 
provide new ones. These applications are activated whether server-side, to mine, prepare and 
encode data or client-side to decode, present or interact in particular means with the user. The 
applications and data are disseminated through an extranet server. 


A particular interest of distributing the client applications by the ASP is the deployment cost 
on all mobile and fixed terminals, which is very small, because it is automatically downloaded 
for each upgrade. 







 


Communication: the communication layer aims delivering applications up to the mobile 
device and permits the data exchange between the mobile device and the central data 
repository. Different means can be used, GSM network, internet or satellite communications. 
The applications are adapted to the available bandwidth, especially when image parts are 
downloaded. 


Mobility: the mobile device is chosen on the shelf, depending of the requirements of the 
application. The computer can be a very small Pocket PC or a typical portable PC. For 
instance, GPS modules will allow positioning, navigation through a site or a country. A 
modem, GSM or satellite communication module will provide a possible online connection, 
obviously with authentication mechanisms, as well as information retrieval, like in an internet 
session. The offline mode is also usable, with embedded data and downloaded applications. 


All application runs on the web browser of the mobile device, as well as encoding/decoding. 


 
Target applications: 


�� Military activities 
�� In-field information assessment, validation, acquisition and verification  
�� Geography 
�� Simulation of in-field crisis situations 


Company references: 


SIR, “Système d’Information Régimentaire” for the French army. 


HYPERGEO, a European Community Research & Development Program which aims to test 
and demonstrate the interest of mobility for tourism applications. 
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IDMS ANALYSIS OF BLANK SWIPE SAMPLES FOR 
URANIUM QUANTITY AND ISOTOPIC COMPOSITION 


 
 


M. RYJINSKI, D. DONOHUE 
International Atomic Energy Agency, Vienna, Austria 
 


Since 1996 the IAEA has started routine implementation of environmental sampling. During the 
last 5 years more than 1700 swipe samples were collected and analyzed in the Network of 
Analytical Laboratories (NWAL).  


One sensitive point of analyzing environmental samples is evidence of the presence of enriched 
U. The U content on swipes is extremely low and therefore there is a relatively high probability 
of a false positive, e.g. small contamination or a measurement bias. In order to avoid and/or 
control this the IAEA systematically sends to the laboratories blind blank QC samples. In 
particular more than 50 blank samples were analyzed during the last two years. A preliminary 
analysis of blank swipes showed the swipe material itself contains up to 10 ng of NU per swipe. 
However, about 50% of blind blank swipes analyzed show the presence of enriched uranium (see 
the Figure). A source of this bias has to be clarified and excluded. 


This paper presents the results of modeling of IDMS analysis for quantity and isotopic 
composition of uranium in order to identify the possible contribution of different factors to the 
final measurement uncertainty. This modeling was carried out based on the IAEA Clean 
Laboratory measurement data and simulation technique. 


As a rule the laboratories measured only a sample spiked with 233U and isotope abundance of 
234U, 235U, 236U for the sample are calculated (stripped) from the isotopic ratios measured for the 
mixture spike plus sample. It is assumed that the sample does not contain 233U. In this case, the 
magnitude of the spike to sample ratio may have a large contribution to the uncertainty of the 
stripped isotope abundances. Using the raw measurement data reported by the Clean Laboratory, 
it was shown that for spike to sample ratios higher than ten the relative uncertainties of stripped 
234U and 235U abundance can reach hundreds percent. Data reported by some other laboratories 
show a similar tendency. However using a purer spike (with a lower content of 234U and 235U) 
leads to a decrease in the uncertainty for stripped 234U and 235U abundance in the sample.  Using 
the raw isotopic ratios measured in the Clean Laboratory, the regression equations for SD versus 
the ratios measured were obtained. These equations were used for a simulation to identify the 
contribution of various factors to the final analysis uncertainty of U content and isotopics. 
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The RSD values of the simulated and experimental U mass are generally consistent and do not 
exceed 10% even when the spike to sample ratio equals to 1000. This means that any possible 
overestimation of U quantity in a blank sample is not a result of measurement uncertainties or a 
non-optimal spike to sample ratio.  


A positive bias in the U mass can appear only if the 233U mass in the spike has a negative bias. 
This is possible if equilibrium between the spike and the sample is not reached and the U yield 
for the sample is higher than for the spike.  


The simulation results (as well as experimental data) show that the relative uncertainty of the 
stripped 235U abundance goes up with increasing the spike to sample ratio. For 235U this 
uncertainty becomes more than 50% (in case of CL measurements) if the spike to sample ratio is 
higher than 100. The comparison of simulated and experimental data shows the scattering of 
experimental data is significantly higher than simulation results. This allows concluding that 
some experimental results are positively or negatively biased due to “non-statistical” factors such 
as mass fractionation, isobaric interference, and/or small contamination. One can assume 
reducing the spike to sample ratio reduces the contribution of these “non-statistical” factors. 


If the spike to sample ratio is higher than one, the relative uncertainty of the stripped 234U 
abundance can reach 1000%. In this case, one can expect negative values of 234U abundance. The 
simulated and experimental data are consistent and show that the scattering of the stripped 234U 
abundance is mainly caused by statistical factors. 


A bias in the stripped isotopic composition of the sample can only appear if the isotopic ratios 
measured in the mixture and/or certified in the spike are biased. This can be due to a small 
contamination with enriched uranium. Another source of a positive bias might be isobaric 
interference, also some form of contamination. The simulation was provided for various possible 
bias values (see the Figure). It was shown the contribution of this bias to the stripped 235U 
abundance in the sample is a relatively large for the spike to sample ratio higher than 50 and 
decreases with decreasing the spike to sample ratio. 
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MEASURES TAKEN IN MEXICO TO IMPROVE 
THE CONTROL OF ILLICIT TRAFFIC OF NUCLEAR MATERIAL 
 
R. RAMIREZ G. 
Safeguards Department Head 
National Commission on Nuclear  
Safety and Safeguards 
Mexico. 
 
Abstract 
 
In the specialized media, it is a well known fact that after the cold war, smuggling of 


nuclear material has emerged as a real and dangerous treat. This is confirmed by the 


significant number of illicit trafficking events reported, that may represent only a small 


fraction of the total events that occur stressing the need to increase the security of nuclear 


material.  


The paper evaluates the actual situation in the country concerning the measures adopted or 


that can be adopted to avoid the illicit trafficking of nuclear material in the country, or 


through the country. This task implied a research in the several organizations or institutions 


to determine the resources available today, including training to avoid the illicit trafficking 


and to determine the required actions to establish an effective National Control System of 


Nuclear Material including a control and accountability of nuclear material, a reliable 


detection system, physical protection measures and an effective response plan in case of an 


event of illicit trafficking. 
 


1.   INTRODUCTION 


Since 1993 370 cases of illicit trafficking have been confirmed, world wide terrorism has 


caused significant damage, demanding an increase of the protection level of nuclear or 


radioactive materials. Even if the majority of events have involved radioactive material and 


not nuclear material, the number of events makes the topic relevant. This aspect is a world 


concern and all the nations have to contribute to solve it. 


Effective measures to avoid illicit trafficking represent a difficult goal, requiring the 


coordination of different organizations or institutions in the country. 
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The purpose of this work is to evaluate the situation in the country for the combat of illicit 


trafficking of nuclear or radioactive material. 


First the status of the National Accounting and Control of Nuclear Materials was 


evaluated. Then the status of detection systems at strategic points like airports, border 


customs, laboratories, nuclear installations and any other point of interest was reviewed. 


The third area was to review the physical protection measures to determine if they are 


affective to avoid the illicit trafficking. Of course it’s not convenient to give details of the 


results. Finally the legal aspects related with illicit trafficking was reviewed. 


 


2.   OBJECTIVES 


     2.1  General objective 
To reduce to a minimum the possibility of smuggling of nuclear or radioactive materials in 


to the country or through the country and to have an effective plan to react in case of an 


illicit traffic event in Mexico. 


 


     2.2  Specific objectives 
To know what is the actual capacity of the institutions in the country to deal with the illicit 


trafficking of nuclear materials.  


To identify areas where modifications, improvements, establishment of infrastructure, or 


training are required. 


To integrate the actions of all the national institutions concerned with the control of nuclear 


material in order to combat illicit trafficking. 


 


3.   LEGISLATIVE AND REGULATORY FRAMEWORK 


3.1  Nuclear Regulation 
Legal and regulatory aspects for nuclear activities derive from the Political Constitution of 


the United Mexican States (hereinafter denominated “the Constitution”). 


 







 3


In Article 27 the Constitution establishes that nuclear energy can only be used for pacific 


applications, and that the exploitation of nuclear fuels for the production of energy as well 


as the regulatory aspects are the responsibility of the state. 


 


In Article 3o.the Regulatory Law of Constitutional Article 27 on Nuclear Matters                


( hereinafter denominated “ The Nuclear Law “ ) defines nuclear material as any basic or 


especial fissionable material, and radioactive material as one that has one or several 


nuclides that spontaneously release particles or electromagnetic radiation or that fissions 


spontaneously. 


 


In Article 19 the same Regulatory Law establishes that “safety is the prime concern  for all 


activities involving nuclear energy and that this should be considered during planning, 


design, construction and operation up to the final shutdown and decommissioning of 


nuclear and radioactive installations as well as in the disposition and final storage of all 


radioactive waste” 


 


The Nuclear Law establishes the difference between a nuclear and a radioactive 


installation. A nuclear installation is defined as “the installation in which nuclear fuel or 


material is manufactured, processed, used, reprocessed or stored”. A radioactive installation 


is an “installation in which radioactive material or equipment containing it is produced, 


manufactured, stored or used ; or in which radioactive wastes are treated, conditioned or 


stored”  (Article 3, Fraction II and III, respectively ) 


 


Article 30 of the Nuclear Law states that authorisation is required for handling, 


transportation, storage and custody of nuclear materials and fuel, radioactive material, and 


equipment containing them, and shall be regulated by the Nuclear Law . 


 


Articles 37, 38 and 39 of the Nuclear Law establish a penalty system to be applied in the 


event of violations to the precepts arising from it and from regulatory provisions, regardless 


of whether such infraction is a cause for suspension, cancellation or revocation of the 


license. 
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In addition to the Nuclear Law, there is the General Law of Ecological Equilibrium and 


Environmental Protection, that became effective on January 29, 1998 and the Decree by 


which this law was reformed on December 14, 1996. Chapter VII “Nuclear Energy” of this 


Law (Article 154) establishes that the Secretariat of Energy and the Nuclear Regulatory 


Commission on Nuclear Safety and Safeguards  “shall supervise that ... the use of nuclear 


energy and in general all activities related to the same are performed in adherence to the 


Official Mexican Norms on nuclear and radiological safety… of nuclear installations… in a 


manner to avoid risks to human health and to ensure preservation of the ecological 


equilibrium and environmental protection…”. 


 


There is also the Regulation for Road Transportation of Hazardous Materials and Residues, 


in force since April 8, 1993. Provisions of this regulation apply to the transport of Class No. 


7 Materials “Radioactive Materials” in which the Secretariat of Communications and 


Transport is the competent authority. However, this does not exclude the faculty of the 


Secretariat of Energy , through the National Commission on Nuclear Safety and 


Safeguards, to authorise the transport of nuclear and radioactive materials. 


 


The Law on Civil Liability for Nuclear Damages is also part of the Mexican legislation. It 


has been in force since January 1, 1975. This Law establishes a system of financial 


indemnity for people affected by a nuclear accident. As indicated in this Law, the operator 


is responsible for damages caused by all nuclear accidents that may occur within an 


installation under his/her responsibility. To this effect, the Nuclear Law establishes that the 


Federal Electricity Commission is the only institution authorised to generate electricity, 


with nuclear fuels (Article 15). 


 


3.2   Regulatory Authority 
The Regulatory Authority, the National Commission on Nuclear Safety and Safeguards, 


(CNSNS) is a semi-autonomous body under the Secretariat of Energy, with the following 


main attributions: 
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I.- Ensure the application of nuclear and radiological safety; physical security, and 


safeguards, so that the operation of nuclear and radioactive installations is carried 


out with maximum safety and protection of the population; 


II.- Ensure compliance, within the territory of the Mexican United States, with the 


legal provisions of international treaties on nuclear and radiological safety, physical 


security, and safeguards, of which Mexico is a signatory; 


 


The Nuclear Law empowers the CNSNS, as the authority responsible for the revision, 


evaluation and authorisation of the bases for sitting, design, construction, operation, 


modification, suspension of operation, shutdown and decommissioning of nuclear and 


radioactive installations, as well as all activities in relation with the fabrication, use, 


handling, storage, reprocessing and transport of nuclear materials and fuels, radioactive 


materials, and equipment containing them; and for the processing, conditioning, release and 


storage of radioactive wastes and any disposal of them (Article 50 Fraction III). 


 


3.3 Regulation on Illicit Traffic 
Mexico’s legal system has to be amended  to deal with illicit traffic. As mentioned before, 


articles 37, 38 y 39 of the Nuclear Law establish a penalty for violations of the precepts of 


this Law, but they are mainly directed to regulatory measures of licenses of nuclear or 


radioactive installations or activities related with them, but it does not address violations, 


like illicit traffic. 


In case of an event of illicit traffic the law can only deal the fact as a simple theft. So in 


order to avoid illicit traffic it is necessary to legislate. A suitable legal frame can create 


mechanisms to obtain the cooperation of different institutions in order to fight in an 


effective way the illicit traffic. 


´ 


4.  INTERNATIONAL  AGREMENTS 
International treaties are included in the Mexican Legislative. Once approved by the Senate, 


these treaties become part of Mexican Law. To this effect, it is important to mention that 


Mexico forms part of the following Conventions: 
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Treaty for the Prohibition of Nuclear Weapons in Latin America ( Tlatelolco Treaty ) which 


entered into force on September 23, 1968. 


Convention on the prohibition of the Development, Production and Stockpiling of 


Bacteriological ( Biological ) and Toxin Weapons and on their Destruction, April 10 1972 


Treaty on the Non Proliferation  of Nuclear Weapons which entered into force on 


December 13 , 1973.  


Convention on the Prevention of Sea Contamination from Pouring Wastes and Other 


Materials. It came into effect for Mexico on May 27, 1974. 


Convention on Physical Security for Nuclear Materials. It became effective in Mexico as of 


June 4, 1988. 


Convention on Technical Assistance in the Event of a Nuclear Accident or Radiological 


Emergency. It became effective in Mexico as of June 10, 1988. 


Convention on Prompt Notification of Nuclear Accidents. It became effective in Mexico as 


of June 10, 1988. 


Convention on Civil Liability for Nuclear Damages. It became effective in Mexico as of 


July 25, 1989. 


Convention on  the  prohibition of  the Development,  Production,  Stockpiling and  Use of  


Chemical Weapons and on their Destruction, January 13 1993  


Comprehensive Nuclear-Test-Ban Treaty  (CTBT) September 10 1996 


Convention on the Prohibition  of the Use Stockpiling, production and Transfer of Anti-


personnel Mines and on their Destruction ( Ottawa Convention ), September 1997. 


Convention on Nuclear Safety. It became effective in Mexico on October 24, 1997). 


Organisation for the Prohibition of Chemical Weapons (OPCW) 


 


5.  EVALUATION OF THE NATIONAL SITUATION  
Safeguards have been implemented in Mexico in accordance with the Treaty for the 


Prohibition of Nuclear Weapons in Latin America, and the Treaty on the non-proliferation 


of Nuclear Weapons based on INFCIRC/197 ( December 13, 1973 ). 


Article 24 of the Nuclear Law establishes that the objective of safeguards is to organize and 


maintain a National System of Accounting and Control of all nuclear materials in order to 
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verify that there is no deviation of said materials from peaceful uses into the manufacture 


of nuclear weapons or other unauthorized uses. 


The Executive shall establish the applicable regulations and shall ensure compliance with 


the international agreements or treaties signed by Mexico in this respect. 


Ensuring compliance with safeguards in the country is the responsibility of the National 


Commission on Nuclear Safety and Safeguards. 


The control of radioactive sources is also carried out by the same Commission, which has a 


data base where all the owners of a radioactive source, are listed since most of them are 


imported, it is necessary to have a license from this Commission to import a source. 


Periodically the possession and condition of the sources is verified. 


On seaports, international airports and border crossings there are no detection systems for 


radioactive material. Customs personal doesn’t have the training and qualification 


necessary to detect illicit traffic. 


On nuclear installations there are monitors to detect any subtraction of radioactive material. 


On nuclear research or training reactors there are no monitors at the main entrance to detect 


the subtraction of such material   


The physical protection of nuclear material has been implemented in accordance with the 


Convention on the Physical Protection of Nuclear Material ( INFCIRC/274 / Rev.1, May 


1980 ) 


Recently, in response to a requirement of the Regulatory Authority because of the terrorist 


actions nuclear installations have increased the level of physical protection. 


The recommendations on physical protection specified in INCIRC/225/Rev.4 pertaining to 


the design basis treat has been taken into account by the Regulatory Authority in the 


transportation of nuclear material. 


In the legal area it is necessary to amend the law to cover illicit traffic as explained on 


section 3.3. 


 


6.  INTERNATIONAL COOPERATION 
As  IAEA Director General Dr. El Baradei has said  the need for international co-operation 


becomes evident in situations where the effectiveness of physical protection in one State 


depends on the measures taken by other States to deter and defeat hostile actions against 
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nuclear facilities and nuclear materials, particularly when such materials are transported 


across national frontiers.( INFCIRC/225,Rev.4, Preface ) 


Mexico has initiated communications with several countries or organisations to look for 


international co-operation to defeat illicit traffic of nuclear or radioactive material. 


 


7.   STRATEGIES 


7.1 Integral solution 
In Mexico there are several organizations that have some relation with the traffic of nuclear 


or radioactive material : customs, nuclear regulatory authority, police, military Department 


of Energy, Civil Aviation Authority, but they  are not co-ordinated under an integral 


infrastructure  that includes responsible authorities of such organisations to combat illicit 


traffic. So an effort could be done to integrate the collaboration  of these organisations and 


have a better opportunity to fight illicit traffic.  


   


7.2  Intelligence 
One of the most powerful measures to fight illicit trafficking is the intelligence system that 


can build a reaction system to confront the problem. Intelligence understood as the product 


of gathering, analysis , evaluation, integration and interpretation of all the information 


available about the topic. 


The intelligence infrastructure to avoid the illicit traffic is one of the main statements of the 


National Development Plan  2000 –2005 where the strengthening of sovereignty is the 


basic principle of the policy of national security 


 


8 CONCLUTIONS 
 
The legislative framework does not provide legal bases against the illicit trafficking of 


nuclear and radioactive material. The law doesn’t address specifically the illicit traffic as an 


illegal act an consequently there is no penalty in case of an event of such nature occurs. 


Customs don’t have radiation monitors to detect the traffic of nuclear or radioactive 


material. 
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There isn’t an effective connection between the different organizations or institutions that 


have a role in the traffic of nuclear or radioactive material 


To get an effective way to avoid the illicit traffic it is necessary to integrate the resources, 


knowledge, experience of all the organizations related with the traffic of nuclear or 


radioactive material. 


It’ is necessary to evaluate the cost – benefit of using radiation monitors in some strategic 


points, like customs, it is also very important to create intelligence systems to fight the 


illicit traffic by mean of a good coordination of the institutions or organizations like 


customs authorities, the nuclear regulatory body, federal police and intelligence 


organizations. 





		Back to Papers






IAEA-SM-367/10/04 


© International Atomic Energy Agency  1 


IAEA EXPERIENCE WITH ENVIRONMENTAL SAMPLING AT GAS 
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Department of Safeguards 
International Atomic Energy Agency 
Vienna, Austria 
 
Abstract 
 
Environmental sampling has been used routinely by the IAEA since 1996 after the IAEA Board of Governors approved it in 
March 1995 as a new technique to strengthen safeguards and improve efficiency. In enrichment plants it is used to confirm 
that there has been no production of highly enriched uranium (HEU) or production of uranium above the declared enrichment. 
Since the implementation of environmental sampling, swipe samples have been collected from 240 sampling points at three 
gas centrifuge plants in the European Union (EU) which have a total throughput of more than 8,000 tonnes of low enriched 
uranium per year. The environmental sampling results generally reflected the known operational history of the plants and 
confirmed that they had only been operated to produce uranium with enrichment less than 5% 235U. The results, which also 
provided information about the content of the minor isotopes 234U and 236U, indicated that depleted and recycled uranium was 
sometimes used as feed material in some plants. 
 


1. INTRODUCTION 
 
The fundamental objective of safeguards at uranium enrichment plants is to detect undeclared 
production of HEU and other undeclared enrichments or activities. This is reflected in Article 
6(c) of INFCIRC/153 (concentration of verification procedures on fuel cycle stages involving 
or capable of producing direct-use material) and was an important element of the Hexapartite 
Safeguards Project (HSP) conclusions. The safeguards approach implemented at enrichment 
plants since the conclusion of the HSP includes Limited Frequency Unannounced Access 
(LFUA) to the cascade areas during which visual observation, application of surveillance 
systems, and non-destructive assay (NDA) measurements have been carried out. At the time of 
the HSP deliberations, environmental sampling (ES) did not exist as a viable option. However, 
since then it has been developed as a powerful, complementary tool capable of detecting 
production of HEU and other enrichments greater than declared. While no one of these 
measures meets all relevant objectives, a combination of them optimised to facility specific 
conditions is recommended as the safeguards approach for enrichment plants. 
 
The use of ES is based on the assumption that every process, no matter how leak tight, will 
release small amounts of process material to the environment. Even though these releases of 
nuclear material are extremely small in gas centrifuge enrichment plants, and well below 
levels of concern from a health physics and safety standpoint, they are detectable and their 
analysis provides an indication of the enrichment of the material that has been processed in the 
plant. 
 
Environmental samples at enrichment plants are collected by swiping selected areas of the 
plant with squares of cotton cloth (10x10cm) from sampling kits prepared in ultra clean 
conditions. The squares of cotton cloth sealed in plastic bags are sent for analysis to the 
Safeguards Analytical Laboratory (SAL) and/or the Network Analytical Laboratories 
(NWAL). The analysis includes the measurement of uranium isotopic composition in 
uranium-containing particles by Thermal Ionisation Mass Spectrometry (TIMS) or Secondary 
Ion Mass Spectrometry (SIMS). 
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2. EFFECTIVENESS 
 
At centrifuge enrichment plants in the EU, Agency ES has proven effective in detecting all 
enrichments declared by the operators in the production of low enriched uranium. Field trial 
results of High Precision Trace Analysis (HPTA), i.e. ES, reported by Euratom and the 
European Joint Research Centre in Karlsruhe, Germany, also demonstrated clear signatures of 
past operations [1]. 
 
Figure 1 shows an example of the TIMS particle results obtained for two samples taken in 
May 1997 from the cascade hall at one of the URENCO enrichment plants. The evaluation of 
the results, using model enrichment calculations, showed that two different feed materials, 
natural uranium (NU) and recycled uranium, were used. In the graph 234U vs. 235U, the upper 
enrichment line represents the feeding of recycled uranium to cascades. The lower enrichment 
line represents feeding of natural uranium. The graph 236U vs. 235U also shows the expected 
enrichment line of recycled uranium. 
 


Sampling in May 1997, TIMS Particle Results
Enrichment Plant, Cascade Hall 
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Figure 1 


 
The effectiveness of ES was also demonstrated by analysing a series of swipe samples taken at 
regular intervals in the process area of a newly commissioned centrifuge enrichment cascade 
in which the product enrichment was increased stepwise to 5% 235U [2]. The results showed 
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clear indicators of new production after the enrichment level was increased. Figure 2 shows 
three consecutive sampling dates and the corresponding production enrichments. 
 


Figure 2 
 
The sampling in April 1998 did not detect the 4.5% production enrichment that began a month 
earlier. However, it was detected in the July 1998 sampling campaign. 
 


3. TIMELY DETECTION 
 
ES clearly demonstrated its effectiveness in eventually detecting the occurrence of changes in 
produced enrichments [2]. The Agency’s timeliness goal for detection of undeclared 
production of HEU is one month. The actual detection time for ES includes the following time 
intervals: 
 
(a) Actual production enrichment change, 
(b) Release and settling of particles in the plant, 
(c) Swipe sample taking and transport to HQs, 
(d) Sample separation and distribution to NWAL, 
(e) Sample preparation and measurement, 
(f) Receipt of results at HQs, 
(g) Evaluation and interpretation. 


TIMS Particle Results
Enrichment Plant, Cascade Hall


���� - Sampling in January 1998, Production up to 3.4% 235U
���� - Sampling in April 1998, Production up to 4.5% 235U
���� - Sampling in July 1998, Production up to 4.5% 235U
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These time intervals contribute to the overall detection time, e.g., from the change in 
production enrichment, e.g., undeclared production of HEU, to detection by ES. On a test case 
basis and for a limited number of samples the NWAL successfully reduced the time from 
swipe sample taking through reporting of initial analytical results to one month. The limited 
test does not demonstrate that the timeliness goal can be achieved on a routine basis. The test 
did not include determining the period from production change to release and settling of the 
particles in the plant. However based on the results from [2], the time required for particles to 
be released and settled is estimated to be from one to six weeks. Therefore, a routine detection 
time of three months appears achievable. Though the IAEA cannot attain its current timeliness 
goal, such a detection time is a formidable deterrent to a possible divertor. Also sampling at 
shorter time intervals would increase the deterrent effect of ES. 
 


4. SOURCES OF UNEXPECTED PARTICLE RESULTS 
 
UF6 cylinders containing all categories of uranium are shipped worldwide between enrichment 
plants and their customers, and between the enrichment plants themselves. These cylinders 
can be a source of unexpected particle results. An exercise to assess the risk of cross-
contamination by these cylinders was carried out at two of the enrichment plants. Three UF6 
cylinders with a known history of shipments were externally swipe-sampled at different EU 
plants.  Two of them that were relatively new had been filled with 4.4% LEU at an enrichment 
plant outside the EU before being emptied at one plant in the EU. The third cylinder had 
travelled more extensively both in and outside the EU. The ES analyses detected not only 
enrichments of feed or product at the plants, but also some particles with enrichments higher 
than declared. As expected, the 4.4% enrichment was also detected (see Figure 3). It was 
deduced that cross-contamination had occurred and therefore it is strongly recommended that 
routine sampling of UF6 cylinders and their storage locations should be avoided. 
 
At one EU centrifuge plant, higher enrichments produced more than 20 years ago in an 
adjacent, now decommissioned, gaseous diffusion plant have also been detected [2]. In these 
data sets, the relative frequency of particles representing current production is significantly 
higher than that of particles representing historical production. 
 
Another possible source of unexpected particle results is personnel moving between plants. 
These personnel may carry a few particles through their movements. This is one reason for not 
drawing conclusions from a single particle result. However, the strict sampling protocol 
followed by inspectors carrying out ES should minimize the risk of cross-contamination. 
 


5. EVALUATION OF UNEXPECTED PARTICLE RESULTS 
 
Prior to the implementation of routine ES for safeguards purposes, a campaign of baseline ES 
was carried out to establish the enrichment signatures existing at each EU enrichment plant. 
During baseline sampling numerous swipes were taken from each EU plant. Since then, a 
significantly lower number of swipes have been taken and analysed. The evaluation of these 
subsequent ES results allows conclusions to be drawn about consistency with the baseline and 
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Figure 3 
 
 
the declared enrichments. However, one should note that the baseline might not be 
representative in the statistical sense. Despite numerous swipes collected during the baseline 
campaign material existing at the facility may not have been detected. Therefore, the existence 
of unexpected particle results, not detected in the baseline results, is not necessarily evidence 
of undeclared enrichments as long as the results fall within the expected range. One example 
is given in Figure 4. The facility only uses commercial grade natural UF6, which may contain 
up to 0.002% 236U.  Therefore 5% LEU produced from commercial grade NU may contain up 
to 0.01% 236U. In Figure 4 one observes many particles with relatively high 236U abundance 
and those above the line are considered to be from other sources, e.g., from the neighbouring 
decommissioned gaseous diffusion plant. 
 
This example also demonstrates the importance of measuring minor isotopes in explaining 
particles that may have been carried over from other locations and for separating current 
production activities from historical activities. 
 


5.1 Follow up actions 
 
From the discussion above, the occurrence of unexpected particle results outside the declared 
enrichment range is not by itself an indicator of production of undeclared enrichments. Careful 
follow-up and evaluation is required. The follow-up actions should include: 
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(a) Re-confirm results by SAL and NWAL, 
(b) Analyse archive and control samples, 
(c) Re-sample specific or related plant locations, 
(d) Compare with the established baseline, 
(e) Analyse minor isotopes, 
(f) Contact operator for further explanations. 
 
Conclusions should not be based on a single particle result, although it may trigger further 
follow-up actions. Another reason for not drawing conclusions from a single particle result is 
that transient production of enrichments higher than planned may occasionally occur during 
start-up. 
 


5.2 Credible Explanations 
 
The following are considered credible explanations for particles detected above the declared 
enrichment. Such results may be due to the carry over of particles from: 
 
(a)  Past activities with enrichments higher than current production, 
(b)  Transport of cylinders, 
(c)  People, 
(d)  Imported equipment or process components, 
(e)  Transients from centrifuge start-up. 
 
An anomaly is confirmed only when a significant deviation from the baseline is observed and 
all possible explanations become implausible. 
 


Figure 4 
 


Sampling in October 2000, TIMS Particle Results
Enrichment Plant, Cascade Halls
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6. EXPOSURE TO SENSITIVE TECHNOLOGY 
 
Environmental swipe sampling inside the cascade halls is essential for the effective 
implementation of the method. Modifying cascade configurations or temporarily adding 
additional feed or withdrawal points inside the cascades are possible scenarios for the 
undeclared production of HEU. Release of particles during these modifications is highly 
likely. 
 
Swipe sampling is performed during LFUAs to the cascade areas along the access routes 
defined for them. Therefore, no additional accesses to the cascades are foreseen other than 
those already carried out under HSP. Should additional access be required for possible 
anomaly follow-up, then exposure to sensitive technology could be overcome by preventing 
direct visual observation of the centrifuges and sensitive pipe works by shrouding during 
environmental sampling. 
 
Conducting environmental swipe sampling will not increase the exposure to sensitive 
enrichment technology beyond that already agreed in current safeguards approaches. 
 


7. CONCLUSIONS 
 
Experience is still being gained with environmental sampling at centrifuge enrichment plants, 
but it has already proved to be an effective technique, which allows determining past and 
current enrichment activities, in particular providing complementary assurance that no 
clandestine HEU production has occurred. Sampling both inside cascade areas and in cylinder 
filling and blending areas has proven to be useful and appropriate without additional exposure 
to sensitive enrichment technology.  
 
It should be recognised that the risk of cross-contamination exists and needs to be taken into 
account in the sampling protocols, in selecting locations for sampling, and in the evaluation of 
any possible unexpected particle results. A single particle result should not be the basis for 
drawing conclusions, but could trigger further follow-up actions. 
 
The IAEA has demonstrated it can significantly reduce the time required from sample taking 
to evaluating measured particle results. However, it is not yet able to attain on a routine basis 
its one-month timeliness goal for the detection of the undeclared production of HEU through 
the application of environmental sampling. 
 
A safeguards approach based on the traditional safeguards measures combined with 
environmental sampling for routine use is currently under development with the Euratom 
Safeguards Office in Luxembourg. This approach will increase the probability of detecting 
clandestine activities and enhance the efficiency of inspectors’ work in the field. 
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Abstract 
 
A semi-absolute method for estimating the 235U enrichment of uranium oxide powder in cans 
was investigated using a �-ray spectrometer composed of a miniature quasi-hemispherical 
CdZnTe detector and a portable multi-channel analyzer. A simplified Monte Carlo scheme 
has been applied for calculating the geometrical and attenuation factors affecting the 
measurements. The obtained results for the estimated enrichment were compared with those 
measured by relative methods and also with results obtained using a high-purity germanium 
detector. The precision of the estimated 235U enrichment could be accepted taking into 
consideration uncertainties in the values of the linear attenuation coefficients of �-ray 
interaction with the nuclear material compound and the activities of the standard point sources 
used for measuring the detector efficiency. The accuracy of the method was found to be 
negatively biased with a maximum value of -7%, which necessitates the use of more precise 
standard sources and more precise information about detector configuration. Germanium 
detector data results were found to be more accurate because of high resolution and well 
defined detector configuration. 
 
1. INTRODUCTION 
 
Safeguarding Nuclear Material (NM) in a State is a major factor that has to be implemented 
by State inspectors. Since NM, mainly uranium and plutonium, may be presented in different 
forms and categories, specific measurement techniques have to be developed so that NM can 
be verified qualitatively and quantitatively. NM can be verified from its characteristic 
radiation by Non-Destructive Assay (NDA) or Destructive chemical Assay (DA) by taking 
samples [1]. 
 
Gamma radiation emitted from NM is used for verification purposes in NDA techniques. 
Accuracy and precision of the measurement depend mainly on resolution and statistics of the 
detector used. High-purity germanium detectors (HPGe) are in this respect the best choice, 
however, they are difficult to use under field conditions, since they require liquid nitrogen for 
cooling. For field applications, e.g., the verification of NM, the use of CdZnTe detectors has 
the advantages over HPGe detectors for their portability and they do not require cooling  [2]. 
 
By exploring the characteristics of the 185.7 keV � -rays emitted in the decay of 235U, the 
assay of the uranium enrichment could be extended and improved. Many 235U enrichment 
measuring methods independent of nuclear material standards have been developed [3-5]. 
Badawy et al, [5], developed a simplified Monte Carlo (MC) technique to be applied with a 
high-resolution �-ray spectrometer for estimating the 235U enrichment. In the present work, a 
passive �-ray non-destructive assay technique has been used for measuring the 235U 
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enrichment of uranium oxide powders in aluminum cans employing the same MC scheme 
using a CdZnTe detector. 
 
2. TREATMENT 
 
The current passive NDA technique based on the characteristics of the 185.7 keV �-rays 
emitted in the decay of 235U. The method could be semi-absolute in the sense that it avoids the 
need to provide nuclear material standards, which are required for the conventional 
comparator method of assaying. 
 
The 235U enrichment "E" (atomic percent) and the number of the net measured activity of the 
235U �-rays peak at 185.7 keV CR may be put in relation with the sample and the 
experimental setup parameters as follows: 
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where 
K is a constant takes into consideration the physical constants of the assayed sample.  
�i is the intrinsic full energy peak efficiency of the detector. 
Ft is the total attenuation correction factor (self and container). 
�f is the fractional solid angle of the source subtended by the detector. 
Ce is a correction factor for counting rate losses caused by counting electronics. 
CI is a correction factor for �-interference due to photons from uranium isotopes  


other than 235U. 
 
To measure the full energy peak efficiency of the detector, its orientation and position relative 
to the standard sources used for the measurement must be known. In the present study, 
although there are marks on the removable probe case of the CdZnTe detector indicating its 
location, its exact position and orientation could not be known (Fig. 1). Moreover, the 
size/volume figures given by the manufacturer refer to the geometric dimensions of a detector 
only. This must not be necessarily equal to its sensitive volume. Depending on the detector 
design and on the raw material used, only a fraction of the geometric detector volume is 
sensitive to produce useful pulses in the full absorption peak of the �-radiation [6]. 
 


 
FIG. 1. Design features of SDP310 CdZnTe detector [9]. 
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To overcome this problem, the detector housing was marked such that all sources (assayed 
samples and point sources used for measuring the efficiency) were measured at the same 
direction relative to that mark. Also, the assayed samples were measured at large source-to-
detector distances relative to the detector dimensions in order to minimize the difference in 
efficiency factor since the efficiency was measured using standard point sources while the 
assayed samples are volume sources. 
 
Fractional solid angle and attenuation correction factors were calculated using a simplified 
MC technique [5]. Calculations of these factors depend mainly on the experimental setup, 
source, container and detector configurations and material composition of the source and the 
container. Since the detector orientation and its exact position relative to the measured 
samples are not known, the detector configuration was approximated to a circular shape of 
0.15 cm radius.  
 
The path length of a �-ray passing through NM (Z) and container (Z1), and fall on the detector 
is one of the essential parameters to estimate the total attenuation correction factor. The three 
dimensional path length (Fig. 2) can be calculated by the coordinates and the emission angles 
of the �-rays generated into the NM. Knowing the linear attenuation coefficients of the �-ray 
for the NM (including matrix material) (�m) and for the container material (�c), the 
penetration probability of that �-ray could be estimated as Exp(-�m.Z-��c.Z1). 
 
In Fig. 2: 
S is the NM sample radius 
St is the NM sample height 
t is the thickness of the container surface facing the detector 
Dr is the detector diameter 
g is the NM sample-to-detector distance 
Xc,Yc are the x and y coordinates at the center of the detector and sample 
�,r1,td are the parameters used for locating a random position inside NM sample 
� , �� are the randomly selected emission angles 
Xd,Yd are the x and y coordinates at the point of intersection of the �-ray trajectory with the 


XY plane containing the detector surface 
Z is the path length of the �-ray inside NM 
Z1 is the path length of the �-ray inside the container material. 
 
The total attenuation correction factor Ft (due to self and container attenuation effects) may be 
estimated as: the total sum of the penetration probabilities for all �-rays emitted from the 
source and fall on the detector relative to the total number of �-ray which would arrive at the 
detector if the sample is considered to be transparent [5]. 
 
3. ASSAYING SYSTEM AND MEASURING SETUP 
 
The measuring system is composed of a miniature, quasi-hemispherical CdZnTe (Model: SDP 
310/Z/20) detector, having rectangular dimensions of 0.3	0.3	0.51 cm with a Davidson 
portable multi-channel analyzer [9]. 
 
Certified point sources (Amershan, 1995) 57Co and 133Ba with 1�Ci initial activities were used 
for efficiency calibration of the system. The energy lines used for efficiency measurement are 
122.1; and 276.4, 302.86, 356.01 and 383.86 keV for 57Co and 133Ba, respectively. 
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FIG. 2. Geometry for calculation of fractional solid angle and total attenuation correction 
factor. 
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The source-to-detector distance for efficiency measurement was as small as 3 cm because of 
(i) the low detector efficiency, and (ii) the low activities of the used point sources. 
 
Table 1 gives the specification of the assayed U3O8 powder cans [7], which used for fractional 
solid angle and total attenuation factors calculations.  


 
Table 1. Specifications of the assayed U3O8 powder cans. 


Sample # Enrichment (Atom Percent) E%
(�E/E)% source dimensions (cm) 
radius          height 


1 4.5168 
 0.07 3.5015 1.581 
2 2.9857 
 0.07 3.5015 2.083 
3 1.9664 
 0.07 3.5015 2.077 
4 0.7209 
 0.07 3.5015 2.083 
5 0.3206 
 0.06 3.5000 2.095 


 
Each sample was assayed in a configuration where its center-line passes perpendicularly to 
the removable probe case of the detector through the mid distance between the marks 
indicating the detector location. All samples were measured at 8.3 cm from the detector. 
 
Three runs were performed for each nuclear material sample. The measuring life-times were 
60, 240, 270, 295 and 320 minutes for the assayed sample cans number 1, 2, 3, 4 and 5, 
respectively. A typical spectrum for the NM sample with 4.5168% enrichment is shown in 
Fig. 3. 
 
Measuring setup was optimized in order to obtain the highest count rate and minimize the 
electronic losses and background effects. 


 
FIG. 3. �-spectrum of U3O8 powder can of 4.5% enrichment obtained with the CdZnTe 
detector. 
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4. RESULTS 
 
Table 2 gives the measurement results of 235U enrichment obtained with relative method 
considering two of the measured samples (number 2 and 4) as nuclear material Standards in 
comparison with results [5] obtained using HPGe detector. 
 
Table 2. Measurement results of 235U enrichment for uranium oxide powders in comparison 
with fabrication data (relative method) and with results obtained using HPGe detector. 


present work (CdZnTe 
detector) 


Ref. [5] (HPGe detector)  
Sample


# 


E%
(�E/E)% 
 Fabrication 


Data  E% 
(�
E
/E)% 


Measured 
D%  


Difference 
E% 
(�


E
/E)% 


Measured 
D%  


Difference 
1 4.5168
��� 4.515
�� +0.03 4.6101
��� -2.07 
2a --- --- --- --- --- 
3 1.9664
��� 1.98
�� -1.04 1.9803
��� -0.71 
4a --- --- --- --- --- 
5 0.3206
��� 0.333
�� -3.8 0.3171
��� +1.09 


aUsed as NM standards for enrichment calibration. 
 
The main uncertainty components of the estimated enrichments are due to uncertainties in 
counting rates (<2%) and enrichment calibration constants (1%). The accuracy was mainly 
affected by systematic errors due to approximations in detector size and shape, as well as the 
position-related errors. 
 
The obtained results of the estimated 235U enrichment using the present method are given in 
Table 3 in comparison with fabrication. The main components that contribute to the precision 
of the measurement are: 
(1)  statistical errors due to uncertainties in counting rates for both point sources used for 


efficiency measurement and in assaying the samples (both less than 2 %), MC calculations 
(<1% ), and 


(2)  systematic errors due to uncertainty in the initial activities of the point source used for 
measuring the detector efficiency (~5%), uncertainty in the linear attenuation coefficient 
used for the total attenuation correction factor (~4%) and emission probability of the 
185.7 keV �-transition (1.7%) [8], and also the uncertainty in the mass of the assayed 
samples (0.1%) [7]. 


 
The measuring accuracy was found to be negatively biased. The reason for that could be due 
to approximations made for detector configuration, position related errors, efficiency 
measurement and uncertainties in linear attenuation coefficient values. 
 
Closer values for the measuring precision - using HPGe and CdZnTe detectors - are clear 
from Table 2 (relative method) and Table 3 (semi-absolute method). Regarding the measuring 
accuracy, more accurate values were obtained using the Ge detector. The reason may be due 
to the accurate information about the Ge detector size and configuration and its higher 
resolution. Also, the time of the measurements is much less for the Ge detector (30 min.) in 
comparison with the CdZnTe detector. This is because of larger size of the Ge detector. It was 
appeared that the advantages of the Ge detector could be achieved if a CdZnTe detector with 
larger size is used with a fitting software for extracting the full energy peaks from the 
spectrum.  
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Table 3. Measurement results of 235U enrichment for uranium oxide powders in comparison  
with  fabrication data and data obtained using HPGe detector. 


present work (CdZnTe 
detector) 


Ref. [5] (HPGe detector)  
Sample


# 


E%
(�E/E)% 
 Fabrication 


Data  E% 
(�
E
/E)% 


Measured 
D%  


Difference 
E% 
(�


E
/E)% 


Measured 
D%  


Difference 
1 4.5168 
���� 4.32  
��� -4.4 4.5526 
���� -0.79 
2 2.9857 
���� 2.863
��� -4.11 2.9777 
���� +0.27 
3 1.9664 
���� 1.89  
��� -3.88 1.9795 
���� -0.67 
4 0.7209 
���� 0.69  
��� -4.3 0.7299 
���� -1.25 
5 0.3206 
���� 0.298  
���� -7.05 0.3253 
���� -1.46 


 
5. CONCLUSION 
 
Although relative methods are much easier and more accurate than absolute or semi-absolute 
methods, they still depend on NM Standards. On the other hand, accuracy and precision of the 
semi-absolute technique used in this work could be improved if more precise and accurate 
values of the parameters which involved in measurements and calculations are provided.  
The main advantage of the present semi-absolute assaying method - using the CdZnTe 
detector - is that it could be easily used in the field for the purposes of NM verification and 
control. 
As a future work, large size CdZnTe detectors could be used with more precise standard 
sources activities to improve the efficiency measurement and assaying conditions (counting 
time and position-related errors), since their configurations are more accurately defined and 
their higher efficiency.  
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Abstract 


 
Remote monitoring was introduced to safeguards as a new technology under the IAEA 
Programe 93+2. Since then, through field trials of the IAEA and the IRMP (International 
Remote Monitoring Program), remote monitoring is gaining acceptance in real use of 
implementation. An inspection regime with containment and surveillance working in 
remote data transfer mode was recommended by the working group with the IAEA to 
seek more efficient and effective ways of safeguards implementation on PWRs as 
enhanced cooperation.  It was implemented to combine existing digital surveillance and 
seals with a connection of a transmission line without much additional cost which is born 
by Korea.  It can reduce inspection efforts and cost maintaining current inspection quality. 
Three reactors are under operation as trial run for nation wide application with 
satisfactory results so far with incurrence of transmission cost. A virtual private network 
(VPN) which uses a public network is under consideration as an alternative to current 
telephone lines to optimize cost effectiveness of transmission. Remote monitoring is the 
backbone for enhanced cooperation to share safeguards efforts of the IAEA and Korea. 
The future of remote monitoring is closely dependent of Integrated Safeguards (IS).  The 
current scheme of IS for LWRs without MOX is to relax current criteria, especially 
surveillance. As one of the nations with an active nuclear program, it is expected to 
maintain a skeleton of remote monitoring under IS with a closer relationship of the IAEA. 
 
 
Introduction 
 
It is the goal of Korea to strengthen efficiency while maintaining effectiveness for 
inspections at PWRs through the enhanced cooperation between the IAEA and Korea. 
Such a system would enhance the IAEA’s and State Authority’s ability to improve 
safeguards and inspection activities at PWRs while reducing on-site inspector presence. 
During the 8th IAEA-ROK Joint Review Meeting on Safeguards Implementation in 1999, 
both sides agreed to establish a working Group which prepares a draft describing options 
for the enhanced use of the SSAC at LWRs. All relevant entities of the government, 
utility, and technical body participated in the working group to seek more efficient and 
effective ways of safeguards implementation by enhancing cooperation between the 
IAEA and SSAC in Korea. The Working group proposed that an option of inspection 
regime with C/S working in remote data transfer mode is the most appropriate scheme for 
the moment while the integrated safeguards inspection regime is considered as a possible 
approach in the future under integrated safeguards. It is one of the major turning points in 
the Korean safeguards history as summarized in table 1, since Korea ratified the Treaty on 
the Non-Proliferation of Nuclear Weapons (NPT) in April 1975. Another includes the 
introduction of national inspection to the legal framework of the Atomic Energy Act.  It 







 


  


was undertaken by the Ministry of Science and Technology (MOST) with technical 
support of the Technology Center of Nuclear Control (TCNC) in 1995.  
 
Remote monitoring is playing an important role in Korean safeguards.  It started to 
conduct field trial at a PWR in 1998 with the installation of a remote monitoring system 
that consists of one digital camera and communication server at the spent fuel pond of one 
of PWRs in Oct. 1998 as phase 1, and one seal at canal gate, another seal at the equipment 
hatch and a digital camera for overhaul inside the containment vessel as phase 2 in June 
1999. It was extended to six other PWRs as both IAEA support program and enhanced 
cooperation. It will be expanded to all PWRs in 2001 depending on results of the 
rehearsal.  It is expected that remote monitoring will reduce inspection efforts of the 
IAEA and Korea through the sharing of remote data and some inspections.  
 
 


Table 1.  Milestones of Korean Non-proliferation 
 


o 1975  NPT ratified 
o 1991  Declaration of Denuclearization in Korean Peninsula 
o 1994  TCNC (Technology Center for Nuclear Control) Established 
o 1995  Atomic Energy Act incorporated National Safeguards Inspection 
o 1996  TCNC authorized to support National Safeguards Inspection 
o 1997  National Safeguards Inspection Started 
o 2000  Working group of the IAEA and Korea recommended remote 


monitoring based on enhanced cooperation on PWRs.  
Three reactors are under trial run. 


 
 
National Safeguards System 
 
In the beginning of the 1990s, nuclear issues in Iraq and North Korea became prime 
concerns for international and national safeguards. In 1994, it led the government to 
establish the TCNC in the Korea Atomic Energy Research Institute to effectively deal 
with nuclear safeguards issues.  And sequentially the amendment to the Atomic Energy 
Act to provide the legal basis for the national inspections was made in  December 1994 
and went into effect in January 1995. As consequent subsidiary legislation, the 
Presidential Decree of the Atomic Energy Act and the Prime Ministerial Ordinance of the 
Act were revised in 1995 to 1996. Four Ministerial Notices of the MOST to implement 
provisions of the Atomic Energy Laws and to provide detailed requirements and 
guidelines went into effect in July 1996. According to the Notice, the scope of national 
inspection is (a)measurement of the records coupled with nuclear material accountancy 
kept by the operator, (b)measurement of all nuclear material subject to safeguards, 
(c)verification of the functioning and calibration of instruments and other measuring and 
control equipment at the facility, (d) application and utilization of C/S measures, and 
(e)other necessary  measures for safeguards implementation  including  sample taking for 
destructive analysis. In November 1996, the MOST authorized TCNC at KAERI as the 
formal technical body for national safeguards implementation. After legal amendment 
finished, national inspection started in 1997.  It is carried out by officials of the MOST 







 


  


with technical assistance by TCNC.  It is performed in accordance with the national 
inspection criteria and procedures, which are similar to the IAEA's Safeguards Criteria.  
In 2000, national inspection activity was as follows, 315 PDIs on 32 facilities : IAEA 
inspection support 73 PDIs : Goal attainment in 1999 85 % :  
 
 
Remote Monitoring 
 
Remote monitoring is becoming a vital component of safeguards. Technical advances in 
hardware and software for remote monitoring as well as international efforts to strengthen 
safeguards have prompted the application of remote monitoring to nuclear safeguards. 
Remote monitoring has been identified as a realistic technique to increase the 
effectiveness and efficiency of safeguards implementation throughout the field trials. It 
provides several advantages.  It is expected that it can achieve substantial reductions in 
inspection labor hours and exposures in hazardous environments such as radiation and 
pollution, as well as minimizes intrusiveness to facility operators, while maintaining a 
continuity of knowledge through timely inspection and cost effectiveness.  However, it 
also has potential drawbacks such as possible loss of information surety, and heavy initial 
investment and transmission cost.  And it can cause unnecessary disputes between facility 
operators and regulators for their acceptance of remote monitoring, and may lead to 
potential unemployment of the safeguards workforce.  
 
Field trials on remote monitoring were initiated by the IRMP, which was organized by the 
U.S. Department of Energy through bilateral cooperation  with foreign counterparts since 
1994.  Its technical and institutional feasibility was studied through a series of field trials 
at many sites worldwide.  
 
In the IAEA, the use of remote monitoring for strengthening IAEA safeguards was 
studied by the SAGSI (Standing Advisory Group for Safeguards Implementation) under 
the Programme 93+2 as new technologies for safeguards as well as satellite imagery and 
environmental monitoring.  The difference between remote monitoring and others are 
that the former focuses on declared activities and the latter undeclared. IAEA formed a 
task force for remote monitoring and started its field trials in 1997, and continued to 
expand them in a variety of nuclear facilities on South Africa, U.S.A., Switzerland, Japan, 
Canada, Sweden, Belarus , Ukraine and Korea1. The IAEA disbanded the task force. Still,  
field trials are going on at several facilities and at some facilities they are being used as a 
part of safeguards implementation. 
 
Initial targets for remote monitoring implementation are light water reactors (LWRs) and 
storage facilities that are considered easy due to their safeguards nature of item counting, 
and next will be CANDU type reactors.  LWRs occupy a major portion of inspection 
efforts because of many installations worldwide.  It is expected that remote monitoring 
will be used for routine use because it was proved that remote monitoring technology 
reached maturity especially in LWRs mainly due to their simplicity of inspection as well 
as advance in digital technology through field trials for the last several years.  
 
 







 


  


Korean Remote Monitoring 
 


Korea launched an extensive program to use a remote monitoring system on PWRs, 
according to both the recommendation of the working group between Korea and the 
IAEA for enhanced cooperation of integrated safeguards and a task of MSSP.  All PWRs 
were equipped with digital surveillances and seals as a part of digitization of C/S which 
enables an RM inspection regime. With a start of installation of a remote monitoring 
system at Younggwang #3 in Oct. 1998,  currently 13 reactors are operating remote 
monitoring systems. 
                                                                                                                                             
TCNC established the Central Monitoring  Station (CMS) for evaluation, and reception 
and relay of remote data.  It houses a hub station which was supplied by the IAEA.  
Remote data from surveillances and seals of reactors are transmitted to the hub station 
through a public telephone, and to the IAEA via frame relay from the hub station. Three 
PWRs were selected for rehearsal and being tested for evaluation for nation wide 
application. If the rehearsal of the three reactors succeeds, remote monitoring will be 
expanded to all PWRs in Korea.  And IAEA will reduce inspection efforts that Korean 
inspection will cover as an enhanced cooperation.  One of disadvantages is transmission 
cost which comes from the telephone.  Virtual Private Network (VPN) which uses public 
internet is planned for a test to replace the current telephone transmission to minimize 
transmission cost while maintaining quality2. 
 
 
Remote Monitoring Based Enhanced Cooperation 
 
It is the goal of the IAEA and the SSAC to strengthen efficiency while maintaining 
effectiveness for inspections at LWRs through the enhanced cooperation between the 
IAEA and ROK. Such a system would enhance the IAEA’s and State Authority’s ability 
to improve safeguards inspection activities at LWRs while reducing on-site inspector 
presence. As an initial step, the Agency proposed that all relevant entities participate in a 
working group to seek more efficient and effective ways of safeguards implementation by 
enhancing cooperation between the IAEA and SSAC in ROK. During the 8th IAEA-ROK 
Joint Review Meeting on Safeguards Implementation, both sides agreed to establish a 
working group, which prepares a draft proposal describing options for the enhanced use 
of the SSAC at LWRs. The working group examined the following options: 1 - inspection 
regime with C/S permanently used and timeliness of 3 months : 2 - inspection regime 
with surveillance activated only for core open period and timeliness of 3 months :  3 - 
inspection regime with C/S working in remote data transfer mode and timeliness of 3 
months : 4 - inspection regime with surveillance activated only for core open period and 
timeliness of 1 year. 
 
It was proposed that option 3 of the remote monitoring inspection regime is the most 
appropriate scheme for the moment while option 4 of the integrated safeguards inspection 
regime is considered as a possible approach in the future under integrated safeguards. It 
was backed at the 9th IAEA-ROK Joint Review Meeting on Safeguards Implementation3,4. 
It is planned that the Memorandum of Understanding between the IAEA and the Korea 
will formalize its implementation in the near future5.  A summary of the Enhanced 







 


  


Cooperation Scheme is as follows. All possible removal routes in all LWRs are under 
continuous C/S measures which include digital cameras at equipment hatch and spent 
fuel storage pond, VACOSS seals at equipment hatch and Canal Gate. All the C/S data 
are remotely transmitted to the IAEA Headquarters in Vienna through the Central Hub 
installed at KAERI, Taejon. Remote monitoring data necessary for technical and 
safeguards review shall be shared between the IAEA and the SSAC. Korea shall carry out 
all scheduled inspections for each facility for each year, while the IAEA shall carry out 
the annual PIV and post-PIV, and a random selection of the remaining inspections. The 
IAEA shall bear the costs of purchasing remote monitoring equipment and 
communication operating costs from the central hub station in Taejon to Vienna while 
Korea will bear the costs of installing all RM equipment and communication operating 
costs from each LWR to the central hub station in Korea. 
 
 
Remote Monitoring Based Inspection 
 
Inspection takes advantages of remote monitoring to streamline inspection efforts which 
were duplicated by both parties.  National inspections for each facility would include all 
inspections as defined by the current safeguards approach which would include 1 pre-PIV, 
1 PIV, 1 post-PIV, 3-4 IIV’s, FF receipts and 1 FF Simultaneous Inspection.  IAEA 
inspections would include the annual PIV and Post-PIV, as well as the random selection 
of pre-PIV, 0 to 4 IIV’s, FF receipts and/or FF Simultaneous Inspection. It will employ a 
random selection process for all inspections except the PIV and Post-PIV. Typically, this 
will mean 1 IIV, on average, per facility per annum. This approach should satisfy the 
safeguards criteria for 100% verification of all LWR’s using the random inspection 
selection. When the IAEA does not participate, Korea will perform inspection which 
includes book up-dating, item counting of nuclear material fuel assemblies, 
attachment/detachment/reading of VACOSS seals, and check of the metal seals numbers.  
 
 
Remote Monitoring in Integrated Safeguards 
 
The IAEA is considering softening timeliness goal, and containment and surveillance of 
insensitive facilities such as LWRS from three months to one year, and from permanent 
surveillance and seals to nothing.  The current requirement is based on the possible 
existence of an undeclared reprocessing with consideration of conversion time. There 
exist different views on the change of timeliness goal, and containment and surveillance 
in Integrated Safeguards about the IAEA that is moving fast.  Integrated safeguards 
option includes an alternative using permanent surveillance equipment that can be 
remotely triggered on demand at the time when the inspection is announced or can be a 
continuously operating surveillance camera6. That will be compensated for unannounced 
inspection with announced inspection a week advanced notice.  Therefore rather than 
remove digital cameras and seals which are already installed, which are remote 
monitoring ready, it would be better to leave them in place and use them effectively to 
find methods to reduce inspection efforts.   It may be a wise approach to use permanent 
surveillance and seals already installed even after the integrated safeguards is 
implemented after effectiveness study, even though it is not yet decided which direction it 







 


  


will head for.  Cost freeze is one of the major causes to determine the timeliness goal and 
use of surveillance, due to current resource limitations. It is expected that remote 
monitoring will play a crucial role in the reduction of inspection efforts, in which Korea 
assumes the interim inspection role while the IAEA takes PIV and unannounced 
inspections before Integrated Safeguards is fully in place, which will lead to the reduction 
of the inspection cost and maintain current inspection quality. Remote monitoring will 
provide cost and technical effectiveness without raising much additional cost to both 
sides through technical advance and institutional cooperation, which may be born by the 
states concerned. 


  
 
Conclusion 


 
It is the goal of the SSAC to strengthen efficiency while maintaining effectiveness for 
inspections through the enhanced cooperation with the IAEA. An inspection regime with 
containment and surveillance working in the remote data transfer mode is under 
evaluation to enhance the IAEA’s and Korea’s ability to improve safeguards inspection 
activities while reducing on-site inspector presence according to the recommendation of 
the working group of the IAEA and Korea to find more efficient and effective ways.  It 
will lead to nation wide application of remote monitoring at PWRs.  It is expected that 
remote monitoring will become a vital tool in enhanced cooperation to streamline 
inspection efforts of the IAEA and the Korea under both traditional safeguards and 
integrated safeguards. 
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Abstract 
 
Bulgaria has been a party to the Non Proliferation Treaty since 5 September 1969. The 
agreement between IAEA and Bulgaria - INFCIRC 178 has been in force since 29 February 
1972. At that moment Bulgaria had one research reactor IRT-2000 in Sofia and two power 
reactors WWER-440 type under construction. So in Kozloduy NPP there are almost 30 of 
experience in the Safeguards. 
 
History and present 
 
In 1972 at the Department of Reactor Physics in Kozloduy NPP the “Nuclear Fuel” group was 
formed with responsibilities for safeguards records, reports, and fresh and spent fuel transport 
and control. In 1990 this group was transferred to the Safety Division and since 1992 it exists 
as “Control and Accounting of Nuclear Materials” – a section in Safety Division. Currently 
the section serves all four installations at the Kozloduy NPP site and has four staff: section 
head, chief inspector and two inspectors. The main activities of the section include: 


�� Control of the nuclear fuel location as well as meeting the storage and transport 
regulations; 


�� Monitoring of the conditions for normal operations of the installed IAEA 
surveillance systems; 


�� Preparation of documents for licensing of fresh and spent nuclear fuel transport; 
�� Preparation of the official information on nuclear materials location and quantity; 
�� Preparation of accounting records and the reports for IAEA (ICR, PIL, MBR); 
�� Co-ordination of the IAEA safeguards inspection activities at NPP Kozloduy. 


 
In 1991 under the influence of green movements and social pressure the research reactor in 
Sofia was closed and the construction of the second NPP in Belene with planned 2 WWER-
1000 type reactors was halted. After the transfer in 1994 of the fresh fuel from the research 
reactor to Kozloduy due to security reasons, Kozloduy NPP remained the only significant 
nuclear site in Bulgaria from safeguards point of view. 
 
Now at Kozloduy NPP site there are 6 power reactors – 4 WWER-440 type and 2 WWER-
1000 type, altogether producing almost 50 % of electricity in Bulgaria and one away from 
reactor spent fuel wet storage. These installations are grouped into MBAs as follows: The 
twin units 1 and 2 (WWER-440) constitute MBA BG-B, Units 3 and 4 (WWER-440) 
constitute MBA BG-C and Units 5 and 6 constitute MBA BG-D. The away from reactor spent 
fuel storage constitutes MBA BG-E and consists of 1 reception and 4 storage ponds. Each 
storage pond is a different Key Measurement Point (KMP) and can holds up to 56 baskets 
filled with 30 WWER-440 or 12 WWER-1000 assemblies. There are also some baskets 
containing up to 18 unhermetical WWER-440 spent fuel assemblies in hermetical cans. 
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Reports and Records 
 
The BNSA (Bulgarian Nuclear Safety Authorities) Regulation for accounting for, storage, 
transport of nuclear material and applying of NPT safeguards requires the reports for IAEA to 
be prepared in the facilities in forms and contents which IAEA Code 10 requires. Until 1986 
the reports for the IAEA (ICR, PIL and MBR) were transferred to the IAEA via State 
Committee as hard copy. After that we started to prepare the reports as computer files and 
transfer them on diskettes. I hope that soon the reports will be transferred to the IAEA by e-
mail. A modern computer system will incorporate all data and activities concerning the 
nuclear fuel in Kozloduy NPP soon. The system will have possibilities to prepare the reports 
in both formats – fixed and labeled. The other documents, which are issued and used for each 
MBA on the site, are: 


�� General Ledger; 
�� Inventory Ledger; 
�� Ledger for foreign shipments 
�� Subsidiary Ledgers – for each KMP; 
�� Fuel assembly history card – for every assembly. 
 


Co-operation 
 
The NPP Kozloduy management always endeavors to co-operate with IAEA safeguards 
activities at the site. During the past 10 years several NDA equipment systems for fresh and 
spent fuel measurement (MMCC, SFAT, ION Fork) were tested at the Kozloduy NPP 
facilities. Since 1992 the IAEA safeguards inspectors have been provided with a special room 
at Kozloduy NPP where they could prepare reports, review the MIVS tapes or GEMINI disks, 
set up the measurement equipment, check the facility records, and store spare parts for the 
surveillance, measurement equipment and seals. Since 1998 the inspectors have available 
Internet connection, e-mail address and a phone number. There is also a room in the reactor 
hall of Unit 1 used by the IAEA inspectors for storing the contaminated equipment for spent 
fuel verification and spare parts for the surveillance systems.  
 
Inspections 
 
The entering in force of the Additional Protocol brings a change of the scope and the duration 
of the IAEA inspectors access to NPP Kozloduy. Now they obtain magnetic passes for 
permanent access everywhere on the site at any time (24 hours/day). 


 
During the last years due to different reasons the quantity of the nuclear materials at NPP 
Kozloduy significantly increased from around 680 HM tons (4 493 fuel assemblies) at the end 
of 1990 to around 1 243 HM tons (7 593 fuel assemblies) at the end of 2000. Since the 
cooling time for most of the spent fuel assemblies is more than 10 years and there are some 
assemblies with low burn-up, and some in hermetical cans the verification with ICVD is not 
possible. Often the transparency of the water in the spent fuel ponds of Units 1 and 2 does not 
allow using of ICVD. Therefore, verification of the spent fuel in recent years required using 
SFAT and IRAT, which are more precise compared to ICVD but require more time and effort 
of IAEA inspectors and operators. This affects the number and duration of safeguards 
inspections at NPP Kozloduy. But since the quantity of the nuclear materials increase 
gradually main influence on the number and frequency of the inspections is the number of 
Inventory Changes due to increased international and domestic transfers. Table I. below 
shows the relation of numbers of IAEA safeguards inspections, the inventory changes (IC) at 
NPP Kozloduy and the reports for these inventory changes during the last 4 years. 







 3


Table I. Number of IAEA Safeguards inspections, IC and IC reports during the last 4 years 


 1997 1998 1999 2000 average 
Number of inspections 14 14 8 12 12 
Number of inventory changes 18 26 12 16 18 
Number of IC reports 27 56 16 30 32.25 


 
From the column “average” in the Table I. could be concluded the number of the IAEA 
safeguards inspections depends on around 67 % of the inventory changes number. 
 
Expectations 
 
There are at least three reasons for further increases of the number and duration of safeguards 
inspections in NPP Kozloduy: 


�� In the next few years a dry spent fuel storage will be constructed as a separate 
facility (MBA) on the Kozloduy NPP site. It is still not clear what type it will be 
and how it will be verified from safeguards point of view; 


�� Implementation of the Additional Protocol has been in force for Bulgaria since 10 
October 2000. As Article 2 of the Additional Protocol requires a huge amount of 
information more IAEA efforts for verification and inspection will be needed. The 
preparation of this information at Kozloduy NPP (on the site there are more than 
300 buildings) took 60 person-days and it is still not clear whether this 
information is enough or not. 


�� In future we may have to implement the EURATOM safeguard system too as a 
part of ACCESS (Applicant Countries Co-operation with the Euratom Safeguards 
System) project. The purpose of this project is to prepare the countries applying 
for membership in European Union to comply with Euratom Regulation 3227/76, 
which concerns the application of the provisions of Euratom safeguards. Since 
there are differences between IAEA and Euratom reporting systems, the objective 
of the ACCESS project is to provide nuclear operators in the Applicant Countries 
with hardware, software, procedures and users’ training, so that they can 
electronically report nuclear materials accountancy data to the Euratom 
Safeguards Office. 


 
So, these are the major trends in the near future for the safeguards implementation in NPP 
Kozloduy, but I am sure that we have enough potential and resources to meet them 
appropriately. 


 
At the moment for 21 Countries the Additional Protocol is in force, but this is only slightly 
more then one third of the approved states. Will the IAEA find enough time and resources to 
investigate and inspect the information resulting from the Additional Protocol – the future will 
show. 
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The reasons why safeguards authorities are from time to time looking for Commercial-Off-
The-Shelf (C.O.T.S.) equipment for safeguards purposes are for the following reasons:  


 


OPERATIONAL STABILITY 


Equipment that is designed from scratch to satisfy specific safeguards requirements is very 
likely to go through a period of teething problems. If these problems are only discovered once 
the equipment is deployed for routine use, this will be accompanied with large overhead costs 
for the safeguards authorities to maintain and repair such equipment. The overhead costs are 
much higher if unattended equipment is concerned that is permanently installed on-site. In that 
case an extra mission has to be organised to return the faulty equipment to our headquarters 
before it can be repaired. 


Using C.O.T.S. equipment that is also used by others reduces the risk of teething problems. At 
least the burden of going through such kind of problem period is shared with other customers 
of the concerned equipment. 


EQUIPMENT COST 


It is clear that safeguards is not a big market on its own. The non-negligible cost of the 
development of equipment that only fits safeguards requirements will therefore have to be 
recovered on the expected sales. If the market is small, if the expected number of units that 
can be sold is small, a large part of the unit cost will depend on the initial development costs. 


Going for C.O.T.S. equipment that is also sold in other markets, would in that respect lower 
the equipment cost. 


 


THE PERSPECTIVE OF NEW FEATURES 
At the moment, a few handfuls of companies develop specific safeguards equipment 
worldwide. With all respect for their know-how and the products they make, it can be noted 
that these companies are fairly small and most of them work only or to a large extent of their 
business operations on contract with their national support programmes. Even if these 
companies have necessary competence to produce new and better equipment with regular 
intervals, the restricted size of the market does not allow them to do so as this would require 
major financial and human resources. 


C.O.T.S. equipment manufacturers, due to the size of the markets they are aiming at not only 
can but also have to invest in regular new developments. 







ADDITIONAL SERVICES 
Due to the small size of companies that develop specific safeguards equipment, it is more 
difficult to them to offer services that for an end user are considered as quite important. To 
these services one can count after-sales-support, training, equipment repair, spare parts 
warehousing, etc. 


Often C.O.T.S. equipment manufacturers have to organise such services to be competitive on 
the market and be able to sell their equipment. 


That not any safeguards equipment can be obtained commercially off the shelf is clear, but in 
certain domains like digital surveillance, the functionality of C.O.T.S. equipment has been 
approaching the one needed for safeguards. That is why in 1998 the Euratom Safeguards 
Office published an open call for tender for the purchase of a digital surveillance system that 
is able to support up to 64 colour camera channels. In response to a successful bid for this call 
for tender a contract for the delivery of 3 prototype systems and 6 pre-production systems was 
concluded with the our company FAST media integration GmbH based in Friedrichshafen 
Germany at the end of 1998. The prototype systems were delivered by mid 1999 and the pre-
production systems in the spring of 2000. These systems are being evaluated by Euratom at 
the moment, both in our technical labs in Luxembourg as in-field on two different sites. 


The reason why our company FAST could make an interesting offer to the Euratom 
Safeguards Office was primarily because we had an existing commercial digital surveillance 
system that already fulfilled most of the specified requirements. Those requirements that were 
still missing could be easily implemented as the system is mainly software based and uses as 
much as possible standard computing and communication equipment. 


The following aspects will be further elaborated in the paper: 


�� The need to adapt the system to be compliant with ESO’s user requirements. 
�� The hardware and the Alpha Kernel software. 
�� Recording modes (time-lapse, motion detection at the camera, digital input/outputs) 
�� The software for review (synchronise recorded images in time) 
�� The chip card (or smart card) 
�� The Inspector Interface (dedicated development, owned by Euratom) 
�� The modified AXIS box: JPEG images with authentication 
�� Standard computer networking technologies throughout the system 
�� Ready for remote monitoring (modem, ISDN, any TCP/IP based interconnection) 
�� Openness: the API to the Alpha Kernel 
�� The link with the past: analogue cameras and legacy cabling 
�� A glimpse at the future: MPEG2 in an intelligent way 
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1. INTRODUCTION 
 
Safeguarding the large reprocessing plants poses undoubtedly a challenge to the Safeguards 
Authorities. The size of the plants and the high material throughput require a significant effort 
in verification activities. In order to achieve the required high level of detection probability, 
the safeguards inspectors need to take a high number of samples which have to be subjected to 
independent analysis. Evidently, the results of these analyses need to be highly reliable, 
reporting times have to be short and costs have to be kept at a reasonably low level. Based on 
the latter two aspects, the Euratom Safeguards Office (ESO) decided in the early 1990’s to 
conceive, develop, install and operate safeguards analytical laboratories at the site of the two 
large European reprocessing plants at Sellafield (UK) and La Hague (France). The analytical 
concept of these “On-Site Laboratories” was developed jointly between ESO and the Institute 
for Transuranium Elements (ITU). Already at this conceptual stage, the aspects related to 
analytical quality control were discussed and incorporated in the analytical strategy. 
 
The present paper summarises the analytical challenges, describes some operational aspects 
and explains the analytical concept, highlighting the measures and tools that are implemented 
for assuring a high degree of reliability of measurements results. 
 
2. MEASUREMENT CHALLENGES 


 
The on-site laboratories are faced with a variety of sample types, taken at different points 
within the facility. In a reprocessing facility, of course samples of dissolved spent fuel (input 
solution) will represent a large fraction of the totality of samples. Furthermore, uranium and 
plutonium product samples need to be analysed. These may arrive in the form of nitrate 
solution or as oxide. Finally, also U/Pu mixed oxide samples are among the materials to be 
analysed. The sample number and the distribution of samples according to sample type 
directly influenced the analytical concept of the two laboratories [1, 2] taking into account the 
particularities of each of the two plants. Fig. 1 illustrates the analytical scheme applied in the 
Laboratoire sur Site (LSS), La Hague. Furthermore, short analysis times have to be achieved, 
waste production should be kept at a minimum, services and interventions have to be 
minimised and only very restricted staff resources are available. 
 
 







  


Figure 1 Analytical scheme of input samples in the LSS [2] 
 
 
 
In addition, we have to take into account that the laboratory is located on the site governed by 
the operator’s safety regulations. Operator staff will have access to the laboratories, be that for 
maintenance, for repair, for scheduled intervention or for emergency intervention. 
 
Sample analyses in the on-site laboratories have to be carried out under the circumstances and 
boundary conditions mentioned above. Another important factor affecting the operation of the 
laboratory, the execution of the analysis and the quality of results is the “human factor”. The 
weekly changing shifts consist of three to five trained analysts with varying levels of 
experience, different educational backgrounds and of different nationalities. In the laboratory 
they have defined tasks and responsibilities, and they are expected to work as a team 
complementing each other’s capabilities. The common goal of the team of analysts – using 
the state of the art measurement equipment available in the laboratories – is to deliver 
measurement results at a constantly high quality. 


 
3. ANALYTICAL QUALITY CONTROL 
 
In order to achieve the above-mentioned goal a systematic concept for analytical quality 
control was developed and implemented. The adopted approach had to cover all analytical 
techniques and all material types. The quality control for the on-site laboratories is arranged in 
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five levels. This nested design allows to detect measurements of insufficient quality and helps 
to identify the source of “error”. 
 
Basically, the following parameters are checked by the quality control system: 
 


- instrument operation 
- sample “precision” 
- sample “accuracy” 
- method reliability  
- laboratory reliability 
 


3.1. Instrument Operation – Level 1 
The first level focuses on the verification of the correct operation of the actual measurement 
instrument. This is a basic requirement prior to starting any sample analysis. The absence of 
defects in the hardware and software is tested by measuring a certified reference material. At 
the same time drifts in the electronics (due to changes in live voltage, in temperature, in 
humidity or due to ageing of components) that affect the measured value can be detected. Last 
but not least, the use of well-certified reference materials (CRM) from recognised suppliers 
allows also to identify calibration errors. 
 
This CRM is directly exposed to the measurement instrument, hence without any chemical 
sample preparation. It should correspond in its main characteristics as close as possible to the 
samples to be measured. However, it needs to be a matrix free (i. e. pure) material. For the 
hybrid K-edge instrument mixed U/Pu solutions are used (prepared and certified by IRMM 
Geel). The COMPUCEA is verified similarly using a uranyl nitrate solution. For mass 
spectrometry primary isotopic reference materials (IRMM and NBS) are used. 
 
The neutron-gamma counter is checked using certified PuO2 powder samples that consist of 
few hundred milligrams of highly enriched 240Pu or 242Pu (prepared by AEAT Harwell). 


 
 
 


3.2. Procedural Accuracy – Level 2 
Each set of samples is accompanied by a quality control sample. This QC sample consists of a 
secondary reference material or a “working standard” [3]. It follows a significant part of the 
sample preparation procedure, thus any deviation from the certified value would indicate a 
problem during sample conditioning or chemical treatment. This might be: 
 


��cross contamination 
��evaporation of sample or spike 
��unsatisfactory chemical separation 


 
Basically, we check at this stage for random errors, systems errors and variable systematic 
errors. 
 
For the product K-edge and for the COMPUEA the sample preparation is fairly simple. 
Consequently, we use a UO2 pellet as QC material. The pellet is weighed, dissolved, diluted 
and measured. For mass spectrometry we use either synthetic U/Pu solutions prepared from 
high purity metals (EC 101 and CEMATA MP2) for checking IDMS: Pure Pu and U solutions 
are used for checking the quality of the isotope analysis comprising robotized sample analysis. 
Passive Neutron Counting (PuO2 and MOX samples) and HKED measurement of input 







  


solutions does not require any sample conditioning, the samples are measured as they are. 
Consequently, no QC is performed on level 2.  
 
3.3. Sample Precision – Level 3 
In order to get an estimate of the repeatability of the measurement, each sample needs to be 
run in multiple aliquots. Wherever possible these aliquots are treated and measured 
independently.  
 
In the HKED and PHKED the sample cannot be split into several aliquots, hence the same 
sample is subjected to repeat measurements. The neutron counter measurements are not 
repeated, however the measurement is carried out in a “time resolved” way to provide an 
estimate of short-term variabilities (occurring during data acquisition). In mass spectrometry 
the initial sample is split into two aliquots, these are chemically conditioned and measured 
independently. The results obtained on the two aliquots are then compared. 
 
3.4. Permanent Method Intercomparison – Level 4 
The regular exchange of samples between methods is an integral part of the measurement 
philosophy and of the quality control concept applied to the on-site laboratories. After having 
been measured, a subset of samples (typically one sample out of 10) is remeasured by another 
method after appropriate sample conditioning. The second method must be based on a 
different physical or chemical measurement principle.  
 
The analytical strategy foresees that 10% of all input samples are spiked and diluted for mass 
spectrometric analysis (IDMS). Similarly, a subset of the liquid product samples (uranyl 
nitrate and plutonium nitrate) are subjected to IDMS analysis. PuO2 powder samples or MOX 
pellets are dissolved after measurement in the neutron-gamma counter and then measured 
either by IDMS or by the product hybrid K-edge.  
 
It becomes evident that thermal ionisation mass spectrometry plays a key role in the on-site 
laboratory: it serves as reference method within the internal quality control concept. This is 
based on the fact that thermal ionisation mass spectrometry is recognised as a primary method 
of measurement due to its short traceability chain, the transparency of its uncertainty budget 
and its potential for high precision and high accuracy. Its prominent role, however, calls for a 
strict quality control. Therefore, the data management software available in the on-site 
laboratories possesses a specific QC module. Its concept is described in section 4, the 
experience gained in routine operation is subject of a separate paper [4]. 
 
3.5. External Quality Control – Level 5 
In order to obtain an independent picture of the overall performance of the analytical process, 
the participation in external Quality Control Programs is indispensable. Samples are prepared, 
certified and distributed by a metrological laboratory, which takes also care of the 
comparative evaluation of results. The OSL Sellafield and LSS La Hague have participated in 
two campaigns of EQRAIN (Pu N° 8, U N° 9)i. Participation to REIMEP is mandatory, 
whenever relevant material will be distributedii. 
 
Table 1 schematically shows for which analytical techniques the different levels of quality 
control apply. 
 


                                                           
i EQRAIN is organized by CETAMA, France 
ii REIMEP is organized by IRMM, Geel 
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Table 1 Overview of implementation and applicability of the different levels of quality 


control as a function of the measurement method. 
 
4. MANAGING MEASUREMENT QUALITY 
 
The on-site laboratories are operated by a small team of analysts at rather remote locations. 
Senior scientists are not readily available for consultation and advice in case of measurement 
problems. Hence, appropriate tools have to be provided to manage and monitor the 
measurement quality in these laboratories.  
 
Three measures were implemented to enable the analyst to rapidly and effectively identify 
measurement problems and develop solutions: 
 
4.1. Software tools 
The first four levels of quality control as described in the previous section have been 
integrated in the laboratories’ information management system. No result of a sample analysis 
can be submitted (i.e. declared “final”) if the QC levels 1 to 3 have not been accepted. The 
results obtained in these three levels can be graphically displayed for the respective reference 
material, working standard or sample. So the analyst is immediately aware of the instrument 
status, process accuracy and sample repeatability. It is the analysts’ responsibility to decide 
whether the result of a sample or of a control sample is accepted or rejected. The rejection 
criteria are clearly defined and the QC software module will make a suggestion to the analyst. 
Rejection of an individual sample result (level 3) will lead to a repetition of the analysis, 
comprising the sample preparation. Rejection of a quality control sample (level 2) will force 
all samples that we measured in conjunction with the control sample to be repeated. The 
repeat run will – of course – be accompanied by a QC sample. Rejection of the measurement 
result of a certified reference material (level 1) will trigger a careful evaluation of the 
instrument hardware, settings, calibration and a verification of the experimental set-up. 
 
4.2. Networking Tools 
All measurement instruments, data acquisition and data processing devices are connected to 
the local area network (LAN). This LAN is physically isolated from the plant operator’s or the 
safeguards inspectors’ network. A temporary connection can be established between the on-







  


site laboratory and ITU. This allows to exchange spectra or other data for detailed analysis by 
senior scientists. 
 
4.3. Training 
The most important factor in view of a constantly high quality of results is the analyst who 
carries out the actual work and who ultimately decides whether or not to accept an individual 
measurement result. The continuous education of the analysts in the training facilities at ITU 
and the respective interactions with senior scientists aim at further improving the vigilance of  
the individuals with respect to the quality of results. Particular emphasis is given to develop a 
thorough understanding of the entire analytical process in order to be able to identify the 
cause of a problem and develop the skills to rapidly solve it. 
 
 
5. EXPERIENCE 
 
The on-site laboratories use the radiometric techniques as “work horses”, i.e. all samples will 
be measured using gamma rays, X-ray absorption, X-ray emission or neutron emission. These 
methods have demonstrated a high degree of reliability. Approximately 10% of the samples 
did not pass the quality control at level 3 and had to be repeated. Repeat measurements are 
usually done at increased measurement time to reduce the contribution of counting statistics to 
the measurement uncertainty. These repetitions eliminated the concerns and the new results 
passed in all cases the QC check.  A subset of samples is measured additionally by mass 
spectrometry. Amongst these samples, there are randomly selected samples and, wherever 
possible, samples that had to be repeated as described above. Mass spectrometry serves as 
reference method to check the radiometric methods. Here level 2 proved to be the most 
effective filter, 10% of all results fail acceptance at this stage and need to be repeated. The 
fraction of results rejected at level 3 is inferior to 1%. This demonstrates the high degree of 
reliability and robustness of the (chemical) sample preparation prior to the actual 
measurement. 
 
In addition quality control data are used to estimate the combined measurement uncertainty as 
pointed out in [6]. 
 
 
6. CONCLUSIONS 
 
The quality control concept implemented in the on-site laboratories forms an integral part of 
the laboratories’ measurement strategy. The concept is arranged in five independent levels 
and assures a comprehensive check of all measurement results produced in the on-site 
laboratories. The fact that the quality control is integrated in the laboratory information 
management system imposes a stringent control on each individual measurement and on each 
technique. The existing system ensures that the standards set in the International Target 
Values [5] are met. 
 
The analysts consider the quality control as a tool to improve the overall performance of the 
laboratory. It is not intended nor taken as a means to monitor individuals and their output. 
Quality control is an integral part of the analysis, without which no single result can be sent to 
the customer. 
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Introduction 
 
The requirement to verify the correctness and completeness of the information provided 
by the State in its initial declaration arises from the comprehensive safeguards agreement 
between a State and the Agency. According to Paragraph 1 of INFCIRC/153, the State 
undertakes to accept safeguards, in accordance with the terms of the Agreement, on all 
source or special fissionable material in all peaceful nuclear activities within its 
territory, under its jurisdiction or carried out under its control anywhere, for the 
exclusive purpose of verifying that such material is not diverted to nuclear weapons or 
other nuclear explosive devices. According to Paragraph 2, the Agency is provided a right 
and an obligation to ensure that safeguards will be applied, in accordance with the terms 
of the Agreement, on all source or special fissionable material in all peaceful activities 
within the territory of the State under its jurisdiction, or carried out  under its control 
anywhere, for the exclusive purpose of verifying that such material is not diverted to 
nuclear weapons or other nuclear explosive devices. 
 
The events in Iraq demonstrated to the international community that the Agency’s 
capability in early 1990’s for assuring the correctness and completeness of State’s nuclear 
material declarations, for example assurances regarding the absence of undeclared 
nuclear material and activities, was limited. To improve the Agency’s capabilities, a 
number of initiatives was launched and new measures have been introduced. These 
include the early provision of design information and the introduction of the voluntary 
reporting scheme covering production, exports and imports of nuclear material, and 
exports and imports of non-nuclear material and equipment. In 1993 Programme 93+2 
was launched to strengthen further the effectiveness and improve the efficiency of the 
IAEA safeguards system. In May 1997 the Board of Governors approved the text of the 
Model Protocol additional to safeguards agreements (INFCIRC/540), which provided the 
Agency with additional access to information and to sites, more use of unannounced 
inspections, multiple entry visas, remote monitoring and wide area environmental 
monitoring. In 1995 the Board had already taken a note on the Director General’s note on 
the implementation of Part 1 measures of Programme 93+2, such as additional 
information on the State system for accounting and control, information on closed down 
or decommissioned facilities and locations outside facilities, environmental sampling and 
remote data transmission. 
 
Parallel to the introduction of new tools the Agency has enhanced the verification of the 
initial declarations when new safeguards agreements were concluded.  South Africa 
signed a comprehensive safeguards agreement with the Agency in September 1991. A 
few days later, the General Conference of the IAEA adopted a resolution, 







GC(XXXV)/RES/567, requesting the Director General to ensure early implementation of 
the safeguards agreement and to verify the correctness and completeness of the inventory 
of South Africa’s nuclear installations and material. During the first half of 1990’s a 
number of new safeguards agreements was concluded with states having substantial 
nuclear activities: Argentina, Brazil, DPRK, Ukraine, Lithuania and Kazakhstan, to 
mention a few. In case of an extensive nuclear fuel cycle, the task of the assessment of 
the completeness proved to be complex, requiring considerable inspection resources and 
extensive co-operation from the state authorities regarding the provision of access not 
only to operating but also to defunct and/or supporting facilities and historical operating 
records.  This can be seen, for example, in the paper describing the Agency’s experiences 
in the verification of the initial report of South Africa /1/.  
 
Correctness 
 
Paragraph 62 of INFCIRC/153 requests the State to provide the Agency with an initial 
report of all nuclear material subject to safeguards, which is normally a comprehensive 
document and includes quantitative data on all types of nuclear material, on a facility by 
facility basis. Such a report is expanded by attachments that provide details on the 
location and number of items of nuclear material contained in each respective facility. On 
the basis of the data contained in the initial report and subsequent inventory changes, it is 
therefore possible to establish an itemized list of the nuclear material inventory of each 
facility. The inventory is verified, normally during the first few months of the 
implementation of the comprehensive safeguards agreement, in accordance with the 
requirements for Physical Inventory Verification specified in the Agency’s 1991-95 
safeguards Criteria, using established accountancy verification methods.  
  
Completeness 
 
To be able to draw a conclusion about the absence of undeclared nuclear material and 
activities in a State as a whole, the Agency must first have drawn the conclusion about 
non-diversion of nuclear material; in other words, the correctness of the initial declaration 
has been verified. The evaluation of the absence or presence of undeclared nuclear 
material or activities is based on the fundamental concept that nuclear activities have 
indicators of their existence. Such indicators include (specified) equipment, nuclear and 
non-nuclear material necessary for the activity, infrastructure support, and are based on 
the fact that activities involving nuclear material leave traces in the environment. By 
analyzing all information available to it for internal consistency, the Agency may infer 
from the absence of indications that there are no undeclared nuclear material and 
activities in the State. 
 
The challenge to information analysis is both to obtain the information where the 
indicator of a nuclear activity is included, and to recognize the information when it is 
included.  
 
Safeguards relevant information derives from: 
 







(i)  information provided by the State pursuant to the Safeguards Agreement and, 
where applicable, Articles 2 and 3 of the Additional Protocol; 


(ii)  information generated through IAEA inspections, design information verification 
and complementary access activities; 


(iii)   information collected by the Agency from its internal databases and from open 
sources; and 


(iv)  information provided by third parties. 
 
The conclusion of the absence of undeclared nuclear material and activities in the State 
derives from determinations that: 
 


(i)  the declared past, present and planned nuclear programme is internally consistent; 
(ii)  the nuclear activities and types of nuclear material at declared locations are 


consistent with the declarations; 
(iii)   the overall production, imports and accounting data for inventories and flow of 


nuclear material are consistent with the utilization inferred from the declared 
programme; 


(iv)  the manufacture and imports of specified equipment and non-nuclear material are 
consistent with the declared programme; 


(v)  the status of closed-down or decommissioned facilities and locations outside 
facilities (LOFs) is in conformity with the state’s declaration; 


(vi)  the nuclear fuel cycle-related research and development activities are generally 
consistent with declared plans for future development of the declared programme; 
and 


(vii)  the clarifications provided by the State have resolved any questions or apparent 
inconsistencies in connection with information provided by the State and all other 
information available to the Agency including information on the past activities.      


 
New Measures 
 
The introduction of the Additional Protocol has provided the inspectorate with a number 
of new elements, such as expanded declaration, enhanced information analysis, new 
technical measures, and enhanced inspector access. These include information about and 
inspector access to:  
 


(i)  all aspects of a State’s nuclear fuel cycle from mines to nuclear waste; 
(ii)  short-notice inspector access to all buildings on a nuclear site; 
(iii)  other locations where nuclear material for non-nuclear use is present; and 
(iv)   inspection mechanisms for nuclear fuel cycle related R&D. 


 
Some of the new elements can also be applied in the traditional safeguards. Since the 
enhanced information analysis, environmental sampling and the use of satellite imagery 
are dealt with in detail in this symposium, some of the new tools are described in 
examples below. 
 
 







Mining  
 
In the traditional safeguards the Agency did not have any verification activities related to 
the mining, but with the introduction of the additional protocol new tools were required. 
Maiorov et al /2/ have developed a method to measure the activity ratio of Th-234 (T1/2= 
24.1 days) to Th-230 (long-lived nuclide) in uranium mine samples by HRGS without 
efficiency calibration of spectrometer to identify samples taken from non-processed 
uranium ore, tails or uranium product. In non-processed and undisturbed natural uranium 
ore this ratio should be equal to one. In the core of ore processing the bulk of the uranium 
decay products is separated from a uranium product and concentrated tails. Immediately 
after separation the Th-234/Th-230 activity ratios in a product and tails begin to change. 
For a product this ratio increases from one to a higher equilibrium value, and for tails it 
decreases also from one to a lower equilibrium value. For a fresh tail (less than 3 months 
after processing), the processing date can be estimated. 
 
Use of Satellite Imagery 
 
The Agency has had since early 1990’s access to high-resolution satellite imagery. 
During recent years there has been an increasing amount of commercially available 
satellite imagery, which is used mainly as a complementary source of information in the 
enhanced evaluation process /3/. What has also been interesting is the increasing 
availability of historical images starting from 1960’s, but with a reduced resolution. 
However, availability of commercial images from 1980’s is still quite limited. 
 
The use of commercial satellite imagery is not meant to substitute the Agency’s right to 
have access to locations, but to enhance the evaluation of information. The benefits of 
satellite imagery are, therefore, in areas where it supports the implementation of on-site 
inspections and the evaluation of information supplied through declarations. The 
applications include: 
 


(i)  chronology of the construction of sites, facilities, and buildings, 
(ii)  structure and dimensions of sites, facilities, and buildings, 
(iii)  operational information on facilities and buildings, and 
(iv)  support for inspection planning. 


 
Fig. 1. Shows an example of a satellite image of an uranium ore concentration plant. The 
1-m resolution of the image indicates the potential of the imagery to support also design 
information verification activities. 
 
Fig.1. An uranium concentration plant. IKONOS 1-m resolution. 
 
Spent fuel verification 
 
Most of the spent fuel verification tasks require gross defect measurement by the ICVD 
or SFAT, but there are cases where operator’s declarations on the fuel irradiation 
histories need to be verified to cover a diversion scenario where spent fuel assemblies 







could have been diverted and replaced with fresh fuel assemblies. The replaced 
assemblies could have then been declared as exposed to a different number of reactor 
cycles than they have actually been exposed to. 
 
Beddingfield et al /4/ modified the standard Underwater Fork Detector System (FDET) to 
allow the measurement of freshly discharged fuel. They used the gross gamma and gross 
neutron signals from the FDET to verify the consistency of the operators declarations at 
four reactor types: PWR, BWR, WWER-440 and WWER-1000. Fig.2. is a plot of the 
Kozlodoy WWER-440 measured data indicating clusters for 1-, 2-, 3-, and 4-cycle fuel 
assemblies and annotating where the various misdeclarations would appear. 
 
Fig.2. Kozloduy WWER-440 measurement data /4/ 
 
Environmental sampling 
 
Environmental sampling is one of the most powerful new tools provided to the Agency in 
the 1990’s for the confirmation of the absence of undeclared activities. On-site sampling, 
combined with the particle analysis, provides information on past and current nuclear 
activities. An initial focus on swipe sampling has been at enrichment plants and hot cell 
facilities including reprocessing plants. 
 
At the enrichment plants, environmental sampling is used to verify the absence of 
undeclared nuclear material and undeclared nuclear operations involving enrichments 
higher than declared by: 
 


(i)  identification of nuclear materials present, and 
(ii)  identification of range of enrichments. 


 
At the facilities with hot cells environmental sampling is used to confirm the absence of 
undeclared operations. Depending on the declared status of the facility those could 
include identification of: 
 


(i)  nuclear materials present, 
(ii)  operations leading to separation of Pu or HEU, 
(iii)   undeclared irradiation of nuclear materials, and 
(iv)  activities in shut-down facilities. 


 
The capabilities of the environmental sampling can be illustrated by the results of particle 
analysis from a Magnox research facility shown in Fig.3. The facility operator has stated 
that the reactor had been loaded with natural uranium fuel with typical burn-up of 5000- 
6000 MWD/TU. When looking at the plots in Fig.3., it can be noted that the particle 
analysis shows the following clusters: 
 


(i)  a “fresh” natural uranium cluster, 
(ii)  two clusters of irradiated fuel, and 
(iii)   two clusters of Pu-240 abundance. 







Using the isotopic compositions observed, the irradiated fuel clusters correspond to 
Magnox burn-ups 5000-7500 MWD/TU and 750-1000 MWD/TU. The latter is not 
consistent with the statement mentioned above. 
 
Fig.3. An illustration of environmental sampling results for Magnox hot cell samples. 
 
Summary 
 
During the 1990’s the Agency has acquired a number of new tools for the verification of 
the correctness and completeness of State’s declaration. Nuclear material accountancy 
verification remains as the cornerstone of the IAEA verification activities to confirm the 
absence of diversion of nuclear material from declared inventories. Enhanced design 
information verification, which extends over the entire lifetime of the facility, is being 
used to confirm the applicability of the safeguards approach and capabilities and 
capacities of the facilities. Environmental sampling is a powerful tool in confirming types 
of nuclear material present, and it can be used to detect undeclared nuclear material and 
activities. Universal reporting scheme provides useful information about State’s nuclear 
infrastructure complementing the declarations. There is currently a variety of open source 
information available, such as scientific and other publications, annual reports, and 
satellite imagery, which can be used to confirm chronologies and nuclear infrastructures, 
including nuclear-related R&D. Complementary access is a powerful tool used to confirm 
the absence of undeclared nuclear material and activities. 
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Fig.1. An uranium concentration plant. IKONOS 1-m resolution. (not available) 
 
Fig.2. Kozloduy WWER-440 measurement data /4/ 
 


 
Fig.3. An illustration of environmental sampling results for Magnox hot cell samples. 
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IS THE INTERNATIONAL LEGAL FRAMEWORK SUFFICIENT TO COMBAT 
TERRORISM?  
 
SYLVIA FERNANDEZ DE GURMENDI 
Ministry of External Relations, Commerce and International Affairs, Argentina 
 
On Friday, 26 October at the Sixth Committee of the General Assembly, negotiations on a 
convention aimed at suppressing nuclear terrorism failed.  The main problem that has 
confronted delegations that dealt with the nuclear convention is the same one that has 
influenced the nature and content of existing antiterrorist conventions. This problem is the 
lack of an agreed definition of terrorism.  The existing framework includes 12 separate 
conventions that are not widely accepted and address different aspects of terrorism.  They do 
not have enough parties and many times when an act takes place that is already criminalized 
by an existing convention, the States concerned are not parties to it and the regime is then 
useless. From that perspective the best way of reinforcing the legal regime is not to adopt 
new conventions but to become parties to it. Some of the provisions undermine the 
effectiveness of the extradition regime. Most of the conventions do not specify that terrorist 
acts should not be considered political offenses and without this clarification, most 
perpetrators of terrorist acts avoid extradition under the political offense exemption clause.  
They do not criminalize terrorism but certain acts, and thus the lacunae are inevitable and 
new initiatives are frequently needed to cover additional aspects. A final question is whether 
the system to ensure prosecution by national courts should be supplemented by international 
jurisdiction.  The crime of terrorism was left out the jurisdiction of the ICC.  
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Abstract 
 
With the coming into force of the Additional Protocol (INFCIRC/540) States’ are facing problems of 
collecting and organising the large amount of requested information on nuclear related activities in a 
structured and coherent way.  On the other hand, IAEA has to analyse submitted declarations using in-
house and open source information in order to draw conclusions about both the non-diversion of 
nuclear material and the absence of undeclared nuclear material and activities in a State. The use of 
advanced information technology, in particular Geographical Information Systems, Satellite 
monitoring, and Global Positioning System can support both declaration and verification activities. 
SIT (Site Investigation Tool), is a software package aiming to support declaration and verification 
activities. This paper will describe the main system functionality of SIT and its present status of 
development, as well as the advantages deriving from its use by both the States and the Agency    
 
1. INTRODUCTION 
 
Within the NPT treaty member states with comprehensive safeguards agreements take the obligation 
to declare all their nuclear activities according to the INFCIRC/153 protocol, which refers to nuclear 
facilities and locations outside facilities (LOF). Declaration concerns nuclear material accountancy 
data (e.g. movements, inventories) and design information for nuclear installation (e.g. layout, 
processes, drawings, procedures) [1].  
The additional protocol INFCIRC/540 requires the declaration of nuclear fuel cycle-related R&D 
activities not involving nuclear material, mines and concentration plants, source material, material 
exempted, and the import/export of equipment of nuclear interest [2 ].  
IAEA has to verify whether States’ declarations conform to protocols requirements and whether there 
is no evidence of any undeclared activity, facility or material on the State’s territory [3].  
The verification process makes use of independent information available from different sources, i.e.: 
�� The inspector activity, e.g. inspection campaigns, environmental sampling; 
�� Open source information, e.g. press (newspapers, magazines), scientific literature; 
�� Databases managed by specialised institutes 
�� Satellite imagery 
�� In house knowledge, e.g. databases available internally to the Agency, technical expert knowledge 


on nuclear fuel cycle installations; 
�� Remote surveillance of the facility; 
 
Both the States and the Agency have to deal with a large amount of information of different type, 
ranging from text, numerical data, images, CAD drawings, maps, etc.  
A relevant percentage of this information is spatially referenced, i.e. it can be characterised by their 
location on the earth. It follows that a Geographical Information System (GIS) is the suitable software 
environment for transforming the large volume of spatially related data into usable information. GIS 
are designed to accept and process large volumes of spatial data from a variety of sources and to 
efficiently store, retrieve, manipulate, analyse and display these data in a unified context and according 
to user defined specifications [4].  
 







The use of a GIS offers several advantages. Apart from the topographic support, which facilitates both 
declaration and verification activities, the automatic transfer of declared information including maps, 
drawing and any other document, allows the Agency to avoid the digitization phase and to perform the 
quality control almost automatically. 
This paper contains the description of the SIT software package (Site Investigation Tool) for 
supporting both declaration and verification activities in nuclear safeguards. Acknowledging that part 
of the information of interest is already available on different databases (e.g. declarations made 
according to the traditional protocol), SIT has been conceived as an integrator of multimedia 
information, adding the spatial dimension to data.  
The current version of SIT offers the user all tools to make declarations and to manage the information 
represented in a large variety of formats, from text to images, stored in different medium and located 
in different places. Information analysis, an important aspect of the project, is under development.   
SIT is based on a low cost desktop GIS platform. The commercial product used is ESRI ArcView for 
Windows NT with extensions for image and spatial analysis. Other commercial products are used to 
deal with documents of any format.  
 
2. THE SIT CONCEPTUAL APPROACH FOR DECLARATION AND VERIFICATION 
 
Figure 1 represents the conceptual scheme of the verification activity defined for the development of 
SIT. The information submitted under the safeguards agreements is organised into three 
interconnected models: Topological, Functional, and Operational [5]. The topological model contains 
information about the site location on the country map, the site layout, facility layout, buildings and 
MBA. Each geographical element is associated with a set of attributes for their unique identification.  
The functional/technical model describes the main process functions in the plant, flow diagrams, 
material accounting procedures and related measurement points, input and output streams, as well as 
the major technical characteristics of plant systems and units. The operational model contains life 
cycle related information, operational history and safeguards related measures and control, e.g. 
material accountancy, surveillance, etc.  
Other data, referred to as Auxiliary data, are independent of the declared information, in that they are 
used to better describe the topological model, e.g. geographical and thematic maps of countries, site 
access points, etc. 
The declared information is subject to a set of completeness and correctness controls in order to 
submit a consistent declaration, subsequently transmitted to the Agency. Since the whole declaration is 
in digital form, the transmission may also be done through the Web using encryption methods.  
The controlling Agency using SIT can import the declaration avoiding any digitization operation, an 
activity that would be rather time consuming if the declaration were on paper.  
On the declaration as a whole, the Agency’s quality control procedure is applied to verify the 
conformity of what has been declared with the agreed protocols. In case of incompleteness, error or 
loss of sufficient detail, additional requests are made to the State. 
Then for each model, i.e. topological, functional and operational, the verification is performed using 
previously submitted declarations, open source information and in-house knowledge. For instance, 
satellite images and the cartography of the area around a site are used to verify the declared 
topological model, whereas information on Nuclear Fuel Cycle is used to check the functional model, 
and so on [6]. 
In order to draw conclusions about the declaration it may be possible that additional information is 
needed from the State or from other observations. 
The main high level functionality that addressed the development of SIT are briefly listed below: 
�� Representation of a  nuclear site data in a geographically oriented data base; 
�� Capability to deal with multimedia data, e.g. text, images, video in several data formats; 
�� Capability means to import and explore site maps in various formats (CAD drawings, digital 


cartography, scanned pictures, raster and vector maps); 
�� Capability to perform spatial analysis;  
�� Determining sizes of buildings and structures; 
�� Provide tools to prepare and export INFCIRC/540 declarations, assuring the full compatibility  


with the IAEA Protocol Reporter software; 







�� Provide access to external databases, e.g. Oracle, Informix, Sybase, MS-Access using SQL 
statements and access to open source information via Internet; 


�� Compare declared site maps with satellite images to detect anomalies; 
�� Compare site maps declared at different times to detect differences; 
�� Provide capability to run external models for data analysis e.g. material data accountancy, air 


dispersion, material flow graph generation and produce results in graphical form; 
�� Provide means to import satellite images from different sources and to perform image analysis 


operations, e.g. geo-reference, rectification, feature extraction, mosaiking; 
�� Allow determining absolute position in 2-D co-ordinates of buildings and structures so that an 


inspector using a Global Positioning System (GPS) can determine his/her position in the site; 
�� Provide possibility to construct a 3-D representation of buildings and structures of the site.  
�� Allow easy customisation of the tool by the end user; 
�� Use, as much as possible, of commercial of the shelf software (COTS); 
�� System running on a desktop computer under Windows. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


FIG. 1. Conceptual architecture of SIT for declaration and verification 
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3. THE IMPLEMENTATION OF SIT 
 
The designed software architecture can be subdivided into three main parts, namely: 
 
1) The graphical user interface based on a commercial desktop GIS, in which data can be organised 
according to the topological, functional and operational models. ESRI ArcView for Windows has 
been adopted [7] with some extensions to deal with satellite images, CAD files and to perform spatial 
analysis. 
 
2) A set of tools embedded into the GIS for: 
�� accessing, retrieving and managing data from local and remote databases; 
�� performing data analysis, completeness and consistency checks; 
�� image analysis; 
�� spatial analysis; 
�� retrieval and management of documents from declaration and open source; 
�� opening documents with different formats. 
 
3) A set of databases on: 
�� declarations made according to INFCIRC/540; 
�� declarations made according to INFCIRC/153; 
�� maps and satellite images; 
�� inspection reports and environmental sampling data; 
�� nuclear fuel cycle (NFC) generic knowledge; 
�� documents from open sources (e.g. via Internet). 
 
3.1 SIT for declaration  
 
Modules dealing with the declaration are organised as represented in figure 2. Other modules may be 
added in the future to address specific user requirements. A brief description of each of them is given. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


FIG. 2. Simplified architecture of SIT for declaration 
 
Geographical database. The Geographical database is the main user interface through which maps, 
attributes, any type of document, and any model can be managed. Three different levels of maps can 
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the map of a Country, and the third the Site layout. The map at a given level, say j, can be used to 
graphically represent the results of the analysis of data represented at level j +1, as well as to open the 
j + 1 map level. For instance, when clicking on a country in the World map SIT displays the selected 
country map with all its thematic layers; when clicking on the location of a site in a country map, SIT 
shows the site layout map and all associated themes. For simplicity, in figure 2 databases on maps 
and attributes are not explicitly represented. 
Themes are thematic maps (layers) representing particular features of interest. Different thematic 
maps can be combined (overlay operation) to enhance the representation of the geographical 
information. Each theme is composed of graphical objects (features). A graphical object may be a 
point, a line or a polygon and represents e.g. a site fence, a building, a road, etc. Each object is 
associated with records of the Attribute database. Attributes are alphanumerical data and information 
that describe the graphical feature, e.g. attributes of a building may be its name, and geometrical 
dimensions, the number of floors, its use and content.  
Within SIT the basic thematic layers linked with the Attribute database are site fence, buildings, 
facilities, units, components, MBA, KMP, surveillance and sealing devices. The user may add new 
themes to represent objects of interest, e.g. entrance points, environmental sampling points, and so on. 
Any object can further be described by means of documents, images, etc, and can be linked with 
external databases as represented in the following figure. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


FIG. 3. Schematic representation of information that can be associated to any graphical object 
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Document Management module.  This module is used to associate any type of documents, e.g. text, 
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The need to deal with such a large amount and variety of documents calls for the use of a Document 
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makes the data storage and retrieval particularly simple and flexible. For example, it would be easy to 
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select an object in a theme and then to find all documents related to it, or to select all documents that 
are associated to objects resulting from a spatial query, e.g. located within a specified distance.  
Within SIT documents can be classified according to user-defined criteria, e.g. documents dealing 
with declarations made according to 153 or 540 protocols, open source documents, inspector reports, 
and so on.  Commercial applications software such as Word, Wordpad, Acrobat Reader, ACDSee, 
Excel, and so on can be used to open documents with a large variety of formats. Documents on 
Internet can also be accessed using Internet Explorer or Netscape Communicator. The user can easily 
use his / her preferred tools to open documents. This module can also be used to run external users’ 
applications. 
 
Theme module. Another possible source of data is represented by vector maps and CAD drawings, 
e.g. P&ID of a plant, the layout of the different floors of a building, and so on. Supported formats are, 
besides ArcView shape files (SHP) and ArcInfo coverages, the Autocad DWG and DXF, and the 
Micro Station Intergraph DGN. Chain of themes can also be generated to describe a system up to the 
desired level of detail. 
 
Query module. The aim of the Query module is to allow the user to access and retrieve data from 
local/remote databases through the execution of SQL statements linked to objects on maps and 
drawings. All databases supported by the ODBC drivers (e.g. MS-Access, Oracle, Informix, Sybase) 
can be accessed. A list of SQL can be associated to any graphical object. The execution of an SQL 
statement returns the content of the selected records, which can be represented either as a table for 
further data analysis, or as a chart, or as a text document.  
 
INFCIRC/540 declaration module.  This module deals with the declaration according to the 
additional protocol and has a look and feel similar to that of the of the Protocol Reporter [8].  
Articles containing the location and the building fields can be associated to sites and buildings, 
whereas all others to the country map. Thus, clicking on a given building in a nuclear site, the 
associated articles are selected and displayed. Consequently, there is no need to work with the 
Reference field: its content is automatically generated. Checks on correctness and completeness of the 
declaration are also performed. 
 
Export module. By means of this module the declaration is exported for transmission to the agency. 
The user can select the information (table, maps, drawings, documents, etc.) to export among those 
available in the system. 
 
3.2 SIT for verification 
 
The SIT architecture for verification is obtained from that of declaration by adding modules for: 
�� Importing declarations and performing quality controls; 
�� Georeferencing raster and vector files; 
�� Performing image analysis, spatial analysis, and data analysis. 
 
Import module. The Import module of SIT imports INFCIRC/540 declarations prepared with SIT for 
declaration or with the Protocol Reporter software. It can easily be realised that if the declaration is 
made using SIT, not only the digitisation can be avoided, but part of the quality control may be 
performed during the declaration process, thus reducing the probability of clarification questions.  
 
Georeference module. The Georeference module offers the user the possibility to apply different 
methods depending on the available data. The map can be geographically referenced when Ground 
Control Points (GCP) are available. GCP are points of the site area for which geographical co-
ordinates are known e.g. an inspector with the GPS may easily take GCP co-ordinates.  
When a geo-referenced satellite image of the area of interest is available then it is also possible to take 
from it the GCP necessary to georeference the site map. The SIT module to georeference maps is 
based on the ESRI Image Analysis extension. 
 







Image analysis module. For the purpose of verification this module allows the user to easily perform 
other useful operations, such as: 
�� Import several image formats e.g. BMP, BSQ, BIL and BIP, CADRG, CIB, ERDAS, JPEG, 


NITF, TIFF, Sun raster files and others; 
�� Perform image enhancement; 
�� Perform change detection for continuous and thematic imagery; 
�� Perform multispectral categorisations for land cover mapping and data extraction;  
�� Mosaic imagery from different sources and different resolutions.  
 
In the verification process the Image analysis module can be used e.g. to compare the site layout map 
with a satellite image in order to identify possible discrepancies between the declaration and the real 
situation. Figure 4 is a screen shot of SIT showing the declared map of a site superimposed to the 
IKONOS image. The site map has been georeferenced with GCP taken from the image, and then its 
background colour has been made transparent.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


FIG. 4. Result of the verification of a site map against an IKONOS satellite image 
 
In this figure the declared buildings are represented with semi-transparent polygons, whereas 
mismatches between the map and the image are represented with colourful polygons. More precisely, 
yellow is assigned to unclear objects, red to undeclared buildings, green to buildings that are 
represented in the map but not in the satellite image, and blue for those that are in the image but not in 
the map. The colourful polygons represent the point of the map that need further investigation through 
site inspections. 
 
4. ADVANTAGES OFFERED BY THE SIT APPROACH 
 
The SIT system represents a powerful and attractive tool which facilitate both declaration and 
verification activities. It offers several advantages, among which: 
�� Automatic loading of the geographical co-ordinates of sites; 
�� Representation of information on maps;  







�� Link the declarations to maps, with consequent query from maps; 
�� Automatic generation of the content of the Reference field of the additional protocol; 
�� Possibility to describe any graphical object at any level of detail;  
�� Easy access to data stored into local/remote databases supported by ODBC; 
�� Lower probability to make mistakes or to submit an incomplete declaration (due to the cross-


checking between the topological model and the declaration) resulting in a reduction of 
clarification questions from the Agency; 


�� Due to the total compatibility of SIT with the Protocol Reporter, declarations made with the latter 
can be imported and associated to the topological model; 


�� Declarations made with SIT can be automatically imported for verification, including maps, 
themes and other associated documents, thus avoiding the digitalisation phase; 


�� Since all the information is in digital form, the submission may be done via Internet using 
appropriate data security techniques; 


�� Possibility to perform spatial analysis in addition to the conventional data analysis; 
�� Representation of the results of data analysis in graphical form on maps or as charts; 
�� Comparison of satellite images with declared site layout maps; 
�� Comparison of images/maps taken at different time to detect changes. 
 
5. FURTHER DEVELOPMENTS  
 
The current version of SIT contains all modules for managing declared information of any type: 
attributes, texts, images, videos, etc.  Data and information can be stored into local or remote 
databases. The current version of SIT allows the user to generate the topological and functional 
models and to make Additional Protocol declarations. It is also possible to check declared site 
infrastructures using satellite images. 
The software is at an advanced stage of development. The software development work will continue 
with the consolidation of the current version and with the development of the analysis modules. In 
parallel it will be tested on real cases.  
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J.F. MOREAU, J.C. MARTIN 
SAPHYMO, France 
In the framework of the French Support Program for the IAEA Safeguards, the “Institut de 
Protection et de Sureté Nucléaire” (IPSN), developed an electronic seal called Integrated and 
Reusable Electronic Seal (IRES) that enables independent verification by different 
inspectorates (IAEA, Euratom, and National Inspectorate) 


The seal can be remotely interrogated by radio frequency and integrated to other 
Containment/surveillance systems by serial line RS 485. Data are authenticated and the 
IRESMAG software manages in the seal reader all functionalities of the seal and records 
inspection data compatible with the IAEA’s Seal Database. To perform this development, 
IPSN relies on industrial partners: SAPHYMO for the general architecture of the seal and the 
electronics, THALES for the authentication of data and the security of transmission. 


 
I – THE MAIN FEATURES OF IRES 
The main features of the IRES seal are the following 
�� Interrogation by different inspectorate, allowing independent conclusions. 
�� Recording of events, including tampering, in a non-volatile memory. 
�� Authentication of data and enhanced security of the communication between the seal and 


the seal reader. 
�� Remote interrogation by an inspector or/and automatic for unattended systems or remote 


monitoring. 
�� Reusable after erasing the seal memory and replacement of the batteries (these operations 


must be performed in a secure maintenance site). 


In the light of the results of the feasibility study, prototypes, developed by the SAPHYMO 
Company, have been demonstrated, in France, between July and September 1999, with data 
remote transmission to Vienna. 
 
II – SEAL TECHNICAL DESCRIPTION 
The seal is manufactured as far as possible with existing industrial components, as following: 


Seal enclosure which is a commercially available aluminum enclosure (size 64*98*36 mm), 
contains all components of the seal except the seal wire. 


Sensor element “Sealing wire” : enables to fit through the containment parts for sealing and 
also to attach to the seal enclosure and electronics. It is a special electrical cable containing a 
sensitive element able to detect any unauthorized attempt of tampering and which resistivity 
varies very slightly in the temperature range of the seal operation. Continuous measurement 
of the resistivity corrected by the temperature insures the tamper indication to detect any 
unauthorized attempt. This cable was selected to be easy to fit and resistant, with a diameter 
of 2.5 mm (connectors diameter: 4 mm). 


The connection to the electronics is performed through a dedicated watertight connector 
embedded into the seal enclosure. This connector allows easy connection even with gloves. 







Electronics, records any change in the status of the sealing wire connected and other 
tampering events and produces an internal data base containing a list of date and time 
stamped events which can be retrieved upon request (by the inspector during inspection or 
automated in remote monitoring applications). The database includes also state of health 
messages confirming the proper performance of the seal components (self-diagnostics). 


The main micro controller manages all the seal functions. It is designed to minimize the 
power consumption. 


The authentication micro controller hosts the main security functionalities of the seal: 


- the authentication software DSA elliptic and the private key. The length of the key is 192 
bits. 


- the software in charge of the security of the data exchange between the reader and the seal 
in order to avoid any replay of a command by a malevolent actor. This software is based 
on an exchange of a question (containing a random aspect) and response to this question, 
between the seal and the reader which share a common secret.  


The non volatile memory installed in the seal (EEPROM) has a capacity of 160 Ko which is 
sufficient to record more than 1800 events and parameters. Furthermore, the memory stores 
parameters such as ID and specific code introduced at the factory and at a maintenance site of 
the inspectorate. 


The link between the seal and the seal reader: two kinds of link may be used. 


- The RF Communication link enables the data transfer between seal and the seal reader. 
This is performed by radio frequency communication with a frequency of 433 MHz. This 
frequency may be customized according to countries regulations in which the seal will be 
used. The advantage of this communication mode is to permit the verification of a seal 
placed into a glove box. It utilizes a standard protocol. The power consumption is some 
mA in communication and less 1 µA in sleeping mode. The information transferred to the 
interrogating device is always authenticated between the seal and the seal reader in using 
a private/public key system. Moreover, specific software has been implemented to avoid 
any replay of a command. 


- The serial link is a RS 485 standard one and allows to connect up to 32 seals gathered in 
a daisy chain. This connector hosts also the external power supply. The connector is 
watertight and easy to connect even with gloves. This link uses the same communication 
protocol, the same authentication and security systems as the RF link 


Practically, there is only one plug devoted to the communication on the seal enclosure; it can 
be used for both RF and serial link. 


The temperature sensor, located close to the enclosure, detects any sudden variation of 
temperature and records those variations. In addition it corrects automatically the measure of 
the cable resistivity. The detection of abnormal variation of the temperature will be recorded 
before that the other components should be affected. 


Batteries, are 3 AA lithium type, in case of stand-alone mode. Batteries are exchangeable 
only during the maintenance of the seal. An additional back up battery ensures recording of 
events in case of main batteries failure (excepted all other functions). 


The seal reader enables the inspector to attach, detach and collect the seal authenticated data 
(status and performance) by remote data acquisition. The seal reader consists of a 
commercially available laptop computer running a standard operating system Windows NT 4. 
A specific customized interface device, which is plugged in the serial port, is needed to 
establish the RF link to the seal. 







The management software, called IRESMANAG, is implemented in the seal reader. Seal 
data are stored, authenticated, evaluated by the management software, displayed on the screen 
with a possibility to print out tables for on-site inspections. Data are stored in a database 
compatible with the MS-ACCESS format allowing their easy transfer to IAEA seals database. 
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ABSTRACT 
 


Recent state orders, directives, regulations are reviewed as well as practical 
results of the state system for nuclear material accountancy and control (NMAC) 
development in the Russian Federation are addressed. Based on the Federal Laws and 
regulations responsibilities of different agencies related to the NMAC are discussed in 
view of transforming the existing nuclear material accountancy and control systems to a 
new system at the federal level. Governmental Orders of 10 July 1998 No.746 and of 15 
December 2000 No. 962 assigned Minatom of Russia as the agency in charge of 
establishing and operating the NMAC at the federal level while Gosatomnadzor of 
Russia as the agency responsible for the enforcement of the MC&A regulation and for 
the NMAC oversight functions. 


Provisions of major regulatory documents that have been or are currently being 
developed defining requirements, procedures, conditions and agencies’ responsibilities 
in the area of NM control and accounting are addressed. 


Trends in development of the domestic safeguards system are reported in light of 
strengthening regulation, inspection infrastructure and licensing of NM use. 


  
  


 
1. Normative basis 


 
 Clause 25 of the Federal law "On use of atomic energy " establishes responsibilities of 


state regulatory bodies of to carry out supervision of the system of the state account and 
control of nuclear materials, as well as inspections connected to performance of their 
responsibilities.The concept of the system of the state account and control of nuclear materials 
(SSAC) defines  supervision of the SSAC as an observance of norms and rules by the 
authorized federal bodies of the executive authority. 


The recent documents: Rules of organization of the SSAC (the Governments decree of 
July 10, 1998 No. 746) and Provisions for the SSAC (the Governments decree of December 
15, 2000 No. 962)  contain requirements to organization and implementation of the SSAC, 
including realization of inspections  for check of a condition of the account and control of 
nuclear materials and their presence in territory of the Russian Federation. 


According to the Decree of the President of Russian Federation from 30.12.99 No. 
1772 Gosatomnadzor of Russia carries out supervision  of the account and control of nuclear 
materials. 


The subjects of supervision are all levels in system of the SSACs ensuring performance 
of norms and rules, are: 


�� ·   agencies in charge for SSAC operating and functioning at federal and 
departmental levels; 







 


�� ·   information and analytical organizations of storing, processing and 
transfer of the information related to the SSAC; 


�� ·   nuclear material operating facility.  
 


At present supervising functions have been fulfilled only at a level of operating facilities. 
The mechanism of the supervision of the other elements of the SSAC is in a stage of formation 
as the scope of activities of these elements is not defined properly.    


 
2. Structure of the state system of the account and control of nuclear materials  
 


 The agencies in charge for SSAC operating and functioning at the federal and 
departmental levels are:  


At the federal level - Ministry of the Russian Federation on atomic energy; 
At the departmental level - federal agencies of the executive authority which carry out 


state management of nuclear facilities operating nuclear materials: Ministry of atomic energy, 
Ministry of Education, Shipbuilding Agency, Ministry of science and industry, Ministry of 
transportation, Russian academy of sciences. 


  
The fundamental progress is achieved at a level of operating facilities. Material balance 


areas have been formed practically at all nuclear facilities. The automated systems of the 
account and control, modern methods and means of measurements of nuclear materials 
actively take root. 


The federal information system of the account and control of nuclear materials is 
created, by which more than 15 enterprises directing formalized reports on material balance 
areas are connected in a skilled mode. 


The creation of uniform system of measurements of nuclear materials for the purposes 
of the account and control is finished. 


The prototypes of domestic developed instruments for not destructive measurements of 
nuclear materials are developed.  


The branch normative documents on the account and control of nuclear materials are 
commissioned, the forms of the state and departmental registers of nuclear materials are 
authorized. 


At the same time it is necessary to note, that the process of creation of system of the 
state account and control of nuclear materials passes slowly. 


The most of forms of the reporting system of the till now are not authorized. The annual 
summary reporting form and the summary inventory change form for the entire organization 
are developed, but development of the reporting forms for material balance areas stipulated by 
the Basic rules of the account and the control of nuclear materials however lingers over. 


It is not established how the SSAC will provide: 
- Effective state management of nuclear materials; 
- Conditions for application of IAEA safeguards; 
- The control of observance of the international obligations in the field of 


nonproliferation of the nuclear weapon; 
- Conducting the account and control of nuclear materials being the property of  other 


states. 
  


3. Purpose and methods of realization of supervision 
 


Clause 23 of the  Federal laws on use of an atomic energy  states that nuclear 
materials are subject of the state account and control for: 







 


�� ·   Determination of NM amount in places of their presence(finding); 
�� ·   Prevention of losses due to both non-authorized use and plunders; 
�� ·   Granting the information   the state authorities about presence and moving of 


nuclear materials, their export and import 
The methods for supervision of the SSAC  include: 


�� ·   Reception and analysis of the information about the account and control of 
nuclear materials at the federal and departmental levels and that received from 
operating facilities; 


�� ·   Implementation of  inspections of SSAC, including check of presence of nuclear 
materials; 


�� ·     application of the sanctions in cases stipulated by the legislation.  
 


At present GAN does not receive the information from Minatom or state agencies about 
a condition of the account and control of nuclear materials at the federal and departmental 
levels. The analysis of a condition of the account and control is carried out on the basis of the 
reports and information being received from operating facilities, and accumulated during 
inspections. 
 
4. Guidelines   
 


The supervision  is carried out on the basis of the guidelines of Gosatomnadzor and 
other normative legal acts regulating realization of inspections, reporting and use of 
instruments. 


17 guidelines is effective, including: 
�� ·   4 - requirement and recommendation to organization of the account and control 


of nuclear materials; 
�� ·   2 - about  reporting in the GAN system; 
�� ·   2 - about use of NDA and other equipment and means; 
�� ·   9 - on inspection activity.  
  


5. Organization and results of inspection activity  
 


The planning of target inspections of the account and control of nuclear materials is 
carried out directly by the regional offices of GAN.   


Total number of inspections  can be accounted  as follows: 
N = КI nI + КII nII + КIII nIII + КIV nIV; 
Where: К(i) – number of physical inventories in one year for MBA with nuclear materials 


of  I, II, III and IV categories; n(i) -  number of MBA  with nuclear materials of I, II, III and IV 
categories  


  
Actual amount of MBAs of different categories of HOLES on the data of Districts and 


the appropriate quantity(amount) of physical inventories per one year makes: 
 
 







 


Category Number of physical 
inventories per  year  Number of MBA


Quantity of physical 
inventories per  year 


I 12 76 912 
II 4 24 96 
III 2 4 8 
IV 1 21 21 
Total  125 1037 


The estimation shows, that the number of target inspections connected only to 
verification of the results of physical inventories should make 1037. 


The GAN guidelines stipulate target inspections at  68 nuclear sites (miscellaneous not 
included), and also require verification of actual presence of nuclear materials. The certain   
requirements and quantitative criteria on frequency of   inspections  now is not formulated. As 
soon as a reference value related to the frequency of target inspections for verification of a 
physical inventory has been accepted, GAN should increase its inspection activities by the 
factor of 4.  It might also require to revise planning of operative inspections.   


As a rule result of inspection activity is estimated by amounts and contents of the 
infringements revealed during inspections. There is no formally established scale of the 
importance of such infringements. At the same time it is expedient to establish priorities, 
proceeding from which the inspections should be planned  and carried out and the results 
should be analyzed.  


The provisional list of infringements in the field of the account and control of nuclear 
materials with assignment of factors of the importance of infringements, and also  amount of 
infringements  is submitted in the table. 


Provisional classification of infringements 
The name of infringement  


Importa
nce 


 
Number 
of 
Infringem
ents for 
last  half-
year 


Loss of NM 1,0  1 
 NM anomaly not detected during PIT   0,9 0 


Discrepancy of terms of conducting PIT and deviation from the 
established order of PIT 


  0,8 9 


Absence of the systematic monitoring of or control on NM presence 
and moving   


 0.8 5 


Wrong application of means of the control of access to NM 0,7  17 
Wrong organization of MBA, storage of NM not in wrong (not 


authorized) places 
0,6  53 


Delayed and wrong statement on the account of NM 0,5  5 
Deviations from the established order of certification or 


calibration of means of measurements 
0,4  16 


Delayed and doubtful finishing up to oversight bodies of the 
items of information about presence of NM 


0,3  3 


Delayed training and certification of the personnel 0,2  5 
Mistakes and deviations from the established requirements in 


conducting accounting and operating documentation at the facility   
0,1  104 







 


GAN plans to incorporate this classification in the Automated Information System.   The 
factors have provisional expert estimated meanings(importance). 


It is necessary to continue the analysis of infringements in the field of the account and 
control of nuclear materials, and also to enter classification of these infringements with the 
purpose of formation of the approach to development of the criteria for estimation of proper 
functioning the SSAC.   


The quantitative characteristics of inspection activity for one year 
Distri


ct of 
GAN 


Total 
number of 
inspections / 
per one 
inspector 


Number 
of sites 
under 
supervisio
n 


Number 
of 
material 
balance 
areas 


Number  
of the 
inspector
s 


Average 
number of 
inspection
s per site 


Average 
number of 
deviations 
per 
inspection 


Volga 
Region 


21 / 4,2 4 15 5 5,2 0,93 


Far-
Eastern 
Region 


4 / 1,3 1 1 3 4,0 0 


Don 
Region 


15 / 3,75 3 7 4 5,0 2,0 


Norther
n-
Europe
an 
Region 


25 / 3,1 14 24 8 1,8 1,0 


Siberia
n 
Region 


78 / 7,1 16 49 11 4,9 1,4 


Urals 
Region 


80 / 10 5 13 8 16 2,4 


Central 
Region 


61 / 3,4 25 46 18 2,4 4,7 


Total 284 / 5,0 68 155 57 4,2 1,9 
 
The parameter of intensity of inspection activity can be served by relative meanings of a 


number of inspections of a site and a relative number of inspections per an inspector. The 
quality of inspections can be conditionally characterized by an average   number of deviations 
per inspection.  


 
 
 
  







 


6. Technical maintenance 
 


Instruments for not destructive check of presence of nuclear materials. 
 


The rules of organization of the SSAC  assigns GAN to conduct   inspections  and check  
presence of nuclear materials. A reliable and effective method of such check is  random   
measurements of nuclear materials with use of NDA instruments.   


  
To the present moment at disposal of GAN there are 86 NDA devices (instruments), 


including: 
�� 11 – neutron counters; 
�� 56 – gamma analyzers; 
��  8 -  thickness meters; 
�� 2  - Cherenkov devices; 
�� 9  - gamma instruments of the InSpector type  have not passed the appropriate 


check and are not  handed for use by inspectors.  
 


Reference samples of  nuclear materials 
The first 20 sets of uranium reference samples for GAN were developed in Bochvar 


Institute of in-organic materials, Moscow. 
Reference samples (URS) are used by the inspectors of GAN for calibration of NDA 


gamma instruments. Each set contains 5 samples with the following enrichment on uranium 
235 (in percentage): 0,72; 3,6; 20,0; 36,0; 90,0 


  
In addition GAN ordered development: 


�� ·   4  sets of uranium large weight samples 
�� ·   8  sets of plutonium samples of different isotopes. 


  
 Expected terms of reception of these complete sets - 2002. 
   
 
Maintenance and service of instruments 
The large attention is given to questions of maintenance, service and repair of NDA 


instruments available at GAN. 
Specialized centers of technical support (TSC) are being created in four of seven GAN 


regions: Northern-European, Central, Siberian and Urals. The first TSC was officially 
commissioned in April 2000 in the Siberian region in Novosibirsk.  


This center  now makes service and majority of kinds of repair of all NDA instruments 
available in the Siberian district, and also can render these services to the enterprises of 
Minatom of Russia and customs organizations in the region. 


 
  
7. The automated information system of GAN   
 
One of the key factors influencing increase of efficiency of supervision of system of the 


state account and the control of nuclear materials is the introduction of the automated 
information system that comprises information flows related to accounting, control and physical 
protection within GAN at three levels: the GAN head management (GAN HQ), the GAN 
regional offices and the GAN territorial inspectorates (located at major nuclear sites).    







 


To the present time the development  of the module of the system is completed. 
The system allows to automate different elements of the GAN regulating activities in the 


field of the account and control of nuclear materials.   
The system includes the following functions: 


1. Registration normative and regulatory documents concerning account and control of 
nuclear materials; 


2. Registration of organizations operating with nuclear materials, and information describing a  
system of the account and the control of nuclear materials in organization; 


3. Registration of the GAN infrastructure; 
4. Licensing; 
5. Planning and preparation of inspections; 
6. Conducting inspections and reporting on results of inspections. 


  
8.   Training 


Since 1997 the training programme was generated in the field of supervision of the 
account and control of nuclear materials. 


Since that 43 seminars for more than 250 employees of GAN are carried out.   


The following training courses have been developed for the GAN inspectors and stuff:   
1.   Bases of inspection activities in the field of the account, control and physical protection 


of nuclear materials,  
2.    Principles of inspections of systems of the account and control of NM in the form of 


items,  
3.   Inspections of systems of the account and control at the enterprises with nuclear 


materials in bulk form,  
4.   Devices and methods of neutron not destructive measurements of nuclear materials,  
5.   Devices and methods of gamma not destructive measurements of nuclear materials,  
6.   Application of statistical methods for verification of the account and control systems. 


 
 9.   Tasks to improve SSAC supervision 
 


The basic tasks of perfection of supervision of the SSAC are: 
��  Increase of a professional level of inspectors by means of study of the 


normative documents containing requirement to the account and control of nuclear 
materials subject to check, first of all   « the Basic rules of the account and control of 
nuclear materials ». 


�� ·   Reconsideration and development of the new guidelines on planning, 
realization and analysis of results of inspections  in view of the requirements of « the 
Basic rules of the account and control of nuclear materials ». 


�� ·   Introduction in operation of the automated system of supervision of the SSAC  
implementation and appropriate training of the users at all levels. 


�� ·   Completion and introduction in practice methods and techniques of 
measurements of the characteristics of nuclear materials. 


�� Definition of principles and mechanism of supervision of the SSAC as a 
whole and its components. 
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LEVERAGING PHYSICAL PROTECTION TECHNOLOGY FOR INTERNATIONAL 
SAFEGUARDS APPLICATIONS 
 
 
DON GLIDEWELL 
Sandia National Laboratories, Albuquerque, NM, USA 
 


In an effort to improve the effectiveness, efficiency, and reliability of equipment used for 
International Safeguards, the European Safeguards Research and Development Association 
(ESARDA) Reflection Group requested the ESARDA Containment and Surveillance Working 
Group to investigate the feasibility of employing physical protection technologies for 
international safeguards applications.   


The physical protection market has traditionally been much greater than the international 
safeguards market.  Consequently, physical protection technology has been subjected to greater 
testing and evaluation, and has enjoyed much greater real world experience.  The larger market 
yields economies of scale, and the greater testing and experience should arguably result in 
improved reliability. 


This paper will compare requirements for physical protection versus international safeguards 
equipment, and identify types of physical protection equipment, which have potential for 
safeguards applications.  It will evaluate both Commercial Off-the-Shelf (COTS) and non-COTS 
equipment.  Finally, for selected physical protection equipment, the paper will evaluate the 
degree of modification that would be needed to make it acceptable for safeguards applications. 
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NON-PROLIFERATION AND SAFEGUARDS IN SOUTH AFRICA 
 
Alta Broodryk 
Division Safeguards  
NECSA 
Pretoria 
South Africa 
 
Abstract 
 
South Africa, being a country with a nuclear weapons capability was prepared to remove this 
capability before acceding to the NPT, is very much dedicated to the prevention of Nuclear Weapons 
through controlling Nuclear Material, Nuclear Equipment and Dual-Use Related Materials and 
Equipment. To comply with the requirements of the various non-proliferation treaties, regimes and 
suppliers groups, local legislation was published in the South African Government Gazette. According 
to this legislation the Minister of Minerals and Energy is the National Authority for the 
implementation of Safeguards within South Africa. The minister delegated certain activities of this 
function to NECSA. To ensure that all the IAEA safeguards requirements are met, the Division 
Safeguards as National Authority, within NECSA, designed a State’s System of Accounting for and 
Control of Nuclear Material based on the ISO 9001:2000 International Standard. To comply with the 
ISO International Standard requirements various procedures, instructions, technical specifications and 
lists were prepared. A management Review was also performed to evaluate the effectiveness and 
suitability of the Quality Management System. The objective of the Quality Management System is to 
provide assurance to the National Authority that it can state, with a high level of confidence, that the 
information and products provided to the IAEA are formally and technically correct and that no 
diversion of significant quantities of material occurred. In future the South African National Authority 
would like to measure the performance of the SSAC and to enhance continual improvement by 
benchmarking. Therefore one of our objectives is to measure South Africa’s SSAC’s performance 
against that of other member states. 
 
 
1. NON-PROLIFERATION POLICY 
 
1.1. Treaties, Regimes and Groups 
 
South Africa, being dedicated to the prevention of Nuclear Weapons through controlling Nuclear 
Material, Nuclear Equipment and Dual-Use Nuclear Related Materials and Equipment, became a party 
to various non-proliferation treaties, regimes and groups: 
 
— Non-Proliferation Treaty 
— Chemical Weapons Convention 
— Partial Test Ban Treaty 
— Comprehensive Test Ban Treaty 
— Pelindaba Treaty (African Nuclear Weapons-free Zone Treaty) 
— Bacteriological and Toxin Weapons Convention 
— Missile Technology Control Regime 
— Nuclear Suppliers Group 
— Zanger Committee 
 
1.2. Commitment 
 
The National Non-Proliferation Policy, as stated in Cabinet memorandum 10, dated 8 August 1994, 
clearly defined South Africa’s commitment to Non-Proliferation as follows: 
 
The Cabinet approved in principle that – 
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(a) South Africa continues to implement a policy of non-proliferation and arms control and be an 
active participant in the various non-proliferation regimes and suppliers groups; 


(b) South Africa adopts positions supporting the non-proliferation of weapons of mass destruction 
with the goal of promoting international peace and security; 


(c) South Africa utilises its position as a member of the suppliers regimes and of the Africa 
Group/NAM to promote the importance of non-proliferation and to ensure that these controls do 
not become the means whereby the developing countries are prevented from obtaining access to 
the advanced technologies which they require for their development; 


(d) South Africa continues in its objective to become a member of all the non-proliferation regimes 
and suppliers groups; and 


(e) The best interests of South Africa in regard to the use of technology in nuclear, chemical, 
biological and missile spheres for civil and peaceful purposes at all times be effectively 
protected. 


 
South Africa occupies a unique position in the history of the Non-Proliferation Treaty (NPT) in being 
the first country with a nuclear weapons capability that has willingly turned itself into a country 
without this capability and has then acceded to the NPT. The first nuclear device built was completed 
in December 1982, five more devices followed at an orderly pace of less than one per year and on 26 
February 1990 cabinet officially implemented the termination of South Africa’s nuclear deterrent 
capability.  
 
South Africa acceded to the Non-Proliferation Treaty on 10 July 1991 and a Comprehensive 
Safeguards Agreement, INFCIRC/394, between the South African Government and the IAEA was 
signed on 16 September 1991. South Africa submitted its initial inventory of nuclear material to the 
IAEA on 30 September 1991 and the first verification team from the Agency arrived on site in 
November 1991. 
 
To comply with the requirements of the Non-Proliferation Treaties, Regimes, Groups and the 
Safeguards Agreement the following two acts were promulgated: 
 
— The Nuclear Energy Act, 46 of 1999 (replacing Act 131 of 1993); 
— The Non-Proliferation of Weapons of Mass Destruction Act, 87 of 1993. 
 
 
2. IMPLEMENTATION OF THE SAFEGUARDS AGREEMENT 
 
According to Act 46 of 1999 the Minister of Minerals and Energy is the National Authority for the 
implementation of the Safeguards Agreement in South Africa, however, the Minister delegated part of 
this Authority to NECSA’s Division Safeguards. 
 
 
3. QUALITY MANAGEMENT SYSTEM 
 
3.1. Quality Standard 
 
To ensure that the requirements of the various acts, control regimes and treaties are met the National 
Authority designed a State’s System of Accounting for and Control of Nuclear Material based on the 
ISO 9001:2000 International Standard. This international standard was selected because ISO 9001 
certification of the quality management system can be obtained which would be internationally 
accepted. 
 
In the international standard ISO 9000:2000, quality management principles were identified for top 
management that can be used in order to lead an organization towards improved performance.  These 
principles were used to form the basis of the ISO 9001:2000 international standard. 
The eight quality management principles on which the ISO 9001:2000 standard is based are as 
follows: 
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— Customer Focus 
The National Authority is responsible for the implementation of the Safeguards Agreement and 
therefore should understand current and future IAEA needs, should meet IAEA requirements 
and strive to exceed their expectations. Co-operation between the Nuclear Facility Operators 
and the National Authority is also very important as this has an impact on the quality of the 
service to IAEA. 


— Leadership 
Leaders establish unity of purpose and direction of the organization. They should create and 
maintain the internal environment in which people can become fully involved in achieving the 
organization’s objectives. 


— Involvement of people 
People at all levels are the essence of an organization and their full involvement enables their 
abilities to be used for the organization’s benefit. 


— Process approach 
A desired result is achieved more efficiently when activities and related resources are managed 
as a process. 


— System approach to management 
Identifying, understanding and managing interrelated processes as a system contributes to the 
organization’s effectiveness and efficiency in achieving its objectives. 


— Continual improvement 
Continual improvement of the organization’s overall performance should be a permanent 
objective of the organization.  


— Factual approach to decision making 
Effective decisions are based on the analysis of data and information. 


— Mutual beneficial supplier relationships 
An organization and its suppliers are interdependent and a mutually beneficial relationship 
enhances the ability of both to create value. 


 
As can be seen from the above this International Standard focuses on customer satisfaction, 
continuous improvement, the demonstration of commitment and the prevention of non-conformity. It 
emphasises top management commitment, measurability of objectives, customer needs and 
expectations and requires greater commitment to meeting requirements and to continuous 
improvement. 
 
The International standard requires that management appoint a management representative to ensure 
that the quality management system is established, maintained and implemented. This representative is 
also responsible for the promotion of awareness of the quality management system and customer 
requirements to enhance the quality of the service provided. 
 
In order to implement a quality management system, in accordance with the International Standard, 
the following steps were followed: 
— Processes needed for the quality management system was identified; 
— Sequence and interaction of these processes were determined; 
— Criteria and methods required to ensure the effective operation and control of these processes 


were determined; 
— Information necessary to support the operation and monitoring of these processes were made 


available; 
— Processes were monitored, measured and analysed; and 
— Actions necessary to achieve planned results and continual improvement of these processes 


were implemented. 
 
By following these steps confidence is created in the capability of the processes, quality of the service 
and products and it provides a basis for continual improvement thus leading to increased customer and 
other interested parties satisfaction. 
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3.2. Procedures 
 
The ISO International Standard requires six “direct” documented procedures and two “indirect” 
documented procedures and to comply with this requirement the following procedures were 
established and maintained: 
 
— Quality Manual describing the quality management system (including justification of any 


exclusions), documented procedures and the interactions between processes of the system to 
ensure effective planning, operation and control of the processes, the Safeguards Policy and 
objectives; 


— Customer focus that identifies the requirements for the implementation of safeguards to ensure 
that the IAEA expectations are met with the aim of enhancing IAEA satisfaction and provide for 
continual improvement thereof. 


— Control of documents defining the controls needed to approve, review, update and identify the 
changes in revisions of documents. It also ensures that legible, identifiable, controlled copies of 
current revisions are available at point of use to prevent the use of obsolete documents; 


— Control of quality records to ensure that records remain legible, identifiable and retrievable to 
provide evidence of conformity to requirements; 


— Internal Audits prescribing audits at planned intervals to determine whether the quality 
management system conforms to the requirements of the ISO International Standard, the 
requirements established by the National Authority and whether the system is effectively 
implemented and maintained; 


— Control of non-conforming products defining the controls, related responsibilities and 
authorities for dealing with non-conforming products. 


— Corrective Action defining the requirements for reviewing nonconformities (including IAEA 
complaints), determining the causes thereof, evaluating the need for action to ensure that it does 
not recur, determining and implementing action needed, records and review of the action taken 
to ensure adequacy thereof; and 


— Preventative Action defining the requirements for determining potential nonconformities, 
evaluating the need for action to prevent occurrences, determining and implementing action 
needed for prevention, records and review of the action taken. 


 
The quality management principles were used to establish the procedural requirements and therefore 
these procedures form the basis of the quality management system. 
 
An additional procedure, covering the packaging and shipment of IAEA destructive analysis samples, 
was also included in the quality management system to ensure completeness thereof.  
 
3.3. Instructions 
 
The following instructions were prepared, after the IAEA requirements were identified and defined, to 
ensure that the IAEA expectations are met and that the products conform to the requirements as 
specified. 
 
— Completion of Design Information Questionnaires 
— MBA-KMP Structure 
— Instruction for the Completion of Accounting Reports and Related Documents 
— Instruction for the Planning and Conducting of Inspections and Physical Inventory Verification. 


(National Authority) 
— Instruction for the Planning and Conducting of Inspections, Physical Inventory Taking and 


Verification. (Facilities) 
— Measurement System and Measurement Control Programme 
— Shipper / Receiver Differences 
— Material Unaccounted For 
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The objective of these instructions are to clearly define responsibilities and ensure that the format of 
information provided to the IAEA always conforms to the specifications as agreed upon with the 
IAEA. 
 
Each of these instructions identifies key areas and defines the requirements for these areas as follows: 
Completion of Design Information Questionnaires 
This document sets out the procedure to be followed during the completion of Design Information 
Questionnaires (DIQ’s) and includes the requirements for advance notifications regarding new 
facilities and changes in existing Facilities. 
 
MBA-KMP Structure  
This document gives the factors to be taken into account and the criteria to be met in the determination 
of Material Balance Areas (MBAs) and Key Measurement Points (KMPs) and gives guidelines 
regarding MBA / KMP structure, KMP Type and KMP Selection. 
 
Instruction for the Completion of Accounting Reports and Related Documents 
This instruction covers the reports and documents to be completed for the accounting of nuclear 
material at State and Facility level and describe report numbering and revisions, material balance 
reports, inventory change reports, physical inventory listings, textual reports, general ledgers and 
advance notification of transfers. Special procedures such as category changes, rebatching, adding, 
deleting or correcting a line in an inventory change report and deleting or correcting a line in a general 
ledger are also included. Specific formats and the timeliness aspects are also covered by this 
instruction. 
 
Instruction for the Planning and Conducting of Inspections and Physical Inventory Verification. 
(National Authority)  
This document sets out the procedure to be followed by the National Authority before, during and 
after an IAEA inspection, physical inventory verification or a national inspection and applies to all 
inspections and PIVs conducted by the inspectors of the National Authority and the inspectors of the 
IAEA. It ensures that the facilities are notified regarding inspections, that the equipment, material 
and/or documents required by the IAEA inspector are available, that documentation in the correct 
format is provided to the IAEA inspector and that the inspections is well co-ordinated. 
 
Instruction for the Planning and Conducting of Inspections, Physical Inventory Taking and 
Verification. (Nuclear Facilities)  
This document sets out the procedure to be followed by all Nuclear Facilities during Physical 
Inventory Taking. It also sets out the procedure to be followed before, during and after an IAEA 
Inspection or Physical Inventory Verification. Aspects addressed by this instruction are: 
 
— Instructions for physical inventory taking and plant clean out at each facility; 
— Notification to all relevant personnel to ensure that people are available to perform the required 


actions; 
— Documentation and its format requirements; 
— Timeous availability of these documents; 
— Activities performed during inspections/verifications; and 
— Reporting requirements. 
 
The requirements of the Inspector Field Support System (IFSS) developed by the IAEA are also 
included in this instruction. By specifically defining and specifying the requirements of the IFSS the 
National Authority has ensured that the format of files on diskette, supplied to the IAEA during 
inspections, always conform to the requirements and therefore the time spent on stratifying the 
inventory was much shortened and the inspection effort enhanced. Lists listing additional information 
such as the Material Description Codes (MDC) as well as the Operators Codes approved for each 
facility were prepared to support the instructions. This is also of vital importance for the IFSS as the 
stratification is being done according to the MDC and Operators Code. If these codes were different 
for each inspection the IFSS would have been of no use to the inspectors during inspections. 
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Measurement System and Measurement Control Programme 
The purpose of this instruction is to describe the requirements of a measurement system and 
measurement control programme to meet the obligations of the Agreement between the South African 
Government and the International Atomic Energy Agency. 
 
The objective of the measurement system and measurement control programme is to assure that the 
measurement methods selected for use are capable of measuring the material in question to the desired 
levels of precision and accuracy. It therefore prescribes that all calibrations be performed, where 
practical and possible, using standards that were calibrated by South African National Accreditation 
Services (SANAS) accredited or NECSA approved/accepted test or calibration laboratories to provide 
traceability to national or international standards. 
 
The instruction also gives guidelines for the determination of all the required measurement processes 
at each KPM as well as sampling procedures to be followed. 
 
The instruction also requires that inter laboratory comparison be performed by comparison and 
evaluation of results for all IAEA samples taken and analysed with results obtained from duplicate 
samples taken by the facility operator. The National Authority Inspector evaluates these results for the 
presence of any trends. 
 
Shipper / Receiver Differences 
This instruction describes the requirements and responsibilities for identifying, reviewing, resolving 
and evaluating shipper/receiver differences (DI). It gives guidelines for the identification of KMPs 
where shipper/receiver differences can be found, and measurement processes that can contribute to the 
difference. The instruction also prescribes the calculation of acceptance criteria and requires the 
evaluation of any shipper/receiver differences against these criteria. 
 
Material Unaccounted For 
This instruction serves as a guideline for the determination and evaluation of the quantity of Material 
Unaccounted For (MUF) at the closing of a Material Balance and the Standard Deviation for the 
Material Unaccounted For ( MUF� ).  
 
It requires the calculation, evaluation and reporting of:  
— MUF as a result of errors due to measurement, and 
— True MUF. 
 
The use of these instructions resulted in a high standard of accounting records, inventory declarations 
and accountability of these inventories. 
 
3.4. Technical Specifications 
 
Technical Specifications are also prepared to ensure that the Nuclear Facility Operators know 
precisely what is expected of them regarding the supply of support systems, infrastructure and 
facilities to ensure the successful implementation of monitoring systems. Typically such a document 
would specify the requirements for the Remote Monitoring System i.e. uninterruptible power supply, 
24 hour non-flickering light supply in the area, backup systems etc. 
 
Due to the effective implementation of the Technical Specifications, the Remote Monitoring Systems 
installed at two facilities within South Africa have been monitoring these facilities very reliably since 
February 1999. Remote Monitoring Systems were installed in three more facilities in 1999. In the 
latter three facilities some of the cameras were upgraded following several neutron induced failures. 
Routine Safeguards Reviews were initiated in June 2000 to recommend the use of the Remote 
Monitoring System as a safeguards tool. 
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The following statement was also made by the IAEA in “A new Safeguards Approach for South 
Africa” regarding the use of the RMS: 
 


“This proposal recommends using remote monitoring to reduce the number of inspections at 
several facilities. We believe that the reductions of inspection effort is only warranted in 
facilities and countries where traditional safeguards measures are functioning well and co-
operation with operators and State Authorities are good. In this respect, South Africa is an 
excellent candidate to pioneer these new safeguards approaches.” 


 
The advantages gained with the use of the Remote Monitoring System as a safeguards inventory 
verification system would be a decline in inspection activities leading to a reduction in operating costs 
for the National Authority, Nuclear Facility Operator and the IAEA. 
 
3.5. Objective 
 
The objective of these procedures, instructions, lists and specifications, as listed in Appendix A, is to 
provide assurance to the National Authority that the information and products provided to the IAEA 
meets the agreed upon requirements, are formally and technically correct and are of a high standard. 
 
It also provides for the means to verify the operator’s products and therefore the National Authority 
can state with a high level of confidence that no diversion of significant quantities of material occurred 
within any of the facilities in South Africa.  
 
The implementation of these procedures resulted in National Authority and IAEA satisfaction with the 
service and products provided to the IAEA to ensure the continual improvement thereof. 
 
 
4. TECHNICAL SUPPORT AND TRAINING 
 
There is a saying that the supplier is a reflection of the purchaser. To achieve the National Authority’s 
objectives it is essential that the Facility Operators understand the Agreement, IAEA requirements and 
expectations and the impact that their co-operation has on the quality of the information and products 
provided to the IAEA. 
 
To ensure that the Facility Operators form part of the team, all the procedures, instructions, lists and 
specifications are submitted to the Facilities for their comments and recommendations. These 
comments are discussed and, when mutual agreement is reached, included or excluded from the 
instruction. Upon signature of the instructions a controlled copy is provided to each Facility 
Safeguards Implementation Officer. 
 
Training and technical support is also provided to enhance the relationship between the Nuclear 
Facilities and the National Authority. Orientation and indoctrination sessions are undertaken by the 
National Authority to ensure that the Safeguards Implementation Officers are kept up to date with any 
revisions of Quality Management System procedures, instructions, lists or technical specifications.  
 
 
5. CONTINUAL IMPROVEMENT 
 
The continual improvement of the National Authority’s performance is a permanent objective of the 
Authority. Various processes such as IAEA feedback, audit results, analysis of data, corrective and 
preventive actions and management reviews are used to identify and manage improvement activities.  
 
The National Authority ensure that the quality policy and objectives are appropriate for the purpose of 
the SSAC and encourages commitment and continual improvement. 
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The National Authority performed a management review to determine the suitability, adequacy and 
effectiveness of the quality management system. The following results were identified from IAEA 
feedback: 
 
— 90(a) and 90(b) Statements: 2 comments out of 87 inspections resulting in 97.7 % efficiency; 


and 
— MB SAF reports: 2 errors out of 2936 entries resulting in 99.9% efficiency. 
 
Some of the procedures and instructions were also identified for revision. The ultimate aim is to have 
one-page instructions. 
 
Benchmarking is a good method to measure the performance the SSAC and to enhance continual 
improvement. Therefore one of our objectives is to measure South Africa’s SSAC’s performance 
against that of other member states. Currently we are measuring our performance against the IAEA 
annual SIR report.  
 
 
APPENDIX A 
 
Procedures 
 
NNP-PRG-0100 Procedure For Safeguards And Nuclear Non-Proliferation Function Management 


Responsibility 
NNP-PRG 0400 Procedure for the Control of Documents and QA Records 
NNP-PRG-0401 Procedure for the Generation and Maintenance of Documents and Data 
NNP-PRG 0402 Procedure for Audits 
NNP-PGR-0602 Procedure for the Implementation of Safeguards 
NNP-PRG 0603 Procedure for Packaging and Shipping of IAEA Samples 
NNP-PRG 0606 Procedure for the Control of Safeguards Nonconformances 
 
Instructions 
 
NNP-SGI-0600 Completion Of Design Information Questionnaires  
NNP-SGI-0601 MBA-KMP Structure 
NNP-SGI-0602 Instruction for the Completion of Accounting Reports and Related Documents 
NNP-SGI-0603 Numbering of Data Files 
NNP-SGI-0604 Instruction for the Planning and Conducting of Inspections and Physical Inventory 


Verification. (National Authority) 
NNP-SGI-0605 Instruction for the Planning and Conducting of Inspections, Physical Inventory 


Taking And Verification. (Facilities) 
NNP-SGI-0606 Instruction for the Control of Sealed Radioactive Sources 
NNP-SGI-0607 Measurement System and Measurement Control Programme 
NNP-SGI-0608 Shipper / Receiver Differences 
NNP-SGI-0609 Material Unaccounted For 
 
Lists 
 
NNP-LYS-0600 Accounting Definitions and Abbreviations 
NNP-LYS-0601 List of Material Description Codes 
NNP-LYS-0602 Batch / Item Names for PIL Lists 
NNP-LYS-0603 List of Facility Attachments 
NNP-LYS-0604 List of Safeguards Responsible Officials at Facilities 
 
Technical Specification 
 
NNP-STS-0001 Safeguards Technical Specification: Facility AZF- 
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THE CONVENTION ON PHYSICAL PROTECTION OF NUCLEAR MATERIAL – 
APPROACH OF THE SLOVAK REPUBLIC 
 
ANDREA ŠTEFULOVÁ 
Úrad jadrového dozoru SR  
(Nuclear Regulatory Authority of the Slovak Republic) 
Trnava 
Slovak Republic 
 


Abstract 
 
This paper contains short presentation of the impact of IAEA requirements and international 
agreements to legislation of the Slovak Republic and the role of the Nuclear Regulatory Authority of 
the Slovak Republic (ÚJD SR) in bringing them into to valid legislation of the Slovak Republic. 
 
 
1. INTRODUCTION 
 
Nuclear Regulatory Authority of the Slovak Republic (ÚJD SR) performs the state supervision of the 
nuclear safety in the Slovak Republic. Its main objective is to ensure that the nuclear power will be 
utilised in accordance with valid legislation and relevant international agreements in the Slovak 
Republic. 


 
2. LEGISLATION FRAMEWORK ON PHYSICAL PROTECTION OF NUCLEAR FACILITIES 


AND NUCLEAR MATERIALS 
 
The utilisation of the nuclear power in Slovakia is based upon the Act No. 130/1998. The act has been 
extended by several new parts compared to the previous one; and, among others, it deals with the 
following: 


 
�� conditions of the nuclear power utilisation for peaceful purposes, 
�� conditions of the nuclear safety, 
�� state supervision of the nuclear safety in the nuclear facilities (NF), procurement and use of 


nuclear materials (NM), radioactive wastes (RAW) management and spent nuclear fuel (SNF) 
handling, 


�� NM types, conditions of their manufacture, treatment, procurement, storage, transport, use, 
accounting, and control, 


�� conditions of the RAW, SNF management, and conditions of the institutional RAW disposal. 
 
According to this act, physical protection of the nuclear facilities and nuclear materials is an integral 
part of the measures necessary to ensure the nuclear safety. It is the nuclear facility operator who is 
responsible for the construction, operation, and physical protection of the nuclear facilities. 
 
The Act No.130/1998 defines physical protection of the nuclear facilities and nuclear materials as a 
system of the technical and organisational measures which are aimed to prevent unauthorised 
manipulations with the nuclear facilities and nuclear materials mainly to prevent their abuse, damage 
or sabotage.  
 
At the same time, it represents a set of measures for verification of the capability and trustworthiness 
of the persons being assigned to the working activities inside the nuclear facilities, manipulating with 
the nuclear materials, or having access to the information on the physical protection of the nuclear 
facilities and nuclear materials.  
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The act No. 130/1998 determines also the responsibility of the NM carriers and consignors (legal and 
natural persons providing and ordering the NM transport) and the responsibility for provision of the 
physical protection of the legal and natural persons using NM. It also stipulates the duty of Police 
corps and Slovak Railway Police to provide assistance within their respective scope of activities in 
case of unauthorised entry into a nuclear facility or unauthorised manipulation with NM. 
 
Every organisation which intends to begin construction or operation of the nuclear facility can do so 
only on the basis of the permission issued by the ÚJD SR. So-called  “physical protection plan” is part 
of the reviewed documentation necessary for issue of the licence. The plan must take into account all 
requirements imposed upon the physical protection system as stipulated in the ÚJD SR’s Regulation 
No. 186/1999 which details the physical protection of the nuclear facilities, nuclear materials, and 
radioactive wastes. 
 
The Regulation itself incorporates the requirements of INFCIRC/225/Rev.4 and it deals with:                   
 
�� categorisation of NF, NM, and RAW 
�� description of technical equipment forming the physical protection system (categorised areas 


barriers, doors, gates, windows, escape routes, EZS elements, etc.) 
�� requirements on central and secondary (back-up) alarm station of the physical protection system 
�� authorisation of the persons and vehicles entries into individual categorised areas 
�� details of the safety documentation submitted in case of the nuclear facility construction and 


commissioning (Preliminary Physical Protection Plan and Physical Protection Plan). 
 
The Preliminary Physical Protection Plan comprises mainly: 
 
�� set of data characterising possible threat to the nuclear facilities, nuclear materials, or radioactive 


wastes during the physical protection project preparation taking into account possible deterioration 
of the security environment during anticipated period of the nuclear facility operation, namely 
number of adversaries, their weapons, equipment, training, transportation means, and motivation – 
Design Basis Threat (DBT) 


�� analysis of possible unauthorised activities with the nuclear facilities and/or the nuclear materials 
and evaluation of their consequences, 


�� assignment of the nuclear facilities and the nuclear materials to individual categories 
�� documentation on quality assurance of the design and implementation of the physical protection 


(unless it is part of the documentation submitted as an application for consent with the nuclear 
facility construction), 


�� analysis of the physical protection function during construction , commissioning and operation of 
the nuclear facility and during possible emergency situations, 


�� description of the physical protection measures during the nuclear facility construction. 
 
The Physical Protection Plan comprises mainly: 
 
�� evaluation of the physical protection tests results, 
�� means of protection and checks of the entering persons and vehicles, 
�� measures related to the nuclear facility operation restrictions during attempted unauthorised 


manipulation of the nuclear facility or during violation of the physical protection, 
�� limits and conditions of the physical protection system, 
�� description of the maintenance and operational checks of the physical protection technical means. 
 
The fourth revision of INFCIRC/225 issued in June 1999, which defines the Design Basis Threat 
based upon new criteria, stipulates directly that the state should define a DBT as a common basis for 
physical protection by the operator and its approval by the competent authority. The competent 
authority should ensure that any changes to the DBT are sufficiently reflected in the regulations and by 
the operator’s protective measures. In accordance with this, ÚJD SR made avail of the IAEA’s offer to 
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organise a Workshop on DBT at the beginning of September 2001, that will help ÚJD SR in near 
future to establish national DBT for NF and NM in Slovakia.    
 
3. CONCLUSION 
 
Finally, I would like to mention that, nowadays, I am submitting for comments the draft of Safety 
Guide for the physical protection of the nuclear facilities and nuclear materials. This guide is 
concocted so that it will help the Regulator in assessing the new and/or revised physical protection 
plans and help the nuclear facilities operators in creating the new and/or revised physical protection 
plans by outlining specific criteria for the individual plan elements.   
 
By this recent development, the Slovak approach to the physical protection of the nuclear facilities and 
nuclear materials gets into line with the one adopted in Western countries. 
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ABSTRACT 
January 1996 marked the beginning of environmental sampling as a new safeguards strengthening measure by the 
International Atomic Energy Agency (IAEA).  Since then, some 2000 swipe samples have been collected from 
over 100 facilities worldwide and submitted for analysis in the Network of Analytical Laboratories (NWAL).  
Over this time, the program has been continuously subject to adjustments and improvements in the various areas.  
This paper will report on the experience gained and improvements made during the first 5 years of 
implementation. 
 
The implementation of environmental sampling has moved from establishing baseline signatures, to conducting 
routine sampling in many facilities.  Initially, the IAEA concentrated on sampling at enrichment facilities and 
facilities with hot cells.  Recently the types of  locations where environmental samples are collected have expanded 
to include locations without nuclear material inventories, or at mining operations, as part of Additional Protocol 
measures.   
 
The NWAL has expanded to increase the analytical capacity and the range of available techniques, such as 
Secondary Ion Mass Spectrometry, fission track analysis on highly active samples, and Scanning Electron 
Microscopy.  The IAEA and NWAL are continuously working to improve the sensitivity of analytical techniques 
and quality control of analysis.  In the area of data evaluation and management an ORACLE database has been 
developed and put into operation, and the evaluation procedures and reports have been largely standardized.  
 
Although the IAEA has experience in collecting and analyzing several forms of samples such as water, vegetation 
and soil, swipe sampling has become the preferred method of sampling. Sampling tools have been refined based on 
inspector and laboratory experience.  Sampling procedures have improved through the increased use of composite 
sampling, which results in fewer samples and a reduction in the analytical workload.   Further study has been done 
in the area of air sampling, a sampling method proposed for wide area environmental sampling (WAES).  A Multi-
Member State Support Program project evaluated the technical feasibility and costs associated with WAES.  Based 
on its conclusions, an initial air sampling field trial was conducted against reprocessing operations.  At this time, 
analysis results are not complete but an overview of the trial and latest results will be presented.  Additional air 
sampling field trials are planned to be conducted against an enrichment facility. 
 
 
INTRODUCTION 
One of the new safeguards strengthening measures implemented by the International Atomic 
Energy Agency (IAEA) is environmental sampling.  Environmental sampling for safeguards is 
based on the premise that every nuclear process, no matter how leak tight, emits small amounts 
of process material to the environment.  This material can settle on equipment and surfaces 
within the buildings and can be transported outside to deposit on vegetation or soil or be carried 
into the water systems. The quantities of nuclear material emitted are well below concern from 
a health physics and safety standpoint; however, analytical techniques exist that can detect and 







measure these extremely low levels of nuclear material which are indicative of the process from 
which they derive.   
 
The power of environmental sampling for safeguards was demonstrated through a series of 
field trials conducted during the IAEA’s development programme to systematically evaluate a 
strengthened and more cost-effective safeguards regime ('Programme 93+2') [1,2].  The overall 
conclusion from these field trials, conducted in and around 12 nuclear facilities, was that the 
analysis of environmental samples collected in the immediate environment of a nuclear process 
or site can provide an effective tool for increased assurance of the absence of undeclared 
activities at the site. In 1995, the IAEA Board of Governors approved the implementation of 
environmental sampling as a new safeguards measure.  The initial implementation of 
environmental sampling is focused on swipe sampling in enrichment plants and in installations 
with hot cells [3,4]. Based on the experience from swipe sample collections and the analytical 
results, the sampling procedures have been modified. Furthermore, an environmental sampling 
database was developed and is in operation to facilitate the data evaluations. 
 
A major milestone was reached in the development of a strengthened safeguards system when 
in May 1997 the IAEA Board of Governors adopted the Model Protocol Additional to 
Safeguards Agreements, INFCIRC/540 (Corrected).  The Additional Protocol expands the 
IAEA's legal authority with provisions for additional information to be provided by States on 
their nuclear and nuclear-related activities and for broader access by IAEA inspectors to 
locations in States. The Model Additional Protocol greatly adds to the value of collecting 
environmental samples through increased access for inspectors.  In addition to the so-called 
location-specific application of environmental sampling, the Model Additional Protocol also 
provides for the future application of environmental sampling in a monitoring or wide-area 
mode. Procedures to implement wide-area environmental sampling require approval by the 
Board of Governors. 
 
This paper reports on the status of the Agency’s environmental sampling programme for 
safeguards after five years of implementation, describes recent developments in sampling 
procedures and in the establishment of a central data base, and identifies future needs required 
under the Model Protocol Additional to Safeguards Agreements [5]. 


 
 


IMPLEMENTATION OF ENVIRONMENTAL SAMPLING 
Since sample collection began in January 1996, the priority has been on the establishment of a 
baseline environmental signature for each facility. In this phase, swipe samples are collected 
from facility locations identified as having the greatest potential for containing traces of past 
and current operations. The measurement results from laboratory analyses of the samples are 
used to characterize the nuclear signature for the facility.  Once the baseline is established, 
requirements for sampling as part of routine activities can be determined.  By mid-2001, swipe 
samples have been collected at 104 facilities under safeguards agreements. Sampling as part of 
routine inspections and design information verification visits, as well as under arrangements 
provided for by Additional Protocols began in 1998.  
 







NETWORK OF ANALYTICAL LABORATORIES (NWAL) 
In addition to the IAEA's Clean Laboratory for Safeguards, specialized laboratories in four 
Member States with capabilities to analyze environmental samples were certified initially as 
network laboratories.  This network has been and will continue to be expanded.  Secondary Ion 
Mass Spectrometry (SIMS) is now considered a routine analysis method at the IAEA's Clean 
Laboratory, as well as at three additional Member States' laboratories.  One new laboratory is in 
the process of final certification for newly established capabilities in particle analysis by 
Thermal Ionization Mass Spectrometry (TIMS) in combination with fission track particle 
screening.  Another new laboratory is presently being certified for analysis of samples by 
Accelerator Mass Spectrometry (AMS).  Another Member State is in the process of 
establishing a new clean laboratory facility for the analysis of environmental samples.  In this 
case, the laboratory and the IAEA are working in close cooperation at the technical level and 
the laboratory is expected to join the network once it begins routine operation. 
 
 
ENVIRONMENTAL SAMPLING DATABASE  
Measurement data from the laboratory analysis of the swipe samples at the IAEA Clean 
Laboratory or in the Network of Analytical Laboratories are reported to the Department of 
Safeguards where they are evaluated and compared to the expected nuclear signature for the 
facility sampled. To allow for the seamless integration of sample data from multiple analytical 
laboratories and safeguarded facilities, the IAEA developed an Environmental Sampling (ES) 
database. The ES database serves as a tool for analysts in evaluating individual sample series, 
or investigating trends by country, facility-type, or sample-type (Figure 1). Current 
development efforts focus on the user-interface with an emphasis on improving search 
capabilities and standardized reports.  
 
The development of the database consisted of several major steps: developing the structure that 
organises the data; developing the user-interface; migrating the older data to the new database; 
back-filling data from previous data sets; and developing output reports. The user-interface 
retrieves data for a single sampling campaign, as well as searches by country, nuclear activity, 
facility type, network laboratory, and all samples falling within a certain year.  More complex 
data queries require the user to enter a query using Oracle command syntax. The user form 
currently has six active tab pages.  The first tab page contains sampling campaign information, 
followed by sample location and screening information on the next page. Each analytical 
technique (TIMS, SIMS, High Resolution Gamma Spectrometry and Isotope Dilution Analysis) 
has an individual tab page to display the analytical results and is linked to the active series on 
the first tab page.  The analytical data can be exported to a file with the push of a button for 
plotting or further data manipulation.  Besides evaluating sample data, the database also aids 
the user in evaluating Quality Control data and comparing data to known standards. 
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Figure 1.  Environmental Sampling Database Schematic 
 


 
The IAEA migrated the older environmental sampling data from a MS-Access application to 
the Oracle application.  Although the Oracle platform offers robustness and advanced security 
capabilities not available in the original MS Access database, the Oracle development has 
proven a challenge. The design of the first generation ES database was completed and became 
operational in early 2000.  Future development efforts are focusing on improving the 
functionality of the user-interface and data sharing with other databases within the Agency. 
 
 
SAMPLE COLLECTION PROCEDURES 
In general, samples are taken by trained inspectors using standardized sampling kits and 
approved sampling protocols according to the facility-specific sampling plans.  Based on the 
experience from baseline swipe sample collections and the measurement results from sample 
analysis, sampling procedures have been modified. For most sampling locations cotton swipes 
are used (Figure 2). 


 
The standardized cotton swipe kit is pre-labeled with an IAEA identification number and 
normally contains seven cotton swipes individually packed in mini-grip bags. A kit also 
includes larger mini-grip bags for double bagging, labels, two pairs of clean-room gloves, a 
pen, and a sample collection sheet with sampling instructions.  The cotton swipe material has a 
low uranium background, is durable and is relatively easy to process for analyses.  
 
 







 


Figure 2.  Standardized Cotton Swipe Kit (one sample) 
 


A different sampling kit is used for sampling within hot cells.  Based on the field experience 
and recommendations provided by the operator of a hot cell facility, the original sampling tool 
has been redesigned.  The original tool was relatively large and required a large amount of lead 
shielding for shipment.  Furthermore it could not be used in pneumatic transfer systems. The 
new sampling tool, consisting of small cellulose wipes and plastic bottles that can be used in 
pneumatic transfer systems, has been successfully used in all hot cell facilities since its 
implementation (Figure 3).  It is smaller for easier introduction into and removal from the cell, 
and requires less lead shielding. 
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Figure 3.  New Hot Cell Sampling Kit (one sample) 


 
Initially many point samples were taken for each sampling campaign.  Lately mainly composite 
samples are collected from larger areas in a sampling location. This procedure allows a 
reduction in the number of samples collected and subsequently optimizes the analytical effort 
without sacrificing sensitivity in detecting signatures of nuclear operations. 
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ADDITIONAL PROTOCOL 
The Agency first implemented environmental sampling under the legal authority of the existing 
comprehensive safeguards agreements, which limits the collection of samples in facilities and 
at locations where inspectors have access during inspections and design information visits.  The 
approval of the Model Additional Protocol in 1997 [5] greatly expanded the IAEA’s legal 
authority to conduct its safeguards activities. The Additional Protocol provides for increased 
inspector access to all aspects of a State’s nuclear fuel cycle including locations involved in 
fuel cycle-related R&D and manufacturing activities not involving nuclear material.  
Environmental sampling is one of the activities the Agency may carry out during access to 
these sites and locations.  In addition, the Additional Protocol provides the authority to collect 
environmental samples wherever the IAEA deems such collection to be necessary, even if the 
location has not been declared by the State. The Additional Protocol also provides for the 
future application of environmental sampling in a wide-area mode.  As of September 2001, 57 
States have signed an Additional Protocol and the first sample collection under the Protocol 
was conducted at a site in April 1998.  
 
 
WIDE AREA ENVIRONMENTAL SAMPLING (WAES) 
A technical study evaluating the feasibility, practicability, and costs associated with Agency 
implementation of wide area environmental sampling in the context of the Protocol was 
completed through a Multi-Member State Support Programme project in 1999 [6].  The Multi-
Member State Support Programme study [6] provides a technical evaluation and assesses the 
potential feasibility and approach of wide area environmental sampling (WAES) for use in the 
detection of undeclared nuclear facilities. The term ‘wide area’ has been used to mean the 
collection of environmental samples that are not targeted around a suspect facility or 
geographic location, but instead over regions containing much larger areas (e.g., on the order of 
hundreds of thousands of square km).  
 
The study involved estimating the potential levels of environmental releases from enrichment 
and reprocessing facilities, assumed to be producing 8 kg of plutonium or 25 kg of highly 
enriched uranium per year, and determining the maximum distances at which such releases 
might be detectable from an analysis of environmental media.  Attention was focused on 
detecting a nuclear operation at an undeclared site.  Both enrichment and reprocessing 
operations were considered in the study. In general, it was assumed also that no known nuclear 
facilities would be operating within or near the area subject to WAES monitoring.   
 
The study concluded that atmospheric sampling appeared to be the technique with the greatest 
detection probability per-sample of those sampling methods that were considered. Screening 
techniques can be utilized to identify areas of a region of primary focus for a WAES 
programme, i.e. those areas most capable of supporting an undeclared facility.  But even under 
the best conditions, the cost of operating a WAES network could be high.   
 
The study made a number of assumptions, most notably relating to the size of source terms of 
signatures, but also including factors affecting atmospheric and aquatic transport, pathways into 
aquatic systems, and the background levels of potential signatures.  Different assumptions in 







this regard, as well as in other instances, could affect the overall outcome of the feasibility 
study. The study participants believe it would be prudent first to conduct a small-scale field 
trial to validate some of the key assumptions used as input to this study and on which the 
results heavily depend, such as the variability in background levels of target signatures.  In an 
attempt to validate some of the key assumptions, and gain experience in fielding and analyzing 
air particulate samples, a series a field trials are planned starting in July 2001 in the United 
Kingdom and possibly in the Russian Federation.   
 
 
CONCLUSIONS 
The implementation of swipe sampling for routine IAEA safeguards under existing safeguards 
agreements is well underway.  By mid-2001, swipe samples have been collected in over 100 
facilities under safeguards. Based on field experience the swipe sampling procedures have been 
optimized. A central environmental sampling database is operational to facilitate the 
evaluations. Data are being evaluated and discussed with Member States to establish baseline 
environmental signatures for individual facilities to provide a basis for comparison during 
routine sampling.  Since ES was implemented five years ago, the network of analytical 
laboratories has expanded in numbers and capabilities. 
 
The approval of the Model Additional Protocol by the Board of Governors in May 1997 
provides the Agency with complementary legal authority to apply safeguards.  Environmental 
sampling may eventually include the collection of other types of samples (e.g., vegetation, soil, 
water) exterior to facilities and sites.  
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Abstract 


This report covers the evaluation of nuclear material (NM) balance uncertainty for U-235 during the typical campaign for 
uranium granulated fuel production and fuel pins and assemblies fabrication for the BOR-60 reactor. The report describes an 
attempt to evaluate NM balance uncertainty for one of campaign in order to make the first step to the NM accountance  and 
control in accordance with the new rules which are being set up in Russia and stipulate obligatory calculation of inventory 
difference uncertainty. The uncertainty evaluation is carried out for the NM balance area including the facility both for granu-
lated fuel production and fuel pins and assemblies fabrication. The components taken into consideration in the balance uncer-
tainty calculation are: beginning NM quantities, NM receipt in bulk form, retrievable and irretrievable NM losses during 
technological process implementation, NM in fuel assemblies shipped to BOR-60 reactor and NM residues. The report in-
cludes the brief description both of balance components and their measurement procedures, and quantitative results of the 
measurement uncertainties evaluation. The conclusion can be made that there are no unaccounted NM losses and gains dur-
ing the campaign technological process implementation. Also, major contributors to the overall uncertainty are identified as 
the uncertainties of coulometric and mass-spectrometric NM analytical measurements. 


1. INTRODUCTION 


The State Scientific Center of Russian Federation Research Institute of Atomic Reactors (RIAR) lo-
cated in Dimitrovgrad is a participant in the US-Russian cooperative program to upgrade nuclear ma-
terials protection, control and accounting (MPC&A) practices in the Russian Federation The fast neu-
tron reactor, identified as BOR-60 and one of the major facilities at the RIAR, is used for both re-
search purposes and for generation of thermal energy. BOR-60 operations are based on a closed fuel 
cycle, which includes technological processes for the production of uranium granulated fuel and fuel 
pins and fabrication of fuel assemblies implemented during production campaigns. In accordance with 
RIAR procedures, a nuclear materials (NM) balance is calculated for every campaign to confirm NM 
safety during technological process implementation. However, being able to quantify the balance un-
certainty heretofore has not been a requirement or a consideration [1]. 
 
The new Russian rules for NM control and accounting being established will require calculation of 
inventory difference uncertainty. This report describes an attempt to evaluate U-235 balance uncer-
tainty for one campaign as a first step toward complying with the new rules. 
 
The purposes to be considered when performing the evaluation were as follows: 


�� to evaluate the uncertainty value for the typical NM balance; 
�� to investigate the NM balance uncertainty composition  and reveal the main uncertainty sources; 
�� to  identify any problems during the balance uncertainty evaluation; 
�� to create the practical basis for detailed instructions on NM inventory difference uncertainty 


calculations for the institute material balance areas. 
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2. NM MOVEMENTS AT KEY MEASUREMENT POINTS AND BALANCE 
DIFFERENCE EQUATION 


2.1.  The calculation of balance difference uncertainty value is carried out for the material balance area 
(MBA) that includes the facility both for granulated fuel production (FGFP) and for fuel pins and as-
semblies fabrication (FFPF).  Only the U-235 component of the NM is taken into consideration. Other 
materials which were used for fuel pins fabrication (UO2 pellets, U-238 metallic powder) were not 
taken into consideration because of low U-235 isotope concentration and negligibly small contribution 
to NM balance in total [2]. 
 
The flow chart of fuel NM movements at key measurement points (KMP) is shown in Figure 1. The 
symbol � denotes sampling for raw material analysis, in-process analysis, granulate certification, arbi-
tration samples. The flow sheet of balance components is shown in Figure 2. 
 
2.2.  NM balance difference (BD) is calculated with the typical equation expressed as follows: 
 


BD = BQ + Rb - RL - IRL - Sh - ER, (1) 
 
where 


BQ is inventory quantity of bulk NM at FGFP and FFPF from the campaign beginning; 
Rb is bulk NM received to the facilities during campaign (UO2 and U3O8 powders); 
RL is NM retrievable loss at the process facilities; 
IRL is NM irretrievable loss at the process facilities; 
Sh is NM quantity shipped to the customer as a ready-made product (FA); 
ER is NM quantity at the end of campaign remaining at the facilities after shipment of ready-made 


FA to the customer (fuel pins not mounted in FA, including ones with defects, arbitration sam-
ples, residual unused granulate). 


 


 


 


 


 


 


Fig.1.  NM movement through key measurement points at FGFP and FFPF.
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Figure 2.  Flow sheet of NM balance. 


 


3. BALANCE COMPONENTS AND BALANCE DIFFERENCE 


3.1. NM Beginning Inventory Quantity 


The initial NM quantity at the facilities at the campaign beginning (BQ) incorporates fuel remaining 
from the previous campaigns and the retrievable wastes from fuel production, with both materials con-
taining uranium of high (90 % and 75 %) and middle (29 %) enrichment, in a total of 7 batches. 


3.2. Received NM Quantities 


3.2.1.  Received NM Quantities (Rb) includes oxide powders U3O8 and UO2 (in total 7 batches) which 
contain high-enriched uranium (90%), the oxide powders being used for granulate production at 
FGFP. 


3.2.2.  After certification measurements at KMP-2 and arbitration sampling, the granulate produced at 
FGFP (7 batches) is transferred to FFPF for fuel pins fabrication. 


3.3. NM Retrievable Losses 


NM retrievable losses (RL) incorporate sweepings, post-electrolysis salts, etc.  Quantitative data on 
RL are taken from the technological process historical data. 


3.4. Irretrievable Losses 


Irretrievable losses (IL) mainly occur during granulate production. Quantitatively IL were evaluated 
by the standards adopted at the Institute. 


3.5. NM Quantity Shipped to the Customer  


NM shipped to the customer is contained in 444 fuel pins which are fabricated at FFPF and mounted 
in 12 fuel assemblies (FA), FA being delivered to the customer as ready-made products. 
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3.6. NM Residues at the End of Campaign 


NM residues at the end of campaign (ER) incorporate: 
�� 67 ready-made fuel pins not mounted in FA, part of them having defects; 
�� arbitration samples of certified granulate, the total number of samples being 7 based on the 


number of the granulate batches produced; 
�� granulate untapped during fuel pins fabrication at FFPF containing U-235. 


3.7. NM Balance 


NM balance difference (BD) was calculated by equation (1) and balance component values mentioned 
above. BD and balance component values are given in Table 1. 


Table 1. Fuel NM balance components and balance difference during NM movements through 
FGFP and FFPF [2]. 
 


B a l a n c e  c o m p o n e n t s   
Beginning in-


ventory quantity 
BQ 
g 


Receipt 
R 
g 


Retriev-
able losses


RL 
g 


Irretrievable 
losses 


IL 
g 


Shipment
S 
g 


End 
residues 


ER 
g 


Balance 
difference 


BD 
g 


U-90%  waste 
U-75%  fuel 
U-29%   waste 
U-29%  waste 
metal U-238 waste 


U-90% 
U3O8 


U-90% 
UO2 


Sweepings,
salts, other 
normalized 


losses 


Samples for 
analysis, normal-
ized losses during 


technological 
processes 


Accountable 
quantity in 
ready-made 


FA 


Arbitration 
samples,  


fuel 
residues 


NM fuel 
components 


8672,75 22323,84 699,27 198,67 25561,69 4309,65 227,3 


4. EVALUATION OF BALANCE COMPONENT UNCERTAINTIES 


4.1. Uncertainty sources considered during evaluation 


When evaluating NM balance uncertainties, the following uncertainty sources were taken into consid-
eration: 


�� weighing both beginning NM inventory and received NM as well as of granulate weight por-
tions used for filling fuel pins ; 


�� chemical and mass-spectrometric analyses both for beginning and received NM as well as for 
ready-made granulate certification. 


 
Rounding-off uncertainties during weighing were considered insignificant and ignored. 


4.2. Uncertainty measure 


When conducting the evaluation, standard uncertainties were calculated in accordance with the Guid-
ance [3]. The uncertainties associated with random and systematic factors are indicated as �r and �s 
respectively. Values �r and �s for balance components were calculated by uncertainty values of meas-
uring instruments and techniques at key measurement points, which are denoted as Sr for random un-
certainties and Ss for systematic ones.  Values of Sr and Ss are presented in Table 2 [4]. 
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Table 2.  Uncertainties of measuring instruments and techniques used at KMP [4]. 


Measurement uncertainty 
KMP Measuring instrument 


and technique 
Measuring 


range Sr Ss 


“Sartorius” scale 0�30 kg 0.5 g 0.5 g 
Automatic coulometric titration device,
Measuring Technique СТП 086-234-95 


U elemental concentra-
tion from 40 to 100 % 


Relative 
0.5 % 


0.08 % 
KMP-1 


Mass-spectrometer  МИ-1311, 
Measuring Technique ОСТ 95.10070-84 


U-235 isotope concentra-
tion from 1 to 90 % 


0.14 % 0.2 % 


“Sartorius” scale 0�32 kg 0.5 g 0.5 g 


Automatic coulometric titration device,
Measuring Technique СТП 086-234-95 


U elemental concentra-
tion from 40 to 100 % 


Relative 
0.5 % 


0.08 % 


KMP-2 


Mass-spectrometer  МИ-1311, 
Measuring Technique ОСТ 95.10070-84 


U-235 isotope concentra-
tion from 1 to 90 % 


0.14 % 0.2 % 


KMP-5 “Sartorius” scale 0�32 kg 0.5 g 0.5 g 


4.3. Model and general equation for measurement uncertainty estimation 


4.3.1.  When doing the evaluation the additive model of the measurement uncertainty was used: 


Х = Хо + R + S, (2) 


where 


Х is measured quantity; 
Хо is true value of measured quantity; 
R ~ N(0,�r) is random measurement error; 
S ~ N(0,�s) is systematic measurement error; 
�r is random standard measurement uncertainty; 
�s is systematic standard measurement uncertainty. 
 
The additive error model was chosen as best representing the metrological properties of the measure-
ment instruments and techniques, which were used. 


4.3.2.  Random uncertainty �r with regard to each uncertainty source was calculated by the following 
equation: 
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where 


�r is uncertainty of measurement i-operation (weighing or analysis); 
i=1,2,…n is summation index; 
n is number of operations considered. 


4.3.3.  The systematic uncertainty �s during independent measurements was calculated by the formula, 
which is similar to the formula (3). 


4.3.4.  During dependent measurements �s was calculated concerning the covariant members by the 
formula: 
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where 


�Si is systematic uncertainty of measurement i-operation (weighing or analysis); 
�i,j is correlation coefficient between i and j dependent measurements; 
n is the number of measurements. 


4.3.5.  During all dependent accountancy measurements the general relation for covariance was used 
in the form: 
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where 
 
Mi, Ui, Ei are, accordingly, mass, elemental concentration of uranium and enrichment in U-235 for 


i-th NM batch; 
SM, SU, SE are systematic uncertainties accordingly for weighing, coulometric analysis and mass-


spectrometric analysis; 
nin, nout are the number of NM batches for inlet and outlet of MBA. 
 
4.3.6.  The following measurements were considered to be dependent: 
 


�� weighing of beginning and received quantities of NM at KMP-1; 
�� coulometric analysis measurements of beginning and received bulk NM, and those performed 


during ready-made granulate certification; 
�� mass-spectrometric measurements of beginning NM with 75 % and 29 % enrichment and of 


ready-made granulate during its certification. 
 
4.3.7.  The combined standard uncertainty �cmb  was calculated by the formula: 


� � 2/12
s


2
rcmb ����� . (6) 


4.4. Weighing uncertainties 


4.4.1.  The systematic uncertainty �SM  for the dependent weighings mentioned above in i.4.3.6 was 
found by variance 2


SM�  for BQ+Rb sum, the variance being calculated by the formula: 
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where 
 
nbeg is the number of beginning NM batches; 
nrec  is the number of received NM batches; 
SN  is the systematic uncertainty of NM net weight in a batch. 
 
4.4.2.  NM net weight for each batch was calculated by batch gross weight minus empty container 
weight.  The measurements of NM gross weight and of empty container weight were considered to be 
independent because of their weighing during different inter-calibration periods. Therefore SN value 
was calculated by formula 2


C
2
GN SSS �� , where SG, SC are systematic uncertainties for NM batch 


gross weight and for empty container weight. 
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When supposing CG SS � , it was considered 2
SN S2S � , where SS is the balance systematic uncer-


tainty, which is presented in Table 2. 
 
4.4.3.  When calculating random uncertainty values for weighings in the discussion, the weighings 
number was considered to be double the number of NM batches. 


4.4.4.  Granulate weight portions for fuel pins were weighed at KMP-5 with a special weighing con-
tainer in the container compensation mode. Therefore in accordance with the error additive model the 
systematic uncertainty �Si for each portion net weight was considered to be zero. 


4.4.5.  When calculating total random uncertainty �r for granulate weight portions weighing, the total 
number of weighings was considered to be double the number of fuel pins produced during the cam-
paign. 


Uncertainty values �r and �s for all weighings are presented in Table 3. 


4.5. Loss uncertainties 


Both retrievable and irretrievable losses were calculated as the part of the reprocessed product by the 
rules adopted at the Institute. Therefore uncertainties of the losses were considered to be taken into 
account within the uncertainties of the reprocessed product and have not been calculated separately. 


4.6. NM chemical analysis uncertainties 


4.6.1.  Systematic uncertainty �SU of NM chemical analysis for dependent coulometric measurements 
pointed out in i.4.3.6 was calculated by variance 2


SU� expressed by equation: 
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where 
 
nin is the number of beginning and received NM batches; 
nout is the number of certified ready-made granulate batches. 
 
4.6.2.  Random uncertainty �rU was calculated by formula (3), n being considered as the sum of nin  
and nout. 
 


4.7. Mass-spectrometric analysis uncertainties 


4.7.1.  The systematic uncertainty �SE for the dependent mass-spectrometric measurements pointed out 
in i.4.3.6 was calculated by variance 2


SE� , which expressed by equation: 
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where 
 
nin is the number of beginning NM batches, NM having enrichment on U-235  75 %  and 29 %; 
nout is the same as that for i.4.6.1. 
 







 8


4.7.2.  The random uncertainty �rE was calculated in   a manner similar to that in i.4.6.2. 
 
4.7.3.  When estimating, the supplier’s measurements for received NM (90 % enrichment) were con-
sidered to be independent.  The supplier’s systematic uncertainty value SS was supposed to be the 
same as that for mass-spectrometric analysis at RIAR  KMP-1 and KMP-2. The random uncertainty 
value Sr during supplier’s measurement was evaluated by its data and was found to be 0,3 %. 
 
The calculated uncertainty values both for RIAR’s and supplier’s measurements are presented in Table 3. 
 


4.8. Sampling uncertainty 


The processing of bulk NM and ready-made granulate at the technological facility is done by batches, 
and accountable NM measurements are performed for each  batch.  The analysis of measurement data 
variances has revealed the appreciable uranium concentration inhomogeneity between different NM 
batches of the same material, however within each NM batch the uranium concentration has been es-
tablished to be homogeneous. 
 
Hence sampling uncertainty is considered to be negligible since the accountable NM quantity is calcu-
lated for each separate NM batch. 
 


4.9. Balance uncertainties 


Calculated �r and �s values for all measurements at KMPs as well as total standard uncertainty �� 
values both random and systematic and combined standard uncertainty �cmb value are shown in Table 3. 
 
Table 3.  U-235 balance uncertainties during fuel production and fuel pins and assemblies fabrication. 


Standard uncertainty Key measure-
ment point 


Measuring device 
(technique) 


Uncertainty 
source �r, g �s, g 


KMP-1 “Sartorius” scale 
ULW  30 kg Initial NM weighing 1.6 5.2 


KMP-5 “Sartorius” scale 
ULW  30 kg Weight portions weighing 10.3 0 


KMP-1, 
KMP-2 Coulometric titration Analysis on U 


elemental concentration 192 4.1 
KMP-1, 
KMP-2 


RIAR 
mass-spectrometer 


Enrichment on U-235 
isotope concentration 92 60 


Supplier’s 
laboratory 


Supplier’s 
mass-spectrometer  


Enrichment on U-235 
isotope concentration 67 45 


Total standard uncertainty  �� 213 75 


Combined standard uncertainty  �cmb 226 


5. CONCLUSION 


5.1.  The evaluation of NM balance for a typical campaign of granulated uranium fuel production and 
the BOR-60 fuel pins and FA fabrication has been accomplished. During the evaluation, the NM data 
from all key measurement points, and NM retrievable and irretrievable losses from all process opera-
tions were taken into account. 


5.2.  Within the campaign random and systematic uncertainty values for all NM measurements were 
evaluated, and the combined standard uncertainty �cmb  was found to be equal to 226 g. 
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The extended uncertainty Up for confidence level P=0.99  was determined to be 584 g. 


5.3.  The calculated balance difference for U-235 which was processed through the technological fa-
cilities that comprise the MBA accounted for 227.3 g, or 0.74% relative to initial quantity. 
The calculated balance difference insignificantly exceeds the combined standard uncertainty �cmb and 
is less than a half of extended uncertainty Up for confidence level P=0.99. This fact allows the conclu-
sion that in the MBA being considered there are no NM losses or gains during technological opera-
tions, which were not taken into account. 


5.4.  The coulometric and mass-spectrometric NM analyses are the main sources of the balance uncer-
tainty. An additional source of the uncertainty is making use of supplier’s data on U-235 isotope con-
centration in received NM as well as absence of information about systematic uncertainty value of 
supplier’s mass-spectrometric analysis. 


5.5.  Sampling uncertainty due to possible inhomogeneity in the NM is found to be negligible because 
of NM processing at the technological facility by homogeneous batches and calculation of accountable 
NM quantity for each separate NM batch.  


5.6.  Use of more accurate instruments and analytical techniques at key measurement points (mass-
spectrometric and coulometric), as well as mass-spectrometric analysis of both initial and final prod-
ucts at RIAR not relying on supplier’s data could decrease uncertainties in NM measurements and in-
crease the accuracy and reliability of NM accounting and control. 


5.7.  The practical basis has been created for the development of detailed instructions and techniques, 
both for NM measurement uncertainty evaluation, and the evaluation of an inventory difference uncer-
tainty during the BOR-60 NM fuel cycle, which is being implemented at the Institute. 
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A combined K-edge densitometer/235U-enrichment meter known as ‘COMPUCEA’ is now 
successfully used for several years at the Institute for Transuranium Elements (ITU) and by the 
Euratom Safeguards Directorate for the determination of the uranium element content and 235U 
enrichment in uranium samples /1/. The device is utilised as stationary equipment at ITU and in 
the Euratom On-Site Laboratories at La Hague and Sellafield, and as mobile instrument for in-
field measurements in uranium fuel fabrication plants during inventory verification campaigns. 
The actual measurements are performed on samples in liquid form, requiring a prior sample 
dissolution for the analysis powder and pellet samples. 


The K-edge densitometer in COMPUCEA has been originally equipped with a single isotopic 
source (57Co), which in conjunction with a uranium converter foil provided the necessary 
radiations on both sides of the uranium K-edge energy at 115.6 keV. This type of radiation source 
was recently replaced by a mixed 57Co -153Gd source because of the added advantage of 
providing a perfectly linear instrument response as a function of the measured uranium 
concentration. The major radiations from this mixed source offer two pairs of gamma rays 
(103/122 keV and 97/136 keV), which both bracket the uranium K-edge energy but differ in their 
energy difference by about a factor of 2. A total of five COMPUCEA instruments are now 
operated with this type of source. 


Variations in the matrix composition of the analysed samples represent the main parameter 
influencing the accuracy of the uranium element assay with this kind of K-edge densitometry. 
The dependence on the sample matrix is related to the energy difference of the photon energies 
used for the transmission measurements. The magnitude of a possible measurement bias is 
dependent on the magnitude of this energy difference and on the nature of the matrix 
composition. The presence of a higher Z element, and the resulting bias effect, can be detected 
and corrected for by comparing the instrument response for the two pairs of photon energies. 
However, this experimental approach is normally not applicable for minor bias corrections due to 
matrix effects caused by density variations of low-Z elements, because the resulting difference 
between the measurement results for the two pairs of photon energies is not sensitive enough to 
allow a quantitative correction. 


The use of the new type of photon source has prompted a detailed experimental study in order to 
establish accurate correction factors and/or procedures for reliable bias correction. Two kinds of 
matrix effects of practical relevance were studied: the effect of nitric acid used as solvent for the 
dissolution of solid uranium samples, and -more important- the impact of varying amounts of 
gadolinium occurring in some of the uranium materials to be analysed. High-precision 
measurements were carried out on carefully characterised reference solutions offering reasonable 







ranges of matrix variation for the influencing parameters to be studied. The aim of the 
experimental program was twofold: first, to establish sensitivity levels for detecting in routine 
measurements deviations from a nominal matrix composition, and second, to deduce 
experimentally validated correction factors entering into the adopted procedures for bias 
correction. 


The improvements achieved for the accuracy of the uranium element assay from the K-edge 
densitometry measurement also helps to reduce systematic uncertainty components in the 235U 
enrichment measurement, which for correct interpretation requires knowledge of the uranium 
concentration and of the matrix composition. The respective interrelations will be also discussed 
quantitatively in the paper.  
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Abstract 
The Swedish and Canadian safeguards support programs to the IAEA have developed a Digital 
Cerenkov Viewing Device that is a non-intrusive, non-destructive analytical instrument to verify long-
cooled fuel in storage ponds. The instrument was developed with specific imaging software to assist in 
the operation and verification of the spent fuel. This instrument was successfully tested at the Central 
Interim Storage Facility for Spent Nuclear Fuel on PWR non-fuel and spent fuel, long-cooled BWR 
spent fuel and very long-cooled, low-burnup Ågesta fuel. 


1 INTRODUCTION 


The Swedish and Canadian Safeguards Support Programs in 1993 began a joint program to develop a 
high sensitivity Cerenkov Viewing Device (CVD) to meet the International Atomic Energy Agency 
(IAEA) need to verify 40-year-cooled spent fuel with a burnup of 10 000 MWd/t U. A commercial 
charge-coupled device (CCD) instrument was subsequently purchased and tested at Swedish nuclear 
facilities. The detector had an ultraviolet light (UV) quantum efficiency of 8%. Initial studies [1, 2, 3, 
4, 5] showed that new Cerenkov characteristics were observed because of the low noise and high 
resolving power of the instrument. The instrument had the ability to store Cerenkov images in a digital 
format and the potential to perform image processing to assist the operator in fuel verification. 
However, the study indicated that a detector with a UV quantum efficiency of 40% was required to 
meet the IAEA requirement. 
A new improved camera was recently purchased and called a prototype Digital Cerenkov Viewing 
Device (DCVD). It was subsequently tested at the Swedish Central Interim Storage for Spent Fuel 
(CLAB) on pressurized-water reactor (PWR) spent fuel and non-fuel, long-cooled boiling-water 
reactor (BWR) spent fuel, and Ågesta pressurized-heavy-water reactor (PHWR) fuel assemblies. 


2 INSTRUMENTATION 


The prototype DCVD system consisted of a CCD camera system purchased from Andor Technology 
(Belfast, Ireland) along with the camera’s PCI interface controller card, which was used in a custom-
built computer. A program was written to operate the camera and present the Cerenkov images on a 
liquid crystal display (LCD). The schematic of the equipment is shown in Figure 1. Cerenkov light 
passes through the objective lens and a UV-pass filter to produce an image on the CCD located in the 
detector vacuum housing. The camera head contains a three-stage thermal electric cooler, the pre-
amplifier, and control electronics for the detector. The custom-designed computer system contains the 
Andor controller card, a solid-state hard drive, a removable memory storage card and a number of 
interface boards. Attached to the computer are the LCD and heads-up display systems. Both 250-mm 
and 105-mm UV-transmitting lenses were used with the camera system. The detector was a Marconi 
CCD47-20, 1024 � 1024 pixel frame-transfer chip with 13 � 13 µ square pixels and a quantum 
efficiency of 52% at 300 nm. Cerenkov images were taken at a detector temperature of -20°C. 
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FIG. 1. DCVD schematic 


The computer is based on the PC/104-plus modules. It consists of a core module (Ampro) 266 MHz 
Pentium processor (Tillamook) with MMX technology, 64 MB of memory, and a Scandisk 440 MB 
solid-state hard drive. The other modules are an Ethernet card, video card, PC card interface and a PCI 
adapter board for the PCI controller card. The low power consumption of the computer permitted 
battery operation for up to 2 h using 2 re-chargeable lithium-ion batteries. A 12 V to 5 V DC-DC 
power supply located in the computer box provides power for the computer and the camera head. 


LCD Operation Heads-up Operation  
FIG. 2. DCVD operation with the LCD and heads-up displays 


Figure 2 shows the DCVD camera head mounted on a railing bracket along with the computer system 
and a Phillips LCD 15-cm screen (640 � 480 pixels). The railing bracket was designed to 
accommodate square, round and L-shaped railings using adjustable rollers and spring clamps. The 
railing bracket, when installed, can be moved along the entire length of the bridge and the camera head 
can be moved small distances in both x and y directions for fine adjustments. A gimbals mount for the 
camera head permits tilting of the camera head to obtain precise alignment with the fuel assembly. The 
second part of the figure shows an operator using the DCVD system with the heads-up display. The 
image quality from this display (Olympus, 800 � 600 pixel) was excellent. 
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Handheld Operation User Interface  
FIG. 3. Handheld operation and user interface 


Figure 3 shows an operator carrying a computer in a backpack, handholding the camera system and 
wearing the heads-up display. The backpack while bulky did not feel too heavy but handholding the 
camera was difficult because of the 1 frame per second frame rate. The second part of the figure shows 
the user- interface with menu items on the left and sub-menu items on the right hand side of the 
screen. The left handle of the hardware user interface (HUI) has 2 buttons which select items on the 
left side and moves the selection up or down. Two buttons on the right handle highlight the sub-menu 
items on the right side and a third button makes the selection. 


3 EXPERIMENTAL RESULTS 


3.1 Influence of binning 
The DCVD camera has the capability of grouping an array of pixels together as a single super pixel in 
a process called binning. This results, effectively, in an instrument with the same detector area but 
fewer detector elements. Binning increases the photon count recorded per super pixel but reduces the 
image resolution. For example, at 2 � 2 binning (4 pixels are combined into a single pixel) the number 
of image points (pixels) is reduced by a factor of 4 while the signal-to-noise ratio increases by a 
similar factor. Noise was found to be insignificant in the binning tests because of the extremely low 
dark current and the relatively short exposure times needed. The binned PWR images shown in 
Figure 4 indicate that 4 � 4 binning still shows excellent resolution. A decrease in resolution becomes 
pronounced in the 6 � 6-binned image. 


3 x 3 4 x 4 6 x 6  
FIG. 4. Effect of binning on resolution 


3.2 Cerenkov characteristics of PWR spent fuel assemblies 


A DCVD image of a 15 � 15 PWR fuel assembly is shown in Figure 5a. The fuel has a burnup of 
50 000 MWd/t U and cooling time of 2 years. The exposure time was 10 s. The fuel rods can be seen 
as dark round circles; bright Cerenkov light is produced in the water surrounding the fuel rods. The 
main Cerenkov characteristic of this assembly is the pattern of 20 bright guide tubes. Eight of these 
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guide tubes are arranged in an inner circle with 12 on the outside edge. In an operating reactor, these 
guide tube holes may contain a control rod assembly, which reduces the reactivity of the fuel, or a 
flow restrictor to control water flow. Also evident is the very small instrument hole (1 to 2 mm) at 


 
 (a) grey-scale image (b) false-colour image 


FIG. 5. PWR fuel assembly. 


the centre of the assembly. The Cerenkov images clearly shows that this assembly is brighter in the 
centre than at the edges. This can be seen from the Cerenkov light from between the fuel rods and is 
more obvious from the brighter inner guide tubes compared to the outer guide tubes. This is a new 
Cerenkov characteristic that is difficult to detect using the Mark IVe Cerenkov viewing device. 
The false-colour image, Figure 5b, emphasizes the fact that the inner guide-tube holes are brighter than 
the outer ones. Additionally, the Cerenkov light from between the fuel rods in the centre of the 
assembly is brighter than the outer part of the fuel assembly. 


3.3 Cerenkov characteristics of the helium PWR non-fuel assembly 
Three types of PWR non-fuel assemblies were studied at the CLAB facility: a skeleton assembly (no 
rods), a helium-filled rod assembly, and a high-density assembly (steel rods). These non-fuel 
assemblies were surrounded by relatively short-cooled fuel (1 to 5 years) to produce a near-neighbour 
effect. This effect is observed when gamma rays from surrounding assemblies (near neighbours) pass 
through the non-fuel storage volume and produce Cerenkov light via the Compton process. This paper 
discusses the results obtained for the helium PWR non-fuel assembly. The positive results obtained for 
the other two non-fuel assemblies are given in an internal report [6]. 
The helium non-fuel assembly (Figure 6a) is a 17 � 17 array of rods constructed like a spent fuel 
assembly, except that the fuel rods contain the inert gas helium. The shiny surfaces seen with the 
unaided eye and to some degree in the visible light pictures indicate that the assembly has not been 
irradiated. The helium-filled rods can be seen under the top nozzle. The DCVD image, Figure 6b, 
shows dark rods and the Cerenkov light from between them. The guide-tube holes are relatively bright 
and they all appear to have the same light intensity, which is not characteristic of spent fuel. In spent 
fuel, the central guide-tube holes are brighter than the outer guide-tube holes. This non-fuel assembly 
is difficult to verify. (The alignment in Figure 6b is not exact; the camera is aligned slightly towards 
the top left of the assembly.) 


 
 (a) normal camera image (b) DCVD image 


FIG. 6. He PWR non-fuel assembly 
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3.3.1 Use of light collimation to detect the helium non-fuel assembly 


Figure 7a shows a DCVD image of a PWR spent fuel assembly with the DCVD instrument that is well 
aligned. Figure 7b shows the result when the DCVD instrument is moved 10 cm to the left. The same 
procedure was used for the helium non-fuel assembly shown in Figure 7c. The spent fuel assembly 
shows that in the off-alignment image the light from the guide tubes on the right is relatively dark, 
compared with the light in a similar image of the helium non-fuel assembly. This is an indication of 


 
 (a) PWR assembly (b) PWR, 10 cm left (c) He non-fuel, 10 cm left 


FIG. 7. PWR fuel and non-fuel light collimation effect 


the high degree of light collimation from the guide tubes in normal spent fuel. In the helium non-fuel 
assembly, the light from the guide-tube holes is less collimated. This may be due to the guide tubes’ 
bright, shiny inner surfaces reflecting much of the light to the top of the assembly. In normal spent 
fuel, the inner surfaces are oxidized, and only the vertical component of the Cerenkov light exits the 
top of the guide tube. This is a subtle but distinct difference in Cerenkov characteristics between fuel 
and unirradiated non-fuel assemblies. 


3.3.2 Digital Analyses of Spent Fuel and Helium Non-Fuel Assemblies 


Digital data in the form of pixel intensity values can be easily obtained from the DCVD images. 
Images from the PWR helium non-fuel and a spent fuel were examined for quantitative information. 
Pixel intensities were obtained for several inner and outer guide tubes in each assembly. The ratio of 
the inner to outer values for the fuel and non-fuel assemblies were 1.24 and 1.05 respectively. As 
expected for the spent fuel where the Cerenkov light is being generated from within the assembly, the 
inner guide tubes are substantially brighter than the outer tubes. For the He non-fuel assembly, the 
intensities are not significantly different, as expected because of the near-neighbour effect. 
Additional measurements were made on the light intensity in the water spaces between the fuel rods. 
The ratios of the inner guide-tube intensity to the intensity in these water spaces were calculated to be 
3.5 and 2.7 for the He non-fuel and spent-fuel assemblies respectively. These values are consistent 
with the observed CVD characteristic of very bright guide tubes in the He non-fuel assembly that are 
due to multiple reflections of the light along the length of the very shiny (unirradiated) guide-tube 
surfaces. These quantitative measurements show conclusively that spent fuel has different Cerenkov 
characteristics than non-fuel assemblies. This type of analysis illustrates the potential for using 
numerical techniques, perhaps some form of artificial intelligence, to detect spent fuel and non-fuel 
assemblies. 


 
 (a) grey-scale image (b) false-colour image 


FIG. 8. Missing fuel rods 
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3.4 Fuel assembly with missing fuel rods 


A DCVD image of a BWR fuel assembly (16 000 MWd/t U, 21-year cooled) with missing fuel rods is 
shown in Figure 8a. The missing fuel rods can be detected because the regular pattern of the fuel rods 
(8 � 8) changes. The high resolution and high contrast digital image readily shows that there are five 
missing fuel rods: one from the top right-hand corner, one on the left side and three in the bottom row. 
The false-colour image, Figure 8b more clearly shows the missing fuel rods even though the four 
missing pins on the outer edges do not show significantly higher intensities. The empty fuel rod 
position on the left side of the assembly surrounded by adjacent fuel rods is very bright compared to 
the outer vacant fuel rod sites in the assembly. 


3.5 DCVD measurements of long-cooled fuel assemblies 
A primary objective of the field test was to assess the sensitivity of the DCVD instrument. The 
measurement goal was to determine the ability of the DCVD to verify fuel with a burnup of 
10 000 MWd/t U with a cooling time of 40 years. The low-burnup criterion was selected because the 
first charges of fuel in reactors are not normally taken to the design burnup. The cooling time criterion 
was set by the lifetime of operating reactors, approximately 40 years. There are currently no known 
power reactor fuel assemblies with cooling times greater than this. There are, however, fuel assemblies 
with burnups less than the specified 10 000 MWd/t U with long cooling times. To obtain fuel that 
could be tested to meet the measurement criteria, we needed to have fuel with low burnups and the 
longest cooling times available. Figure 9 shows a plot of photon flux as a function of cooling time for 
a range of burnups. These theoretical curves have been confirmed by field measurements at the CLAB 
facility [7]. 


3.5.1 Long-cooled BWR fuel assembly 


The longest-cooled BWR fuel assembly stored at the CLAB facility has a burnup of 5400 MWd/t U 
and a cooling time of 24 years. Images obtained using the Mark IVe CVD and the DCVD are shown in 
Figure 9. The CVD image (a) shows a medium-to-low contrast image with well-resolved fuel rods. 
The small bright spots seen in the centre of the inter-rod gap of the DCVD image (c) are difficult to 
detect with the CVD. These bright spots result from the geometry of a number of spacer grids that are 
located along the length of the fuel assembly.  This light is highly collimated. This fuel assembly 
appears to be at the detection limit of the CVD. In fuel bays with lower water quality, it may not be 
possible to detect this assembly using the CVD. The DCVD image (b) shows a high contrast image 
with much higher resolution than the CVD image. 
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FIG. 9. Photon flux versus cooling time for BWR fuel with different burnups 


3.5.2 Long-cooled Ågesta fuel assemblies 


The longest-cooled spent fuel stored in the CLAB facility is from the Ågesta PHWR. A number of 
these fuel assemblies have cooling times of 29 years and burnups as low as 1130 MWd/t U. Figure 11a 
shows a visible light picture of a basket containing 31 Ågesta fuel assemblies. A normal camera image 
of a long-cooled fuel assembly (1200 MWd/t U, 29-year cooled) is shown in Figure 11b. This 
assembly could not be verified using the Mark IVe CVD (Figure 11c); Cerenkov light could be 
detected between the assemblies but Cerenkov characteristics from the fuel could not be observed. 
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 (a) Mark IVe CVD image (b) DCVD image 


FIG. 10. Long-cooled BWR fuel assembly, CVD and DCVD images 


The DCVD image, Figure 11d, shows a relatively high contrast image of the fuel assembly. When the 
DCVD is moved from a non-aligned to an aligned position over the fuel assembly, the Cerenkov glow 
pattern changes from an asymmetric to a symmetric pattern (higher light intensity).  The pattern and 
the relative rate of intensity change during this transition, the collimation effect, is characteristic of 
spent fuel. The exposure time for this image was 10 s. 
Figure 11e shows a 4 � 4-binned image with an exposure time of 5 s. This image is almost identical to 
the non-binned image (Figure 11d), and it appears that 4 � 4 binning does not significantly degrade the 
DCVD image. We estimate from the total counts in the pixels that at 4 � 4 binning, this long-cooled 
fuel assembly could be verified with an exposure time of less than 1 s. 


 
 (a) visible light image (b) 300-mm lens (c) Mark IVe CVD 


 
 (d) 1 � 1  binning (e) 4 � 4 binning 


FIG. 11. Long-cooled Ågesta fuel assembly 


3.6 DCVD measurements of Ågesta fresh-fuel assembly 


Figure 12a shows a DCVD image of an Ågesta assembly with a burnup of 1130 MWd/t U and a 
cooling time of 29 years. The assembly on the right (Figure 12b) is fresh fuel (unirradiated). During 
the DCVD alignment procedure over the spent fuel (non-aligned to aligned), the characteristic 
collimation effect was observed. When moving to an aligned position over the fresh fuel, the glow 
from the fresh-fuel assembly did increase.  However, the characteristic collimation effect (rapid 
increase and decrease in glow intensity) was not observed. Additionally, the light pattern was 
asymmetric even when well aligned over the assembly. These characteristics are indicative of a non-
fuel assembly and that the observed glow is produced by the near-neighbour effect. 
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 (a) aligned on spent fuel (b) aligned on fresh fuel 


FIG. 12. Ågesta fuel and fresh fuel assemblies 


4 DISCUSSION 


Laboratory measurements indicated that the DCVD instrument was over 100 times more sensitive than 
the Mark IVe CVD. Although the quantum efficiency of the CCD is not 100 times higher than that of 
the Mark IVe CVD, its very low noise and high resolution permit the detection of extremely dim 
images. The DCVD instrument was able to verify the Ågesta fuel assembly with a burnup of 1200 
MWd/t U and a cooling time of 29 years. This long-cooled Ågesta fuel assembly has a photon flux 
about 6 times lower in intensity than the target fuel (Figure 8). However, these measurements were all 
achieved at the CLAB facility, where the water quality is extremely high and may not be 
representative of some power-reactor storage bays. The effects of water quality remain to be assessed 
at other facilities. It is expected that most spent fuel storage facilities have good water quality and that 
the measurement targets can be met. 


5 FUTURE CAMERA DEVELOPMENT 


Several improvements can be made to the camera system, but we are dependent on manufacturers for 
these improvements. Andor Technology plans to have a 5 MHz analogue-to-digital converter system 
incorporated into a digital camera head. They expect frame rates of 15 frames per second with a new 
high-gain chip manufactured by Marconi. This chip, called an electron-multiplied charge-coupled 
device (EMCCD), has a gain of ~ 100 applied to the pixel signal after the readout register and before 
the output amplifier. A significant increase in sensitivity is obtained because this amplified signal has 
the normal dark current and the read-out noise of a non-amplified signal. This new EMCCD back-
thinned chip with high UV quantum efficiency and low noise is expected in the spring of 2002. 


6 CONCLUSIONS 


The prototype DCVD instrument was successfully developed and tested for verifying spent-fuel and 
non-fuel assemblies. The portability of the instrument was adequate and future improvements look 
promising. The digital images provided by this technology permitted better discrimination of spent 
fuel and non-fuel assemblies, along with an improved ability to detect missing fuel rods (partial 
defect). The high quantum efficiency, low noise, and high resolution permitted the verification of 
Ågesta fuel with a burnup of 1200 MW/t U and a cooling time of 29 years, well below the target of 
10 000 MWd/t U burnup and 40-year-cooled fuel. 
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Abstract. 
 
Short Notice Random Inspection has been implemented at low enriched uranium bulk facilities in Japan for 
verification of LEU involved in transfers between facilities.  Randomized inspections at LEU facilities allow 
achieving full verification coverage of LEU flow while employing modest inspectorate resources.  This paper 
describes the SNRI regimen that has been implemented and summarizes experience gained to date. Conclusions 
are drawn with respect to gains in efficiency and effectiveness. 
 
 
1. INTRODUCTION 
 
Verification of nuclear material in transfers is an important part of any safeguards approach 
based on material accountancy. To achieve 100% verification coverage of transfers into and 
out of the large DNLEU facility, a special scheme to carry out verification activities was 
introduced: Short Notice Random Inspection (SNRI). The scheme was tested at the 
Westinghouse Low Enriched Uranium (LEU) fuel fabrication plant in the United States. The 
test, which utilized an inventory mailbox concept, demonstrated the validity, technical 
feasibility and effectiveness of the new approach. 
 
The SNRI regime was introduced to Japan in 1998. As of year 2001, the SNRI is being 
carried out at all large Japanese LEU fuel fabrication and conversion facilities for verification 
of LEU involved in transfers between facilities. The results of the implementation show that 
SNRI allows 100% verification coverage of flow components (e.g., receipts and shipments) 
while consuming a reasonable level of inspectorate resources. The short notice aspect 
provides additional assurance that the facility is being operated as declared. 
 
 
2. SNRI OBJECTIVES. 
 
The main objective of SNRI is to allow complete verification coverage of the transfers of 
safeguarded material between facilities by randomizing the timing of inspections and 
projecting the verification data from collected samples over the Material Balance Period [1]. 
 
Before the SNRI regime was implemented at Japanese LEU bulk handling facilities, five 
scheduled interim inspections had to be performed every year to verify the flow of nuclear 







materials with at least 20% coverage of domestic receipts and shipments. The resulting 
detection probability, however, was still zero due to the absence of a randomization factor. To 
achieve a 100 % verification coverage and meaningful detection probability a significant 
increase in the number of interim inspections would be required. Therefore, the SNRI has 
become an effective method to verify a complete flow of nuclear materials into and out of the 
facility without increase of inspection frequency and resources. 
 
In addition to the main one, the objectives of the SNRI are: 
�� To confirm that the plant operation is consistent with the declared operational program 


and the State’s fuel cycle; 
�� To make falsification difficult by shortening the interval between the notice of the 


inspection and the granted access; 
�� To verify nuclear material flow in process and in transfers more efficiently and cost 


effectively. 
 
 
3. THE SNRI INSPECTION PROCESS -- AN OVERVIEW 
 
To achieve the SNRI objectives, a form of near real time accountancy referred to as the 
“mailbox” concept was introduced. In this concept, the operator is requested to make daily 
declarations of flow information, reporting receipts and shipments of nuclear material in 
different forms (powder, pellets, assemblies), as well as packing and production information. 
To ensure full verification coverage of all items, the SNRI approach utilizes the residence 
time concept. The facility operator agrees that all flow items (e.g., all items received, and all 
items produced) will remain in-residence for a minimum finite period of time such that every 
item experiences a finite risk of being selected for verification. The number of SNRIs that will 
be performed is actually a random variable that will average to five/year cumulatively over 
time. In practice, however, the selection of the date for SNRI is not entirely random. It is 
driven also by pragmatic factors such as inspector resource availability, and the known 
operational program of the particular facility. 
 
In short, the main features of the SNRI concept are: 
 
�� That the operator makes declarations to a mailbox computer each day of the new powder 


feed received, new scrap bulk material prepared for shipment, and new fuel assemblies 
produced.  


�� That the items so declared remain at the facility for a specified minimum period of time 
(residence time) during which they would be available for verification. 


�� That inspection can be implemented randomly during the material balance period such 
that all received UF6 cylinders and cans of powder feed, all shipped cans of powder and 
scrap, and all fuel assemblies were part of the verified inventory. 


 
 
4. DESCRIPTION OF AN SNRI 
 
The day of the SNRI, notice of the inspection is given to the state authority, and the inspectors 
proceed to the facility. The IAEA and the state authority concur on the verification activities, 
including sample-size and selected samples. Adjustments may be made based upon the most 
resent status of facility operation. Then the inspection team proceeds into the facility, with 
lists of samples in hand, and commences verification activities. 







Verification activities consist of various methods of Non-destructive assay (e.g., enrichment 
measurement, active neutron interrogation), destructive analysis (e.g., taking samples of bulk 
material for later analysis at the IAEA Seibersdorf analytical laboratory), and associated item 
counting and tag checking. 
 
The facility operator provides a copy of the general ledger on diskette. The coordinating 
inspector performs a book audit, consisting of confirmation of the book ending, and 
comparison with source documentation. The general ledger comparison function is used to 
ensure that the general ledger is consistent with the mailbox data. The coordinating inspector 
then attempts to reconcile any differences found, and examines corrections made to the 
mailbox data to determine any safeguards consequence. 
 
The approximate timetable of a one-day SNRI is given in Table 1. 
 
 
Table 1. Approximate timetable of a one-day SNRI. 
 


 
 
 
5. FURTHER DEVELOPMENT IN SNRI APPROACH. 
 
The Member States and the Agency are looking for the ways to achieve greater transparency 
in nuclear material management. An electronic data transmission system, installed to transfer 
mailbox data from LEU fabrication and conversion facilities to the Japan Safeguards Office 
server, and through this server to the IAEA server at the Tokyo Regional Office, should be 
considered as an important step in this direction.  
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This system is currently under development. Once installed, it would transmit mailbox 
declarations to the Agency on a daily basis, thus providing detailed, day by day knowledge of 
fuel assembly production, feed material receipt and consumption, and product material 
shipment. These declarations can be fully verified by SNRI on any working day.  
 
An advantage over the current practice is that the information about nuclear materials 
transactions at every large LEU fabrication and conversion facility would be available at 
hand, giving the Agency almost "real time" knowledge about the flow of LEU within Japan as 
a whole. This includes all flows to Light Water Reactors, as well as flows between LEU bulk 
facilities. The authors believe that these features of the SNRI regimen provide some capability 
to detect and deter borrowing of nuclear material between facilities. 
 
 
6. FIXED SAMPLE SIZE  
 
As a means to reach the highest detection probability achievable by a one day SNRI, it has 
been proposed to implement "fixed" sample sizes, separately for each flow stratum (i.e., UF6, 
UO2 powder and scrap, and finished assemblies), uniformly applied for all facilities. The 
number of samples is based upon overall nominal throughput expected rather than the size of 
the inventory present during SNRI inspection. 
  
If implemented, it would allow the inspection team to achieve the highest detection 
probability achievable by a one-day SNRI. Sample sizes calculated according to criteria 
requirements on case-by-case basis could either be smaller, equal or larger than the proposed 
fixed values. However, variations in the detection probability owing to variable facility feed 
and production rate should be compensated by a corresponding variation in the probability for 
scheduling an SNRI. 
 
 
Table 2. Fixed Sample Size proposal 
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Implementing fixed sample size will result in increasing the detection probability and 
streamlining the actual inspection activities during SNRI [2]. Fig. 1 presents a diagram where 
a detection probability is calculated for the powder stratum, assuming three SNRIs were 
carried out at a typical facility with 300tU throughput during the Material Balance Period 
(MBP), and that enough items were available at each inspection.  
 
This detection probability is compared with the one achieved if Random Medium (0.5) or 
Random Low (0.2) criteria is applied to all items in a powder stratum over the MBP. It is easy 
to see that three SNRI inspections per year would satisfy the Random Low criteria for such a 
facility. Similar graphs are possible to draw for other flow strata of nuclear material, such as 
UF6 cylinders, fuel assemblies, and scrap. 
 
 
7. FURTHER CONCEIVABLE IMPROVEMENTS IN SAFEGUARDING LEU FUEL 


FABRICATION FACILITIES 
 
A LEU fuel fabrication facility is first of all throughput dominated and MUF generating, like 
any other bulk handling facility. The throughput of such facility, determined by its product, 
the fuel elements, is normally higher than the inventory. This means that the throughput 
contributes significantly to �MUF. Information on material flow and its verification therefore 
is essential to evaluate the material balance. The final product itself, however, the fuel 
elements, can be verified by NDA only for gross and partial defects but not for bias defects. 
  
 
Figure 1. Detection probability for different number of defects, PD- 
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During each SNRI also samples from pellet lots are taken. The information the inspector 
receives from the operator concerning the material are up to now restricted to operator’s 
analytical results. Therefore analyzing those samples may serve the “evaluation of precision 
and accuracy of measurements and the estimation of measurement uncertainty”, as performed 
by the operator, but not directly the verification of shipments. 
 
To contribute to the verification of a particular shipment the assignment of the pellet lot and 
its quantities to fuel elements is needed. This would allow the Agency to correlate the 
analytical results with shipments and finally also to extrapolate the results for particular 
shipments to the overall material balance and its evaluation. With such information the 
Agency’s safeguards at LEU fuel fabrication facilities could be further improved. 
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Abstract 
 
The Finnish State System of Accounting for and Control of Nuclear Material (SSAC) is getting ready 
for the final disposal of the spent fuel into the Finnish bedrock. The final disposal facility, i.e. an 
encapsulation plant and an underground facility, represents a new type of nuclear facility. No general 
safeguards approach exists for this facility type. In parallel with the development of the IAEA 
safeguards approach, the SSAC requirements are being developed. The SSAC requirements are 
supposed to meet both the IAEA and the Euratom safeguards requirements. The goal of the early 
preparations is to allow safeguards needs to be properly taken into the facility design. One of the key 
safeguards elements, independent active verification of the operator declared data, is planned to be 
systematically carried out by the SSAC. The legal basis of the safeguards activities is discussed in 
addition to the possible technical needs and requirements. The roles and strategies of different parties 
are not discussed. 
 
1. INTRODUCTION 
 
The Final disposal of the Finnish spent nuclear fuel is known to be the solution pursued for the back-
end of the fuel cycle in Finland already for a long time. This allows the Finnish SSAC to prepare 
safeguards requirements in time. The Finnish SSAC includes the operator, the State authority STUK 
and the Ministry for Trade and Industry. Undisputed responsibility of the safe disposal of spent fuel is 
on the operator. The role of the Radiation and Nuclear Safety Authority (STUK) is to set up 
requirements, to review the operator plans and by using different tools of a quality audit approach to 
verify that the requirements will be complied with in practice.  Operator activities are controlled by the 
State authority STUK and the regional and the international verification organizations represented by 
the Euratom Safeguards Office (ESO) and the IAEA. 
 
Verification of the operator declared data is one of the key elements of safeguards.  This will remain to 
be the case also under the Integrated Safeguards (IS) in the future. It is understood that the importance 
of high quality measurements will rather increase than decrease when the frequency of interim 
inspections will decrease. Maintaining the continuity of knowledge makes sense only when the 
knowledge is reliable and independently verified, i.e. the knowledge needs to be created first.  
 
As the competent safeguards authority, STUK is planning to maintain its active regulatory role also in 
the future. This will be reflected in the increasing cooperation between the SSAC and the IAEA in the 
new safeguards activities related to the Additional Protocol (AP). Based on its regulatory role, STUK 
has continued carrying out safeguards inspections including independent verification measurements of 
spent fuel also after joining the EU in 1995. One of the difficulties that may be related to the final 
disposal will be old fuel, especially fuel with missing verified knowledge of fissile contents or fuel 
with poorly maintained continuity of knowledge. The Finnish SSAC intends to avoid this potential 
future problem by carrying out NDA (non-destructive assay) verification measurements of spent fuel 
in a systematic manner. To verify the declared data, spent fuel measurements have been carried out 
since the beginning of the interim storing 1987. The knowledge created and maintained will facilitate 
satisfying safeguards objectives related to final disposal in the future. 
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2. SAFEGUARDS NEEDS RELATED TO FINAL DISPOSAL 
 
2.1. Spent fuel inventory 
 
Spent fuel in Finland is mainly generated in the four LWR reactors located at two sites. Two BWR 
reactors are located at Olkiluoto on the west coast of the country. Two VVER-440 type PWR reactors 
are located in Loviisa (Fig. 1). The Triga type research reactor (FiR 1) is located in Espoo.  
 
Nuclear fuel is imported as fresh fuel assemblies. After irradiation, all LWR spent fuel will be cooled 
in interim storages located at each of the two sites. After minimum storing of about 20 years, all spent 
fuel will be disposed in the final disposal facility planned to be constructed at the Olkiluoto area next 
to the Olkiluoto NPP. Accumulation of spent fuel is shown in Fig. 2. Until 1996 the spent fuel from 
Loviisa npp was returned back to the Russian Federation. According to the present estimate, the total 
inventory of spent LWR in 2020 will be about 2550 t, about 16 500 assemblies.  
 
2.2. Schedule for final disposal 
 
Posiva Oy will carry out the whole process of final disposal. Posiva is a waste management company 
jointly established by the Finnish nuclear power companies Fortum Power and Heat Oy and TVO 
Power Company Oy. Site specific design of the encapsulation plant and an underground repository is 
under way [1,2]. The overall final disposal schedule is shown in Fig. 3. 
  
As shown in Fig. 3, a policy decision, called Decision in Principle (DiP), is required for the final 
disposal project to continue. The DiP ensures that the establishment of a final disposal facility will 
comply with the overall good of the society. The DiP decision was made by the Government on 
December 21, 2000 followed by ratification by the Parliament on May 18, 2001. Based on the DiP 
decision, extensive R&D activities, aimed at submitting a construction permit in about 10 years time, 
are underway at the Olkiluoto site. Deep geological disposal of spent fuel elements is planned to take 
place using copper canisters with a nodular cast iron insert. This design concept resembles closely the 
Swedish KBS-3 concept. 


 
 
 
 


 


FIG. 2.  Accumulation of spent fuel of Finnish LWR 
reactors.
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FIG. 1. Location of the Finnish nuclear 
reactors. The final disposal facility will 
be located at Olkiluoto about 2 km 
outside the power plant.  
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The encapsulation plant and an underground repository will be designed in parallel. When studying 
the overall schedule of Fig. 3, it is incorrect to conclude that it is too early for safeguards requirements 
to be integrated into the design. This is because the waste Management Company Posiva is expected 
to present a detailed description of the disposal facility, both encapsulation and underground facilities, 
already in 2004. This description should include the main technical arrangements in the design needed 
to implement safeguards at the facility. The safeguards plans need to be kept up-to-date along with the 
possible development of the safeguards-related technology through regular revisions. This would 
allow the regulator to maintain confidence that the safeguards system, when being implemented will 
really be up-to-date and can fulfil all requirements. Updates to the requirements by the regulator 
during the time span of the planning and construction of the final disposal from today until the start of 
the disposal can be met most economically using this kind of approach. 
 
According to the schedule, application for construction permit should be submitted as early as 2010. 
After that it may be difficult and costly to modify the overall design of the facility. This is why the 
Finnish Support Programme to the IAEA safeguards (FINSP) has been active in carrying out R&D 
tasks to support the IAEA in defining the safeguards requirements and in developing verification 
methods [3-10]. It is understood that a key issue with influence especially to the condition facility 
design will be verification of declared data upon final disposal. According to the general safety 
principles, active safeguards measures should be concentrated to the encapsulation facility where spent 
fuel assemblies are still available as individual items.  
 
2.3. Basis for domestic activities  
 
Activities of the domestic safeguards in Finland are based on legislation, regulations and guides: 
guides: 
 
(a) Legislation 


�� Nuclear Energy Act (990/1987), Amendment 1994 according to which “all nuclear waste 
produced in Finland must be disposed of in Finland”. Further, “STUK shall be responsible 
for the necessary control of the use of nuclear energy to prevent the proliferation of 
nuclear weapons” (55 § and 63 §). 


�� Nuclear Energy Decree (161/1988) 
(b) Regulations 


�� Decision of the Council of State (478/1999) on the safety of disposal of spent nuclear fuel. 
Section 23, Control of nuclear materials stipulates: ”The design, construction, operation 
and closure of a disposal facility shall be implemented so that control of nuclear materials 
can be arranged in accordance with the pertinent regulations.” 
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FIG. 3. Overall schedule of the Finnish final disposal project. 
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(c) Guides 
�� By virtue of acts and regulations, STUK issues detailed regulations (YVL Guides) that 


apply to the safe use of nuclear energy and to physical protection, emergency 
preparedness and safeguards (http://www.stuk.fi/english/yvl.html) 


�� YVL Guide 5.4 Long-term safety of disposal of spent nuclear fuel (Draft) 
�� YVL Guide 5.5 Final disposal facility - safety principles of operation (Draft) 
�� YVL Guide 6.1 Control of nuclear fuel and other nuclear materials required in the 


operation of nuclear power plants 
�� YVL Guide 6.5 Supervision of nuclear fuel transport 
�� YVL Guide 6.9 The national system of accounting and control of nuclear material 
�� YVL Guide 6.10 Reports to be submitted on nuclear materials 
�� YVL Guide 8.1 Disposal of reactor waste 
�� YVL Guide 8.2 Exemption from regulatory control of nuclear wastes 
�� YVL Guide 8.3 Treatment and storage of radioactive waste at a nuclear power plant 
�� YVL Guide 8.4 Long-term safety of final disposal of spent fuel 
�� YVL Guide 8.5 Operational safety of disposal of spent nuclear fuel (Draft) 


 
Safeguards measures of the State authority STUK are based on the requirements called for by the 
national legislation and regulations and, international commitments. The requirements of final disposal 
safeguards will differ considerably from those of conventional safeguards. Conventional safeguards 
are more or less based on the fact that nuclear material is available for re-verification if needed, even 
though it might be difficult to access. In the Finnish disposal concept nuclear material in the 
underground facility cannot be included in this category. Re-verification of spent fuel will not be 
possible in practice for safeguards purposes due to safety limitations. This is why the last opportunity 
to verify the declared data is in the conditioning facility. Systematic verification activities during the 
several decades of interim storing will increase the safeguards-related knowledge of the fuel 
assemblies. It adds to the assurance that the declared data are correct and complete. Final verification 
activities to be carried out upon the encapsulation process are considered to focus mainly on the final 
check that the continuity of knowledge is reliable and that the material to be encapsulated includes 
only irradiated fuel rods. The final check together with the earlier safeguards measures will give 
satisfactory assurance that the material disposed is as declared. It will also give assurance that any 
future safeguards related question that may be raised on the completeness of the disposal challenging 
the integrity of the closed repository can be solved based on the results of the safeguards measures 
implemented. Based on the planned activities, the State authority is able to draw a conclusion that the 
nuclear fuel imported in the country has been used for the declared purposes, i.e. power production, 
and that not a single rod of this material is diverted for any unknown purposes.  
 
3. PROGRAMMATIC VERIFICATION MEASUREMENTS BY SSAC 
 
Verification measurements carried out primarily for the accountancy purposes give assurance that 
spent fuel in the storage is physically in accordance with the nuclear material accountancy data. In 
addition, the verification measurements are important for the final disposal for several reasons:  
(a) Firstly, the analyzed measuring campaign results give high level of assurance that all data 


reported are complete and correct over the whole storage period. Early verified knowledge 
prevents possible difficulties at the final disposal stage that may rise due to poor knowledge or 
poorly maintained continuity of knowledge.  


(b) Secondly, the data collected will be technically valuable. Later on, the verification data 
collected at the final disposal phase can be compared with the earlier verification data. This 
comparison will result in additional information in case ambiguous measurement results need 
to be resolved at the final disposal phase.  


(c) Finally, measurement program has a deterrence effect and it motivates the operator to make a 
strong commitment to safeguards. It increases communication between the nuclear operators 
and the regulator at the technical level, which is a valuable asset also when verification system 
is designed for the final disposal facility. 
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STUK has carried out NDA verification measurements of spent fuel in a systematic manner since the 
beginning of the interim storing 1987. Verification measurements have, however, been carried out also 
before that time. Today, three different verification methods are actively used: SFAT (Olkiluoto, 
Loviisa) [8, 9] GBUV [10] and FORK  [10] (Loviisa). All these methods used are based on the 
detection of spent fuel specific signals i.e. fission product gamma rays or passive neutron emission 
from actinides.  
 
Annually, STUK performs 1-2 measurement campaigns at both power plants. In addition, the FINSP 
has organized several measurement campaigns in cooperation with the operators and the IAEA during 
the last two decades at the Finnish nuclear facilities. 
 
The GBUV method (Figs. 4-5) allows an accurate determination of the consistency of the declared 
burn-up data even based on a single measurement in the middle of the assembly. The gamma spectrum 
measured reveals a fingerprint, which an experienced inspector can use to draw conclusions. This 
includes signatures indicating that the measured items are actually irradiated spent fuel. These 
signatures are the 661.6 keV gamma line from 137Cs (SFAT, GBUV), gamma lines from other fission 
products, like 154Eu or 134Cs (GBUV) and neutrons from actinides produced by irradiation of nuclear 
fuel (FORK). If fuel movements are required during the campaign, the gross weight of the assembly is 
also recorded. The analysis is made in two phases: Firstly, the signals detected are usually enough to 
draw conclusions in situ that the assembly measured is actually spent fuel. Internal consistency of the 
measured stratum can also be verified. In a post-analysis at the headquarters, the data is elaborated 
further and the measured data is combined with the data reported by the operator. This analysis gives 
assurance, that the operator's data on burn-up, cooling time and possible defects are correct. The 
measurements performed during separate campaigns possibly using different measurement 
arrangements and devices are normalized for consistency verification with the help of a reference 
assembly. Another possibility is to use the calibration standard sources optimized for spent fuel 
measurements, a 137Cs standard for gamma rays and a 252Cf standard for neutrons. [10] 
 
During measurement campaigns, special attention is paid to non-standard fuel items. They include 
opened fuel assemblies, which might have rods removed or changed and hermetic "bottles" containing 
leaking rods. The Loviisa power plant has a lot of irradiated dummy elements, which do not contain 
nuclear material. These will be disposed with intermediate level waste at the Loviisa site. In addition, 
the VVER reactors use so-called fuel follower assemblies that are difficult to verify in-between 
irradiation cycles. 
 
The raw measurement data and the analyzed results and protocols with conclusions are stored into a 
spent fuel measurement database FISDAM (Finnish Safeguards Database of Measurements). The 
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safeguards office of STUK maintains FISDAM established in 1999. At the moment, FISDAM 
contains data from about four hundred measurements of individual spent fuel items. Data acquired 
earlier before the implementation of FISDAM in 1999 will be entered into the database. The database 
is a powerful tool in data analysis, since previous results and raw data can easily be extracted for 
reference and comparison purposes. One copy of the database is available at a STUK's notebook PC 
that is used for measurements at the facility during the campaigns. Therefore the inspector is capable 
of using the data earlier measured when needed.   
  
FISDAM is run in Microsoft Access. FISDAM is a living, growing and developing database. New 
field entries will be added and new analysis tools written, when necessary. New measurement devices 
require most probably more fields to be added. Verification measurements will be continued and the 
database will be updated accordingly until the end of the phases of interim storing and final disposal. 
 
4. VERIFICATION OPTIONS FOR FINAL DISPOSAL 
 
4.1 General considerations 
 
The goal of the verification is to provide satisfactory assurance that all items, which are placed into a 
final disposal capsule, are physically in accordance with the nuclear material accountancy data. On 
one hand the verification method should be able to detect discrepancies. A false alarm is given if a 
verification measurement indicates a significant discrepancy even when that is not the case. A general 
requirement of STUK under consideration is a non-destructive verification measurement of each item 
on a partial defect level. 
 
An important issue to be solved is the integration of the verification measurement into the process of 
the back-end of the fuel cycle. [5, 11] This solution depends on the verification method to be selected 
and the design of the process. The process starts from the present interim storages, comprises the 
packing into transport containers at the storages, transport to the encapsulation plant and the processes 
to be implemented in the encapsulation plant and in the final repository. The location of the final 
physical verification must be selected in the route of this process. The requirement of an uninterrupted 
continuity of knowledge from the final verification up to the replacement in the repository must be 
fulfilled. This latter requirement favours the implementation of the final verification at the latest phase 
possible, but balancing of the technical and safety requirements of the whole process may also lead to 
some other technical solution. 
 
4.2. R&D activities on verification 
 
The Finnish SSAC keeps monitoring and contributing to the global technological development. One 
important instrument in this is the participation in the FINSP. Bilateral support tasks are often aimed at 
developing the safeguards systems implemented in Finland. New verification technologies are being 
developed also under multilateral tasks involving several countries having parallel interests. Among 
the technologies especially directed towards the back-end are the study on the feasibility of the fork 
detector for partial-defect verification (FINSP, SWESP, BELSP) [6,12,13] and the development of 
tomography (FINSP, SWESP, HUNSP) [7]. In addition to the benefit to the IAEA safeguards, the 
technology to be developed in these tasks will be directly applicable by the SSAC. 
 
4.3.  Verification of LWR fuel 
 
4.3.1. Fork detector 
 
The fork detector [17,18] giving two signals, the neutron and the gross gamma emission, is a 
promising candidate for detecting a partial defect. According to the present IAEA criterion, a partial 
defect means the removal or replacement of 50 % or more of the nuclear material from a fuel item. 
Lately this method has been studied quite extensively [6,12,13]. The conclusion is that although for a 
set of assemblies with similar irradiation histories this method seems to fulfil the above-mentioned 
criterion, it is not probable that this method alone can solve all cases including irregular irradiation 
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histories. E.g. a reconstruction of an assembly to replace leaking or otherwise damaged pins and 
subsequent irradiation cycles in the reactor may produce ambiguity to a verification measurement by 
the fork detector. [13] 
 
4.3.2. Tomography 
 
The feasibility of gamma emission tomography for verifying the integrity of the fuel assemblies on the 
rod level has been demonstrated [3, 7, 14-16]. Tomography renders possible the verification of an 
assembly on the rod level. As the mass of each assembly is recorded, weighing can reveal possible 
absence of rods. The replacement of rods with dummies to keep the weight unaltered improves the 
power of tomography and even quantitative data on the rod level can be obtained. However, the 
method at the present is on the level needed for feasibility studies. An optimized design needs to be 
engineered for application in connection with the back-end process of the fuel cycle.  
 
4.3.3. Gamma-spectrometric verification 
 
Systematic GBUV data collected into the FISDAM database can be utilized if all assemblies are 
verified by high resolution GBUV. This would add to the level of confidence regarding the integrity of 
the assemblies to be disposed of. Especially all possibilities of manipulating the assemblies by 
replacing individual fuel rods with irradiated dummies could be excluded this way.  
 
4.4. Verification of spent fuel from FiR 1 
 
A special topic in Finland is the spent fuel of the research reactor FiR 1. Although the total inventory 
of this fuel batch is less than one significant quantity (SQ), its design differs so much from the spent 
LWR reactor fuel that direct adaptation of the mainstream verification would not be feasible. At 
present, there is no decision to dispose the spent FiR fuel to the repository. There are two options 
available of the spent fuel of FiR 1: either it will be returned to the US or disposed of in the Finnish 
spent fuel repository. Resorting to the first option requires that the reactor should be closed by May 
2006, and the decision must be taken and conclusively announced to the competent US Authority in 
2004. Continuation of power generation beyond May 2006 would exclude the first option. Whichever 
option will be chosen, certain verification measures must be performed before packing the fuel for 
transport to the US or for transport to the Finnish final repository. 
 
5. CONCLUSIONS 
  
Systematic and accurate measurements are an essential feature of good safeguards. Accordingly, all 
present safeguards questions and questions that may be raised later on concerning the correctness and 
the completeness of the declared data of disposed fuel should be solved in time, upon encapsulation at 
the latest. After the encapsulation phase of the final disposal, re-verification becomes practically 
impossible. The approach under consideration will make it possible for STUK to satisfy the 
requirements of the Nuclear Energy Act, especially the requirement to prevent the proliferation of 
nuclear weapons. 
 
Further, the approach under considerations ensures that no undue burden is transferred to the future 
generations due to partially or poorly fulfilled safeguards obligations. 
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During the last decade several questions were raised concerning the proliferation issues of 
Light Water Reactors (LWRs) in comparison with other types of power reactors, particularly 
Gas Cooled Reactors (GCRs) and Heavy Water Reactors (HWRs). These questions were 
strongly highlighted when the Agreed Framework between the United States and the DPRK 
was signed in October 1994 and following the formation of KEDO organization to provide 
two LWRs to DPRK in replacement of all its GCRs in its nuclear program1, 2. One might 
summarize the main questions into three groups, mainly: 


1. Can LWRs produce weapon-grade Plutonium (Pu)? 


2. Why the LWR type is considered as a better option with regard to non-proliferation 
compared to other power reactors - particularly GCR and HWR types? 


3. How LWRs could be more resistant to proliferation? 


To try to answer these questions, two tables3 are presented containing different numerical 
parameters for Pu production capability of the three main reactor types (LWRs, GCRs and 
HWRs) of a 400 MWe power reactor unit. Table (1) lists these parameters during normal 
operation, while table (2) lists the same parameters during abnormal operation to produce 
weapon grade Pu. 


Back now to answer the previous questions: 


 


1. CAN LWRS PRODUCE WEAPON-GRADE PU? 
As clearly seen from table 2, weapon-grade Pu could be produced in LWR fuel, as in the fuel 
of most other power reactor types, by limiting fuel irradiation to two or three months only. 
However, such production, though possible, is exceptional. In a recent study4 5% of LWRs 
under IAEA safeguards have spent fuel inventory containing limited amount of high-grade Pu. 
As listed in table (1) the equilibrium irradiation (burnup) of discharged fuel is in the order of 
33,000 MWD/T. However and due to lower enrichment of initial inventory almost half of that 
burnup is produced. In normal situations the discharged initial inventory has a Pu grade which 
is less than weapon grade and is unlikely to be used for weapon production. 


 


2. WHY THE LWR TYPE IS CONSIDERED AS A BETTER OPTION FOR NON-
PROLIFERATION? 
Referring to table (1), one can conclude that LWRs make less Pu per MWe compared to GCR 
(though HWRs make the lowest Pu per MWe). For the same power, LWRs produce the lowest 
Pu per year compared to both GCRs and HWRs. The Pu grade of discharged fuel of LWRs is 
much less than that of GCRs (though equal to HWRs). Therefore, in normal commercial 
operation, LWRs could be considered as a better non-proliferation option compared to GCRs. 
In addition, the change of mode of operation to produce weapon-grade Pu or more Pu quantity 
would be easier to detect   for LWRs than for GCRs. This is mainly due to the fact that GCRs 







 


can be re-fuelled on-load (i.e. while the reactor is in operation), wheres LWRs should be shut 
down first and reactor vessel should be opened, which are easier indicators to be monitored. 


 


3. HOW LWRS COULD BE MORE RESISTANT TO PROLIFERATION? 


Currently there are close to 200 LWRs under the IAEA safeguards regime. Standard 
safeguards measures are implemented at these reactors to assure no diversion of declared 
nuclear material and peaceful use of these reactors for power production. 


Increasing the confidence level in such assurance might be needed on the basis of particular 
agreements. The measures to increase the confidence level could be summarized in the 
following headings:  


i. Non-proliferation commitment (e.g. ratification of comprehensive safeguards 
agreements and Additional Protocol, successful completion of verification of 
initial inventory, positive safeguards conclusion for the declared nuclear material 
and absence of undeclared nuclear material and activities, ..etc). 


ii. Application of different safeguards measures (e.g. use of unannounced inspections, 
complementary access, remote and environmental monitoring systems, advanced 
NDA for spent fuel, verification of irradiated non-fuel items …etc.). 


iii. Additional specific agreements (e.g. limitation of out of core inventory, delivery of 
enriched fuel, restriction of spent fuel reprocessing, ..etc.) 


iv. LWR design specifications5 (e.g. related to fuel assemblies, restriction of pin 
removals, core, spent fuel pond, control rooms…etc.). 
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Table (1) 
 
Normal Plutonium Production of a 400 MWe power reactor unit of different types 
 


Reactor Type LWR (PWR) GCR HWR 
Specific Power (MWth/Tu) 37 2.4 20 
Fuel residence time (years) 3 3 2 
Discharge fuel irradiation (MWD/T) 33,000 3,000 8,500 
Pu (Kg) per ton U 9 2 4 
Pu (Kg) per MWe 0.1 0.26 0.08 
Annual Pu production (Kg) 92 260 168 
% Pu grade (Pu fissile / Pu total) 70 83 69 


 
 
 
 
Table (2) 
 
Abnormal Plutonium Production of a 400 MWe power reactor unit to produce weapon 
grade Plutonium 
 


Reactor Type LWR (PWR) GCR HWR 
Fuel residence time (days) 80 380 50 
Discharge fuel irradiation (MWD/T) 3,000 800 1,000 
Pu (Kg) per ton U 1.6 0.72 0.84 
Annual Pu production (Kg) 180 200 400 
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Abstract 
In the framework of the Trilateral Initiative, for the verification of weapon-origin and 


other fissile material specified by States as released from its defense programs, the Russian 
Federation, the United States, and the International Atomic Energy Agency have been engaged 
in discussions concerning the structure of reliable monitoring systems for storage facilities 
having large inventories of fissile material.  The intent of these monitoring systems is to provide 
the capability for the IAEA to maintain continuity of knowledge in a sufficiently reliable manner 
that should there be equipment failure, loss of continuity of knowledge would be restricted to a 
small population of the inventory, and thus re-inventory of the stored items would be minimized.  


These facility-specific Inventory Monitoring Systems (IMS) provide the principal means 
for the IAEA to assure that the containers of fissile material remain accounted for under the 
Verification Agreements which are to be concluded between the IAEA and each of the two 
States. . 


The classified characteristics of the material under control impose an additional burden 
on the IMS developer. There should be taken into account such requirements as information 
barrier implementation and national security considerations. From an operational perspective the 
IMS are to be technically simple, reliable, economically efficient and impose minimal burden on 
the operator.  


This paper will provide a summary of the approaches to the IMS as it currently exists. 
 


Introduction 
In the course of broad and productive discussions of inventory monitoring technologies the 
experts focused on technologies that would have near term application to facilities anticipated to 
be offered for verification pursuant to the Trilateral Initiative. 
 
Due to the specific character of materials which are planned to be under the IAEA verification, 
we should take into account not only well known measures and methods of the International 
Atomic Energy Agency safeguards practice but primarily the need to protect secret information 
about weapon origin fissile materials. 







To marry two opposite groups of demands one should find minimally intrusive and highly 
reliable methods and technologies of material measurements as well as monitoring technologies 
to support and simplify the IAEA verification process. 


Technology Considerations 
An IMS for the Trilateral Initiative is intended for the monitoring of a large number of containers 
with nuclear materials in a large storage facility.  The major technical considerations are: 


�� Very large facilities to monitor and related cost of monitoring 


�� Large number of items at the facility 


�� Routine movements into storage 


�� No routine movement after placement in storage for several years 


�� Annual safety inspections that may require movement of specific items 


�� State security concerns that limit available technologies and equipment and impose special 
requirements for authentication 


�� Verification activity conducted under a bilateral agreement with some information provided 
from the state system for material accountancy and control 


�� Long time needed to bring a selected item for verification to an agreed place 
 


General Principles 
An IMS is intended to ensure that continuity of knowledge (CoK) is maintained over inventory 
items that have been accepted for monitoring by the IAEA.  Some of the important general 
principles are: 
• The systems shall be constructed with information barriers if required by the Host State 
• The systems shall assure that credible and independent conclusions can be drawn by the 


IAEA 
• For facilities that store fissile material with classified characteristics, all IMS data must be 


reviewed at the facility and only information as agreed between the IAEA and the State 
may be removed 


• Because the storage facilities under consideration are expected to hold a large number of 
containers with fissile materials, the IMS must avoid the need for re-verifying the full 
inventory or even any substantial part thereof 


• The IMS must be designed and operated in a manner that minimizes interference into the 
routine operations of the facility 


• The IMS is to provide CoK in the periods between the inspections. 
 







Functions 
The primary functions of the IMS are to: 
• Establish unique identification of items (number, bar code)  
• Track item locations 


- during storage 


- during movements  
• Monitor item integrity. 


Implementing the IMS 
The framework for implementing an IMS is based on LASSO (Layered and Segmented System 
Organization) as shown in Figure 1. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


Figure 1.  Layers and segments in the LASSO concept. 
 
• The IMS shall have a series of nested layers, each of which covers the entire inventory.  


Each layer consists of one or more overlapping or contiguous segments.  As a rule, moving 
from the outer layer to the inner layers, each segment applies to a smaller and smaller set of 
items. This provides further localization of a possible loss of CoK to smaller subsets of the 
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inventory with each subsequent layer of sensors.  The innermost layer may consist of 
sensors that monitor individual containers.  Only if this innermost layer and the corre-
sponding elements of all preceding outer layers have failed will CoK be completely lost 


• The IMS should be designed such that the number of inventory items that need to be re-
verified at each inspection due to failures is not more than the IAEA random sample size 
for re-verification 


• Continuity of knowledge (CoK) can be maintained in one layer if it is lost in another layer, 
or in one or more segments of another layer.  The overall IMS capabilities and the layers 
and segments for which CoK is lost determine the requirements for reverification 


• Each layer adds to the effectiveness of the IMS by: 
- increasing the overall probability that any attempt to remove containers will be 


detected;  


- increasing the reliability of the IMS in that if one layer fails another independent layer 
is unlikely to have a common mode failure  


- if one of the layers fails, the other layers will still provide assurance that will allow 
the full IMS to be returned to service without the need to completely reverify the 
stored inventory 


• To the extent possible, no single failure shall cause loss of CoK that requires re-verification 
of a substantial portion of the inventory.  This implies that any loss of CoK should be 
localized to a small portion of the inventory and hence a small portion of the IMS. 


• The number of layers and segments will depend on several factors, in part related to the 
characteristics of the material, the facility specifics and the IMS technologies used.   


Loading / Unloading 
During loading and unloading of the storage facility, the IMS must operate under slightly 
different conditions: 
• During the facility loading phase, the IMS will be built up starting with the innermost layer 


of individual item segments and continuing through each layer filling each segment at a 
time and successively each layer to the outermost layer. Not until the facility is fully loaded 
will all LASSO segments and layers be fully implemented, yet the IMS will be effective for 
monitoring CoK of all parts of inventory as it grows. 


• As material disposition activities commence with the associated unloading of long-term 
storage, the items will be removed in a succession that essentially reverses the loading 
sequence. The IMS will be removed in the innermost layer in a series that completely 
vacates a segment in that layer and then progressively vacates segments in successively 
outer layers until the facility is completely unloaded. 


General IMS Requirements 
The IMS with LASSO must satisfy several operational requirements: 
• The IMS shall function without servicing for a period not less than the interval between 


planned inspections. 







• In case of failure of the data collection system or of the connection between the data 
collection system and the data generators, data shall be stored in the buffer memory of the 
data generators.  Buffer memory shall have the capability to store data under normal 
operations at least for the longest expected period between inspection visits by the IAEA. 


• Any IMS power failure and any restoration of power shall be noted in a state-of-health 
information file. 


• Data filtering and/or data compression shall not cause the loss of a relevant event. 
• Daily time synchronization and a common time base shall be provided for all subsystem 


clocks to within one-second maximum drift per day.  The resolution of the system time 
stamp clock shall be higher than the shortest data collection period.  After a loss of power 
or other interruptions, the system shall perform an immediate synchronization of all 
subsystem clocks upon restoration to normal operation 


Hardware Requirements 


• IMS will include multiple sensors and redundant data collection units 
• Seals and tampering indication must be implemented to protect IMS equipment 
• The IMS must be designed to prevent the loss of any data in case of mains power or 


communications failures. 


Software Requirements 
• Software shall be designed so that the system automatically restarts after interruptions of 


normal operations 
• The software shall provide the capability for visual displays 
• The software shall produce a performance summary file 
• After the IAEA has completed servicing, the software shall provide a visual indication of 


correct setup 
•  Software reloading by the IAEA must be possible following repair or maintenance 
• The system software shall be protected from tampering  
• When the IMS includes intelligent data review, the verification data from contiguous IMS 


LASSO segments must be analyzed in such a manner that the operations carry over from 
one segment to the next allowing transactions to be followed automatically. 


Data Generation and Collection Requirements 
• Data from individual IMS elements must be stored independently and be capable of being 


reviewed and analyzed independently. 
• Data shall be saved in buffered memory. 
• Data must be date and time stamped at the time of generation. 
• Authentication information shall be embedded into the data record at the time of, or before, 


transmission from the data generator. 







• State-of-health data of the IMS system elements shall be made available to the facility 
operator.  State-of-health data shall be stored in non-volatile memory at selected intervals 
for the period between inspection visits. 


• Data retrieved by the data collection computer shall have unique  identifying features that 
assure that there are no missing records 


Authentication 
• All relevant verification information shall be authenticated by an IAEA approved means 
• Any triggering signals generated by a sensor shall be authenticated  
• Authentication of IMS and system components shall pass an IAEA approved independent 


vulnerability assessment 
• When authentication cannot be implemented directly on a sensor, a physical system of 


tamper indication must be used between the sensor and the point at which data 
authentication is applied. 


Classified Information Protection 
• Information barriers shall be implemented as necessary to prevent the release of classified 


information 
• Any failure shall not lead to classified information disclosure 
• The possibility of obtaining classified information by means of unauthorized access shall 


be excluded 
• Any system elements that contain classified information shall be protected against 


unauthorized access 


Possible Areas of Future Activity 
The Trilateral Initiative technical experts working group for inventory monitoring systems has 
identified several possible areas of future activity. 
• Develop the next level of detail associated with the IMS for a specific facility 


- design and implementation guidelines 
- qualification standards for equipment and procedures 
- requirements for the joint use of equipment 


• Develop the relevant parts of the Technical Criteria for IAEA verification 
• Further develop the LASSO approach to IMS 
• Produce a preliminary design of inventory monitoring systems for the proposed RF and US 


storage facilities 
• Conduct a feasibility study of computer modeling of the locations and activities carried out 


within the controlled parts of the proposed facilities 
• Conduct a feasibility study of neutron monitoring as an integral part of IMS. 
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Abstract  
 
Perú approved the Additional Protocol and then new obligations have to be fulfilled. Until 
now classic safeguards has been applied to two Material Balance Zones and reports are being  
periodically sent to IAEA as established in the subsidiary arrangements and the records of 
nuclear materials are kept in the State System for Control and Accountability. The new 
commitments were analized to determine the magnitude of needed efforts. The recommended 
guidelines to submit information under the new protocol was also reviewed. Co-ordinations 
were made with Customs organization and with Ministry of Industry to obtain information 
about the material and equipment specified in the annexes of Protocol. It is expected that 
implementation of the new measures and activities will increase the volume of records and the 
reports to IAEA. However, some of these efforts may be saved if adjustments are made in  
future subsidiary arrangements. 
 
 
1. INTRODUCTION 
 
Since 1979 Peru has been accomplishing the requirements established in the Safeguards 
Agreements and the Subsidiary Arrangements. The safeguards measures has been based on 
the accountability and verification measures and in submission of reports to IAEA. The 
approval of the Additional Protocol [1] has originated new obligations which should be 
matched with the current measures to optimize the resources and efforts of the State System 
and also of the IAEA.  
 
2. REVIEW OF CURRENT SAFEGUARDS 
 
In 1979 Perú signed and approved the Safeguards Agreement with the International Atomic 
Energy Agency (IAEA) [2]. The agreement is one of the INFCIRC/153 type for wide 
safeguards. Pursuant the Agreement only the nuclear material and activities involving nuclear 
materials needed to be under control. The current situation of the implemented measures 
includes: 
 
(a) the existence of two areas of material balance for the two nuclear facilities, 
(b) the operational records of the non-exempted nuclear materials, and 
(c) keeping of general ledgers in the State System. 
 
The nuclear materials currently under control are Uranium 235, enriched to 20%, as nuclear 
fuel elements for nuclear facilities, natural thorium for non-nuclear use, and depleted uranium 
as shielding of radiotherapy units.  
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According with the Agreement and Facility Attachments, reports on material balance (MBR) 
and physical inventory listings (PIL) are periodically sent to the IAEA. When increasing or 
decreasing of nuclear material occurs the an inventory change report is sent to IAEA.  
 
Thorium is used for non-nuclear purposes until its recovery is non possible so that termination 
has been granted by IAEA several times after request. Also, all of the Depleted Uranium has 
been exempted after fulfill the conditions of Agreement.  
 
The importation of nuclear materials is well controlled and the custom classification is clearly 
established. Additionally the regulation also establishes that all of the nuclear material must 
be authorized by the Instituto Peruano de Energía Nuclear (IPEN) before entering the country. 
The authorization is granted after user meets certain conditions on nuclear and radiation safety 
and safeguards. 
 
In 1993 Peru agreed to send voluntary information to IAEA on closed installations out of site, 
within the program 93+2. Also, in 2000 Perú accepted that IAEA took samples in cells near to 
the reactor of 10 Mw. The results of measuring this samples were negative. 
 
The safeguard regulation in force was prepared following the requirements of INFCIRC/153. 
In this way the safeguards activities has been undertaken both by the regulatory body and the 
user of nuclear material. As the requirements are restricted to nuclear material non-exempted 
and as this nuclear material practically does not move frequently, the control is relatively easy 
and the needed human resources are little.  
 
The results of implementing the safeguards of the type INFIRC/153 during 21 years are 
reflected in the 130 national inspections performed and in the 102 reports submitted to the 
IAEA. Besides 50 inspections carried out by IAEA should be added to the safeguards 
activities in Peru. These activities are the evidence of an effective fulfillment of the 
commitments assumed by the Peru and that the resources have been enough to carry out the 
safeguards. 
 
3. EVALUATION OF THE NEW MEASURES 
 
The implementation of the Additional Protocol means additions or improvements to the 
provisions of the INFCIRC/153. The more relevant provisions for duties of the State System  
will be the following: 
 
(a) The initial reports, 180 days after coming into effect:  
 


It needs to submit information on  research and development activities related to the cycle 
of nuclear fuel, operational activities of importance in facilities and places outside of the 
facilities where nuclear material is used, information about buildings and areas in site, 
quantification of the operations specified in the Annex I [1] in these places, information 
on the state of the mines and concentration facilities, information on basic materials. with 
description of characteristic and quantities, report over exempted nuclear materials, 
existent planning on the development of the nuclear fuel cycle up to 10 year period, and 
the information on activities of research and development of the cycle of nuclear fuel that 
doesn't include nuclear material carried out at any place in Peru. The preparation of these 
reports means an increment in the volume of the information that should be obtained, to 
be revised and to be managed, as well as in the quantity of the necessary resources for this 
purpose.  
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(b) Following reports:  
 


(i) Yearly: To update the initial information or to declare of not having modifications, 
for exports and imports of nuclear materials in non-nuclear use on the period.  


(ii) Quarterly: Information of export of equipment and materials of the Annex II [1].  
(iii) Periodically, 180 days before being performed: Information about wastes containing 


very enriched uranium, plutonium, or uranium – 233 over which safeguards were 
terminated. 


(iv) Agreed frequency: Information on effectiveness increasing. 
(v) At IAEA request: Confirming the importing notifications of another country 
 
The obligation to report periodically implies continuous work for obtaining data, to verify 
the data, to analize the information, for preparing reports to be submitted, and for records 
keeping.  


(c) Complementary access.  
 


The country should facilitate the access to those places reported in the submitted reports 
to the IAEA, to closed installations, for performing environmental sampling, to use of 
observation and measuring devices, and for records reviewing. The IAEA will inform to 
the Peru of the results, discrepancies and conclusions. The performing of this provision 
implies to prepare additional staff and to have enough funds for this purpose.  


 
(d) Designated inspectors:  


 
The appointment is communicated by the IAEA and accepted implicitly except that, in 
term of three months, the Peru declares its rejection. This modality has already come 
applying since the Peru accepted it voluntarily in 1995.  


 
(e) Concession of Visa:  


 
The provision of Visas in terms of 30 days for a year of validity, as minimum, is an 
administrative matter that the Ministry of Relationships Exterior manages in a routine 
way. 


 
(f) Communications of the inspectors: The commitment has been, somehow, contemplated in 


the Agreement, for what is considered not to be difficult the fact of to allow and to protect 
the communication that the inspectors make or they wanted to make with the IAEA.  


 
A fundamental aspect that could hinder the development would be the one referred to the 
provision of information of materials and equipment to be declared that usually are used in the 
common industry or conventional activities. Bringing them into control may raise difficulties 
because perturbation of activities that before were carried out with any problem. In general it 
may be appreciated that there will be an increasing of the verification activities and provision 
of information and also on the record volume. It must be remarked that bring into control 
equipment that previously were not so may cause resistance in users.  
 
4. MATCHING OF SAFEGUARD MEASURES AND IMPLEMENTATION 
 
In general, the current information and records kept under the previous Agreement [2] will 
stay and their requirements will continue being accomplished. In this way, the information to 
be kept will include the Design Information, the Inventory Record of nuclear material in the 
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general ledgers including the exempted materials – e.g. depleted Uranium – and the 
operational records in nuclear facilities under safeguards.  
 
Another useful reference information will be that one voluntarily submitted about the 
facilities outside of the location. Also, the result of the accepted voluntary sampling in hot 
cells next to the nuclear reactor in the Material Balance Area named PE-B it may serve as a 
reference baseline. 
 
The reports and records to be added into the system will be those of the initial and following 
reports. The documents of results and future conclusions of verification activities from the 
IAEA will be also added.  
 
Certainly, the implementation of the Protocol began before it were approved by Congress of 
Peru. In  this purpose the provisions and mainly the annexes were examined to make a first 
approach of the prospective volume or about the expected information that could exist in the 
territory. The initial conclusions overestimated the volume of the future tasks. 
 
The following stage has been the collection of data related with materials and equipment 
included in the Annexes of the Protocol [1]. This stage involved the exchange and requesting 
of information to the Superintendence of Custom and to the Ministry of Industry with the 
purpose of knowing:  


- if the custom regulations were enough to control the equipment and materials under 
the scope of the Protocol  


- the import quantities of materials and equipment included in the Protocol  
- the national production of materials and equipment which are under scope of the 


Protocol  
 
The provided information has allowed to determine that the custom tariff includes suitably the 
equipment and materials that will be controlled although confusions in the classification of 
products in these ítems were noted as different non-related articles were included into the 
tariff wrongly. Perhaps some training or instruction will be needed to custom staff for 
overcome this deficiency. 
 
Also, with the exception of 3 imports of reactor parts for the nuclear reactor under safeguards 
and a few infrequent imports of very little quantities of material to be controlled, it was 
observed that any material and equipment under scope of Protocol was imported or exported 
in the 1993 – 2000 period. 
 
In relation to the national production, it was observed as possible that any few small industries 
are manufacturing or are able to manufacture metal products included in the equipment listing 
of Protocol. In this case it will be necessary to make a closer assessment and verification 
about if these products reach the nuclear quality to be considered in the scope of Protocol. 
 
As a consequence, the initial report would include the reported data under the Agreement [2] 
to which information on Articles 2.a.(ii), 2.a.(iii), 2.a.(v), 2.a.(vi), 2.a.(x), and 2.b.(i) should 
be added. 
 
Since the activities and facilities under safeguards are few it is possible to establish 
verification programs encompassed to this condition in such a way that frequency of 
inspection and reporting to IAEA could be reduced. Additionally the State System can 
provide support to some verification tasks undertaken by the Organism.  
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In despite of the extension of the measures of safeguards can be reduced through Subsidiary 
Arrangements, it will be still necessary to increase the current resources so that the 
commitments are opportune and efficiently fulfilled. 
 
5. CONCLUSIONS  
 
(a) The current safeguards system has accomplished the obligations imposed by the 


Agreement so it may be concluded that non proliferation commitments have been met. In 
this case the resources of State System have been enough to fulfill all of the required 
activities. 


 
(b) The Additional Protocol implies new obligations on reporting and recording activities and 


also in verification tasks to the State System. The development of these activities will 
increase the volume of work and requires additional resources. 


 
(c) The current information under the Agreement is considered as a base for preparing the 


reports required by the Protocol. So it will not be complicated to match the classic 
safeguards with the new requirements but the implementation will need some efforts at 
the beginning. Some of the efforts and resources could be optimized after Subsidiary 
Arrangements being agreed with the IAEA. 


 
(d) The training or instruction of staff non-nuclear devoted, as custom officers, will be 


necessary to help the State System for performing their duties. 
 
(e) Close co-ordinations with IAEA is needed at the beginning to agree the suitable 


arrangements for starting the reporting under the Protocol requisites and for adjusting the 
activities in a better way. 
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Abstract 
 
The Additional Protocol requires the provision by the State of a much broader range of 
information on its nuclear related activities then hitherto- an expended declaration by 
Uzbekistan, and provides another important set of measures for substantially broader access to 
locations- this is known as Complementary Access. 
 
The expanded declaration has been received and evaluated. Technical Visits and 
Complementary Accesses have been conducted to implement the Additional Protocol. This 
paper discusses the activities involved in the implementation of the Additional Protocol in 
Uzbekistan such as evaluation of the Declaration, Technical Visits and Complementary 
Accesses, and the Safeguards conclusions.  
 
1. INTRODUCTION 
 
Uzbekistan became independent from the Soviet Union in 1991. Prior to their independence, 
the nuclear activities in Uzbekistan had been part of the nuclear programme of the former 
Soviet Union. Uzbekistan acceded to the NPT in 1992 and joined the IAEA the same year. 
The Safeguards agreement entered into force in October 1994. 
 
Uzbekistan became one of the first five countries to sign and ratify the Additional Protocol, 
with its entry into force in December 1998. In August 1998 Uzbekistan stated that following 
its signature, and until its entry into force, the Protocol will be applied provisionally in 
accordance with Article 17. 
 
2. NUCLEAR ACTIVITIES IN UZBEKISTAN 
 
Uzbekistan’s nuclear activities comprise a significant uranium and milling industry which is 
managed by the state enterprise, the Navoi Mining and Metallurgical Combine (NMMC), 
nuclear research and a low and intermediate level radioactive waste facility. There are no 
declared uranium enrichment, fuel fabrication and reprocessing activities in  Uzbekistan. 
 
There are two operational nuclear research reactor facilities in Uzbekistan. One 10 MWt 
research reactor located and operated by the Institute of Nuclear Physics (INP) in the town of 
Ulugbek 30 km from the city of Tashkent. This reactor is a standard Soviet design, light 
water-moderated and cooled WWR-SM tank type, which first went critical in 1959.  







The reactor is used for nuclear and related research in nuclear physics, solid state radiation 
physics, material sciences, activation analysis, radio chemistry and commercial production of 
radioisotopes for medical applications. 
 
The reactor is equipped with hot cells used for handling irradiated materials used for 
experiments and radioisotope production.  
 
The second reactor “Photon” commissioned in 1975 is an IIN-3M liquid reactor that can 
operate in both static and pulse mode with a capacity of 10 KW (in static mode) and 200 GW 
(in pulse mode). The reactor is used to simulate the effect of cosmic radiation on space 
electronic equipment and for neutron activation analysis of geological samples. 
 
A small scale production centre known as the “Radio preparat”, a pilot production enterprise, 
was established in 1976 and located at the INP. The radioisotope production is used mainly 
for medical application from material irradiated in the INP research reactor, but research in 
radio chemistry and radioisotope technology is also carried out. 
 
Uzbekistan has one of the world’s largest uranium mining and milling industries. Some of the 
earliest large uranium mines in the former Soviet union were established in Uzbekistan shortly 
after World War II.  Uranium production in Uzbekistan declined significantly in its early years 
as an independent State, but production has recently begun to increase. 
 
All currently active uranium mines in Uzbekistan are of the in-situ type, and Uzbekistan is 
among the world’s leaders in in-situ mining methods.  In-situ mining involves the drilling of 
wells into uranium-bearing rock strata, injection of solvent (such as water or mild acid) into 
the wells to dissolve the uranium and recovery of the uranium-bearing solvent by pumping 
from other wells. A typical in-situ “mine” involves hundreds of wells scattered over many 
square kilometers of the ground. 
 
Uranium-bearing solvent is collected in ponds or tanks, then pumped through an ion-exchange 
process to concentrate the uranium.  The uranium-loaded resin is transported to various 
central locations, where the uranium is removed by back-washing and precipitated as 
ammonium diurante.  All uranium from all mines in Uzbekistan then passes through a single, 
large concentration plant in the town of Navoi for final processing and packaging.  The Navoi 
Plant uses a solvent extraction process to remove any remaining impurities from the uranium, 
precipitates the uranium as a carbonate, then calcines the uranium to a very pure oxide. 
 
3. APPROACH FOR THE SELECTION OF LOCATION FOR COMPLEMENTARY 


ACCESS 
 
Articles 4 and 5 of the model Additional Protocol (INFCIRC/540) list and describe the 
condition and location in connection with the implementation of complementary access; in the 
particular case of Uzbekistan  the following options were included: 


i) Assure the correctness and completeness of information submitted by the State and to 
resolve inconsistencies, if any, contained in the State declarations; 


ii) Assure the absence of undeclared nuclear materials and activities of the State nuclear 
sites in the Institute of Nuclear Physics and “Photon” Centre; and 


iii) Access uranium mines and concentration plants in order to assure the absence of 
undeclared uranium processing activities. 
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Since June 1999, four technical visits and eight Complementary Accesses have been 
performed. The main objectives for the selection of the location were the following:  
 
�� verify correctness and completeness of the State Declaration; 
�� confirm that a mine or a plant declared to be shut-down is not operating; 
�� confirm the absence of undeclared uranium processing activities; 
�� confirm the non-production of uranium of composition and purity suitable for fuel 


fabrication or isotopic enrichment; 
�� confirm the declared annual production of a mine or concentration plant; 
�� confirm the absence of undeclared reprocessing activities and nuclear material on a site; 
�� confirm the absence of undeclared uranium enrichment activities on a site; 
�� confirm the absence of special equipment and material and of undeclared nuclear 


material; 
�� establish an environmental sampling baseline for the site by taking samples at selected 


points; 
�� confirm the absence of undeclared heavy water production; 
�� verify the available information about the Peaceful Nuclear Explosions on the territory 


of Uzbekistan, and to determine any possible indicators supporting the statement that 
these were not related to nuclear weapons tests. 


 
4. IMPLEMENTATION  
 
4.1. Initial Declaration 
 
It is important to mention that the State Uzbekistan submitted a thorough Declaration taking 
into account the fact that the Implementation of the Additional Protocol was at that time an 
uncharted area even for the Agency. Although Uzbekistan displayed the willingness to 
implement the Additional Protocol in accordance with the established time line, an 
extraordinary effort has been made from both parties, the Agency Working Team and the 
Uzbekistan State Authorities, to achieve the successful accomplishment of the Protocol 
related work. 
 
Many meetings were convened with the State Authorities to offer advice and guidance on the 
completion of the Declaration forms related to Articles 2 & 3 of the Additional Protocol. In 
addition, electronic media and software were provided to the State Committee office.  
 
Upon the receipt of the Initial State Declaration, the declarations were studied to assess the 
completeness, correctness and consistency and were compared with other sources of 
information such as: aerial photographs, satellite imagery, design information, State 
Evaluation Report and inspection reports. Then additional information and clarification were 
requested from the State in accordance with Article 2.c of the Protocol. 
 
4.2. Technical visits and Complementary Access 
 
Upon receipt of the State Initial Declaration, one of the primary goals was to authenticate site 
plans submitted by the State. Based on information contained in the State Declaration, as well 
as on information gathered by inspectors through observations, several buildings were 
selected for Complementary Access in the Institute of Nuclear Physics and the reactor 







building of the “Photon” Centre. To accomplish the above goal, four Complementary 
Accesses to the INP and one Technical Visit to the “Photon” Centre were carried out. 
 
Regarding Complementary Access in connection with the uranium mines and concentration 
plants, and on the basis of the evaluation of the Initial Declaration on the mining and milling 
industry, along with the information gathered through the open sources, one Complementary 
Access and one Technical Visit was conducted.   
 
Regarding heavy water, external sources have reported that heavy water production facilities 
were operated by the Soviet Union in Uzbekistan until they were closed down in 1985. A 
technical visit was performed to the site which confirmed that there are no operating heavy 
water production facilities in Uzbekistan. 
 
In 1966 and 1968 when Uzbekistan was part of the Soviet Union, there were two Peaceful 
Nuclear Explosions (PNEs) carried out on its territory. Both explosions were conducted in 
shafts, and the purpose was to extinguish fires in natural gas exploration fields. A technical 
visit was performed to the sites of the two PNEs. The purpose was to verify available 
information and examine indicators supporting the Statement that the explosions were 
unrelated to nuclear weapon testing. The results of the visit are consistent with the available 
information that both nuclear explosions took place in gas/oil exploration fields and could not 
be associated with nuclear weapon testing activity.  
 
Since June 1999, four Technical Visits and eight Complementary Accesses have been carried 
out. 
 
The main activities performed were: 


�� observation of the sites; 
�� observation of equipment, industrial methods, plant capacities and activities on site and in 


the selected buildings; 
�� taking of environmental samples, DA samples and soil samples; 
�� photographing of the sites and buildings visited; 
�� measurements of radioactive doses, and 
�� GPS measurements to confirm the co-ordinates of the sites. 
 
5. EVALUATION AND SAFEGUARDS CONCLUSIONS  
 
Uzbekistan has established its adherence to the NPT and to the concept of a nuclear weapon 
free zone in Central Asia. 
 
Uzbekistan has submitted a comprehensive declaration and related subsequent updates. The 
evaluation by the Agency of the declaration submitted has indicated no major inconsistencies, 
although the State has been requested to provide additional information and clarifications. 
 
With the implementation of the Additional Protocol, the nuclear activities in Uzbekistan has 
become more transparent to the Agency.  It is reasonable to state that, on the basis of its 
findings and results of activities under the Additional Protocol and relevant information 
available, the Agency has not detected any indication of undeclared nuclear materials and 
activities in Uzbekistan. 
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Further assessment of the results on Additional Protocol Implementation will allow the 
Agency to apply an Integrated Safeguards approach to the State as a whole. 
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Abstract 
 
Near Real Time Materials Accountancy (NRTMA) is the leading edge technical solution 
employed by BNFL for in-process verification and timely detection of anomalies. It facilitates 
Safeguards inspection without intrusion and safeguards interim assurance without a monthly 
plant shut down. NRTMA is operational in the Thermal Oxide Reprocessing Plant (Thorp), 
and is an intrinsic element in the safeguards and nuclear materials control and accountancy 
arrangements for the Sellafield MOX Plant (SMP). The Company is committed to utilize the 
extensive range of design, analytical and diagnostic tools which have been developed as a 
modular materials control toolkit provided by the NRTMA System. 
 
1. INTRODUCTION 
 
Near Real Time Materials Accountancy (NRTMA) is a non-intrusive data analysis approach 
to materials control. In essence, NRTMA involves the processing of plant throughput and 
inventory data to produce an Inventory Difference (ID) sequence, which can then be subjected 
to statistical analysis. The In-Process Inventory (IPI) is obtained with the plant in an 
operational condition. Therein lies the gain for the operator. A plant shut down, which is 
required for a Physical Inventory Take (PIT), is thus avoided together with the consequent 
disruption to production. 
 
NRTMA came under a great deal of scrutiny during the 1980s when a number of tests were 
considered [1]. Both Inspectors and Operators have a common purpose in the application of 
NRTMA techniques. As has been previously discussed [2], detection of diversion of material 
has to be a main objective, but, from the Operator’s point of view, such a scenario, whilst 
important for public assurance, is only one of many to be accounted for. This, in turn, will 
affect the choice of test and its implementation. 
 
British Nuclear Fuels plc (BNFL), after much research and development [3], has implemented 
an NRTMA System based on Page’s Test [4] and the Standardized Independent Transformed 
Material Unaccounted For (SITMUF) statistic [5]. It has been shown that no one test is 
optimal for both protracted and abrupt events and therefore the Page’s Joint Test was 
introduced [6]. In considering a protracted event, it was thought important to look for positive 
as well as negative deviations since this will allow detection of small negative bias in the 
measuring system which would tend to mask a diversion [7]. The implementation is thus for a 
two-sided test. 
 







The NRTMA System first implemented on the Thermal Oxide Reprocessing Plant (Thorp) 
and now developed for the Sellafield MOX Plant (SMP) also allows the operator two 
significant additional abilities. Firstly, an ability to evaluate design options relating to 
measurement equipment before and during commissioning [8] and secondly, when 
operational, to investigate the nature of any alarm through anomaly resolution and impact 
analysis tools. NRTMA is a tool for answering questions. 
 
2. NRTMA AS A DESIGN TOOL 
 
Two questions arise before a brick has been laid or a line of code written. These are… 
�� Is the projected measurement system sufficient for NRTMA purposes?  
�� How often should an IPI be taken [9]? 
 
The first of these is clearly crucial to the project development. Under specification will lead to 
an inability to control the plant effectively, whereas over specification can lead to high 
development costs and delays during commissioning either because of continual modification 
work to meet the overly challenging targets or for extended periods of testing in order to 
demonstrate that such targets have been met. 
 
Consider the case of the SMP Powder Receipt and Dispense (Figure 1) which is designed to 
re-batch Plutonium Oxide. 
 


Figure 1: SMP Powder Receipt and Dispense 
 


 
 
IPIs are measured using the Plutonium Inventory Monitoring System (PIMS), a non-
destructive technique for measuring plutonium inventory using neutron detectors. Throughput 
is measured using measurements from proprietary balances combined with PuO2 analytical 
results from Thorp. Before the first can of Plutonium Oxide is offered to the plant, the normal 
plant design throughput is known, together with details such as campaign length, timeliness 
period, false alarm probability. From this information and the number of balances chosen for 
the campaign, the BNFL NRTMA System can calculate an appropriate Joint Page’s Test [10]. 
This can be then repeated for a variety of balance frequencies for a given campaign. For each 
of these number of periods per campaign the response of Joint Page’s Test can be assessed 
against a given loss scenario [9]. Figures 2 & 3 show the theoretical cumulative response, to a 
1,000 g abrupt loss taking place half way through a campaign. 







Figure 2: Response to 1,000 g loss 
(10 balances per 300 day campaign) 


Figure 3: Response to 1,000 g loss 
(100 balances per 300 day campaign) 


 
Increasing the IPI frequency provides better detection. 
 
Repeating the evaluation using the same system and parameters, but with a 2,000 g loss, and 
only focussing on responses which fall within the timeliness criterion (30 days), Figure 4 
shows that, with less than 100 NRTMA balances per campaign (1 every 3 days) a 95% 
detection probability is achieved. 
 


Figure 4: Response as a function of balances per campaign, (2,000 g loss) 


 
Using 150 balances (or more) the response indicates that the detection probability reaches a 
near certainty. The goal quantity of plutonium for safeguards detection is given as 8 kg in 
30 days. The postulated system provided by the designers has been demonstrated to meet and 
surpass this. This type of analysis based on the plant design performance inspires confidence 
that the plant can achieve the desired safeguards criteria and thus the design parameters are 
realistic and sufficient. A similar approach can be taken with protracted loss scenarios [9]. 
 
This analysis also answers the second question about balance frequency. Whilst it can be seen 
that more balances provides a higher detection probability, it is clear from Figure 4 that 
increasing the balances above 150 per campaign produces no significant additional benefits. 
One balance every two or even three days would be sufficient to meet the safeguards criteria 
under these particular circumstances. 







3. NRTMA AS AN OPERATIONS TOOL 
 
The Thorp System has been discussed at some length in the associated paper [2]. At this point 
it is probably most appropriate to compare the NRTMA experience on SMP with that on 
Thorp. Many of the improvements, which have been made for SMP, have been fed back to 
the Thorp System, as part of the learning and development process, to give improved 
performance in both Systems. Likewise many of the lessons learnt from Thorp were taken on 
board when designing the SMP System. 
 
Immediately on starting the SMP NRTMA System there is a difference in the feel of the 
interface. The earlier edition on Thorp was essentially character based whereas, from its 
inception, the SMP version had a well-defined Graphical User Interface (GUI). Good training 
and a point and click interface have improved the accessibility of NRTMA. It has moved from 
being a specialist application to a true operator’s tool. 
 
Perhaps the most significant difference is the determination of an IPI. The initial Thorp 
approach was to have an NRTMA “strike”. The operator could ‘press a button’ and values 
would be captured for all process vessels. Whilst fine in principle, it leads to practical 
difficulties. Was the strike at an optimum time? Would two minutes/hours/days later have 
been better? Was the vessel configuration appropriate for a “strike”? These questions can be 
difficult to answer. The solution came from the implementation of continuous data trending 
(Figure 5) which allowed the operator to optimize the selection process. 
 


Figure 5: Data Trending on Thorp Showing Vessel Filling and Emptying 
 


 
 
A “strike” taken during the Head-End Plant/Separation Plant (HEP/SEP) Buffer-to-Process 
transfer would have a large uncertainty due to the measurement instability at this time, 
something which an operator with no data trending would be unaware of. An immediate gain 
from data trending was that “strikes” could be taken during some transfer periods. A “strike” 
during a process transfer, not possible on SMP, can be valid on Thorp. Suppose a transfer 







occurs from a Head End Accountancy Tank (HEAT) to a HEP/SEP Buffer (Figure 6), and at 
the time of an NRTMA balance, the transfer is in progress. 
 


Figure 6: Data Trending on Thorp Showing Vessel Filling and Emptying 
 


 
 
This presents a potential source of an inventory error in both the shipping and receiving 
Works Accountancy Areas (WAAs) because, whilst the inventories of the shipping and 
receiving vessels will have changed, there will not apparently have been a corresponding flow 
between the vessels since the transfer is only calculated on completion. This problem has a 
straightforward solution, which is made possible because the shipping and receiving vessels 
form a closed system for the duration of the transfer. For a transfer, the liquor volumes [and 
weights] are measured in the shipping and receiving vessels only at the beginning and end of 
the transfer. The simple way of ensuring that the inventory determinations are in step with the 
transfer determinations is to take the inventories of the shipping and receiving vessels for 
when the transfer began. 
 
There are additional advantages implicit in this approach. Were an anomaly to be detected, 
the ability to identify the anomaly depends on the amount of detail available for the period of 
the anomaly. Continuous data trending allows the operator to create additional IPIs, 
retrospectively, thus improving resolution. 
 
SMP is a batch process. Unlike Thorp where there are a small number of large vessels with 
material moving slowly and continuously between them, SMP has a large number of small 
vessels with discrete, frequent, pulsing batch movements. It would always be a complex task 
for operators to attempt to make empirical judgements and predict the quality of inventory 
measurements, for an expected materials configuration as in Thorp. The number of possible 
configurations in SMP is very large. Consideration of this problem lead to the concept of the 
“Window of Opportunity” (WOO). It is possible to give not only a quantitative measure of 
plant inventory and its related quality of measurement but also to identify EVERY 
opportunity that such information is available. For each inventory location in a WAA it is 
possible to identify a time when the inventory is well defined. A blender (Figure 7) has a 
fixed content when both top and bottom valves are shut. 
 







Figure 7: A Blender with Shielding Removed 
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Before blending proceeds, the inventory weight is determined through load cells upon which 
it is mounted. This value is then valid throughout blending until either of the valves is opened 
for emptying purposes or further additions. This information and the times of these events are 
all available through the plant Front-End Controllers (FEC)(Figure 11) which are responsible 
for the synchronicity of the plant events. An FEC can compile these actions and information 
into an NRTMA “window event” (Figure 8). 
 


Figure 8: NRTMA Window Events 
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Subsequently, valid times of all the plant items can be compared to determine when they 
coincide to give a valid determination for the whole IPI. When the valid times for each plant 
item line up, there is a “Window of Opportunity” (WOO)(Figure 9) for determining the IPI 
for the whole accounting area. 
 







Figure 9: NRTMA Window Events in Alignment 
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From a WOO, a candidate balance is calculated and a statistic called the Independent 
Transformed Material Unaccounted For (ITMUF) variance is derived, which is a quality 
factor associated with the WOO. This quality factor reflects the measurement uncertainty 
associated with that balance. Therefore, the smaller the ITMUF variance the smaller, the 
measurement uncertainty associated with that balance. The operator is presented with a 
simple selection choice (Figure 10). 
 


Figure 10: Selecting appropriate “Windows of Opportunity” for an SMP WAA 
 


 
 
 
 
 
Each white box represents a candidate balance and the quality factor (the ITMUF) is the 
vertical scale. An operating instruction provides the necessary business rules to allow correct 
selection for further analysis. Those selected (or promoted) are indicated by the red flag. The 
operator, not the NRTMA “expert” is in control. 
 
 







4. STOCHASTIC MODEL 
 
The WOO interface (Figure 10) shows the results from a data run produced from a Stochastic 
Model. In any development project of this type there is always a temptation to produce model 
data that fulfils the input requirements of the analysis modules under development. In the 
plant model illustrated (Figure 11) this would probably have involved developing a program 
that would input data at the interface of the MOX Plant Information Computer (MPIC) and 
the NRTMA modules. 
 


Figure 11: Simplified Schematic of Data Flow on SMP 
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At a commissioning stage, this approach was rejected. The Stochastic Model was developed 
specifically to mimic the plant at the lowest possible level and produce appropriate records 
that would be transmitted to MPIC through the Data Management Layer (DML). It was seen 
as important to ensure that NRTMA could utilize the data which the plant will produce, rather 
than showing that any data set, which conforms to the input data requirements for MPIC, 
would work. 
 
Additional benefits from a fully developed Stochastic Model have been the production of a 
sequence of data sets demonstrating a wide range of scenarios which have included 
protracted/abrupt gains/losses, inventory errors, flow path anomalies, all of which include 
perturbations due to random and systematic measurement uncertainties. 
 
Apart from allowing operators and technicians to gain an increasing familiarity with the 
System in an offline environment, the Stochastic Model has also increased the understanding 
of plant behaviour. In the very early days of development it was always a matter of concern as 
to whether sufficient WOOs would occur. Subsequently some initial calculations suggested 
that there should be several per day and that one of these should have appropriate quality (low 
ITMUF variance) to be acceptable. Euratom had an additional requirement that BNFL should 







monitor the plant cycle to be able to predict when such windows would occur so that 
inspectors could carry out a concurrent verification in the MBA. 
 
It is now clear that the very conservative predictions of WOO frequency (Figure 12) were not 
borne out and that, whilst the plant cycle is not simple, it is equally clear that frequent good 
quality WOOs will be available and that any day could be considered an appropriate day for 
verification. 
 


Figure 12: “Windows of Opportunity” for an SMP WAA 
 


 
 
There was some initial surprise and scepticism at the apparently generous number of WOOs 
available. In retrospect, however, this should not be surprising at all. Consider two identical 
WAAs running in parallel, both fed from the same source. Random fluctuations in timings, 
obtained from plant observation during Uranium commissioning and modelled by the 
stochastic model, produce the observed complexity. The WAA (Powder Receipt and 
Dispense) shown in Figure 10 produces ~12 cans containing Pu output per day and receives 
~8. The observed WOOs lasted a considerable length of time generally and there were 
relatively few of them. In comparison The WAA (Powder Processing Tower) shown in 
Figure 12 is a hive of activity with imports, exports and material movements occurring with 
great frequency. The result is a WOO that may last only a fraction of a second. Some appear 
as a one-pixel line on the screen. Such is the brevity associated with them. Nonetheless, no 
matter how small, if the associated uncertainty is good then it is a worthwhile window. 
 







5. NRTMA AS AN ANALYTICAL TOOL 
 
It is worth restating that the objective of NRTMA is to alarm (Figure 13) when detecting an 
anomaly in the data. 
 


Figure 13: MPIC “Alarm Status” Information 
 


 
 
NRTMA must also meet timeliness criteria, have an acceptable false alarm probability and 
play a key rôle in providing interim safeguards assurance. There is no doubt that the NRTMA 
System based on the SITMUF statistic and the Joint Page’s Test will alarm when such 
anomalies occur. 
 
From the Operator’s point of view, this is undoubtedly laudable but is it sufficient 
justification for the (apparently) complex suite of programs and the time and investment 
required to bring such a project to fruition? If this was all that was on offer then the answer 
would have to be no. What sets the BNFL NRTMA implementation apart from a simple 
“detects and alarms” system is that, along with the Page’s Joint Test comes Anomaly 
Resolution (AR) [11,12]. 
 


Figure 14: Alarm Graph for SMP Data 
 


 
 
On Thorp, the data is analysed by specialists who then return the results of this analysis to the 
operations staff. The SMP System is more direct and returns feedback to the operations 
control room and the operations support staff. The tools for Anomaly Resolution and Impact 
Analysis are available to this staff and allow an initial evaluation of the data. For those not 
familiar with the SITMUF statistic and Page’s Joint test, the Alarm Graph (Figure 14) 
indicates alarm because the S1 (dashed line) value is non-zero. 
 







The data set above was analysed using Single, Flow Path and Composite (Figure 15) 
Anomaly resolution. 
 


Figure 15: Composite Anomaly Resolution, SMP 
 


 
 
The first two of these displayed no results. This is not because there were no actual results but 
that the System constrains the displayed results to those with a significant probability. This 
together with the results of the Composite Anomaly Resolution (Figure 16) would suggest 
that more than one factor is responsible for the observed trace. 
 


Figure 16: Composite Anomaly Models 
 


 
 
All the models have a protracted event feature and an inventory error. A seasoned eye looking 
at the model fit (Figure 17) would see the “zigzag” pattern in the fit [11], which is a feature of 
a SITMUF sequence exhibiting an inventory error anomaly. 
 
 







Figure 17: Fit for Model 1 scenario 
 


 
 
However, it is important not to confuse the models with reality, as it is only with thorough 
plant investigation that the cause of the anomaly can be confirmed. Eventually, the initial 
findings from the plant investigation will be fed back and at that point Impact Analysis (IA) 
comes into play. 
 
During training, model scenarios, such as the one above are presented and, after running AR, 
those carrying out the analysis are told that the plant investigation found no material but that a 
balance on the flowpath from the WAA was showing a measurement error estimated to 
represent 2,500 g of Pu in total. IA allows the operator to take into account this information 
(Figure 18) and see if this correction represents a satisfactory resolution of the problem. 
 


Figure 18: Impact Analysis Scenarios 
 


 
 
Applying this information gives the Alarm graph (Figure 19) which is still in alarm and 
therefore this is not a sufficient answer. 
 







Figure 19: Alarm Graph showing IA results 
 


 
 
Further plant investigation would be required. Figure 20 shows the effect of the measurement 
error correction together with an inventory error. The system is out of alarm. 
 


Figure 20: Alarm Graph showing IA results 
 


 


 
These two tools are complimentary; Anomaly Resolution to indicate where to look at the start 
and Impact Analysis to inform on how far the plant investigation has succeeded. 
 
6. CONCLUDING REMARKS 
 
There is a tendency towards focussing on NRTMA purely as a form of statistical modelling. 
Such a view is both narrow and ultimately unproductive. The NRTMA software is at the apex 
of an integrated system of data sources, data transmission and data analysis. NRTMA itself is 
a food chain that progresses from individual calibrated and tested instruments on plant to the 
operator sat at the terminal in a control room. The correct calibration and testing of the former 







together with the appropriate training of the latter are as much a part of the NRTMA System 
as the software and its environment. The end result is a total scheme that provides an 
assurance far superior to that which can be generated from classical material balance 
concepts, and an operator equipped with a tool that provides real benefits in monitoring plant 
control. 
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Abstract:   The Trilateral Initiative was launched in 1996 to investigate the technical, legal and 
financial issues associated with IAEA verification of weapon-origin fissile material.  Since 
then, the Joint Working Group has developed concepts and equipment suitable for such a 
verification mission, anticipating that the States would submit classified forms of fissile 
material to IAEA verification under new agreements developed for this purpose.  This paper 
summarizes the accomplishments to date and identifies the future steps foreseen.  As there is 
no legal commitment on the parties to this Initiative as yet, the issues considered are still 
changing. 
 
 
 
 At the close of the 2000 NPT1 Conference, in the Final Document, under the review of 
Article VI of the Treaty, there is a statement that says “Complete and implement the Trilateral 
Initiative”.  This gives this Initiative a sense of importance and weight, and raises the 
expectations of the international community.  I have the pleasure to describe to you what this 
Initiative is, what we imagine it will encompass, when it might get started and where it might 
lead.   


The Trilateral Initiative was launched in 1996 following independent statements by the 
President of the United States beginning in 1993, and by the President of the Russian 
Federation in 1996.  It is an Initiative between the IAEA, the Russian Federation and the 
United States that is in the context of Article VI of the NPT.  The intention is to examine the 
technical, legal and financial issues associated with IAEA verification of weapon origin and 
other fissile material released from defence programmes in those two countries.  


 


Scope and Objectives 
The Initiative is intended to establish a verification system under which States 


possessing nuclear weapons might submit excess weapon material.  Just what materials are to 
be declared would be for the States to decide, but the decision to submit the material to IAEA 
verification, once made, would be irrevocable.  Moreover, in keeping with the need for 
verification, once the decision is made to submit certain material to IAEA verification, 
inspections would be obligatory. 


Every nuclear weapon uses one or more fission energy elements, and every fission 
energy element of every nuclear weapon requires certain fissile material, generally plutonium 
containing 93% or more of the isotope 239Pu, or highly enriched uranium.  Controls on the 


                                                 
1 The Treaty for the Non-Proliferation of Nuclear Weapons (the NPT). 







possession, production and use of such materials are the basis for the international non-
proliferation regime, and similarly, as the nuclear weapon States Parties to the NPT move to 
meet their obligations under Article VI of the Treaty, a treaty banning the production of fissile 
material for use in nuclear weapons or other nuclear explosive devices, together with a 
framework with provisions for removing existing materials from nuclear weapons will be a 
central part of the arrangements to come.    


Placing excess weapon material under international verification can serve different 
purposes, depending on when it occurs and on the scope of verification.  


�� If the fissile material has been processed to the point that it no longer has any 
properties that could reveal weapon secrets, then bringing that material under 
inspection with an undertaking that it cannot be re-used for any military purpose serves 
two purposes: a) capping the capabilities of the State (together with a production ban) 
and b) providing a means to build confidence and thereby encouraging further arms 
reductions and increasing the amounts of excess material subject to inspection.   


�� Including provisions for inspecting fissile materials that still contain weapon secrets 
could add an additional benefit: allowing the submissions to proceed much faster than 
otherwise, given the high costs and lengthy periods required for converting weapon 
materials to unclassified forms.  Allowing IAEA verification of weapon materials 
having classified properties can only be considered if the State is convinced that the 
verification process will not reveal such properties.   


�� Including provisions to confirm that the properties of items submitted are characteristic 
of nuclear weapon components could allow monitoring of the arms reduction process.   


�� If the measures above are implemented, then in principle, it would be possible to begin 
verification at the point where warheads are de-mated from their delivery systems, 
allowing for verification of specific arms reduction measures. 


Under the Trilateral Initiative, verification encompasses the first two steps. 


The steps necessary to verify classified forms of fissile material introduce new requirements 
on the verification processes and equipment to be used by the IAEA.  But moving in this 
direction seems to be necessary – otherwise, decades could pass before the weapon materials 
could be submitted for verification and delays of that sort would make controls on fissile 
materials not very useful.  However, if a verification scheme could be implemented that States 
possessing nuclear weapons could accept, then this would open the possibility for moving 
faster and for moving further towards confirming the steps taken towards disarmament. 


Under the Trilateral Initiative, most of the technical work carried out this far has been 
devoted to developing verification methods that would allow the States to submit fissile 
material with classified characteristics, including intact components from dismantled nuclear 
warheads.    


The Trilateral Initiative by now has a well-established process.  Each year the United 
States Secretary of Energy, the Minister of the Russian Federation on Atomic Energy and the 
Director General meet to take stock of the current situation and to guide the future activities of 
the Joint Working Group.  Since the launching of the Trilateral Initiative, there have been four 
Secretaries of Energy, three Minatom Ministers and two Directors General. The pace of work 
has varied, subject to changes in the relations between the States and the changes in the 
Administrations of the two countries.  It continues to move ahead at a rather vigorous pace.  
At the meeting of the Secretary and the Minister and the Director General on 17 September 







2001, Secretary Abraham made the point that in light of the terrorist attacks of 11 September, 
this Initiative now may be more important than ever before.   


The work underway is shifting from the development and testing of concepts to the 
construction of specific systems intended for use in specified facilities. The time is coming to 
the point when the Initiative should lead to the signing of new verification agreements and 
subsequent implementation.  At the end of November 2001 there will be bilateral 
consultations in Vienna between the two States to agree upon the fissile materials that each 
side will be willing to put under the agreement, plus a few additional remaining issues.    


Technical Requirements and Methods 


Much of the technical work carried out under the Trilateral Initiative over the past five 
years has been devoted to inventing a verification technique that could allow nuclear weapon 
States to invite IAEA inspectors to make measurements on the components of nuclear 
weapons without any possibility that the inspectors might gain access to nuclear weapon 
design secrets.  At the same time, the verification technique must allow the IAEA to gain 
sufficient assurance that the verification is credible and independent.  Every possible 
measurement method was considered, beginning with those currently used by the IAEA in 
safeguarding plutonium and highly enriched uranium in non-nuclear weapon States. The 
Trilateral Parties concluded that every method identified could reveal weapon secrets if 
inspectors were allowed access to the raw measurement data.  Therefore, direct, quantitative 
measurements following normal IAEA safeguards practices were ruled out.   


It was then agreed that the measurements could be carried out in ways that would block 
the quantitative measurement information from view.  Under the accepted scheme, the actual 
measured results of a suite of tests are compared with unclassified reference points, with the 
outcomes showing that the actual results are either greater than or less than the reference 
values, thus verifying a defined “attribute”.   


This technique is referred to as “attribute verification with information barriers.” It 
allows verification measurements to be made by the IAEA in a way that makes it impossible 
for any secret information to be revealed, and at the same time, makes it possible for the 
Agency to conclude that the verification is credible and independent.  This approach was 
awarded the distinction at one weapon laboratory of being an “enabling technology” which 
makes it potentially suitable for use in a range of arms control initiatives. 


At present, contracts are being concluded for the production of the first attribute 
verification system for plutonium with classified characteristics to be built for use in a specific 
facility.  The contracts also provide for plutonium reference materials to be used by the IAEA 
that will alternatively pass and fail all of the attributes in the test suite.  The measurement 
system and the reference materials will be certified by the security officials of the State, and 
will be authenticated for use by the IAEA.  There remains significant work to reach the point 
where this measurement system can be accepted by the State and the IAEA, including the 
ongoing certification and authentication requirement and the routine inspection procedures – 
especially for data collection, analysis and evaluation. 


This attribute verification system with information barriers comprises a neutron 
multiplicity assay system integrated with a high resolution gamma ray spectrometry system, 
within a special environment that must prevent classified information from being transmitted 
or otherwise conveyed beyond its borders, while preventing any external signals from 
tampering with the operation of the system.  A security watch dog system will disable it in the 







event that any accessway is opened, and the computational block and transmission devices to 
the inspectors readout provide the agreed outcomes without breaching security restrictions. 


All such instruments will have to be manufactured in the country where they are going 
to be used.  The country itself will have to certify them and its certification will include 
normal industrial concerns plus certification against espionage in effect to ensure that IAEA 
inspection does not lead to any release of classified information.  Normal Agency 
authentication practices cannot be used under these limitations; a new approach is being 
developed and while some of the elements of this approach are moving towards adoption, 
authentication remains the most challenging IAEA task. 


The bulk of this work has been carried out at laboratories in the two States and at the 
IAEA.  In the last year, however, a technical visit was made to the BNFL plutonium storage 
facility at Sellafield in the United Kingdom, and a technical workshop was carried out at the 
JNC Plutonium Fuel Production Facility.  A technical workshop will be carried out soon at the 
Perla Laboratory at the European Commission Joint Research Centre in Ispra, Italy.  These 
visits make it possible to take benefit of practical experience relevant to the tasks underway. 


 In addition to the work described on the full attribute verification systems, work is 
also proceeding on inventory monitoring systems for dedicated storage facilities for weapon-
origin fissile material, that will track material within the facilities and assure that its identity, 
integrity and location are verified at all times.  These inventory monitoring systems will 
combine the traditional safeguards containment and surveillance measures.  Where applicable, 
the protection of classified information will be essential, and national certification will be 
required.  Authentication is also a concern.  Moreover, inspector activities will be closely 
regulated. Again, contracts will be concluded in the coming months to move beyond 
conceptual ideas to the actual realization of operational systems.  


 Consideration has also been given to the steps required for the conversion from 
classified to unclassified forms of fissile material and to the subsequent disposition activities.  
Last year, the Plutonium Management and Disposition Agreement (PMDA) was signed 
between the United States and the Russian Federation, under which the two countries had 
agreed to the symmetric disposition of 34 tonnes of weapon plutonium on each side.  The 
PMDA calls for “early consultations” with the IAEA on a verification role in relation to this 
plutonium.  Most of the plutonium identified in the PMDA is expected to be subject to IAEA 
verification pursuant to the Trilateral Initiative, so in effect, the arrangements must look to 
meet the requirements of both activities.   


The costs for disposition are now estimated at 6.6 billion dollars in the United States and 
about 2 billion dollars in the Russian Federation. Clearly there is going to be a period of 
extended storage before disposition activities get underway, and the 34 tonnes each side will 
put up under the PMDA will require about 20 years to process and irradiate.  


For unclassified forms of fissile material, the verification methods should be similar to 
those applied under IAEA non-proliferation safeguards in non-nuclear weapon States.  
However, even then there will be requirements for departures from IAEA safeguards.  Some 
of the facilities are (or will be) located at sites used for nuclear weapons work, and even for 
the facilities in which unclassified forms of fissile material are found, site security restrictions 
could complicate the implementation of normal safeguards practices.  There is also the 
practical matter of the verification effort that should be given to the materials after they have 
been blended or irradiated, to the point that they would be less well suited for weapons 
purposes than the comparable materials found in the civil sector.  Thus, considerations are 







being given to establishing technical verification requirements that reflect the disarmament 
context of the Trilateral Initiative.  


Legal Framework 


The Model Verification Agreement is in its 9th draft, with few points remaining. 


To bring this new verification system into force, the IAEA voluntary offer safeguards 
agreements now in force with both the Russian Federation and the United States were 
considered.  For the following reasons, the Secretariat determined that new agreements were 
needed.   


�� First, the voluntary offer safeguards agreements are just that: voluntary-offer 
agreements.  They allow nuclear weapon States Parties to the NPT to submit 
nuclear material and facilities to IAEA safeguards as they decide, which 
would not be acceptable as the basis for implementing a verification regime 
related to nuclear disarmament.   


�� Second, verification by the IAEA under the voluntary-offer agreements 
depends on the availability of resources and there are no resources available 
for such verification.  Such an arrangement would not be consistent with 
obligatory verification requirements.   


�� Third, if classified forms of fissile material are submitted to verification, the 
State must make declarations.  However, neither the Russian Federation nor 
the United States could declare the properties of classified forms of fissile 
material without violating Article I of the NPT and their respective national 
laws.   


�� Fourth, under IAEA safeguards, the IAEA carries out unrestricted 
measurements of all nuclear properties and takes representative samples of 
the nuclear material subject to IAEA safeguards in which all properties, 
including impurities, are measured to the highest standards of precision and 
accuracy.  For classified forms of fissile material, such measurements could 
clearly not be undertaken. 


�� And fifth, the safeguards agreements are a part of the non-proliferation 
system which are intended to prevent non-nuclear-weapon States from 
acquiring even one nuclear weapon.  In the present case, both States possess 
thousands of nuclear weapons and are in the process of reducing those to 
substantially lower levels, hopefully eventually to zero, but along the way 
the increments have very little to do with the proliferation problem in the 
sense of the time or the amounts of material of interest.  The verification 
requirements applied for disarmament must converge with the non-
proliferation verification requirements, but for some decades, the non-
proliferation requirements are inappropriate.  


All of these shortcomings might have been remedied through protocols to the existing 
voluntary offer safeguards agreements.  However, this would result in protocols that differ 
fundamentally from the basic agreements to which they are attached, and could give the 
appearance of creating special beneficial arrangements for nuclear weapons States in 
comparison with the safeguards requirements imposed on non-nuclear weapon States Parties 
to the NPT. 







Accordingly, a new Trilateral Initiative legal framework is under development.  The 
Model Verification Agreement is in its 9th draft, with few points remaining.  The Board of 
Governors will be asked to consider this Model, and/or specific agreements, as early as 
possible. 


The Board of Governors will also determine the financing mechanism for this new 
IAEA mission.  The Trilateral Parties believe that financing should be undertaken on a 
broadly-based arrangement that would provide a reliable source of funds for the obligatory 
verification activities foreseen.  But the States have yet to make specific commitments and the 
funding for the PMDA, as mentioned, has not been resolved.  How much verification pursuant 
to the Trilateral Initiative will cost, when it will begin, and how long verification will be 
required is not yet clear.   


Preparatory committee meetings for the 2005 NPT Review Conference will begin in the 
winter of 2002.  The Trilateral Initiative is likely to be of continued interest and concluding 
verification agreements before 2005 could contribute to the success of the Conference.  
Ultimately, the steps taken by the Russian Federation and the United States may create a 
general arms control framework suitable for all States possessing nuclear weapons, providing 
a means for them to make available for international verification materials that result from 
progress toward nuclear disarmament. 
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Abstract 
 
South Africa voluntarily removed its nuclear capability before acceding to the Non-Proliferation 
Treaty (NPT) in 1991. The Safeguards Agreement between South Africa and the IAEA 
(INFCIRC/394) was signed in 1991 and the Convention on Physical Protection (INFCIRC/225) was 
signed in 1981. Following the 37th Regular Session of the General Conference of the IAEA in 1993, 
South Africa informed the Director General by letter, dated 20 December 1993, of its preparedness to 
consider proposals from the IAEA on the further strengthening of Safeguards for High Enriched 
Uranium (HEU). This was intended to provide additional confidence building measures and enhance 
transparency. Remote Monitoring (RM) as a Safeguards tool was being actively developed and tested 
on an international level during this time.  
 
Clearance to build an RM system in South Africa was obtained in August 1996. User specifications 
and technical specifications were drawn up and co-operation established between Sandia National 
Laboratory (SNL), Aquila Technology Group (ATG), US Department of Energy (DoE), IAEA and the 
South African National Safeguards Authority, which until February 2000 was the Atomic Energy 
Corporation of South Africa Ltd (AEC) and since March 2000 it was delegated to the South African 
Nuclear Energy Corporation Limited (NECSA). Equipment was procured from items available on the 
industrial market. Installation was completed during April 1997 and a testing phase was started. An 
extension of the Remote Monitoring System (RMS) to Koeberg Nuclear Power Station (2 Pressurized 
Water Reactor (PWR) units) and the Thabana pipe store (Safari Reactor spent fuel storage) was 
accepted by NECSA. Data transmission (encryption, transmission line, electronic hardware and 
software) problems were resolved over a period of time. Equipment related problems included neutron 
induced failures of the digital processing part of the camera hardware. A key success factor in 
resolving these technical problems with the RMS was the good communication between NECSA and 
IAEA technical staff and the competent and speedy reaction. This good co-operation enabled 
completion of the test phase, initiation of normal remote monitoring operation with IAEA review and 
the start of the final phase of pioneering a new safeguards approach for the facilities with RMS. 
 
1. REMOTE MONITORING OBJECTIVES 
 
The initial objectives for a remote monitoring system were: 
 
(a) To institute additional confidence building measures regarding South Africa's HEU 


material through continuous real time monitoring, improve openness and transparency, 
show commitment to safeguards agreements and demonstrate trust in order that 
safeguards goal attainment was assured, 


(b) To increase effectiveness and strengthen safeguards implementation, 
(c) To collect experience on the effectiveness, reliability and functionality of RMS as part of 


the IAEA safeguards system, and 
(d) To lower the cost of safeguards processes by reduction in the inspection effort (e.g. 


frequency of inspections). 
 
Additional benefits would be that the RMS could reduce worker radiation exposure and be less 
intrusive on facility operations. The national output from the RMS could also be integrated into the 
physical protection surveillance system in order to enhance the detection capability through health or 
motion pictures. 
 
 







2. INTERNATIONAL DEVELOPMENTS IN RMS 
 
The US Department of Energy, through bilateral agreements with international partners, had initiated 
the International Remote Monitoring Project [1] by placing demonstration systems in various nuclear 
facilities to conduct field trials during 1994 and 1995. The RMS was tested in dry spent fuel storage 
facilities, light water reactor facilities and laboratories. 
 
With experience gained from these projects, RMS is presently being field tested with the IAEA in: 
 
(a) Seven countries with Safeguards Agreements in force, 
(b) Nineteen facilities (five of these facilities in South Africa), 
(c) Thirty-nine camera systems (twelve of these cameras are installed in South Africa: four in the 


HEU storage vault, two in Thabana pipe store, two each in the two units of the Koeberg Nuclear 
Power Station (KNPS) and two in the Koeberg spent fuel cask storage facility). 


 
3. RMS IN SOUTH AFRICA 
 
3.1. Installation and Configuration 
 
Development of the unattended RMS for timeliness purposes was initiated for field testing (with 
reference to the implementation of Programme 93+2), using a land based communication network 
between the IAEA Headquarters in Vienna and Pelindaba site in South Africa. 
 
The RMS made use of cameras with motion detection and unattended remotely monitored sensors 
such as magnetic vault door switch and a network of "seismic" sensors along the walls and individual 
vault contact surfaces in the HEU storage vault at Pelindaba. User and technical requirements were 
jointly resolved between SNL, ATG, US DoE, IAEA and NECSA. The user requirements included 
review stations at both IAEA Headquarters in Vienna and at the Pelindaba field office, authentication 
of data, encryption of data, traceability through file number, date and time identification, motion and 
trigger events to initiate alarm signals and images and sufficient storage space at the camera and server 
in case of transmission failure. The present RMS configuration is given in Table 1. 
 


TABLE 1: PRESENT RMS CONFIGURATION 
 


Equipment 
IAEA/National Authority Site Facility Server 


(SDIS) 
Camera 
(DCM-14) 


External 
Sensors 


IAEA: 
In field office at Pelindaba 
- Frame relay gateway server 
In Vienna: 
- Review Station 
- Archive 
National Authority: 
Review station in offices at 
Pelindaba 
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PWR Unit 1: 
- Spent fuel pond 
- Core vessel 
PWR Unit 2: 
- Spent fuel pond 
- Core vessel 
Castor spent fuel 
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The Pelindaba facility operator provided emergency power in the vault, access to the vault for 
installation and maintenance of the camera/sensor system and ad hoc access for fault diagnostic 
purposes. In addition, the National Safeguards Authority provided technical staff for the initial testing 
of RMS outside the vault and installation and operational support throughout the testing phase. The 
RMS was integrated with the normal safeguards processes and routine monitoring of system integrity 
was done by the National Authority. 
 
The RMS was installed in facilities that were under safeguards and where all safeguards processes 
were operational and functioning well. The history of RMS installations, extensions to include the 
present five facilities and current operational status is contained in Table 2. The good co-operation, 
fast communication and availability of competent IAEA and NECSA technical personnel contributed 
greatly to the successful installation and testing phases of the RMS. 


 
TABLE 2: TIMELINE OF RMS INSTALLATION AND OPERATIONAL STATUS 


 


Date History and Status 


July 1991 South Africa (SA) accedes to NPT 
September 1991 SA signs Comprehensive Safeguards Agreement 
December 1993 SA accepts RMS field tests to strengthen safeguards 
August 1996 IAEA clearance to install RMS in SA 
February 1997 RMS installed with commercial server connected to 4 Gemini camera systems. 


Data transmitted using SA encryption units 
1998 Commercial server replaced by protype SDIS server with electrical/lightning 


protection. 
PSTN replaced by ISDN to increase data transfer speed 
RMS added to Thabana Pipe Store and connected to existing SDIS server 


Late 1998 SA agrees to use IAEA encryption 
Early 1999 Frame relay hub installed in IAEA field office at Pelindaba 
February 1999 RM communication reliable. Occasional 1 to 3 day communication failures 


due to Pelindaba phone system. 
Cameras work without problems since this date except for operator outages or 
set-up error 


Mid 1999 RMS installed in KOEBERG NPS Units 1 and 2 and Castor spent fuel store 
No communication problems since installation 
Both spent fuel pond cameras had no problems since installation 
Camera problems in core vessels and castor store: 
(a) Operator turned of lights in reactor hall 
(b) Several neutron induced failures occurred in four cameras (in reactor 


vessel and castor store) 
2000 Cameras in castor store upgraded. Now works satisfactorily 
May 2000 Camera in KOEBERG NPS unit 1 replaced 
June 2000 Routine Safeguard Reviews initiated for all five facilities 
February 2001 Camera in KOEBERG NPS unit 2 replaced 
April 2001 All camera software in KOEBERG NPS units 1 and 2 and Pelindaba upgraded 
June 2001 New IAEA Safeguards approach for discussion 
July 2001 Camera in KNPS unit 2 replaced 
September 2001 Camera in KNPS unit 1 replaced 


 
3.2 Authentication 
 
Each image is authenticated by the DCM-14 and stored on a PCMCIA card inside the camera housing 
(which is under IAEA seal). The images are then transferred to the hard drives of the SDIS server and 
ultimately (via ISDN) to the field office at Pelindaba and via frame relay to IAEA Headquarters in 







Vienna.  Authentication ensures the transferred images are genuine. The PCMCIA cards in the 
cameras are removable in event of transmission failure. 
 
3.3 Encryption 
 
Remotely monitored images are transferred across local lines, national telephone lines and state 
boundaries to the IAEA's Headquarters in Vienna. The need for encryption is both a South African and 
IAEA requirement. Encryption technology developed by local South African suppliers was used 
initially, but the slow transfer speeds of PSTN lines and the reliability of ISDN encryption units 
prompted a switch to IAEA approved encryption technology. 
 
Encryption is used as follows: 
 
(a) Individual DCM-14 images are encrypted in each camera for the entire transfer process, and 
(b) Hardware encryption of the frame relay link is used to further protect images during transfer 


from the IAEA Pelindaba field offices to IAEA Headquarters in Vienna. 
 
Plans are in progress to replace the frame relay link with virtual private network encryption over the 
internet.  Taking advantage of this recent advance in encryption technology will lower transmission 
costs by an order of magnitude. 
 
4. REVIEW OF REMOTE MONITORING 
 
Presently, during the test phase, the IAEA and National Authority share RMS images. The primary 
objectives for the NECSA Safeguards Function were: 
 
(a) A daily check of each RMS camera to ensure that a health picture was taken. (On many 


occasions, this check has enabled a quick response by NECSA Safeguards staff to rectify 
problems with the vault camera, server or sensor system and ISDN transmission line. Because 
images are only relayed to Vienna once per day, NECSA Safeguards has often attended to 
problems before IAEA staff in Vienna became aware of them.) 


(b) A quick download and review of alarm file images soon after the triggering event to ensure that 
any access was authorised, 


(c) Review of specific historical events (e.g. verification of object which was moved using a crane 
in the spent fuel area of Koeberg Nuclear Power Station) by NECSA Safeguards in order to 
verify safeguards activities. 


 
A systematic review and assessment of images will be incorporated by NECSA Safeguards once the 
RMS is formally approved as an additional safeguards tool. 
 
The IAEA initiated routine Safeguards reviews of installed RM systems in all five facilities in June 
2000.  Formal approval for all parts of the RM system is currently underway, pending technical 
review. 
 
4.1 RM timeliness requirements for Safeguards 
 
The image intervals are set remotely by the IAEA for: 
 
(a) Routine health images, which range from one to sixty minutes depending on the facility (HEU 


storage vault, spent fuel pipe store, reactor or cask store) and the type of operation in progress 
(e.g. a smaller interval was used during the spent fuel re-racking activities), 


(b) Motion and alarm images, which can be set to one minute or smaller intervals to capture 
activities of interest in greater detail. (In fact, the camera takes a picture every few seconds, 
but only selected pictures are saved.) 







During the testing phase of the RMS in the HEU storage vault, the following results were obtained: 
 
(a) According to the image time interval set by the IAEA for HEU storage vault cameras, all health 


pictures for the entire period could be obtained, except during period of camera maintenance by 
IAEA technicians, 


(b) Motion images for all authorized access to the vault were recorded for the full period of access 
by each  relevant camera. 


 
It can be concluded that the safeguards timeliness component ( monthly verification ) for the HEU 
storage vault could be successfully verified by the RMS for the period since June 2000. 
 
For the Thabana pipe store a similar result was obtained. However, the timeliness component could 
not be attained for RMS in the two reactor units of the Koeberg Nuclear Power Station due to a 
neutron-induced failure, over time, of the camera digital converter components (DCM-14s). 
 
4.2 RM as a Safeguards Tool 
 
In mid-2000, the IAEA approved the RMS in all South African facilities for use as a complementary 
safeguards tool, but did not change the traditional safeguards approach. 
 
Presently a proposal is being investigated by the IAEA to use RMS with a new Safeguards approach, 
which would entail the following: 
 
(a) Formalising data sharing between IAEA and National Authority for: 
 


(i) Fixed time health images, and 
(ii) Motion triggered images during authorised access. 
 
These images have been shared since the start of the RMS testing phase in South Africa, but 
new arrangements need to be negotiated for motion triggered events during the implementation 
phase.  


 
The National Authority will still not have access to image data generated: 


 
(iii) During power failure, 
(iv) By tampering events, and 
(v) By triggered events based on possible attempts to compromise the system. 


 
(b) Monthly evaluations of RMS surveillance at the HEU storage vault used in lieu of seal changes 


to satisfy timeliness requirements. Routine monthly inspections would be reduced to eight short 
notice inspections per year and eventually replaced by two or three short notice random 
inspections per year.  (Note that this scheme benefits physical protection as well, since fewer 
vault entries are required.) 


 
(c) At the Thabana pipe store, meeting timeliness requirements through RMS surveillance review 


and reducing inspection effort from four regular scheduled quarterly inspections to one short 
notice random inspection. 


 
(d) At Koeberg Nuclear Power Station (Units 1 and 2) meeting the timeliness requirement with 


RMS surveillance and then conducting only one PIV each year and one or two semi-random, 
short notice interim inspections. It is considered that at the Koeberg spent fuel cask storage 
facility, one PIV and one short notice inspection each year would suffice with RMS 
surveillance. 


 
(e) Reducing travel costs by scheduling interim inspections at Koeberg Nuclear Power Station just 


after or prior to the normal monthly inspections to Pelindaba. 







The new safeguards approach, once approved by the IAEA, would be implemented as soon as 
possible. 
 
5.1 Benefit to South Africa 
 
The following benefits can be assigned to Remote Monitoring in South Africa: 
 
(a) A "safeguards tool" which gives a direct visual demonstration of safeguards control and builds 


confidence with all interested parties (International community, National Authority, Department 
of Minerals and Energy, NECSA Board of Directors and Top Management, etc.) 


(b) Enhancement of physical security for the HEU storage vault, 
(c) Additional source of data to assist with safeguards verification (e.g. number of racks without 


spent fuel assemblies passing camera at specific time and date for further operations during the 
reracking process in KNPS), and 


(d) Transfer of technical know how with respect to remote monitoring to state technical staff. 
 
5.2 Benefit to IAEA 
 
The IAEA achieved the following objectives during the Remote Monitoring project: 
 
(a) Field demonstration of the reliability, functionality and maintainability of RM, 
(b) Identification and resolution of technical problems encountered in an operational environment, 
(c) Development of operational experience and procedures for routine RM review and use, 
(d) Implementation of a strengthened safeguards regime in South Africa which provides additional 


assurance of compliance with safeguards agreements, especially on highly sensitive HEU 
material, 


(e) Improvement of surveillance quality and more rapid identification of surveillance failures (in 
fact, data from one RM unit at the Koeberg Nuclear Power Station was used in the 2000 
Safeguards Implementation Report (SIR) to compensate for a MIVS failure, saving the 
timeliness goal for the facility), 


(f) Possible future reductions in inspection effort and associated costs. 
 
It is worth mentioning, now that the technical problems encountered during development and testing 
have been mostly solved, that the current RM system provides higher quality images with greater 
reliability than the analog systems it has replaced.  Routine review is performed on a monthly basis, 
and problems such as loss of lighting or power are identified and corrected within days instead of 
months.  The system has the added benefit that the standard interval is remotely adjustable and 
supplemented with motion triggered images to provide greater detail during periods of interest, such as 
reactor refuelling or cask loading and shipment.  
 
Improvements over traditional surveillance measures are also realised with regard to the efficiency of 
inspections and timeliness of follow-up actions.  By reviewing surveillance prior to an inspection 
rather than afterwards, the inspector already knows whether the surveillance is conclusive.  Thus, he or 
she is prepared to perform any additional verifications required by the surveillance review, avoiding 
follow-up visits.  Additionally, the inspector is better prepared to investigate shipments, receipts, and 
activities such as vault entries. 
 
Finally, RM systems eliminate the need for in field service, making inspections shorter.  This is a 
mutual benefit for operators and inspectors.  Shorter inspections are less intrusive, and radiation 
exposure is reduced for all involved. 
 
5.3 Cost benefit 
 
The cost for IAEA funded hardware, software, data transmission and all relevant labour could exceed 
one million US dollars for the present RMS installed, operated and tested over the last four years. The 
cost to the operator and the National Authority (e.g. for installation, labour, office space and 







operations) is an order of magnitude lower than the IAEA cost. Recouping this cost or offsetting the 
current operational costs of RMS with a reduction in the inspection effort is not expected or feasible. 
However these costs should be viewed against the fact that in South Africa RM provides an additional 
confidence building measure and an additional tool to strengthen Safeguards on highly sensitive 
material in the HEU storage vault. 
 
Using remote monitoring to satisfy timeliness requirements at other key facilities handling HEU at 
Pelindaba it is technically not feasible. Thus, for the foreseeable future monthly inspection of other 
facilities at the Pelindaba site will still be required. Since inspection costs are governed mostly by the 
cost of air travel, the savings from RM implementation in South Africa will not be as substantial as 
they might be elsewhere. 
 
6. CONCLUSION 
 
In the five years since installation and testing of remote monitoring began at Pelindaba, South Africa 
and the IAEA, working together, have succeeded in developing a reliable and robust surveillance 
system that delivers high quality images directly to the inspector’s desk in almost real time.  With this 
surveillance data, it is typically possible to achieve verification for timeliness purposes without 
conducting an on-site inspection.  The potential benefits include: a reduction of inspection cost and 
effort, a less intrusive inspection regime, shorter inspections, reduced radiation exposures, more rapid 
response to problems, improved physical protection (at direct-use vault stores), and higher quality on-
site inspections (due to better prepared inspectors).  In summary, experience with RMS in South 
Africa has demonstrated that remote surveillance can actually provide better assurance of non-
diversion with improved timeliness than traditional surveillance systems serviced during on-site 
inspections. 
 
The continued requirement for monthly inspections at other HEU facilities at Pelindaba means that the 
cost and manpower savings from RMS in South Africa will be small.  However, the potential savings 
at facilities in other Member States could be substantial.  In particular, RMS could be used to 
eliminate all interim inspections at many power reactors.  The pioneering work done in South Africa 
has identified and solved many technical problems, and the experience gained will ensure that the 
installation of future systems is largely problem free. 
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Introduction 
I am honored to be here with some of the best experts on international safeguards 
devoted to the crucial tasks of non-proliferation. The IAEA has been and remains a 
critical component of the global nuclear non-proliferation regime. The Agency’s 
safeguards have been at the core of this role, and I would like to commend the Agency 
and the Department of Safeguards for their initiative to organize this symposium. I 
would like to especially congratulate Dr. Mohamed ElBaradei for his decision to add a 
day devoted to the threat posed by international terrorism to nuclear material and 
facilities. 
 
I would like to discuss the three factors that determine a verification regime’s ability to 
provide for early warning and deterrence, namely: 


� Detection of non-compliance; 
� Reporting; 
� Enforcement. 


But given the late hour and the general Viennese Gemuetlichkeit let me dispense with a 
long introduction and delve right away into the key questions I wish to address, namely: 


Why is the IAEA safeguards regime less effective where it is most needed? 
What should be done to rectify it? 


I would like to suggest that safeguards regime effectiveness depends on political 
commitment. The above observation is valid for very few cases when the state’s 
national interests do not fit its obligations under the verification regime it has decided to 
join. 
Why does such a discrepancy damage verification effectiveness? 
 


International Verification Regimes and Political Commitments 
The improvement of the Agency’s verification capabilities, as impressive and 
significant as they have been in the last years, cannot, however, suffice to assure 
compliance with safeguard objectives. All international verification regimes are always 
constrained by two inevitable basic limitations: 


- a budgetary constraint;  
- national sovereignty interests as reflected also in the provisions of any 


verification treaty. 
 
As a result, even under ideal conditions, the most effective verification regime can only 
verify information about specific instances in time and space. Attainment of the 
verification objectives on the basis of such limited findings critically depends on the 
inspected state’s cooperation, and consequently depends on its political commitment to 
comply with its international legal obligations. 
 
The best case for drawing lessons on the ultimate limits of an international verification 
regime is provided by Iraq. There are little doubts that the verification regime 
established by the UNSC for Iraq in the aftermath of the Gulf War has been the most 
far-reaching concerning verification and enforcement to date. In principle, they 
sometime exceeded the powers normally acceded to law enforcement agencies in 







democratic countries. Similarly, UNSCOM and AT inspectors were the best and highly 
motivated experts. 
 
But even under these unique conditions, the detection capabilities needed for an 
effective verification regime could not have been realized. In 1995, after years of 
excellent fieldwork by inspectors, new revelations were uncovered by the Iraqi 
authorities following the defection of Hussein Kamal. The surprises included the crash 
program to convert HEU fuel from the research reactors to weapon-grade material, and 
other significant weaponization efforts. 
 
The three most important lessons offered by the Iraqi case are: 
 
One - political commitment of the inspected state to its legal obligations is a necessary 
condition, without which international verification regime objectives cannot be reached.  
 
Two – The attitude toward international obligations is commonly affected by the nature 
of the political regime. Any government considering clandestine non-compliance will 
have to take into account a combination of two factors: 


- the probability of disclosure; and 
- the risk of getting caught. 


A political regime in which disclosure of legal non-compliance is likely to occur from 
within, will have to assume a high probability of detection, at least over a period of 
time, regardless of the effectiveness of the inspections. Such regimes are usually marked 
by effective internal checks and balances, like free press and individual freedom. The 
idea of societal inspections by “whistle blowers” actually exists under democratic 
regimes even without any financial prizes. 
As for the risk perception of getting caught - it is usually much higher in governments 
that are directly accountable to their own people, and consequently more sensitive to 
enforcement measures. 
 
Three – one may ignore the necessary political context in any verification regime at his 
own peril.  
 
In a nutshell, the effectiveness of the IAEA verification regime, and its corresponding 
significance for international security, is uneven and highly context-dependent. It may 
be very effective in those regions of the world where states’ international obligations are 
honored and political interests and intentions have been clearly demonstrated and 
proven over time. 


 
Verification under Doubt – The Bilateral Approach 


When international relations are more adverse, experience has shown that a bilateral 
approach to verification has offered a more effective solution. Bilateral Arms Control or 
Disarmament agreements are based on mutual verification that has distinct attributes: 


1.  Motivation of inspectors 
The verification culture of “No Trust” prevails naturally under these mutual 
arrangements: when an inspector from one state goes to the other state, he feels 
personally motivated to look for any inconsistency.  
In multilateral organizations on the other hand - global interests may at times 
result in disregarding local problems, and promoting a "don't rock the boat" 
culture. For Member States far from a region in which non-compliance has been 
suspected, the need to maintain the credibility of the global regime may be much 







more important than exposing its limitations. This may result in ignoring 
suspicions of non-compliance. 


 
Consider for example what reactions would take place if a European country were 
found to be under grave proliferation suspicions as some states in the Middle East 
have been. I am not suggesting that it can happen, just trying to demonstrate that 
the sense of urgency decreases with distance. 
 
Unfortunately, with long-range ballistic missiles at the disposal of a nuclear 
proliferator, the perception of convenience growing with distance has changed 
abruptly. 


 
2.  Information 
Inspectors could have at their disposal their country’s full intelligence information 
to help them define what is wrong and where to go.  


 
3.  Abuse prevention 
The mutual character of the bilateral approach induces a balance that helps 
prevent abuse because of the obvious option to retaliate. 
 
4.  Focused Approach 
Each state can concentrate its verification efforts, as it deems necessary, without 
having to pay dues to universal considerations that are so important in 
international organizations. 


 
5.  Recruitment and training of inspectors 
Inspector selection is free from irrelevant considerations such as an even 
geographical distribution, international salary scale, etc. Inspectors’ training can 
be more complete and include all necessary confidential information. In this case 
there is no additional danger of proliferation if the inspectors learn about nuclear 
weapons’ design and manufacturing details, which are necessary for effective 
inspections in the field. 


 
6.  Treaty maintenance 
Clarification and consultations concerning the verification regime, as well  
as negotiation of possible changes to it, are simpler compared to  
multilateral negotiations. 
 
7.  Resources 
Inspection and verification budgets are covered by each party according to its 
perceived need: There is no “goal of cost neutrality”.  


 
I would like to add two remarks: 
 
1. In principle, the role of an international verification organization in these mutual 
arrangements may become significant when there are no conflicts any more and the 
possibility of collusion between the parties is emerging. 
 
We see here again - although for an additional reason - that when intensity of conflicts 
dampen, the importance of international universal verification regimes rises. 
 







2. Multilateral arrangements inspire and encourage states to join the regime and, in 
principle, may provide a common and widely accepted base of legitimacy for action 
against a non-compliant actor. Recent experience, however, is not encouraging. 
In regimes based on mutuality, corrective measures may be more effective because of 
retaliation options and the ability to augment security margins. 
 
In summary, bilateral approaches, as well as regional ones, if based on mutual 
verification, can deal more effectively with specific problems and circumstances. This 
is especially true in situations of conflict: the prevailing lack of confidence between the 
parties ascertains the verification’s effectiveness.  
 
 


Possible Extension – The Regional Approach 
The mutual verification that commonly constitutes a basis for bilateral agreements can 
be used more broadly in a region if the political conditions are ripe enough. General 
experience indicates that in multilateral or asymmetrical situations, preventing abuse or 
any discrimination may require arrangements with simultaneously “multi-bilateral” 
characteristics. Mutuality under these conditions means practically, that every Member 
State can challenge and inspect any and all others in the region. 
 
The regional approach seems to fit a level of international confidence lower than that 
appropriate for universal arrangements, but a little higher than the bilateral approach. 
 
 


Dealing with a Discrepancy 
Most states have chosen a verification regime approach that is closer to their perceived 
level of international confidence in their relevant neighborhood – the universal 
verification regime implying the higher level, or the bilateral arrangements at the lower 
one. Such a choice, when properly made, ascertains the required effectiveness of the 
verification regime. But verification capabilities are greatly damaged if there is a 
discrepancy between the state’s actual political commitments and the regime’s 
obligations.  The fact that under the NPT verification regime Iraq was probably one 
year from possessing a nuclear weapon demonstrates that such dangers are real. 
 
The first question is whether the IAEA safeguards have any value under such 
circumstances. 
 
There is a crucial value to the Agency’s inspection efforts even if it falls short of 
ensuring detection of non-compliance, because it will compel a proliferator to operate 
under difficult and somewhat uncertain conditions - for example, by denying use of 
declared and inspected sites. This may delay his program and increase its costs, and if 
his concealment efforts are detected and reported, then it may provide in some cases – 
depending on the will of other states - a basis for political action.  
Neighboring states, however, can hardly find this to be sufficiently reassuring when 
their security is at risk. Consequently, they will have to maintain adequate security 
margin, against such eventualities, until greater confidence in their neighbors' intentions 
emerges. 
 
The second question is whether it is possible to improve detection capabilities under 
these circumstances. 
 







The safeguards implementation concepts developed to date, present three basic modes 
in ascending order of intrusiveness and effectiveness: 


- The existing safeguards measures; 
- The Additional Protocol, which has been exhaustively dealt with in this  
   Symposium; and 
 - The ultimate measures in relevant UN Security Council resolutions pertaining  
   to Iraq. 


 
I would like to remark on several measures that could improve verification and 
strengthen all three modes to better contain a proliferator. 
 
A. Completeness and Political Judgment 
  How Much Is Enough? 
The paradigm shift that occurred after the Gulf War has been mainly to concentrate on 
the search for undeclared activities and facilities. The shift is a major change in 
principle from the requirement to verify that no material has been diverted from 
declared facilities and other locations. 
 
The additional requirement to ascertain that no undeclared activities or facilities are 
present in a sovereign state is in principle not achievable. Checking for the unknown can 
only be done by making assumptions and trying to disprove them. There is no logical 
way to prove rigorously such assumptions. That holds true for scientific investigations 
as it does for completeness check under the Agency’s safeguards. 


 
What can be done? 
The first objective as the Agency astutely puts it is to verify the state’s declaration and 
check for consistency. Inconsistencies, under the Additional Protocol for example, 
provide a reason for further clarification and inspection. 
 
But demonstrating consistency is not sufficient for completeness check. By now it is 
common knowledge that verification efforts must be directed to disprove the assumption 
of completeness. The disproval efforts must concentrate on checks outside the declared 
picture, including random checks. 
 
The criteria for satisfactory results are:  -  no evidence of non-compliance, and 


- lack of access denial, delays, etc.  
     where access is requested according to the  
     treaty provisions. 


This is the basis for the transparency requirement, which actually tests the state’s 
cooperation. Full transparency can only be demonstrated by lack of any delay or denial 
of access (including to information), or evidence of any concealment attempts.  
 
The technical task of verification is exhausted only if random inspection checks beyond 
the declared activities and facilities have been added, and full transparency has been 
demonstrated. This is the only way to try and disprove technically the assumption that 
the state’s declaration is also complete. 
 
Only if consistency and transparency in all inspected instances within and outside the 
state’s declaration have been demonstrated, can the assumption of completeness – 
although not proven – be well supported by circumstantial evidence. In my view, only 
then can Member States pass political judgment. 
 







Completeness check raises three difficult questions, and I would like to indicate possible 
approaches to ease them: 
1. How to strike a balance between the transparency requirement and legitimate 


confidentiality interests? 
 I think that the best way to ease this problem is to devise technologies and 


methods that allow collection of information relevant only and unequivocally to 
proscribed activities under the treaty with no incidental information. Blinded 
instrumentation as used in the CWC and foreseen for the CTBT and the 
development of “information barriers” for safeguards provide good examples. 


 
2. Considering disproval efforts – how much is enough? 


 
3. What is the role of information supplied by Member States? 
 
The last two questions are related and I would like to address them together. 
The IAEA is in a uniquely difficult position because it is the only judge on both issues. 
It seems to me that the need for disproval efforts by random checks may provide a 
possible approach if two conditions are met: 
   � The IAEA’s corporate culture shall stipulate that there is nothing wrong in reporting  
      back with no findings, and that such result will not affect further checks; 
   � Disproval check inspections will collect only relevant information under the specific  
      approach mentioned above.  
Under these conditions, the IAEA could continue with disproval checks as long as 
available information – including information supplied by Member States – indicates 
further reasonable doubts. 
 
Full answers to these questions require much further thinking and development. 
 
The modern verification regimes deal with the search for undeclared activities and 
facilities by using special measures: 


-  Challenge Inspection anywhere anytime in the CWC; 
-  On-Site Inspection based on technical evidence in the CTBT; and  
-  environmental sampling (and future wide area sampling) in the Additional  
   Protocol. 


 
From a standpoint of a regime’s potential capabilities to check for completeness, or 
better yet - to disprove the assumption of lack of undeclared activities and facilities, the 
descending order of merit is: 


- UNSC Resolution 687; 
- CWC; 
- CTBT; 
- Additional Protocol; 
- INFCIRC\153 arrangements. 


 
The CWC and the CTBT may provide better completeness check because they are more 
intrusive, and Member States can gain confidence in a more effective and direct way: all 
inspection findings, and the triggering mechanism for special inspections, are available 
to every member state. 
 
Until now there is not enough accumulated experience to allow for an assessment of 
whether inspections aimed at disproving completeness are realistic under any 
verification regime. 







UNSCOM and the AT had tried persistently to check for completeness and have had 
numerable encounters of access denials, delays, employment of concealment schemes, 
etc., all of which clearly demonstrate that the “coherent picture” is certainly not 
complete. 
 
It is important here to note the Agency’s experience with South Africa that 
demonstrated clearly and decisively total transparency to all and any requirement of the 
Agency. With that kind of transparency, driven by total political commitment to the 
NPT, there has been reasonable support for the assumption of absence of undeclared 
activities or facilities. This case proves again that where there is no discrepancy, the 
IAEA safeguards are most effective. 
 
Let me turn now to two additional improvement measures. 
 
B.    “No-Trust” Culture 
We all know the intrinsic value of the presence of inspectors in the field: their ability to 
detect irregularities, which cannot be predefined. That is especially true when looking 
for undeclared activities. Inspectors have to be trained - under the treaty’s legal 
provisions - to adapt inspection activities in real time, to take note of mistakes or 
accidents, and especially to provide timely warning by looking for and reporting of any 
attempt of concealment. 
 
Management has to encourage the spirit of hunting for inconsistencies, and fight the 
natural tendency of “not to rock the boat”. An inspector should be praised for reporting 
back with a problem. 
This, we all remember, has been the essence of the “No Trust” culture that led the 
Agency to develop the Additional Protocol and every effort should be made to maintain 
it. 


 
C.    Resources 
It is not realistic to charge the Agency’s safeguards department with increasing tasks 
and not allow for the required outlays.  
 
There is a basic contradiction in setting the goal of “cost neutrality” as one of the 
objectives of strengthening the Agency’s safeguards. Only actual implementation and 
demonstration of verification effectiveness can show if it is feasible. I believe that the 
Agency should put cost neutrality only as a constraint and emphasize its implications 
publicly. 
At the same time, I think that the Agency should also try to ease the problem by better 
focusing on inspection efforts in problematic areas at the expense of universality. 
 
It is important to reemphasize that all the earlier mentioned measures, if implemented, 
will improve the Agency’s effectiveness, and thus delay proliferation efforts and 
increase their costs. But these cannot ensure detection of non-compliance.  


 
 


Reporting 
The special characteristics of the search for undeclared activities and facilities require 
also a proper reporting manner that should include:  


- findings; 
- limitations; 
- perceived transparency. 







A. Findings 
Findings should not include non-technical judgments. General assessments like 
“absence of undeclared facilities” are political judgments of Member States because 
they must include, in addition to the Agency’s findings, general intelligence and 
political estimates. The Agency must keep its reporting to actual findings, for example: 
“The inspection performed did not uncover any evidence of undeclared facilities”, no 
more. 


 
B. Limitations 
It is essential that the Agency’s reports or declarations will not create unjustified 
confidence or alarm. For this purpose, Agency’s declarations in particular should detail 
all the limitations and qualification statements that define its findings in a professional 
manner. These may include accuracy, confidence intervals, and also resource constraints 
and agreed deviations from regular arrangements. 
 
C. Transparency 
Inspectors should be required to report fully and immediately any denial or delay of 
access, or concealment attempt. Such reporting appears to me as an essential 
complement to the completeness requirement. It is the only tool at the inspectors’ 
disposal to carry out their mission because a denial of access – which has been required 
according to the treaty provisions - is a positive proof of lack of transparency and 
consequently – incompleteness. 
I think that the significance of comprehensive reporting and declaration has not always 
been fully realized by the Agency.  
It should be noted, however, that after Sep. 11th, any information relevant to physical 
security measures will probably be considered more sensitive and be held in strict 
confidentiality. Such changes may have further implications for IAEA inspections and 
reporting. 
 
Facing the difficult challenges ahead, the Agency should not be caught unawares, and 
should maintain its professional credibility by issuing reports and declarations, which 
will include these three components. 


 
Enforcement 


This slide has not been left blank by mistake. 
Enforcement under international verification regime is usually under the jurisdiction of 
the Security Council, and in any case depends on the collective political will and ability 
of the international community. It is very hard to predict its effectiveness and recent 
examples are not reassuring. Every State has to take into account the situation where no 
corrective measures are practical.  
 
Looking at the Iraqi and North Korean examples, from my point of view the situation in 
North Korea seems to be somewhat better than that of Iraq. After all, the regime there 
seems to be equivalent to FMCT + capping. But I am almost sure that if a Japanese 
gentleman stood on the podium instead, his perspective would have been just the 
opposite, which shows again that distance lends charm. 
 
 


Summary:   No Illusions – No Despair 
International verification regimes are not universally effective. They are most effective 
in those regions of the world where states’ international obligations are honored, and 
political interests have been clearly demonstrated and proven over time. Fortunately, the 







IAEA safeguards regime is effective for the majority of its Member States. In more 
adverse environments, however, mutual verification regimes better fit the 
circumstances. 
 
Problems arise in the few cases where there is a discrepancy between the regime’s basic 
obligations and the state’s actual political commitments. Such crucially important cases 
call for the strengthening of the Safeguards system to better contain proliferation efforts. 
The Agency’s achievement in developing the Additional Protocol and the measures 
mentioned earlier, can provide for the improvement needed for such cases. 
 
 Such an improvement is a worthy goal and it is in your hands. 
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ABSTRACT 
 
The current requirements to the IAEA Safeguards Analytical Laboratory can be divided into the following 5 items; 1) 
to maintain the analytical services to Department of Safeguards for nuclear material and environmental samples at the 
highest level of quality,  2) to provide support for the design, planning and implementation of an On-Site-Laboratory 
(OSL) for JNFL project, 3) to develop and implement methods for the determination of Np/Am/Cm, for more 
accurate determinations of U/Pu with less analytical waste, and for more sensitive determinations of U/Pu in swipe 
samples with both “bulk” and “particle” techniques, 4) to participate in planning and testing of Wide Area 
Environmental Sampling, and 5) to support Member States’ request for analysis of nuclear materials in cases of illicit 
trafficking with other international organization. Considerable development efforts have been made toward 
improving analytical capability to meet the above shown requirements. The following developments are typical 
examples in the field of nuclear material analysis; a) establishment of analytical techniques for neptunium, americium 
and curium, b) implementation of the controlled potential coulometry for accurate determination of plutonium with 
the generation of very little analytical waste, and c) fully automated chemical separation system for the reduction of 
analytical work at OSL. Those developments have helped to achieve the additional requirements with minimum 
increase of analytical workload.  
 
 
1. INTRODUCTION 
 


Safeguards Analytical Laboratory (SAL) has so far been providing analytical support to the 
Department of Safeguards in the most efficient and effective manner consistent with the identified 
requirements of accuracy, precision, reliability and timeliness. This support takes the form of Destructive 
Analysis (DA) of uranium and plutonium-containing materials for nuclear material accountancy, 
Environmental Sample (ES) analysis for detection of undeclared activities, and provision of sampling 
materials, isotopic spikes and Quality Control materials. The analytical support has been made in 
collaboration with a Network of Analytical Laboratories (NWAL) in the Member States for both nuclear 
material and environmental samples. Analytical workload in ES analysis has increased since the 
implementation of the Strengthened Safeguards. Thereby to keep the appropriate balance of the limited 
resources for environmental analysis versus nuclear material analysis comes to be one of the major 
challenges of SAL under the recent severe budgetary condition of IAEA. 


SAL has been maintaining its already high level of analytical support for the nuclear and 
environmental samples taken during routine safeguards inspections. In the field of DA for nuclear 
materials, SAL has also provided great support for the design, planning and implementation of an On-Site 
Laboratory (OSL) at the Rokkasyo Reprocessing Plant (RRP) in Japan [1]. This has been requiring the 
development of streamlined sample treatment operation and measurement protocol because of the limited 
human resources for OSL operation. On the other hand, SAL has developed and implemented methods 
for the accurate determination of Alternate Nuclear Materials (ANM’s) in feed, product and waste 
streams of reprocessing facilities to support Flow Verification activities [2], whereas, some development 
efforts have still been made in the area of conventional nuclear material analysis for the capability of 
determining Pu and U more accurately with less interference and less generation of analytical waste. 


In the environmental sampling program, the Clean Laboratory (CL) of SAL has continuously 
developed and implemented more sensitive and accurate methods for the measurement of U and Pu in 
swipe samples by both “bulk” and “particle” analysis techniques in conjunction with instrumental 
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measurement methods such as Thermal Ionization Mass Spectrometry (TIMS), Secondary Ion Mass 
Spectrometry (SIMS), and Scanning Electron Microscopy/X-ray fluorescence measurements (SEM) [3,4]. 
In addition the CL should be ready to participate in the planning and testing of methods for Wide Area 
Environmental Sampling in support of Complimentary Access inspections under INFCIRC540. 


Besides, SAL has been asked to support Member States’ requests for analysis of nuclear material 
seized in cases of illicit trafficking. Some support activities have already started in collaboration with 
other international organizations, which will be in setting up a network of analytical laboratories equipped 
to carry out “nuclear forensic” investigations to evaluate the origin and history of fissile or radioactive 
materials.  


In this paper a brief review for the developments/improvements to meet the above requirements is 
made. Finally three specific examples from our recent development work in nuclear material analysis are 
shown.  
 
 
2. DEVELOPMENTS AND IMPROVEMENTS AT SAL 
 
2.1. Maintaining analytical services for nuclear material and environmental samples at the highest 
level of quality 


A great deal of development has so far been made in order to establish SAL. The efforts made 
towards the goal of safeguards analysis, namely precision/accuracy and timeliness for both nuclear 
material and environmental sampling analyses were described in detail elsewhere [5]. Recent activities to 
meet this requirement can be summarized into 1) establishment of QA system based on ISO9002, 2) 
utilization of NWALs, and 3) improvement of QC with better reference materials. Those are individually 
presented in other papers for this SG symposium. Improvement of quality control program with better 
reference materials, in particular in the areas of environmental sampling analysis is highly required. 
 
2.2. Provision of support for the design, planning and implementation of On-Site-Laboratory of 
JNFL project 
 Some support work in the following areas has been required to SAL; completion of the laboratory 
facilities, installation of all analytical instruments, commissioning by the IAEA and Japanese 
Government, development and testing of chemical treatment and measurement procedures, training of 
IAEA staff and establishment of quality control and quality assurance procedures [1]. The primary 
analytical methods/operations employed at the OSL are Hybrid K-Edge Densitometry (HKED), Isotopic 
Dilution Mass Spectrometry (IDMS), spectrophotometry, alpha/gamma spectrometry and density 
measurement. In order to meet the specific analytical requirements for OSL, some developments of 
analytical techniques have been carried out for HKED, e.g. upgrade software to better spectrum analysis, 
and for spectrophotometry, i.e. more sensitive analytical method, while a study for automation for the 
chemical separation process for IDMS has been developed to enable to operate entire analytical services 
with the limited human resources because the separation work seems to be one of the most time-
consuming processes among the analytical operations. The details on the automation are presented in 3.3. 
 
2.3. Development and implementation of methods for determination of Np/Am/Cm, for more 
accurate determinations of U/Pu with less analytical waste, and for more sensitive determinations 
of U/Pu in swipe samples with both “bulk” and “particle” techniques 


Table 1 shows the analytical techniques for nuclear materials that SAL implemented for the 
routine analysis. Among them, a few techniques, e.g. the analytical methods for Np, Am and Cm, the 
controlled potential coulometry were recently developed at SAL (presented in 3.1 and 3.2 in detail). 
Besides, special attention is being given to the improvement of isotopic ratio and isotope dilution mass 
spectrometry to reduce the effects of bias or random uncertainty, thus providing higher accuracy and 
fewer repeated analyses at SAL.  
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Table 1. Summary of analytical techniques implemented at SAL (Nuclear Materials) 
 


ANALYTICAL 
TECHNIQUE 


MEASURED TYPE OF MATERIAL ANALYZED 


Elemental Analysis   
NBL Davies and Gray titration U U, U-Pu, U-Tha  
MacDonald and Savage titration Pu Pu materialsa 
Controlled potential coulometry Pu Pure Pu materials 
Ignition gravimetry U, Pu U oxides, Pu oxides 
K-edge X ray densitometry U, Th, Pu U, Pu, U-Pu, U-Tha 
X ray fluorescence analysis Elements  


(incl. actinides) 
U, Pua 


Miscellaneous 
Wavelength dispersive X ray  
Fluorescence spectrometry 


Pu, U Pure U and Pu oxides, and 
MOXa 


Inductively Coupled Plasma Mass 
Spectrometry 


Elements,  
(incl. actinides) 


U, miscellaneous 


Isotopic Analysis   
Isotope dilution mass spectrometry U, Pu Spent fuel input solutions, HALW, Pu 


and U-Pu materials 
Thermal ionization mass 
spectrometry 


U and Pu 
Isotopes 


All Pu and U materials, and spent fuel 
input solutions, HALW 


High resolution � ray 
Spectrometry (Ge detector) 


Pu isotopes,  
Am, Np 


Pure U and Pu materials 


Gamma ray spectrometry 
(NaI detector) 


235U Low enriched U materials 


Alpha spectrometry 238Pu, Np, Am, 
Cm 


Pu materials, Spent fuel, HALW input 


a Except spent fuel. b For ratios of major isotopes. 
 


The analytical techniques SAL-CL implemented are shown in Table 2. Improvement of the 
ability to measure U and Pu in environmental swipe samples for assuring the absence of undeclared 
nuclear activities has been required. The areas for improvement include more rapid and clean (i.e. free of 
cross contamination) sample decomposition techniques, more efficient recovery of U and Pu after 
chemical separation (which are presented/discussed elsewhere in this SG symposium) and better 
sensitivity and precision in the mass spectrometric measurements [6].  


 
Table 2. Summary of analytical techniques implemented at SAL (Environmental Sampling) 
 
ANALYTICAL TECHNIQUE MEASURED TYPE OF MATERIAL 


ANALYZED 
Thermal Ionization Mass 
Spectrometry 


U, Pu concentration and 
isotopics 


Swipe samples - cotton or 
cellulose 


High Resolution Gamma 
Spectrometry 


U, Pu, Fission and Activation 
Products 


Swipes, soil, vegetation, water, 
sediment, biota 


X-Ray Fluorescence 
Spectrometry 


U concentration Swipes 


Scanning Electron 
Microscopy/XRF 


U, Pu and associated elements 
(O, N, F) 


Particles removed from swipes 


Secondary Ion Mass 
Spectrometry 


235U/238U Particles removed from swipes 


Alpha/Beta Spectrometry 238Pu, 239+240Pu, 241Am, Fission 
Products 


Particles removed from swipes 
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Improvement of particle segregation and identification techniques prior to particle analysis by 
SIMS or SEM is also essential in this area [7, 8]. A routine basis of SIMS to detect the presence of high-
enriched uranium (HEU) in swipe samples from enrichment facilities within the SG reporting time of 30 
days has been implemented although further possible improvement should be made. This will involve 
streamlining the sample treatment, measurement and data evaluation procedures. Of particular importance 
will be the establishment of a QC programme to detect possible cross contamination effects. 
 
2.4. Participation in planning and testing of Wide Area Environmental Sampling (WAES) 
 Testing and implementation of WAES under INFCIRC-540 have been required to IAEA. This 
will require the development and testing of new sampling equipment to collect air particulate samples as 
well as other sample types. A field trial has been carried out using prototype equipment and the samples 
would be measured in SAL and the NWAL. This field trial would provide the basis of recommendations 
for improvements which would be incorporated into the final implementation plan. SAL´s involvement in 
the certain area of WAES for future practical applications is being studied. 
 
2.5. Support for Member States’ request on nuclear materials analysis in cases of illicit trafficking 
with other international organization 
 Implementation of methods to measure samples of nuclear material seized in cases of illicit 
trafficking is required to support the member states´ request for analysis of nuclear material seized in such 
cases. This requires some development of specific analytical procedures for measuring signatures which 
are diagnostic for the origin and history of nuclear materials. These signatures include isotopic 
composition, especially minor and trace isotopes, trace element ratios and concentrations of fission, 
activation and decay products. SAL has already been involved in the support of this area by developing 
analytical techniques meeting individual particular need. 
 
 
3. RECENT DEVELOPMENTS FOR NUCLEAR MATERIAL ANALYSIS AT SAL 
 
3.1. Development of determination methods for transuranic elements 


Establishment of analytical techniques as verification measures for Np and Am has been required 
to IAEA because those are designated as special fissionable materials [9,10]. The determination of the 
Pu/Cm ratio is also required in a part of the proposed non-destructive assay procedure to verify Pu in 
hulls from input dissolver of spent fuel and high active liquid waste (HALW) of reprocessing [11]. 
Analytical methods for those requirements have been studied at SAL. A fraction of sample solutions of 
input/HALW passing through TOPO chromatographic column was used for Am/Cm determinations. 
Those elements were subsequently purified with TRU resin column, followed by alpha-spectrometry 
(Am/Cm). Whereas, Np was separated and purified with TEVA resin column directly from the original 
samples and measured by alpha-spectrometry. This proposed methods include some quality assurance 
measures; employment of isotopic dilution techniques for Am/Cm with Am-243, and confirmation 
(correction) of Np recovery with Np-239 as daughter element of Am-243 (as shown in below scheme). 
Very good performance was confirmed. Details of experimental conditions are given elsewhere [2] 


 
[Results of determinations of Am, Cm and Np in actual samples from reprocessing]  


Determinations of Am/Cm/Np in real highly radioactive samples (input, HALW) were examined. 
The results on the HALW samples as a typical examination are shown below. Some of the diluted HALW 
samples (equivalent to ca. 1.7 x 10-5 mL of original HALW solution for Am/Cm) were aliquoted at a 
reprocessing facility. The size of each aliquot may not be constant. Each aliquot (HALW 1-5) was further 
sub-sampled and spiked with 1x103 Bq of Am-243 at IAEA-SAL. Unspiked aliquots were also prepared. 
Am, Cm were separated from the HALW samples in the same manner as described in Fig.1.  
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Aliquot   from Am-243-spiked /unspiked samples               Aliquot  from Am-243-spiked /unspiked samples 
 


  Valency adjustment                                 Valency adjustment 
  


 TOPO separation                                                  TEVA separation 
  


 TRU separation 
  
    Precipitation/Filtration                                                Precipitation/Filtration 
  
    Alpha  measurement                                                Alpha and gamma measurement 


(Am and Cm)                                                     (Np) 
 


Fig. 1 Summary of analytical flow of Am/Cm/Np determinations 
 
Measurement results of Am and Cm by alpha-spectrometry are given in Table 3. Consistently 


constant value, 1.1, was observed at the Am241/Cm244 for the results of Isotopic Dilution Alpha-
Spectrometry (IDAS) in spite of the fact that the size of each initial aliquot was different. It can be said 
from those results that the behaviour of Am and Cm is very similar in the chemical separation though the 
recovery can fluctuate. This implies the validity of the application of Am-243 spike for both the IDAS 
determinations of Am-241 and  Cm244.  


The recovery of Np in HALW was investigated. Both 2 Bq of Np-237 and 1000 Bq of Am-243 
(in radiation equilibrium with Np239) were added to each aliquot (equivalent to 1.3 x 10-4 mL of original 
HALW solution, including ca 1 Bq Np size of HALW aliquot). Added Np-237 was determined by alpha-
spectrometry after the chemical separation, whereas, Np-239 was also measured by gamma ray after the 
separation in order to alternatively confirm the recovery. Careful decay correction of Np-239 (from 
chemical separation to gamma measurement) was made because of its short half life, 2.36 days. The 
contribution of Np-237 and Np-239 (Am-243) originally contained in HALW were corrected from 
alpha/gamma spectra of added samples. The Np results of both methods are also shown in Table 3 which 
indicates that the recovery of  Np can be ensured by Np-239 gamma ray measurement. This can be used 
to enhance reliability of the Np determination with alpha-spectrometry because of no availability of IDAS 
for Np determination. Uncertainty of Np-237 determined by alpha-spectrometry, corrected by Np-239 
gamma measurement were examined with HALW sample containing 10 Bq size (Np), split into 8 
aliquots, to four of which 1000 Bq of Am-243 were added for Np-239 gamma measurement. Satisfactory 
result, 10.1 + 0.85 Bq/sample (0.85%) was obtained. 


 
Table 3 Measurement results of Am/Cm/Np in HALW safeguards samples  
 
Samples IDAS**     Ratio  Recovery (%) 


(Bq/sample)      Np-237  Np-239  
Am241  Cm244     (alpha-spec)  (Gamma-spec) 


 
HALW1 2.42x104(1.83)* 2.16x104(0.82)*  1.12  
HALW2 2.09x104(0.85)* 1.90x104(1.57)*  1.10  
HALW3 2.23x104(1.06)* 2.00x104(1.39)*  1.12  
HALW4 2.38x104(0.49)* 2.18x104(1.40)*  1.09 
HALW5 2.24x104(0.15)* 2.04x104(1.67)*  1.10 
HALW6       103.0 101.2 
HALW7    97.8   99.5 
HALW8        104.6    96.8 
HALW9          92.7    96.3 
* Uncertainty (%) obtained from two independent determinations   ** Results relative to Am-243 added 
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If Pu is determined for each corresponding sample aliquot taken for Am/Cm/Np determination, 
the ratios of Am/Pu, Cm/Pu and Np/Pu can exclude the errors due to uncertain aliquot size, since Pu 
concentration in input/HALW is accurately measured independently of those ratio determinations. Table 4 
shows an example of analytical result of the ratio measurements for Am/Pu and Cm/Pu. The same HALW 
solutions as shown above (HALW 3,4,5) were used. It is obvious in comparison with Table 3 (ca. 6 - 9% 
scatters in the results of Am and Cm) that the relative ratio determinations improve the errors due to 
sample size. 
 
Table 4. Results of ratios of Am-241/Pu and Cm-244/Pu in HALW safeguards samples 
 


Samples Am-241/ Pu Cm-244/ Pu 
   
HALW 3 - 5 1.94 + 0.01 (0.52%) 0.0746 + 0.055 (0.74%) 


 
 
3.2. Implementation of state-of-the-art “controlled potential coulometrty” 


The controlled-potential coulometry (CPC) for mg-size plutonium analysis, which could provide 
analytical results equally or more accurately than the conventional titration method, has been introduced 
to SAL in the expectation of less interference of impurities [12] and less generation of radioactive 
analytical waste. CPC is regarded as an absolute measurement method because of its electric calibration. 
It can therefore be used not only for routine safeguards analysis but also for the validation of laboratory 
internal standard materials. State-of-the art CPC has been available from Westinghouse Savanna River 
Co. (WSRC) USA although the development of CPC has lasted over the last 30 years. The current 
technique has also been discussed at ISO to be employed as an international standard (IS) of CPC for 
plutonium measurement [13]. A CPC developed at SRS was installed at SAL and examined with several 
sizes of Pu samples. Very reliable and reproducible performance has so far been confirmed, whereas, it 
was found that the influence of impurities should be investigated in more detail. The CPC is regarded as a 
promising alternative for Pu determination technique in terms of reduction of radioactive waste, which is 
currently one of the most significant issue at SAL.  
 
[Examination results for implementation of CPC] 


Measurement cell composed of Pt working electrode, SEC reference electrode was employed. 7 
mL of electrolyte including 5 mg Pu stirred at 1000 rpm was electrolyzed under the circumstances of pure 
Ar gas. Both electrolytes, 0.5M H2SO4 and 0.8M HNO3, were examined. The detailed procedure is given 
in the IS [13]. The result of Pu measurement in 0.5M H2SO4 system is given in Table 5 as an example for 
representative performance, where Pu provided as a international round robin was measured. Very good 
reproducibility was confirmed although slight bias was observed due probably to the impurity (Fe) 
contained.  
 


Table 5. Result of Pu determination by CPC at SAL 
 
 
 
 
 
 
 
 
 


Aliquot  
number Reference  


(mg Pu/g) Measured  
(mg Pu/g)


Recovery 
%


1 5.6080 5.6143 100.112 
2 5.6080 5.6177 100.174
3 5.6080 5.6165 100.151 
4   5.6080 5.6165 100.151


Mean 100.147
RSD (%) 0.025 







   


7


3.3. Development of fully automated chemical separation system for nuclear samples 
A robotised automated separation system for plutonium and uranium has been developed. The 


main goal of this system is to build a modular system for the separation of plutonium and uranium in 
reprocessing samples using extraction chromatography with TOPO-coated silicagel [14]. The procedure 
applies to samples containing 2µg to 150 µg Pu and 0,1 mg to 2 mg U in up to 2 ml of 3mol/L nitric acid 
solution. The U/Pu ratio may range from 0 to 200. 
The system will be able to handle up to eight samples simultaneously in the separation unit, and up to 
sixteen samples in the evaporation unit. All parameters of the separation are permanently monitored and 
recorded for maximum traceability of possible errors. The development of the robot system has been 
successfully completed at SAL and installed at Nuclear Material Control Center (NMCC) in Japan in 
October 2001. After being examined its performance for future application, the system will be used for 
the training of inspector-analysis for JNFL-OSL. Employment of such an automated system enables not 
only to reduce analytical workload but also to achieve reproducible and reliable operation for the complex 
chemical separation at the remotely operated Safeguards laboratory. Details of designing is given 
elsewhere [15] 
 
[Designing and performance of automated separation system] 


The system is designed to recover and purify uranium and plutonium prior to their measurement 
by mass spectrometry and alpha spectrometry. The new system, named MARVIN (Modular Analytical 
Robot Visual Interface, shown in Photo. 1 and 2) will perform separations of uranium and plutonium with 
solvent extraction chromatography using TOPO (Tri-n-octylphosphine-oxide) on silicagel as stationary 
phase. The system is installed in a glove box and will process up to 16 samples per work sequence. A 
programmable pipette is used to transfer the sample onto a column or into any sort of transport vessel. 
The emphasis in the robot design was laid on security and safe operation. Positions and moves are 
permanently monitored to ensure that no hazardous situation with radioactive material can arise. All 
operations that may have a significant influence on the results, for example a switch of separation 
methods or instrumental defects, will be recorded and made available to operators having the required 
user’s privilege. These features are introduced to make the process highly resistant to errors that could 
result from instrument malfunctions or operator’s mistakes. They will also be an integral part of 
authentication measures that will allow IAEA and State analysts to use the system jointly.  


The TOPO separation method employed by the IAEA is given in Fig. 2. Entire operation for the 
separation of samples is operated by the robot, while blanks are run in parallel with the samples to verify 
the absence of significant cross contamination between samples. Control samples prepared from certified 
or analyzed materials are also operated along with the sample to verify that suitable valency adjustment, 
isotopic equilibration and separation efficiency are achieved. 


Repeated cold testing as well as long-run operation has been made prior to the installation, by 
which the high reliability of the system was ensured. 
 
 
 
 Solution to be separated   Elute Pu with HI / 1.7M HNO3 Dry Pu fraction 
          Redissolve for MS/alpha 
 Reduce to Pu(III) by Fe2SO4   Rinse Pu-tail with HI / 1.7M HNO3 
 Oxide to Pu(IV) by NaNO2 
  
 Transfer soln. to extraction column  Condition with H2O 
 
 Rinse FPs with 3M HNO3   Elute U with NH4CO2NH2  Dry U fraction 
          Redissolve for MS 
 Condition with 1.7M HNO3 
 
 
   Fig. 2. U/Pu separation flow for automation 
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Photo 1. View of robot operation for separation  Photo 2. Operational control in Window 
 
 
4. CONCLUSION 


Several development efforts toward the improvement of analytical techniques have been made at 
SAL to meet current safeguards requirements. Those are in the areas of maintaining quality of U/Pu 
analytical services, support for establishment of OSL of JNFL project, implementation of analytical 
methods for transuranic elements, analyses for environmental sampling including swipe samples with both 
“bulk” and “particle” techniques and Wide Area Environmental Sampling, and support for Member States’ 
request for analysis for illicit trafficking cases. Those development efforts have efficiently worked out to 
achieve the additional requirements with minimum increase of human and financial resources.  
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ABSTRACT 
 
The purpose of our current study is to analyse the measures that could be adopted tending to 
integrate the traditional safeguards measures to the ones stated in the Additional Protocol 
(A.P.). A simplified nuclear fuel cycle model is considered as an example to draw some 
conclusions on the application of integrated safeguards measures. This paper includes a 
briefing, describing the historical review about negotiations held for the A.P. implementation 
and proposes a model to assist the control bodies in the design of a new safeguards system. 
 
1. HISTORICAL REVIEW 
 
In May 1997, the Board of Governors approved the Model Additional Protocol (MAP) which 
aimed at strengthening the effectiveness and improving the efficiency of safeguards measures. 
For States under a comprehensive safeguards agreement the measures adopted provide 
credible assurance on the absence of undeclared nuclear material and activities. In September 
1999, the governments of Argentina and Brazil formally announced in the Board of 
Governors that both countries would start preliminary consultations on the MAP to be applied 
to the Agreement between the Republic of Argentina, the Federative Republic of Brazil, the 
Brazilian- Argentine Agency for Accounting and Control of Nuclear Material and the 
International Atomic Energy Agency for the application of safeguards (Cuadripartite 
Agreement/ INFCIRC 435). In December 1999, a first draft of the above mentioned document 
was provided as a starting point of discussion. During the year 2000 some modifications to 
the original draft took place, in order to accommodate the role of ABACC in the 
implementation of the A.P. These were the initial steps in the process aiming at reaching the 
adequate conditions to adhere the A.P. in each country in a near future. 
 
2. INTRODUCTION 
 
The future implementation of the Additional Protocol (AP) will imply the design of a new 
Integrated Safeguard System ( ISS) constituted of some traditional safeguards measures and 
some others stated in the M.A.P. We are referring to the quantitative verification of nuclear 
material inventories complemented by containment and surveillance measures associated to 
traditional safeguard approach and to the qualitative measures associated to the A.P. routinely 
application. The term system is the fundamental concept on which the integration of 
safeguards is based. Once the new system is designed, it becomes unique and fully satisfies a 
defined objective. The integration of safeguards should not be seen as a mere combination of 
two set of independent measures. 
 
Considering possible budgetary constrains, it seems reasonable to attempt at finding new 
ways of maintaining an adequate level of detection and deterrence. The application of new 
qualitative measures integrated to the traditional ones will substantially increase inspections 
costs related, then an optimisation in the distribution of a fix budget must be strongly 
considered. 
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With the A.P. in force, the IAEA will receive detailed information, which was not available 
before, for each country about the end use of all nuclear material and foreign shipments and 
receipts, of all routinely and special production activities as well as all the research and 
development activities that might be related to the nuclear field. Additionally, the IAEA will 
have the right to have access to the buildings and service installations located at nuclear sites.  
 
The wide access to information and to places strengthened by the use of more selective and 
precise developed technology and information will allow the IAEA to reduce the uncertainty 
margin on the existence of clandestine facilities and of non-declared nuclear material. We 
specifically refer to public information, information provided by other states, systematic 
follow up of certain environmental indicators, etc.  
 
After the A.P. implementation, the IAEA is to conclude, with reasonable confidence, that 
there has not been diversion of declared nuclear material and about the absence of undeclared 
nuclear material and activities. To achieve this knowledge the IAEA is supposed to: 
 
�� obtain positive conclusions about the quantities and uses of the nuclear material declared 


in a country. 
�� count with the information required at the A.P. to comply with the obligations that 


emerge from it. 
�� analyse and evaluate the Initial Declaration, resolve doubts and relevant inconsistencies 


and practise the complementary access. 
 


Once this steps are overcome, the overall applied safeguard approach to a certain country 
must be revised and a new ISS will emerge. From our point of view, the goals to be met are to 
maintain the continuity of knowledge on the information supplied under A.P. declaration and 
a reasonable control on the nuclear material inventories. Budget restrictions and human beings 
resource limitations will especially be considered in the new ISS design.  
 
3. ASSUMPTIONS AND GOALS 
 
Under the traditional safeguard approaches, it is assumed that: 
 
a) Clandestine facilities exist. 
b) Actions required to divert nuclear material are planned with a high probability of success 


and so very low detection risk. 
c) The whole process had been previously tested.  
d) The diverted material will rapidly be processed 
e) Long storing periods in facilities are avoided. 
 
A set of countermeasures aiming at reaching a certain detection probability will be designed. 
Consequently, the traditional safeguards system measures are designed to offer the IAEA a 
certain detection probability of diversion Pb, such as:  
 
Pb = 1 - �b 
 
The potentiality of the new A.P. measures aroused, integrated to the traditional ones 
unfailingly will reduce the uncertainty margin of the possible diversion of nuclear material. 
The jointly application of both approaches will result in the maintenance of the same degree 
of control on the declared inventories but it also will increase the safety margin on the 
assurance of the existence of undeclared facilities, materials and activities. With the additional 
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protocol in force in case a diversion exists, two possibilities to hide the diverted NM may be 
considered: 
 


 To hide the NM in one of the facilities of the declared fuel cycle (Pb) 
 To hide the NM in a clandestine facility (Pa). 


 
The probability to detect the NM considering these two possibilities is: 
 
Pd = Pb + Pa –2 Pb*Pa  
 
Where Pd is the detection probability of the ISS.  


 
The increase in the detection probability will be associated to wider temporary availability of 
resources, due to the expansion of the boundaries where safeguards controls will be applied 
tending to avoid proliferation.  
 
Once the A.P. declaration has been confirmed, to optimise the use of resources it would be 
reasonable to state that the system very well could aim at keeping, at least, the detection 
probability assumed in the traditional safeguards system but with a better knowledge of all the 
nuclear related activities. To achieve this, one of the possible ways might be to replace some 
of the traditional measures by the strengthened measures acquired by integrating both 
systems. Another possibility might be to elaborate a new approach mixing the dissuasive 
effect of the A.P. measures over sensitive facilities and activities, and the achieved coverage 
on some scenarios traditionally considered.  
 
Our goal is to find a mathematical model to find the more convenient diversion opportunity 
once the diversion has taken place. This model will let us: 
 
a) identify on the remaining steps of the fuel cycle the ones at which the safeguards system 


should be strengthened and the ones at which it might be relaxed without affecting the 
overall detection probability for a given ISS. 


 
b) find the most appropriate step for carrying out the diversion. 
 
4. METHODOLOGY AND MODEL DEVELOPED. 
 
Supposing that, as an immediate result of the A.P. application, the controller knows with high 
detailed degree the entire facility and its available technology. The application of these new 
measures would also offer information about the potentiality of a given country in the nuclear 
area. Therefore, a critical way for strategic material acquisition should be identified. This 
might comprise a certain combination of consecutive strategic steps.  


 
For each critical way it is studied a generic function Y, called diversion opportunity. In this 
model it is considered the contribution of four main parameters: 
 
�� the quantity of the nuclear material to be diverted, 
�� the quality,  
�� the time required for completing all the necessary processes to obtain high strategic 


nuclear material,  
�� the probability of carrying out these activities in a non detectable way.  
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Y= f (quality, quantity, timeless, non-detection probability). 
 
In the critical way the steps are arranged sequentially towards obtaining high strategic value 
material. Therefore, for each step (k) the number of the remaining steps (n-k) can be adopted 
as an indicator of the remaining effort to obtain high strategic value material.  
 
Quality Material Factor (QLF) � n/(n-k) 
 
Mayor quality factor will be associated to higher strategic value material. This factor is 
infinite in the last step because the NM reaches its highest strategic value for diversion.  
 
Our goal is to detect the abrupt diversion of 1 SQ. An adequate indicator to quantify the 
diversion opportunity respect to the material quantity is assuming that the total quantity is 
diverted at step (k) and then some concealment strategies will be applied at the subsequent 
steps. If the diverter decides the clandestine use of declared facilities, the concealment 
strategy would consist of hiding the NM diverted at step k falsifying documents at step k and 
in the subsequent steps. Besides, if the diverter decides to process the diverted NM at 
clandestine facilities the posteriors steps of the critical way should lie to justify the absence of 
NM. In our point of view, the diversion opportunity is related to the remaining quantity to be 
concealed after the abrupt diversion took place at step k.  
 
Supposing the diversion occurred at step k of n constituting the critical path and assuming, for 
simplicity,  that the conceal strategy consists of hiding the total quantity diverted distributed 
in equal parts among the subsequent steps, then it is obtained:  
 
Quantity Material Factor (QTF) � {SQ-SQ/(n+1-k)} 


�  SQ [(n-k)/(n+1-k)]  
 
QTF � � [(n-k)/(n+1-k)] 


 
A diversion made at the beginning of the fuel cycle has better chances to be camouflaged by 
concealing the NM diverted through the foregoing steps.  
 
It is supposed, that the deviator will look for the longest period between the diversion and the 
inspection activities. Therefore, the time factor is inversely proportional to the inspection 
frequency. The inspection frequency associated to typical activities is shown in table Nº 1.  
 
The NPPs are a particular case, since the surveillance system keeps the knowledge updated on 
the strategic material inventory. The normal frequency is given by the maintenance 
requirements of the surveillance system. Nevertheless, in case of failure, the knowledge must 
be re-established within three months counted from the moment it occurred.  
 
In our simplified model we are considering a time factor given by: 
 
Time Factor (TF) = c k -p with p= -0,9146  and c= 2,5345 
 
Where p is obtained, through the minimum square method, adjusting the curve obtained 
graphing steps vs time between inspections / Nº of inspections and considering, as an 
example, a critical way of 10 steps as described in Table 1: 
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STEPS TYPE OF FACILITY FREQUENCY IN 14 
MONTHS 


TIME BETWEEN 
INSPECTIONS / Nº 
OF INSPECTIONS 


1 Concentrate 1 14 
2 UO2 Powder 3 4,66 
3 LEU UO2 Powder 3 4,66 
4 Blending 3 4,66 
5 Pellets Fabrication 5 2,8 
6 Bars and Fuels 


Fabrication 
5 2,8 


7 Reactors (2) 6 2,33 
8 Conditioning of Spent 


Fuel 
7 2,0 


9 Storage and Separation 7 2,0 
10 Reprocessing 14 1 


Table 1 
 
In the traditional safeguard approach, at the facility level, the diversion paths are evaluated 
and the countermeasures implemented aiming at detecting the diversion in a given facility 
based on the assumption of the existence of clandestine facilities. On this base, different 
verification activities are planned and samples are taken related to each one of the supposed 
activities. Under this considerations the detection probability Pi for each stage i is given by:  
 


Pi  = 1- �i 
 


 
In this model the decrease in the detection probability of a diversion associated to a previous step k in 
the subsequent steps (i)of the critical path, considers the capability of implementing some successful 
concealment  strategies (�) in step i with the compliance of the facilities involved in the steps 
interacting with the one at which the diversion took place. Then the reduction in the detection 
probability of a diversion that occurred at step k is given by the following expression. 
 
Real detection probability P(i/k) = P i / (4*(i - k)*� +1) 
 
Where Pi is the theoretical detection probability for step i used by the controller in the sampling plan. 
 
If the verification activities at step i and k are independent the following expression could be used: 
 
P k, i =  Pk* P(i/k) 
 
Pk, k+1, k+2,…….n = Pk * P(k+1/k) * P(k+2/k) * …….P(n/k) 
 
5. APPLICATION OF OUR SIMPLIFIED MODEL 
 
 With the A.P. in force, it might be considered that the application of the new ISS will be 
associated to lower �  than the ones considered with the application of the traditional 
safeguards system.  
 
According to Safeguards Criteria the detection probabilities specified for nuclear material 
verifications are: High 90%, Medium 50%, Low 20%. 
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Applying to the values stated in the Safeguards Criteria and assuming ß decreases with the 
subsequent steps of the critical way according to the quality of the NM in each step, a curve 
that reflects the application of the traditional safeguards is obtained by the application of the 
following expression: 
 


� � � �� �Xikknny
n


ki


p /11**1/ �� ����� �
�


�


 


 
where X is obtained through the following expression: 
 
X = 4*(i – k) *� + 1 
 
where �  is a factor that represents the capability of the diversionary to make concealment 
strategies to divert the NM and may vary as 0 <� < 1 . 
 
In our model it was considered � = 0,5. 
 
where �  is a proportional constant 
 
Our model is tested for: 
 


  
1,08,0 �� �


 


Being 0,1 used at the last step of the cycle when high strategic value material is obtained and 
considering � varies lineally  : 
 
  ibai *���  
 


�  A B 
0,8 – 0,1 0,8777 0,0777 


 
The Non Detection Probability for each step k may be considered as:  
 


� � Xk /11 ���


 


 
Once the ISS is applied to the fuel cycle, following our mathematical model it should also be 
considered �g for each step. This �g is obtained considering the detection probability Pd 
mentioned above. 
 
We consider the case 0,2  �  Pa  �  0 , and 0,4 �  Pa  �  0  
 
And for these two cases the Non Detection Probability for each step is calculated by  
 


kg�  
 
Where  
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�gk = 1-Pa + Pb + 2 Pa Pb 
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The graphic N° 1 shows the curves obtained by the application of this model to the traditional 
system and its comparison with  two possibilities of integrated safeguard system. 
 


Graphic 1 
 


6. FINAL REMARKS 
 
�� This model only shows a trend about the results that may be obtained with the application 


of the Model Additional Protocol. 
 
�� The measures applied with the new ISS will reduce the diversion opportunity considerably 


in the first steps of the fuel cycle. So it may be concluded that it would be appropriate to 
incorporate the qualitative measures stated in the A.P. for the first steps of the fuel cycle. 


 
�� It may also be concluded that in the last steps of the critical way the ISS can keep the 


measures used in the traditional safeguards as no much better results are obtained with the 
implementation of the A.P. measures. 


 
�� From the graphic it may be concluded that the best diversion opportunity takes place in 


the last steps of the fuel cycle. 
 
�� Big reduction of ß do not imply considerable better results in the decrease of the diversion 


opportunity. It should be weighed the cost and benefits of adopting a very low ß value. 
 
�� Other tests may be performed and are being considered. 
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ABSTRACT 
Recent discussions on the proliferation potential of neptunium (Np) and americium (Am) 
have led the International Atomic Energy Agency to take some actions towards a possible 
control of these alternate nuclear materials (ANM). One of the measures currently being 
considered for ANM control involves the establishment of methods for “flow sheet 
verification” (FSV) to gain assurance that Np and Am are processed as declared, i. e. they are 
not separated during reprocessing. While representing mainly a qualitative verification 
approach, FSV nonetheless may have to be supported by supplementary measurements for 
direct confirmation. 


This paper describes measurement technologies applicable to ANM verification in a 
reprocessing plant adding minimum efforts and minimum costs to the already existing 
safeguards measures for plutonium and uranium. The proposed measurement regime benefits 
from the fact that in existing and future large-scale reprocessing plants safeguarding 
authorities do/will maintain analytical on-site laboratories equipped with advanced analytical 
techniques and instrumentations. It is shown that these existing resources can be 
advantageously employed for the additional task of ANM control with only minor 
modifications or extensions. 


The envisaged measurement techniques for ANM verification are completely based on 
straightforward radiometric measurements. The primary tool for the underlying flow sheet 
verification measurements is provided by the Hybrid K-Edge Densitometer (HKED), which is 
now in use for more than a decade for efficient and timely on-site safeguards measurements in 
reprocessing plants. Among the measurement techniques incorporated in this device, namely 
K-edge densitometry (KEDG) and X-ray fluorescence (XRF) analysis in the active operating 
mode, and high-resolution gamma spectrometry (HRGS) in the passive mode, the techniques 
of XRF and HRGS are best suited for the quantification of Np and Am in process samples 
taken from key measurements points. 
The proposed scheme for ANM verification measurements in a reprocessing plant is shown in Fig. 1. 
The two process stations of prime interest are the input accountability tank containing the full input 
inventory of all nuclear materials, and the high-level liquid waste (HLLW) stream, into which under 
normal plant operating conditions all of the minor actinides including Np and Am should be 
quantitatively separated together with the fission products (FP). Samples taken from the input 
accountancy tank are routinely analyzed by the HKED for conventional safeguards accountancy 
verification of plutonium and uranium. The established measurements for this purpose also allow a 
coarse determination of Am from the XRF mode of the HKED. A more precise and accurate Am assay 
will be obtained, however, from a HRGS measurement in its passive-operating mode after some minor 
instrument modifications. 


 


 


 


 







 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


FIG 1. Illustration of major reprocessing process steps with proposed scheme of sample measure-ments for 
ANM control. 
Practical experiences from the input verification measurements with the HKED suggest that 
Np can be hardly detected in the presence of a 1000 to 2000-fold excess of uranium with this 
measurement technique. A quantitative determination of Np becomes possible, however, from 
a HRGS measurement after a separation of fission products. To this end a simple and efficient 
FP separation based on column extraction chromatography has been tested and established. 
The adopted procedure is robust and can be easily implemented in a hot cell. The extraction 
column with the retained Pu and Np is directly submitted, without further treatment, to a 
HRGS measurement for the determination of the Np/Pu ratio, which in combination with the 
known Pu concentration from the HKED measurement will yield a fairly accurate account for 
the Np content in the input solution. 
The quantification of Np and Am concentrations in samples taken from the HLLW stream will be 
achieved from a direct XRF measurement performed in the HKED without any prior sample 
treatment. The typical concentration levels for both elements in the HLLW are well covered by the 
measurement capabilities of the HKED even at the very high gamma radiation background produced 
by the complete set of fission products in this waste stream. This has been demonstrated from actual 
measurements performed on HLLW-like samples. 


Further down the process line along the U-Pu separation and purification steps ANM control 
will be easily possible at any stage by means of a simple gamma measurement as currently 
practised on the liquid and solid Pu product materials. Actual measurement examples 
obtained both from the product and relevant head-end process samples will be presented and 
discussed in terms of detection sensitivity and measurement accuracy for the ANM materials. 
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UPGRADING NUCLEAR MATERIAL PROTECTION, CONTROL AND ACCOUNTING 
IN RUSSIA 
 
 
JACK CARAVELLI, CHRIS BEHAN 
National Nuclear Security Administration, US Department of Energy, Washington, DC 
 
LES FISHBONE 
Brookhaven National Laboratories, Upton, NY, USA 
 
I. PROGRAM GOAL AND ORGANIZATION 
In this paper we review the Cooperative US-Russia Program of Nuclear Material Protection, 
Control and Accounting (MPC&A), whose goal is to reduce the risk of nuclear weapons 
proliferation by strengthening systems of MPC&A; thereby the Program enhances US national 
security.  Based on this goal, the technical objective is to enhance, through US technical 
cooperation, the effectiveness of MPC&A systems at Russian sites with weapons-usable nuclear 
material, i.e. plutonium and highly enriched uranium.  The Program exists because the extensive 
social, political and economic changes in Russia arising from the dissolution of the Soviet Union 
have increased the risk that these materials would be subject to theft or other misuse, with 
potentially grave consequences. 


On the US side, the MPC&A Program is administered by the US Department of Energy (DOE) 
National Nuclear Security Administration through the DOE national laboratories and other 
contractors.  On the Russian side, the Program is administered by the Russian Ministry of Atomic 
Energy (Minatom) through its nuclear sites, by the regulatory agency Gosatomnadzor, and by 
nuclear sites not under Minatom.  


To carry out the Program objective, the DOE national laboratories consummate contracts with the 
Russian sites to implement agreed MPC&A upgrades.  Deciding on what upgrades to perform 
depends on a cooperative analysis of site characteristics, materials, and vulnerabilities by joint 
US and Russian teams.  Once the upgrades are agreed, the DOE laboratories supply technical and 
financial support and equipment to the Russian sites.  The staff of the Russian sites do the work, 
and the US team members monitor the work through some combination--according to contract--
of direct observation and reports, photographs and videotape supplied by the staff of the Russian 
sites.   


II. MPC&A TASK AREAS 
Information in this review covers a selection of topical areas, with a focus on implementation of 
the upgrades at the Russian nuclear sites, and on certain national or infrastructure areas: 
• Regulatory Development  
• Training 
• Physical Inventory Taking and Material Balance 
• Computerized Material Accounting and Control 
• Bar Coding 
• Nondestructive Assay Measurements 
• Bulk (Weight and Volume) Measurements 
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• Tamper-Indicating Devices 
• Nuclear Material Pedestrian Portal Monitors 
• Access Control 
• Building Hardening 
• Federal Information System 


 
III. RESULTS 
To date, after more than six years of work, significant progress has been achieved in a variety of 
ways. For example: 


 


Security improvements are underway on some 750 metric tons of highly enriched 
uranium and plutonium at many sites under the supervision of Minatom, 
Gosatomnadzor, the Russian Navy, and other Russian entities.  Among these are an 
ingenious concrete-block delay system for plutonium storage at the Mayak Production 
Association and an inventory strategy at the Institute of Physics and Power 
Engineering that, by fostering the consolidation of items, reduces the time required to 
inventory them. 


About 850 kg of HEU have been converted to low-enriched uranium in a project that 
is now active at two processing sites;   


More than 1000 Russian MPC&A staff have undergone training at the Russian 
Methodological and Training Center; and 


Hardening of more than 90 transport vehicles has enhanced transport security. 


We will illustrate this progress in the paper by describing the MPC&A upgrade work at specific 
Russian sites. 
 


IV. DISCUSSION  
During its existence, the MPC&A Program has confronted several problems.  They include issues 
surrounding taxation, exports, travel, assurances, and business practice.  Most have been 
overcome, but sometimes only after long and sustained effort. 


Positive results have been achieved because of the mutual desire of the United States and Russia 
to address the need for enhanced nuclear material protection, control and accounting at Russian 
nuclear sites.  Yet while progress is significant at many sites, much work remains to be done at 
others.  Achievements also accrue because others contribute to the overall effort.  For example, 
the European community has played a key role with the US and Russia in supporting the Russian 
Methodological and Training Center in Obninsk.  Further international cooperation will facilitate 
the overall goal.  
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SOME MAJOR CHALLENGES: NUCLEAR NON- 


PROLIFERATION, NUCLEAR ARMS CONTROL AND 
NUCLEAR TERRORISM 


Today I would like to share with you a few thoughts on some of the challenges the 
international community and the IAEA face in the fields of non-proliferation, nuclear arms 
control and nuclear terrorism.  


ENSURING AN EFFECTIVE, UNIVERSAL AND ADEQUATELY FINANCED 


SYSTEM FOR THE VERIFICATION OF NUCLEAR NON-PROLIFERATION 


Let me start by referring to a major challenge that is the focus of this symposium, 
namely to ensure that the IAEA safeguards system — the system that verifies States’ non-
proliferation commitments — is effective, universally adhered to and adequately financed. 


Effectiveness of the system  


As you are aware, the Agency safeguards system verifies the non-proliferation 
commitment made under the 1970 Treaty on the Non-Proliferation of Nuclear Weapons 
(NPT), the most adhered to international agreement after the United Nations Charter. As 
such the Agency plays a key role — as an objective and technically credible body — in 
building mutual confidence among parties to the NPT by providing assurance of their 
compliance.  


The discovery of the clandestine nuclear weapon programme in Iraq after the 1991 
Gulf War made it, however, painfully clear that the safeguards system developed in 
connection with the NPT was not adequate in and by itself to enable the Agency to detect 
possible undeclared activities and provide the comprehensive assurance expected under the 
NPT. This is because the Agency’s rights of access to information and sites under that 
system is rather limited and mainly focused on the detection of diversion of declared 
material and activities. This discovery jolted the international community into agreeing to 
empower the Agency with additional verification rights that correspond to its 
responsibilities. These rights are designed to provide the Agency with the tools necessary to 
verify not only declared nuclear material and activities, but also the absence of undeclared 
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material and activities. These rights were incorporated into a model protocol additional to 
safeguards agreements, approved in 1997 by the Agency’s Board of Governors. 


The additional protocol authorizes the Agency to receive a broad range of 
information about all aspects of a State’s nuclear fuel cycle and nuclear related activities. It 
also provides for a broad right of access for Agency inspectors to nuclear related facilities 
and locations, as well as to fuel cycle related research and development locations.  


Currently, the Agency’s priorities are two-fold: the implementation of the additional 
protocol measures in States that are party to the protocol, and the meshing of existing and 
new safeguards measures with a view to have an integrated safeguards system that is both 
effective and efficient. “Integrated safeguards” promises to usher in a smart, information 
driven, non-discriminatory system that is designed to draw comprehensive conclusions 
regarding compliance by a State with its non-proliferation obligations. It adopts new 
approaches, including a focus on the State as a whole, and increased interaction between 
the Agency and the State’s System of Accounting and Control. The overriding objective 
continues to be a safeguards system that is effective in providing the required assurance. 
The conceptual framework of integrated safeguards is nearing completion, and shortly the 
Agency will be ready to apply the full framework to those States which qualify for its 
application, namely States that have a comprehensive safeguards agreement and an 
additional protocol in force, and for which the Agency has completed the necessary 
evaluation and has drawn the required conclusions. 


Given the fact that we are charting new territory, it is necessary that integrated 
safeguards continue to evolve as we gain experience. In this connection, I trust that the 
discussions this week will provide insight on some of the important questions that are 
relevant to our efforts to strengthen the safeguards system. For example: 


How well and to what extent does the safeguards system balance its quantitative 
elements with those features requiring more qualitative judgment — and how should the 
balance between the two be decided? This is a particularly important question for 
integrated safeguards which sees an increasing reliance on qualitative judgment. 


What is the proper balance between direct inspection and remote monitoring and 
why, in the year 2001, does the development of an effective camera system remain 
apparently so difficult, and when can we expect the current problems to be resolved?  
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How credible is wide-area environmental monitoring, and when will it become 
feasible to make use of it? 


To what extent can the safeguards system make further use of satellite imagery? 


Answers to these and other technical and policy questions will be especially helpful 
to the Secretariat as we move forward. 


Participation in the system 


In the Safeguards Implementation Report (SIR) for 2000, the Agency was able to 
conclude that for all 140 states with safeguards agreements in place the nuclear material 
and other items placed under safeguards remained in peaceful nuclear activities or were 
otherwise adequately accounted for. Moreover, for seven States the Agency’s evaluation 
was able to provide broader assurance: not only that there had been no diversion of declared 
nuclear material, but also that there was no indication of the presence of undeclared nuclear 
material or activities. In the process of reaching these conclusions, the Agency was able to 
achieve more of its inspection goals than ever before, while still adhering to the “cost 
neutrality” objective — despite continuous increases in the amount of nuclear material and 
the number of facilities under safeguards. 


These achievements are noteworthy. However, it should not divert our attention 
from the fact that for the safeguards system to fully achieve its objective all non-nuclear-
weapon States should subscribe to the strengthened safeguards system. Of the 187 States 
party to the NPT, a total of 50 remain without a comprehensive safeguards agreement in 
force, and only 22 additional protocols have entered into force. This clearly is an 
unacceptable situation. As I said, if the Agency is to be able to perform its responsibilities it 
must be given the corresponding authority. All States need to take seriously their non-
proliferation obligations. In the past year, we have increased our efforts to promote the 
conclusion of safeguards agreements and additional protocols, by means of regional 
seminars, and by systematically approaching capitals, but the response by States is 
disappointingly slow. 


In that connection, I have for a number of years been entrusted by the Agency’s 
General Conference to promote the application of Agency safeguards to all nuclear 
facilities in the Middle East as a step towards the establishment of a nuclear weapons free 
zone in that region. Regrettably I have not yet been able to make progress in fulfilling this 
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mandate. I do hope, however, that future progress in the Middle East Peace Process will 
enable me to make parallel progress in this important security issue. 


Financing of the system 


Effective implementation of safeguards is also dependent on the availability of the 
necessary financial resources. The Agency currently safeguards over 900 facilities in 70 
countries on a regular safeguards budget of approximately US $80 million per year. And 
while our verification responsibilities have continued to grow, our safeguards budget, like 
the rest of the Agency budget, has been one of “zero real growth.” This has forced us to 
rely on unpredictable “voluntary” funding for almost one-fifth of our safeguards activities, 
and has left us increasingly short of essential human resources, and technology needs. It is 
clear that if we are to continue to provide credible verification assurances, the complexity 
of our verification mission must be matched by the required resources. 


MAKING PROGRESS IN NUCLEAR ARMS CONTROL 


I now turn to a second major challenge, namely making progress on the nuclear 
arms control and disarmament front. This, we should continue to remember, is an essential 
part of the mutual commitment made under the NPT: universal adherence to the non-
proliferation regime by all the non-nuclear-weapon States; steady progress towards nuclear 
disarmament by the five weapons States; and equal access by all to peaceful nuclear 
technology. While the end of the Cold War helped to motivate good progress on nuclear 
arms control in the early and mid 1990s, the process unfortunately slowed in the latter part 
of the decade. The START I and II Treaties made significant cuts in the level of deployed 
strategic weapons but START II has yet to enter into force. Efforts to end nuclear 
weapons development achieved an important milestone in 1996, with the Comprehensive 
Test Ban Treaty; however, the reluctance of a number of key States to take the steps 
needed to bring it  into force — together with the ongoing debate on the continued 
relevance of the Treaty on the Limitation of Anti-Ballistic Missile Systems (ABM Treaty) 
— has led to almost complete stagnation in the nuclear arms control efforts.  


For a number of years the IAEA has been supporting an initiative to submit to 
Agency verification weapon usable nuclear material released from the military programmes 
of the Russian Federation and the USA. Although progress has been slow, consultations 
have continued in an effort to resolve various legal and technical issues. In the last year, 
some progress has been made on developing technical criteria and methods for 
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implementing verification measures. Agreement, however, is still to be reached on the 
scope of the verification measures, the nature of the material subject to verification, and 
the duration of verification under the agreements. Last month, I met here in Vienna with 
the Russian Federation Minister of Atomic Energy and the United States Secretary of 
Energy to take stock of progress and to give impetus to this important arms control 
initiative — which, if successful, would ensure that large amounts of weapon usable 
material are irreversibly removed from these military programmes. 


In my view, progress towards nuclear arms control is not only overdue but is 
essential to the sustainability of the non-proliferation regime in the long run. The 
“unequivocal commitment” by the nuclear weapon States during the 2000 NPT Review 
Conference to “accomplish the total elimination of nuclear weapons” is certainly a positive 
sign, but will have to be translated soon into concrete steps to gain credibility. Examples of 
those steps would include, inter alia, ratification of the START II treaty and the conclusion 
of START III, universal ratification of the Comprehensive Nuclear Test Ban Treaty, and 
the commencement of the long anticipated negotiation towards a treaty that would prohibit 
the further production of fissile material for weapons purposes (the so-called “cut-off” 
treaty).  


With regard to the three States — India, Pakistan and Israel — that have decided, 
for their own perceived security reasons, to retain the nuclear weapons option, I believe it 
is essential to actively engage them in the efforts to consolidate the non-proliferation 
regime and move towards nuclear disarmament. As we have been made amply aware by 
recent events, security is a global concern that requires global solutions and global 
participation. 


As I have proposed in other forums, the feasibility of moving towards the 
elimination of the current nuclear arsenals depends critically on our ability to develop a 
credible alternative to nuclear deterrence. In my view, the best disincentive to acquiring 
nuclear weapons and other weapons of mass destruction will be a security system that is 
rooted in economic and social development, good governance, and respect for human 
rights and cultural differences, with agreed mechanisms in place for the peaceful settlement 
of disputes, and for credible and independent verification of arms control agreements. 
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PROTECTION AGAINST NUCLEAR TERRORISM 
I turn now to a third major and recent challenge, that is protection against nuclear 


terrorism. The Agency has long been active in encouraging States to make security an 
integral part of the management of their nuclear programmes. The recent attacks in the 
United States were, however, a wake-up call to us all that more can and must be done. In 
the week immediately following the tragedy, the IAEA General Conference adopted a 
resolution which requested that I initiate a thorough review of Agency activities and 
programmes relevant to preventing acts of nuclear terrorism.  


We are already engaged in a variety of activities relevant to combating nuclear 
terrorism — including of course the safeguarding of nuclear material, but also including 
our activities to ensure physical security, to prevent and respond to illicit trafficking of 
nuclear material and other radioactive sources, to enhance the safety of nuclear facilities, 
and to respond to emergencies. In each of these areas of activity, the Agency develops legal 
norms and guidelines, promotes international co-operation, provides expert advice, training 
and equipment and performs varying degrees of oversight.  


We are currently reviewing in depth each of these programmes to identify 
additional measures that need to be taken. Specifically, we are considering expanding the 
scope and reach of many of our services with a view, in particular, to upgrade physical 
protection of nuclear material and radioactive sources, to enhance accident prevention and 
mitigation in nuclear facilities, and to reinforce the emergency response mechanisms. 
Equally, we will review existing conventions and guidelines — including the Convention 
on the Physical Protection of Nuclear Material — to ensure that they are comprehensive 
and effective, and we will make every effort to promote their universal application. To 
enable the Agency to enhance its services in all these areas, and with a view to assist States 
that lack the resources to upgrade the security of their nuclear facilities and material, we are 
exploring the feasibility of establishing a Fund for Protection Against Nuclear Terrorism. A 
preliminary paper that outlines our proposed response to the threat of nuclear terrorism 
will be submitted to our Board of Governors next month. 


Clearly, these are unconventional threats that require unconventional responses. 
And it is my hope that the Friday special session of this symposium will help us in shaping 
our response.  
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CONCLUSION 


We live in a critical time — a time in which the global community faces complex 
challenges and difficult agendas. Recent events have, however, catapulted security concerns 
to the very top of every agenda. This naturally lends a heightened sense of relevance to 
your discussions this week. I encourage your thoughtful participation, and I wish you a 
most productive symposium.  
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The costs associated with secure data transmission can be an obstacle to International Safeguards. 
Typical communication methods are priced by distance and may include telephone lines, frame 
relay, and ISDN. It is therefore costly to communicate globally. The growth of the Internet has 
provided an extensive backbone for global communications; however, the Internet does not 
provide intrinsic security measures. Combining the Internet with Virtual Private Network 
technology, which encrypts and authenticates data, creates a secure and potentially cost-effective 
data transmission path, as well as achieving other benefits such as reliability and scalability. 
Access to the Internet can be achieved by connecting to a local Internet Service Provider, which 
can be preferable to installing a static link between two distant points. The cost-effectiveness of 
the Internet-based Virtual Private Network is dependent on such factors as data amount, current 
operational costs, and the specifics of the Internet connection, such as user proximity to an 
Internet Service Provider or existing access to the Internet. 


This paper will introduce Virtual Private Network technology, the benefits of Internet 
communication, and the emergence of Internet-based Virtual Private Networks throughout the 
International Safeguards community. Specific projects to be discussed include: 


�� The completed demonstration of secure remote monitoring data transfer via the Internet 
between STUK in Helsinki, Finland, and the IAEA in Vienna, Austria 


�� The demonstration of secure remote access to IAEA resources by traveling inspectors with 
Virtual Private Network software loaded on laptops 


�� The proposed Action Sheets between ABACC/DOE and ARN/DOE, which will provide a 
link between Rio de Janeiro and Buenos Aires 


�� The proposed use at the HIFAR research reactor, located in Australia, to provide remote 
monitoring data to the IAEA 


�� The use of Virtual Private Networks by JRC, Ispra, Italy  
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ABSTRACT 
 
 
The Brazilian Safeguards Analytical Laboratory inaugurated in September 1983, 
performes uranium analysis in samples of nuclear materials taken during 
safeguards inspections as well as in samples taken during ABACC’s inspections 
performed in Argentina.  The Laboratory analyzes intercomparision samples 
provided by IAEA, NBL, ABACC, CEN and EQRAIN. 
 
The method used to perform uranium analysis is the Davis & Gray/NBL. All the 
steps of the analytical procedures, as chemical kynectics of the reactions and 
instrumental parameters are rigorously controled. 
 
An internal Quality Control of the Measurements is made by means of analysis 
of Certified Reference Materials and the performance of the results meets the 
ESARDA’s Traget Values for Random and Systematic components both in 
Intercomparision samples and in samples taken during inspections. 
 
The typical precision, expressed as relative standard deviation, and the accuracy 
obtained in a routine basis for nuclear grade materials is 0.1% and 0.14% 
respectively. 
 
The performance of the results obtained are comparable to the best international 
laboratories wich perform uranium analysis in nuclear material for safeguards 
pourposes. 
 
 
 
 
 
 
 







INTRODUCTION 
 
 
Safeguarding Nuclear involves quantitative measurements of fissile materials by 
independent measurements.  The analysis of samples of nuclear materials are 
preferentially done by Non-Destructive Assay (NDA) techniques because they 
are quicker,  cheaper and less intrusive as than the Destructive Analysis 
Methods. 
However,  in many cases,  it`s not feasible to use NDA techniques because the 
aimed variable cannot be asayed in this way,  or the accuracy and precision don`t 
reach the levels required by the accountability .  In such cases is necessary to 
take samples to be submited to Destructive Analysis.  The effectiveness of these 
verifications depends to a great extent upon the quality of the measurements (4). 
Many factors can affect the quality of this kind of measurement as well as 
moisture and oxigen absorption because some kinds of nuclear material,  as 
powders of UO2,  U3O8 and ADU for example are very reactive with moisture 
and atmospheric oxigen.  Special attention must be done in controlling the 
sample stability  and correct for possible changes between sampling and analysis.  
This controll is made by using an empty controll flask wich weight is taken just 
before the sampling and just before the analysis (2).  
When uranyl nitrate solutions are analysed special attention must be done in 
changes in the concentration by evaporation between sampling and analysis.  
Uranyl nitrate solutions used for intercomparision pourposes are packaged in 
flame-sealed ampules with a break-off tip (1,3). 
 
 
 
MATHERIALS AND METHODS 
 
 
The Analytical Method used was the Davies and Gray/ NBL (2). 
 
 
 
SOLUTIONS 
 
 
Standard Potassium Dichromate Solution 0.05N. 
1 M Ferrous Sulphate. 
Oxidizing Reagent. 
1M Sulphuric Acid. 
Vanadyl Sulphate. 
 
 
 
 
 
 







PROCEDURE 
 
 
All the samples were dissolved in 1:1 nitric acid solution.  In some samples it 
was necessary to add drops of sulphuric acid and/or hidrofluoric acid in order to 
dissolve any residue still remain from the dissolution procedure. 
The measurement procedure was the tipicaly used in the Davies and Gray/NBL 
Titration Method.  All the Mesasurements were calibrated by titrations of 
aliquots of Standard Solutions prepared by dissolution of Metallic Uranium 
Certified Reference Material provided by NBL and NBS.  This concurrent 
analysis of reference materials with analysis of the samples.  The goal of these 
analysis is to verify the ability in reproducing the uranium reference values in 
order to provide assurance that accurate and precise results are been obtaining 
during sample analysis and to check the procedures and instrumentation.   
 
 
MEASUREMENT EQUIPMENT 
 
 
All the analysis were performed by an End Point Potentiometric Radiometer ETS 
822.  The electrode system were composed by an Pt-Rh 90:10 wire as an 
indicator electrode and a mercurous sulphate reference electrode.  All the 
titrations were performed untill an End Point of 130 mV was reached.  
 
 
RESULTS AND DISCUSSION 
 
 
To evaluate the performance of the analytical results  in a laboaratory is 
necessary to use two basic criteria: the precision and the accuracy of the results.  
The accuracy can only be obtained by a comparision with a reference value 
previously estabilished and the precision furnishes a vision of the results 
dispersion,  by applying an experimental procedure under prescribed conditions. 
Weight correction is made whenever necessary.    
The analytical results of UO2 pellets,  UO2 powders,  UF4 powders,  uranyl 
nitrate solutions and ADU are within ESARDA`S Target Values.  The 
Intercomparision samples of UO2 powders provide by IAEA,  ABACC and NBL 
present analytical results comparable to the best international analytical 
laboratories.  The analytical results of Intercomaparision samples of uranyl 
nitrate solutions meets the requirements of performance estabilished by the 
Program.   
All the systematic and randomic components obtained are according with 
ESARDA`S Target Values (4) both for standard analysis and sample analysis.  
The values of accuracy and precision obtained for standard and samples analysis 
are 0.14% and 0.1% respectively.  These values are accordingly with the 
recomended order for accuracy as well as for precision for Davies and 
Gray/Potentiometric Titration Method. 
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Abstract 
 
A Physical Model was developed during Programme 93+2, which was an attempt to identify, describe and 
characterize various components of the nuclear fuel cycle, providing a technical tool to aid enhanced information 
analysis. It has become an integral part of the on-going State evaluation process in the Department of 
Safeguards. This paper describes the concept of the Physical Model, including its objectives, overall structure, 
contents and the development of indicators with designated strengths, followed by a brief description of how the 
Physical Model is used in analysing information on a State’s nuclear and nuclear-related activities, and in 
developing integrated safeguards approaches.  
 
1. BACKGROUND 
 
Information has been a cornerstone of the Agency's safeguards system since its inception over forty 
years ago. Increased amounts and new types of information are becoming available to the Agency, 
especially from Member States with comprehensive safeguards agreements and additional protocols 
in force.  
 
It has been recognized that an enhanced information analysis would play a central role in 
strengthened safeguards, allowing the Agency to assess the correctness and completeness of a State's 
declarations about its nuclear material and activities. Task 5 of the Programme 93+2, "Improved 
Analysis of Information on States' Nuclear Activities", was established to develop a coherent and 
comprehensive approach to the processing and analysis of the information available. With expert 
assistance from Member States, an Acquisition Path was developed to identify all known pathways 
that would be involved for a State to acquire weapons-usable material and subsequent weaponization. 
In seeking technical tools for implementing the enhanced information analysis, a Physical Model was 
developed by Agency staff and a small group of experts from Member States. It describes and 
characterizes the technologies and processes represented at all levels of the Acquisition Path. It was 
reviewed and endorsed by a Consultant's Meeting (Peer Review) with participants from ten Member 
States and now is available in hard copy and accessible in electronic form through the TOPIC 
information searching system. Currently, it is an integral part of the on-going State evaluation process 
as well as a useful tool in developing and implementing integrated safeguards approaches. 
 
The Physical Model was originally developed in nine volumes: Mining/Milling, Conversion 1, 
Uranium Enrichment, Conversion 2, Fuel Fabrication, Nuclear Reactors, Deuterium/Heavy Water 
Production, Reprocessing of Irradiated Fuel and Development of Nuclear Explosive Devices. The 
need to expand the Physical Model was recognized soon afterwards. Expansion was initiated in 1999 
and will be completed by the end of this year, through which three additional activities will be 
incorporated: Spent Fuel Management, Radioactive Waste Management and R&D Activities in 
Connection with Hot Cells. Methodology studies have also been carried out with support of Member 
State Support Programs (MSSPs), including R&D on the strengths of the Physical Model indicators 
when considered in combination, and guidelines for making use of the Physical Model. The Physical 
Model is anticipated to be subject to periodic review and update based on, inter alia, technical 
advances in nuclear fuel cycle activities, experience gained through its application practice and new 
requirements for implementing strengthened safeguards. Review and update of individual volumes of 
the Physical Model has been planned and will begin later this year with supports of MSSPs.  
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2. THE PHYSICAL MODEL CONCEPT 
 
2.1 Acquisition Path 
 
The development of the Acquisition Path was an attempt to identify every known technology and 
process that would be involved in the nuclear fuel cycle from source material production to the 
acquisition of weapons-usable material, i.e., highly enriched uranium (HEU) and separated plutonium 
(Pu), and then beyond the civilian fuel cycle to the development of nuclear explosive devices. It was 
developed to provide a systematic means of categorizing and recording relevant information from 
various sources to enable the effective and efficient analysis of the information available to the 
Agency.  
 
The Acquisition Path is designed in a multi-level structure. Included at the top level are all the main 
steps (technologies) for the acquisition of weapons-usable material. Each step is interconnected with 
the preceding and/or succeeding steps by nuclear material flows. The top level of the Acquisition 
Path is given in Fig. 1 representing the State-level acquisition path. 
 


 
Each step is then broken down into more specific routes or processes at lower levels of the 
Acquisition Path, i.e., every known process that is associated with the fuel cycle technologies 
represented at the top level is included at lower levels. For example, the technology of uranium 
enrichment is broken down into three branches at the second level, i.e., enrichment of UF6, UCl4 and 
U-metal respectively; and then further broken down at the third level into nine processes: gaseous 
diffusion, gas centrifuge, aerodynamic, electromagnetic, molecular laser (MLIS), atomic vapour laser 
(AVLIS), chemical exchange, ion exchange and plasma. The multi-level structure of the Acquisition 
Path is depicted in Fig. 2 taking uranium enrichment as an example. 
 
Each level of the Acquisition Path is composed of eight basic elements, i.e., especially designed or 
prepared equipment, dual-use equipment, nuclear materials, non-nuclear materials, 
technology/training/R&D, end-products, other observables and environmental signatures. Shown in 
Fig. 3 is the schematic composition of a process at the bottom level of the Acquisition Path, which 
represents the facility-level acquisition path. 


Minig/Milling Concersion 1 Fuel Fabrication Nuclear Reactors Spent Fuel
Management


Uranium
Enrichment Conversion 2 Reprocessing of


Irradiated Fuel


Radioactive
Waste


Management


Development of
Nuclear Explosive


Devices


Heavy Water
Production


R&D Activities in
Connection with


Hot Cells


Fig.1 Acquisition Path (Top Level) in the Physical Model
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2.2 Physical Model 
 
2.2.1 Contents 
 
The Physical Model was developed to provide a well-documented technical basis to guide the work 
of analysis. It contains detailed narratives and illustrations for the technologies and processes 
represented at all levels of the Acquisition Path, beginning with a general description, and then 
proceeding with detailed descriptions on every basic element as illustrated in Fig. 3. Proliferation 
aspects of each activity are also included to address the misuse issue. 
2.2.2 Indicators with Designated Strength 
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Fig.2 Acquisition Path for Enriched Uranium
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The Physical Model characterizes each technology and process in terms of indicators, specifying the 
existence or development of specific technologies or processes. It identifies essential equipment, 
materials and techniques that are associated with each nuclear activity, for which all items included 
in both INFCIRC/254/Part I (especially designed equipment and materials) and INFCIRC/254/Part II 
(dual-use equipment and materials) are incorporated. More items have been also identified by nuclear 
experts from Member States and are categorized as “other observables”, “end-products” and “by-
products/effluents” (environmental signature), which may serve as further indications of a nuclear 
activity. Detailed descriptions and illustrations are provided as appropriate on the characteristics and 
utilization of each indicator. 
 
The specificity of each indicator for a given nuclear technology or process was assessed by the 
Agency’s staff and consultants to determine the strength of an indicator as strong, medium or weak 
with the following criteria applied: 
 


�� if process A implies and is implied by indicator x, then x is a strong indicator for process A; 
�� if process A implies indicator y and indicator y may imply process A, then y is a medium 


indicator for process A; 
�� if process A may imply indicator z and indicator z may imply process A, then z is a weak 


indicator for process A. 
 
2.2.3 Objective and Intended Use 
 
The objective of the Physical Model is to: 
 


�� provide a general and easily accessible reference for fuel cycle activities; 
�� provide a model for a State's nuclear activities which would be a subset of the overall 


Physical Model; 
�� provide a simple (one-dimensional) mapping function from indicators to the existence or 


development of specific nuclear activities. 
 
The Physical Model was developed to serve as a fundamental technical basis in the Agency's 
improved analysis of information. It is intended to be used as a technical tool for evaluating States' 
nuclear activities. It may also assist safeguards inspectors in preparing for routine and ad hoc 
inspections, design information verification visits and complementary access. Its main function, 
however, is to help the evaluator in performing State evaluations. The Physical Model may also be a 
useful tool in performing an acquisition path assessment, providing a technical basis for developing 
and implementing integrated safeguards approaches. 
 
3. USE OF THE PHYSICAL MODEL 
 
3.1 State Evaluations 
 
The State evaluation needs to be performed in a comprehensive and systematic manner in order to 
test the hypotheses that "there is no diversion of nuclear material", and that "there are no undeclared 
nuclear activities" in a State with a comprehensive safeguards agreement and the additional protocol, 
i.e., the State's declarations are correct and complete. The basic problems encountered in performing 
the State evaluation are (1) organization, i.e., to place all the information into a coherent structure, 
permitting association of indicators with the existence or development of nuclear material and 
activities; and (2) recognition, i.e., to recognize the proliferation significance of questions or 
inconsistencies once they become part of the information at hand. The Physical Model can be used as 
an evaluation tool to deal with the organization and recognition problems. 
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3.1.1 Overview of States’ Nuclear Programs 
 
The overall structure of the Acquisition Path as adopted in the Physical Model provides a template to 
organize and to technically present an historical and current overview of a State’s nuclear program in 
order to get a clear understanding of the State’s nuclear program as a whole. It also provides a basic 
structure for the storage, retrieval and processing of information collected for implementing the 
evaluation. An appropriate format has been developed according to the overall structure of the 
Acquisition Path and is used in State evaluation reports. 
 
3.1.2 Information Evaluations 
 
Information evaluations are performed through various consistency checks to examine the internal 
consistency of a State’s declarations and the consistency of the State’s declarations with information 
collected by the Agency through safeguards verification activities and from external sources. As 
described above, a State’s nuclear fuel cycle would be a subset of the overall Physical Model. The 
structures of the Physical Model in different levels, therefore, can be followed to organize the 
consistency checks at the State level and the facility level; and the narratives and indicators can be 
referred to for assessing consistency.  
 
For example, at the State level, the evaluation can proceed by following the top-level structure of the 
Physical Model. The narratives and indicators at this level will help to assess the general consistency 
of a State’s nuclear program as a whole, including internal consistency of the declared present and 
planned nuclear program; consistency of overall production and imports as well as flows and 
inventories of nuclear material with the utilisation inferred from the declared nuclear program; 
consistency of nuclear fuel cycle-related research and development (R&D) activities with the 
declared present and planned nuclear program; and consistency of uses, manufacture or imports of 
specified equipment and non-nuclear material with the needs inferred from the declared nuclear 
program. 
 
At the facility level, the evaluation can be organized according to the bottom-level structure of the 
Physical Model. The narratives and indicators will help to examine the detailed consistency of each 
specific activity, e.g. whether the type of feed material matches the need of the declared activities; the 
type of product is in conformity with the declared activities and matches the declared use at the 
receiving facilities; the use of specified equipment and non-nuclear material fits with the declared 
activities; the type of nuclear waste and discharge is compatible with the declared activities; the 
environmental sample result matches the declared activities; and the status of closed-down or 
decommissioned facilities or LOFs is consistent with the State's declarations. 
 
If a question or inconsistency exists, it is critical to recognize it. The Physical Model characterizes 
each technology and process in terms of indicators, providing a means to associate indicators with the 
existence or development of specific nuclear activities. Making reference to an indicator relevant to 
the question or inconsistency would enable to associate it with a specific nuclear activity. Indicators 
can also be used as “key words” in searching open source information. 
 
The Physical Model indicators are designated with relative strengths reflecting a consensus view of 
nuclear experts from Member States, which is helpful for assessing the proliferation significance of 
individual questions or inconsistencies. For example, presence of both enriched and depleted uranium 
at the same location revealed by a swipe sample analysis would be a strong indicator pointing to the 
existence or development of uranium enrichment activities; presence of fission products and actinides 
in off-gas discharges would be a strong indicator for the existence or development of irradiated fuel 
reprocessing activities; procurement of a filament winding machine or maraging steel of high strength 
would be assessed as a medium indicator for the development of the gas centrifuge enrichment 
process, and so on. 
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3.1.3 Conclusions and Recommendations 
 
The Physical Model can be used as guidance to preparing proposals for clarifications or follow-up 
measures. For example, when inconsistency is identified with regard to the import of a filament 
winding machine, the evaluator would be advised that it is possibly associated with the manufacture 
of fibrous rotor cylinders, and that it may need to be further clarified by the State for its intended end-
use. The evaluator would also be advised, when preparing recommendations for follow-up measures, 
to look for other indicators in the category of "dual-use equipment" that are relevant to the 
manufacture of fibrous rotor cylinders, e.g., procurement of fibrous or filamentary material of high 
strength, rotor straightening equipment, or dimensional inspection systems. More indicators may 
possibly be referred to in other categories of the centrifuge enrichment process such as “especially 
designed equipment”, “nuclear material” and “by-products/effluents”. 
 
3.2 Acquisition Path Assessment 
 
It is recognized that integrated safeguards approaches would be developed by considering features of 
a State’s nuclear fuel cycle and results of information analysis. An acquisition path assessment is 
expected to provide a technical basis for the development and implementation of integrated 
safeguards approaches. As described before, all acquisition paths of weapons-usable material are 
identified, described and characterized in the Physical Model, which will therefore be a useful tool 
for the acquisition path assessment. 
 
Firstly, by using the Physical Model, features of a State’s nuclear fuel cycle can be identified. For 
instance, nuclear fuel cycles in those States with comprehensive safeguards agreements can be 
categorized into a few basic types, e.g., a fuel cycle containing reprocessing and/or enrichment; a fuel 
cycle involving direct-use nuclear material, for instance, fabrication and/or use of MOX fuel or HEU 
fuel; and a LEU fuel cycle which does not include above-mentioned activities. Generic State-level 
safeguards approaches would be developed accordingly. 
 
Secondly, with the help of the Physical Model, all plausible acquisition paths by which a specific 
State might seek to acquire weapons-usable material, i.e., State-specific acquisition paths, can be 
identified. For example, the activities that were most likely to be incorporated in a clandestine 
nuclear program if the State were to attempt to acquire weapons-usable material would be 
predictable, which may involve diversion of nuclear material or misuse of declared facilities under 
safeguards, modification or upgrading of existing capabilities, restoration of historical capabilities, 
construction of clandestine capabilities using retained technologies and available infrastructure, or 
development of new technologies to fill in capability gaps, and so forth. The coverage of State-
specific acquisition paths by safeguards measures can thus be evaluated. The corrective actions may 
also be determined as for “where to go” and “what to look for” if the conclusion on the absence of 
undeclared nuclear material and activities for a State as a whole could not be maintained, which may 
involve a range of options including actions to resolve questions and inconsistencies, complementary 
access, or even restoring safeguards activities in the State to the level of traditional safeguards when 
necessary.  
 
Another useful application of the Physical Model is in assessing the potential for a State to acquire 
weapons-usable material when development activities were likely going on in that State with respect 
to sensitive technologies such as reprocessing or enrichment. As described before, the Physical 
Model indicators have been developed to specify not only the existence but also the development of a 
specific technology or process. Making reference to indicators in different categories would help to 
examine the state of the development which may be marked as beginning with R&D activities 
without nuclear material involved, progressing into further R&D involving nuclear material, 
infrastructure development as necessary to support the development and completing the development. 
For example, indicators in the categories of Technology/Training/R&D are mostly associated with 
the R&D activities in the initial stage of the development. Those indicators under the categories of 
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Especially Designed or Prepared and Dual-Use Equipment can be used to examine status of the 
industrial infrastructure development. Some indicators are more often related to operations, such as 
Nuclear and Non-Nuclear Materials, By-products/Effluents and Other Observables. These indicators 
will help to determine if a reprocessing or enrichment process has been in operation. The potential for 
the acquisition of weapons-usable material in that State would be raised as the development is 
progressing, and might become high when a reprocessing or enrichment process is likely in place. 
 
4. CONCLUSIONS 
 
As a result of the initial development and subsequent expansion, the Physical Model provides a 
disciplined approach to defining what information should be collected and how it is most 
appropriately structured for analysis. The development of indicators with relative strengths is one of 
the main features of the Physical Model, providing a means to associate indicators with existence or 
development of nuclear material and activities. It can be used to deal with the organization and 
recognition problems in performing State evaluations and in developing integrated safeguards 
approaches. The Physical Model has been an integral part of the on-going State evaluation process 
and a useful tool in developing integrated safeguards approaches. It has become part of the basic 
understanding of safeguards analysts, inspectors and, particularly, country officers. To maintain 
knowledge of the Physical Model and the indicators thereof, a training course "The Nuclear Fuel 
Cycle and Proliferation Indicators" has been incorporated into the Department's regular training 
program. Individual volumes of the Physical Model will be reviewed and updated in the near future to 
reflect the technical advances and users requirements. 
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Abstract 
 
In this paper, we introduce some important hydrological phenomena that govern the biological and 
physical organization of natural water bodies, and discuss some basic concepts of marine optics that 
are relevant to the safeguards problem. We then present a preliminary examination of imagery from 
both satellite multispectral and aircraft hyperspectral sensors, to illustrate extraction of information 
that could be useful in the detection and verification of declared or undeclared nuclear activities. In the 
first example, an IKONOS image of the Canadian Bruce Nuclear Generating Facility, simple 
enhancement techniques failed to find any plume other than a small jet visible in the surface wave 
field. With a knowledge of limnology and aquatic optics, we have been able to separate and remove 
the surface reflection, and detect a large plume of slightly less turbid water emanating from the 
facility. Previous work carried out under the Canadian Safeguards Support Program, has shown that 
thermal imagery from the American series of Landsat satellites could be used to qualitatively detect 
the cooling water discharges, and could therefore be used to verify the operational status of nuclear 
facilities. We show in this paper that it is possible to use the calibration data associated with the digital 
image data to produce quantitative images of surface temperature in degrees Celsius. We also show 
that the visible bands of Landsat and IKONOS images often contain additional information, and that 
the thermal signature of a discharge from a nuclear facility is not the only signal available to describe 
its operation. Finally, we briefly discuss the use of airborne imagery of phytoplankton concentrations 
in water bodies in and around a uranium processing facility in northern Canada, as an example of 
potential application of hyperspectral data products for international safeguards. 


1. INTRODUCTION 
Most nuclear and thermal-electric plants are located either on the shorelines of lakes or on the 
connecting channels and lower reaches of major tributaries because of the large volumes of 
water needed for cooling and condensing steam in the generation of power. About 90% of the 
water used at a nuclear power plant is for removing excess heat generated in the reactor by 
condenser cooling. These water discharges provide several potential mechanisms to monitor 
the activities of these power plants using open-source remote sensing assets. 


1.1.  Potential hydrologic changes caused by cooling discharges from power plants 
There are two main types of cooling systems in use for nuclear (and other) power plants: 
closed systems in which water is recycled internally, or in which cooling towers are used, and 
condenser systems in which water is passed through the plant. Operation of condenser cooling 
systems may produce several kinds of local hydrologic changes in the receiving water bodies, 
including: 
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(1) altered thermal structure in the vicinity of the discharge, including reduction of ice, 
(2) altered current patterns at intake and discharge structures, 
(3) altered surface wave patterns,  
(4) alteration of the concentration of suspended inorganic material, 
(5) scouring caused by increased flow near intake and discharges, 
(6) stimulation of phytoplankton and/or benthic algal growth, and 
(7) altered salinity gradients in estuaries. 


 
All of these except salinity gradients are potentially observable at present via available open-
source remote sensing assets. 


1.1.1. Thermal effects   
The density of water decreases with increasing temperature, and calm poorly mixed natural 
water bodies tend to stratify into two layers, a surface layer that is warm in the summer and 
cold in the winter, and a deep layer which remains cool throughout the year. Most power 
plants draw their intake water from this cool, deep water, and discharge it at or near the 
surface at temperatures from 2 to 10 degrees Celsius above ambient. These heated discharges 
tend to remain at (or move toward) the surface, intensifying the stratification in the summer 
and altering it in the winter. Typically the discharges form a plume of warm water that 
dissipates with distance from the source by releasing heat to the atmosphere or mixing with 
cooler surrounding waters. These plumes can be detected by remote sensing instruments from 
the water body’s thermal emissions. In rivers and in the ocean, mixing occurs more rapidly 
than in lakes because of increased turbulence caused by flow in the river or by tides, and 
thermal plumes in those areas are likely to be smaller than in lakes.  


1.1.2. Current patterns   
Operation of the cooling system will usually cause changes in water currents in the immediate 
vicinity of both the intake and the outfall. The extent of these effects depends on the design 
and siting of the intake and discharge and the nature of the body of water [1]. While no 
currently available satellite sensor can directly detect water current patterns at this scale, 
currents may be inferred from thermal, phytoplankton and/or sediment patterns.  


1.1.3. Surface waves 
Where the discharge is at or near the surface, there may be some disruption of surface waves. 
Wind waves are generally visible because of reflection off the wave facets tilted toward the 
sun. In the region of discharges, the waves are disrupted and there is typically less sunglint. 
 
We have also visually observed a similar phenomenon off the San Onofre, California nuclear 
power generating facility, where the discharge structure is in deep water. The warm water 
rises to the surface, and the surface wave field is altered as a result. This is easily visible by 
eye in the pattern of waves when looking toward the sun, and might therefore be visible in 
high spatial resolution optical satellite imagery acquired at high tilt angles, provided that the 
wave field, sun zenith angle and viewing angle are correct.  
 
Surface wave phenomena will also be visible in Synthetic Aperture Radar (SAR) imagery of 
sufficiently high spatial resolution. 


1.1.4. Sediment and scouring effects 
Cooling water discharges have the potential for scouring sediments and increasing erosion, 
especially near high-velocity discharge structures, and for changing patterns of sediment 
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deposition. Changes in sediment composition have been observed near some operating power 
plants. Erosion and scouring may lead to sorting of the sediments in the vicinity of the plant. 
Fine-grained materials will tend to become suspended by the discharge plume and be carried 
away from the plant, while coarser-grained sediments will remain near the discharge. 
Increases in turbidity of the discharge plume will be remotely detectable.  


1.1.5. Alteration of phytoplankton and benthic plant life 
Thermal discharges can affect phytoplankton growth because of the effects on water 
stratification and nutrient supply. Temperature-induced density stratification of oceans, lakes 
and reservoirs is a principal regulator of phytoplankton growth and distribution. At a very 
simple level, plant growth (including phytoplankton) is regulated by sunlight and nutrient 
availability. In a lake, light for photosynthesis is mostly available near the surface, while 
nutrients are more available in deep water (because of decomposition at depth and 
phytoplankton uptake near the surface). In a stratified system, phytoplankton growth is 
typically restricted to the surface layer where it is light, but regulated by the supply of 
nutrients from the deep layer. If a power plant draws cool, nutrient rich water from the deep 
layer, heats it, and discharges it into the surface layer, the result is intensified stratification, 
increased nutrient supply and, therefore,  increased phytoplankton growth. This growth can be 
detected by remote sensing. 
 
Power plant discharges may also alter the benthic plant life near the plant through effects on 
bottom sediment grain size, thermal and stratification effects, including alteration of the local 
nutrient regime, and siltation and scouring effects. Plant life may be absent immediately in 
front of a large discharge because of the strong scouring, but it may be enhanced just outside 
of the strong discharge. For example, at the Loviisa Nuclear Power Plant in Finland, there has 
been a clear change in biota specifically caused by warm water. A significant increase in 
littoral vegetation was observed in the vicinity of the cooling water outlets at both Loviisa and 
Olkiluoto. The abundance of the vascular plants Myriophyllum spicatum, Potamogeton 
perfoliatus and Potamogeton pectinatus has increased strongly and in some places they form 
together with their epiphytes, filamentous algae (Cladophora glomerata, Ectocarpus 
siliculosus and Pilayella littoralis), an almost impenetrable population [2]. Again, such local 
increase in aquatic plant life is easily detectable using remote sensors. 


From a safeguards standpoint, the time scales over which phytoplankton and benthic plants 
respond are quite different. Because of their rapid growth rates and short life cycles, 
phytoplankton respond quickly (within days) to environmental change. Therefore remotely 
detected changes in the phytoplankton regime can be indicative of changes in a power plant’s 
operational status. Benthic plants on the other hand respond more slowly and would reflect 
longer term changes. 


1.2.  Remote sensing of water properties 


1.2.1. Signal as seen from a remote sensor  
In simple terms, the optical signal received by a passive remote sensing instrument originates 
from the sun, passes through the atmosphere, through the air/water interface, through the 
water, then reflects off the target and travels back through the equivalent pathway on its way 
to the sensor. The signal is spectrally moderated by each of these interactions, and 
information can be gained at each stage (Figure 1). 
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FIG. 1. Pathway of an optical signal received by a passive remote sensor 
 
Table I summarizes the remote sensing tools that can be used to derive information about 
power plant emissions and their effects. In some cases spectral (colour) data can be used to 
directly make quantitative measurements of parameters such as phytoplankton chlorophyll or 
temperature. In other cases such as surface currents, the patterns are inferred from 
distributions of other measurable parameters. 
 


Table I. Detection of power plant effluents using remote sensing information 


Optical component  Remote sensing bands 
Thermal plumes Thermal 10-12�m 
Suspended particles Visible 
Phytoplankton Visible (Blue/green ratio, narrow red fluorescence) 
Dissolved Organic Substances Visible (Blue) 
Ice Visible & IR 
Surface wave patterns Visible (red), Radar 
Current patterns Inferred from plumes (thermal, turbidity, 


phytoplankton) 
Bottom scouring Inferred from other patterns 


 
The colour of the water in a natural aquatic system (the signal seen by the remote sensor) can 
be expressed as the sum of several components: 
 


a total = a water + a particles + a phytoplankton + a dissolved ,  
 


where a is light absorption at a given wavelength. Each component has specific spectral 
properties that can be used to quantify its contribution to overall absorption. Figure 2 
illustrates typical absorption spectra for the major optical components of aquatic systems. By 
taking advantage of the spectral differences, and using specific spectral bands (or 
combinations) these components can often be resolved. Much depends on the spectral 
configuration of the sensor. The number, placement and width of bands determine the 
information that can be extracted for a given sensor. Figure 2 shows the visible bands for 
Landsat (IKONOS bands are very similar). 


Atmospheric 
scattering 


Surface reflection (waves) 
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FIG. 2. Modelled absorption spectra of the main colour producing agents in natural aquatic 
systems. The extents of Landsat bands 1 (blue), 2 (green) and 3 (red) are shown for 
comparison.  


2. CASE STUDY:  BRUCE NUCLEAR GENERATING FACILITY 
We use IKONOS and Landsat imagery of the Bruce Nuclear Generating Facility on the shore 
of Lake Huron, Ontario, Canada to illustrate some of the phenomena referred to above. 
 


2.1.  Surface waves 
The IKONOS image in Figure 3 was acquired on November 11, 1999. Sun reflection off the 
wave facets indicate that this was a windy day, with wind from the north-northeast. With a 
simple ‘true colour’ image, using 3 channels to represent natural colours seen by eye, the 
single most overpowering factor in the appearance of the water is sunglint and sky reflection 
off the waves. The pattern of the waves is very clear, and the modification of the wave 
patterns near rocks and headlands can also be seen as the waves enter shallow water and begin 
to feel the bottom. This classical phenomenon is well known and can be exploited to derive 
maps of water depth.  


2.2.  Currents, scouring & turbidity 
Near the Bruce A discharge at the north end of the site, the slight alteration of the wave field 
suggests that the darker blue, linear feature is a dredged channel. At the Bruce B discharge, a 
vigorous jet about 875 m long and 285 m wide is made visible via its disruption of the pattern 
of the waves and the reflection. The size and shape of this jet may give us information about 
the velocity of the discharge. 
 
Without further processing, no colour differences are evident near the plant. However, after 
mathematical removal of the surface reflection, a very large plume of water with slightly 
lower turbidity (particle content) can be seen extending more than 7 km south of the plant. 
The direction of this plume is consistent with the direction of the wind, and can even be seen 
curling into the small bays. 
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FIG. 3  Left: natural colour image of the Bruce Nuclear Generating Facility, acquired by 
IKONOS on November 11, 1999. The inset shows an enlargement of the discharge jet visible 
in the surface wave field at Bruce B. Right: Calculated image of turbidity after removing the 
surface reflection. 
 
Without further information about the specific limnology of this portion of Lake Huron or the 
Bruce facility, we suppose that the plant is drawing water from the cold waters of the 
hypoliminion (below the thermocline), and that these waters have less suspended particles 
than the surface layers.  
 
Our results are similar to those of Harold Hough [3] who analyzed the red band of a 
multispectral image acquired by the French SPOT satellite. His analysis showed an effluent 
plume coming from an artificial island located in a hydroelectric reservoir in the Taechon area 
(North Korea) which was identified as the site of an underground plutonium production 
facility. It should be noted that the analysis of multispectral satellite imagery by itself does not 
provide conclusive evidence that clandestine activities are taking place. However, it may 
provide important indications for further investigation using higher resolution imagery or 
other evidence to arrive at the conclusion. 
 


2.3.  Water temperature  
Previous work [4] has shown that the operational status of a power plant can be detected from 
imagery with a thermal infrared band such as that from the Landsat 5 and 7 satellites. At that 
time a quantitative estimate of the cooling water temperature around the facility was not 
carried out. In this paper we show a quantitative image of water temperature using calibration 
data provided with the digital data. 
 


B 


A 


Space Imaging Space Imaging 
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Figure 4 (left) shows a Landsat 5 thermal image of the Bruce power plant area from August 2, 
1988, calibrated to water temperature in degrees Celsius. Land areas are shown as near true 
colour for reference. On that day the imagery shows that Bruce A discharges were near 22ºC 
in the immediate vicinity of the outfall, 3-4ºC warmer than elsewhere along the shore; off 
Bruce B water temperatures were about 20ºC. A plume from Bruce A appears to be heating 
the small bay to the east, whereas the heat from Bruce B is dissipated in the lake. Current 
patterns that day were southwest to northeast.  


 
FIG. 4. Left: Thermal imagery of the Bruce A and B Nuclear Generating Facilities, acquired 
by Landsat 5  on August 2, 1988, and calibrated to degrees Celsius. The linear striping is due 
to instrument noise. Right: In situ measurements of water temperature made by Ontario 
Hydro June 28, 1988. 
 
No in situ temperature data are available for the day of the image. Figure 4 (right) shows in 
situ temperatures measured a little over a month earlier on June 28, 1988 by Ontario Hydro 
[5]. Although the ambient temperature of the lake is lower, the thermal patterns are similar to 
those in the August Landsat image. 
 


3. OTHER EXAMPLES 


3.1.  Hyperspectral mapping at a uranium processing facility 
We have been conducting remote sensing studies of a processing site for high grade uranium 
ore at Key Lake, Saskatchewan, Canada using the airborne hyperspectral sensors, Compact 
Airborne Spectrographic Imager (casi) and SWIR (Short-Wave Infra-Red) Full Spectrum 
Imager (SFSI). Early results with an emphasis on SFSI sensor calibration and mineral 
identification have been presented [6,7]. The Key Lake area has many small lakes, and 
preliminary studies show large variations in water quality related to processing activities. 
Using the rich spectral data available from these airborne sensors, detailed maps of 
phytoplankton chlorophyll, turbidity (particles) and dissolved substances have been made in 
and around the site. 
 


Landsat 5 TM Ontario Hydro
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4. CONCLUDING REMARKS AND RECOMMENDATIONS 
This work demonstrates that with a knowledge of limnology and aquatic optics, additional 
information can be extracted from commercially available imagery. Together with other 
evidence, this additional information can be used for international safeguards applications 
such as the detection of clandestine facilities. In addition, the water temperature around a 
nuclear facility has been quantitatively estimated using the data embedded in Landsat 
imagery. The discharge water temperature along with other information such as cooling flow 
rates would allow an estimate of the thermal power output of the plant. 
 
Further analysis of IKONOS, Landsat imagery and the airborne hyperspectral survey data for 
various nuclear sites continues and additional results will become available in the near future. 
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Abstract 
 
Particle analysis is a uniquely powerful collection of analytical methods which can be used to 
measure environmental samples for safeguards. Scanning Electron Microscopy can be used to 
measure the elemental composition and morphology of particles and Secondary Ion Mass 
Spectrometry is used to measure the isotopic content of uranium and plutonium in particles. These 
methods are applied in the IAEA’s Safeguards Analytical Laboratory in Seibersdorf, as well as in the 
Network of Analytical Laboratories in the Member States. 
 
1.  INTRODUCTION 
 
Environmental sampling for safeguards (ESS) has been routinely applied by the IAEA since 
1996, as a strengthening measure which provides additional assurance of the absence of 
undeclared nuclear materials or activities in States covered by comprehensive safeguards 
agreements. Sophisticated analytical techniques are applied to the environmental samples to 
detect chemical or isotopic “signatures” of the materials handled or the activities carried out at 
an inspected location. Particle analysis refers to an ensemble of powerful analytical methods 
which can characterize microscopic particles present in the samples. 
 
The analysis of individual particles has several distinct advantages compared to “bulk” 
analysis in which the entire sample is dissolved and analyzed. Particles of man-made materials 
coming from a nuclear process are normally present as pure compounds, thus greatly reducing 
the effects of dilution from naturally-occurring elements such as uranium. Particles in the 
range of several micrometers in diameter can travel large distances from the point of 
formation, thus increasing the detection probability for samples taken in the general vicinity of 
a nuclear process. Unlike bulk analysis, which gives only information about the average 
concentration or isotopic composition in a sample, particles are more representative of the 
range of elemental or isotopic information present at the inspected location. This makes 
evaluation of the analytical results vis-a-vis the declared activities more effective in detecting 
a possible anomaly.  
 
This paper will describe two particle analysis methods which are implemented by the IAEA in 
its Safeguards Analytical Laboratory (SAL) in Seibersdorf. Similar methods are also used in 
the Network of Analytical Laboratories (NWAL) which supports the IAEA’s ESS programme. 
The first method is Scanning Electron Microscopy, combined with X-ray Fluorescence 
Spectrometry (SEM/XRF). This method is used to locate particles containing elements of 
interest - primarily U and Pu - to study their physical characteristics and elemental 
composition. The second analytical technique described here is Secondary Ion Mass 
Spectrometry (SIMS) which permits the measurement of U isotope ratios in particles. Special 
operating software allows large areas of the sample planchet to be searched and automatic 
measurements of up to several thousand particles to be performed in a single analysis. 
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2. SCANNING ELECTRON MICROSCOPY 
 
2.1. Description of the SEM Method 
 
Scanning electron microscopy relies on the production of a micro-focused electron beam 
which is then scanned (rastered) over the surface of the specimen in vacuum. The energy of 
the electrons can be as high as 30keV and the diameter of the beam is typically 100 nm. When 
this beam of electrons strikes the sample, several physical processes take place: 1) scattering 
of the beam by topographic features of the specimen which can be detected and used to make 
a magnified image of the sample surface (secondary electron mode), 2) elastic scattering of 
the beam at high angles of reflection (close to 180o) giving an image which is sensitive to 
heavy (high atomic weight) elements (backscattered electron mode) and 3) stimulation of X-
ray emission by atoms in the sample giving an elemental map of the surface or the elemental 
composition of a single spot on the sample surface (X-ray fluorescence mode).  
 
The detection of fluorescent X-rays coming from the sample can be accomplished with a 
solid-state detector which measures X-rays of a wide range of energies (energy-dispersive or 
EDX detection) or by using a spectrometer which disperses the X-rays according to their 
wavelength and can only measure one wavelength (energy) at a time (wavelength-dispersive 
or WDX detection). The SEM operated by the Clean Laboratory Unit of SAL is shown in 
Figure 1 with both the EDX and WDX spectrometers visible. 
 
Automated particle searching can be performed with this instrument using special software 
originally designed to detect gun-shot residue for police departments. In SAL, the search is 
directed at finding U-containing particles over several mm2 of the planchet surface using first 
the backscattered electron signal to locate “heavy” particles, then the EDX system to measure 
the XRF spectrum of each particle found. The result is a data file containing up to several 
thousand particles; the particle data can be sorted to find those with the highest U content, or 
various other user-selected parameters (eg. U associated with F). After examining this 
 


 
 


FIG. 1. Scanning Electron Microscope in Clean Laboratory for Safeguards. 
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Sample U  
at % 


O 
at % 


O/U Ratio Probable 
Identification 


1 18.7 64.5 3.4 Na2U2O7 
2 14.6 61.6 4.2 Na2UO4 
3 15.8 63.6 4.0 Na2UO4 or 


MgUO4 
4 33.8 66.2 1.96 UO2 


 
TABLE I. Measurement of Uranium Compounds by SEM/XRF. 


 
information, the operator may choose to revisit selected particles for the more time-consuming 
WDX measurement which is the most precise for measuring elemental composition. Table I 
shows the results of measuring the oxygen to uranium ratios in particles found in a number of 
test samples. It can be seen that uranium dioxide (UO2) can be easily distinguished from 
uranates and di-uranates, although it is more difficult to specify the cation involved in the 
latter compounds. 
 
WDX analysis of elemental ratios is especially useful in measuring the “age” of plutonium 
materials collected on special swipe samples from inside hot cells. A particle containing 
mostly Pu may also contain measurable amounts of U (from the original fuel) as well as Am 
coming from the decay of  the 241Pu isotope. SEM/XRF is capable of measuring the U and 
Am content of a Pu particle at concentrations down to 0.1%. Alternately, the measurement of 
U/Pu ratios in hot cell swipes may indicate whether spent fuel has been chemically treated to 
recover the Pu. 
 
2.2. Sample Preparation for SEM 
 
Typical samples for SEM are 10 x 10 cm cotton swipes and cellulose hot cell swipes. There 
are 2 basic sample preparation methods which can be used, depending on the situation. The 
most simple method is to use a self-adhesive carbon disc which is 1 cm in diameter attached 
to an aluminum SEM stub. The surface of this disc is coated with an adhesive which is used to 
pick up particles directly from the surface of the swipe. This method is primarily used for hot 
cell swipes because of the radiation hazard associated with more time-consuming methods. 
Hot cell swipes are smaller in diameter than cotton swipes and therefore the particulate 
material is more concentrated in a small area. The fraction of material from the swipe which 
ends up on the disc is usually quite small (1-10%), but it is expected to be reasonably 
representative of the sample. 
 
For cotton swipes having a much larger surface area, a more representative sampling of the 
particles can be accomplished by cutting up the swipe into pieces of about 1 cm2 and placing 
them into an organic solvent such as heptane in a small glass vial. The vial is then placed into 
an ultrasonic bath to release the particles from the swipe and suspend them in the solvent. 
Many pieces of a swipe can be treated in this way and the heptane fractions combined to give 
a final suspension which is more representative of the material collected on the swipe. The 
suspension can be centrifuged to concentrate the particles which are then pipetted onto a SEM 
stub and dried.  
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2.3 Typical SEM Results 
 
The IAEA, in collaboration with the Laboratory for Microparticle Analysis in Moscow, has 
established an “Atlas” of U-containing particles from various nuclear processes. Particles 
were recovered from environmental samples taken near U mining operations, centrifuge 
enrichment facilities, fuel fabrication and hot cell facilities. The Atlas contains 
photomicrographs of “typical” particles, their size and morphology and information on their 
elemental composition from EDX measurements. This information may prove useful in 
identifying suspicious particles in environmental samples strictly by their morphology, thus 
streamlining the measurement of large particle ensembles. Especially for particles coming 
from the hydrolysis, in moist air, of UF6 gas, the morphology and fluorine content may give a 
clue to the “age” of the particles, thus helping to discriminate between recent activities and 
historical ones. 
 
A recent application of automated particle searching with the SEM was the study of soil 
samples coming from a location where depleted uranium munitions were used. The samples 
consisted of soil which was dried, sieved to collect particles less than 45 micrometers in 
diameter and then pressed onto adhesive carbon discs attached to SEM stubs. The searching 
was accomplished in the backscattered electron mode with EDX spectra taken of each 
“heavy” particle found. In this way, up to a thousand U-containing particles were found in 
each of 2 soil samples. Figure 2 shows a typical DU particle having a diameter of 
approximately 7 micrometers. The EDX spectrum of such particles also revealed a Ti peak at 
a concentration of about 1% in the uranium, something which is expected for DU used in 
armor-piercing ammunition. 
 
The study of Pu-containing particles from inside hot cells can yield important information 
about the activities which have been carried out there. In particular, the handling of irradiated 
reactor fuel should produce particles in which the U/Pu ratio is high (U/Pu = 100-1000 
depending on the irradiation conditions). Particles which contain more Pu than expected could 
indicate that chemical separation activities were carried out. In addition, the amount of Am in 
a particle in comparison to the Pu can give an indication of the “age” of the material since it 
 


 
FIG. 2. SEM photomicrograph of DU particle from a soil sample. 
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FIG. 3. WDX spectrum of a Pu particle, showing U and Am impurities. 


 


was formed. For these measurements, it is necessary to utilize the higher resolution afforded 
by the WDX spectrometer attached to our SEM instrument. The Pu impurity in a primarily U 
particle can be quantified down to approximately 0.2 %, whereas the Am or U impurity in a 
primarily Pu particle can be measured at about 2 times lower concentration. The resolution 
and sensitivity of WDX measurements can be seen in Figure 3. 


 


3.  SECONDARY ION MASS SPECTROMETRY 


 


3.1. Description of the SIMS Method 


 


The technique of secondary ion mass spectrometry begins with forming an energetic beam of 
ions - the primary ion beam - which is then used to bombard the sample, causing sputtering of 
atoms and secondary ions from the sample surface. The secondary ions are accelerated and 
separated according to their mass in a magnetic field and finally detected with one of several 
devices. SIMS instruments produce an image of the sample using secondary ions of a chosen 
mass; thus a sample containing uranium particles would form an image using 238U+ ions (this 
is called the “ion microscope” mode of operation). By storing an image using 238U+  and a 
similar image using 235U+ ions, it is possible to measure the “enrichment” of particles in a 
sample. Automatic scanning software (PSEARCH) allows us to scan a significant area of the 
sample planchet surface and to find and measure many thousand particles in a measurement 
session lasting 4-6 hours. 
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A second mode of SIMS data taking involves focusing the primary ion beam onto a particle 
and measuring its mass spectrum. This is called the “ion microprobe” mode of operation and 
provides the best quality isotopic information for the major isotopes as well as the minor 
isotopes such as 234U and 236U. The ion microprobe mode is much more time consuming 
because the measurement of a single particle may take 10-20 minutes, compared to about 1 
minute per field in the ion microscope mode. 
 
3.2. SIMS Sample Preparation 
 
The sample preparation method described for SEM measurements (i.e. ultrasoneration in 
heptane) is also used to prepare sample planchets for SIMS. Samples which contain very 
small numbers of U particles require much more intensive sample preparation, including 
multiple ultrasonic treatments or ashing of the swipe substrate, which presents its own 
problems because of the relatively high ash content of the cotton used. It is always necessary 
to strike a balance between the number of particles of interest on the planchet and the number 
of uninteresting ones which can disturb the analysis through electrostatic charging effects. 
 
3.3. Typical SIMS Results 
 
The PSEARCH software allows automatic searching of the planchet surface for U-containing 
particles and provides a measurement of their 235U/238U ratios. The primary ion beam is 
defocused to a diameter of 150 micrometers and the ion images from this “field” are collected 
with a position sensitive detector. These images are then processed to locate the particles and 
to calculate their enrichment. Figure 4 shows the ion images resulting from 235U+ and 238U+ in 
one field; a typical PSEARCH run would consist of 100 - 200 fields and can take several 
hours. 
 
Figure 5 shows one typical form of data presentation resulting from a PSEARCH 
measurement. Hundreds of particles were detected and each particle is plotted against its 
235U/238U ratio. Patterns can be easily seen in such data, including particles with natural 
isotopic composition (0.7% 235U), low-enriched material with 235U = 3 to 5 % and a number 
of particles at enrichments higher than 5 %. Therefore, it would be easy to detect the presence 
of high-enriched U in samples from a facility which declares the handling of only natural or 
low-enriched U. 
 


            
 


FIG. 4. PSEARCH-generated 235U (left)  and 238U (right) ion images from the same field. 
Differences in relative intensity indicate different enrichments in the particles. 
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FIG. 5. Scatterplot of U particle data from a PSEARCH measurement. 
 
4.  CONCLUSIONS AND FUTURE WORK 
 
Particle analysis techniques are a powerful tool for detecting and measuring nuclear materials 
in environmental swipe samples. Scanning electron microscopy combined with X-ray 
fluorescence spectrometry can measure the elemental content of particles smaller than 1 
micrometer in diameter. This represents a sensitivity in the femtogram (10-15 gram) range. The 
use of sophisticated software allows the analyst to detect and record data from many 
thousands of particles in a measurement session and these particles can be reliably relocated 
for more detailed examination. 
 
Secondary ion mass spectrometry provides the isotopic information which SEM/XRF does 
not. Thus, the 2 techniques complement each other to give the maximum of useful 
information for safeguards purposes. In the near future, SAL/CL will be able to 
unambiguously identify and locate particles of interest in a non-destructive way with the SEM 
and then find them again with SIMS for the isotopic measurement.  
 
Further improvements will be made in the sample preparation techniques used for each 
method. The goal is to recover as many useful particles as possible from environmental swipe 
samples which may contain only a few candidate particles. We will continue to develop “fast-
track” SIMS in which the analysis time for SIMS measurements is kept below 2 weeks in 
order to meet the Safeguards timeliness goal. 
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Abstract 


Under classical safeguards uranium production was considered to be "before the starting point of 
safeguards". Verifying production at a uranium mine on any rigorous basis would require continuous 
inspector presence. Since any diverted ore or source material would have to pass through many 
downstream processes, each of which offers some opportunity for detection, before attaining a form 
suitable for nuclear explosive use, it was not considered cost-effective to extend safeguards to uranium 
mines. During the development of strengthened safeguards, however, it was considered that the 
possibility of verification of uranium production was worthwhile as a complement to conventional 
safeguards, and the Model Additional Protocol provides for broad reporting requirements and 
complementary access at mines. Although accountancy-type measures are not practicable, appropriate 
verification measures could identify questions or inconsistencies indicating the need for a wider 
investigation in the State concerned. At one extreme is the discovery of totally undeclared production, 
ie an undeclared mine, or a mine incorrectly declared to be closed down. Perhaps a more plausible 
scenario is the understatement of production. The Australian Safeguards Support Program is assisting 
the IAEA in developing verification approaches and techniques that could identify such a situation, 
including use of satellite imagery and environmental sampling to date production and determine the 
origin of material samples. 


 


1. INTRODUCTION 
The mining and milling of uranium is the first in a long chain of processes required to produce nuclear 
materials in a form suitable for use in nuclear weapons. Undeclared production of uranium could be 
just a starting point of a clandestine nuclear fuel cycle aimed at nuclear weapons manufacture. Misuse 
of a declared uranium mining/milling facility, in the form of understatement of production, would be 
hard to detect with the same high level of confidence as afforded by classical safeguards on other parts 
of the nuclear fuel cycle. For these reasons, it would not be cost-effective to apply verification 
techniques based on classical safeguards concepts to a mining/milling facility in order to derive 
assurance of the absence of misuse – this is recognised in the Model Additional Protocol 
(INFCIRC/540), which states that provision of information on production of mines and concentration 
plants does not require "detailed nuclear material accountancy" (Article 2.a.(v)). INFCIRC/540 
provides for complementary access, inter alia, to uranium mining/milling locations on a selective 
basis "in order to assure the absence of undeclared nuclear material and activities"(Article 4.a.(i)). 


Clearly the effort to comprehensively verify the absence of undeclared nuclear material and/or 
activities at mining/milling operations has the potential to absorb substantial IAEA and SSAC 
resources.  With this in mind, the authors advocate that in the normal course the Agency should look 
to other options, rather than complementary access, in order to derive assurance that declared 
mining/milling operations are not misused. Such options include the interpretation and analysis of 
information available to the IAEA from States' declarations, import/export data, open source reports, 
commercial satellite imagery, aerial photographs, and information from other States. The extent to 
which the IAEA can have confidence in the declared production will depend on the availability of 
independent information to corroborate declared production figures.  While independent evidence may 
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not be sufficient to verify production, it can provide an additional level of assurance that the 
information contained in States' declarations is reasonably accurate and complete. 


2. URANIUM MINING IN AUSTRALIA AND ASSOCIATED IAEA ACTIVITIES 
Australia has around 26% of the world's low cost uranium reserves, and is a major uranium exporter. 
Uranium mining is carried out for the purpose of exporting uranium ore concentrates (UOC). There is 
no further processing of UOC in Australia, and, except for a quantity of locally produced natural UO2 
powder, all uranium in other forms used in Australia is imported. The three mines in operation at 
present are: 


- The Ranger open-cut uranium mine and associated uranium mill with a current capacity of about 
4,500 tonnes U3O8 per year are operated by Energy Resources of Australia Ltd (ERA), in the 
Northern Territory about 230km east of Darwin. It was proposed that mining operations would be 
moved from Ranger to a nearby (20km away) deposit known as Jabiluka, but the development of 
Jabiluka has been deferred indefinitely. All sales from Ranger are to utilities in Japan, South 
Korea, UK, France, Germany, Spain, Sweden and the United States. 


- The Olympic Dam copper and uranium mine is operated by the Western Mining Corporation Ltd 
(WMC) in South Australia 560km north of Adelaide. The deposit is some 350m underground, and 
is the largest known uranium ore body in the world. Last year (FY2000-01) the plant produced 
about 4,800 tonnes U3O8, essentially as a by-product of copper mining. Plans have been 
announced to expand production further to 5,600 tonnes U3O8 per year. Sales of uranium are made 
under long-term contracts to utilities in Canada, USA, Japan, South Korea, Finland, Sweden, 
Belgium, France and the UK. 


- The Beverley in situ leach mine is operated by Heathgate Resources Pty Ltd in South Australia 
520km north of Adelaide. Production, eventually reaching around 1,000 tonnes UO4 per year, 
began in November 2000, though no production was reported for FY2000-01. Sales contracts have 
been negotiated with utilities in USA.  


In addition, a new mine now approaching operational status – Honeymoon, South Australia – will use 
in situ leaching to extract uranium. The Honeymoon Uranium Project of Southern Cross Resources 
Australia Pty Ltd is at the pilot plant stage. At the time of writing the project is awaiting final 
environmental approvals. Production is planned to be around 1,000 tonnes UO4 per year. 


Australia has six uranium mines that have been closed: Radium Hill, Rum Jungle, Mary Kathleen, 
Moline, Rockhole, and Nabarlek. 


As mentioned above, under the classical safeguards system uranium production was before the starting 
point of safeguards. Thus the IAEA was not applying any verification activities at mines per se. 
However, the Australian mines have been always supervised by Australian State/Territory and Federal 
authorities to ensure production is correctly stated. There is also an export approval process under 
which exports are correlated with declared production. In addition, physical protection measures are in 
place to ensure there is no unauthorised removal of product. The Australian Safeguards and Non-
Proliferation Office (ASNO) provides the IAEA with semi-annual production figures, and the IAEA is 
also advised of each export of UOC at the time it occurs. 


In January 2001 the IAEA commenced the implementation of integrated safeguards in Australia. 
Amongst other verification activities, the new safeguards approach provides for up to six 
complementary accesses each year across the country, mainly at the nuclear site operated by the 
Australian Nuclear Science and Technology Organisation, but also encompassing other locations 
including uranium mines. 


Realising that the effort to comprehensively verify the absence of undeclared nuclear material and/or 
activities at mining/milling operations has the potential to absorb substantial IAEA and SSAC 
resources, a few years ago, at the IAEA's request, ASNO started a Support Program task to consider 
all the options that are available to the IAEA for deriving assurance that declared mining/milling 
operations are not misused. Originally this task sought to determine: (1) the circumstances under 
which the IAEA might undertake complementary access to a uranium mining/milling site, (2) what 
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verification activities would be applicable, and (3) how open-source and official information 
(provided, for example, in a State's Declaration pursuant to the Additional Protocol) could be used in 
safeguards evaluation. The preliminary results of the ASSP studies, which are still in progress, are 
discussed below. 


3. INFORMATION ANALYSIS AT IAEA HEADQUARTERS 
The purpose of the analysis of information bearing on declared uranium mining/milling operations, 
and complementary access at these, is to derive some assurance that mines are not being misused. The 
forms of misuse of prime interest are the understatement of production and the presence of undeclared 
nuclear material or activities (ie the conduct of other fuel-cycle steps) at the location. Understatement 
of production would allow the State to acquire source material unknown to the IAEA, which could be 
used in clandestine nuclear activities. 


There is a wide range of information, including official and semi-official publications, available about 
the uranium mining industry. Accordingly, the approach proposed here focuses upon the identification 
of questions and inconsistencies and other uncertainties first through information analysis and related 
non-access measures. As discussed below, the authors suggest there should be a need to undertake 
complementary access only on an occasional basis. 


The information available to the Agency for consideration includes import/export data, open source 
reports, and official and semi-official publications. Commercial satellite imagery, and information 
provided by other States, may also be useful. Such sources would certainly have the capability to raise 
questions and reveal inconsistencies requiring access for their resolution, analogous to those addressed 
at Articles 4.a.(ii) and 4.d. of INFCIRC/540. They may also identify less serious uncertainties. Either 
situation could lead to an installation being selected for complementary access under Article 4.a.(i).  


3.1. Analysis of Open Source and Gray Information 
Under integrated safeguards the IAEA will routinely receive annual declarations of uranium 
production for States as a whole (Articles 2.a.(v) and 3.b. of INFCIRC/540). The Protocol provides 
that declarations of production by individual mines and concentration plants are to be provided only 
on request. In the first instance, therefore, questions and apparent inconsistencies with States' 
declarations might arise only with respect to aggregate production. However, if information comes to 
the Agency suggesting an apparent misuse of a particular mine/mill, the Agency can request an 
installation-specific declaration, and, if necessary, complementary access to resolve any uncertainties. 
Information suggesting misuse might become available from open sources and it is most likely to be 
installation-specific.  


The extent to which the Agency can have confidence in the declared production will depend on the 
availability of corroborative information. Such information might not verify production per se, but 
would provide some assurance of the correctness and completeness of declarations. This assurance is 
strengthened when such information is available from several diverse sources that might include: 


- Reports generated by mining companies for shareholders and stock exchanges. Such reports would 
normally include information on production and financial performance. While in principle the 
company might understate production in both its Annual Report and the declaration for the 
Agency, the report, and the public accountability and scrutiny associated with it nevertheless 
provide some additional assurance. 


- Reports of government regulation bodies. Agencies of various levels of government (federal, state, 
local) monitor production levels for licensing and fiscal reasons (royalties and taxes), as well as 
for materials control and environmental reasons. In addition, customs authorities monitor exports. 


- Societal verification. In many contemporary societies, nuclear activities are likely to attract the 
attention of environmental and local community organisations, which in turn are likely to involve 
the media. Any hint of a clandestine nuclear program would certainly provoke public outcry. 


For most uranium producing States there is a substantial body of information available to corroborate 
declared production, much of it independently derived or subject to independent scrutiny. A strategy 
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of understating source material production would require the involvement of such a wide range of 
individuals and organisations as to render the likelihood of the operation remaining undetected quite 
low. In these circumstances the Agency can place comparatively high confidence in the production 
declared, and any complementary access under Article 4.a.(i) of the Additional Protocol need only be 
infrequent. 


To aid the analysis of information relating to source material, it may be of value for the Agency to 
establish a worldwide source material tracking system, building on the transit-matching system 
already in operation. For States party to the Additional Protocol, the Agency will have available to it 
declarations of significant inventories and flows (imports/exports) of source material. The Agency 
could usefully collect this information into a single database and carry out simple analyses such as 
constructing a rough materials balance for the country as a whole. This does not constitute mechanistic 
or systematic verification, because the quantities involved will be only approximate, but it may help to 
identify questions or reveal inconsistencies. 


3.2. Analysis of Satellite Imagery 
Analysis of commercial satellite imagery may be able to identify inconsistencies between declarations 
and practice under certain circumstances. They should, for example, be able to establish whether 
mining is under way (especially in the case of open-cut mines) and thermal imaging should be capable 
of determining the operating status of the mill calciner. Satellite imagery might be able to observe the 
installation of new equipment (such as a new milling line), if such work were carried out in 
preparation for production at higher rates than declared. Where mines have been shut down for a long 
time (ie at the end of their useful lives), but not returned to green-field conditions, commercial satellite 
imagery could have a role to play in confirming the installation's continuing shut-down status.  


During the January 2001 ASSP Review Meeting, it was agreed that the use of remote sensing to 
confirm the operational status of uranium mines is an important area to explore. As a result, the 
Agency has received ASSP funds to purchase satellite images of the Australian mines (including those 
with the in situ leach process) and to obtain guidance for satellite imagery interpretation. Given the 
continued interest in mines, and the Secretariat's apparent intention to proceed with regular 
complementary access to mines, this has a potential for inspection-effort savings. ASNO believes that 
assisting the IAEA with the acquisition of the required images is in Australia's interests as it helps the 
IAEA to maintain its conclusion about the absence of undeclared nuclear activities in Australia. As 
part of the agreement, the IAEA will make the purchased images available to ASSP so that Australian 
satellite imagery analysts can contribute to the project by providing some guidance to IAEA staff on 
the interpretation of satellite imagery of this kind. 


4. ON-SITE VERIFICATION ACTIVITIES 


4.1. Complementary Access 
Article 4.a.(i) of the Additional Protocol provides for complementary access to uranium mines and 
associated mills on a selective basis in order to assure the absence of undeclared nuclear material and 
activities. The authors envisage that in most States complementary access at uranium mines and mills 
would be carried out selectively and probably very infrequently to derive assurance that:  


- there are no undeclared nuclear materials and activities at the location (for example, conversion, 
fuel fabrication, enrichment or reprocessing); and that 


- there are no gross inconsistencies between actual and declared production (it is assumed that 
notification of such complementary access would be accompanied by a request for an installation-
specific statement of the current production). 


Understated production may arise either because production is carried out at a time when an 
installation is declared shut down, or because production is carried out continuously at higher rates 
than declared.  
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Factors that can be expected to be most relevant in the selection of mines/mills for complementary 
access are: 


- the existence of a question or inconsistency analogous to those addressed (for different types of 
location) at Articles 4.a.(ii) and 4.d. of INFCIRC/540; and 


- lower-level uncertainties, less well able to be articulated as questions or inconsistencies, but which 
could be resolved through complementary access. 


In either of the above cases, it would be reasonable to first give the State an opportunity to resolve the 
uncertainty without complementary access, analogous to Article 4.d. of INFCIRC/540. Certainly 
serious consideration should be given to the cost and likely effectiveness of access as a means of 
resolving uncertainties before access is sought. Uranium mines are typically in remote locations, and 
the cost of getting to them is likely to be significant. In particular cases commercial satellite imagery 
(for example) could provide an adequate and more cost-effective alternative. 


Mining and processing techniques are diverse, and the assays arising at various points in the process 
vary considerably over the operating cycle of an individual installation as well as between facilities. 
So it is virtually impossible to confirm, or otherwise, declared production by measuring a few 
parameters within the mining/milling process. Inspection is only feasible at the last stages of the 
process where the uranium is present in a relatively pure form. Thus activities at the location would 
most usefully focus on confirming consistency between declarations and production inferred (to the 
extent that is possible) from observations at the product end of the mill, where similar equipment is 
used in all processes.  


4.2. The First Ever Complementary Access by the IAEA at a Uranium Mine 
It should be observed that the first ever complementary access by the IAEA at a uranium mine was in 
Australia – to the Ranger mine in June 1999 – prior to the introduction of integrated safeguards. The 
objective was to determine that there was no undeclared uranium production. That access was 
particularly important as it was the IAEA's first opportunity to trial verification activities at a uranium 
mine – a difficult task, but one on which ASNO has been working closely with the Agency in the 
development of new safeguards concepts and approaches. 


Notice of the access was given in the course of a routine inspection at Lucas Heights on 23 June 1999, 
for an access visit scheduled for 28 and 29 June. Ranger is quite a remote location, so even the five 
days notice given gave rise to some transportation difficulties for the national inspector concerned. 
The Agency inspectors brought with them a GPS unit to check locations, and a digital camera to 
record the progress of the inspection and details of inspected areas. The mining company placed no 
restrictions on their use of these items. 


Samples were taken of the coarse ore and the fine (crushed) ore. A sample was also taken from a 
uranium ore concentrate (UOC) product drum. Inspectors took samples of new (current) tailings and 
tailings stated to be at least two years old in order to determine any difference in their properties which 
could be used to distinguish between old and new tailings in the future. As discussed below, the IAEA 
has obtained very promising results from this exercise. A visit was also made to the neighbouring 
Jabiluka ore body where a sample of ore was taken. 


The inspectors sought a substantial amount of additional site information. The information sought 
included: the physical dimensions and capacities of all major components of the plant; the suppliers of 
these items; and weekly, monthly and yearly production records. The inspectors also took swipe 
samples from the walls of the calciner/packing building. This was to check for any indication of 
hydrogen fluoride (HF), which would suggest that conversion of UOC to uranium hexafluoride might 
have been undertaken. 


4.3. Addressing Continuous Production at Higher than Declared Rates 
As noted above, verification activities can be usefully carried out only at the product end of the 
installation. At the simplest level, inspectors should satisfy themselves that the product line identified 
to them as the uranium (or thorium) ore concentrate product line is, in fact the only such line. The 
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processing of other products, such as copper and precious metals, can be expected to be sufficiently 
different from processing of source material to be readily identified by visual examination. If that 
proves difficult, it should be possible to devise a simple procedure based upon radiation measurements 
to confirm that source material is present only in the declared source material line. 


Experience with classical safeguards suggests that the consistency of production records with records 
of the inputs of ore (to the extent that it has been assayed accurately enough) and essential chemicals 
should be reviewed. It will not be possible, in general, to verify any of these records. However, this 
process will enhance inspectors' understanding of the declared recent operating history of the 
installation, and broaden the range of information in Agency hands supporting the declaration. This 
information may give rise to a question or inconsistency or other uncertainty. 


Specialised training, coupled with growing experience of complementary access to mines and mills 
should give inspectors a capability to estimate, or find out in other ways (eg from the manufacturer, if 
the equipment is imported), the design production capacity of the equipment incorporated into the 
final stages of a uranium mill. Determination of throughput capacity of the calciner and/or the product 
purification system at an ore concentration plant should provide inspectors with an indication of 
potential production capacity at a site. However, day-to-day production of uranium varies considerably 
depending on such factors as mineralogy variability, ore quality, and maintenance downtime. 
Economic and market conditions also impact on operational decisions. Therefore, inspectors would be 
able to confirm only approximate production levels (say within an order of magnitude).  


4.4. Addressing Operation when Declared to Be Shut Down 
Under certain circumstances, environmental sampling (for example, detection of gamma emitting 
radionuclides of uranium/thorium decay daughters, perhaps in tails) could prove a useful tool in 
verifying the absence of undeclared production during on-site visits, particularly when inspecting 
those operations which may, for example, mine for six months of the year and mill for the remainder 
of the year. Absence of comparatively short-lived decay products in effluents would be indicative that 
the daughters had not been in recent contact with the parent, and thus that the mill had not been in 
recent operation.   


Th-234 seemed an ideal candidate to look for in determining whether a mill had been in recent 
operation. Processing uranium ore removes significant components of the uranium decay chain from 
the tails generated. Specifically, the uranium will be lost, as will the radon gas. That will disturb the 
equilibrium levels of the daughter products. The immediate daughter of U-238, Th-234, has a half-life 
of 24.1 days. Removal of the U-238 parent will result in a reduction of the Th-234 activity in the tails. 
This might be measured in terms of the Th-234/Th-230 ratio. Th-230 is long-lived and has a long-
lived parent, so its activity will not be much affected by decay. The Th-234/Th-230 ratio in the tails 
will diminish as time passes since the tails were separated from the uranium, and could, at least in 
principle, be used to determine for how long a mill has been shut down.  


This idea was put forward by ASNO in 1998. The feasibility of this proposition needed to be assessed 
by IAEA experts. In 1999, the advice regarding the use of Th-234 as an indicator of time since ore 
processing was utilised successfully by the IAEA in the analysis of five uranium samples taken from 
the Ranger mine and concentration plant, and one sample taken from the Jabiluka mine. The samples 
included unprocessed ore, coarse ore from the stockpile, final crushed ore, fresh and old tails, and 
fresh product (U3O8). All the samples were analysed by High Resolution Gamma Ray Spectrometry 
(HRGRS) to measure the activities of gamma emitting nuclides. X-Ray Fluorescence Spectrometry 
(XRF) and Isotope Dilution Mass Spectrometry (IDMS) were used to measure uranium content and 
isotopic composition. 


Thus it has been shown by the ASSP/IAEA collaboration that HRGRS, XRF and IDMS measurement 
techniques could be applied to analyse samples of ore, tails and product for safeguards purposes.  As 
this was demonstrated in the laboratory conditions for a limited number of samples taken from one 
Australian mine, additional validation of the proposed method is required before it could be 
recommended for use by inspectors in the field.  The validation involves additional sampling and 
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measurements at three operating Australian mines (Ranger, Olympic Dam and Beverley) performed 
by appropriate IAEA experts.   


The plan of related work being undertaken by ASSP and the IAEA (at the time of the submission of 
this paper – 17 September 2001) was as follows:  


- At the three mines, three to six representative samples would be taken by the IAEA experts with 
ASNO staff assistance from: undisturbed ore, tailing ponds, and product, including possible 
intermediate products, for example, coarse and fine fractions. 


- The IAEA experts will identify the sampling points after analysing the flow diagrams describing 
the principal steps of ore processing at each of the three mines. 


- Where possible all samples will be measured in the field (by the IAEA experts with ASNO staff 
assistance) immediately after sample-taking using portable HRGRS and XRF equipment. 


- After that all samples will be sent to the IAEA for further precise measurements at the Safeguards 
Analytical Laboratory in Vienna. 


The results of this project will be published in a separate paper. 


As an aside, it should be noted that environmental sampling could also prove a useful technique in 
providing to inspectors an additional level of assurance that undeclared nuclear activities, such as 
conversion or enrichment, were not being carried out clandestinely in the vicinity of the mine site. 


5. CONCLUSIONS 
IAEA verification activities related to uranium mines and mills should be directed at deriving a 
measure of assurance that there is no undeclared nuclear material or activities (ie other fuel-cycle 
activities) at the location and that production of source material is not understated. 


The measures proposed in this paper for the derivation of assurance of no undeclared nuclear material 
or activities are, visual examination and environmental sampling during complementary accesses 
under Article 4.a.(i) of INFCIRC/540. It is suggested such complementary accesses would be carried 
out at on a selective basis and should occur only occasionally. 


The measures proposed for the derivation of assurance of no understatement of production are, 
information analysis, followed by complementary access on a selective basis as discussed above.  


The information available for analysis includes: open-source reporting, reports from mining 
companies, reports from relevant State regulatory bodies, commercial satellite imagery as appropriate 
to confirm the operational status of mines and/or mills and observe new construction. 


An appropriate additional information analysis measure would be for the Agency to develop a 
database of information on production, holdings and flows of source material to facilitate 
reconciliation of information from various sources. 


Activities at complementary access under Article 4.a.(i) of INFCIRC/540, in addition to those noted 
above, could include: an audit of production records, a physical examination of all production lines to 
ensure that only those declared to do so are producing source material, estimation of the design 
maximum throughput of the equipment at the product end of the mill, and where the mill is shut down, 
environmental sampling of the freshest possible tails to determine the length of time for which it has 
been shut down.  
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Abstract 
 
This work presents an investigation of the self-attenuation of �-rays emission from nuclear 
materials for measuring the mass content and isotopic composition of nuclear materials by 
non-destructive assay technique. The self-attenuation correction factor could be estimated by 
the use of linear attenuation factor of the assayed sample material, the geometrical 
configuration of the assay set-up and the position of the assayed sample relative to the 
detector. A simplified Monte Carlo scheme has been used for the estimation process.          
The results of the self-attenuation correction factor estimation are in good agreement with 
other methods. The present work could be applied for nuclear material verification and 
safeguards purposes - particularly - when nuclear material Standards are not available. 
 
1. INTRODUCTION 
 
Nuclear Materials (NMs) in the nuclear fuel cycle are presented in a wide variety of category, 
form, shape, chemical composition and enrichment of specific isotopes. In practice, the main 
characteristics of NMs needed for measuring are the mass content, the isotopic composition 
and the enrichment. 
 
An important fact in applying gamma-ray spectroscopy is that the raw count rate for a given 
�-ray is not usually proportional to the amount of the nuclides emitting the �-rays [1,2]. In 
order to obtain the total number (No) of �-rays with a certain energy generated inside a NM 
sample, the raw data acquisition of the �-rays at that energy might be influenced by various 
factors. Use of NM Standards for calibration may reduce or eliminate the need to accurately 
know the total-attenuation correction factor (F) of the NM, the detector efficiency, the 
counting geometry and specific activities. But it is difficult to construct NM calibration 
Standards of the same size, shape and characteristics of the assayed NM samples which vary 
widely [1,2]. 
 
In practice, the total-attenuation correction factor (F) could be estimated from the linear 
attenuation coefficient (�) of the NM and its matrix, the container, and the NM-to-detector 
medium, the geometrical configuration, and the position of the sample relative to the detector. 
Most often the expressions for F are not integrable in terms of elementary functions. 
 
Dickens [3] derived an expression for the self-absorption of �-rays produced uniformly 
throughout large cylindrical samples. He found that the derived expression is valid for a 
uniform distributed source and large detector-to-source distance. Dixon [4] described a 
general treatment for large linear, cylindrical and spherical sources and gave a solution for the 
modified Bessel and Struve functions for the reduction in �-ray intensity in large cylindrical 
sources. Belluscio, el. al. [5] suggested a method to evaluate self-absorption in a circular 







 2


cylinder source subtended by a circular cylinder detector. They used a method for analyzing 
interaction process of gamma-rays with source material. Francois [6] derived an expression 
for the fraction of �-rays escaping unscattered and unabsorbed from a sphere. Numerical 
computation methods were used by Parker [2] to calculate self-attenuation correction factors 
in the near-field situations. Tien-Ko, et al. [7] developed a method of calculation for the 
effective solid angle including the self-attenuation factor for a HPGe detector system using a 
personal computer code. Numerical evaluation of the multiple integrals in the program was 
performed using Gauss integral formula, where the source geometry can be point, disk or 
cylinder. Monte Carlo technique was employed to calculate the self-absorption factor for a 
disk source by Peterman [8], and disk or cylinder by Sima and Arnold [9]. If complicated 
geometries must be considered, powerful Monte Carlo-type photon transport codes could be 
used. [2,10]. 
 
In this paper a simplified Monte Carlo scheme is developed for the estimation of F for NMs in 
form of cylindrical samples in different positions with respect to a circular detector. 
 
2. METHOD OF CALCULATION 
 
The total-attenuation correction factor F is a function of various parameters such as; the linear 
attenuation coefficient of the sample material (�), the geometrical configuration of the 
sample, the linear attenuation coefficient of the container material (�c), the size and shape of 
the container, the position and orientation of the sample relative to the detector and the 
detector size and shape. In fact, � of the NM sample is the most effective parameter [8]. 
 
It is necessary to assume that the individual particles of the �-emitting NM compounds are so 
small that the self-attenuation within the individual particles is negligible, the mixture of NM 
and matrix material is reasonably uniform and homogeneous in composition and of constant 
density. Then � could be considered single valued on a sufficiently macroscopic scale for 
correctly computing the necessary fraction of escaping �-rays. 
 
The total number of �-rays at 185.7 keV (No) may be given in the form: 


 
-1-1


f
-1


i
-1


o )( )( )( (R) C  N F���         (1) 
where 
C is the raw data acquisition, 
R is the correction factor for rate-related electronic losses, 
�i  is the intrinsic full energy peak efficiency of the detector system, 
F is the total attenuation correction factor (self and container). 
 
In Monte Carlo method [11] the history of each individual photon is simulated in an analog 
step-by-step process until it escapes out of the sample surface or it is completely absorbed 
inside the sample. In the present work, a simplified Monte Carlo scheme is developed where a 
program (written in QBasic programming language) is developed to simulate the points and 
directions for an isotropic photon emission source in the assayed sample. For each photon 
emission, the program, first, checks if it has arrived at the detector surface or not. In case of 
arrival, it calculates the distances traveled through the NM and container materials. Then, the 
total self-attenuation correction factor (due to self- and container-attenuation effects) may be 
estimated as the total sum of the penetration probabilities for all photons emitted from the 
source which fall on the detector relative to the total number of photons (Nd) which would 
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arrive at the detector surface if the sample is considered to be transparent, i.e. without 
suffering any attenuation. 
 
The relation could be given as [12]: 
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where 
Ns is the total number of histories generated inside the sample body, 
� , �c are the linear attenuation coefficients of the sample NM and container material at a 


certain photon energy (cm-1), respectively, 


ii c t, t  are the distances traveled by the ith photon inside the NM and container  
material (cm), respectively, 


Pi is the probability that the ith photon falls on the detector surface, 
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The standard deviation of F, is estimated as [12]:  
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container material, respectively. 
 
Figure (1) illustrates a sketch of the calculational geometry, where a right solid cylindrical 
source is subtended from side by a disk detector. The detector views the sample along a ray 
normal to the sample axis centered along the sample depth. The �-rays emitted from the NM 
may follow six possible paths within the NM sample and container as represented in Fig. (2). 
A flow chart of the program used for calculating the self-attenuation correction factor is 
presented in Fig. (3). The input parameters for the program are: the sample height and 
diameter, the detector radius, center-of- sample to detector distance, container thickness (wall, 
upper base and lower base), and the linear attenuation coefficients for sample and container 
materials. The program then calculates the coordinate limits of the sample with respect to 
detector within which it starts to generate random histories. 
 
3. RESULTS AND DISCUSSION 
 
The calculations for estimating the self-attenuation correction factor was performed for a 
cylindrical sample configuration of radius 1.5 cm and with three different heights (1, 3 and 5 
cm), and detector radius of 0.5 cm. Figures 4, 5 and 6 show the variation of F values with the 
source-to-detector distance for four different values of the linear attenuation coefficient of the 
sample material in comparison with values obtained using two dimensional Parker's model. 
(Points represent the results of the present work and solid curves represent results obtained 
using Parker’s model). It is clear from the three Figures that for specific sample and detector 
radii and linear attenuation coefficient of sample material, the values of F calculated by the 
two methods are in good agreement at relatively large sample-to-detector distances with 
differences of less than 0.5%.  
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FIG. 1. Sketch of the calculational geometry. 


 
 
 


 
FIG. 2.  Possible paths of �-rays emitted from NM sample and fall upon detector surface. 


 
 
In Parker’s model it was assumed that if the sample height is less than or equal to the sample 
diameter and if the distance from the detector to the sample center is at least several times the 
sample diameter, then a simple model consisting of a point detector at a certain distance from 
a cylindrical sample of certain radius and zero height can be used. Then the agreement of the 
two methods becomes closer as the detector radius and sample height become smaller. This is 
clear from Figs. 4, 5 and 6. 
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FIG. 3. Flow chart of the program used for self-attenuation correction factor estimation. 
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FIG. 4. Self-attenuation correction factor versus sample-to-detector  
distance for different sample linear attenuation coefficients and 1 cm 
sample height. 


 
 
 


 
  FIG. 5. Self-attenuation correction factor versus sample-to-detector  


distance for different sample linear attenuation coefficients and 3 cm 
sample height. 
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FIG. 6. Self-attenuation correction factor versus sample-to-detector  
distance for different sample linear attenuation coefficients and 5 cm 
sample height. 


 
 
Moreover, as the source-to-detector distance decreases, gamma-rays from the sample body 
will fall on the detector with certain angles such that they may travel larger distances inside 
the sample body than that they would have been traveled if Parker’s model was used. This, in 
turn, reduces the probability that such gamma-rays would fall on the detector and then 
decrease the value of F. It explains the smaller F values estimated at small source-to-detector 
distances than those calculated using Parker’s model. 
 
The advantage of the present method is that it may reduce or eliminate the need for standard 
nuclear materials used for instrument calibration. Also, it could be used at any source-to-
detector distance and for any source and detector radii. On the other hand, the computational 
time consuming is the only disadvantage of the method. An average total relative standard 
deviation of about 5% and an average accuracy of better than 0.5% could be obtained using 
107 events for a calculation time of about 200 seconds on an Intel-PentiumII400 MHz 
processor. 
 
4. CONCLUSION 
 
The obtained results of the present work show that the self-attenuation correction factor for �-
rays emission from nuclear material could be estimated by means of the method of calculation 
developed in this investigation. The present results are in good agreement with other methods, 
Moreover, the method could be applied for any source-to-detector distance and for any source 
and detector dimensions. In conclusion, this work may be very useful for nuclear material 
verification and safeguards purposes - particularly - in cases when nuclear material standards 
are not available. 
Future development in the method would be of benefit for the applications in different types 
of nuclear materials and configurations. 
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SECURITY OF RADIOACTIVE SOURCES 
 
ABEL J. GONZÁLEZ 
Director, Division of Radiation and Waste Safety, 
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The adequate security of radioactive radiation sources, namely the prevention of 
unauthorized actions with radiation sources containing substantive amounts of 
radioactive substances, which are widely used in radiological medicine and in the 
industry, has become a subject of serious public concern after the devastating terrorist 
attacks of 11 September. People learned of the possibility of a so-called ‘dirty bomb’ 
– i.e. a radioactive source shrouded by a conventional explosive, built with 
malevolent intent and detonated in an exposed domain and causing widespread 
contamination and terror, although not necessarily casualties. Security of radioactive 
sources must ensure that their control is not relinquished and improperly acquired, 
thereby preventing these sources from going astray and causing harm to people and 
the environment, or from being diverted into malevolent acts (such as terrorism). This 
is not a simple issue: radioactive sources are abundant, their security is not stringent 
worldwide and a number of them have become orphan of any governmental 
regulatory control. 
 
Strengthening the security of radioactive sources is not a new issue for the IAEA, 
which has an international mandate in the protection against radiological situations 
caused by breaches in the security of radioactive sources. The IAEA is authorized by 
its Statute to establish pertinent international standards and to provide for their 
application at the request of a State and, jointly with other specialized agencies within 
the UN system, has set up international radiation protection and safety standards that 
include requirements on the security of radioactive sources. International security 
requirements are mandatory for IAEA operations but are not legally binding for 
Member States, which may however adopt them for use in their national regulations. 
For providing for the application of its international standards, the IAEA uses a 
variety of mechanisms – including the performance of peer-review appraisals of the 
security situation in a requesting State and the provision of technical co-operation and 
education and training. The IAEA has also a mandate in the implementation of 
relevant obligations undertaken by States through international ‘conventions’, notably 
the conventions of notification of radiological emergencies and of emergency 
assistance, which would be applicable should such crises occur. Following a decision 
of its General Conference (as a result of an international conference on security 
organized by the IAEA jointly with Interpol, the WCO and the EC at Dijon in 1998), 
the IAEA has been implementing an international Action Plan covering the security of 
radioactive sources. Among other relevant actions, a non-binding ‘Code of Conduct’ 
for Sates has been adopted. An international conference of national authorities 
regulating the security of radioactive sources, convened by the IAEA in Buenos Aires 
in 2000, recommended an updating and strengthening of the Action Plan. The overall 
strategy is to ensure that significant radioactive sources are localized, registered, 
secured and controlled through strengthened national security infrastructures. An 
IAEA technical co-operation Model Project for strengthening national regulatory 
infrastructures assists developing Member States in enhancing their radioactive source 
security. Following the recent terrorist attacks, the IAEA’s overall activities in this 
area are being reviewed taking account of the new security dimensions, namely: the 
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perpetrators’ intent to cause widespread panic and harm among civilian populations, 
their ability to use modern technology and their apparent suicidal approach. A number 
of new initiatives are being considered, such as making the Code of Conduct legally 
binding, appraising national compliance with security criteria, establishing an 
international marking system for significant radioactive sources, improving security 
through the physical characteristics of the sources, increasing monitoring at border 
crossings, and searching for “orphan” sources. Strengthening security in the transport 
of radioactive materials will high on the forthcoming agenda. Furthermore, the 
capacity of international emergency response, called for by the existing convention, 
will certainly be enhanced. 
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EFFORTS TO SAVE 244Pu IN MARK 18A TARGETS FOR USE IN INTERNATIONAL 
SAFEGUARDS MEASUREMENTS 
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U.S. Dept. of Energy, New Brunswick Laboratory, Argonne, IL, USA 
 
JOHN CAPPIS 
Los Alamos National Laboratory, Los Alamos, NM, USA 
 
STEPHANIE CLARKE, ROBERT WHITESEL 
National Nuclear Security Administration, Office of Arms Control and Nonproliferation, 
Washington, D.C. USA 
 


The Office of Arms Control and Nonproliferation and the Office of Security and Emergency 
Operations are working collaboratively to evaluate the disposition of a large quantity of the 244Pu 
isotope contained in 65 Mark 18A targets at the Savannah River Site (SRS).  244Pu is used as a 
standard reference material for plutonium analytical measurements required for both domestic 
and international safeguards.  244Pu is particularly valuable for high accuracy measurements of 
plutonium in small samples containing trace quantities of plutonium (environmental analysis) and 
for measurements of material through-put in bulk processing facilities handling large volumes of 
plutonium and plutonium-bearing materials. 


In October 2000, an assessment team was tasked by the U.S. Department of Energy (DOE) Under 
Secretary to evaluate pathways and costs for the chemical separation and isotopic enrichment of 
the 244Pu identified in the targets.  Even though the target materials have recently been designated 
as a National Resource, they are scheduled for waste disposal unless funds can be identified and 
assigned to the project.  Background information on the Mark 18A targets and a review of the 
assessment process are presented below to inform other organizations and governments of current 
efforts to examine potential disposition options and to solicit international cooperation for the 
extraction of the 244Pu.  


 


BACKGROUND 
The United States possesses the bulk of the world’s supply of the rare isotope 244Pu.  This isotope 
was produced by extremely long neutron irradiation of 242Pu in a high-flux reactor during 
experiments used primarily to create isotopes of medical interest.  In its separated enriched form, 
244Pu is regarded as the most accurate and desirable spike for safeguards, forensics, and 
environmental analysis of plutonium, allowing the simultaneous measurement of a sample for 
isotopic abundances and elemental concentration.  Such measurements are a critical component 
of Strengthened Safeguards protocols to verify undeclared activities and materials. 


Current supplies of enriched 244Pu are considered to be insufficient for long-term safeguards 
measurement activities.  Approximately 20 grams of 244Pu reside in the highly irradiated Mark 
18A targets.  The material in the targets must be chemically separated and isotopically enriched 
before the 244Pu can be used for safeguards analyses.  







The Mark 18A targets are presently slated for disposal by the U.S. DOE unless funds and 
resources can be identified for the separation of the 244Pu.  The cost may exceed several tens of 
millions of dollars, and the time available to secure this funding is limited.  A DOE/NNSA 
assessment team has been tasked to provide an options paper describing various recovery 
approaches and associated cost estimates and to contact other organizations and governments that 
also have an interest in retaining the 244Pu to determine whether they would be willing to 
collaborate in the process to retain the 244Pu material.   


 


REVIEW OF THE ASSESSMENT PROCESS 
At the direction of the DOE Nuclear Materials Council (NMC) in November 1999, the Office of 
Nuclear Energy, Science and Technology (NE) and the Office of Science (SC) conducted a 
review of the need for the various nuclides contained in the Mark 18A targets.  The Office of 
Environmental Management (EM) was concurrently tasked to assemble additional information 
regarding the costs, timing, risks and benefits of the various options for management of the Mark 
18A Am/Cm/Pu materials.  NE and SC concluded that “the Am/Cm at Savannah River (SR) 
cannot be economically processed, enriched, and sold by the Department of Energy for isotope 
sales nor is it needed for science.  The material is neither needed nor is retention economically 
justifiable from a programmatic perspective.” 


Based on an analysis provided by the New Brunswick Laboratory (NBL), the Office of Security 
and Emergency Operations (SO) subsequently informed the NMC that the United States would 
risk losing measurement capabilities that are essential for maintaining an active safeguards 
posture in current and future world affairs if the Mark 18A targets were to be disposed of without 
separation and recovery of the 244Pu and other high-Z isotopes.  SO indicated that no other 
isotopic material can perform the unique function of 244Pu in high accuracy measurements of 
plutonium for both safeguards and environmental analyses.  Accordingly, SO recommended that 
DOE retain the Mark 18A target materials, designate them as a National Resource, and fund the 
separation of 244Pu and other high-Z isotopes from the targets. 


The Office of Defense Nuclear Nonproliferation (NN) joined SO and took a lead role in the effort 
to provide information, as requested by the NMC, to justify keeping the 244Pu and to develop a 
path forward that offers the potential for accomplishing this goal.  NN and SO are reviewing 
multiple options, including the possibility of using new isotope production techniques. If 
separation and enrichment are assessed to be viable approaches, NN and SO will seek the 
requisite funding.  Among the options for management of the Mark 18A target materials are 
target preparation/vitrification in facilities at SRS, and separation and enrichment 
(electromagnetic and reactor-based) at Oak Ridge.  If funds cannot be obtained, then EM would 
proceed with a disposal alternative.  
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REDUCING THE THREAT OF NUCLEAR THEFT AND SABOTAGE 
 
M. Bunn,* G. Bunn** 
 
ABSTRACT 
The appalling events of September 11, 2001 require a major international initiative to 
strengthen security for such materials and facilities worldwide, and to put stringent security 
standards in place. This paper recommends a range of specific steps to upgrade security at 
individual facilities and strengthen national and international standards, with the goal of 
building a world in which all weapons-usable nuclear material is secure and accounted for, 
and all nuclear facilities secured from sabotage, with sufficient transparency that the 
international community can have confidence that this is the case. These steps will cost 
money, and accomplishing them will require sustained political leadership and 
reconsideration of a range of past policies and approaches.  But the costs and risks of failing 
to act are far higher than the costs of acting now. 
 
Introduction 
 
“The tragic terrorist attacks on the United States were a wake up call to us all. We can not 
be complacent. We have to and will increase our efforts on all fronts - from combating illicit 
trafficking to ensuring the protection of nuclear materials - from nuclear installation design 
to withstand attacks to improving how we respond to nuclear emergencies.” 


-- IAEA Director General Mohamed ElBaradei, September 21, 2001 
 
The appalling events of September 11, 2001 require a far-reaching new effort to strengthen 
security for such materials and facilities worldwide, and to put stringent security standards in 
place.  This is a global problem, requiring a global solution – but the best global solution may 
be a mosaic including national, bilateral, and multilateral pieces. 
 
The September attacks make clear that the threat of large, well-organized global terrorist 
groups bent on causing mass destruction is not hypothetical but real.  The attackers achieved 
horrifying destruction with box-cutters.  But there can be little doubt that if the attackers had 
had access to weapons of mass destruction, they would have used them, with even more 
horrifying results. Indeed, Osama bin Laden has called the acquisition of weapons of mass 
destruction a “religious duty,” and the subsequent anthrax attacks – clearly designed to spread 
fear and disrupt the U.S. media and government – may ultimately be linked to the September 
11 attackers.  There is evidence that bin Laden’s Al Qaida organization has been seeking 
nuclear, chemical, and biological weapons, including seeking to purchase stolen nuclear 
material from the former Soviet Union for use in nuclear explosives.1 
 
Ensuring that the technologies and materials of weapons of mass destruction – especially 
weapons-usable nuclear materials, whose acquisition is the most difficult part of making a 
nuclear bomb – do not fall into the hands of terrorist groups or hostile states must therefore be 
a central element of the coming global effort to prevent catastrophic terrorism.  At the same 
time, nuclear facilities and materials – along with a wide range of other especially hazardous 
facilities and materials – must be protected from mass-consequence sabotage.  Securing these 
materials and facilities must be a top priority on the international agenda – something that 
must be pursued at every opportunity, at every level of authority, until the job is done.  
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At the same time, the threats against which we must defend have to be fundamentally 
reconsidered.  On September 11, the threat revealed itself to be bigger, smarter, better 
organized, and more deadly than the threats most of the world’s security systems were 
designed to defend against.  We must ensure that our defensive response is every bit as 
intelligent and capable as the attackers of September 11. And we may have to rethink some of 
the approaches to nuclear energy that the world has been pursuing or contemplating. 
 
Fragile modern industrial societies present a wide range of targets for attacks that could cause 
mass destruction or mass disruption, many of which would be far easier to attack than nuclear 
weapons, materials, or facilities.  The attacks of September 11 make clear that terrorists need 
not rely on weapons of mass destruction to cause mass destruction.  Nevertheless, at the 
IAEA Safeguards Symposium, it is appropriate to focus on protection of nuclear assets. And 
given the horrifying consequences if a terrorist group did manage to acquire a nuclear 
explosive or destroy a nuclear power plant – or if nuclear weapons or fissile material to make 
them were to fall into the hands of a hostile state – every reasonable effort must be made to 
ensure that these materials and facilities are effectively secured.2 In the past, many scenarios 
with enormously high consequences were dismissed as too unlikely to contribute much to 
overall risk – but after September 11, many of these probability estimates will have to be 
revised. 
 
International Arms Control: Now More Than Ever 
 
This paper focuses on steps to strengthen security for nuclear material and facilities.  But the 
attacks of September 11 also clearly send the message that a broad range of other efforts to 
reduce the global threats posed by nuclear, chemical, and biological weapons, from nuclear 
arms reductions to strengthened export controls, must be redoubled.  Realistically, to be truly 
effective, a regime to keep weapons of mass destruction out of the hands of terrorists must be 
built on a solid structure of arms control and nonproliferation measures binding states to 
norms and rules of behavior, and to cooperative approaches to security problems.  In addition, 
arms control and nonproliferation agreements bind bureaucracies into implementing good  
practices, add strength to the arguments of domestic advocates of improved controls, and give 
governments more authority in regulating facility operators and private enterprises.  In the 
case of nuclear materials, the necessary regime would include a strengthened and adequately 
funded IAEA safeguards system, a verified cutoff in the production of fissile material for 
weapons, international verification of the removal of large quantities of fissile material from 
military stockpiles, and other measures.3 
 
Moreover, there is the issue of building political support among the non-nuclear-weapon 
states on whom most of the burdens and inconveniences of the nonproliferation regime fall.  
If the United States is not prepared to re-engage on multilateral arms control, including 
supporting measures that impose some constraints and inconveniences on its own forces and 
facilities, it is unlikely to be possible to build the needed support for an effective international 
regime to protect nuclear material and facilities from terrorists. In short, if we are to achieve 
the security we need, September 11 must bring an end to the period of U.S. unilateralism.  As 
President Bush’s father remarked on September 13, the terrorist attacks should “erase the 
concept that America can somehow go it alone in the fight against terrorism, or in anything 
else for that matter.”4 
 
The Threat of Nuclear Theft 
 
Limited access to fissile materials—the essential ingredients of nuclear weapons—is the 
principal technical barrier to nuclear proliferation in the world today.  Unfortunately, making 
at least crude nuclear explosives from such material, while difficult, is not as difficult as is 
often assumed: the possibility that a terrorist group as well-organized as the September 11 
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attackers could make at least a crude nuclear explosive if they acquired enough fissile 
material cannot be ruled out.  As the U.S. Department of Energy has officially warned:  


 
“Several kilograms of plutonium, or several times that amount of HEU, is 
enough to make a bomb.  With access to sufficient quantities of these materials, 
most nations and even some sub-national groups would be technically capable of 
producing a nuclear weapon…”5 


 
Acquisition of such material could shorten a proliferator’s bomb program from years to 
months or even weeks (if substantial prior preparations had been made).  The international 
community could be faced with a new threat with virtually no warning—and virtually no time 
to dissuade the proliferator from building a bomb.  Reactor-grade plutonium poses nearly as 
great a proliferation threat as weapons-grade plutonium, as crude nuclear explosives can be 
made from reactor-grade material with no greater technology or sophistication than would be 
required for making explosives from weapon-grade material, and sophisticated states can also 
make reliable, high-yield, light-weight nuclear weapons from reactor-grade material.6  
Unirradiated mixed materials such as uranium-plutonium mixed oxide (MOX) fuel pose only 
a modestly smaller threat, as any group capable of making a nuclear weapon from plutonium 
metal would likely be capable of accomplishing the less difficult task of separating plutonium 
from fresh MOX and reducing it to metal.7 
 
Those seeking to acquire nuclear material will go wherever it is easiest to steal, and buy it 
from anyone willing to sell – and the terrorists of September 11 have demonstrated global 
reach.  Hence, vulnerable weapons-usable nuclear material anywhere is a threat to everyone 
everywhere. While security for nuclear material has traditionally been seen as a solely 
national responsibility, the international community has an overwhelming interest in seeing 
that all such material is secure and accounted for. 
 
Global stockpiles of such material are large and widespread.  A decade after the end of the 
Cold War, there are still some 30,000 nuclear weapons in the world (more than 95% of them 
in the U.S. and Russian arsenals).  The world’s stockpiles of separated plutonium and highly 
enriched uranium (HEU), the essential ingredients of nuclear weapons, are estimated to 
include some 450 tons of military and civilian separated plutonium, and over 1700 tons of 
HEU.8  These stockpiles, both military and civilian, are overwhelmingly concentrated in the 
five nuclear weapon states acknowledged by the Nonproliferation Treaty (NPT), but enough 
plutonium for many nuclear weapons also exists in India, Israel, Belgium, Germany, Japan, 
and Switzerland. 9 In addition, as of estimates made in 2000, a total of more than 2,772 
kilograms of civilian HEU existed in research reactors in 43 countries, sometimes in 
quantities large enough to make a bomb.10 
 
Most of these weapons and materials are reasonably well secured and accounted for. But this 
is by no means universally the case.  Levels of security and accounting for both the military 
and civilian material vary widely, with no binding international standards in place.  Some 
weapons-usable material is dangerously insecure and so poorly accounted for that if it were 
stolen, no one might ever know. 
 
Today, the problem is most acute in the former Soviet Union, where the collapse of the Soviet 
state left a security system designed for a closed society with closed borders, well-paid 
nuclear workers, and everyone under close surveillance by the KGB facing a new world it 
was never designed to address.11  Nuclear weapons, which are large and readily accountable 
objects, remain under high levels of security – though even there, scarce resources for 
maintaining security systems and paying nuclear guards raise grounds for concern.  For 
nuclear material, the problem is more urgent.  Many nuclear facilities in Russia have no 
detector at the door that would set off an alarm if some one were carrying plutonium out in a 
briefcase, and no security cameras where the plutonium is stored.  Nuclear workers and 
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guards protecting material worth millions of dollars are paid $200 a month.  As a result, there 
have been a number of confirmed cases of theft of kilogram quantities of weapons-usable 
material in the former Soviet Union.  Russian officials have confirmed that as recently as 
1998, there was an insider conspiracy at one of Russia’s largest nuclear weapons facilities to 
steal 18.5 kilograms of HEU – one that was stopped before the material actually left the 
gates.12  These are the conditions that led a distinguished U.S. bipartisan panel to warn, earlier 
this year, that “the most urgent unmet national security threat to the United States today is the 
danger that weapons of mass destruction or weapons-usable material in Russia could be stolen 
and sold to terrorists or hostile nation states.”13 
 
The problem of insecure nuclear material, however, is by no means limited to the former 
Soviet Union.  Many analysts have expressed concern that the current anti-terrorist campaign 
could create instabilities in South Asia that could put nuclear stockpiles and facilities at risk. 
In the United States itself, which has among the toughest physical protection regulations in 
the world, there have been repeated scandals going back decades over inadequate security for 
weapons-usable nuclear material.14  In countries around the world, there are research facilities 
with fresh HEU fuel that simply do not have the resources to sustain effective security for this 
material over the long haul.  The problem was highlighted by the 19.9% enriched uranium 
seized in 1998 from criminals trying to sell it in Italy, which appears to have been stolen from 
a research reactor in the Congo, and by the HEU (66% U-235) recently seized in Colombia, 
whose origin at this writing remains unknown.15  Theft of insecure HEU and plutonium, in 
short, is not a hypothetical worry: it is an ongoing reality, not only from the former Soviet 
Union but from other states as well. 
 
At the same time, tens of thousands of people worldwide have critical knowledge related to 
the manufacture of nuclear weapons and their essential ingredients, which must be controlled, 
and many thousands of these are seriously underemployed and underpaid, creating serious 
proliferation risks.  In 1998, for example, a weapons expert from one of Russia’s premier 
nuclear weapons laboratories was arrested on charges of spying for Iraq and Afghanistan – in 
this case on advanced conventional weapons.16  In October, 2000, an official of Russia’s 
Security Council confirmed that Russia had blocked a Taliban effort to recruit a former Soviet 
nuclear expert from a Central Asian state.17 A knowledgeable expert from a major state 
weapons of mass destruction program could substantially accelerate a proliferator’s weapons 
of mass destruction program, or make it possible for a terrorist group to achieve a nuclear, 
chemical, or biological capability that would otherwise be beyond their reach. 
 
The Threat of Nuclear Sabotage or Radiological Dispersal 
 
A range of means is available by which terrorists might seek to disperse radioactive 
contamination – with the goal either of causing mass fatalities or simply provoking fear and 
economic disruption.  The recent anthrax incidents in the United States demonstrate 
graphically the fear and consternation that unconventional terrorism can cause even if few 
people are killed or injured. 
 
By far the most potentially devastating radiological attack (but also the most difficult to 
accomplish) would be to sabotage a nuclear power plant or spent fuel pond – both of which 
have huge concentrations of intensely radioactive material, and possible scenarios for 
generating the nuclear or chemical energy needed for dispersing it widely.18 Studies 
sponsored by the U.S. Nuclear Regulatory Commission (NRC) have projected, in a worst 
case, over a hundred thousand deaths from a beyond design-basis accident, as might be 
caused by successful sabotage.19  Unlike many other hazardous industrial facilities, nuclear 
power plants in most countries are protected by containment vessels several feet thick, are 
equipped with redundant safety systems, and are protected by armed guards and other security 
systems.  To cause a core meltdown and disperse a substantial fraction of the radioactive 
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material into the atmosphere would require defeating the plant’s security systems and 
destroying or disabling multiple safety systems simultaneously.  
 
Unfortunately, a variety of terrorist attack and insider sabotage scenarios raise at least the 
possibility of overcoming these redundant safety features and causing a catastrophic release.  
And nuclear plants have been the subject of some terrorist interest: threats or attempts to blow 
up or penetrate nuclear reactors have been reported already in Argentina, Russia, Lithuania, 
Western Europe, South Africa, and South Korea.20  In the United States, the NRC requires 
that nuclear power plants have armed guard forces and a variety of barriers capable of 
protecting the plants from a small group of well-armed and well-trained terrorists, possibly 
working with one insider at the plant; since 1994, the plants have also been required to be 
protected against truck bombs (though there is ongoing debate as to whether currently 
required protections are sufficient, as a 1984 Sandia National Laboratory study concluded that 
large truck bombs could potentially cause unacceptable damage to critical safety systems even 
if detonated outside the protected area of most plants).21 
 
Roughly half the U.S. commercial nuclear power plants have failed tests involving a threat of 
the kind specified in the regulations (typically involving only a few attackers, and an insider 
involved only in providing information) – where failure means that the test attackers would 
have been able to destroy critical safety systems.22  After such tests, security upgrades are 
undertaken to correct identified deficiencies. 
 
As with security for nuclear material, there appear to be wide variations in national practices 
with respect to security for nuclear facilities. A survey of information on physical protection 
provided at a Stanford and an IAEA conference in 1997 showed great variation in practices 
from country to country: some countries did not even explicitly identify terrorism or sabotage 
among the threats their systems were designed to defend against.23   In Japan and several other 
countries, for example, there are no armed guard forces at nuclear facilities – even facilities 
with enough plutonium for scores of nuclear weapons.  Reliance is placed instead on 
technological barriers to delay potential intruders, and armed police 10-15 minutes away. 
(Security is particularly crucial for early-generation Soviet-designed reactors, which do not 
have Western-style containment vessels or the same level of redundant safety systems, and 
are hence particularly vulnerable to catastrophic sabotage.  High priority should be placed on 
ensuring effective and sustainable security for all of these plants against both insider and 
outsider threats.)  Overall, internationally required standards, accompanied by an effective 
and well-financed effort to assist countries in meeting them, could do much to reduce the 
differences in practices and improve national standards. 
 
In addition to power plants, spent fuel storage and processing facilities are another target 
whose destruction could conceivably lead to catastrophic releases.  A recent NRC study 
concluded that an accident at a spent fuel pool that led to a loss of the cooling water could, if 
the fuel temperature reached over 900o C, lead to a zirconium fire that could disperse a large 
fraction of the cesium and other potentially volatile radionuclides into the surrounding 
atmosphere.24  The large spent fuel pools at reprocessing plants pose a particular concern in 
this regard.25  In the case of dry cask stores, while it is certainly possible to imagine scenarios 
in which one or more casks might be destroyed, the prospects for mobilizing large quantities 
of radionuclides into the atmosphere seem much more limited.  Spent fuel transports are 
another potential target for sabotage, which must be well-secured – including against anti-tank 
weapons, which are widely distributed throughout the world, and surely available to groups 
such as the September 11 attackers.26 
 
Military facilities are another potential target – though often one equipped with even higher 
security.  An attack on a warhead facility that succeeded in setting off the conventional 
explosives of a weapon and scattering plutonium, or an attack on a facility with large numbers 
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of plutonium metal components that succeeded in setting some of them afire, could have 
serious consequences. 
 
Other forms of nuclear terrorism have the potential to cause enormous fear and disruption, 
given the public fear of anything “radioactive,” and could result in large economic and 
cleanup costs, but would not be likely to result in large numbers of fatalities. Sabotage of 
most research reactors or uranium processing facilities, for example, would lead to few if any 
fatalities, because of their relatively modest inventories of toxic radionuclides, and the lack of 
plausible accident sequences for mobilizing those materials into the atmosphere. Similarly, 
although there are many lurid press accounts of the possibility of radiological “dirty bombs,” 
there are few detailed analyses of this issue in the unclassified literature.  From the 
information that is available, it seems clear that it would be very difficult for terrorists to 
cause large numbers of fatalities by this means.27  Dispersal of material from radiation sources 
from hospitals or industry would not be sufficient to cause hundreds or thousands of deaths. 
Such weapons have already been the subject of active interest by terrorists – most notably 
when Chechen terrorists planted radioactive cesium in a popular Moscow park as a warning 
of what they could do in the future.28 More analysis of the likely impact of terrorist use of 
different types of radiological materials, and of the accessibility of these materials and means 
to reduce it, is clearly needed.  In the remainder of this paper, we will refer to those nuclear 
facilities whose successful sabotage could lead to catastrophic consequences as “high-
consequence” nuclear facilities. 
 
Current International Cooperative Efforts to Improve Security, Strengthen Standards 
 
In recent years, there have been substantial international cooperative efforts both to upgrade 
the security of specific facilities around the world and to put more effective security 
recommendations and standards in place.  The United States has spent hundreds of millions of 
dollars on cooperative efforts with the states of the former Soviet Union to modernize 
material protection, control, and accounting (MPC&A) systems at dozens of sites throughout 
the former Soviet states, and expects to spend more than a billion and a half more by the time 
the program is completed.  Other states have contributed to this effort as well.  Substantial 
international cooperation has also focused on improving capabilities to monitor, analyze, and 
interdict nuclear smuggling. The IAEA has established a physical protection advisory service, 
which offers international expert peer reviews and coordinates donor state assistance for 
upgrading physical protection, at the request of member states.  Through that mechanism and 
others, significant physical protection upgrades have been accomplished in several states 
outside the former Soviet Union as well.  In the area of nuclear material accounting and 
control, every non-nuclear weapon-state under the NPT (as well as Britain and France, the 
nuclear weapon states safeguarded by EURATOM) must submit its nuclear material and 
accounts to international inspection, which creates a multilateral discipline that is absent in 
the other nuclear weapon states.  


In the area of standards and recommendations, a substantial revision of the IAEA’s 
recommendations on physical protection was completed in 1999 (INFCIRC 225/Rev. 4).  
New initiatives have been undertaken to provide assistance to states in developing 
design-basis threats for their physical protection systems, and to expand international 
physical protection training.  In the wake of the September 11 attacks, the IAEA General 
Conference unanimously endorsed 12 physical protection principles developed by an 
experts’ group. 
 
Today, there is no treaty requiring countries using weapons-usable material to protect it from 
being stolen, or requiring that high-consequence nuclear facilities be protected from sabotage.  
The only treaty in this area is the Convention on the Physical Protection of Nuclear Material 
of 1980, which calls for physical protection measures only for material in international 
transport (or storage incidental to such transport); its requirements to do not apply to material 
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in domestic use, storage and transport. Furthermore, its protection requirements are against 
theft of nuclear material;  there are no added requirements to deal with sabotage attacks on 
nuclear facilities. Moreover, the Convention’s  protection requirements are very general and 
non-specific.29  It  includes no mechanisms for verification, or even voluntary reports on, or 
peer review of, physical protection practices.  Such measures could build international 
confidence that states were adequately protecting their nuclear material and facilities.  In 
1998, the United States proposed that the Convention be amended to (a) extend its coverage 
to civilian nuclear material in domestic storage, use, and transport; (b) require that at a 
minimum, states provide levels of protection comparable to those recommended in INFCIRC 
225; and (c) require that states provide reports on their physical protection arrangements every 
five years, to be discussed at international conferences that would also take place every five 
years.30  IAEA staff outlined additional possibilities, including provisions for protecting 
against sabotage of facilities as well as theft of materials, and extending the convention’s 
coverage to protection of military as well as civilian nuclear material. 
 
The IAEA Director General then convened an experts’ meeting, which, after some initial 
disagreement, recommended drafting an amendment to the Convention extending its coverage 
to civilian nuclear material in domestic use, storage, and transport; adding a requirement to 
protect against sabotage of nuclear facilities as well as theft of nuclear material; stating 12 
fundamental principles for physical protection that parties should follow; and including some 
additional issues related to confidentiality and national responsibility.  The experts’ report and 
the Director-General’s decision to convene a group of experts to draft a proposed amendment 
to the Convention were welcomed by the September 2001 IAEA Board of Governors and 
General Conference meetings, and the Board endorsed the fundamental principles for physical 
protection recommended by the experts.  The draft amendment, when completed, will be 
reviewed by the Convention parties, a majority of whom must agree to convene an 
amendment conference; then, two-third of the parties must approve the amendment before it 
can enter into force. 31 
 
The experts’ group, however, opposed including any requirement that states prepare any form 
of reports on their physical protection arrangements and regulations; any mechanism for 
international peer review of such arrangements; any reference to the much more detailed 
IAEA physical protection recommendations, even a requirement to give them “due 
consideration” or take them “into account”; and any extension of the convention to material in 
military use.  In our view, in the aftermath of September 11, the experts’ pre-September 11 
caution in these areas – perhaps reflecting in significant part a desire to minimize the costs 
and inconvenience of any new security measures – should be fundamentally reconsidered.  
Where there are legitimate concerns in these areas, means can be found to address them.   
 
The Vision: A World of Secure Materials and Facilities 
 
In the aftermath of September 11, our vision must be of a world in which: 
�� Every nuclear weapon and all weapons-usable nuclear material worldwide is secure and 


accounted for, to stringent standards; 
�� All high-consequence nuclear facilities (and high-consequence material transports) are 


secure from both insider and outsider sabotage and attack;  
�� Effective measures are put in place to interdict nuclear smuggling; 
�� There is sufficient transparency to give the international community confidence these 


steps have been undertaken. 
 
Of course, it is not possible to defend every facility against every imaginable threat.  Society 
has other things to secure besides nuclear material and facilities, and other things to expend its 
resources on besides security.  The debate over “how much is enough?” is crucial, and has 
only just begun.  While there are clearly a wide range of aspects of security for nuclear 
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materials and facilities that must be kept secret, it is our belief that this is a debate that must 
be as open and transparent as is possible, allowing a well-informed public to make judgments 
as to how much it believes should be spent to reduce the risks, and what remaining risks are 
acceptable.  In the United States, for example, while some have complained that the NRC’s 
physical protection regulations are not strong enough, they are published in some detail, 
making them available for public discussion and debate32 – which is not the case in many 
other countries. 
 
In our judgment, the stakes justify a significant investment in improving security worldwide.  
Given that proliferating states have been willing to spend billions of dollars on their efforts to 
produce fissile material—and given that a single bomb could threaten tens of thousands of 
lives—the level of effort devoted to securing and accounting for stocks of even a few 
kilograms of fissile material should be even higher than that devoted to protecting stores of 
millions of dollars worth of cash, gold, or diamonds.  This is manifestly not the case at many 
facilities in many countries today.  Indeed, a strong case can be made that the essential 
ingredients of nuclear weapons should be protected roughly as rigorously as nuclear weapons 
themselves are, as a committee of the U.S. National Academy of Sciences recommended in 
1994.33 As the DOE regulations on physical protection put it, “use of weapons of mass 
destruction by a terrorist(s) could have consequences so grave as to demand the highest 
reasonably attainable standard of security.”34  Similarly, for nuclear facilities where successful 
sabotage could threaten tens of thousands of lives, very high levels of security are called for.  
Ultimately, the levels of security provided should be such that even large and highly capable 
terrorist groups bent on causing mass destruction could more easily cause comparable 
numbers of casualties by other means. 
 
While every threat cannot be defended against, substantial security improvements could be 
made for costs that would be quite small when judged against what societies routinely spend 
for military security, or when judged as a percentage of  the cost of nuclear-generated 
electricity.  Safeguards and security today are a very small contribution to nuclear costs: to 
take one example, even at the THORP reprocessing plant, one of the most sensitive civilian 
nuclear facilities in the world, capital cost was over $5 billion in current dollars, annual 
operating costs are nearly $500 million – but security costs for all the plutonium operations 
for THORP and other facilities at the Sellafield site are estimated by BNFL at $15 million per 
year.35 
 
Priority One: Implementing Security Upgrades 
 
 Below, we provide a range of specific suggestions for action in the wake of the 
September 11 attacks, grouped into two main categories – direct steps to implement security 
upgrades at specific facilities and to interdict nuclear smuggling, and steps to strengthen 
national and international security standards.  
�������� Every state with weapons-usable nuclear materials or high-consequence nuclear 


facilities should urgently assess its security arrangements and regulations in light of 
the magnitude of the threat demonstrated on September 11, and upgrade them where 
necessary.  Every such state should also review its organizational arrangements, to 
ensure that lines of authority and approaches to coordination for the different aspects 
of nuclear security are clear, and those in charge have adequate authority and 
resources.   If technical assistance is needed to perform security reviews, the state 
should request that the IAEA help organize such help – and if the state does not have 
adequate resources to carry out needed upgrades, it should request that the IAEA 
organize assistance.  Where nuclear material cannot be effectively and sustainably 
secured in place, it should be consolidated at secure facilities.   


�������� Working with Russia, the United States should launch a new initiative to control and 
secure weapons of mass destruction in both their countries and worldwide.  The 
September 11 attacks have created a security moment as unique as the collapse of the 
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Soviet Union, justifying a new initiative on the scale of the Nunn-Lugar initiative 
launched at that time.  As recommended in the Baker-Cutler report of January 2001, 
the United States should (a) work with Russia to develop a strategic plan “to secure 
and/or neutralize in the next eight to ten years all nuclear weapons-usable material 
located in Russia, and to prevent the outflow from Russia of scientific expertise that 
could be used for nuclear or other weapons of mass destruction”; (b) appoint a senior 
official to manage the many programs involved; and (c) appropriate approximately $1 
billion to implement the plan. This could come from the $40 billion authorized by 
Congress for responding to the September 11 attacks to this accelerated WMD control 
effort. 


�������� In particular, as part of such an initiative, the United States and Russia should 
drastically accelerate their joint cooperation to improve material protection, control, 
and accounting (MPC&A).  Other states should substantially increase their 
contributions to this effort as well.  This would include: (a) substantially increased 
funding (to a U.S. budget in the range of $250 million for fiscal year 2002, for 
example); (b) joint U.S.-Russian development of a strategic plan to complete the 
needed upgrades as rapidly as the job can be accomplished, but certainly in no more 
than 8-10 years; (c) high-level Russian commitment to sustain effective security and 
accounting after U.S. and international assistance phases out in the future, with a 
working group established to work out specific measures and commitments for 
sustainability; (d) agreement on a drastically expanded and accelerated effort to 
consolidate nuclear material in fewer buildings and facilities, including providing 
comprehensive incentives to facility managers to give up their material; (e) agreement 
on a “rapid accounting” initiative, in which all nuclear weapons and weapons-usable 
materials would be identified, tagged, and sealed very rapidly, with the more 
laborious process of actual measurement of the nuclear material (likely to take years) 
following behind;36 (f) rapid agreement on measures to sweep aside the disputes over 
access and assurances to ensure that U.S.-funded upgrades at sensitive facilities are 
implemented appropriately, which have delayed progress; and (g) a greatly increased 
focus on achieving security that can be and will be sustained after initial upgrades are 
complete, including strengthened MPC&A regulation and a wide range of other 
measures related to resources, organizations, and incentives to sustain MPC&A.37  
The scope of these efforts should be expanded to include physical protection 
assistance needed to prevent catastrophic sabotage, as well as theft of nuclear 
material. 


�������� As additional elements of such an initiative, the United States and Russia should also 
accelerate their other cooperative programs designed to secure, monitor, and reduce 
stockpiles of nuclear weapons, plutonium, and HEU; downsize nuclear complexes 
and re-employ nuclear weapons and materials experts; interdict nuclear smuggling; 
and control sensitive nuclear exports.  Here, too, other states should substantially 
expand their contributions.  This would include, for example, measures to accelerate 
the blend-down of highly enriched uranium, and to place excess weapons plutonium 
under international verification (ideally designed to allow real-time monitoring of the 
material’s status) and transform this plutonium into forms no more usable in nuclear 
weapons than commercial spent fuel.38 Where such efforts have run into substantial 
obstacles from lack of funding, political leadership, or cooperation (as in the case of 
disposition of excess plutonium, for example) intensive efforts should be made to 
overcome these obstacles. 


�������� The United States and other major nuclear states should also provide substantial 
funding – at least several tens of millions of dollars for the coming year – to finance 
MPC&A upgrades and assistance for sustaining high levels of security in other 
countries around the world – focused both on securing nuclear material and on 
preventing sabotage.  These could be carried out both through bilateral arrangements 
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and through the IAEA, but in any case should be coordinated with the IAEA serving 
as a central clearinghouse for information. 


�������� States that have so far had no armed guards at their nuclear facilities (such as Japan) 
should reconsider, and develop culturally appropriate approaches to deploying armed 
security personnel at each nuclear facility with weapons-usable nuclear material or 
whose sabotage could cause a major catastrophe. (Japan is already actively debating 
whether its Self Defense Forces should be given a role, along with the police, in 
defending nuclear power plants.)39 


�������� The United States and other major nuclear states should finance a drastic increase in 
physical protection training around the world, as recommended in the final report of 
the IAEA-convened experts group.  This training should include not only technical 
training, but discussion of the crucial role of such security in preventing the spread of 
nuclear weapons and stopping nuclear terrorism.  Effective training is crucial to 
improving security and assuring that improvements are sustained over time.40 


�������� The budget and personnel available to the IAEA’s physical protection programs 
should be drastically increased, making it possible to carry out a much larger number 
of missions to help member states improve security measures, and to provide more 
effective follow-up to such missions.  At a minimum, the available resources should 
be increased two to three times. 


�������� International cooperative efforts to reduce the number of sites around the world where 
HEU and separated plutonium are stored should be drastically expanded.  The 
budgets available for converting HEU-fueled research reactors to low-enriched 
uranium (LEU), taking back fresh and spent research reactor fuel to the country of 
origin, and developing new higher-density fuels should be substantially increased, so 
that these efforts can be accelerated – including particularly Russian take-back of 
Soviet-supplied HEU from vulnerable sites around the world.  Efforts to reduce the 
size of these stockpiles – including bringing plutonium supply and demand into 
balance and reducing the existing stocks of civilian separated plutonium – should also 
be increased. 


�������� Every state with weapons-usable nuclear materials should review, and strengthen as 
necessary, the accuracy and effectiveness of its state system of accounting and control 
– as control and accounting systems are an important part of preventing and detecting 
insider theft.  Non-nuclear-weapon states party to the NPT already have state control 
and accounting systems reviewed by the IAEA, as it implements safeguards.  The 
nuclear weapon states should each undertake a “self-audit,” identifying the quantities 
and locations of all of its weapons-usable nuclear material, and matching these to 
historical production and use (comparable to the audit the United States undertook as 
part of its Openness Initiative).41 


�������� Firms in the nuclear industry should drop their opposition to more stringent security 
standards; this opposition is “penny wise and pound foolish.”  While increased 
security measures will cost money, successful theft of nuclear material for a nuclear 
weapons program, or successful catastrophic sabotage of a nuclear power plant, 
would be a gigantic disaster for the nuclear industry in all countries, wherever it 
occurred. For the same reason, the nuclear industry would be well-advised to add 
their voices and lobbying muscle to efforts to convince governments to allocate funds 
to upgrading security wherever that is needed. 


�������� The nuclear industry should establish a cooperative industry organization focused on 
improving security standards worldwide through peer review and assistance, 
comparable to the role the World Association of Nuclear Operators (WANO) has 
played in improving nuclear safety. 


�������� All relevant states should undertake dramatically increased efforts to interdict nuclear 
smuggling and control sensitive nuclear exports, including: (a) far-reaching sharing of 
intelligence and law-enforcement information; (b) ensuring that every relevant state 
has at least a small unit of the national police trained and equipped to deal with 
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nuclear smuggling, and other law-enforcement and border-control units are trained to 
contact them as appropriate; (c) ensuring that every relevant country has a unit of its 
national intelligence service focused on, trained to deal with, and cooperating with 
other states on, the nuclear smuggling and illicit export threats; (d) providing 
equipment and training for detection at key border crossings, airports, ports, and at 
potential key nodes within countries as well (e.g., major highways near nuclear 
facilities, train stations in Moscow); and (e) substantially improving international 
nuclear forensics capabilities to examine seized samples and determine their origin. 


�������� The United States, the countries of the European Union, Japan, and other states 
should increase their assistance for measures to assist the states of the former Soviet 
Union in re-employing weapons of mass destruction experts, downsizing the WMD 
complexes, and strengthening controls on exports and transfers of sensitive 
technologies. 


 
Priority Two: Strengthening National and International Standards 
 
In addition to immediate upgrades, strengthened standards are needed if security is to be 
improved consistently worldwide and sustained over the long haul.  National standards and 
regulations need to be strengthened in many cases to ensure that facilities have security in 
place that will meet current threats; international recommendations and agreements should be 
strengthened, to help ensure that states around the world provide effective security for their 
materials and facilities, and to give advocates of increased security within individual states the 
arguments they need; and, within the limits of necessary secrecy, transparency needs to be 
increased, to give the international community confidence that needed security measures are 
being taken, to identify the facilities most in need of further improvement, and to support 
informed public debate on what next steps are needed. 
 
 National Standards and Regulations 
�������� Every state with weapons-usable nuclear material or high-consequence nuclear 


facilities should move urgently to put in place effective national security standards 
and regulation (including clear regulations, strong and independent regulators, 
appropriate inspection programs, and effective enforcement) reflecting the threat as 
perceived after September 11 – at a minimum offering a level of security comparable 
to that recommended in INFCIRC 225/Rev. 4, and with the physical protection 
principles adopted at the September, 2001 IAEA General Conference. 


�������� Every state with weapons-usable nuclear material or high-consequence nuclear 
facilities should incorporate design basis threats into its regulations (while 
maintaining confidentiality as necessary). These threats should take into account the 
global reach of terrorist organizations such as that which struck on Sept. 11 (see 
discussion below).  At a minimum, it is difficult to argue that there is any country 
with major nuclear facilities where an attack by a small group of well-armed, well-
trained terrorists, making use of a vehicle and explosives, and possibly with the 
assistance of one insider, is not a plausible threat against which security systems 
should be prepared to defend. 


�������� These national standards and regulations should include regular, realistic, independent 
testing of the performance of security systems in defeating intelligent, well-trained 
insider and outsider efforts to overcome them.  The IAEA’s physical protection 
advisory service should be expanded to include helping countries to carry out such 
tests and establish such domestic testing programs.  In the United States, which 
already has regular performance-testing programs in place, the performance-testing 
program run by the Nuclear Regulatory Commission should not be transferred to 
industry to manage, as this could reduce the testers’ incentives to identify weaknesses 
requiring correction. 







 


 


12


 


�������� Every relevant country should put in place strong legal and regulatory frameworks to 
deal with the problem of theft and illicit trafficking in nuclear material.  In particular, 
given the immense potential consequences, states should modify their laws to make 
the penalties for theft or unauthorized possession or transfer of plutonium or HEU, or 
major sabotage of a high-consequence nuclear facility, comparable to those for 
murder or treason. 


 
International Recommendations and Agreements 


�������� Every state with weapons-usable nuclear material or high-consequence nuclear 
facilities that has not already done so should sign and ratify the Convention on the 
Physical Protection of Nuclear Material. 


�������� Every state with weapons-usable nuclear material or high-consequence nuclear 
facilities should voluntarily commit to provide security for its facilities comparable to 
or better than that recommended in INFCIRC 225/Rev. 4.  Major wealthy nuclear 
states such as the United States, France, the United Kingdom, Japan, and Germany 
should join in making a politically binding commitment that they will provide the 
levels of security recommended in INFCIRC 225/Rev. 4 for all their nuclear material 
and facilities, military and civilian; that they will report to the IAEA on their 
regulations and procedures; that they will allow managed peer review of physical 
protection at selected facilities; and that they will encourage other states to make 
comparable commitments (including requiring that foreign facilities that they supply 
or contract with demonstrate that they are meeting the INFCIRC 225/Rev. 4 
recommendations).  The United States, in particular, should extract itself from the 
embarrassing position of opposing its own previous proposal to create an obligation 
to meet INFCIRC 225 standards by investing the resources necessary to bring its own 
facilities up to these standards and working to convince other states to do likewise.42 


�������� A new review of INFCIRC 225 should be initiated, to make whatever modifications 
are necessary given the new understanding of the threat in the aftermath of September 
11.43 


�������� The Convention on Physical Protection of Nuclear Material should be amended as 
rapidly as practicable, to expand its coverage to domestic material and make the other 
improvements recommended by the experts’ group. 


�������� At the same time, in the aftermath of September 11, some of the experts’ group’s 
conclusions should be reversed.  Parties to the convention should work to build 
support for an amendment that would include: (a) an obligation to provide levels of 
security comparable to those recommended in INFCIRC 225 (with an option to 
provide reports explaining how measures that differed in some respects from the 
recommendations offered a comparable level of security); (b) coverage of materials in 
military as well as civilian stockpiles (which should not, in principle, be a problem 
since the convention calls for no inspections); and (c) an obligation to report to the 
IAEA on the national legislation and regulations put in place to meet the 
amendment’s requirements (as the convention already requires for its requirements to 
pass legislation relating to legal jurisdiction over nuclear theft), and to report to the 
IAEA every few years on overall physical protection arrangements within that state. 
Means can readily be found to address states’ legitimate concerns over committing 
themselves to abide by recommendations that may change in the future (such as the 
initial U.S. proposal that no state would be required to abide by any changes from the 
initial requirements until that state itself had accepted the changes). 


�������� The effort to negotiate a nuclear terrorism convention should be revived.  In the 
aftermath of September 11, this convention is not the forum for the non-nuclear-
weapon states to insist on the desirable goal of a legally binding no-first-use 
commitment from the weapon states (the issue that had previously blocked 
agreement).  The previously drafted text should be reviewed and modified to ensure 
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that it includes all the provisions that now seem most important to contribute to the 
international struggle to prevent nuclear terrorism.  


�������� Every nuclear supplier state should undertake steps to examine whether security in its 
recipient states is adequate, and if not, work with the recipient states to ensure that 
effective and sustainable security measures and regulations are put in place, including 
providing assistance where needed.  The Nuclear Suppliers’ Group should adopt more 
stringent requirements prohibiting exports to countries that do not provide levels of 
security comparable to those called for in INFCIRC 225/Rev. 4.  Either peer reviews 
by the supplier state or international peer reviews organized by the IAEA could be 
used to confirm that such requirements were being met. 


�������� Major nuclear states should adopt a policy that their governments and firms will not 
enter into contracts with nuclear facilities that fail to provide effective security and 
accounting for their nuclear material – making this part of the “price of admission” 
for doing business in the major nuclear markets.  


�������� Major nuclear states should place the issue of adequate security for nuclear materials 
and facilities high on the diplomatic agenda, giving it a prominence comparable to 
enforcing effective export controls and accepting safeguards on all civilian facilities. 


  
Transparency 


�������� Every state with weapons-usable nuclear material or high-consequence nuclear 
facilities should take care to keep confidential details of its physical protection 
arrangements that would be useful to terrorists seeking to overcome them. 


�������� At the same time, sufficient information should be made available to enable informed 
public debate and build public and international confidence that sufficient steps are 
being taken.  


�������� Every state with weapons-usable nuclear material or high-consequence nuclear 
facilities should voluntarily report to the IAEA on the steps it has taken to strengthen 
security and put in place effective national regulations.  Major nuclear states should 
take the lead in taking particularly stringent measures and being among the first to 
report them to the IAEA. 


�������� Voluntary peer reviews of physical protection arrangements, such as have been 
organized in recent years by the IAEA’s International Physical Protection Advisory 
Service, should become, over time, a regular, normal part of doing business in major 
nuclear facilities – just as safety peer reviews have become.  Toward that end, major 
nuclear states such as the United States, France, Japan, Britain, and Germany should 
not only provide greater funding for such peer reviews but should invite peer reviews 
at selected facilities of their own.  As noted earlier, a new industry-led organization 
comparable to WANO could potentially also provide such peer reviews. 


�������� New cooperation should be established between the IAEA’s safeguards inspectors 
and its physical protection experts.  The IAEA’s safeguards inspectors should be 
instructed to provide relevant information observed during their inspections to the 
physical protection office (while keeping the information safeguards-confidential).  
The IAEA’s inspectors should be provided limited physical protection awareness 
training to facilitate this. 


�������� Using information from all available sources, the IAEA physical protection office 
should work to establish a confidential data base on the state of physical protection 
for nuclear materials and high-consequence nuclear facilities around the world, with a 
view toward identifying the facilities most in need of security upgrades. 


 
Rethinking the Design Basis Threat 
 
The September 11 attacks require a fundamental rethinking of the threats that nuclear security 
systems must be designed to address.  The September 11 threat consisted of 19 well-trained 
attackers operating in four independent but coordinated teams; who were both suicidal and 
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bent on causing mass destruction; who came from an organization with access to automatic 
weapons, explosives, and heavy weapons, and extensive combat training and experience; who 
attacked without warning; and who appear to have planned, trained, and collected intelligence 
for the attack for more than a year.  Even without the addition of the use of large civilian 
aircraft fully loaded with jet fuel, this is a threat far larger and more capable than most nuclear 
security systems (at least for civilian facilities) were ever designed to cope with. (As noted 
earlier, for example, U.S. regulations for power plants are focused on a design-basis threat of 
only a few people in a single team.) 
 
Countries around the world will now have to ask fundamental questions about what threats 
their nuclear facilities should be required to defend against – including how much they are 
willing to spend to provide security against large threats, and how much military force they 
are willing to put in place around civilian energy facilities. Security at U.S. nuclear weapons 
facilities and nuclear power plants has been beefed up, and the chairman of the U.S. NRC has 
indicated that the NRC and the U.S. government are undertaking a major review of nuclear 
security arrangements. 44  Nuclear authorities in other countries around the world are doing the 
same.  Questions that must be answered include: 
�������� Is this a threat only the United States must defend against, given the particular hatred 


of America expressed by Al Qaida?  Or is it more likely (as we think) that all of the 
states supporting the current anti-terror coalition (which includes nearly all of the 
largest users of nuclear energy and holders of fissile material) are also at risk, and that 
Al Qaida will not be the last group with global reach bent on mass destruction? 


�������� What, if anything, should be done to protect nuclear facilities from attack by aircraft?  
An IAEA spokesman has acknowledged that current nuclear power plants were never 
designed to withstand attack by “a large jumbo jet full of fuel,”45 and the U.S. NRC 
has indicated that the likelihood of such a crash was never considered high enough to 
be included in safety regulations.  Regulatory authorities in France, the United 
Kingdom and several other countries have said the same. Can it now be assumed that 
large civilian airliners will become sufficiently difficult to hijack that the threat of a 
September 11-type attack on a power plant can be safely ignored?  Or should we 
consider deploying anti-aircraft defenses at such facilities, as two U.S. watchdog 
groups have recommended? 46  What about small planes, operating from unregulated 
airports, which might be packed with explosives? 


�������� How many people, with what level of training and weaponry, should design basis 
threats now include?  What would be the cost of providing effective protection 
against threats of the scale of that of September 11? 


�������� Should facilities be protected against attackers arriving and departing by 
unconventional means designed to overcome delays at the perimeter, such as 
helicopters? 


 
While this reconsideration has only just begun, a few things do seem clear already.  First, 
high-consequence nuclear facilities should be designed to survive truck bomb attacks. Second, 
it is unsafe to rely on the assumption that there will be prior warning before an attack.    
 
Impact on the Future of Nuclear Energy 
 
Ultimately, a world that includes highly capable terrorist organizations with global reach, bent 
on causing mass destruction, is a world that is less favorable to technologies that concentrate 
immense quantities of value and potential vulnerability in one place – including nuclear 
energy.  This is not by any means to say that nuclear energy should be abandoned.  But the 
need to consider, and defend against, the possibility of large-scale terrorist attack on nuclear 
facilities – and the quasi-militarization of civilian energy facilities that could be the result – 
will clearly be one concern in the minds of utilities, governments, and publics weighing 
nuclear energy against the other available energy options.  Henceforth, security will have to 
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be a much more central part of the safety debate than it has been heretofore.  The 
demonstration of this very challenging threat does have some implications for specific nuclear 
energy choices: 
�������� The desirability of reactors with “inherent safety” features, designed so that no 


plausible set of circumstances can lead to a core melt and large-scale dispersal of 
radioactivity, appears even higher than before. 


�������� However, proposals that such reactors can be built with no containment vessels – a 
key part of the projected favorable economics of the ESKOM pebble bed system, for 
example – are likely to be as dead as the race to build ever-taller office buildings. 


�������� The concept of underground nuclear reactors should be explored again, to see if such 
systems can provide energy at reasonable cost. 


�������� Most controversially, perhaps, we believe that there should be a phased-in 
moratorium on current approaches to reprocessing and recycling plutonium.  
Whatever safeguards and security measures are put in place, a world in which tens of 
tons of plutonium are being separated, processed, fabricated, and shipped to dozens of 
locations around the world every year is a world that poses significant  increased risk 
compared to a world in which that is not occurring.  Nuclear power’s future will be 
best assured by making it as cheap, as safe, as secure, as proliferation-resistant, as 
simple, and as uncontroversial as possible – and current reprocessing and recycling 
technologies point in the wrong direction on every count.  


 
Conclusions: Preparing for a New World 
 
The events of September 11 created a new world – a world in which we know for certain 
there are highly capable terrorist groups with global reach, bent on mass destruction.  At the 
same time, the aftermath of September 11 is demonstrating that we are living in a world 
where far-reaching international cooperation toward common objectives can be a reality. 
 
This new world calls for new approaches for securing much of the fragile infrastructure of 
modern industrial societies – including nuclear materials and facilities.  A major new 
international initiative – composed of national, bilateral, and multilateral pieces – is needed, 
to achieve, as rapidly as possible, a world in which all weapons-usable nuclear material is 
secure and accounted for, and all nuclear facilities secured from sabotage, with sufficient 
transparency that the international community can have confidence that this is the case.  
Obviously, not everything described above can be done with equal speed.  The first priority 
must be to upgrade security for the least secure nuclear material and high-consequence 
nuclear facilities, in the former Soviet Union and worldwide; strengthened international 
standards will likely take longer to achieve (though the momentum from September 11 should 
not be lost).   Over the long term, the goal should be to attempt to come as close as possible to 
protecting and accounting for weapons-usable nuclear materials as rigorously as the nuclear 
weapon states protect and account for nuclear weapons themselves.  The road to that objective 
is a long one, however. 
 
These steps will cost money.  Many of them have been blocked or slowed in recent years 
because of lack of political priority, bureaucratic obstacles, penny-pinching budgets, 
reluctance to make commitments that would cost money, and the like.  In the aftermath of 
September 11, governments and industry should work together to sweep these obstacles aside 
and take the steps needed to ensure that nuclear materials and facilities do not become the 
tools of terrorists.  For the United States, sustained Presidential engagement will be needed, 
working in difficult and sensitive partnerships with Russia and countries around the world – 
along with a new willingness to re-engage in multilateral arms control in a serious way.  But 
the costs and risks of failing to act are far higher than the costs of acting now. 
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Following successful field trials, environmental sampling has played a central role as a routine 
part of safeguards inspections since early 19961 to verify declared and to detect undeclared 
activity.  The environmental sampling program has brought a new series of analytical challenges, 
and driven a need for advances in verification technology.  Environmental swipe samples are 
often extremely low in concentration of analyte (ng level or lower), yet the need to analyze these 
samples accurately and precisely is vital, particularly for the detection of undeclared nuclear 
activities.  Thermal ionization mass spectrometry (TIMS) is the standard method of determining 
isotope ratios of uranium and plutonium in the environmental sampling program.   TIMS analysis 
typically employs 1-3 filaments to vaporize and ionize the sample, and the ions are mass 
separated and analyzed using magnetic sector instruments due to their high mass resolution and 
high ion transmission.  However, the ionization efficiency (the ratio of material present to 
material actually detected) of uranium using a standard TIMS instrument is low (0.2%), even 
under the best conditions.  Increasing ionization efficiency by even a small amount would have a 
dramatic impact for safeguards applications, allowing both improvements in analytical precision 
and a significant decrease in the amount of uranium and plutonium required for analysis, 
increasing the sensitivity of environmental sampling. 


A new thermal ionization source, designed originally for isotope separators2 and then modified 
by by Olivares and coworkers at LANL to operate with a quadrupole mass spectrometer3, has 
shown 10x higher ionization efficiency than conventional TIMS filaments for several elements.  
Thus, this new source produces 10 times greater signal from the same amount of analyte.  If this 
source could be coupled with a magnetic sector mass spectrometer capable of high precision 
measurements of isotope ratios, the implication for safeguards measures is obvious – it would 
provide the ability to obtain isotope ratio data from samples previously too low for detection. 


 
To support the IAEA and its role in non-
proliferation and nuclear safeguards, we have 
developed a high efficiency ion source and 
coupled it to a magnetic sector mass 
spectrometer.  This new source is called a 
thermal ionization cavity (TIC) ion source 
because it consists of a tungsten rod with a 
deep, narrow cavity bored into one end.  The 
sample is loaded into the cavity and then the 
rod is heated by electron bombardment.  
Figure 1 is a photo of the TIC source used in 
the Oak Ridge National Laboratory 
instrument. 
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The cavity ion source is able to achieve greater ionization efficiency for two reasons.  First, the 
Saha-Langmuir equation predicts that ionization efficiency increases at higher temperatures and 
the cavity source is able to operate at much higher temperatures compared to conventional 
filaments (~3000 oC as compared to ~2000oC).  Second, the confined volume of the cavity allows 
a greater number of surface interactions compared to the filament source.  Figure 2 illustrates the 
interaction of atoms with the cavity. 
 


As mentioned previously, we have coupled a 
high efficiency cavity source to one of our 
sector instruments at ORNL4.  The initial 
design was able to heat the cavity to ionizing 
temperatures and to produce a stable signal 
(5% rsd over 1 hour).  Using an NBS 
uranium sample, U350, the cavity source 
demonstrated its ability to deliver highly 
precise isotope ratio measurements. A 
relative standard deviation of 0.079% was 
obtained for the U235/U238 ratio.  Precision of 
< 0.1% is obtainable for a single nanogram 
of U010 on a routine basis.   Although the 
development of the source is still in its 
infancy, tests of ionization efficiency 


indicate that the cavity source offers significant improvements compared to the filament source.  
However, ionization efficiencies on the order reported by Olivares5 have yet to be realized. 


The prototype ORNL source provides the basis for designing a cavity ion source for the 
commercial mass spectrometers at the IAEA Safeguards Analytical Laboratory.  Results of the 
design and testing of this source, scheduled for Spring of 2001, will be reported. 


While the cavity ion source is slightly more complex than the conventional filament design, it 
offers the potential of an order of magnitude increase in signal for the same amount of sample 
during routine analysis.  This will result in the lowering of detection limits, while maintaining the 
same level of precision in results.  These results are achievable, not by extensive chemical 
techniques or new instrumentation, but by relatively slight modifications to the source of a 
proven instrument.   
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  Reviewing the spectrum of terrorist groups in terms of motivation, incentives and 
constraints, for nearly all groups, nuclear terrorism could be highly counter-productive.  
The constraints are particularly severe for large-scale mass casualty terrorism for groups 
that are concerned with their constituents—social revolutionary and nationalist separatist 
terrorists—although discriminate low level attacks are possible. Right-wing extremists, 
including individuals who are members of the right-wing virtual community of hatred, 
represent a distinct danger for low level discriminate attacks against their targets.   
Religious fundamentalist terrorist groups represent a particular threat, because they are 
not trying to influence the West but to expel Western modernizing influences.  Moreover, 
they believe that their acts of violence are given sacred significance. The severe 
constraints against catastrophic terrorism for most groups argues for continuing to protect 
against the greatest danger—conventional terrorism—and to devote significantly 
increased resources to monitoring more closely the groups at greatest risk for nuclear 
terrorism. 
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Abstract 
 
There are situations, where video surveillance based on automated scene change detection systems 
may prove to be ineffective. In some cases, the changes in the image are too small to be properly 
detected. In others, false alarms are generated without objects (or people) moving. These alarms may 
be caused by changes in illumination, e.g., a faulty lamp or spurious reflections in places near water 
pools. Further, the absence of illumination during a blackout (whether it is caused by accident or on 
purpose) prevents cameras from their surveillance operation. There are high security installations for 
which it is necessary to introduce reliable, independent and effective sensors that can keep the 
surveillance work even during a blackout. Laser range scanners are electronic instruments measuring 
the distance from the instrument itself to the outside world along a specific direction. The type of the 
instrument to use depends on the range of distances to measure. The deflection of the laser beam (e.g., 
using a rotating mirror) enables the acquisition of the distance profiles of the surrounding premises in 
a very short time. Alarms are generated by comparing acquired distance measurements (organized as 
profiles – 2D Laser Surveillance, or in clouds of points – 3D Laser Surveillance) with previously 
acquired references. This is most effective for real-time detection of even small changes in the 
environment. The main feature of laser surveillance system is that it measures distances between the 
instrument itself and the real world, rather than measuring only appearance as video surveillance 
systems do. As such, any physical change occurring within the field of site of the laser instrument is 
immediately measured and detected. The fact that laser systems are self-illuminating and do not 
depend on the external illumination make them quite effective to work during blackouts. The paper 
introduces laser surveillance and shows how such systems complement well already existing video 
surveillance systems. 


1. INTRODUCTION 


Surveillance techniques are based on the detection of changes. These changes can be caused by 
physical modifications to the environment itself, or caused by moving objects, including people. Small 
changes in illumination (e.g., a faulty light bulb, or daylight changes) modification should not be 
considered as relevant changes. Different situations can occur: 
(i) the object (including people) moves within the surveyed area; 
(ii) the object enters the surveyed area;  
(iii) the object leaves the surveyed area;  
(iv) the environment is modified 
 
Two factors should be taken into consideration when designing a surveillance system: a) the time 
lapse between two surveillance measurements (i.e., sample period), and b) the detection of the change 
itself. The sample period should be short enough to make sure that all changes are registered and 
documented. Indeed, the existence of good data is a must for the design of a reliable surveillance 
system.  
 
The second aspect involves the capability of the used surveillance sensor to generate data that can be 
used to detect Safeguards relevant changes. These data are stored locally and eventually transmitted to 
the headquarters of Safeguards inspectorates. A future trend is to pre-process on-site the surveillance 
data and trigger recording systems to make sure that all relevant events are registered and documented. 
A second trend is to increase the effectiveness of on-site surveillance systems by bringing together 
data from multiple independent sensors, preferably operating on different physical principles. This 







procedure increases confidence since limitations on one type of sensor can easily complemented by 
the characteristics of other types of sensors. 
 
Many surveillance systems are based on the installation of video cameras at selected points in nuclear 
plants. Scene change detection is achieved by analyzing the images acquired by one or more cameras 
installed on-site. These techniques are effective in detecting objects moving within the surveyed area. 
There are situations, however, where video surveillance may prove to be unsatisfactory. In some cases, 
the changes in the image are too small to be properly detected with automated video scene change 
detectors. In other cases, alarms are generated without objects (or people) moving. These false alarms 
can be caused by changes in illumination, e.g., a faulty lamp or spurious reflections in places near 
water pools. Further, the absence of illumination during a blackout (whether it is caused by accident or 
on purpose) prevents cameras from their surveillance operation. There are high security installations 
for which it is necessary to introduce reliable, independent and effective sensors that can keep the 
surveillance work even during a blackout. 
 
Laser range scanners are electronic instruments measuring the distance from the instrument itself to 
the outside world along a specific direction. The type of the instrument to use depends on the range of 
distances to measure. Indeed, whereas for large distances (e.g., between 1 and 200m) it is possible to 
use time-of-flight instruments, for short distances (e.g., from a few centimetres to about 1.5m) a 
triangulation laser striping system is more appropriated. The deflection of the laser beam (e.g., using 
rotating mirrors) enables the acquisition of the distance profiles (or matrices) of the surrounding 
premises in a very short time.  
 
The main feature of a laser range finder is that it measures distances between the instrument itself and 
the real world, rather than measuring appearance as video surveillance systems do. As such, any 
physical change occurring within the field of site of the laser instrument is immediately measured and 
detected. 
 
This paper introduces laser technologies for distance-measurement and illustrates how they 
can be used as a complement of traditional video surveillance systems.  
 
2. LASER TECHNOLOGIES FOR DISTANCE MEASUREMENTS 
The range of distances to measure determines the laser technologies to be used. For short distances, 
i.e., from 5cm to 150cm, laser triangulation (sometimes also referred as laser-striping) equipment is 
more appropriated. This type of instruments is better dedicated to identification, verification or 
authentication purposes, in particular of Safeguards seals and labels. For wide-scene surveillance, laser 
range finders are preferably used. This corresponds to a range of distances between 1.5m to 200m. 


2.1. Laser Triangulation Equipment 
The basis for triangulation consists of the triangle formed by a distinct point on the surface of the 
object, one laser pointer and a camera. A laser stripe is scanned in one dimension across the scene. 
Commonly, a cylindrical lens transforms a low power laser beam into a plane, which is projected onto 
the object in the field of view of the instrument (Figure 1a). This plane marks a profile-line at the 
object. All the points of the line are thus marked optically. Looking to the profile-line from the 
viewpoint of the camera, the line appears to be curved in the image. The lateral displacement shows 
the elevations and indentations of the object's surface. If the position of the light source, the orientation 
of the light plane, and the position and orientation of the camera are all known, a vision system can 
calculate the position of each of the points on the bright line in three dimensions (Figure 1b). For each 
profile line one picture must be captured. Figure 1c shows a commercially available triangulation 
based 3D laser scanner.  
 
Table 1 gives an idea of the precision of the distance measurements when a triangulated laser striping 
technique is used. It should be noted that overall, the precision decreases with the object distance and 
increases with the spatial resolution of the CCD sensor used in the TV camera. 
 







    
 (a) (b) (c) 


Figure 1: a) Triangulation sensor; b) The geometry of triangulation; c) Triangulation based Laser Scanner 


Object Distance (cm) 2.5 8 17 36 120 


Precision (µm) 10 25 45 55 210 


Table 1: Measurement precision for different object distances 


2.2. Laser Range Finders 
A laser range finder (LRF) is an electronic instrument that measures the distance between the 
instrument itself and the first object encountered by the emitted laser beam, along a given orientation 
(i.e., azimuth and elevation). By measuring distances directly, it is possible for LRFs to distinguish 
between changes in the environment from changes in illumination. The horizontal deflection of the 
laser beam (e.g., using a rotating mirror) enables the acquisition of horizontal distance profiles of the 
surrounding premises in a very short time. The comparison of this profile with a reference profile is 
most effective for detecting in real-time any small changes in the environment. 
 
There are some unique characteristics of laser range systems, which make them effective in 
Safeguards applications. The characteristics include: 
— Self-illuminating: the instrument generates its own light illuminating source and thus can operate 


during blackouts; 
— Independence of ambient lighting: the instrument works well both in dark and illuminated 


conditions; 
— High accuracy distance measurements: typically about 1 cm for a 100 m range; Short range 


scanners: better than 0.5 mm for a 1.5 m range. 
— Fast data acquisition: typically more than 10,000 distance measurements per second; 
— Measurement of the distance of an object, its size, speed and direction of motion: this information 


can be most useful for distinguishing normal moves from security (or safety) related ones; 
— Stand-alone operation: the instrument may be designed to work on its own, with no requirement 


to be connected to a host computer; 
— Wide scanning angle, typically, 360º by 90º. 
— High spatial resolution, i.e., number of distance measurements per solid angle (typical: more than 


10 samples per degree). 
— Easy interfacing: typically RS232, Parallel port or Ethernet. 
 
These features coupled with simple and efficient alarm detection algorithms make laser range systems 
a natural complement to already installed surveillance systems.  
 
A LRF is characterized by the fact that it measures distances as a direct consequence of the 
propagation delay of an electromagnetic wave, i.e., a small aperture, low divergence, and laser beam. 
Figure 2 represents a general description of the working principle of a LRF. Table 2 includes some 
definitions related to its practical use.  
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 Figure 2: General schematic of a LRF 
 


 
 


Figure 3: 3D Laser Range Scanner 


 
Parameter Description 
Integration Time Related to the number of individual internal distance samples made for each 


measurement. The final result is normally an average of multiple samples, 
decreasing therefore the noise associated to each single measurement. 


Depth 
Resolution 


Measures the ability to distinguish two objects at slightly different distances. 
The depth resolution is related to the instrument’s dynamic range, i.e., to the 
noise level of the output. 


Reflectance 
Measurement 


Corresponds to the reflectance of the target object (i.e., the reflected energy) at 
the wavelength of the laser beam (normally in the infrared band).  


Spatial 
Resolution 


Measures the ability to distinguish two targets at different distances when 
placed side by side. A factor to a high spatial resolution is the small aperture 
and low divergence of the laser beam. It is very much dependent on the laser 
beam scanning mechanism 


Ambiguity 
Interval 


Refers to the distance interval where a distance measurement is unequivocally 
made. It is a parameter specific to continuous wave  systems (see below).  


Table 2: Description of some parameters characterizing a LRF 


2.3. Laser Range Scanners 
An LRF measures distances along the orientation of the laser beam. To measure a horizontal distance 
profile, or to map the distances to the complete environment (i.e., range image), requires the deflection 
of the laser beam. This is achieved either by moving the instrument itself or by deflecting the laser 
beam with a computer-controlled mirror. Most available laser scanners work with spherical co-
ordinates. Table 3 describes some features for selecting a laser range scanner. Figure 4 shows a 
commercially available 2D laser range scanner. In Figure 4 b) it is possible to see a mirror placed at a 
45� angle, which in operation rotates around a vertical axis. This deflects the vertical laser beam and 
transforms it into a horizontal surveillance plane. Figure 3 shows a commercially available 3D laser 
range scanner. The laser beam is deflected vertically (elevation) by means of a rotating mirror prism. 
The rotation of the top part of the instrument changes the azimuth. 
 


3. LASER SURVEILLANCE SYSTEMS 
3.1. 2D Laser Surveillance 
Given a 2D reference horizontal distance profile, any changes to this profile can be associated to the 
existence of intruding objects. Incoming data is thus analysed in real-time. Profile differences cause 
the generation of an alarm. It is therefore useful to “understand” what is an object. Within the current 
discussion, an object is “something” detached from the background. This is to say that there is a strong 
distance discontinuity between the object itself and the background, as illustrated in Figure 5.  







Parameter Description 
Horizontal 
Resolution 


Refers to the minimum horizontal angle between two consecutive range 
measurements. It is normally dependent on the mechanical design. 


Vertical 
Resolution 


Refers to the minimum vertical angle between two consecutive range 
measurements. It is normally dependent on the mechanical design. 


Max. Horizontal 
Speed 


Maximum scanning speed along a scan with a fix elevation. Some instruments 
allow this speed to be programmed. 


Max. Vertical 
Speed 


Maximum scanning speed along a scan with a fix azimuth. Some instruments 
allow this speed to be programmed. 


Max. Horizontal 
Scanning Angle 


Refers to the widest horizontal scanning angle available (typically 360�) 


Max. Vertical 
Scanning Angle 


Refers to the widest vertical scanning angle available (typically between 90� 
and 180�). 


Programmable 
field of view 


Refers to the possibility of letting the user specify interactively the horizontal 
and vertical angle limits for the scan. 


Table 3: Description of some parameters characterizing a laser range scanner. 


 (a)  (b)  
Figure 4: 2D Laser Range Scanner; a) Complete system; b) Rotating mirror.  


The distance of an object to the measuring instrument is easily extracted from the distance profile, as 
the distance minimum, as illustrated in Figure 6. The size of the object involves some processing in 
what concerns determining the object extremities. This is obviously dependent on the expected object 
shape and pose. Generally speaking, the extremities of the object can be found whenever strong 
distance discontinuities are found, i.e., those points where the laser beam “jumps” from the object to 
the background surface.  
 
There are many factors influencing the accuracy with which the dimensions of an object can be 
determined. Above all, it depends on the sampling resolution, i.e., the number of samples per angular 
unit. More details can be found elsewhere [1]. 


    
Figure 5: Distance Profiles measured with SICK laser scanning system 


a) Environment under surveillance; b) Reference profile; c) Detection of a change in the environment. 







 
Figure 6: Measuring the distance and size of an object [Refer to Figure 5] 


 


  
 
 


Figure 7: Cloud of points of TAME pipe work, and corresponding CAD model 


3.2. 3D Laser Surveillance 
2D laser surveillance systems can already detect most of the changes occurring in a Safeguards area. If 
the change, however, occurs below or above the surveillance plane, it will not be obviously detected 
by the laser system. There are two alternatives: 
(i) Install multiple 2D laser surveillance systems [either parallel or with intersecting orientations] 
(ii) Introduce 3D laser surveillance 
 
3D laser surveillance is achieved by deflecting the laser beam in several azimuths and orientations. In 
the end, the system builds up a cloud of points representing the distances to the environment in the 
field of view. This cloud of points makes an exact spatial representation of the environment being 
surveyed, all equipment and objects [2,3]. Figure 7 illustrates the cloud of points obtained when 
measuring a pipe work inside a plant. Since the model is based on the measurement of the real 
distances it is possible to automatically extract any changes that have occurred since a previous 
inspection [4]. 







 
   
 (a) (b) 


Figure 8: Cloud of 3D points of two containers: 
 a) initial position; b) new position after having moved backward the left container 


3D laser surveillance algorithms analyse the 3D data collected from the real world by comparing 
newly incoming data with a reference 3D mapping [5]. Distance discrepancies above a given absolute 
tolerance (e.g. a few centimetres) are immediately detected and an alarm generated. Figure 8 illustrates 
some measurements made in our laboratories with two containers placed on top of a box. The left 
container is slightly moved backwards and that is visible in the new cloud of points. For the sake of 
comparison, the move of the container would not be sufficient for an automatic scene change detection 
system trigger an alarm when the surveillance camera is looking horizontally at the scene.  


4. INTEGRATEDARCHITECTURE FOR SURVEILLANCE SYSTEMS 


Figure 9 show two types of possible architectures for a combined laser and video Surveillance system.  
 


 
(a) 


 
(b) 


Figure 9: Architecture for a combined laser and video Surveillance system 


In Figure 9a the laser scanner has on its own memory a reference contour (i.e., set-up by a Safeguards 
inspector) that is compared in real-time with the current profile from the area being surveyed. 
Whenever there is a difference between the two profiles an alarm is generated into the camera and a 
snapshot or a sequence of time stamped snapshots (e.g. N images before and M images after the 
alarm) are saved in the camera module. In this architecture the profile generating the alarm is lost and 
the only register are the pictures from the video camera. The main advantage of this architecture is its 
simplicity and low cost. A more sophisticated architecture is shown in Figure 9b. In this case all 
distance measurements are processed on an external processing unit (e.g., small embedded, industrial 
or palmtop PC) allowing for intelligent algorithms for alarm generation and for the use of multiple 







laser scanners and multiple cameras. All profiles generating the alarms are stored in the processing 
unit and can be checked in parallel with the video image sequence during the review process. Another 
main advantage of this architecture is the independence from hardware suppliers mainly in what 
concerns laser scanner manufacturers. Both architectures can be easily interfaced with already 
approved camera surveillance systems. 


5. DISCUSSION AND CONCLUSIONS 


Technologies for distance measurements are achieving a good degree of maturity. Indeed, it has been 
possible to witness a big increase in the number of products (and manufacturers). This is particularly 
true for 3D laser range scanners, where 6 different models were introduced in the last 3 years. Further, 
improvements in the basic electronic components led to better depth resolutions, precisions and 
accuracies. 
 
Laser technologies for distance measurement are non-intrusive in the sense the equipment has 
reasonable small dimensions and can be placed at traditional Safeguards observation points. Further, 
the fact that the laser beams are low power and eye-safe does not interfere with normal operation 
work, including the circulation of people. 
The technologies are self-illuminated and operate well with any external illumination. These 
properties are important for building surveillance systems capable of continuous operation undisturbed 
by factors such as temporary blackouts. 
 
Given a specific surveillance problem it is possible make a careful selection of the components to be 
used, totally adapted to requirements, e.g., range of distances, field of view, speed, etc. 
 
To conclude, it is possible to say that spatial (i.e., distance) measurements can be an important aspect 
in designing effective and highly secure Safeguards systems. Indeed, is based on the actual contents of 
the environment rather than on its visual appearance projected onto a CCD sensor. The 
complementarities of these two aspects can constitute a major improvement to today’s Safeguards 
systems. 
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Abstract 
 
Environmental swipe samples are taken by IAEA Safeguards inspectors inside nuclear installations such as enrichment 
facilities and facilities with hot cells. These samples are screened by radiometric methods before further processing in order to 
establish the identity and quantity of radioactive isotopes present. High resolution gamma spectrometry is used to measure the 
concentrations of fission and activation products in radioactive samples as a measure of the burn-up of the fuel handled in the 
inspected facility. X-ray fluorescence spectrometry is applied to screen for uranium presence in low activity samples. 
Subsampling of swipes taken inside hot cells is also performed using adhesive carbon discs followed by alpha/beta counting. 
The sample preparation, measurement and data evaluation procedures are described and examples given of typical results. 
 
1.  INTRODUCTION 
 
Environmental swipe samples have an activity ranging from 0.001Bq to 107Bq. They are deposited 
either on cotton carriers (10cm X 10 cm) or “hot cell” swipes and may contain a wide range of 
actinide elements and fission products[1,2]. These samples must be screened by radiometric methods  
at the Safeguards Analytical Laboratory and the Clean Laboratory before further processing in order 
to establish the identity and quantity of radioactive isotopes present. The screening procedures are 
designed to rapidly process large numbers of samples to yield semiquantitative estimates of 
radioactivity levels and main radiation contributors with attention paid to the isotopes and elements of 
special interest for Safeguards. Screening measurements are nondestructive to avoid any 
contamination or cross-contamination of the measured samples. Wide variations in the activity 
deposition on the sample carrier, isotopes present in the sample and a restricted measurement time do 
not allow to reach high accuracy in the screening results. Typically measured intensities of the 
analyzed elements, isotopes etc. are treated with calibrations performed with reference samples which 
are not identical to the screened items. 
  
2.  SAMPLE PREPARATION FOR SCREENING 
 
Cotton swipes are packed in double plastic bags. One series number consists of 4 - 5 swipes plus 1 
control swipe put in one large plastic bag together. The given swipe series is screened by HRGS either 
in the conventional nuclear analysis laboratory (NL) or in the Clean Laboratory (CL) depending on 
the measured total swipe dose rate. All swipes of the series are screened by HRGS together without 
opening the protective bag. For the measurement in the NL HRGS system swipes are packed in a 
plastic beaker in a form of a cylinder 6 cm high and 6 cm in diameter. The beaker is placed on the top 
of the detector head. High active swipes are measured at larger distance between the detector head 
and the beaker. In the CL HRGS system swipes are fixed in a Marinelli beaker horizontally and the 
beaker is placed by the sample changer on the top of the detector.  
 
Hot cell swipes are small cellulose wipes in plastic bottles. The collected material is distributed in a 
circular spot with a diameter of 2.5 cm. Hot cell swipes are screened by HRGS singly without opening 
the protective bottle. Swipes are placed horizontally on the top of the detector (NL system) or at the 
center of the Marinelli beaker (CL system). 
 
The XRF screening is applied to detect U, Pu or other elements of interest on the surface of the swipe 
sample. The most active swipe of the given series is selected, packed in the plastic holder and placed 
by the sample changer on the top of the XRF analyzer with 109Cd excitation source. 
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The alpha/beta screening of the hot cell swipes is performed with specially prepared adhesive sticky 
carbon discs. Inside a plastic glove box  the hot cell swipe is removed from the container and the 
active surface of the swipe is touched by the sticky surface of the carbon disc. Following this, the 
active surface of the disc is covered by a 5 micron protective polypropylene  film. The opposite sticky 
side of the disc is attached to a stainless steel planchet. This type of subsampling allows to make 
measurements with systems where conductivity of the sample is necessary. 
                    
3.  SCREENING MEASUREMENTS 
 
3.1. Gamma screening 
 
Both NL and CL laboratories are equipped with high sensitivity and high performance HRGS 
spectrometers. The NL gamma spectrometer includes a 42% efficiency HPGe detector, ultra low 
activity Pb passive shield and active NaI(Tl) guard detector, providing suppression of Compton 
background in the measured spectrum [3]. The CL gamma spectrometer has a 90 % efficiency 
detector, ultra low activity Pb shield and sample changer with 15 positions. Both spectrometers were 
manufactured by CANBERRA Packard. Genie-2000 software provides full operational service 
beginning from measurement functions, spectra storage, evaluation, calibration functions, isotopes 
identification and activity  evaluation with reporting of the results, including errors and detection 
limits for the preselected isotopes. Calibration of the spectrometers is performed with reference 
sources in the energy range from 50 keV to 2650 keV. Measurement time in routine screening is 1 
hour. Table I lists reported results of the gamma screening of the sample 46-03. The sample contains 4 
swipes with total count rate 18.3 cps measured at a distance of 25 cm between the detector head and 
the sample. The reported data also includes the confidence level estimated by the software [4]. The 
last 6 isotopes in the table were not detected, but preselected for the reporting. For these isotopes the  
minimum detectable activity is given in the last column of Table I.  
 
More than 50 different isotopes were measured in swipe samples by gamma screening. The data 
obtained are used for estimation of the parameters of the spent fuel handled at the facility. For 
example, with data given in the Table I it was estimated that at the hot cell facility a high enriched 
fuel with cooling time about 1 year and irradiation time of about 2 years was handled [5].  
 


 
Table I. Reported activities for swipe 46-03 


 
 


Isotope Conf. level Activity, Bq/Swipe Uncertainty, Bq/swipe 
Nb-95 0.994 78.7 2.97 
Zr-95 0.999 45.7 1.86 


Ru-103 0.913 2.98 .645 
Ru-106 0.604 120 11.3 
Cs-134 0.885 24.5 .972 
Cs-137 0.996 1.22 4.46 
Ce-144 0.946 1050 34.2 
Sb-125                   14.2 
Ba-140                   1.84 
Ce-141                   5.37 
Eu-154                   6.79 
Eu-155                   8.12 
Am-241                   6.48 
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3.2. XRF screening 


The XRF screening device is equipped with a 100 mm2 Si(Li) detector, annular 20 mCi  Cd-109 
excitation source and sample changer with 12 positions. An inspected area is about 12 cm2 at the 
center of the analysed swipe. The swipe is packed in double plastic bags. Measurement time is 1 hour. 
The detection limit for U is about 4 micrograms. Elemental composition of the swipe is measured on 
special analytical request with a PHILIPS 1480 XRF analyser and UNIQUANT software[6]. High 
absorption of the XRF quanta in the plastic bags does not allow to estimate light elements presence in 
the swipe, but all the elements with Z > 10 can be detected. Typical elements detected are lead, iron, 
silica, titanium. A new XRF system is under development now, which will allow to make XRF 
scanning  of the whole swipe surface. The system includes 2 semiconductor detectors, a 100 W X-Ray 
tube and a robot arm. 


3.3. Alpha/Beta screening 
 
Three devices can be used for alpha/beta screening of the adhesive sticky carbon discs prepared by 
subsampling of hot cell swipes (see section 2.): 
 
I.  Grid Ionisation Chamber IN-614, INTERTECHNIQUE [7] 
II.  TENNELEC Alpha/Beta Low level counter LB-5500, Oxford Instruments Inc [8] 
III.  Alpha spectrometer  7401 with PD-100-13-100AM detector, CANBERRA Packard [9] 
 
The  measured   characteristics   of   the   devices   are   listed  at  the  Table  II. The efficiencies  were  
 


Table II. Efficiency and background data 
 


Device alpha efficiency, % beta efficiency, % alpha backgr, cps beta backgr, cps 
IN-614 41 11 0.37 1.1 


LB-5500 27 50 0.01 0.13 
Alpha PIPS 3.6 0.01 0.00003 0.0011 


 
measured with reference alpha and beta point sources covered by a 5 micron polypropylene foil. The 
energy range for alpha counts was taken from 3.0 MeV to the maximum energy where counts were 
observed (~ 8 MeV). The energy range for beta counts was taken from 0 to 2 MeV. For the ALPHA 
PIPS system the minimum energy could not be measred below 550 keV because of electronics 
restrictions.  
 
Twelve routine hot cell swipe samples were measured to estimate performance of the screening 
systems. The measurement time of the prepared sticky carbon discs was 1 h  for IN-614 and LB-5500. 
For the ALPHA PIPS system, measurement time was up to 24 h because of the low efficiency. Tables 
III and IV list results of measurements. The last row of the Tables III and IV lists the correlation 
coefficients between activities measured with different systems. The data presented demonstrate that: 
- All three systems can be used for identification of beta signatures. 
- Quantitative beta activity results can be obtained from LB-5500 and IN-614 measurements. 
- ALPHA PIPS system can only indicate the presence of beta emitters. 
- LB-5500 has poor performance for the detection of alpha emitters. The reason is that real swipes 
contain strong beta emitters and subtraction of the overlapping beta pulses from the alpha channel 
using cross talk function [8] makes a large error in the alpha particle count rate. 
- IN-614 can be considered as an appropriate candidate for the routine screening both alpha and beta 
emitters. 
      - ALPHA PIPS can be used on special analytical request to detect low alpha activity (less than 
0.01 alpha/sec). 
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Table III. The measured beta activities (beta/sec). 
 


Sample LB 5500 IN-614 Alpha PIPS LB/IN ratio 
78-03 81591 107515 1060585 0.76 


85-01-01 0.15 0.36 0.00 0.43 
85-02-01 8203 8185 769 1.00 


89-01 6.71 4.69 0.00 1.43 
89-01-02 0.44 0.52 0.00 0.84 


90-01 345 453 16.94 0.76 
90-02 3201 3124 1144 1.02 
91-01 357 276 54 1.29 
91-02 1303 765 123 1.7 
96-01 19.6 25.7 1.5 0.76 
96-02 1.2 0.69 3.3 1.8 
96-03 11030 15474 7259 0.71 


Correlation LB<>IN IN<>Alpha LB<>Alpha Average ratio 
coefficient 0.9996 0.989 0.988 1.04+/-0.42 


 
 
 


Table IV. The measured alpha activities (alpha/sec). 
 


Sample LB 5500 IN-614 Alpha PIPS Alpha/IE ratio 
78-03 17523 3602 2916  


85-01-01 -0.01 0.05 0.0005  
85-02-01 53 0.03 0.0233 0.697 


89-01 -0.19 0.02 0  
89-01-02 -0.04 0.05 0  


90-01 20.6 0.02 0.00067  
90-02 64 0.39 0.27834 0.707 
91-01 -3.3 0.07 0.05633 0.813 
91-02 -51 0.07 0.05195 0.765 
96-01 0.66 0.05 0  
96-02 -0.07 0.02 0.00175  
96-03 888 0.06 0.00117  


Correlation LB<>IN IN<>Alpha LB<>Alpha Average ratio 
coefficient *) -0.001 0.981 -0.088 0.75+/-0.05 


 
*) Correlation coefficient was evaluated without use of the 78-03 sample data. 
 


4.  CONCLUSIONS 


A system of analytical devices has been applied for the screening of the environmental swipe samples 
for safeguards. The IAEA Safeguards Analytical Laboratory performs non-invasive radiometric 
measurements of environmental swipe samples. The results reported are used to specify further 
detailed analytical treatment of the samples at SAL or network laboratories. New techniques are  
under development and will be applied as they become available. 
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612 irradiated WWER-440 reactor type spent fuel assemblies are to be packed into the storage 
canisters and transferred into the dry storage facility. During first part of the canning and 
transfer campaign, which was completed in November 2000, 336 assemblies were loaded into 
canisters and transferred into the dry storage modules. Appropriate C/S measures were 
applied for maintaining the continuity of knowledge (C-o-K) on assemblies during canning 
and transfer process. Prior to loading into the canisters all assemblies were verified for  gross 
defect test using  fork detector (FDET) coupled to the Grand-3 electronics and collect 
computer. Apart of that FDET measurement data were analyzed for obtaining additional 
safeguards related information including assessment of the partial defect test capability. 


The FDET was placed underwater in a pit of the spent fuel pond.  Operator moved the 
assembly into the fork at 160 cm axial measurement position for minimum 100s measurement 
time. 


FDET data for every assembly (two neutron and one gross-gamma channels) were evaluated 
immediately after the measurement for gross defect test to authorize the loading process.  All 
336 assemblies were successively verified for gross defect test.  


Apart of simple gross defect test FDET provides additional information about cooling time 
and burn up.   


The cooling time can be roughly estimated from exponential function of the fuel gamma-
activity normalized to the burn up (calibration curve shall be available).  The accuracy of 
estimation is poor  (more than 20%, if no correction for irradiation history is made). However, 
when cooling time is long and/or the same for all population, which is the case - CT = 12 
years, the exponent is reduced to the simple proportionality between gamma-reading and burn 
up (assuming uniform initial enrichment).   The data analysis for 242 verified assemblies of 
3.6% initial enrichment with burn up ranged from 14.3 till 36.7 GWd/tU showed very good 
results: the FDET gamma-reading turned out to be proportional to the operator declared burn 
up with root mean square (RMS) uncertainty less than 2%., and with maximum deviation 
within 7%.  This result supports the general opinion, that the operator declared burn up 
accuracy for one separate assembly is about 5 - 8 % and for a considerable number of 
assemblies it is in average about 2 - 3%.   


The neutron activity is a power function of the burn up after correction for cooling time  
(which is meaningless when the cooling time is the same) with power coefficient around 4  
(exact value is to be determined from actual measurements), except items of very low burn 
up.  Assuming, that the neutron activity is a direct measure of the fuel amount, i.e. removal of 
a specified number of fuel pins would result in adequate reduction of the neutron count rate, 
this power function after calibration can be used for partial defect test. However, the usage of 
the operator declared burn up for this purpose is not practical, even if no attempt of deception 
is involved, because the operator’s knowledge of the verified assembly burn up is usually 
worth than 5%. Thus, operator’s burn up uncertainty in power 4 results in about 20% one 
sigma uncertainty of the neutrons count rate, and the partial defect test criterion for spent fuel 







(three sigma confidence level, that no more than 50% of pins are removed) cannot be 
achieved. 


In the described favorable case this obstacle can be bypassed, if instead of the operator’s 
declared burn up inspector uses independently measured gamma-activity, which is, as it was 
shown earlier, directly proportional to the burn up.  For any complete assembly of the same 
initial enrichment (3.6% in our case) and the same cooling time the next relation shall be 
valid: 


N = a* (BU)^b, or Ln N = A + B Ln G. 


Coefficients A= - 19.736+/-0.112 and B = 3.992+/-0.003 with Cov(A,B) = - 0.018688 were 
determined from the least square procedure (Deming) applied to all 242 measured assemblies.  
The quality of the line is very good (r ^2 = 0.996), which confirms that the measured gamma-
activity, for this case, is an appropriate measure of the actual burn up.  It worth to mention 
that quality of the simple ratio G/BU, where BU - is Operator declared burn up, was r^2 = 
0.990. The graph of the neutron to gamma activity ratio is presented on the Fig.1.  


If the absolute difference between the measured and “expected from gamma-reading” neutron 
count rates plus 3sigma overall uncertainty is less than 50% of the measured value, the partial 
defect test criterion can be considered as met.  This definition assumes, that gamma-activity is 
not sensitive to the fuel pins removal, because of strong self-attenuation in heavy density fuel. 
This assumption seems to be feasible, however requires direct experimental confirmation. 
Such “proof-of-principal” experiment will be performed in near future within the framework 
of the Joint (FIN, BEL, SWE) Support Program Task No A 1071 through direct 
measurements of a mock up fresh LWR type MOX fuel assembly, where any number of pins 
from any positions can be easily removed.   


Application of this so-called “partial defect test” criterion to all 242 assemblies of 3.6% initial 
enrichment resulted in: 


�� 235 assemblies passed the test; 


�� 7 assemblies gave inconclusive result. 


Inconclusive result means, that while the absolute difference is still less than 50%, the 
addition of 3 sigma overall uncertainty would exceed the 50% criterion. All 7 “inconclusive” 
assemblies were of low burn up, low count rate and, hence - high relative uncertainty.  The 
count time for low burn up assemblies should be increased. It will be taken into account for 
the second part of the campaign It shall be noted ones again that all verified assemblies 
passed the gross defect test. 
 
 
 
 
 
 
 
 
 
 
 
Fig. 1.  Neutron to Gamma activity ratio for 242 Assemblies of 3.6% initial Enrichment 
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Abstract 


An extensive study on the feasibility and the range of validity of the fork detector method for partial 
defect level verification of spent fuel has been accomplished. The range of validity and the limitations 
have been studied. It has been shown experimentally together with complementary model calculations that 
by measuring the neutron yield against the operator-declared burnup a verification on the partial-defect 
level can be attained, but not for all possible cases of spent fuel assemblies. The additional target of 
operator-data-independent verification cannot be achieved using only a fork detector. The model 
calculations support the experimental results and add to the confidence in the correction methods applied 
to the experimental data. 


1. INTRODUCTION 


When the spent fuel becomes difficult to verify, either in a long-term dry storage in Castor flasks or in the 
final disposal in a geological repository, a sufficient assurance about each fuel item must be achieved by 
physical verification. The present requirement is a partial defect level of verification. According to the 
IAEA's criterion [1] this means that the verification method must be able to reveal the removal of half or 
more of the nuclear material or its replacement by dummies for each fuel item. On the other hand, in order 
to be applicable for physical verification, the probability of false alarms should be kept to a minimum. A 
false alarm signifies a negative result of verification from a regular fuel item. 


In this study the possibility to use a fork detector, enhanced with underwater gamma spectrometry, has 
been investigated. 


The basic hypothesis, which has been tested, is based on the use of a well-known power relationship 
between the neutron signal, N , and the burnup, B [2]: 


bBkN �� .       (1) 


The value of the exponent b  is typically 4 - 5. Its value is found to depend on the fuel and reactor type 
and also on the irradiation conditions. This relationship is known to apply well to the neutrons emitted by 
spontaneous fission from 244Cm of irradiated nuclear material. In case of high burnup and a cooling time 
of a few years or longer a vast majority of the neutrons are emitted from this process. An independent 
                                                 
� Work performed under the joint Task JNT A 1071 of the Member States' Support Programme to IAEA Safeguards. 







 


 2


measurement of the burnup can be made by a gamma measurement using either a gross gamma signal or a 
gamma-spectrometric measurement of the 137Cs activity. The 137Cs activity is known to be proportional to 
the burnup and quite independent of other parameters, e.g. fuel design, enrichment, etc. [3]: 


BkG ��� .       (2) 


As after a certain cooling time, about 12 years or longer, the dominant part of the gamma rays emanates 
from 137Cs, these two burnup indicators should give equivalent results for long-cooled assemblies. 


Combining Eqs. (1) and (2) yields to a form, which is independent of the operator-declared burnup: 


bGkN ���� .       (3) 


Here G  can be interpreted either as the gross gamma signal or as the 137Cs activity. The neutron signal 
should be approximately proportional to the mass of the nuclear material under verification. On the other 
hand one could anticipate that the gamma signal would be predominantly emitted from the row of pins 
closest to the detector due to high self-absorption of gamma rays in the heavy fuel material. Hence, 
removal of pins of an assembly should decrease the factor k  in Eq. (1) in such a way that the neutron 
signal would fall unambiguously below the curve of Eq. (1) of complete assemblies. If this could be 
achieved at the required confidence level for an assembly, which has half or more of the pins are removed 
or replaced by dummies, the original requirement of partial-defect verification would be met. If also the 
hypothesis concerning the gamma signal proves out to be valid, Eq. (3) could give a possibility to partial 
defect verification independently of the operator-declared burnup. 


In this study various parameters affecting the usefulness of the above-mentioned hypothesis for partial 
defect verification in practice were studied both experimentally and by model calculations. 


2. EXPERIMENTAL 


The hypothesis presented in Sec. 1 was tested experimentally by three measurement campaigns, two of 
which were performed at the Olkiluoto KPA store in Finland and one at CLAB in Oskarshamn, Sweden. 
In Olkiluoto a set of 26 complete assemblies were measured and the results analysed, whereas in 
Oskarshamn there was an opportunity to measure 9 assemblies with missing pins. Additionally 4 complete 
assemblies were measured in Oskarshamn to verify the consistency of the measurement results in 
Olkiluoto and Oskarshamn. The measurements were taken from the middle height of the assemblies and 
measurements from three (at CLAB) or four sides (at Olkiluoto) of the assembly were averaged to even 
out the effects of internal asymmetry within an assembly. 


2.1. Factors affecting the measurement results and corrections applied 


Important factors affecting the measurement results are the initial enrichment, the irradiation history 
(possible off-reactor cycles) and the geometrical configuration of the missing pins. The influence of the 
first two of these factors was studied using two evolution codes, a French PYVO and ORIGEN-S. The 
effect of the defect geometry was studied by model calculations using MCNP. These calculations are 
reported in Sec. 3. 


Corrections to the measurement results have been applied using the methods and procedures described in 
refs. [4,5]. These corrections calculate the 137Cs share out of the gross gamma signal using the gamma 
spectrometric data. This correction is applicable for assemblies of short cooling time (< 12 years).  The 
gross gamma signal has been further corrected for assemblies having several off-reactor cycles. The 
neutron signal was corrected for enrichment in order to bring all assemblies into one curve described by 
Eq. (1). The reference enrichment used throughout the study is 2.95 %. Furthermore a correction was 
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applied based on the calculated share of 244Cm neutrons. This correction is significant for low burnups (< 
20 MWd/kg). The measured results have not been corrected for multiplication. This effect is taken into 
account in the model calculations, and if significant, it should induce some non-linearity in the neutron 
signal vs. fissile material correlation. 


An additional factor attributed to the irradiation conditions of BWR's is the void fraction. The void 
fraction depends on the position of the assembly in the core. The void fraction has a certain axial and 
radial profile. A good approximation to a BWR assembly irradiated to high evacuation burnup is 0.5 near 
the mid-level. This value was used in the enrichment correction calculations made by ORIGEN-S. PYVO, 
when calculating the transuranium production, uses a certain axial void profile yielding an effective void 
fraction of 0.44 applicable in these calculations [6]. An interesting case is those assemblies, which have 
low evacuation burnup, either due to having been irradiated in the initial operating cycles or due to some 
incident, e.g. leak, causing its early evacuation. Due to radial distribution of the void fraction those 
assemblies may have effective void fraction over their irradiation history different from that used in the 
calculation of corrections. This may induce additional fluctuation of the data points especially at low 
burnups. 


3. MODEL CALCULATIONS 


A set of calculations using the MCNP-4C code [8] was performed. In these calculations four of the 
incomplete fuel assemblies measured during the CLAB campaign were modelled. The model also includes 
the geometry of the fork detector used for measurements. The assemblies modelled, together with some 
parameters, are listed in Table I. Fig. 1 shows a cross section view of the four assemblies studied. 
Geometry 1 refers to a complete assembly of 63 pins and is shown as a reference in Fig. 1. 


In the calculations, the 244Cm and 137Cs activities were evenly distributed among the fuel rods. Although 
this assumption is an approximation, it facilitates intercomparison between the various cases. The 
enrichment of each rod was set to the average initial enrichment of the assembly.  


The transport of neutrons emitted from 244Cm was calculated for each fuel assembly. The transport of 
gamma rays emitted from 137Cs was calculated as well. The fork detector was assumed to be positioned at 
the middle height of the assembly in three angles with 90� separation. The average signals in the neutron 
and gamma detectors were calculated. For the neutron count rate, only the signals in the detectors not 
covered with Cd were used in the analysis, i.e. the calculated signal was the fission rate induced in the 
layer of 235U used in the fork detector. 


Table I. The variations of geometry modelled by MCNP calculations. "Geometry"  
refers to the number indicated in Fig. 1. 


Assembly 
ID 


Geometry 
(Fig. 1) 


Pins left Fuel left
(%) 


UO2 mass
(kg) 


BU 
(MWd/kg) 


IE 
(%) 


SS05 2 41 65 139 18 1.8 


SS14 3 57 90 189 18 1.8 


SS04 4 54 86 178 18 1.8 


SS08 5 58 92 195 18 1.8 
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FIG. 1. Variations of BWR 8x8 fuel geometry used in the MCNP calculations. 


4. RESULTS AND DISCUSSION 


A consistency curve for the correlation described in Eq. (1) with the width of about �7 % (99.5 % of the 
individual measurements hit above the lower limit of this interval) can be achieved with reasonably 
careful measurements, see Fig. 2. The correlation function obtained by regression analysis is indicated as a 
solid line. The 99.5 % error corridor is indicated as dotted lines above and below the solid line. Fig. 2 
shows that assemblies with very low burnup exhibit a higher neutron yield than could be anticipated even 
though the two assemblies with burnup of 11 MWd/kg have about 30 % of pins missing and the one with 
8 MWd/kg has 10 % of pins missing. 


The corrected gross gamma vs. burnup curve is shown in Fig. 3. The regression line and error corridor has 
been indicated as in Fig. 2. The 99.5 % prediction limit goes about 92 units below the regression line 
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FIG. 2. 244Cm neutron rate plotted against burnup. 
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FIG. 3. Gross gamma signal plotted against burnup. 


corresponding to an error corridor width of �12 % at the highest burnup. At lower burnups this signifies 
correspondingly higher relative error. One can see from Fig. 3 that removal of pins reduces also the gross 
gamma signal somewhat against the hypothesis presented in Sec. 1. 


Of special interest is a set of 5 assemblies with equal burnups of about 18 MWd/kg. Four of them have 
been also modelled by MCNP. Fig. 4 shows the data of those assemblies, for which both measured and 
model calculated data is available. The calculated data is normalized to make them to agree with the 
measured data for assembly SS08. One can see that the incomplete assemblies have a good consistency. 
The higher the degree of defect the higher is the deviation in the gamma and neutron yield. Yet, even the 
largest difference is 9.7 % at SS05. Also the neutron yield shows similar behaviour for all incomplete 
assemblies. The largest difference, again at SS05, is -9.0 %. The result shows that the model for 
incomplete assemblies is quite successful. Additionally it backs up the corrections made to the measured 
raw data for obtaining values, which could be compared to Eqs. (1)-(3). 
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FIG. 4. The calculated and measured neutron vs. gross gamma data points of selected assemblies. 
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FIG. 5. Neutron yield of the incomplete assemblies of BU=18 MWd/kg. 


The neutron yield vs. percentage of nuclear material left together with their regression lines is plotted in 
Fig. 5. Both measured and calculated data for the set of BU=18 MWd/kg and IE=1.8 % have been plotted. 
The 3-s.d. error bars are indicated for the measured data points. The results of a corresponding 
measurement performed at SCK/CEN in Mol using a fresh MOX mock-up [7] are plotted for comparison. 
The data is normalized to produce equal neutron yield for a complete assembly. The calculations and both 
measured data sets show very linear behaviour, which could indicate that the multiplication must have 
only a minor effect to the neutron yield. The line based on the measured data has the steepest slope. 


A more comprehensive  study is in progress where the calculations are extended to  other geometries  
regarding fuel type and missing fuel pins, ref. [9]. 


Fig. 6 displays the gamma yield for the same set of assemblies, which is displayed in Fig. 5 for the neutron 
yield. This time the calculated data points manifest a steeper slope. The scattering of the gamma points 


Fuel left (%)


60 70 80 90 100


G
ro


ss
 g


am
m


a 
(a


rb
itr


ar
y 


un
its


)


200


220


240


260


280


300


320


340


Measured
Calculated


 


FIG. 6. Gamma yield of the incomplete assemblies of BU=18 MWd/kg. 
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FIG. 7. The measured neutron vs. gamma yield. 


around their regression lines is higher than that of the neutron data. This could be attributed to higher 
sensitivity to the geometry of the gamma signal. 


Finally, Fig. 7 displays the measurement results as arranged according to the correlation expressed in 
Eq. (3). As the gamma and neutron signals are both reduced for the 18 MWd/kg assemblies, see Figs. 5 
and 6, the outcome of the neutrons vs. gross gamma correlation is such that even those assemblies cannot 
be distinguished from the complete ones. The same conclusion can be drawn for incomplete assemblies of 
lower burnup. 


5. CONCLUSIONS 


This study has shown that the fork detector can be used for partial defect verification of spent fuel. This 
applies to fuel with burnup 18 MWd/kg, where assemblies of 65 % or less of fuel left could be verified 
utilizing the correlation between the neutron yield and the declared burnup. The effect is stronger and the 
verification should be clearer for higher burnup assemblies. For very low burnup assemblies the data 
available was insufficient, but no verification could be achieved for the two assemblies of 
BU=11 MWd/kg with about 70 % of fuel left. 


The independence of the operator-declared burnup cannot be attained, due to strong correlation between 
the neutron and gamma yields in the incomplete assemblies. Additionally strong configuration dependence 
of the gamma signal in the incomplete assemblies makes the situation more difficult. 


A fairly good consistency between the model calculations and the experimental results was achieved for a 
set of assemblies with constant burnup and initial enrichment values. This consistency increases the 
confidence in the necessary corrections applied to the experimental data. 


The importance of the corrections to the neutron data decreases for higher burnups, but a large spread of 
initial enrichment values found in the Olkiluoto fuel data makes unavoidable the application of some 
enrichment correction. The assemblies with long cooling time, over 12 years, do not require any 
corrections to gamma ray data. For long-cooled assemblies additional gamma spectrometry, which is 
implemented in the enhanced fork detector, does not bring about any benefit. All assemblies to be 
disposed of are expected to have a considerably longer cooling time than 12 years. However, exceptional 
irradiation histories, e.g. several off-reactor cycles during the irradiation period, may induce significant 
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systematic deviation, which remains in the fuel assembly and does not decay away along with the cooling 
of the fuel. This can be successfully taken into account, if the data on off-reactor cycles is available. 


A basic difficulty with the fork detector is that only two parameters can be measured for a long-cooled 
assembly, whereas the number of combinations of variables leading to one and the same set of measurable 
parameters is very large. This leaves room for an intelligent falsification of the data by the operator. 


Although the fork method can be applied to partial defect level verification in a large variety of cases, it is 
not operative for all situations. This means that to find a method, which could be applied for partial defect 
verification for all cases, a different approach should be made.  
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1. INTRODUCTION 
 
In March of 1990 Lithuania declared its independence. However, Ignalina nuclear power plant 
with two operating units, among the most powerful ones in the world, remained factually in 
the jurisdiction of the Soviet Union. In August 1991 after the formal collapse of the Soviet 
Union the Ignalina NPP located in the north east corner of Lithuania finally came under the 
authority of the Republic of Lithuania. 
 
The same year, 1991, on the 18th of October the Government of the Republic of Lithuania 
made a resolution to establish the State Nuclear Power Safety Inspectorate (VATESI) from 
the 1st of November [1]. The regulatory safety control of the Ignalina NPP was assigned to it. 
This year it will be the 10th anniversary of VATESI. 
 
2. LEGAL BASIS 
 
Lithuania became a party to the Treaty on the Non – proliferation of Nuclear Weapons on the 
23rd of September 1991. One year later, on the 15th of October 1992, Agreement between the 
Government of the Republic of Lithuania and the International Atomic Energy Agency for the 
Application of Safeguards in connection with the Treaty on the Non – proliferation of Nuclear 
Weapons [2] was signed. Establishment of the State System of Accounting for and Control of 
nuclear material (SSAC) was entrusted to VATESI. It was designated a Nuclear Material 
Accounting and Control (NMAC) Authority.  
 
The full competence of VATESI is set in the Law on Nuclear Energy [3]. Further, 
Government’s resolution on the state system of accounting for and control of nuclear 
materials [4] has obliged VATESI to represent the Republic of Lithuania and co-operate with 
the IAEA and other states’ respective institutions in the nuclear material accounting and 
control area.  
 
In collaboration between the IAEA and VATESI Subsidiary Arrangements to the Agreement 
have been documented. The General Part entered into force on the 8th of December 1997. A 
separate Attachment for the Ignalina NPP entered into force on the 8th of July 1999. 
 
The above mentioned international and national legal documents set the legal basis for the 
Lithuanian SSAC. 
 
3. NMAC AUTHORITY 
   
The Nuclear Materials Control Department within VATESI is responsible for maintaining the 
SSAC.  
 
Figure 1 shows the organizational structure of VATESI. 
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FIG. 1. Organizational chart of VATESI. 
 
Usually one member of the Department staff supervises accounting administration and various 
aspects of safeguards implementation in the country. There are two other persons in the 
Department dealing with the export import control, physical protection, illicit trafficking and 
other nuclear material control related questions. 
 
Ministry of Economy co-ordinates the implementation of the system of export import control 
of strategic goods including nuclear material, equipment and technology between different 
responsible state bodies. It makes the final decision on the issue, suspension and revocation of 
the import/export/transit licenses. Thus, VATESI responsibility in this area is limited to the 
provision of the expertise on applications for the licenses. 
 
4. SSAC INFORMATION SYSTEM  
 
The need for a computer based Information System was obvious from the first steps of the 
introduction of the SSAC in Lithuania. This, one of the functional elements of the SSAC, was 
developed with the help of the Swedish Nuclear Power Inspectorate (SKI). In the beginning 
almost all nuclear material subject to safeguards was located at the Ignalina NPP. Swedish 
company AMC Konsult AB developed and provided the software for the recording and 
processing of information on nuclear material, provided by the facility operator, and also for 
preparing of reports to the IAEA. The same company took care of the accounting and 
reporting software for the spent nuclear fuel dry storage (hereinafter “the dry storage”) at the 
facility level and at the same time updated the state program. The new version eliminated the 
Y2K problem as well. 
 
Inventory Change Reports (ICR), Material Balance Reports (MBR) and Physical Inventory 
Lists (PIL) are produced in a labelled format. ICRs are sent every month and MBRs and PILs 
once per year to Vienna to the IAEA Division of Safeguards Information Treatment on a 
floppy diskette. Close to 20,000 records have been generated during each year. The major part 
of them comes from the PIL of the Ignalina NPP.  
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5. REQUIREMENTS OF NMAC 
 
VATESI has issued Regulations for accounting for and control of nuclear materials at nuclear 
facilities and locations outside facilities (LOF) [5]. The IAEA requirements and criteria [6] 
have been applied to the nuclear activities in the country. 
 
As there are only item facilities in the country and inventory changes are based on 
calculations, such measures as measurement system, measurement control and also 
shipper/receiver differences have been omitted in the Regulations. But appearance of bulk 
material with the seizure from the illicit trafficking has shown this deficiency. The task of 
amending the Regulations is set for the nearest future.    
 
Three material balance areas (MBA) are established at present: one for the Ignalina NPP, one 
for the dry storage and one for LOFs. There are 10 Key Measurement Points (KMP) 
established for determination of physical inventory at the Ignalina NPP. The other two MBAs 
include two KMPs apiece and one of each is physically located in the territory of the Ignalina 
NPP. The second KMP of LOFs is determined for nuclear material stored in the Institute of 
Physics. 
 
6. ENSURING COMPLIANCE 
 
The Facility Attachment is documented only for the Ignalina NPP yet. Thus, the IAEA 
conduct routine inspections for this facility and ad hoc inspections for the dry storage and 
LOFs. 
 
The state program of NMAC inspections is integrated into the IAEA Safeguards activities in 
Lithuania. Independent national inspections are limited to examination of operator records and 
reports, counting and visual check of item identification, what usually is a mere tag reading. 
The IAEA inspectors do verification with physical measurements. VATESI inspector ensures 
that suitable arrangements are made to allow the Agency to conduct inspections and 
accompanies the IAEA team during physical inventory verification and quarterly inspections. 
If necessary, the IAEA inspector is also accompanied during domestic shipment and foreign 
receipt verifications. 
 
7. SSAC AT THE FACILITY LEVEL 
 
Although the Ignalina NPP and the dry storage, which came into operation in 1999, are 
considered two separate facilities, common operator executes accounting and control of 
nuclear material. There is one group with overall NMAC responsibilities.  
 
Having a small number of personnel at the state level, it is essential to have well trained 
facility operator. The training courses, workshops in the accounting and safeguards area 
offered by the IAEA are available both for the state and facility responsible personnel. 
 
8. ADDITIONAL PROTOCOL 
 
Lithuania signed the Additional Protocol [7] on the 11th of March 1998. Parliament of the 
Republic of Lithuania ratified it on the 21st of March 2000 and on the 5th of July it finally 
entered into force. The Additional Protocol ratification law [8] has become another milestone 
in the legal basis of the SSAC. 
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As the Protocol expands the scope of IAEA safeguards, it also expands the purview of the 
SSAC. However, the absence of the separate nuclear industry along with the nuclear power 
plant in the country did not make the preparation of the initial declaration a very complex 
task, although exploration of the scientific sector required some effort. There are several so-
called Technical Support Organizations (TSO) in the country. TSOs have to get VATESI 
license for their activities in the nuclear area. Usually these activities are aimed at the Ignalina 
NPP or VATESI needs. It was not very obvious whether certain activities or projects fall in 
the nuclear fuel cycle-related research and development activities as they are stated in the 
Protocol.  
 
Generalizing the first experience of the implementation of the Additional Protocol from the 
State’s point of view, it could be said that collection of relevant information within the 
country has acquired its framework and further years should consolidate it. 
   
9. FUTURE PROSPECT 
 
Lithuania is aiming to become a European Union member. Preparations to join the 
EURATOM system have already started and it is another challenge for the young Lithuanian 
SSAC. 
 


REFERENCES 
 
[1] GOVERNMENT OF THE REPUBLIC OF LITHUANIA, Resolution No. 433 on the 


establishment of the State Nuclear Power Safety Inspectorate, No. 32-886, Valstybes 
zinios (1991). 


[2] INTERNATIONAL ATOMIC ENERGY AGENCY, Agreement between the 
Government of the Republic of Lithuania and the International Atomic Energy Agency 
for the Application of Safeguards in connection with the Treaty on the Non – 
proliferation of Nuclear Weapons, INFCIRC/413, IAEA, Vienna (1992). 


[3] PARLIAMENT OF THE REPUBLIC OF LITHUANIA, Law on Nuclear Energy, No. 
119-2771, Valstybes zinios, Vilnius (1996). 


[4] GOVERNMENT OF THE REPUBLIC OF LITHUANIA, Resolution No. 955 on the 
state system of accounting for and control of nuclear materials, No. 84-2099, 
Valstybes zinios, Vilnius (1997).  


[5] STATE NUCLEAR POWER SAFETY INSPECTORATE (VATESI), Regulations for 
accounting for and control of nuclear materials at nuclear facilities and locations 
outside facilities, No. 112-2856, Valstybes zinios, Vilnius (1997).  


[6] INTERNATIONAL ATOMIC ENERGY AGENCY, Guidelines for States’ Systems 
of Accounting for and Control of Nuclear Material, IAEA/SG/INF/2, IAEA, Vienna 
(1980).  


[7] INTERNATIONAL ATOMIC ENERGY AGENCY, Protocol Additional to the 
Agreement between the Government of the Republic of Lithuania and the International 
Atomic Energy Agency for the Application of Safeguards in connection with the 
Treaty on the Non – proliferation of Nuclear Weapons, INFCIRC/413/Add.1, IAEA, 
Vienna (2000). 


[8] PARLIAMENT OF THE REPUBLIC OF LITHUANIA, Ratification law of the 
Protocol Additional to the Agreement between the Government of the Republic of 
Lithuania and the International Atomic Energy Agency for the Application of 
Safeguards, No. 37-1025, Valstybes zinios, Vilnius (2000). 





		Back to Papers






IAEA-SM-367/14/10/P  


CRITERIA FOR A COMPARATIVE ASSESMENT ON HANDHELD GAMMA-RAY 
MEASUREMENT TOOLS 
 
 
J.FEICHTINGER1),2), M.SCHWAIGER1), C.SCHMITZER1), P.KINDL2) 
 
1) Austrian Research Centres Seibersdorf (ARCS), Radiation Protection, Division for Health 
Physics, Seibersdorf, Austria 
 
2) Technische Universität Graz, Institut für Technische Physik, Graz, Austria 
 
The radionuclide laboratories at the Austrian Research Centres Seibersdorf are strongly 
involved in radiation protection of public and employees as well as in environmental 
monitoring with special concern to gamma spectrometric measurements. Hence, field 
measurements and therefore the subject of hand-held measurement devices is a topic of main 
interest. Taking into consideration, that these hand-held measurement tool are further used in 
critical and sensitive operations, as for example by the IAEA Safeguards or by CTBTO On –
Site inspectors, a standard for characterising these gamma measurement tools seems to be 
sound as necessary.  


The poster presents a set of technical criteria as well as limiting values, which allows an 
objective comparison of hand-held measurement devices. The criteria can be divided into 
three individual parts: radiometric characteristics, ergonomics and usability in field 
operations. The main criteria for testing the radiometry performance of hand-held 
measurement devices are sensitivity, efficiency, energy response, energy resolution and 
nuclide identification or not identification (if necessary), detection probability, dose rate 
indication, uncertainty, etc. The ergonomic test contains as dominating parts handling and 
quality of the manual. To evaluate the applicability in field operations different environmental 
conditions (e.g. light conditions, temperature range, moisture…) as well as battery lifetime 
and weight should be taken into account. These criteria may vary in dependence of the 
requirements or limitations given by various external conditions, but still a standard to 
evaluate and will give the opportunity to provide an objective comparison. 
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Abstract 
 
In Korea, a national inspection system was introduced in 1997 as an active measure to maintain 
increased nuclear material and facilities, to respond to all international obligations, and to ensure 
international transparency and the credibility of nuclear activities in Korea. As the national inspection 
system settled down, both the IAEA and Korea looked for possible ways of cooperation for mutual 
benefit. During the 8th IAEA-Korea Joint Review Meeting on Safeguards Implementation in 1999, the 
IAEA and Korea agreed to establish a working group for the enhanced cooperation between the two to 
seek mutually beneficial approaches taking advantage of Korean SSAC expertise as well as ongoing 
digital surveillance camera upgrades. A working group, composed of experts from the IAEA and 
Korea, reviewed several options for enhanced cooperation on LWRs in Korea and suggested a measure 
for implementing the current safeguards approach for LWRs with remote monitoring. Along with the 
application of remote monitoring, it is not necessary for IAEA inspectors to participate in all 
inspections but the IAEA can utilize national inspectors for interim inspections. For the evaluation, the 
IAEA will take advantage of the data submitted by the SSAC, remote monitoring and randomly 
selected inspection along with the other inspections performed by both parties, such as PIV. This 
approach shows new cooperation scheme which can be applied to a single state. A basic element of 
this approach is the sharing of inspection activities between the SSAC and IAEA while both parties 
maintain independent conclusion capabilities. This new approach is considered as an interim measure 
before an integrated safeguards approach in the future. But it is expected that this new approach will 
have a similar effect on integrated safeguards and will be easily adaptable for IS application in the 
future. A Memorandum of Understanding for LWR enhanced cooperation was exchanged during the 
10th IAEA-Korea Joint Review Meeting in October 2001, and the new approach will be applied to all 
LWRs in Korea from 2002. For full benefit to the IAEA and Korean SSAC, such enhanced 
cooperation needs to be expanded. In this regard, this practical approach for LWRs will be the starting 
point for further enhanced cooperation that will be mutually beneficial. 
 
 
1. INTRODUCTION 
 
Korea ratified the Treaty on the Non-Proliferation of Nuclear Weapons (NPT) on 23 April 1975. In 
connection with the NPT, the Safeguards Agreement between Korea and the IAEA has been in force 
since 14 November 1975. The Korean SSAC (State’s System of Accounting for and Control of nuclear 
material) was established by the Ministry of Science and Technology (MOST) immediately after the 
Safeguards Agreement became effective in 1975. Since then, Korea has been submitting official 
reports to the IAEA and the IAEA has been performing verification activities, i.e., safeguards 
inspection. 
 
In 1975 only 2 nuclear facilities, TRIGA II and III research reactors, were under the IAEA safeguards. 
However, because of the active nuclear power program in Korea, 33 facilities are now under the IAEA 
safeguards. As nuclear material has been continuously increasing due to nuclear industry expansion 
and international obligation became stronger than before due to reinforced non-proliferation regime, it 
became necessary to have an effective and efficient control system. As an active measure to maintain 
the increased nuclear material and facilities, to respond to international obligations, and to ensure the 
international transparency and credibility of nuclear activities in Korea, a national inspection system 
was introduced. 
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In Korea, safeguards and physical protection matters are provided for in the Atomic Energy Act 
together with subsidiary legislation. Concerning the national inspection system, the Korean system has 
unique features. Under the Atomic Energy Act, a nuclear licensee prepares its own ‘Safeguards & 
Physical Protection (SG&PP) Program’ and submits it to the Government for approval. The purpose of 
national inspection is to determine whether the nuclear facility is being operated in accordance with 
the approved SG&PP Programs. So, by nature, the Korean national inspection is considered as 
compliance inspection. According to the Notice of MOST, the scope of the national inspection is (a) 
examination of the records coupled with nuclear material accountancy kept by the operator, (b) 
measurement of all nuclear material subject to safeguards, (c) verification of the functioning and 
calibration of instruments and other measuring and control equipment at the facility, (d) application 
and utilization of containment and surveillance measures, and (e) other necessary measures for 
safeguards implementation including sample taking for destructive analysis. 
 
In implementing the provisions related to the national inspection in the atomic energy laws, inspection 
criteria and procedures are necessary, even though the Korean SSAC system has unique features. 
National inspection criteria are very similar to the IAEA’s Safeguards Criteria. Inspection activities to 
fulfill the inspection criteria are described in inspection procedures. The inspection activities are 
almost the same as the IAEA’s. Current national inspection activities are mainly based on direct 
verification of nuclear materials and seal application. For example, spent fuels in PWRs are item 
counted and verified with medium detection probability for gross defects, at least once every three 
months, while the IAEA uses surveillance equipment such as SDIS. However, as C/S data is remotely 
transmitted to a hub station at TCNC and shared with the IAEA under an enhanced cooperation 
scheme, inspection activities will be identical with the IAEA’s. 
 
In order to conduct inspections effectively and efficiently, procurement/development of adequate 
inspection equipment is necessary since the types of nuclear materials are facility dependent. Currently, 
various kinds of inspection equipment besides surveillance system are in use for national inspections 
and advanced equipments are under development. User’s manuals and procedures as well as working 
papers are prepared for most of the frequently used equipment. After performing an inspection, 
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inspectors are required to submit inspection reports. The inspection report contains detailed 
information gathered during the inspection and is similar to the IAEA’s inspection logsheet. Relevant 
working papers are attached, too. The inspection report has been prepared by the TCNC staff since 
January 1995 and stored in the inspection information management system. 
 
From the second half of 1997, national inspection has been initiated at seven nuclear facilities in 
Korea, representing each nuclear facility type and location on a test basis. National inspections have 
been carried out by officials from MOST with technical assistance from the Technology Center for 
Nuclear Control (TCNC) staff. In 1998, national inspections were expanded to 13 nuclear facilities. 
From 1999, national inspection has been carried out for all nuclear facilities in Korea. In 2000, 
national inspections were performed successfully in 32 nuclear facilities including 12 PWRs, 4 
CANDU reactors, 10 research facilities, 4 fuel fabrication plants and others. In 2000, a total of 148 
national inspections had been carried out where 463 PDIs (person-days-of-inspection) of national 
inspectors were consumed. During 2000, IAEA performed same number of inspections with 351 PDIs. 
 
 
2. ENHANCED CO-OPERATION WITH IAEA 
 
As national inspection is being performed at the same time as the IAEA inspection, and the 
verification activities are quite similar to the IAEA's, both sides look for possible ways of cooperation 
for mutual benefit. It is expected that considerable saving on inspection resources as well as more 
effective safeguards implementation could be achieved, if cooperation work between Korea and the 
IAEA, such as shared or joint inspection, is realized. 
 
2.1 Working Group for Enhanced Cooperation at LWRs 
 
In 1991, Korea and the IAEA started the first Joint Review Meeting on Safeguards Implementation in 
Korea. Since then, a Joint Review Meeting (JRM) has been held every year to discuss the result of 
safeguards implementation in Korea and possible cooperation between the two sides. During the 8th 
JRM in 1999, the IAEA and Korea agreed to establish a working group for the enhanced cooperation 
between both sides in anticipation of integrated safeguards. Since it would take several years for the 
implementation of integrated safeguards in Korea, it was agreed to seek mutually beneficial 
approaches, taking advantage of Korean SSAC expertise as well as ongoing digital surveillance 
camera upgrades, capable of remote data transmission. The main purpose of enhanced cooperation 
with SSAC is to save IAEA resources without sacrificing the effectiveness of the safeguards system. 
 
A working group, composed of experts from the IAEA and Korea, reviewed various options for 
enhanced cooperation on LWRs in Korea. In May 2000, the working group submitted the final report, 
proposing that ‘RM inspection regime’ is the most appropriate scheme for the moment while ‘IS 
inspection regime’ is considered as a possible approach for the future under integrated safeguards. 
 
The basic concept of the RM approach is that the IAEA can utilize national inspectors during interim 
inspections with the application of remote monitoring. In other words, the SSAC will carry out all 
necessary activities during interim inspections on LWRs under the audit of the IAEA. For the 
evaluation, the IAEA will take advantage of the data submitted by the SSAC, remote monitoring and 
unannounced inspection along with a PIV once a year. 
 
2.2 LWR Safeguards Approach with Remote Monitoring 
 
In general, the technical objectives of the safeguards approach for LWRs without MOX are to detect 
and deter the diversion of significant quantities of nuclear material within the timeliness verification 
goal (3 months for irradiated fuel) and to detect and deter misuse of the facility (e.g., undeclared 
production of direct-use material and undeclared fuel pin exchange or removal) and borrowing of fuel 
assemblies from other facilities to conceal the diversion of nuclear material. 
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Due to the inaccessibility of core fuel during reactor operation, reactor building is always under 
containment and surveillance measures covering the all possible diversion routes. Typically, 
equipment hatch and canal gate are under seals during reactor operation and one camera is installed in 
fuel building to monitor nuclear material movement through truck access area. This camera is also 
backing up the seal at canal gate. If results of C/S at fuel building is not conclusive, spent fuel can be 
verified relatively easily. Another camera is installed in reactor building which is used to monitor 
nuclear material movement through equipment hatch during refueling period. This camera is also used 
for transmitting the seal data to the server. In Korea, VACOSS seals and DCM 14 cameras are used at 
LWRs and data from cameras and seals are stored in the server. Stored data are encrypted and 
authenticated and are transmitted remotely through public telephone line. 
 
2.3 Progress 
 
The working group report was approved by both the IAEA and Korea on its implementation. For 
official agreement, a draft MOU was prepared and discussed continuously. In parallel, steps for actual 
implementation of the new approach were undergoing. These included RM equipment installation at 
LWRs, hub station installation, provision of a detailed work plan and joint procedures. 
 
Up to now, RM equipment installation has been completed for 13 LWRs and will be continued for 
newly constructed LWRs. Among these, 3 LWRs (Kori-2, Younggwang-3, and Ulchin-1, one from 
each LWR site) were selected for rehearsal of RM based inspection. A hub station was installed at 
TCNC in August 2000 and data transmission started at 3 selected LWRs for rehearsal. In the work plan, 
rehearsal to gain practical experience was planned prior to actual implementation. In September 2000, 
Korea decided to exercise SSAC-alone inspection. A workshop for national inspectors and operators 
was held and exercises to simulate SSAC-alone inspection situation were performed for 3 selected 
LWRs during September/October 2000. Inspection reports of exercises were sent to the IAEA and 
discussed with the IAEA during the 9th JRM. Another rehearsal with IAEA inspector presence took 
place with the routine inspection in November 2000. 
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At the 9th JRM held in Vienna during 2000.10.16-10.18, a new approach was discussed in depth and 
agreed to as follows; 


- Prior to accepting the scheme for full implementation, a rehearsal is planned to last until April 
2001 in order to gain practical experience at selected LWRs; 


- To solve technical problems encountered, particularly camera failures in the containment area, 
tests on a modified version of the camera are now under way. Corrective action will be taken; 


- For official agreement, a draft MOU will be investigated to elaborate on the issue of how to 
deal with the Annexes to the MOU in a practical way. 


 
However, the rehearsal was extended due to a delay of the MOU agreement as well as the technical 
problem of the camera in the reactor building. For the RM data review during rehearsal, Korea 
provides monthly accounting and operating information via appropriate electronic mail and inspection 
reports as part of rehearsal. For the technical problem of the camera in the reactor building due to high 
radiation, new radiation-hardened cameras and/or shielding are being used to remedy the problem. 
 
At the 10th JRM held in Seoul during 2001.10.17-10.19, the MOU with an Annex was signed by the 
Director General of Atomic Energy Bureau of the Ministry of Science and Technology and the IAEA 
Deputy Director General for Safeguards and exchanged. After reviewing rehearsal activities by the end 
of 2001, the enhanced co-operation scheme will be applied to all LWRs in operation from January 
2002. 
 
 
3. CONTENTS OF ENHANCED COOPERATION ARRANGEMENT 
 
The MOU (Memorandum of Understanding between the International Atomic Energy Agency and the 
Ministry of Science and Technology of the Republic of Korea for an Enhanced Cooperation on 
Safeguards Implementation at Light Water Reactors in the ROK) has an Annex (Enhanced Co-
Operation Arrangements between the IAEA and the ROK SSAC on the Implementation of Safeguards 
at LWRs in the ROK). All details for enhanced cooperation implementation are set out in the Annex. 
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3.1 Basic Concepts and Scheme 
 
In general, the following inspections are performed at each LWR during material balance period; 


- one Physical Inventory Verification (PIV) annually; 
- up to four interim inspections annually for timely detection purposes and pre- and post-PIV 


activities; 
- inspections as necessary for verification of shipments and receipts of spent fuel; 
- inspections relating to the zone approach for LEU in Korea (these inspections will also provide 


confirmation of the absence of borrowing.); and 
- inspections for follow-up activities, if any. 


 
The basic concepts of the LWR enhanced cooperation scheme are that the ROK SSAC participates in 
all scheduled inspections for LWRs while the IAEA performs the annual PIV/post-PIV inspections and 
other inspections as deemed necessary by the IAEA. To ensure that the IAEA is able to draw timely 
independent conclusion, remote data transmission scheme is adopted as follows; 


- all possible removal routes in all LWRs are under continuous C/S measures; 
- all C/S data are authenticated and remotely transmitted to the IAEA Headquarters in Vienna in 


encrypted form through the central hub installed on the premises of the ROK SSAC; 
- operating and accounting records necessary for the IAEA’s C/S review are encrypted and 


submitted electronically to the IAEA by the ROK SSAC on a monthly basis. 
 
Inspections will be planned by the IAEA based on the annual schedule supplied by the ROK SSAC. 
The annual schedule includes the following preliminary information; dates of fresh LEU fuel receipts, 
reactor shutdown, PIT (PIV) date, the date of planned reactor re-start and dates of planned shipping 
campaigns. This preliminary information will be confirmed by the ROK not later than two calendar 
weeks before a specific event. The inspection schedule is to be prepared by the IAEA and revised as 
necessary but at least on a monthly basis. The interim inspections for timely detection purposes will be 
arranged on an approximately quarterly basis and will be performed by an inspector from either the 
IAEA or the ROK SSAC or both organizations. The PIV/post-PIV, inspections relating to the 
shipment/receipt of spent fuel, inspections in connection with the LEU zone approach, and inspections 
for follow-up activities will be performed by both organizations. 
 
When an IAEA inspector does not participate in an inspection, the ROK SSAC will perform an 
inspection which includes book up-dating, item counting of fuel assemblies, attachment/detachment/ 
reading of VACOSS seals and in-situ check/detachment(with the IAEA permission) of the metal seals. 
ROK SSAC inspections will be documented by using the IAEA’s Inspection Logsheet with working 
papers completed. The IAEA will prepare on a quarterly basis a 90(a) statement reflecting its 
independent conclusions with the results of the C/S review based on operating and accounting data 
sent by the ROK SSAC to the IAEA. 
 
3.2 Impact of New Approach 
 
Typically, around 8-9 inspections are performed for one LWR per annum under the current safeguards 
approach; 1 pre-PIV, 1 PIV, 1 post-PIV, 3-4 interim inspections, fresh fuel receipts and a simultaneous 
inspection. However, at the LWRs, various work such as spent fuel transfer between power plants, fuel 
movement and repairing work, changing the storage rack, etc., are carried out that requires additional 
inspections. So at some LWRs in Korea, the number of inspection reached 15 during the material 
balance period. Interim inspections can be planned together with the other fixed inspections. Typically 
in Korea, one or two IAEA inspectors come every three months to cover periodic inspections for all 
LWRs. However, other inspections depending on facility operation are unpredictable so difficult to 
combine with others. 
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With the new enhanced cooperation scheme, the number of inspections can be greatly reduced. For 
example, in the case of simple seal attachment and detachment activities, one activity (normally 
detachment activity) can be done by the SSAC inspector. This activity can be confirmed later by the 
IAEA inspector with the help of remote monitoring data. Also, some inspection activities can be 
carried out later during another necessary inspections, such as PIV/post-PIV and randomly selected 
interim inspection, where the IAEA inspector must participate. 
 
Purpose of inspection is to meet the safeguards objectives; in other words, to attain the inspection 
goals. There are several sets of activities required in the IAEA Safeguards Criteria to attain the 
inspection goals. It is not an intention of enhanced cooperation scheme to limit the number of IAEA 
inspections but to carry out the necessary activities through dynamic evaluation of events at the 
facility and performance of the IAEA/ROK SSAC activities. In this regards, this new scheme is 
performance oriented approach and should not be implemented in systematic or mechanistic way. It 
should rather be flexible and careful in implementation for full benefit. To optimize the inspection 
frequency and activities, the followings are necessary; 


- inspector should know the facility’s safeguards related activities and plan in detail; 
- the IAEA and Korea SSAC should have more close communication in the inspection plan 


evaluating the activities already performed and to be performed. 
 
This enhanced cooperation scheme shows new cooperation scheme which can be applied to a single 
state. With this new approach, the following benefits are expected for both sides. 
 


1) Increase Effectiveness 
- real time monitoring capability by RM technology 
- close look of facility operation with additional information 
- IAEA still keeps the rights to participate all inspections 


 
2) Improve Efficiency 
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- decrease inspection activities in field as well as inspection effoerts 
- flexible inspection schedule is possible 
- efficient work with digitalized data and possible automation in the future 


 
3) Benefit to ROK SSAC 


- strengthening national inspection capability using RM data 
- decrease actual inspection time at the facility under RM system 
- more flexible inspection schedule, taking into account operating conditions 
- making actual IS environment through enhanced cooperation 
- contribute to international safeguards by proposing a new approach applicable to a single state 


 
 
4. CONCLUSION 
 
As a result of extensive work between the IAEA and Korea, a new cooperation scheme for LWRs in 
Korea has been agreed to and will be implemented from 2002. The scheme, which is based on remote 
monitoring technology, shows a new cooperation scheme applicable to a single state. With this new 
approach, the effectiveness will be increased while the efficiency also improves. For a successful 
implementation of enhanced cooperation scheme, more close communication is essential. 
 
This new approach is considered as an interim measure before an integrated safeguards approach in 
the future. But it is expected that this new approach will have an equivalent effect to integrated 
safeguards and will be easily adaptable for IS application in the future. 
 
For full benefit to the IAEA and Korean SSAC, such enhanced cooperation needs to be expanded to 
other types of facilities, such as fuel fabrication plant, CANDU reactors, and other areas of interest. In 
this regard, this practical approach for LWRs will be the starting point for further enhanced 
cooperation that will be mutually beneficial. 
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1. INTRODUCTION: 
 
 
The Japanese Nuclear Material Control Center (NMCC) is testing techniques to be used for tank 
calibration and solution volume measurements using dip-tube bubbler probe systems under large-scale 
conditions. For large-size reprocessing plants, such as the Rokkasho Reprocessing Plant (RRP), high-
quality calibration and solution volume measurement techniques are of great importance for 
accountancy purposes. NMCC has constructed a test facility, the Large Scale Tank Calibration 
(LASTAC) facility, for the purpose of extensively testing calibration procedures used to determine 
solution volume of a large accountancy tank. The LASTAC tank is structurally equivalent to the input 
accountancy tank at RRP, containing the same volume (25 m3) and internal piping, machinery, and 
instrumentation. 
 
The LASTAC tank calibration exercise consists of 5 experiments with 12 calibration runs performed 
under several different conditions. The calibration liquid used, the solution temperature, solution 
mixing in the tank, zero-reset between pressure readings, ventilation, and increment interval times 
were all varied according to the following experimental set-up: 
 


 
Experime


nt 
Runs Solution Temp. Pressure 


zero reset 
Mixing Ventilatio


n 
Increment 
Interval 


1 1,2,3 H2O 20°C yes yes no 12 min. 
2 4,5 H2O 20°C no no no 4 min. 
3 6,7 H2O 40°C no no no 4 min. 
4 8,9,10 H2O 20°C no no yes 4 min. 
5 11,12 NaNO3 20°C no no no 4 min. 


 
 
For each run, the solution was filled into a supply tank and left standing for at least 24 hours in order 
for the solution temperature to reach thermal equilibrium with the ambient room temperature. The 
input accountancy tank was then filled via a prover tank using roughly two hundred 100-liter 
increments, whereby the weight of the added solution was determined via electrobalance 
measurements of the prover vessel. 
 
Pressure readings were obtained from 6 dip-tubes in the accountancy tank: 1 reference dip-tube at the 
top of the tank, 1 level pressure dip-tube giving a differential pressure reading to the reference dip-
tube, and 4 solution density dip-tubes, which give three pair-wise differential pressure readings. The 
airflow rate through all diptubes was kept at a constant rate of 7 liters/hour for all runs. 
 
 
 
2. DATA STANDARDIZATION: 
 
 
The measurement data obtained from the above runs was standardized to take into account buoyancy 
corrections and thermal expansion effects of the tank and dip-tubes. For the thermal expansion 
corrections, an average of the tank temperature measurements was used for every run. The following 
temperature ranges were observed during the 12 runs: 
 
 







 
 


run Avg. tank temperature  
(TX-503, °C ) 


Avg. prover temperature 
(TX-301, °C) 


Diff. (prover-tank) 
(°C) 


Variation in prover 
Temp. (ºC) 


1 24 26 2 1 
2 23 24 1 1 
3 23.5 24.5 1 1 
4 22.5 24 1.5 1 
5 23 24.5 1.5 1 
6 41 43 2 2.5 
7 41 42.5 1.5 3 
8 25 26 1 1 
9 24.5 25.5 1 1 


10 24.5 26 1.5 1 
11 21 23 2 2.8 
12 22 24 2 2.7 


 
runs 1-10(H2O): 
 
For the thermal expansion correction, a reference temperature of 25 degrees Celsius was chosen, 
which corresponds closely to the actual average tank temperature for the runs performed under the 
design conditions of 20 degrees.  
 
For each increment, a standardized solution height was calculated by: 
 
    H = (1 / (1+��T)) × (�P / (glocal × �)) 
 
 
where 
 
 � ... thermal expansion coefficient (0.00001728 per degree C) 
 �T ... difference of avg. tank temperature to reference temperature of 25º C 
 �P ... LX-501: Pressure(level dip tube) - Pressure(reference dip tube): 
  = (pressure measurement in mmH2O) × gstd × (density of H2O at 4º C) 
 gstd ... standard acceleration of gravity (9.80665 m/s^2) 
 glocal ... local acceleration of gravity (9.79985 m/s^2) 
 � ... density of H2O at avg. tank temperature 
 
 
For each increment, a buoyancy-corrected mass was calculated by: 
 
    Mc = Mmeas × ( 1 + (�air/�prov) - ((�air/�ref)×(1+�air/�prov))) 
 
where 
 
  Mmeas  ... measured increment mass (prover before - prover after transfer(WI-301)) 
  �air ... density of air (0.0011g/ccm) 
  �prov ... density of H2O at measured prover temperature 
  �ref ... density of standard reference weights (8 g/ccm) 
 
The cumulative mass was then calculated for each increment and converted to a standardized volume 
by 
 
    V = (1 / (1+3��T)) × cumulative mass / ��
 
where ����T, and � are defined as above. 
 







 


runs 11 & 12 (NaNO3): 
 
For runs 11 and 12, an estimate of the solution density had to be determined. The level density 
measurement DX-501 was used for this purpose. First, the separation �s between the density probes 
(C3 & C4) used to determine the differential pressure was calculated from runs 1-10 by: 
 
  �s = (1 / (1+��T)) × (DX-501(mmH2O@4ºC)) × �����4ºC × gstd / (glocal × �H2O,tank temp.) 
 
�s was calculated for runs 1-10 for all increments starting at a height of approx. 970 mm, then 
averaged over all increments and all runs to yield an estimate of the separation between the two 
density  probes of �s = 499.358 mm. 
 
The density of NaNO3 used for runs 11 and 12 was then estimated by: 
 
  �11,12 = (1 / (1+��T)) × (DX-501(mmH2O@4ºC)) )) × �����4ºC × gstd / (glocal × �s) 
 
and averaged over all increments starting with increment 54, yielding a value for the density of 
 
  �11,12 = 1.3064 g/cm3 


 
The standardized heights and volumes where then calculated for runs 11 and 12 using the same 
formulas as described above for runs 1-10, using � =  �prov. = �11,12  
 
 
3. CALIBRATION: 
 
 
A calibration function was fitted to runs 1-10 using the following cutpoints and curve type: 
 
 
     cubic from 0-448 mm 
     cubic from 448-614 mm 
     quadratic from 614-682 mm 
     cubic from 682-830 mm 
     linear from 830-874 mm 
     linear from 874-1041 mm 
     linear from 1041-1640 mm 
     linear from 1640-1752 mm 
     linear from 1752-2195 mm 
     linear from 2195-2446 mm 
     quadratic from 2446-2529 mm 
     linear from 2529 mm to max. height 
 
 
Due to a problem with run 7, which is still under investigation, the residuals for this run are 
significantly different from all other runs. It was therefore decided to eliminate run 7 from further 
evaluations until the problem has been resolved. The same function type was therefore fitted to runs 1-
6 and 8-10, and the resulting residuals (measured volume - volume calculated from calibration 
function) are plotted in Figure 1. It is seen that the residuals now fall into several groups. Runs 1-3 
show very similar residuals to each other, as do runs 4-5 and runs 8-10 (albeit runs 8-10 exhibit a 
larger spread than the other groups). Clearly, for runs 1-3, the zero reset of the pressure measurements, 
the longer interval length and the effect of mixing seems to have some influence on the results, as does 
the effect of ventilation for runs 8-10. 
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FIG. 1. Residuals for LASTAC runs 1-6 & 8-10 (measured volume - calculated volume) calibration 


curve based on 9 shown runs 
 
Calibration based on runs 4 & 5: 
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FIG.2. Residuals for LASTAC runs 4 and 5 (measured volume - calculated volume) calibration curve 


based on runs 4 and 5 
 
Runs 4 and 5 exhibit the smallest run-to-run variation of any of the groups. The differences in the 
residuals (actual volume - predicted volume using the calibration equation) for these two runs range 
from -0.3 liters to +0.7 liters at any given height over the entire range of volume in the tank, up to the 
full volume of 20 m3. This small difference between these two runs can be explained by the small 
temperature variation seen in the solution temperature during the runs, the fact that no mixing or 







 


ventilation occurred during these runs, and by the small random measurement uncertainties of the 
pressure measurement devices. 
 
It was therefore decided to use runs 4 and 5 as "reference" runs on which to base the calibrations 
function to which all the other runs are compared. Figure 2 shows the residuals calculated from runs 4 
and 5 based on a calibration function fitted to the data of these two runs. Using the same above 
cutpoints and function types, the beta-vector for this calibration is: 
 
�


��


� �


��


� �


��


� �


��


� �


��


� �


��


� �


��


� ��������=  
0.0761(����


-0.6030(��� 
0.0021(��� 
7.4554E-6(��� 
5.5766(��� 
0.0122(�	� 
-1.1046E-5(�
� 
8.1063(��� 
0.0062(��� 
9.1371(��� 
0.0010(���� 
1.9299E-6(���� 
9.1368(���� 
9.1287(���� 
9.2093(���� 
9.1534(��	� 
9.1975(��
� 
9.4252(���� 
9.0270(���� 
0.0020(��� 
9.4314(���� 


 
where  ����(D'D)-1(D'Y) 
  D ... design matrix 
  Y ... Volumes 
 
For a given height H, volume is then calculated by V = DH · � , where DH is the row of the design 
matrix corresponding to H ( see Annex 1 for description of the design matrix and numerical example 
for calculating volume).  
 
4. FIT OF DATA TO CALIBRATION FUNCTION: 
 
- runs 1-3: 
 
Figure 3 shows the residuals of runs 1-3 to the above calculated calibration function. These runs 
exhibit a difference to runs 4 and 5 of up to 8 liters at full volume; i.e., the actual measured height in 
the tank is less than that measured in runs 4 and 5 for the same measured accumulated volume. This 
difference can be explained by considering that zero-resets were performed between the pressure 
readings taken for these runs, which causes an underestimation of the actual pressure. (See Figure 4, 
which shows the effect on the pressure readings of performing a zero reset). The run-to-run variability 
is likewise somewhat larger than for runs 4 and 5, which may be a result of mixing performed for runs 
1-3. 
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FIG. 3. Residuals for LASTAC runs 1,2,3 (measured volume - calculated volume) calibration curve 
based on runs 4 and 5 
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FIG. 4. Effect of Zero-Reset 







 


 


- run 6: 
 
Figure 5 shows the residuals of run 6. Run 6 was run with higher solution temperatures than the other 
runs, however the residuals do not show any significant differences to those for runs 4 and 5, which 
form the basis for the calibration curve. This is a good indication that as long as the temperature is 
kept constant during a run, the thermal expansion correction applied to the data adequately 
compensates for any constant temperature difference between runs. 
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FIG. 5. Residuals for LASTAC run 6 (measured volume - calculated volume) calibration curve based 


on runs 4 and 5 
 
- runs 8-10: 
 
Figure 6 shows the residuals of runs 8-10. With increasing height, the residuals for these runs exhibit a 
slight trend toward smaller (negative) residuals, showing a difference of -1 to -4 liters at full tank 
volume when compared to runs 4 and 5; i.e., the actual measured height in the tank is more than 
expected for the same accumulated volume as measured for runs 4 and 5. This difference apparently 
results from the fact that the ventilation system was on during these runs, causing a difference in 
volume of liquid in the internal piping. The run-to-run variation for this group of runs is also larger 
than for runs 4-5, which may likewise be an effect caused by the ventilation being on.  
 
- runs 11 & 12: 
 
Figure 7 shows the residuals of runs 11 and 12 (sodium nitrate) to the calibration function established 
from runs 4 and 5, which were performed with H2O. Runs 11 and 12 exhibit a difference to runs 4 and 
5 of up to 4 liters, and in general show good agreement to the calibration function. A major source of 
uncertainty for these runs lies in the fact that in this case, a single value for the density ( for the 
calibration liquid NaNO3) was determined using the density dip-tube measurements, whereas for all 
the other runs well-established tabulated values for density of demineralized water were used. An 
additional source of uncertainty is introduced by the fact that the probe separation distance of the 
density dip tubes decreases with increasing solution level (see discussion of this effect below). Even 
with these sources of uncertainty, there in general appears to be good agreement of runs 11 and 12 to 
the calibration function. 
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FIG. 6. Residuals for LASTAC runs 8,9,10 (measured volume - calculated volume) calibration curve 


based on runs 4 and 5 
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FIG. 7. Residuals (measured volume - calculated volume) for LASTAC runs 11,12 (Sodium Nitrate) 


calibration curve based on runs 4 and 5 
 
5. DIFFERENCE IN DIFFERENTIAL PRESSURE MEASUREMENTS ACROSS THE DENSITY 
DIP TUBES: 
 
Figures 8 and 9 show the differential pressure measurements DX-501(C3-C4) and DX-502(C3-C5) for 
the 20ºC-runs, obtained from the density dip tubes over the increment range for which the relevant 
probes where immersed in liquid. The pressure readings all show a downward trend with increasing 
tank volume, which results in a decrease in the calculated probe separation distance with increasing 
liquid level; i.e., although density and probe separation distance remain constant in actuality, the 







 


pressure difference across the density dip tubes decreases. The effect is seen for all the runs, and for all 
three differential density probe measurements: 
 


 Average Pressure Drop Across Runs between Measurements 
 Taken at First Point of Submergence and at Full Tank Level (%) 


runs DX-501 (C3- C4) DX-502 (C3- C5) DX-503 (C4- C6) 
1-3 0.06 0.09 0.04 
4,5 0.06 0.08 0.03 
6,7 0.06 0.08 0.04 


8-10 0.03 0.08 0.04 
11,12 0.03 0.09 0.06 
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FIG.8. DX501 (Differential Pressure between C3 and C4) 
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FIG. 9. DX502 (Differential Pressure between C3 and C5) 







 


An additional experiment was performed to test the effects of airflow rate on differential pressure 
measurements. An additional manometer was installed to measure the differential pressure between 
the level dip tube C2 and the density dip tube C3. Four runs were performed under identical conditions, 
except that the air flow rates through the density dip tubes C3 and C4 were changed for each run (C4 
is located in the same shroud as C3). The airflow through C2 was kept constant for all runs. The 
results are shown in Figure 10: 
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FIG. 10. Differential Pressure between Level Dip Tube C2 and Density Dip Tube C3 for Different 
Airflow Rates through Density Dip Tubes 


 
Figure 10 shows an effect that is opposite to the one seen between the density dip tubes. With 
increasing air flow rate through the density dip tube, the differential pressure between it and the level 
pressure dip tube increases as the tank is filled. Since the level dip tube is not located in a shroud, the 
presence of a shroud clearly has an effect on the differential pressure measured between the two 
submerged dip tubes. And since the air flow rate through the density dip tube effects the magnitude of 
the differential pressure, it is apparent that a higher air flow rate introduces enough air into the water 
column above the dip tube to appreciably reduce the density of the water column exerting pressure on 
the tip of the tube. 
 
This process for increasing differential pressure however does not explain the reduction in differential 
pressure seen in Figures 8 and 9, for dip tubes both of which are located in shrouds. Possible causes 
for this effect include accumulation of air bubbles along the shrouds and/or the dip tubes themselves, 
effects on bubble size with increasing solution height, a failure to achieve complete fluid 
homogenization within the shrouds, air lift effects in the shrouds, or other not-yet identified effects. 
Further careful analysis of the data and possibly additional experiments will be needed to pinpoint the 
exact causes of the observed phenomena. 
 
 
6. TEMPERATURE EFFECTS: 
 
- Temperature variation during calibration: 
 
When the temperature of the calibration liquid varies during the calibration period, the density of the 
calibration liquid will vary accordingly. In addition, temperature variations during the calibration 
cause heterogeneity in liquid temperature. This makes accurate density determinations difficult if not 
impossible, unless the liquid is sufficiently mixed after each increment and the temperature is 







 


measured after mixing. However, mixing is usually avoided during calibration runs to keep 
evaporation as small as possible. 
 
Weighing of calibration liquid increments and pressure measurements by electromanometers are high 
quality measurements. Since the density measurement is the only other measurement of importance in 
tank calibrations, the quality of the calibration is determined by the density measurement. Thus the 
entire calibration process is degraded by failure in keeping the temperature constant during the 
calibration. 
 
All runs performed during the LASTAC calibration exercises showed little variation in liquid 
temperatures during the individual runs. Thus the above described effects were effectively kept to a 
minimum and allowed a very good fit of the data to the calculated calibration function. 
 
- Temperature variation between calibration runs: 
 
Variation of temperature between calibration runs is not as serious a problem as temperature variations 
within a run. The calibration curve of a tank should be more or less independent of the calibration 
temperature if the thermal expansion of dip tubes and of the tank is properly taken into account in 
establishing the standardized height and volume data used for the calibration. 
 
7. CONCLUSIONS: 
 
The LASTAC calibration exercise has demonstrated in an impressive way the power of tank volume 
measurements by measuring pressure with bubbling probes, showing that run-to-run variability of 
approximately 0.1 liters can be achieved under tightly controlled conditions (see runs 4 and 5). This 
experiment has proven that the quality of volume measurements is determined by the quality of the 
density measurement. This conclusion has long been expected, since the remaining measurements like 
weighing of liquid increments and pressure measurements by electromanometer are high quality 
measurements. 
 
If demineralized water is used as calibration liquid, then the density is known with very high accuracy 
as a function of temperature (the standard deviation of error is approx. 0.002 kg/m3). By using 
demineralized water as calibration liquid we can make use of this fact by keeping the temperature of 
the calibration liquid as constant as possible throughout the calibration run. In other words, the quality 
of the calibration is inversely proportional to the variation of the liquid temperature during calibration. 
 
For a high quality calibration, not only should the prover temperature be kept constant, but also the 
temperature of the calibration liquid should be allowed to equilibrate with the cell temperature before 
it is used in the calibration. It appears that the latter requirement can only be met when the tank is 
calibrated during the commissioning period of the plant, because it seems to be more complicated if 
not impossible to meet this requirement after the tank becomes operational. For this reason it is 
recommended that the high quality calibrations be performed during the commissioning of the plant, 
and that the resulting calibration function and associated calibration errors be used for the lifetime of 
the tank. Periodic checks of the calibration may be necessary to confirm that nothing has changed 
during normal operation. But re-calibration including re-determination of the calibration function 
together with the associated calibration errors should be avoided.  
 
A point on which a better understanding needs to be reached concerns the variation in differential 
pressure seen across the dip tubes with increasing solution height, which is highly dependent on the air 
flow rate and on the proximity of other dip tubes introducing additional air into the water. Low air 
flow rates and the separate placement of dip tubes away from possible interference of air emitted by 
other dip tubes can reduce the difference in differential pressure considerably. Since high-quality in-
tank density measurements are of increasing importance for material accountancy purposes and are 
dependent on these differential pressure readings, all effects that influence these measurements need to 
be understood. 
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ANNEX 1 
 


Design Matrix: 
 
A row in the design matrix for a given height H is given by: 
 


 
H(mm)
0-448 1 H H2 H3 0 0 0 ... 0 0 0


448-614 1 448 4482 4483 (H-448) (H-448)2 (H-448)3 ... 0 0 0
614-682 1 448 4482 4483 (614-448) (614-448)2 (614-448)3 ... 0 0 0
682-830 1 448 4482 4483 (614-448) (614-448)2 (614-448)3 ... 0 0 0
830-874 1 448 4482 4483 (614-448) (614-448)2 (614-448)3 ... 0 0 0
874-1041 1 448 4482 4483 (614-448) (614-448)2 (614-448)3 ... 0 0 0


1041-1640 1 448 4482 4483 (614-448) (614-448)2 (614-448)3 ... 0 0 0
1640-1752 1 448 4482 4483 (614-448) (614-448)2 (614-448)3 ... 0 0 0
1752-2195 1 448 4482 4483 (614-448) (614-448)2 (614-448)3 ... 0 0 0
2195-2446 1 448 4482 4483 (614-448) (614-448)2 (614-448)3 ... 0 0 0
2446-2529 1 448 4482 4483 (614-448) (614-448)2 (614-448)3 ... (H-2446) (H-2446)2 0
2529-max 1 448 4482 4483


(614-448) (614-448)2 (614-448)3
... (2529-2446) (2529-2446)2


(H-2529)


DH


 
 
e.g., for H=2000 mm: 
 
D2000 = (1  448  4482  4483  166  1662  1663  68  682  148  1482  1483  44  167  599  112  248  0  0  0  0) 
 
Volume Calculation: 
 
For a given height H, volume is calculated by the vector multiplication VH = DH · �, where 
 
�'    =  (0.0761, -0.6030, 0.0021, ..., 0.0020, 9.4314) =  (��������			�������


�


 
e.g., for H=2000mm: 
 
V2000 = D2000·� =  (1×0.0761+ 448×(-0.6030) + 4482×0.0021 + 4483×(7.4554E-6) + ... + 112×9.1534 + 


+ 248×9.1975) = 14735.66 liters 
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ABSTRACT 


The Middle East (ME) is one of the most dangerous regions in the world. It has suffered conflicts and wars 
with weapons of mass destruction (WMD) implications at higher frequency and intensity than any other region 
during the last 60 years,  These are natural consequences of large conventional arms race, stockpiles of nuclear and 
other WMD and missiles, national conflicts and lack of international and regional political will to establish a  
MENWFZ proposed in 1974 or weapons of mass destruction free zone (MEWMDFZ) proposed in 1990. In view of 
the rising regional and global tensions threatening peace and security, concerted global and regional efforts should be 
undertaken to establish such ZONE  in the context of regional security system. 


President's Mubarak initiative to establish a verifiable MEWMDFZ received unparalleled global support 
which is reviewed here. The principles on which a credible monitoring and verification system for the ZONE are 
developed based on analysis of the evolution of NWFZ movement as well as recent regional and global 
nonproliferation, arms control and disarmament advances. In view of the collapse of the non-cooperative UNSCOM 
verification regime, a cooperative integrated monitoring and verification system is proposed for the MEWMDFZ.     


1. INTRODUCTION 
The Middle East (ME) was described as a region of tension by the 1995 Nonproliferation Treaty 


(NPT) review and extension conference in the context of Decision 2, para-6 which states: "The 
development of Nuclear weapons free Zones (NWFZs), especially in regions of tension such as the ME, as 
well as the establishment of a zone free of all weapons of mass destruction (WMD) should be encouraged 
as a matter of priority taking into account the specific characteristics of each region". The ME has suffered 
conflicts and wars, with WMD implications, at higher frequency and intensity than any other region 
during the last half century. Further, the ME was the largest importer of conventional weapons in the 
world in the last decade, in spite of the Madrid - Oslo ME peace process. This arms race is fueled by 
stockpiles of nuclear and other WMD and missiles. 


The situation is further complicated by the serious problems facing the ME peace process and the 
escalating tension raging in the region for almost a year and is seriously weakening the peace process. 
This unstable and risky situation is not only threatening peace and security in the region but also in the 
world and could lead to terror. It cannot continue like this and cannot be handled a step by step any more. 
The future of the ME lies in a peaceful settlement based on the establishment of a regional security 
system, the core of which is a verifiable MEWMDFZ, proposed by President Mubarak in 1990 and is 
widely supported. This is the Comer Stone of the new ME. This paper addresses: 


(a) The support to establish the ZONE (NWFZ or MEWMDFZ). 
(b) Lessons learned from the NWFZ movement and other nonproliferation, arms control and 


disarmament (NPACD) developments. 
(c) Establishment of MEWMDFZ. 
(d) Principles of establishing a MEWMDFZ monitoring and verification system. 







2. GLOBAL SUPPORT TO ESTABLISH THE ZONE 


The establishment of the ZONE has received overwhelming national, regional and global 
support; the most important are: 
 (a) All Arab states and Iran are parties to the NPT. Israel is the only country in the ME which is not a 


party to the NPT. 


 (b) In 1974 (following the Oct. 1973  ME war) Iran and Egypt submitted a draft resolution to the 
UNGA  (General Assembly) on the establishment of  a MENWFZ, which was adopted as 
resolution 3263 on Dec. 1974.  It called upon all parties concerned in the region to proclaim their 
intentions to refrain on a reciprocal basis from producing or otherwise acquiring nuclear weapons 
and to accede to the NPT. Since then, this resolution is adopted annually without a vote [1,2]. The 
zone would greatly enhance international peace and security.  


 (c)  The Arab states of North Africa signed the African NWFZ treaty (Pelindaba) in 1996. It is 
important to note that in 1964 Egypt hosted the first OAU (Organization of African Unity) summit 
which declared the denuclearization of Africa. This indicates early commitments of many Arab 
States to the concept of  NWFZs. 


 (d) On April 1990 (shortly before Desert Storm) President Hosni  Mubarak [3-5] declared Egypt's 
support for ensuring that the ME becomes a zone free from all types of WMD. The Mubarak 
visionary initiative emphasized the following: 
i. All WMD without exception, should be prohibited in the ME i.e. nuclear, chemical and 


biological… etc.; 
ii. All states of the region without exception, should make equal and reciprocal commitments in 


this regard; 
iii. Verification measures and modalities should be established to ascertain full compliance by all 


states of the region with the full scope of the prohibitions without exception. 
(e)  A year after Mubarak initiative the UNSCR 687 (1991) [6] issued (after Desert Storm), under 


chapter VII of the UN Charter, indicated in the preamble that the Council is conscious of the 
threat all WMD pose to peace and security in the area and of the need to work towards the 
establishment in the ME of a zone free of such weapons. Further, paragraph 14 states that the goal 
is establishing in the ME a zone free from WMD and all missiles for their delivery (ballistic 
missiles) with a range greater than 150km and related major parts and repairs and production 
facilities (paragraph 8b).     


(f) The UNSCR 1284 (1999) [7] issued to establish the UN Monitoring, Verification and Inspection 
Commission (UNMOVIC) after the collapse of UNSCOM in Desert Fox in 1998 also supported 
the establishment of a MEWMDFZ. 


(g) The 1995 NPT Review and Extension conference [8] which extended the NPT indefinitely and 
unconditionally adopted, besides para 6 in Decision2, mentioned earlier, a resolution on the ME 
(RME) establishing a MEWMDFZ. The RME was proposed by the Russian Federation, United 
Kingdom of Great Britain and Northern Ireland and the USA (NPT depositary countries). It also 
referred to the UNSCR 687 (1991), particularly paragraph 14. Important parts of the ME are: 
The conference: 


- Reaffirms the importance of the early realization of universal adherence to the (NPT) treaty and 
calls upon all States in the ME that have not yet done so, without exception, to accede to the 
treaty as soon as possible and place their nuclear facilities under full-scope IAEA safeguards. 


- Calls upon all States in the ME to take practical steps in appropriate forums aimed at making 
progress towards, inter-alia, the establishment of an effectively verifiable ME zone free of 
weapons of mass destruction, nuclear, chemical and biological and their delivery systems, and to 
refrain from taking any measures that preclude the achievement of this objective.       







(h) The 2000 NPT review conference [9,10] reaffirms the importance of the RME and recognizes that 
the resolution remains valid until the objectives are achieved. The conference also reaffirms the 
importance of Israel's accession to the NPT and placement of all of its nuclear facilities under 
comprehensive IAEA safeguards, realizing the goal of universal adherence to the treaty in the ME; 
this is the first time Israel is named in this regard. 


This support to establish the MEWMDFZ by the UNSC and the most recent NPT review 
conferences is unparalleled. The global standing on establishing the ZONE is equivalent to the standing of 
the decision to extend the NPT indefinitely. It is clear that the USA also supported the establishment of the 
ZONE. 


3. LESSONS LEARNED FROM THE NWFZ MOVEMENT AND OTHER NPACD 
DEVELOPMENTS.  


3.1 Development of NWFZs 
The development of NWFZs has been recently addressed and reviewed [11,12]; 
important lessons are:   


 (a) Security and political considerations played major roles in establishing the NWFZs. This is why 
long times were taken for the development of most of the zones. Examples are:  


 (i) The regional and global threats of the Cuban missile crisis in 1962 was the major driving force 
for establishing the Tlatelolco treaty (1967) and the NPT (1970). 


 (ii) The driving force for the Rarotonga treaty (1985) was the threat to the region from nuclear 
testing in the South Pacific. The associated protocols were completed in 1996, immediately 
after the end of the last group of  French and Chinese nuclear testing.  


(iii) The declaration of the denuclearization of Africa in 1964 by the OAU in response to the 
French nuclear testing in Algeria 1960 gave support to the Latin America movement; it was 
also the driving force to establish the Pelindaba treaty. The African efforts to conclude that 
treaty was possible after the political changes in South Africa which ended the Apartheid 
regime and led to the accession of South Africa to the NPT in 1991 [11]. 


With the passage of more than a quarter of century since the UN GA resolution to establish a 
MENWFZ and more than a decade since the Mubarak's initiative to establish a MEWMDFZ, the 
implementation of any is not in sight in spite of the global support. Several peace opportunities since the 
Egypt-Israel peace treaty in 1979 provided chances to move in this direction were missed. The multilateral 
ME arms control and regional security (ACRS) collapsed in 1995 with no significant results. In view of 
the rising tensions regionally and globally concerted efforts have to be undertaken to take practical 
steps towards establishment of MEWMDFZ as a matter of priority. This should move parallel to the 
peace process. 


It is unfortunate that the US agreed to protect the Israeli deterrent formalized in the 1998 
memorandum of agreement between the two countries [13].  As shown, the US international obligations, 
and commitment to the zone is clear and should prevail. Further, the US role as a leader to 
nonproliferation and counter-proliferation is crucial and should not be subject to compromise.    


(b)  The scope of NWFZs   evolved with time.  


(i) While Tlatelolco (1967) and the NPT  (1970) allows peaceful nuclear explosions (and 
implicitly the possession or the handling of nuclear devices), Rarotonga (1985) prohibits 
stationing of any kind of nuclear weapon (assembled or unassembled). Further, Pelindaba 
(1996) prohibits R & D, related to nuclear weapons; it also prohibits manufacturing, storing 
and acquisition of nuclear weapons. The prohibition of R & D related to nuclear weapons is 







new to the scope of NWFZs. It is a fallout from the UNSCR 687 (paragraph 12) on Iraq. This 
development should be considered in the scope of a MEWMDFZ for harmonization, since 
several members in Pelindaba are potential members to the MEWMDFZ  


(ii) Verification in all NWFZs is undertaken by the IAEA. The role of commissions created by 
various treaties is nominal. Verification of dismantling of nuclear weapons that existed was 
addressed only by Pelindaba (article 6) which require multilateral verification [12,14]. 


(c) The establishment of regional-global monitoring and verification systems is an important 
development. Such a system allows regional parties to take a prime responsibility in monitoring 
and verification of their region. The linkage to the global system (i.e. IAEA) is also essential to 
assure the international community that the commitment to NPACD is maintained. The two 
regional-global systems in existence are: 


(i)   The IAEA-Euratom system [15]. 


(ii) The IAEA-ABACC (Argentine Brazilian Agency for Accounting and Control of Nuclear 
Materials) [16]. 


In view of the support to establish a MENWFZ, it is important to recommend to the IAEA 
and the Arab League to study and consider the setup of a similar IAEA-MEACC (ME Agency for 
Accounting and control of Nuclear Materials) as a first step towards establishing the ZONE. This 
arrangement should be open to other non-Arab parties in the region to join. 


3.2 Important Recent NPACD Global Developments:   


Developments have taken place to enhance transparency in recent NPACD. Several documents 
have been concluded and are in operation. 


 (a) The entry in to force of the Chemical Weapons Convention (CWC), [17] and the establishment 
of the OPCW (Organization of the Prohibition of Chemical Weapons). 


 (b) The conclusion of the IAEA Model protocol INFCIRC540 [18] additional to INFCIRC/153 
[19] to strengthen the IAEA safeguards system. 


 (c) The conclusion of the CTBT (Comprehensive Test Ban Treaty) as decided by the 1995 NPT 
Review and Extension meeting and the establishment of CTBT organization. Advanced 
inspection techniques were introduced such as challenge inspections, managed access, special 
inspections, and on-site-inspections. Advanced monitoring technologies and sensors  are now 
available. 


3.3 The Rise and Demise of UNSCOM [21,22,23]:   
The UN Special Commission (UNSCOM) campaign to establish a WMDFZ in Iraq according 
to UNSCR 687 and 715 [20] dominated the nineties. The UNSCOM undertook the most non-
cooperative intrusive-destructive disarmament campaign ever taken in history. It has been said 
that UNSCOM destroyed more of Iraq WMD than the entire bombing campaign of Desert 
Storm. It is described �almost as a relentless war with earth scorching�. Some features of this 
campaign are: 


 (a) UNSCOM had extensive rights and powers to do anything, go anywhere, break any door, 
and destroy any element of WMD. UNSCOM smashed equipment and apparatus including 
dual use ones, filled heavy machinery with concrete, buried machines and materials etc.,  


(b) UNSCOM was highly staffed (200 permanent employees, Butler used 1000 inspectors in his 
period). It was also highly equipped: U-2 plane, 6 helicopters laboratory facilities at 







Baghdad monitoring and verification center, access to laboratories in the US and other 
countries. 


The UNSCOM disarmament Campaign was further supported by: 


(a) Severe economic sanctions and serious food shortages which caused severe human 
devastation. 


(b) Air attacks to weaken the Iraq resistance to disarmament which included the use of false 
declaration concealment, unilateral destruction of facilities, etc., 


(c) Intelligence information and support. 


This non-cooperative destructive campaign for disarmament in Iraq generated severe resistance, 
until it finally collapsed under Desert Fox military strikes. Yet after 8 years of UNSCOM, complete 
disarmament has not been achieved. Richard Butler assessment of the situation is �Iraq is as dangerous as 


it was a decade ago�. 


It is important to conclude that it is only through the political will of the parties, their 
cooperation and working together in building and managing a cooperative monitoring and 
verification system that a MEWMDFZ can be established.  


However the UNSCOM-IAEA monitoring and verification system was the only one which dealt 
with monitoring and verification of nuclear, biological, chemical weapons and missiles as well as their 
technologies and facilities at various stages of development, utilization, concealment and dismantling. 
This experience is unique, relevant and should be carefully studied from the technical, operational 
and administrative aspects. Lessons learned should be valuable in establishing the MEWMDFZ 
monitoring verification and inspection system [20,24,25].    


4. ESTABLISHMENT OF MEWMDFZ  


4.1 MEWMDFZ Treaty 


The cornerstone of establishing a MEWMDFZ is the political commitment and will of the 
regional parties to enter into this solemn and universally supported undertaking, in the context of a 
ME regional security system. The translation of this commitment to a legally binding and  sound 
MEWMDFZ treaty is the essential step in building a new ME. The potential members of the treaty 
are states in the Arab League plus Iran and Israel. A number of core countries shall be defined to 
start the ZONE. Preparatory work should start by countries who have peace treaties namely Egypt, 
Israel, Jordan and Palestine as well as states sponsoring the peace process. 


The treaty shall prohibit the development, production, stockpiling, placing and use of WMD 
and missiles �range beyond 150km?� in the region, as well as the dismantling and destruction of 
existing ones. It shall also prohibit R & D work related to nuclear weapons, as in Pelindaba treaty, 
as well as other WMD. The treaty shall establish a ME organization for the prohibition of WMD. 
It is essential to build a credible cooperative integrated monitoring and verification system 
(CIMVS) to inspect and verify compliance with treaty obligations. Cooperative monitoring - as 
defined by Sandia National Laboratories CMC (cooperative Monitoring Center)- deals with the 
process of obtaining and sharing of agreed information among parties to enhance their security. 
This concept is emphasized in the ME 


4.2  Main Functions of the Proposed CIMVS 


These functions should include, but not limited to, the following: 
 (a)   Monitoring and verification of the dismantling and destruction (DD) of existing stockpiles of 


WMD and missiles (above 150km range?). 







 (b)  Dismantling of relevant production facilities or their conversion to peaceful uses. 


 (c)  Safeguarding chemical, biological, nuclear and missile activities in order to detect, at a very 
early stage, any deviation to initiate or resume development, production and stockpiling of 
proscribed activities, or items.   


 (d)  Relevant R & D activities. 


 (e)    Undertaking, R & D work to improve WMD verification technologies 


 (f)  Establishing an export-import control mechanism for relevant dual use technologies. 


 (h) Establishing an information and data base related to proliferation and illicit trafficking of 
WMD materials. 


 (h) Undertaking physical protection and other measures to combat illegal nuclear materials and 
devices. 


4.3 Regional Experience 


There is a valuable relevant ME experience that can be utilized to draw from in developing 
the ZONE. Important are: The Egyptian experiences in achieving Sinai-I agreement (1974), Sinai-II 
agreement (1975) and the Egypt-Israel peace Treaty (1979). Further the monitoring and verification 
system with various sensors [26] established by the US to monitor the Israeli withdrawal from Sinai 
in the period 1979-1980 was an early cooperative monitoring system in which Egypt, Israel and the 
US were involved. The mission was successfully implemented and generated considerable 
confidence between the parties. The recent Israel-Jordan experience in negotiating the 1996 peace 
treaty which contained an article on the establishment of a MEWMDFZ is a great achievement. 


In the peace environment the prevailed at some intervals good progress has taken place but 
not was fully utilized. The collapse of the multilateral ACRS talks should be assessed. It seems that 
the efforts spent where not sufficient to sustain the efforty. Since then significant track-2 efforts 
were devoted to ME studies, meetings and conferences by regional and international organization 
[27]. Though these activities are useful they have not been sufficient to produce noted progress. 
The ME security and issues of establishing ZONE require institutionalized planned, 
systematic studies and efforts on the political, technical and legal aspects to achieve significant 
and timely results. Enhancing the role of science and technology and cooperative monitoring 
in NPACD will add a new and essential dimension. Action programmes are needed on the 
national and regional level and the establishment of new institutions nationally and regionally 
should be considered. 


5. PRINCIPLES FOR MONITORING AND VERIFICATION SYSTEM 


A set of principles governing NPACD of nuclear, chemical, biological weapons and missiles has 
been formulated by Hammad [28, 29] in a manner similar to the IAEA nuclear safety Fundamentals [30]. 
They are developed for the use in the design, operation and development of a monitoring and verification 
system for a MEWMDFZ to ensure with the highest possible level of confidence, that the probability of 
WMD and missile proliferation is the lowest possible, and to detect promptly any attempt to violate the 
disarmament process or the safeguards system. It is believed that these principles are comprehensive and 
form a sound basis for establishing a credible CIMVS. 


This set of principles has been developed since the NPT, CWC and BWC are not universally 
applicable in the ME. With these varying attitudes, it is imperative to develop these principles to address 
the situation in the ME.  While the NPT and the CWC has global monitoring and verification systems, the 
BWC has no formal compliance monitoring regime. Efforts to strengthen the effectiveness of the BWC 
and to improve its implementation stared in 1991, when an expert group VEREX, and an adhoc group of 
experts were formed. The VEREX report was accepted in 1994 and another group was formed to negotiate 







a legally binding Protocol. After a decade of debate a Chairman text on a Protocol, to the BWC is now 
available [31,32]. Disagreements [33] arose in the negotiations about the ability of the text to provide 
acceptable measures that enhance compliance with the convention. The US rejected the Protocol recently, 
while most of the western group led by the UK, Sweden and Germany consider that the BWC can be 
verified like the CWC with properly chosen measures. This is a considerable improvement to build 
upon. In the case of a MEWMDFZ a group of  ME experts should further examine the Chairman's 
text and to develop an acceptable position for the potential ME WMDFZ. 


Principle 1: The design, establishment and management of a cooperative monitoring and verification 
system shall be based on the political mission and will of the parties to establish a MEWMDFZ in the 
context of a regional security system. This should enhance regional security and responsibility. 


Principle 2: The monitoring and verification system shall be applied to nuclear, biological, chemical 
weapons and missiles (above 150km range?) as well as related activities in an integrated and coordinated 
manner. 


Principle 3: The enhanced transparency, and openness in monitoring and inspections embodied in the 
Chemical Weapons Convention (CWC), the IAEA model protocol INFCIRC/540, (which is additional to 
INFCIRC/153) shall be applied to all WMD and missiles as appropriate. 


Principle 4 : The regional system shall be linked to global verification systems to enhance the 
effectiveness of both systems and to assure the international community that the commitment to WMD 
NPACD in the region is maintained.  The experience available in regional-global linkages in connection 
with the NPT, with emphasis on relevant experiences gained in the IAEA-ABACC and  the IAEA- 
EURATOM  arrangements should be utilized. 


Principle 5: Only one monitoring and verification organization shall be created to undertake the overall 
establishment and management of the CIMVS in order to maximize integration of various monitoring and 
verification functions, minimize institutional conflicts and strengthen verification through joint (cross 
disciplinary) inspections and group assessments.  


Principle 6: Dismantling, and destruction of existing WMD and missiles (with a range above 150 km?), 
as well as the infrastructure and facilities used for their development and production or their conversion to 
peaceful uses shall be undertaken multilaterally, according to approved procedures to ensure adequate 
verification on regional and global levels. 


Principle 7: The highest standards of security and physical protection of nuclear and related materials, 
facilities and equipment to prevent theft or unauthorized use and handling shall be maintained. 


Principle 8: The design of the CIMVS shall be based, as appropriate, on the concepts of the defense in 
depth, which include redundancy and diversity.  This will allow the use of several layers of monitoring as 
well as various monitoring technologies  in an optimized manner in order to maximize effectiveness, 
efficiency, and to minimize the risk of proliferation. 


Principle 9: The availability of appropriate and advanced  monitoring technologies and techniques and 
knowledge management system shall be ensured. Technical and analytical support in relevant disciplines 
shall be maintained Relevant technological and technical experience gained from relevant global system 
shall be applied as appropriate. Further relevant experience generated form application of UNSCR 715 
(1991) and UNSCOM operation in Iraq has to be assessed to extract lessons to enhance the effectiveness 
of the CIMVS.    


Principle 10: Sufficient numbers of adequately trained and authorized inspectors shall be ensured. 
Appropriate training and qualification programmes shall be established in accordance with approved 
procedures.  


Principle 11: Appropriate quality control and quality assurance programmes shall be established and 
implemented in all NPACD measures. 







Principle 12: The timely analysis of the monitoring and verification results is essential for timely and 
adequate response in case of non-compliance.  Lessons learned from operating experience shall be used to 
enhance the effectiveness and efficiency of the system. Further a comprehensive periodic evaluation, 
analysis and correlation  of data and information gathered from various sources including surveillance, 
monitoring and inspection as well as intelligence information shall be carried out to maximize the 
effectiveness of the system to and identify future plans. 


Principle 13:  Promotion of scientific, technical and economic cooperation in peaceful uses of dual 
technologies is essential to achieve significant social - technical -economic benefits.  The cooperation 
shall include R&D to improve verification technologies. Further, cooperation in safety, environmental 
protection, trans boundary releases, waste management and peaceful dual technologies should be included. 
Such undertakings will enhance confidence building and institutionalize the partnership imperative in 
development and security.   


Principle 14 : NPACD culture shall be established and disseminated in verification organizations, 
educational programmes through education and public information to  promote communal responsibility 
towards NPACD and enhance societal verification. 


Principle 15 : Each regional party shall establish a competent body to undertake the needed regulatory 
functions and act as a counterpart for the organization for prohibition of WMD. Competent national 
organizations are the fundamental units of the regional system. The network of national organization will 
further strengthen the cooperative monitoring imperative. 


6. SUMMARY AND CONCLUSIONS 


The presence of WMD (nuclear, biological, chemical) and missiles in the ME-a region of 
tension with WMD implications, poses serious threat to peace and security in the region and the 
world. Early establishment of a verifiable MEWMDFZ is a matter of priority that necessitates 
taking practical steps, towards realization. This has received unparalleled global support which is 
reviewed here. However neither the NPT depositary countries, nor the UNSCR which supported 
establishing the ZONE  have exerted effort towards this effect. It is important to emphasize  that 
establishing the ZONE should move parallel to the peace process. 


It this paper the evolution of the NWFZ movement and  recent NPACD  development are 
reviewed, important lessons were extracted and utilized to develop a set of 15 principles, based on 
which a credible regional cooperative integrated monitoring and verification system (CIMVS) for 
the ZONE can be established for the first time in history. The MEWMDFZ which is an achievable 
objective is the core of the ME security system which is the first step in building the new ME. The 
issues involved require urgent institutionalized planned and systematic studies on the political, legal 
and technical levels. The paper also makes several recommendations. 
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CLOSING REMARKS 
 
PIERRE GOLDSCHMIDT 
Deputy Director General, Head of the Department of Safeguards 
 
 
Ladies and Gentlemen, 
 
We have now come to the end of this Symposium. 
 
�� During the first 4 days of this Symposium on International Safeguards, 18 sessions were 


devoted to reviewing all aspects of our verification activities and those related to the 
Security of Nuclear Material. 


�� It has been an occasion to highlight the most significant and rapid evolution of IAEA 
Safeguards, and the challenges we are facing: 


- first the challenge in improving the effectiveness of “traditional Safeguards” 
- the challenge in implementing the Additional Protocol in States where it is in 


force and in trying to expand the number of such States 
- the challenge in drawing and maintaining credible Safeguards conclusions 
- the challenge in designing and implementing Integrated Safeguards, including 


complementary access, managed access and unannounced inspections 
- the challenge in developing, testing, installing and maintaining new, more 


efficient and more reliable equipment such as surveillance cameras, seals and 
Remote Monitoring control 


- the challenge in developing new information and analytical tools including 
open sources and satellite imagery 


- the major challenge of recruiting and training new inspectors, with extremely 
broad skills to replace our most experienced inspectors who are retiring “en 
masse” 


- and last but not least, the challenge of filling the widening gap between what is 
required and expected from this Agency and the human and Regular Budget 
resources available. 


 
Many speakers indeed have recognized that our Safeguards and Security of Nuclear Material 
programmes need additional funding from our Regular Budget. But taking into account the 
balance between our statutory and promotional activities, this will not be achieved unless 
there is additional financial support for the Agency’s TC programme that is addressing 
fundamental needs of many developing countries in such important areas as health protection, 
including eradication of the Tsetse-fly, food sterilization or fresh water supply. 
 
We have also discussed our activities and progress relating to the Trilateral Initiative and our 
support to nuclear disarmament efforts. We hope that further progress will be achieved in the 
near future. 
 
And finally, the Agency’s present and future activities relating to Physical Protection and 
Illicit Trafficking have been abundantly reviewed.  
 
This morning we have heard some disturbing and controversial views on Nuclear Terrorism. 
But altogether it proved to be a stimulating discussion. I don’t wish to paraphrase the Director 
General’s Opening Statement nor Mr. Curtis’ excellent summary of today’s discussion. All 







  


these inputs will help the Secretariat in developing its proposals for action, that will be 
submitted to the Board of Governors later this month. 
 
I hope you will all agree that this Symposium has been timely, informative and successful. 
 
I wish to thank the INMM and ESARDA for their co-operation, all the speakers who have 
contributed to this success, in particular the Rapporteur Prof. Larry Scheinman as well as Dr. 
Charles Curtis, and all the Chairpersons from within and outside the Agency. 
 
I believe two people deserve a very special mention and our deep gratitude: our Scientific 
Secretary, Tom Shea and our Symposium Organizer, Regina Perricos. 
 
 
Ladies and Gentlemen, 
 
I wish to thank you all for your active participation to this Symposium that has now come to a 
close. 
 
I wish you a safe journey back home and a good weekend. 
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IMPLEMENTATION OF THE ADDITIONAL PROTOCOL: PROGRESS 
AND EXPERIENCE 


 
K. MURAKAMI  
Department of Safeguards, Division of Operations C 
International Atomic Energy Agency 
Vienna, Austria 
 
Abstract 


 
The IAEA Board of Governors approved the Model Additional Protocol (INFCIC/540) in 


May 1997. The implementation of Additional Protocol measures provide, inter alia, more informa-
tion and more access rights to the Agency inspectors and are aimed at significantly enhancing the 
Agency’s capability to detect undeclared nuclear material and activities in a given State. As of Sep-
tember 2001, the Board has approved Additional Protocols for 58 States and, of these, 21 are in 
force. 


States with the Additional Protocol in force are required to submit a ‘declaration’ to the 
Agency regarding the nuclear and nuclear-related activities in the country. These declarations are 
carefully reviewed by the Agency and compared with the information available to the Agency. Any 
inconsistencies or questions, which arise, are clarified, and the Agency conducts complementary 
access to confirm the declarations or to resolve inconsistencies. Based on the evaluation of all the 
information, conclusions are drawn once per year regarding the absence of undeclared nuclear mate-
rial and activities for the States and reported to the Board. The Agency has reported such conclu-
sions for seven States in 2000. 


The Agency’s preparation for the implementation of the Additional Protocol included, e.g., 
development of guidelines for the States for submission of ‘declarations’, internal guidelines for the 
evaluation of the declarations and for the conduct of complementary access, and development of 
software for submission of the declaration by the State. Consultations, seminars and field trials have 
been held with the Member States regarding the scope and format of declarations as well as ar-
rangements for the conduct of complementary access, provided in the Additional Protocol. 


The Agency has and continues to evaluate the declarations received from a number of coun-
tries. In addition, a number of complementary accesses have been conducted in the States with an 
Additional Protocol in force. 


This paper will discuss the progress to date in the implementation of the Additional Protocol, 
experience gained in the conduct of the field trials, actual implementation activities, prospects for 
the future, and how the Agency is coping with the increased workload under constrained resources.  


Status 


Out of 58 States where the IAEA Board of Governors has approved the Additional Protocol, 
57 have been signed and 21 are in force. States that signed the Additional Protocol include all EU 
States, most Eastern European States with nuclear activity, States with major nuclear programs 
(e.g., Korea, Japan, Canada, Australia, etc.), five Nuclear Weapon States, Cuba (the first of the 
INFCIRC/66 States), and some Small Quantity Protocol States. Among the 21 States with the Addi-
tional Protocol in force, 12 States have nuclear activities at different levels, e.g. Japan, Canada, Re-
public of Korea, Hungary, and Bulgaria. In Ghana the Additional Protocol is provisionally imple-
mented. In Taiwan, China, measures foreseen under the Model Additional Protocol are being im-
plemented. 
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Implementation 


The implementation of the Additional Protocol includes several activities. At an early stage, 
discussions and consultations are held with States on implementation issues. These discussions 
cover a wide variety of issues in details such as the preparation of the initial declaration, possible 
activities to be conducted during a complementary access, and reporting requirements.   These dis-
cussions can be done at a formal meeting or in conjunction with routine inspections. Upon receipt of 
the Additional Protocol initial declaration, a detailed review and evaluation of the declaration is 
performed using all information available to the IAEA.  This is done by a group which is composed 
of staff assigned for this activity from various Divisions in the Safeguards Department. Upon the 
completion of the evaluation, clarifications or questions on the declaration are communicated with 
the State. This is usually carried out more than once in the form of correspondence or meetings. 
Decisions are then taken on the need to conduct complementary access, and the specific goals or 
purposes for the access are identified. The complementary access activities are carried out in accor-
dance with internal guidelines and procedures. Upon the completion of the complementary access 
activities, an evaluation is performed and any follow-up actions are identified. Finally, an evaluation 
of all information is carried out for the State as a whole, which will lead to conclusions on the 
State’s activities.  


Collection of Information 


A State level information evaluation is an essential component in the process of drawing conclu-
sions regarding the absence of undeclared nuclear material and activities. Information from various 
sources is considered when performing the State evaluation. This includes State supplied informa-
tion, including the Additional Protocol declarations and subsequent clarifications, the results of 
inspection activities, and the results of complementary access. Technical visits are also organised to 
collect additional information. Other internal information sources, such as information available 
from Nuclear Safety or Technical Co-operation, are included. The largest volume of information is 
from open sources of information. This includes information from a wide variety of sources such as: 
nuclear abstracting services, satellite imagery, international news services, research institutes, web 
sites, and newspapers. Other sources of external information include the import-export information 
from third parties.  


State Evaluation Report 


All information is analysed and complied in a State Evaluation Report (SER). The SER provides 
a general overview of the country, its declared nuclear programme, and the consistency of informa-
tion.  The evaluation of the consistency of information covers the internal consistency of State dec-
laration, the consistency of State declaration with safeguards verification information, and the con-
sistency of State declaration with external information. Finally the report addresses the conclusions 
of the evaluations performed as main observations and recommendations. 


 Information evaluation and follow-up is an ongoing process. Follow-up action is developed 
based upon the SER and safeguards activities. Follow-up actions could include obtaining additional 
information, clarification of previously supplied information, or conducting complementary access.  
Results of the follow-up activities are evaluated to draw conclusions regarding the States nuclear 
activity.  The results of the follow-up activities and evaluation of information are documented in the 
SER. 29 SERs were reviewed in 2000. 27 SERs have been reviewed as of September 2001 (initial 
reports and annual updates), and it is expected that approximately 40 will be completed by the end 
of the year. 


Information Management 


To handle the large amount of data associated with the implementation of the Additional Proto-
col several information management and tracking systems have been instituted.  The first system 
consists of the administrative work plans for tracking the receipt, review and follow-up on State 
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declarations. The administrative work plans identify the group of staff members from the operations 
division and support divisions that will be involved together with their assigned tasks. Provision has 
been made for storing and evaluating the State declarations on a computerised system by the as-
signed staff. Standard forms for recording the briefing and debriefing activities for complementary 
access activities (including pre- and post-access activities) have been established. A computerised 
system has been established to retrieve and store all information related to the State Evaluation Re-
ports.  This system is important, as there is a large volume of open source information. Procedures 
have been established to provide this information to the relevant staff and to store the information 
for future reference. Databases have been set up to for planning and recording complementary ac-
cess activities and for tracking the status of statements that are sent to the State. In the future these 
various systems will be combined into a single secure database system that is currently under devel-
opment. 


Experience 
For the 21 States where the Additional Protocol is in force, 58 complementary accesses have 


been carried out in 11 States (plus Taiwan, China) as of September 2001. While conducting these 
accesses, 80 environmental samples were taken.  It is anticipated that an additional 37 complemen-
tary access will be conducted by the end of the year. 


A major effort has been expended in Japan this year for the implementation of the Additional 
Protocol. The Agency continues to review the declarations submitted by Japan pursuant to the Addi-
tional Protocol. Several requests for clarification have been made by the Agency and responses have 
been received from Japan. Some issues regarding the arrangements for managed access are being 
further followed-up. The implementation is taking place with close cooperation between the Agency 
and State authorities. 


  All Additional Protocol activities have been carried out in accordance with the internal guide-
lines and procedures.  Planning and preparation for all complementary accesses are carried out un-
der strict confidentiality. Complementary access activities include: 


• Selecting locations and determining goals based on the recommendations of SER. 


• Briefing of inspectors (locations, goals, activities, and schedule). 


• Advance notification to the States indicating when and where. 


• Selection and transportation of required equipment. 


• Conducting and recording the complementary access activities. 


• Debriefing of inspectors to confirm goals achieved and to identify follow-up activities. 


• Preparing appropriate Statements to State authorities. 


The Agency’s experiences in conducting complementary access activities indicate that the ac-
cesses have been carried out with no major difficulty and with good co-operation from the State 
authorities and facility operators.  In addition to the effort required to conduct the complementary 
access activities in the field, a significant effort has been spent at headquarters for the evaluation of 
Additional Protocol initial declarations, conducting pre- and post complementary access activities, 
preparation and review of the State evaluation reports, and support activities related to the Addi-
tional Protocol. 


Based on the implementation of the Additional Protocol and the State evaluation, the Agency 
was able to draw conclusion regarding the absence of undeclared nuclear material and activities for 
seven States in the 2000 as reported in the Safeguards Implementation Report (SIR). It is expected 
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that similar conclusions for additional States will be made in the 2001 SIR.  Integrated safeguards 
are being provisionally applied in one State in 2001. 


Support Activities 


In order to support Member States in the smooth implementation of the Additional Protocol, the 
following steps have been taken by the Agency: 


• Guidelines for preparing Article 2 declarations were published. 


• The Protocol Reporter, a software program to assist in preparing and submitting the initial 
declaration, was made available. 


• Consultations have been held with individual States. 


• Regional or national Seminars and workshops have been held. 


• Implementation field trials have been conducted. 


Field Trials 


One implementation trial has been completed in Japan and one is in progress in the European 
Union. The field trial in Japan took place at two large R&D sites.  The field trial included 10 com-
plementary accesses including managed access.  The field trial provided valuable experience on the 
preparation of the initial declaration, complementary access notification, and the activities con-
ducted during the access. One location in the Netherlands and one in Finland have been selected for 
trials in the European Union. The initial declaration has been received and currently is under evalua-
tion.  Arrangements are under discussion for complementary access. Discussions on the role of 
EURATOM and the State covering the notification process, site definition, and submission of decla-
rations are also underway. 


Conclusion 


It can be concluded that experience on the Additional Protocol implementation is limited, but 
progress has been steady and positive.  States with major nuclear activities have signed or have in 
force an Additional Protocol.  A large increase in the Additional Protocol implementation activities 
has occurred this year, and a further increase is expected in 2002.  Preparation for and the imple-
mentation of the Additional Protocol require significant resources from the IAEA. 
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Because starting with 1990, there were created conditions to separate promotion/operation of nuclear 
energy from regulatory activities, in Romania exists many organizations involved in the nuclear 
activities with different attributions: design, research, application and use of nuclear energy, 
engineering, construction and operation of CANDU power  reactors and last but not least nuclear 
activities control. Romania has a strong legal framework to control nuclear material and nuclear 
activities. The Law 111/1996 republished is the Law on the safe deployment of nuclear activities. In 
2000 Romania ratified the Additional Protocol to the Safeguards Agreement and in 2001 has 
submitted to IAEA the Initial Declaration. In respect of physical protection of nuclear material 
National Commission for Nuclear Activities Control coordinates at national level the activities 
regarding preventing and combating illicit trafficking with nuclear material and radioactive 
sources.The Romanian nuclear fuel cycle contains uranium mines, a conversion plant, nuclear fuel 
plant, CANDU NPP, nuclear research institutes, heavy water plant. Romania controls the import 
/export activities concerning nuclear material, non nuclear material and equipment thorugh National 
Commission for Nuclear Activities Control and Ministry of Foreign Affairs – National Agency for 
Export Import Control for Strategic Products. 
 
In respect of non proliferation policy Romania is a non-nuclear weapon state which uses the nuclear 
energy only for peaceful purposes, shows transparency for all nuclear activities, controls strictly 
export and import with nuclear material, non nuclear material and equipment, combats the illicit 
trafficking with nuclear material and radioactive sources. Also, Romania as a member of IAEA from 
1957 has ratified international treaties, agreements and conventions: 
- Romania acceded to the 1963 Vienna Convention on Nuclear Third Part Liability on 29 


December 1992, which entered into force on 29 March 1993.  
- Romania acceded to the 1988 Joint Protocol on 29 December 1992, which entered into force on 


29 March 1993. 
- 1963 Treaty Banning Nuclear Weapons Tests in the Atmosphere, in Outer Space and under 


Water, ratified on 23 November 1963 and entered into force on 23 December 1993; 
- 1968 Treaty on the Non-Proliferation of Nuclear Weapons, ratified on 4 February 1970 and 


entered into force on 5 March 1970; 
- 1971 Treaty on the Prohibition of the Emplacement of Nuclear Weapons and other  Weapons of 


Mass Destruction on the Sea Bed and the Ocean Floor and in the Subsoil thereof, ratified on 10 
July 1972 and entered into force on the same date; 


- Safeguards Agreement between Romania and IAEA entered in force in 1972; 
- 1979 Convention on the Physical Protection of Nuclear Material, ratified on 23 November 1993 


and entered into force on 23 December 1993; 
- 1986 Convention on Early Notification of a Nuclear Accident, acceded to on 12 June 1990 and 


entered into force on 13 July 1990; 
- 1986 Convention on Assistance in Case of a Nuclear Accident or Radiological Emergency, 


acceded to on 12 June 1990 and entered into force on 13 July 1990; 
- 1994 Convention on Nuclear Safety, was ratified on 1 June 1995 and entered into force on 24 


October 1996; 
- 1996 Comprehensive Nuclear-Test-Ban Treaty, signed on 24 September 1996; 
- 1997 Joint Convention on the Safety of Spent Fuel Management and on the Safety of 


Radioactive Waste Management, signed on 30 September 1997; 
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- 1997 Protocol to Amend the Vienna Convention on Civil a Liability for Nuclear Damage, 
signed on 30 September 1997; 


- 1997 Convention on Supplementary Compensation for Nuclear Damage, signed on 30 
September 1997; 


- 1997 Joint Convention on the Safety of Spent Fuel Management and on the Safety of 
Radioactive Waste Management signed on 30 September 1997 and entered into force on 18 
June 2001;  


- 1999 the Additional Protocol signed on June 1999 and ratified on July 2000; 
 
To avoid the diversion of nuclear material from peaceful use, Romania has ratified Agreements at 
governmental level with Canada and USA and at National Safety Authorities level with Republic of 
Argentina, Canada, France, Greece, Hungary, Germany, Republic of Korea and USA. 
 
In Romania there are many organizations involved in the nuclear field with different attributions: 
- National Commission for Nuclear Activities Control(CNCAN) is responsible for enforcing the 


regulatory requirements in the nuclear field; regulates the development, application and use of 
nuclear energy for peaceful purposes in Romania and is reporting to the Ministry of Waters and 
Environment; 


- National Nuclear Company SC “Nuclearelectrica” SA is responsible for the engineering, 
construction and operation of CANDU power  reactors and is reporting to the Ministry of 
Industry and Resources; 


- Autonomous Company for Nuclear Activities (RAAN) is responsible for design and research in 
nuclear fields and heavy water production and is reporting to the Ministry of Industry and 
Resources; 


- National Agency for Nuclear Energy (ANEA) is responsible for promoting nuclear energy 
applications and related research and development programs and is reporting to the Ministry of 
Education and Research; 


- National Agency for Export Import Control for  Strategic Products (ANCESIAC) licences 
export and import for strategic products including nuclear material, non nuclear mateial and 
equipment and is reporting to the Ministry of Foreign Affaires. 


 
To combat and prevent the illicit trafficking with nuclear materials and radioactive sources in Romania 
it was created and entered in force in August 1999 an interdepartmental mechanism of cooperation – 
Romanian Non Proliferation Group - that will exist for an unlimited period of time and its members 
will meet at least once a month, or whenever is necessary. The Romanian Non Proliferation Group has 
representatives from Ministry of Foreign Affairs, National Agency for Export Import Control for 
Strategic Products, National Commission for Nuclear Activities Control, Custom, and Ministry of 
Defense, Ministry of Interior and Intelligence Services. 
 
The national system for export import control is an Interdepartmental Council co-ordinated by 
National Agency for Export Import Control for Strategic Products, with a weekly meeting to approve 
by consensus licences for export and import for strategic products including nuclear material, non 
nuclear mateial and equipment . The Interdepartmental Council  has representatives from Ministry 
of Foreign Affairs, National Commission for Nuclear Activities Control, Custom, Ministry of Defense, 
Ministry of Interior and Intelligence Services. As a member of Nuclear Supplier Group from 1999 
Romania uses the INFCIRC 209 Dual Use Lists. To issue a license for export or import there is a 
system of principles, regulations, procedures and sanctions. 
 
From the total electricity generated in Romania in 2000, 10% proceeds from nuclear energy as 
presented in FIG. 1. 
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FIG.1. Electricity generation in Romania in 2000. Total – 52,813 GWh 
  
In 2001 there were many significant moments in respect of the peaceful use for nuclear energy : 
- 6th April - the Commercial Contract for the Intermediate Dry Spent Fuel  Storage was signed; 
- 1st May - Cernavoda NPP Unit 1 operation authorization was extended; 
- 10th May - 1,000 tones heavy water produced by  the Heavy Water Plant; 
- 15th May - 25 million MWh were produced at Cernavoda NPP, Unit 1; 
- 18th May - the Commercial Contract for the Cernavoda NPP, Unit 2 was signed; 
- 25th May - 2 years since the nuclear fuel bundles produced in Romania and being in operation 


inside the core of the Unit 1 reactor did not present any failure; 
- 1st July - 30 years since the foundation of the Nuclear Institute Pitesti; 
- 6th July - the production of the Romanian made nuclear fuel bundle number 25,000; 
- 2nd December - there will be 5 years since the commercial operation of the Unit 1 Cernavoda 


NPP. 
 
The first regulatory organization has been formally setup by the Decree No. 103/1972 as a division in 
the State   Committee for Nuclear Energy. This regulatory organization started to issue based on Law 
No. 61/1974 nuclear safety regulations. These were essentially based on the IAEA-NUSS series of 
standards. Starting with 1990, the new institutional framework has created conditions to separate 
promotion/operation of nuclear energy from regulation activities. The new regulatory organization has 
been constituted as National Commission for Nuclear Activities Control (CNCAN) and incorporated 
into the Ministry of Water, Forests and Environmental Protection. Under the new organizational 
framework, CNCAN has promoted a new Nuclear Act, which was finally enacted in 1996 as Law No. 
111. Under the umbrella of this new Nuclear Act, all related rules, practices and regulations in  nuclear 
field were started to be assessed for compliance with applicable IAEA  guides and standards. Between 
1998 - 2001 CNCAN has became an independent Governmental Organization  reporting directly to the 
Romanian Government. From 2001 CNCAN reports to Ministry of Water and Environment. The 


CNCAN regulates nuclear facilities and nuclear materials through a comprehensive licensing system  
by issuing licenses containing conditions that  must be met by licensees.  
 
The legal framework for nuclear activities control is ensured by Nuclear Law no. 111/1996, 
republished. Acording to the art. 1 “the object of thee law is the safe deployment of nuclear activities 
to exclusively peaceful purposes so that they should meet the nuclear safety conditions set for the 
protection of the professionally exposed personnel, of the population, of the environment, and of the 
property, with minimal risk provided by regulations and with observance of the obligations 
proceedings from the agreements and conventions to which Romania is party”. 
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In order to fill the existing gaps in the legislative framework now are  under preparing the drafts 
documents as follows: 
- Law for the promotion of the nuclear activities 
- Law for radioactive waste management and decommissioning 
- National Plan for Nuclear Energy 
- Full set of revised Regulations in the nuclearfield. 
A comprehensive set of technical instructions, directives, regulations, procedures, industry standards, 
nuclear design and safety guides concerning quality assurance and safe operation of nuclear facilities 
and NPP covers activities such as project management, procurement, design, manufacturing, civil 
work, installation, commissioning and operation. 
The following regulations are in force: 
- Republican Nuclear Safety Norms - Nuclear Reactors and Nuclear Power Plants; 
- Nuclear Safeguards Regulations; 
- Physical Protection Regulation in Nuclear Field ; 
- Republican Nuclear Safety Norms for the transport of nuclear materials; 
- Republican Nuclear Safety Norms for uranium mines; 
- Norms for Radioprotection; 
- Republican Nuclear Safety Norms - Work Rules with Nuclear Radiation Sources; 
- Rules for issuing of the permits to work in nuclear field; 
- Rules for the fees applicable in nuclear activities; 
- Fire Protection of the nuclear objectives and installations; 
- Republican Nuclear Safety Norms for emergency preparedness. 
 
In respect of Physical protection for nuclear facilities and materials Romania fulfills INFCIRC/225 
Rev. 4 requirements because in the new Physical Protection Regulations there is a condition for 
nuclear facilities with respect to design and built a physical protection system based on Design Basis 
Threat. To have an assessment of physical protection of nuclear facilities Romania has asked IAEA in 
1997 for an IPPAS Mission. After the IAEA experts have evaluated the existing conditions the 
Nuclear Research Institute from Pitesti has received assistance to improve the physical protection 
system. In 2001 the Institute for physics and nuclear engineering from Magurele has received a 
technical and financial assistance from IAEA and DOE to design and implement a physical protection 
system. 
In 2001 IAEA organized in Romania a national workshop on Design Basis Threat to present to the 
Romanian reprezentatives from ministeries and from nuclear facilities the significance of the DBT 
concept and to ensure the technical knowledge for CNCAN to be able to issue a DBT for each nuclear 
facility. CNCAN cooperates with other Romanian Institutions to prevent and combat illegal actions 
taken against nuclear facilities and nuclear materials, particularly when such materials are transported 
across the country. From 1993 Romania reported to the IAEA, 22 incidents involving nuclear material 
and radioactive sources. 
 
In 2000 Romania has ratified the Additional Protocol and has received assistance from IAEA: 
- AP Guidelines 
- Protocol Reporter      
- Discussions regarding the draft of Initial Declaration - November 2000, Vienna   
- Additional Protocol Implementation Workshop - 2001, Neptun, Romania 
Romania has submitted the Initial Declaration on January 2001 according to art. 2 and under art. 
2a(ix) Romania has declared in 2000 and 2001 two exports. On June 27, 2001, the Agency asked 
complementary access in 2 hours for three buildings on the site of Nuclear Research Institute – Pitesti. 
 
In Romania, the nuclear fuel cycle begins with the ore processing from uranium mines, and continues 
with a conversion plant, a nuclear fuel plant, NPP, heavy water plant and nuclear research institutes. In 
2002 it will start the construction of an Interim Spent Fuel Storage. 
 
The Conversion plant ensures the sinterable UO2  powder for Nuclear Fuel Plant through two units: 
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- the unit for uranium concentrate was commissioned in 1978. Uranium ore is processing in order 
to obtain technical concentrates of uranium: 


- the unit for refining was commissioned in 1986. Uranium technical concentrates are refining in 
order to obtain sinterable UO2 powder. 


 
The Nuclear fuel plant was qualified from 1994 by Zircatec Precision Industry from Canada as 
authorized manufacturer for  CANDU fuel. The annual production is aproximatelly 5500 bundles/year 
 as presented in FIG 2.  
 


 
 


FIG.2. Fuel production after the  plant qualifiation 
 
The fuel failure rate of fuel budles including the bundles suspete as being defeted are presented in 
FIG. 3. 
 


.  
 


FIG. 3. Fuel failure rate – including the bundles suspected as beeing defected 
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Cernavoda NPP (FIG. 4 ) is a CANDU Reactor Site with 5 Units: 
- Unit 1 in operation - 700 MWe 
- Unit 2 - completion in 2006 
- Unit 3, 4, 5 - partially constructed 
 


 
 


FIG. 4. Cernavoda NPP 
 
Cernavoda NPP, Unit 1 went into commercial operation on December 2, 1996. The first fuel load 
(4560 bundles) included 66 bundles manufactured by Nuclear Fuel Plant during its qualification and 
the balance was supplied from Canada by Zyrcatec Precision Industry. Since mid January 1997, when 
Cernavoda NPP Unit 1 began the fuel reloading, all necessary fuel was supplied by Nuclear Fuel 
Plant. (FIG. 5)  
 


 
 


FIG. 5. Annual fuel consumption at Cernaoda NPP Unit 1 
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From 2002 at Cernavoda NPP site it will started the construction of the Interim Spent Fuel Storage to 
extent the storage capacity for spent fuel.  
 
Heavy water plant was built between 1980 – 1988 to produce nuclear grade heavy water for 
Cernavoda NPP with three fabrication lines with  a total capacity 90 tones/year. 
 
Nuclear Research Institute Pitesti has developed a Nuclear Safety Program: 
- maintaining and increasing NPP operation limits; 
- development of prediction system; 
- understanding of phenomena which determine nuclear safety; 
- maintaining of specific infrastructure. 
and a Nuclear Fuel Program: 
- ensuring the predictable and economic operation of fuel bundles through the investigation of 


initial properties degrading; 
- developing the ability to predict operation time; 
- setting up technologies intended to follow the operation performances through non-destructive 


and destructive examination methods. 
 
Institute of R&D for Physics and Nuclear Engineering houses a 2 MW VVRS Reactor shut down from 
1997. The decision for decommissioning of the VVRS Reactor was taken in August 2001. 
Current actions now are focussed on important aspects as follows: 
- to finalize by the end of 2001 the feasibility study for VVRS Reactor decommissioning plan; 
- to finalize the reports related to the IFIN-HH site radiological characterization; 
- to finalize the project for improvement physical protection system; 
- to develop technical co-operation activities at international level for a pilot decommissioning 


project for VVRS type research reactor. 
 
National Institute for R&D for Cryogenic and Isotopic Technologies has developed researches on the 
field of cryogenics and isotopic technologies and houses an Experimental Plant for Deuterium 
Separation and a Pilot Installation for Light Water. 
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Abstract 
 
The Rokkasho Reprocessing Plant (RRP), which is currently undergoing construction and 
commissioning by the Japan Nuclear Fuels Limited (JNFL), is scheduled to begin active 
operations in 2005. The planned operating capacity is 800t uranium per year containing 
approximately 8t of plutonium.  The International Atomic Energy Agency (IAEA) and the Japan 
Safeguards Office (JSGO) are working with JNFL to develop a Safeguards Approach that is both 
effective and efficient. In order to accomplish this goal, a number of advanced concepts are being 
introduced and many currently applied safeguards measures are being enhanced. These new and 
improved techniques and procedures will provide for more sensitive and reliable verification of 
nuclear material and facility operations while reducing the required inspection effort. 
 
The Safeguards Approach incorporates systematic Design Information Examination and 
Verification (DIE/DIV) during all phases of construction, commissioning and operation. It 
incorporates installed, unattended radiation and solution measurement and monitoring systems 
along with a number of inspector attended measurement systems. While many of the 
measurement systems will be independent-inspector controlled, others will require authentication 
of a split signal from operator controlled systems. The independent and/or authenticated data 
from these systems will be transmitted over a network to a central inspector center for 
evaluation. Near-Real-Time-Accountancy (NRTA) will be used for short period sequential 
analysis of the operator and inspector data which, when combined with Solution Monitoring 
data, will provide higher assurance in the verification of nuclear material for timeliness and of 
the operational status of the facility. Samples will be taken using a facility installed, but IAEA 







authenticated, automatic sampling system and will then be transferred to a jointly used IAEA-
JSGO On-Site Laboratory (OSL). 
 
This paper provides an overview of the Safeguards Approach for the RRP, a review of completed 
and planned DIE/DIV activities and the current status of the development and installation of 
safeguards equipment and systems.  
 
 
1. INTRODUCTION 
 
The IAEA has been applying international safeguards to reprocessing plants around the world for 
more than 30 years.  However, it has never before been challenged with designing a credible 
safeguards approach for a large commercial scale facility. This challenge was realized in the 
1980s with the Japanese decision to construct the Rokkasho Reprocessing Plant (RRP) in 
northern Japan, with a throughput of 800t U/year. This far exceeded any previous IAEA 
experience. There was no model or guideline that could be used as a reference. Therefore, during 
the period of 1988 through 1992, a multinational forum, referred to as LASCAR (Large Scale 
Reprocessing) [1], addressed the more difficult and urgent issues being raised on how an effective 
safeguards approach could be implemented at such a facility and yet maintain an efficient use of 
resources.  Some of the more challenging issues included evaluation of Shipper/Receiver 
Differences when using a continuous dissolver, implementation of Solution Monitoring and 
Near-Real-Time-Accountancy to enhance the level of assurance of verification methods and 
confirmation of operational status, and the installation of unattended measurement systems. 
LASCAR also emphasized the need for a comprehensive examination and verification of design 
information and the need to maintain continuity of knowledge on safeguards relevant features. 
 
 
2. FACILITY DESCRIPTION 
 
The Rokkasho Reprocessing plant has an operating throughput of 800t of uranium in irradiated 
LWR fuel per year. It is comprised of a Spent Fuel Receipt and Storage area (currently in 
operation), a Head-end, Main Process which includes uranium oxide conversion, U/Pu Co-
denitration Conversion Process, mixed uranium/plutonium oxide (MOX) and Uranium Oxide 
Storage, and Waste Treatment and Storage areas. The Main Process employs a PUREX type 
separation process for the removal of fission products and the partitioning and purification of 
uranium and plutonium. Uranyl nitrate and plutonium nitrate are transferred to the Conversion 
Process. Where they undergo a co-denitration process and are converted into a MOX powder. 
The MOX powder is then transferred to the Product Storage area. Uranium not introduced into 
MOX is converted into UO3 powder and also transferred to the Product Storage area. All solid 
and liquid radioactive wastes are treated and stored in the Waste Treatment and Storage area. 
This area includes the vitrification process for the high active liquid waste. 
 
The RRP is currently undergoing construction. Water testing was started in 2001.  Chemical and 
uranium testing is expected to begin in 2003, with active testing planned for 2004.  Start of 
operation is scheduled for 2005. 
 







3. ACCOUNTANCY STRUCTURE 
 
A basic accountancy structure for the RRP is illustrated below. The facility has been divided into 
five Material Balance Areas (MBAs). These MBAs are subdivided into Inventory Key 
Measurement Points (IKMPs) based on types of material and the verification approach to be 
applied to Interim Inventory Verifications (IIV) for timely detection purposes and Physical 
Inventory Verification (PIV). Flow Key Measurement Points (FKMPs) have also been identified 
for all nuclear material streams or routes which cross MBA boundaries. These will be declared 
by the operator in an Inventory Change Report (ICR) and will be verified as required. In addition 
to flows that cross MBA boundaries, Other Strategic Points (OSPs) are being defined for 
verification of flows with-in the MBAs. These OSPs provide confirmation of the operational 
status of the facility and that it is as declared. These verification activities provide added 
assurance that there is no diversion of nuclear material into the SRD or MUF and that the facility 
is not being used for undeclared purposes. 
 


 
MBA-1: Spent fuel receipt and storage 


area, Head-end area 
MBA-2: Main process area (including U 


conversion and laboratories) 
 
IKMP A: Spent fuel receipt and Storage area 
IKMP B: Head-End area 
IKMP C: Nuclear material in main process 


area 
IKMP D: Nuclear material in the analytical 


laboratory 
         *    : Nuclear Loss 
 


 
MBA-3: Waste treatment and storage area 
MBA-4: MOX conversion area 
MBA-5: Product storage area 
 
 
IKMP E: Nuclear material in the U 


conversion area 
IKMP F: Nuclear material in the waste treatment 


and storage area 
IKMP G:Nuclear material in the MOX conversion 


area 
IKMP H:UO3 product material in the storage area 
IKMP J: MOX product material in the storage area 
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4. VERIFICATION APPROACH 
 
Verification methods and procedures are being developed for all flow and inventory points 
within the facility. To the extent possible, unattended measurement and monitoring systems are 
being developed and installed. Many of these systems will be independently controlled by the 
inspectorate. Those measurements which will rely on shared signals from operator controlled 
systems will require authentication measures to be introduced to assure the correctness of the 
data. Solution samples will be taken from the majority of the vessels using an authenticated, 
unattended sampling system. The samples will be sent for analyses in the On-Site Laboratory 
(OSL), which will be jointly used by the IAEA and JSGO. An overview of the extensive 
verification scheme is provided below. 
 
4.1. MBA 1 – Spent Fuel Receipt and Storage, and Head-End Areas 
 
4.1.1. Verification of inventory changes 
 
Spent fuel assemblies received into the facility, unloaded from the transport cask and transferred 
into the storage ponds are currently being verified using the Integrated Spent Fuel Verification 
System (ISVS).  This system consists of time synchronized CCTV cameras and radiation 
detectors. Batches of dissolved spent fuel (Input Batches), for transfer to the Main Process, will 
be verified for volume using a Solution Measurement and Monitoring System (SMMS). Uranium 
and plutonium will be verified by sampling using an Automatic Sampling Authenticated System 
(ASAS) or analysis by Hybrid K-Edge Densitometry (HKED). Solid waste in the form of 
leached hulls and fuel end-pieces will be verified indirectly by determining the Cm-244 using the 
Rokkasho Hulls Monitoring System (RHMS) and then relating this to the U:Pu:Cm-244 ratios in 
the dissolver solutions. Statistical evaluations of the Shipper/Receiver Differences (SRD) will be 
based on the shipping reactor declarations and the nuclear material verified in the Input Batches 
and associated with waste from the Head-End Process. 
 
4.1.2. Verification of inventory for timeliness 
 
The spent fuel inventory is under the continuous monitoring of the ISVS. Dissolver solutions in 
the Head-End Process will be verified during the monthly IIV using the SMMS, density 
correlations, sample taking using ASAS and analyses. 
 
4.1.3. Verification of flow within the MBA 
 
The flow of spent fuel assemblies from the storage pond transfer channel to the shear machine 
and the movement of the hulls/end pieces drums through the RHMS measurement to storage will 
be monitored using the Integrated Head-End Verification System (IHVS). This system consists 
of a number of Camera/Radiation Detectors (CRDs) mounted in the cell walls, with additional 
CCTV units installed in the shear cell. The ID of spent fuel assemblies and hulls drums will be 
verified and recorded by the IHVS. Solutions (including fines) flowing through the Head-End 
Process will be monitored by the SMMS. 
 
 







 


4.1.4 Verification of physical inventory 
 
A Physical Inventory Verification (PIV) is carried out once per year, during which the spent fuel 
is verified using an Improved Cerenkov Viewing Device (ICVD). The Head-End Process will be 
verified as ‘cleaned-out’ using the SMMS and sample taking, as necessary. 
 
4.2. MBA 2 – Main Process Area 
 
4.2.1. Verification of inventory changes 
 
Receipts of ‘Input Batches’ that have previously been verified in MBA 1, will be verified using 
the SMMS. The shipments of PuN batches to the Conversion Area, will be verified for volume 
using the SMMS and by sample taking, using ASAS, for HKED. Uranyl nitrate shipped to the 
Conversion Area will not be verified, however, UO3 may be verified by NDA using a Uranium 
Bottle Verification System (UBVS) and C/S measures. High Active Liquid Waste (HALW) 
batches which are shipped to Waste Treatment will be verified for volume using the SMMS and 
sample taking using ASAS. Plutonium will be analyzed using a Pu-VI spectrophotometric 
method and uranium, if necessary, using Isotope Dilution Mass Spectroscopy (IDMS). Low 
Active Solid Wastes (LASW) that are shipped to the Waste Storage Area will be verified using 
the Waste Crate Assay System (WCAS), which is based on passive neutron counting to measure 
the Pu content.  
 
4.2.2. Verification of inventory for timeliness 
 
An IIV will be carried out on a monthly basis during which the volume of all vessels will be 
verified using the SMMS and samples will be taken according to a random sampling plan for 
destructive analyses. Un-measurable inventories will be estimated using established process 
design algorithms. The MUF and MUF-D will be evaluated on an interim basis using Near-Real-
Time-Accountancy (NRTA) methods. 
 
4.2.3. Verification of flow within the MBA 
 
Assurance that the process flows and facility operations are as declared will be achieved through 
solution monitoring using the SMMS. The SMMS will include not only sensors for temperature 
and for pressures to determine solution levels and density, but also neutron sensors on the 
extraction systems. In addition, random samples will be taken during the month and analyzed by 
the appropriate methods in the OSL.  Short period (5 – 15 days), sequential evaluations of the 
MUF and MUF-D will be performed using NRTA methods. 
 
4.2.4. Verification of physical inventory 
 
A PIV will be carried out once per year, during which the clean-out status and remaining 
solutions will be verified using the SMMS and by random sample taking and analysis. 
 
 
 







 


4.3. MBA 3 – Waste Treatment and Storage Area 
 
4.3.1. Verification of inventory changes 
 
Canisters of vitrified HAW will be verified using a Vitrified Canister Assay System (VCAS) 
prior to termination of safeguards on the material. The VCAS will determine the Cm-244 content 
of the canister from neutron emission. By using the ratio of Pu:U:Cm-244 established by sample 
taking and analysis in the feed material to the meltor, an indirect determination of the nuclear 
material content in the canister will be made.  The neutron radiation data will be integrated with 
cameras that monitor the measurement station and verify the canister ID. 
 
4.3.2. Verification of inventory for timeliness 
 
During the monthly IIV, liquid waste inventories will be verified using the SMMS and by 
random sample taking using the ASAS. Analyses in the OSL will use a Pu-VI 
spectrophotometric method.   
 
4.3.3. Verification of flow within the MBA 
 
The SMMS will provide verification of the feed rate of HALW to the meltor. Samples will also 
be randomly taken from the HALW feed to confirm the U:Pu:Cm-244 ratios to be used with the 
VCAS. 
 
4.3.4 Verification of physical inventory 
 
A PIV will be carried out once per year, during which the declared clean-out and inventory in the 
liquid waste treatment area will be verified using the SMMS and sample taking and analysis, as 
required. 
 
4.4. MBA 4 – MOX Conversion Area 
 
4.4.1. Verification of inventory changes  
 
PuN batches that have previously been verified in MBA 2, will be verified as received using the 
SMMS. The MOX powder canisters will be verified prior to transfer to storage using a 
Plutonium Canister Assay System (PCAS). The PCAS is based on high level neutron 
coincidence counting and high resolution gamma spectroscopy. A camera located near the PCAS 
will record the canister ID.  In addition, samples of MOX powder will be taken for destructive 
analyses by IDMS. If the performance of the PCAS can be optimized to meet the requirements 
for bias defect testing, the number of samples can be significantly reduced. Wastes being shipped 
to the Waste Storage Area will be verified using the Waste Drum Assay System (WDAS), which 
is based on passive neutron multiplicity counting and high resolution gamma spectroscopy. 
 
 
 
 







 


4.4.2. Verification of inventory for timeliness 
 
During the monthly IIV, the Pu containing solutions will be verified by SMMS and random 
sample taking for HKED analysis.  Plutonium in the MOX conversion lines will be verified 
using a Plutonium Inventory Measurement System (PIMS), which is based on a total neutron 
counting technique.  The MUF and MUF-D will be evaluated on an interim basis using NRTA 
methods. 
 
4.4.3. Verification of flow within the MBA 
 
Assurance that the process flows and facility operations are as declared will be achieved by 
monitoring the solutions using the SMMS.  The flow of MOX powder through the conversion 
lines will be monitored using the PIMS. 
 
4.4.4. Verification of physical inventory 
 
A PIV will be carried out once per year at which time the conversion area will be cleaned out.  
The PIMS will be used to verify the clean out and to measure any residual material.  Solutions 
remaining in vessels will be verified using the SMMS and sampled for analysis, as required. 
 
4.5. MBA 5 – Product Storage Area 
 
4.5.1. Verification of inventory changes 
 
Receipt of MOX canisters will be verified using a series of neutron detectors and surveillance 
cameras.  The neutron detectors combined with surveillance will be located so as to detect the 
passage and direction of travel of a filled or empty MOX canister as it moves from the PCAS 
measurement station to the MOX storage room.  Shipments of MOX product from the facility 
have not yet been addressed. 
 
4.5.2. Verification of interim inventory  
 
The verification approach for MOX in storage has not been finalized.  Some of the options 
include the use of Dual C/S, random sampling for destructive analysis or random measurement 
using the PCAS, if bias defect detection capabilities can be met. 
 
4.5.3. Verification of physical inventory 
 
Physical verification of uranium and plutonium in storage will be carried out once per year. The 
methods to be used will be determined by the level of prior verification of the material and the 
use of C/S methods. 
 
 
 
 
 







 


5. DATA NETWORK 
 
An integrated Data Collection and Evaluation System (DCES) will be installed. By using a 
network structure, the DCES will collect measurements from instruments, sensors and 
surveillance devices installed throughout the facility and transmit them to a Raw Database 
(RDB).  The RDB will be a joint, read-only database which is controlled and used by the IAEA 
and JSGO. The data will be time synchronized and, when combined with operator provided data 
and OSL results, will be processed at the separate IAEA and JSGO evaluation stations. 
 
 
6. DESIGN INFORMATION EXAMINATION AND VERIFICATION 
 
A systematic and comprehensive approach has been taken in implementing Design Information 
Examination and Verification (DIE/DIV) activities. During construction the activities have 
focused on: building layouts; cell design; equipment design; installation and testing; piping and 
pipe penetrations; active trenches; and vessel calibrations.  During commissioning, many of these 
systems and equipment will be tested further for measurement performance. The inspector effort 
required to implement DIE/DIV activities is expected to significantly increase during 2002 
through 2004. Design information examination and verification activities will continue 
throughout the lifetime of the facility to assure that the Safeguards Approach continues to be 
appropriate and that there are no undeclared modifications. 
 
 
7. CONCLUSION 
 
An effective Safeguards Approach is being developed which incorporates measurement systems 
that are of the highest sensitivity and reliability and which will provide independent and/or 
authenticated verification results.  The application of NRTA for short period sequential analysis 
will provide a timely indication of potential diversion into MUF. The effectiveness is further 
increased with the use of surveillance, solution and radiation monitoring systems, and continuing 
DIE/DIV activities, which provide added assurance that the facility is operating as declared. 
Efficiency is introduced into the Safeguards Approach by the use of unattended measurement 
and sampling systems, a network based integrated data collection and evaluation system and the 
availability of an On-Site Laboratory.  
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PROVISION OF PHYSICAL PROTECTION OF NUCLEAR MATERIALS AT 
THE STAGE OF DECOMMISSIONING 
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9/11 Arsenalna str., 
Kyiv-11, Ukraine 
 
It is well-known that on  December 15, 2001  Unit 3 of Chernobyl NPP, the last  channel-
type reactor in Ukraine,  was shutdown before the end of its life-time. ChNPP had turned 
to decommissioning. Since that time provision of physical protection at the 
decommissioning stage became so tangible for us that we had to review the whole 
spectrum of nuclear fuel security at the industrial site of ChNPP. 
 
In the light of Ukraine’s obligations a number of projects on establishing decommissioning 
infrastructure are being implemented. The European Bank for Reconstruction and 
Development, the US Department of Energy  fund these projects.  The work under TACIS, 
OSAT and other programmes is on-going. The Comprehensive Programme of Chernobyl 
NPP Decommissioning  provides for construction of pre-decommissioning facilities on 
ChNPP site, such as: interim spent fuel  storage facility (ISF-2), liquid radioactive waste 
treatment plant ( LRTP), industrial solid radioactive waste management facility ( ISRMF), 
radioactive waste (RAW) repository. 
 
The decommissioning stage provides for a number of activities on core unloading from 
Unit 1 and Unit 3, spent  fuel (SF) cooling in the storage pools and its transfer to the dry 
spent fuel store for the long-term safe storage. 
 
Shelter Object and the planned set of activities on its turning into the environmentally safe 
structure complicate the physical protection of ChNPP. It is impossible to make the 
accurate assessment of fuel containing materials at the Shelter Object (according to 
conservative assessment it is about 200 t), and this obliges to ensure absolute protection for 
the physical barriers of Chernobyl NPP against unauthorised transfer of nuclear 
materials.[3] 
 
Physical protection as an obligatory function of radioactive materials management is based 
on IAEA’s recommendations, the Laws of Ukraine “On Nuclear Energy Utilization and 
Radiation Safety”, “On Physical Protection of Nuclear Installations, Nuclear Materials”, 
“Regulations of Physical Protection of Nuclear Materials and Nuclear Installations” and 
other normative documents. 
 
Regarding physical protection of nuclear materials at decommissioning stage of nuclear 
installations it is reasonable to study  NPP as an object of physical protection. 
 
1. GENERAL DESCRIPTION OF CHERNOBYL NPP AS A PHYSICAL 


PROTECTION OBJECT. 
 
1.1 Currently, Chernobyl NPP possesses significant amount of nuclear fuel and other 


nuclear materials, mainly liquid and solid radioactive waste resulting from ChNPP’s  
operation and accident of April 26, 1986. The nuclear fuel in the form of fuel 







assemblies is located  in the reactor, storage pools, interim spent fuel storage(ISF-1). 
In total there are 21 355 fuel assemblies on-site. 


 
1.2 Fuel accounting is maintained based on  recommendations and using equipment of the 


IAEA. Lack of automated recording  means leads to use of manual accounting, which, 
in turn, contributes to the human factor impact  during fuel handling. 


 
1.3 RBMK’s reactor hall is considered as one of the critical areas in terms of physical 


protection  during  fuel transfer due to the significant number of entrances and exits at 
the different sides, and balcony galleries.  


 
According to the analysis, unauthorized actions on spent fuel treatment can be 
potentially experienced  during fuel discharge from the reactor hall. 


 
1.4 ISF-2, which will be constructed beyond the main site of ChNPP, is intended for 


storage of 25 000 fuel assemblies. The process of preparation of spent fuel for long-
term storage in ISF-2 is as follows: 


 
Fuel assemblies delivered to the site of ISF-2 are cut into upper and lower bundles. 
The bundles then are put in the leak-tight cartridges, which are further loaded in the 
dry shielded canisters (DSC) to be transported to spent fuel storage area (SFSA) of 
ISF-2. The canisters (DSC) are inserted in the concrete modules which are arranged in 
four. After fuel assemblies are loaded in ISF-2 it is impossible to identify any specific 
assembly. According to expert assessment, plutonium content in the fuel assemblies 
may amount to 10 t. 


 
1.5  Spent fuel transfer  to ISF-2 has the following specific features: 
 
�� it takes long to  transfer  SF (minimum 10 years); 
�� direct dependence of the transfer schedule on technology of  spent fuel unloading from 


the reactor hall, storage pools and ISF; 
�� scheduled frequency of transfers that disagrees with IAEA’s recommendations (8.1.2 .d 


INFCIRC/225/rev.4); 
�� fuel assemblies in the course of transportation are identified by numbers and 


transportation documents 
 
SF transportation route is inappropriate in view of physical protection provision. It is 
planned to transfer nuclear fuel to ISF-2 by railway. There are 4 unequipped crossings 
on the route where lighting and turnpikes are absent. One railway U-turn is also 
missing. 


 
1.6 In order to ensure security of the nuclear materials being stored in ISF-2 it is 


necessary: 
 
�� To develop and implement special methods of control and  physical protection during 


transfer of nuclear fuel to ISF-2; 
�� To develop and implement a modern system of physical protection for ISF-2. 
 
In addition, we emphasize the other specific conditions of the site: 
 







�� Significant number of fuel assemblies are continuously moved between various storage 
and operation facilities; 


�� Significant  amount of  odd nuclear materials in the Shelter Object; 
�� Criminal interest in nuclear materials (theft of fresh nuclear fuel fragments from the 


Shelter in 1995 for the purpose of its further selling. The persons involved were 
arrested and convicted, the stolen material was withdrawn, thereby possible 
dissemination of this material and its use in illicit trafficking were prevented). 


�� Human factor should be considered (the staff, whose professional and social future is 
unclear, shall be considered as a key link in assurance of the appropriate safety culture 
in nuclear material management). 


 
Taking into account the above specificities we work on improvement of nuclear material 
physical protection system, whose main goal is to prevent, detect and respond to attempts 
to use the accounted nuclear material in the field of illicit trafficking.  
 
2. MAIN PROBLEMS OF PHYSICAL PROTECTION DEVELOPMENT IN SPENT 


FUEL TRANSFER  
 
2.1. Threat list development  
 
Threat list development is a key initial moment in accordance with the physical protection 
development practice [1]. 
 
The situation, where Chernobyl NPP is an object of physical protection, is specific since 
there is no developed list of threats for the nuclear facilities in Ukraine.  
 
Potential public and political international resonance, unpredicted ecological consequences 
in case of real problems of physical protection at ChNPP make develop a specific threat 
list  for Chernobyl NPP, speed up development of design basis threats for the nuclear 
power facilities of Ukraine. 
 
 
2.2. Development of criteria for physical protection and for technical means of 
physical protections implementation. 
 
While assessing physical protection we pay special attention to the effectiveness of means 
and methods of physical protection in case of the so called off-normal situations related to 
radiological accidents and natural disasters. Accordingly, technical means of physical 
protection implementation shall perform their functions in normal mode, response mode 
and emergency mode. 
 
Besides, now when developing and designing components, units and subsystems of 
physical protection we try to take into account necessity of refurbishment of the technical 
base. It involves intrusion detection devices, metal detectors, gamma-detectors structures 
and elements of physical barriers, video systems, and informational systems, and 
communication systems of physical protection. 
 
Development of assessment methods of physical protection parameters and respective 
technical means of its provision is a difficult problem, both in technical and practical 
terms. Both identification of the appropriateness of the measures taken and long-term 







development of technical means and their implementation algorithms depend on the 
solution of that problem. 
 
2.3. Concept of the control complex of nuclear fuel transfer at ChNPP. 
 
Common approach to establishment of physical protection system defines development of 
three interrelated areas: 
 
�� Functions, procedures, methods and documentation. 
�� Technical means of physical protection implementation. 
�� Appropriately trained and qualified physical protection service’s personnel. 
 
Major attention should be paid to the engineering facilities as the most vulnerable 
component, which define substantially physical protection costs that represents frequently 
a determinative factor under the conditions of NPPs’ financial status. 
 
The pivot principle consists in developing engineering facilities for the nuclear fuel 
transfer monitoring that should implement to the maximum the functions assigned to the 
physical protections system. 
 
The basic functions of the monitoring complex are as follows: 
 
1. Visual monitoring: 
�� operations related to the nuclear fuel removal from the reactor hall and the fuel storage 


pool; 
�� nuclear fuel transfer to the transport flask; 
�� transport flask movement in passing to the Spent Nuclear Fuel Storage-2; 
�� process operations to prepare the nuclear fuel for disposal and storage at the SNFS-2; 
2. Stoppage of nuclear fuel transfer operations when a previous process operation is not 


completed. 
3. Identification of travelling facilities’ coordinates. 
4. Permanent communications with travelling facility. 
5. Information archiving and analysis along with information exchange between the 


complex’ s components. 
6. Automated access and passing personnel monitoring. 
7. Registration of phone service calls. 
 
Appropriate substructures of the nuclear fuel transfer monitoring complex implement these 
major functions. The protectability of the monitoring complex from unauthorized impacts 
shall be secured by specific protection means. 
 
2.4. Challenges facing the physical protection in course of the nuclear fuel transfer 
 
Analysis of physical protection measures has shown that presently the critical issues are 
ensuring of the physical protection by applying a minimum set of specific means and 
measures to perform the task. These specific means includes the following: 
- provide a train crew and guards with the video system ensuring the video pictures of 


exit and entrance status at Chernobyl NPP and ISF-2 as well as crossroads; 
- installation of special automatic turnpikes at crossroads; 
- means for identification of transport flask’ s coordinates during nuclear fuel transfer; 







- modern communication facilities; 
- special equipment of increased maneuverability for response forces; 
- mobile engineering facilities for nuclear fuel identification in a fuel assembly; 
- facilities for explosive material detection; 
- engineering facilities for ensuring the preparedness of a transport flask for inspection 


throughout the entire journey. 
 
We believe that settlement of the problems related to the physical protection and nuclear 
material accounting & control at the stage of nuclear fuel transfer, should be in line with 
the strictest requirements and serve as a guarantor of the nuclear fuel non-proliferation in 
its own way.      
  
As you may see in the list the substantial financial expenditures are required for insuring 
the acceptable physical protection level. 
 
In my short presentation I, mainly, dwelled on problems we are settling now after the unit 
shutdown. 
 
Aside from conventional measures the automated system for ChNPP site access control 
was established and is in operation now; the rehabilitation of the local perimeter of 
“Shelter” Object was conducted on site (under the SIP’ s frames).  The centralized 
automated system for unauthorized intrusion detection, registration and prevention of any 
intent of intrusion as well as organization of controlled procedure for access to the nuclear 
installation and its internal areas is under development now. 
 
CONCLUSIONS 
 
Decommissioning stage is many-side and comprehensive one and often requires non-
standard or non-ordinary, innovative approaches to settles some problems including issues 
related to the nuclear material and installation physical protection.  
Analysis of areas of activities to improve the physical protection of nuclear facilities in 
different countries shows serious concerns relative to the reliability of existing physical 
protection systems. This stimulates development of engineering facilities and 
organizational issue improvement as well as the physical protection personnel training �2� 
 
For the first time Ukraine is facing the problem related to the physical protection ensuring 
at NPPs being the subject to decommissioning. The human factor will define the culture of 
nuclear material handling on ChNPP site during over the considerable period of time. At 
that, huge funding planned for decommissioning including that received from the western 
countries, can prove to be inefficient unless the adequate level of physical protection is 
provided at Chernobyl NPP. 
International cooperation experience in the physical protection field as well as the 
influence, role of such a competent agency as the IAEA allows hoping that the world 
community will not stay aside the physical protection problem settlement at Chernobyl 
NPP.  
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Abstract 


IAEA have invested much thought and effort into developing software that can assist inspectors during their 
inspection work. Experience with such applications has been steadily growing and IAEA have recently 
commissioned a next-generation software package. This kind of software accommodates inspection tasks that can 
vary substantially in function depending on the type of installation being inspected as well as ensures that the 
resulting software package has a wide range of usability and can preclude excessive development of plant-
specific applications. The Common Inspection Onsite Software Package (CIOSP) is being developed in the 
Department of Safeguards to address the limitations of the existing software and to expand its coverage of the 
inspection process. CIOSP is “common” in that it is aimed at providing support for as many facilities as possible 
with minimum re-configuration. At the same time it has to cater for varying needs of individual facilities, 
different instrumentation and verification methods used. A component-based approach was taken to successfully 
tackle the challenges that the development of this software presented. The architecture of CIOSP allows for 
incremental development and extension of the software with plug-ins that support individual inspection activities. 
The core set of components along with the framework, the Inventory Verification, Book Examination and 
Records and Reports Comparison plug-ins have been developed. The development of the Short Notice Random 
Inspection (SNRI) plug-in is planned for this year. Extensive beta and field testing of the CIOSP software has 
been performed at several facilities in Japan and Indonesia. The feedback received has been reflected in the 
software and the system is ready to be accepted for inspection use. The significance of this work cannot be 
underestimated. It will allow facilities to be supported by a single automated tool thus streamlining and 
improving efficiency of inspection activities. In addition, support for new requirements can be delivered more 
rapidly. 


1. INTRODUCTION 


In-Field Support System (IFSS) has been in use in the Department of Safeguards for a number 
of years. Over time it was subject to many modifications producing new incompatible 
versions that addressed facility specific requirements. The technology on which it was built 
was also ageing. By 1998 the following shortcomings of IFSS became evident: 


(a) It was DOS based, which made it impossible to use in full with the latest operating 
systems (for instance, printing function was implemented in such a way that printing 
was impossible under Windows NT). 


(b) Differences among the facilities at which it was used were such that, given the 
limitations of the technology of more than 10 years ago, several variations of 
functionally very similar software were developed by cloning and modifying the source 
code; basically, there was a distinct version for nearly each facility where it was used; 
maintenance of this software had become prohibitively expensive. 


(c) Given the number of versions of the software used concurrently and limited human 
resources of the maintaining organization any kind of preventive or perfective 
maintenance was infeasible. 


(d) In an increasing number of cases data manipulation normally performed by the software 
needed to be done by hand; this is very time consuming as in some cases it involves 
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processing of tens of thousands of records in the limited time allowed by the inspection 
schedule. 


(e) By now the software is not year 2000 compliant; typically this can be circumvented by 
resetting the date of the computer before January 1st 2000 but it is becoming more and 
more difficult to keep track of. 


All this lead to a common understanding that existing software was failing to support 
inspectors in their work and needed to be replaced [1]. The situation is illustrated by the cause 
and effect diagram in Figure 1. 


Existing software 
fails to support 


inspectors 


Adaptation to 
changing environment 


is difficult 


Software implemented 
using outdated 


technology, difficulty in 
recruiting people 
familiar with it 


Not enough resources 
to maintain the 


software 


Too many 
versions 


Software implemented 
using outdated 


technology 


Too many 
versions 


Facilities supply data in 
different formats, 


processing requirements 
differ 


Impossible to impose 
standard data formats 


Many variable 
parameters are 


hardcoded 


Costly to add 
new functionality 


Monolithic 
design 


 
Figure 1. Causes of IFSS failing to support inspectors 
 


A project was started to develop Common Inspection On-site Software Package that would 
replace IFSS. The main requirements of the project were to produce software that would have 
the following characteristics [2]: 


(a) The software must be easy to use. Inspectors have to be able to obtain results in the 
limited time allowed by inspection schedule. 


(b) There should be only one version of the software capable of supporting inspectors at any 
facility; there will be no facility specific versions of the software. 


(c) The software should be easily adaptable to the changing environment. In particular 
when data formats or processing requirements change it should be easily reflected in the 
software. 
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(d) Easy extension of the software to support the processing of new types of inspection data 
as they become available should be possible without of redesign of already developed 
software. 


This paper describes the approach as well as the current status of the development effort that 
took place to address the above problems. 


2. DEVELOPMENT APPROACH 


In order to address the major requirements a component-based approach to the development 
of the software was chosen. This allowed to tackle such challenges as uniform user interface 
(UI) design, incremental development of the functionality and unified storage of inspection 
data. 


The following set of framework components have to be developed to provide an infrastructure 
into which other plug-ins providing specific functionality can be developed: 


(a) CIOSP UI Framework. This component is a host to the visual elements of CIOSP Plug-
ins. The plug-ins collectively provide a hierarchical namespace to the UI Framework 
through a set of interfaces, which it then presents to the user as a tree in an application 
window. Navigating the tree, the user can display the contents of each node imbedded in 
the same application window. The contents are provided by the plug-ins. Thus a 
collection of plug-ins may be presented to the user as one application even though each 
individual plug-in could be considered a separate application in the traditional sense. 


(b) Central Data Store. Residing on the Safeguards network at the Headquarters this 
component would be a place where all inspection data is uploaded for later analysis. It 
would also be a place where all facility configuration data are stored allowing easy 
tracking and retrieval of latest configurations. This component is optional and does not 
affect the functionality that has to be provided to inspectors in the field. 


(c) Local Data Store. This component resides on each inspector’s mobile computer. It 
provides local storage for inspection data allowing CIOSP software to be completely 
autonomous and without any dependency on the existence of a link to the central data 
store. 


(d) Service Components. This category encompasses components that are of universal use 
to the CIOSP Plug-ins. CIOSP Data Loader component is one of them. Built on top of 
Microsoft SQL Server Data Transformation Services, it allows description of most 
intricate formats that inspectors have to deal with in the field. CIOSP Plug-ins that need 
to load data from external sources can take advantage of this component without having 
to re-implement this functionality. 


CIOSP Plug-ins are the components that implement the functionality that CIOSP as a whole 
delivers. Each plug-in encapsulates a cohesive set of functions that support inspectors in one 
or several inspection activities. Functional requirements may differ at different facilities. Each 
facility is described in CIOSP by the associated facility configuration, which determines the 
plug-ins that need to be loaded into CIOSP when inspector works with that facility. This 
approach has several distinct advantages: 
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(a) CIOSP can be easily re-configured to suit particular facility needs. 


(b) Development of plug-ins can be done incrementally allowing for some functionality to 
be delivered to and used by inspectors while other functionality is still under 
development. 


(c) New plug-ins developed will have little or no effect on other already delivered plug-ins. 


(d) Plug-ins will take advantage of the common infrastructure provided by the framework 
re-using many common components that otherwise would have to be developed from 
scratch. This has a potential in the longer term to shorten development times for new 
functionality. 


3. CURRENT STATUS OF CIOSP DEVELOPMENT 


At the time of this writing the development of CIOSP has reached a very important milestone. 
CIOSP 1.0 has been produced and, following the extensive beta testing phase, is being 
implemented in the Department of Safeguards for use at select facilities in Japan, Indonesia, 
South Africa and Sweden. 


The functionality of this first version has been limited to support only examination of 
accounting records, updating of book inventory, verification of inventory and comparison of 
records with reports. The following plug-ins have been developed to provide this 
functionality: 


(a) Book Examination plug-in supports examination of accounting records and updating of 
book inventory. It generates general ledger summary for each material category 
according to the rules specified by the facility officer. The summaries can be exported 
into inspection logsheet eliminating the manual transcription effort. 


(b) Inventory Verification plug-in supports verification of inventory and has the following 
features: 


(i) Importing of the Listing of Itemized Inventory (LII).  


(ii) Stratification of LII according to the rules defined by the facility officer. 


(iii) Preparation of Sampling Plan including calculation of sample sizes for each 
stratum. 


(iv) Random as well as manual item selection. 


(v) Generation of Verification Listing and Verification Details of the inspection 
logsheet. 


(a) Comparison of Records with Reports plug-in supports comparing general ledger records 
provided by the operator with Inventory Change Reports (ICRs) received from the State 
Authority. 


Development of the plug-ins described above to satisfy the needs of all facilities where 
operator provides data in electronic form presented several challenges: 
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(a) Data files containing LII and general ledger records are provided in different formats at 
different facilities. 


(b) Stratification rules and general ledger summary rules are different for each facility. 


(c) Uniqueness criteria of the operator records as well as several other parameters are 
facility specific. 


All this information had to be externalized and presented in a descriptive form to permit 
dynamic re-configuration of CIOSP without having to re-compile it. Today configuration of 
CIOSP for a particular facility involves describing the input formats, various processing rules 
and criteria in a CIOSP facility configuration package and can for most part be done by the 
facility officer. 


Currently CIOSP is configured for 20 facilities. Work to describe more facilities is under way. 


4. FUTURE OF CIOSP 


CIOSP 1.0 has implemented some core and much needed functionality and is already useful 
today. Support for more inspection activities is required at some facilities in order to 
implement CIOSP there. These include: 


(a) Verification of inventory change and flow within Material Balance Area (MBA). 


(b) Application and use of seals. 


(c) Short Notice Random Inspection (SNRI). 


There are also improvements needed to the framework components of CIOSP. These are the 
result of user experience with the software as well as the development team’s better 
understanding of the complexities involved in developing generic software that can easily be 
adapted to widely diverging facility needs. 


The evolution of CIOSP does not stop here. There are more areas, support for which can be 
integrated into CIOSP, the list is not exhaustive: 


(a) Interfacing with instrumentation and acquisition of measurement results. 


(b) Safeguards equipment inventory and performance assessment. 


(c) Non-destructive and destructive assay (NDA and DA) data review and evaluation. 


(d) Management of generic and facility specific software and instrumentation procedures 
and manuals. 


5. CONCLUSION 


Computer software plays important role in supporting safeguards inspection activities at all 
stages. The need for integrated, user-friendly, modern software to provide in-field support to 
inspectors has long been realized. CIOSP delivers addresses that need in a way that allows 
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inspectors to benefit from improved software early on at the same time steadily increasing its 
coverage of inspection activities. 
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The U.S. Support Program was established in 1977 to provide a mechanism for the transfer of 
technologies available in the United States to the IAEA Department of Safeguards.  Since that 
time, the USSP has initiated over 800 tasks and completed approximately 700.  The support 
provided to the IAEA has been aimed at generally supporting the IAEA's safeguards mission and 
also at specific safeguards initiatives.   


The USSP has sponsored training activities, equipment development and implementation, studies 
of safeguards systems, software and hardware development, procedures, analysis, and human 
resources.  The USSP works with a network of contractors to provide the extrabudgetary support 
the IAEA needs. 


In recent years, as the safeguards system has matured and evolved, the USSP has contributed 
toward new initiatives such as environmental sampling and information analysis.  The USSP has 
supported the implementation of the strengthened safeguards system and is providing input to the 
ongoing process of designing integrated safeguards.   


This poster presentation will provide an overview of the activities supported and endorsed by the 
USSP and provide information as to its priorities for the future. 
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COMMERCIAL SATELLITE DATA AS A SUPPORT 
TO THE ADDITIONAL PROTOCOL DECLARATIONS 
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Swedish National Land Survey 
Stockholm, Sweden 
 
 
Abstract 
The overall objective of the project is to show how commercial satellite data can be used for safeguard purposes 
both at SKI and the International Atomic Energy Agency, IAEA. Furthermore the experiences from this project 
can support IAEA in its process to develop methods and routines to make the best use of the Member State 
provided information in combination with satellite images. Finally it will give IAEA a relevant case study of the 
usefulness of satellite data for change detection purposes.  
 
This project shall provide SKI with digitised maps and commercial satellite data to verify the descriptions 
provided by two Swedish nuclear operators. Furthermore those digital data will be included in the declaration 
given to IAEA. The long-term aim is to enhance the quality of the Swedish declaration as well as to give the 
Agency support as regards methods to use commercial satellite data.  
 
The paper will present some experiences and recommendations as made during the initial part of the work. 


 


1. INTRODUCTION 
The Swedish Nuclear Power Inspectorate, SKI, together with Metria Miljöanalys is 
conducting a project with the objective to show the usefulness of commercial satellite data for 
safeguard activities. Furthermore, is the project aimed for supporting IAEA in the ongoing 
work with developing methods and routines for optimizing handling of the information hand 
over from the Member States. The goal with the project is to show a practical and efficient 
approach in using satellite data for monitoring changes of nuclear sites over long time period. 


 
FIG. 1. A general example illustrating of how satellite data and other additional data can be used 
together to improve safeguards inspections. 
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2. DESCRIPTION 
2.1. Study areas 
The project has provided SKI with digitized vector maps and optical satellite data over two 
selected sites. Furthermore these data have helped to verify the descriptions that the two 
Swedish nuclear operators have given to SKI. 
 
The selected sites in this project are: 
�� Simpevarp with the Oskarshamnverket, CLAB (the Central Interim Storage Facility for 


Spent Nuclear Fuel) and Äspö laboratory. The area has been chosen since it contains 
nuclear rectors, as well as deposit constructions for used nuclear fuels and an underground 
research laboratory. For the Simpevarp site historical data has also been included to 
illustrate changes that have occurred since the first reactor O1 came in to use. 


 
 


Studsvik


Simpevarp


 
 
 
FIG. 2. Simpevarp nuclear power station to the left and an overview  map over Sweden to the right. 
 
�� Studsvik with the ‘materialprovningsreaktorn’ R2, a number of other types of nuclear 


technical activities and other non-nuclear related activities. The site has been chosen for 
its complexity. 


 
2.2. Data and software 
Data used for the study are: 
Simpevarp: Topographical maps (1:12 500) 
 Aerial photos from 1977, 1994 and 1999 
Studsvik:  Topographical maps (1:12 500) 
 Aerial photos from 1999 
 IKONOS from February 2001 
 
The software used for the project is ArcView GIS 3.2. 
 
2.3. Resolution of satellite data 
The new optical satellites operating today have opened up a new area for satellite images. The 
example below (FIG. 3) shows the degree of details that can be extracted today compared to 
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the older generation of optical satellites. The highest available resolution for commercial 
optical satellites today is app. 1 meter. 
 


 
 
FIG. 3. 10 meter versus 1 meter resolution. 
 
2.4. Colour information in satellite images 
The highest resolution for today’s commercial satellites applies to black and white (grayscale) 
images. Nevertheless, colour information is also very valuable in image interpretation, and the 
combination of black and white together with colour information gives an output with more 
relevant information than the two images separately. An example from IKONOS data is given 
in the figure below. 
 


4 meter colour +   1  meter b/ w     =  1  meter colour  
FIG. 4. Merging of resolution. Colouring b/w with lower resolution colour data. 
 
3. METHOD 
3.1. Data model and data collection 
As a starting point, all available and delivered maps over the sites were compiled and 
digitised in the software ArcView. A data model was designed to make sure that all relevant 
objects are presented in the same way. The design was made to fit the needs and demands of 
SKI and IAEA. 
 
The objects that were extracted and digitised on-screen from satellite images in this work are, 
buildings, roads, power lines, fences, water lines, tunnel entrances, inlet and outlet for cooling 
water, culverts and dock areas. Buildings were given a unique number for identification and 
attribute data were added to each building. FIG 5 below shows the data collection and objects 
included. 
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5. Controlled area 
6. Number of buildings 
7. Given area 
8. Given volume 
9. Co-ordinate for the 


centre of buildings 
10. Actual area 
11. Area difference 
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FIG. 5. Workflow for generating the final product. 
 
3.2. Examples of details detected in satellite images 
To gain some understanding for the degree of details that can be detected in the images are 
two subsets from the image over Simpevarp shown together with photos displaying the same 
object (FIG 6 and 7). 
 


 
FIG. 6. M/S Sigyn at the Oskarshamn Nuclear Power Station. 
 







5 


 
 
FIG. 7. Äspö Laboratory near Simpevarp. 
 
3.3. Change Detection 
As seen in the images above satellite data gives the IAEA an opportunity to discover and 
confirm potentially undeclared activities even in areas not possible to visit. It also gives the 
Agency an opportunity to follow sites under construction, and in detail to map the 
development as new buildings and constructions occur. FIG. 8 below gives an example from 
the Simpevarp site illustrating the changes during 3 different years. 
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FIG. 8. A detailed study over a subset of the Simpevarp site from 1977, 1994 and 1999. 
 
 
 


 
 
FIG. 9. The same area as in the figure above, but now with compiled vector data from 1999 overlaid 
the image from 1977. 
 
4. RESULTS 
The concrete results from the project at this stage are compiled maps in digital and analogue 
form, as well as a supplementary database describing the different element extracted from the 
images. Appendix 1 and 2 shows two examples on how this material can be presented. 
 


1977


19 94


�Filling between 1977 and 1994
�New buildings between 1994 and 1999


199 9
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For example the Simpevarp site is presented as one survey map in scale (1:3000) and six 
detailed maps in scale (1:1500). The data are in vector format (lines, polygons or points 
according to the type of object). 
 
FIG 10 shows a subset of this survey map zoomed in over two of the reactors. In these images 
the different buildings (outlined in yellow) as well as fences (pink/black), roads (red), shore 
lines (turquoise), power lines (green) and culverts (purple) are shown. 
 


 
 
FIG. 10. A detailed study. 
 
As a first step in the study all buildings are assigned to a unique ID number, and consequently 
these objects can be connected to attributes in a database. Examples of information that can be 
connected to a building are: 
 


�� General description (e.g. Reactor) 
�� Usage/function or activity in building 
�� Content of building 
�� Number of stories 
�� Controlled area 
�� Number of buildings 
�� Given area 
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�� Given volume 
�� Co-ordinate for the centre of buildings 
�� Actual area 
�� Area difference/ratio 
�� Height 
�� Actual volume 
�� Comments from Analyst  
�� Comments from inspector 


 
5. CONCLUSIONS AND RECOMMENDATIONS 
Using satellite images, as a complement to auxiliary data ought to give economical benefits to 
the IAEA such as more effective work, unlimited access to image information and an 
enhanced knowledge of the history of different sites. 
 
So far the study has shown that: 
 


�� satellite images of 1m resolution give relevant additional information for the 
monitoring of nuclear sites, especially in areas of low access, 


�� change detection using manual interpretation and ‘historical’ satellite images is an 
efficient method to follow nuclear site developments, 


�� the use of an image and vector system (i.e. ArcView) in combination with the 
continuos update of a site database could be one way of handle the Additional 
Protocol Declarations. 


 


 
FIG. 11. Satellite Imagery is a complement to other sources. 
 
The economical benefits using satellite information in safeguards can amongst others be of 
logistic character such as improved planning of the fieldwork (e.g. which areas are in need of 
further field visits), which of course means more effective work in the field. Generally 
speaking one of the greatest benefit will be a constantly updated and easy to access database 
containing adequate information about interesting sites. 
 
The monitoring will be more effective regarding e.g. confirmation of the data delivered from 
the member states. Also an improved quality on the information, and more detailed 
information is to be expected. The recommendation is that IAEA specifies a data model to be 
used at the deliveries of vector data. 
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Appendix 1. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


A survey image over Simpevarp. 


 







 


Appendix 2. 
 
 


 
 
 
 
 
 
 
 
 


A detailed map with image background over Simpevarp with the extracted features overlaid the image as vectors. 
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IAEA Wagramerstrasse 5, 
A-1400 Vienna, 
Austria. 
 
Abstract   
 
The IAEA maintains a Network of Analytical Laboratories that support the Destructive 
Analytical Services to the Department of Safeguards.  These Network Laboratories fall into three 
categories:  those which supply reference materials;  those which supply analyses of 
Environmental Samples; and those which supply analyses of Nuclear Material Samples.   Since 
1995,  the number of nuclear material samples analysed by the IAEA has declined,  while the 
number of environmental samples has increased.  It now appears that the sample throughput is 
constant at just over 1000 per year.  Based on these changing  sample  requirements,   the IAEA 
has increased the number of analyses performed by its environmental network laboratories and 
decreased the number of samples analysed by it's nuclear material network laboratories,  while 
the need for provision of reference materials remains constant.  This paper seeks to show the 
changes and general trends in the use of the network of analytical laboratories. 
 
1/. INTRODUCTION 
 
The IAEA defines its Network of Analytical Laboratories (NWAL) as those 
laboratories/facilities that assist the IAEA in its destructive analytical services for nuclear 
safeguards.  This assistance takes one of two forms:  1/.  Reference Material Providers; 
and,  2/. Nuclear and Environmental Destructive Analyses Providers. 
 
Analytical services for IAEA safeguards take the form of Destructive Analysis (DA) of 
uranium and plutonium-containing materials for nuclear material accountancy, 
Environmental Sample (ES) analysis for detection of undeclared activities, provision of 
sampling materials, isotope spikes and Quality Control materials. These services have 
been achieved in collaboration with a Network of Analytical Laboratories (NWAL).  The 
NWALs and Reference Material Suppliers provide recommendations to the IAEA 
(through the mechanism of regular Consultants’ Group Meetings) to improve and 
optimise the services, consistent with the identified requirements for accuracy, precision, 
reliability and timeliness.   
 
Some additional analytical services are now foreseen due to recent changes of safeguards 
requirements in nuclear fields. This paper focuses primarily on the work of the Nuclear 
Material NWAL,  and some specific trends and needs in the services provided by the 
NWALs and Reference Material Providers are discussed below  
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2/. NEED 
 
2.1 Reference Material Providers. 
 
The IAEA has a continuing need for high quality reference materials and,  as such,  
maintains close co-operation with laboratories/facilities having the capability of supplying 
these.  In many cases reference materials are made available through the relevant  member 
state support programme.  In other cases the IAEA purchases the materials. These 
providers do not constitute a network per se,  but are used by the IAEA to obtain its 
reference materials.  As such,  the IAEA organises consultants’ group meetings every two 
or three years to: 
 
a/. review the current programmes of production of nuclear and environmental 
reference materials; 
b/. discuss the advantages and possibilities of collaborations on certifications and 
intercomparisons of nuclear and environmental reference materials; 
c/. identify future trends and problem areas in the needs and productions of nuclear and 
environmental reference materials; 
d/. make recommendations for future activities and development. 
 
2.2 Nuclear Material  & Environmental Analyses NWALs 
 
For the analyses of inspectionsamples,  laboratories in different states have been certified 
to analyse samples on behalf of the IAEA.  In general,  the needs are threefold:  1/. 
Analyses of samples in parallel with SAL to maintain the state of readiness of the NWAL 
and to give additional assurance on SAL’s results;  2/.  To carry out analyses on behalf of 
SAL during periods of high sample throughput,  or in those areas of analyses where SAL 
cannot provide an analytical service:  3/.  To give added capability to the IAEA DA 
Service by carrying out analyses for which the IAEA does not have the capability. 
 
3/. ACTIVITIES 
 
3.1 Reference Material Providers. 
 
Since 1995,  the IAEA has been supplied with  reference materials for environmental bulk 
and particle analyses.  These reference materials are mainly of the following types: 
 
�� bulk and particle reference materials for environmental swipe analyses; 
�� high purity separated plutonium isotopes; 
�� plutonium chemical standards; 
�� uranium isotopic mixtures; 
�� plutonium isotopic mixtures; 
�� actinide standards; 
�� impurity standards 
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3.2 Nuclear Material Analyses NWALs 
 
The IAEA currently maintains 7 Nuclear Material NWALs.  Every two years or so a 
Consultant’s Group Meeting (CGM) is held with the aims of reviewing the activities of 
the NWAL, the last CGM was held in October 2000 [1].  In particular the relevant quality 
control limits and the NWAL’s performance against these is discussed.  In the interests of 
discretion, each NWAL holds bilateral discussions with the IAEA on its own 
performance.  Other issues of interest include the transport of safeguards samples, the 
future needs in analytical services and the current international target values. 
 
International Target Values 2000 [2] describe the state of the practice of nuclear analytical 
techniques in terms of the measurement uncertainties that should be achievable under 
practical routine conditions.  This document represents the current control limits that are 
expected from the analyses of Nuclear Material Samples. 
 
Table 1 shows the number of samples analysed by year and by type and these data are 
represented graphically in graph 1.   As can be seen,  there was a reduction in the number 
of nuclear material samples received for DA analyses in the mid 1990s due to the 
implementation of new SG measures,  although these numbers are now stabilised.  In 
addition, the number of environmental samples has stabilised after the initial 
implementation in 1996. 
 
Table 1.  No. of Samples analysed by Year and Type. 


 1995 1996 1997 1998 1999 2000 
U  510 574 534 483 540 471 
Pu  269 193 185 131 109 122 
SF  265 128 131 7 1 27 


 D2O  50 47 31 24 19 13 
'Special' 193 74 104 229 107 35 


Env’l  467 512 286 169 246 
Total 1287 1483 1497 1160 945 914 
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Graph 1 - DA Samples by Year & Type 
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Table 2 shows the number of samples analysed by the NWAL during the period 1995 to 
2000,  and Table 3 shows these data as a percentage of total samples analysed.  Looking 
at Graph 2 it can be seen that,  although the initial trend was downward,  by the end of the 
1990s, the utilisation of the NWAL has stabilised.  It should be noted that the relatively 
high use of ‘miscellaneous’ laboratories in 1995 was necessitated by the need to send 
samples for ‘special’ analyses in support of the IAEA Action Team Operations.  
 
 
 
Table 2.  No of Samples analysed per year by the NWAL. 


 1995 1996 1997 1998 1999 2000 
Lab 1 25 10 29 2  4 
Lab 2 15 5 10 10   
Lab 3 15 10 23 13 15 11 
Lab 4 5      
Lab 5 36 15 41 5   
Lab 6 20 5 10 26 19 13 
Lab 7 50 42 38 24 14 18 
Misc  103      


 
 
 







5 


Table 3.  Percentage of Nuclear Material Samples analysed per year by the NWAL. 
 1995 1996 1997 1998 1999 2000 


Lab 1 2.3 0.7 2.1 0.2 0.0 0.5 
Lab 2 1.4 0.4 0.7 1.1 0.0 0.0 
Lab 3 1.4 0.7 1.7 1.4 1.8 1.3 
Lab 4 0.5 0.0 0.0 0.0 0.0 0.0 
Lab 5 3.3 1.1 2.9 0.5 0.0 0.0 
Lab 6 1.8 0.4 0.7 2.8 2.3 1.5 
Lab 7 4.6 3.0 2.7 2.6 1.7 2.0 
Misc 9.4      
Total 24.6 6.2 10.8 8.6 5.7 5.2 


 
Graph 2 - % Inspection Samples Analysed at NWAL 
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Of the seven NWALs that were listed as active in 1995,  it should be noted that only four 
remained active in 2000.  One of the four ‘inactive’ laboratories is expected to become 
reactivated in the near future,  but nevertheless,  the trend is of concern 
 
3.3 Environmental Analyses NWALs 
 
Every year a Consultant’s Group Meeting (CGM) is held with the aims of reviewing,  
among other things,  the operation of services provided by the NWAL.  These CGMs 
alternate with one year being devoted to particle analyses and the next to bulk analyses.  
The last CGM was held in October/November 2000 [3]. 
 


The participants invited to Consultants' Group Meetings are representatives of the 
laboratories that provide the main support in the 'bulk' or whole sample analysis of swipe 
samples from sampling mainly from hot cell facilities as well as in the development and 
further refinement of analytical techniques. CGMs serve to 
�� Review the operation of the services provided by the (NWAL),  
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�� Discuss the experience collected in analysing these samples, and  
�� Provide recommendations that will lead to further improvements in the efficiency and 


effectiveness of the analytical services network. 
 
Table 4 gives the details of the number of environmental samples (and equivalent 
subsamples) that have been received since environmental sampling commenced in 1996,  
the number of subsamples sent to the NWAL and illustrates the output of the NWAL as a 
percentage of total environmental samples received.  As some NWALs are still being 
certified,  it remains to be seen how they will be utilised in the long run. 
 
Table 4.  Environmental Samples Analysed at NWAL* 


 Total No. of 
Samples 
Received 


Equivalent No. 
of Subsamples


No. of 
Subsamples 


Dispatched to 
NWAL 


% of Samples 
Analysed by 


NWAL* 


1996 467 2004 439 22 
1997 512 2623 550 21 
1998 286 1289 488 38 
1999 169 922 606 66 
2000 246 990 496 50 


* All environmental samples are radiometrically screened at SAL.  Selected samples are then dispatched to the NWAL for further 
analyses. 
 
4/. FUTURE NEEDS 
 
4.1 Reference Material Providers. 
 
There is a continuing need for the regular supply of high quality reference materials.  
Such reference materials fall into two broad categories: commercially available materials 
and custom made materials.  Reference materials can further be broken into two areas:  
environmental analyses reference materials and nuclear analyses reference materials.  
Thus there are continuing needs for such materials as: 
 
�� bulk and particle reference materials for environmental swipe analyses; 
�� high purity separated plutonium isotopes; 
�� plutonium chemical standards; 
�� uranium isotopic mixtures; 
�� plutonium isotopic mixtures; 
�� actinide standards; 
�� impurity standards. 
 
Additionally,  there is also an ongoing need for IAEA-SAL to continue to participate in 
measurement evaluation programmes. 
 
 







7 


4.2 Nuclear Material Analyses NWALs 
 
Chemical and isotopic assays of U,  Pu and D2O in nuclear materials and heavy waters 
will continue to be needed for the purpose of verifying the flows and inventories of 
materials declared under IAEA Safeguards. With the exception of D2O,  and assuming 
that about 1000 samples are received annually for this purpose and that there is no 
abnormal pile-up or major failures of instruments or processes, SAL would be in a 
position to analyse them all in a timely manner.   
 
It is possible that some additional work,  such as analytical requirements resulting from 
nuclear disarmament,  those of Alternative Nuclear Materials and QC Support activities 
with respect to the On-Site-Laboratory (OSL) at Rokkasho in Japan may be expected,  in 
spite of the fact that the focus of the workload on the destructive analytical service would 
be shifted gradually to the environmental analytical field,  based on the implementation of 
strengthened safeguards. 
 
However,  the continued need for Nuclear Material Analyses at the NWAL’s is important 
in the following areas: 
 
�� to continue to analyse U, Th and Pu in a small fraction of the nuclear materials and QC 


samples in parallel with SAL to give additional assurance on the results of SAL; 
�� to be ready to be capable of analysing ANM; 
�� to be ready to respond quickly to urgent analytical requests of nuclear material samples 


in the case of problems at SAL; 
�� to continue to analyse all heavy water samples; 
�� to participate in the characterisation or validation of special samples and reference 


materials; 
�� to exchange information on improvement of nuclear analytical techniques; 
�� to collaborate with IAEA-SAL when necessary to characterise nuclear/radioactive 


materials in the area of illicit trafficking. 
 
4.3 Environmental Analyses NWALs 
 
The NWAL is needed to continue Bulk & Particle analyses etc. as requested by the IAEA 
and to periodically analyse QC Samples. The annual maximum number of samples which 
the respective laboratories can accept for the different types of analyses requested, is 
annually updated. 


 
Additionally, Analysis of QC Samples remains a priority for the continued assurance of 
quality from the NWAL.  
 
In 1996 environmental sampling in routine safeguards inspections commenced inside 
facilities under the existing legal arrangements. Sampling under the additional protocol 
has commenced in certain states but is not yet in routine use,  although more than 1600 
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sub-samples from these sampling activities have been distributed to network laboratories 
for analysis. 
 
Wide Area Monitoring (WAM) is being considered in all aspects including type and 
number of samples and,  when implemented,  this may have an impact on the workload of 
the NWAL 
 
 
 
 
5/. CONCLUSIONS 
 
It is clear that the number of DA samples received for analyses per year has stabilised 
since the late 1990s at around 1000 samples per year.  This number of samples is not 
expected to decrease in the foreseeable future.  Thus SAL will continue to have a need for 
high quality reference materials for the foreseeable future,  and it is anticipated that this 
need will continue to be fulfilled either by commercial transaction or by the assistance of 
the Member State Support Programmes to IAEA Safeguards.  D2O samples will continue 
to be analysed by the NWAL as will environmental samples.  In the nuclear material 
analysis field,  the NWAL will continue to be used for QC purposes and to alleviate the 
workload on SAL during periods of high throughput. 
 
Of the seven NWALs that were listed as active for analyses of Nuclear Material Samples 
in 1995,  it should be noted that only four remained active in 2000.  One of the four 
‘inactive’ laboratories is expected to become reactivated in the near future,  but 
nevertheless,  the trend is of concern 
 
As the need for analyses of alternative nuclear materials and wide area monitoring 
samples develops,  the  effects on the NWAL will become clearer and it may be that the 
analytical capabilities of the NWAL will expand to meet these challenges. 
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7/. APPENDIX - CURRENT NWALS AND REFERENCE MATERIAL 
PROVIDERS AND THEIR CAPABILITIES 
 


LABORATORY COUNTRY NUCLEAR 
MATERIAL 
ANALYSES 


HEAVY 
WATER 


ANALYSES


REFERENC
E 


MATERIAL 
PROVISION


ENVIRON’L 
PARTICLE 
ANALYSES 


ENVIRON’L 
BULK       


ANALYSES


       
AEA Technology 
Harwell 


UK x  x * x 


Atomic Energy 
Commission 
Laboratory 
(AECL) Chalk 
River 


Canada  x    


Air Force 
Technical 
Applications 
Center (AFTAC) 


USA    x  


Atomic Weapons 
Establishment 
(AWE) 


UK    x  


Bundesanstalt für 
Materialforschung 
(BAM) 


Germany x     


CEA Laboratories 
(Marcoule & 
Saclay) 


France   x   


CEA Laboratories 
(Bruyeres la 
Chatel & Valduc) 


France x   * x 


**DOE Network 
of Analytical 
laboratories 


USA     x 


Institute for 
Reference 
Materials and 
Measurements 
(IRMM) 


EU   x   


KFKI Atomic 
Energy Institute 


Hungary  x    


V.G. Khlopin 
Radium Institute 
(KRI) 


Russia x  x  x 


Laboratory for 
Microparticle 
Analysis 


Russia    x  
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LABORATORY COUNTRY NUCLEAR 
MATERIAL 
ANALYSES 


HEAVY 
WATER 


ANALYSES


REFERENC
E 


MATERIAL 
PROVISION


ENVIRON’L 
PARTICLE 
ANALYSES 


ENVIRON’L 
BULK       


ANALYSES


DOE New 
Brunswick 
Laboratory (NBL) 


USA   x   


Netherlands 
Energy Research 
Foundation 


Netherlands x    * 


Nuclear Research 
Institute (NRI) 


Czech Rep. x     


Defence 
Evaluation and 
Research Agency 
(DERA), Malvern 


UK     x 


Austrian Research 
Centre 


Austria x     


Transuranium 
Institute (ITU) 


EU    x x 


VTT Chemical 
Technology 
Efpoo 


Finland    * * 


Japan Atomic 
Energy Research 
Institute (JAERI) 


Japan     * 


Australian 
Nuclear Science 
and Technology 
Organisation 
(ANSTO) 


Australia     * 


Safeguards 
Analytical 
Laboratory 
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1. INTRODUCTION 
 
The need for a top-down Safeguards Strategy to focus departmental objectives was recognized 
by the Programme Performance Appraisal System (PPAS) performed on the Equipment 
Development Project in 1999. The Department of Safeguards prepared, at the end of 2000, 
Safeguards Strategic Objectives to identify the changes and improvements expected to take 
place over the 2001-2005 period. Those Strategic Objectives were supposed to be used to 
properly plan IAEA Safeguards activities and define appropriate and coherent R&D 
programme. 
 
The present paper describes the strategic directions that the IAEA will followed in the area of 
equipment development in order to meet the Safeguards Department long-term objectives for 
2001-2005. The paper, which is derived from the IAEA Strategic Equipment Development 
Plan, prepared by the Division of Technical Support, includes two parts: 
�� general principles and policies applicable  to all equipment development tasks; 
�� main development directions for specific equipment type areas; 
 
The paper will not describe the detailed plans which are prepared, based on the strategic plan, 
on a biannual basis, but it will illustrate the concept and approach which was used and the 
connection with other equipment management activities and documents. 
 
Equipment development activities have been divided in five major projects (NDA, Seals, 
Surveillance, Unattended Monitoring and Remote Monitoring). Strategic directions for each of 
these projects will be described in the paper. Separate sections will deal with equipment 
development strategic guidance in the area of additional protocol inspections, JNFL projects, 
illicit trafficking and Trilateral Initiative. 
 
 
2. SAFEGUARDS DEPARTEMENT STRATEGIC OBJECTIVES 
 
The purpose of 2001-2005 Safeguards Strategic Objectives is to identify the changes and 
improvements that the Safeguards Department is expecting to take place over that period, and 
to clearly identify their impact on each Division’s activities. These objectives and the more 
detailed Divisional Strategic Plans will be internal management tools designated to provide a 
bridge between the Medium Term Strategy and the Programme and Budget documents. 
 
The Department of Safeguards utilizes a large and highly diversified inventory of equipment 
in fulfilling its task of safeguarding nuclear material. The cost of procurement, documentation, 







training and maintenance of safeguards equipment has proven an ever-increasing financial and 
human resource burden to the IAEA. This cost continues to be a substantial part of the 
departmental budget: 
�� about 6,000,000 US$ (regular budget) spent for equipment procurement in the year 2000; 
�� a total equipment inventory of more than 26,000,000 US$ of depreciated value; 
�� more than 100 different equipment types authorized for inspection use. 
 
Therefore, equipment management is addressed in a number of Safeguards Long Term 
Objectives. 
The objectives relevant to equipment development are: 
�� Optimize the application of equipment for inspection use and introduce newly developed 


equipment and techniques, which are reliable and efficient for the effective 
implementation of safeguards.  


�� Improve inspection goal attainment with priority for unirradiated direct use material with 
newly authorized and implemented equipment.  


�� Design, procure and install the required equipment for implementation of effective and 
efficient safeguards at new facilities  


�� Improve confidence level of conclusions regarding the absence of undeclared nuclear 
material and activities by application of reliable equipment and techniques and the 
continued development of related activities for specific sites/facilities  


�� Improve the efficiency of safeguards implementation  by: 
�� Using advanced technology such as unattended or remote monitoring equipment 


wherever it is cost effective 
�� Extending the co-operation with Regional/SSAC with properly developed equipment 


while maintaining effectiveness and independence 
�� Improve the reliability of equipment 
�� Complete the design and testing of  verification equipment and inventory monitoring 


systems for classified forms of fissile material  
�� Assist States in improving their national systems for administration and physical control 


of export of nuclear material. 
 
It is evident from those objectives that not only the role of equipment is becoming more and 
more important but also that equipment is considered as a tool to improve effectiveness, 
efficiency and to facilitate the realization of Integrated Safeguards. 
 
 
 
3. GENERAL EQUIPMENT DEVELOPMENT GUIDELINES 
 
The Division of Technical Support (SGTS) has developed, on the basis of the Departmental 
Strategic Objectives, a set of general guidelines that should be applicable to all equipment 
development activities. Those guidelines, which were discussed and approved by the 
Department, have been defined with the goal to reduce equipment development cost and 
schedule and improve reliability: 
�� Highest priority shall be given to development activities that provide the greatest 


effectiveness and efficiency improvement to the Department and address the highest 
safeguards strategic needs, such equipment required for inspections under the 







Comprehensive Safeguards Agreements, the Additional Protocol and for the 
implementation of the Integrated Safeguards regime1. 


�� In-field equipment reliability shall be improved by using more appropriate and intensive 
QA and authorization procedures. New equipment development tasks shall employ the 
services of specialized organizations, laboratories and companies, either through their 
respective MSSPs or through contracts, to ensure implementation of proper QA 
procedures with independent testing of equipment prior to authorization. 


�� The proliferation of instrument types shall be reduced to the extent possible by developing 
equipment having a wide range of application.  


�� New equipment development task shall give preference to commercial-off-the-shelf 
equipment that can be adapted for safeguards applications, in order to reduce development 
cost and time.  


�� Newly developed equipment shall have long life cycle before component obsolescence 
requires the introduction of replacement technologies. 


�� New equipment shall be miniaturized, whenever appropriate to enhance transportability, to 
improve the inspectors’ working conditions in the field and to increase equipment 
utilization. 


 
 
4. EQUIPMENT DEVELOPMENT STRATEGIC DIRECTIONS 
 
The following paragraphs describe the strategic directions for safeguards equipment 
development, with a reference to the long term departmental objectives, for each of the five 
equipment projects (NDA, Seals, Surveillance, Unattended Monitoring and Remote 
Monitoring). These projects have been created to implement a project management approach 
for equipment development and implementation which can make a single person (the specific 
project manager) responsible and accountable for certain equipment types during their 
complete life-cycle. 
Safeguards R&D Programme and the SGTS working plan describe the actual activities  to 
implement both the general guidelines and the strategic directions. 
 
 
4.1 NDA Equipment 
 
The basic verification measure used by IAEA is nuclear material accountancy, where IAEA 
inspectors performs independent measurements to verify quantitatively the amount of nuclear 
material presented in the State'’ accounts. In this contest, non-destructive assay equipment 
plays a very important role to detect missing items (gross defects) and to identify whether a 
fraction of a declared amount is not present (partial defects). 
NDA equipment is based on the detection of gamma, neutron, radiation, pressure and heat and 
represents the largest group of authorized equipment types. Therefore one of the main 
strategic directions will be elimination of equipment with overlapping capabilities and the 
development of new devices with a wide range of different applications. A second objective 
common to all NDA equipment will be the upgrading of operational and applications software 
for a common user interface and for new laptop and palmtop operating systems. 
 
                                                 
��


1 New equipment for application in the Integrated Safeguards regime may be serviced by the states' 
inspectors and therefore may require new tamper resistant measures, including authentication, to guarantee 
the Agency’s independent safeguards conclusions 


 







Gamma spectrometry equipment 
 
Gamma spectrometry are mainly used for uranium enrichment and plutonium isotopic 
measurements. A major effort will be dedicated to the evaluation efficiency room temperature 
semiconductor detectors for substitution where desirable, of NaI or HpGe detectors.  
In the direction of reducing the number of equipment types, the goal is to consolidate all 
gamma spectrometric applications into three devices: 


�� high performance MCA for measurements with HpGe detectors. 
�� low cost portable MCA for measurement with NaI and room temperature 


semiconductor detectors. 
�� hand-held radiation monitor with integrated detector to be used  for the 


implementation of Additional Protocol and Integrated Safeguards and illicit trafficking  
 
 
Neutron measurement equipment 
 
The IAEA uses a number of different types of neutron counting equipment. They play a very 
important role in the accurate determination of Pu and U235 content and their important is 
even increasing with the use of MOX fuel. The technology is very stable and reliable, 
therefore development activities will only be focused on the replacement of devices becoming 
unavailable in the market due to obsolescence and on the optimization of equipment design 
for efficiency improvement. Examples of the latter activity are:  
�� Evaluation of new high efficiency detectors and neutron absorbers for improved 


performance. 
�� Development of combined neutron coincidence / gamma spectrometric equipment for 


MOX/plutonium verification. 
 
New developments will only be focused on survey radiation monitors to be used for the 
implementation of the Additional Protocol, Integrated Safeguards and illicit trafficking  
 
 
Spent fuel verification equipment  
 
Spent fuel verification remains one of the most difficult and challenging measurement task of 
safeguards verifications due to the high radiation field and to the storage location (mostly 
underwater). The increased implementation of long term spent fuel storage, considered 
difficult to access, demands for a wider and more accurate implementation of spent fuel 
verification measures. Development activities will be therefore focused on the improvement 
of spent fuel partial and gross defect verification capability. 
 
 
4.2. Seals. 
 
Seals, together with surveillance equipment, are complementary to nuclear material 
accountancy techniques and are applied in order to maintain continuity of the knowledge 
gained through verification. They also lead to savings in the safeguards inspections efforts by 
reducing the frequency of accountancy verifications. 
IAEA uses different types of seals and a large number of them (more than 20,000 seals 
applied every year) to secure nuclear materials or sensitive equipment and to provide 
indication for any tamper event on the secured object. Some of these seal types need to be 
replaced either because of obsolescence or to improve cost-effectiveness. Reliability and 







tamper resistance shall be improved in order to reduce the possibility of losing continuity of 
knowledge.  
Seals will also need to be integrated into complex systems in unattended and remote 
monitoring applications. 
An ongoing survey of the seals available on the market will also be performed in order to be 
aware of the latest seal technology and, if possible, identify potential candidates for Agency 
sealing applications. 
New techniques currently available on the market might be used to drive down seals prices 
and implementation efforts. Review of seal data collected might be automated to reduce 
inspection time and effort. 
 
 
 
4.3. Unattended Monitoring System 
 
The use of unattended safeguards instrument systems has always been a requirement for IAEA 
safeguards. The implementation of complex facilities where the plant is automated and the 
increased flow of nuclear materials through key points of facility areas made unattended 
systems an integral part of a practicable and cost-effective safeguards approach. 
Unattended systems necessitate that special considerations be included in the system design in 
order to be able to operate without failure over extended periods, including times when the 
facility power supply is interrupted. They should also be able include data authentication 
whenever data are transmitted over uncontrolled and unsecured path. 
 
Unattended monitoring systems (UMS's) developed so far have been designed taking into 
account most of these stringent requirements but without any standardized approach. As a 
consequence, each system is different both in terms of user interface (SW) and components 
(HW), with an increased management cost (training, spare parts, etc.). Moreover, the IAEA 
requirement on authentication was not fully met due to lack of technical solutions. Finally, 
some of those UMS’s were not able to meet the stringent reliability requirements. 
Therefore, development tasks related to UMS will be focused on solving the aforementioned 
problems. 
 
Up to now, most of UMS's were based on radiation monitoring technology. The new complex 
automatic (remotely controlled) nuclear facilities will also require the development of a 
different type of UMS's based on process control/monitor devices. Those systems will not be 
based on radiation monitoring but on the measurement of characteristic process parameters, 
such as temperature, flow-rate, tank level and volume. They will follow the same essential 
requirements as the radiation monitoring systems. 
 
 
4.4 Surveillance 
 
In order to improve reliability, surveillance systems are presently undergoing a replacement 
programme aimed at substituting all analog single-camera surveillance systems with the new 
generation digital surveillance systems (DCM-14 based). 
 
Surveillance reliability has been a major problem since quite some time and the main 
contributor to safeguards goal non-attainment. This problem has also caused a proliferation of 
different surveillance system types, which are increasing the equipment management cost 
(training and spare parts). Furthermore, in order to improve cost-effectiveness, the burden 







associated with data review should be reduced and in facilities where both UMS and 
surveillance systems are installed, integration would facilitate inspector service. Finally new 
requirements coming from Integrated Safeguards (like the extended use of SSAC’s inspector 
support) should be implemented. 
 
The presently authorized digital surveillance systems will remain operational at least till 2005. 
Before the end of its life cycle activities will be directed to the evaluation, field testing and 
authorization of a new and more cost-effective digital surveillance and monitoring system, 
through the following activities: 
�� A review of the long-term surveillance needs for the Agency 
�� The specification of a cost-effective surveillance system which meets the future 


requirements for full-scope safeguards 
�� The selection, evaluation and authorization of a system which combines current and future 


requirements for single and multi-camera installations, for both on-site and remote 
monitoring applications with a focus on standardization. 


 
 
4.5 Remote Monitoring Systems 
 
Remote monitoring systems (RMS) use periodic data transmission to reduce inspection efforts 
and remotely monitor the equipment state of health with the possibility to take measures in 
case of performance degradation. 
Up to now remote monitoring has been mainly applied to seals and surveillance systems, but 
in the future will also cover UMS’s. All new remote monitoring systems will be based, to the 
greatest extent possible, on already authorized systems. To achieve this, all new electronic 
seals, surveillance and unattended monitoring systems will be designed to be RM capable, 
allowing for the optional addition of the necessary hardware, software and communications 
infrastructure. 
 
Development activities will be focused on implementing remote monitoring capabilities for 
UMS’s, increasing data transmission cost-effectiveness and improving remote tamper 
indication capabilities. These goals will be achieved through the following activities: 
�� Authorization, for safeguards use, of already commercially evaluated and available 


authentication software that can be installed in the collect computer, which is common to 
new and future surveillance and unattended monitoring systems 


�� Authorization, for safeguards use, of already commercially evaluated and available 
authentication hardware for authenticating data transmitted to the collect computer 


�� Development, evaluation and authorization of new tamper indicating equipment 
enclosures. 


 
Development will also take advantage of new communication options and data reduction 
techniques to improve overall communication costs, without reducing data security or 
reliability. This goal can be achieved by the following measures: 
 
�� Reduction in the amount of transmitted data by the introduction of techniques to reduce 


redundant and non-safeguards interest data prior to transmission 
�� Reduction in communication costs by using alternative communication links, including 


secure virtual private networks over the Internet. 
 
 







4.7 Other Equipment Development Activities 
 
Besides the five equipment projects, IAEA runs other projects where equipment development 
plays an important role, namely JNFL, Illicit Trafficking and Trilateral Initiative. While the 
equipment development activities will be coordinated by the relevant equipment project 
manager in accordance to the general guidelines and the development directions, the 
equipment strategic objectives have been treated in this separate paragraph. 
 
JNFL Project 
The Rokkasho Reprocessing Plant (RRP) represents the largest and most complex nuclear 
installation submitted to IAEA safeguards.  The IAEA has established the JNFL Project to 
develop and implement an efficient and effective safeguards system at RRP. In the area of 
equipment development, the JNFL Project mainly will be focused on the: 
�� Development of data authentication means to guarantee information security and IAEA 


capabilities to draw independent conclusions 
�� Development of a common data collection system 
�� Development of data distribution network, interfacing the different UMS with a central 


data centre 
�� Development of a data base at the central data center which can be jointly used by both the 


Agency and Japanese authorities 
�� Development of a common data evaluation software able to review all SG data and to 


support the defined SG approach. 
 
 
Illicit Trafficking Project 
 
In the area of illicit trafficking efforts will be dedicated to the improvement in performance of 
hand held and portable isotope identification tools used for field characterization seized 
material, including unshielded and shielded HEU and Pu. 
 
Development activities will make use of synergy with Safeguards NDA equipment. 
As far as installed monitoring systems for the control of continuous flow of persons, vehicles, 
luggage and packages are concerned, activities will be focused on the improvement of  
sensitivity (with special attention to the reduction of false alarm rate and the improvement of 
the minimum detection capability) and the capability to detect shielded nuclear material. A 
follow-up of the International Laboratory and Field Test Site Exercise for Radiation Detection 
Instruments and Monitoring Systems at Border Crossings (ITRAP) to evaluate and test new 
equipment should be initiated. In cooperation with the Office of Physical Protection and 
Material Security and the Department for Technical Cooperation more customs inspector in 
the NIS will be trained.  
 
 
Trilateral Initiative  
 
In the area of the Trilateral Initiative the development activities will be concentrated in two 
areas, namely: 
�� Attended/unattended systems for the attribute verification of material coming from 


military programme; 
�� Inventory monitoring system for maintaining the continuity of knowledge of items in 


storage facilities. 







5. Conclusion 
 
The Department of Safeguards has completed a comprehensive management review of its 
research development and implementation support activities. As a consequence, the 
Safeguards Department has defined its 5-year Strategic Objectives. Those Strategic 
Objectives, following a top-down approach, have been used for the preparation of the 
Equipment Development Strategic Plan. To manage the implementation of this plan a formal 
project management approach has been introduced, projects have been defined and project 
managers have been appointed. Each project manager of the 5 instrumentation projects has 
developed the 2002-2003 detailed project plan on the basis of the development directions and 
general guidelines defined by the strategic plans. Finally, those project plans have been used 
for the compilation of the IAEA 2002-2003 R&D Programme and the SGTS work plan. 
All these documents are inter-consistent and supported by the line structure. The new planning 
process and project management approach implemented with a heavy effort by the Safeguards 
Department will be key element for the improvement of the efficiency and the effectiveness of 
the Department itself and will provide an useful tool for the Member State Support 
Programmes. 
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INTRODUCTION 
 
On many occasions we have had the opportunity to hear logical argumentation for 
expanding nuclear power worldwide.  I fully agree with the importance and potential 
of nuclear power as described by many authors.  What I would like to do now is 
contrast nuclear power’s tremendous potential with current more modest short-term 
projections, and then focus on the role of innovation in closing the gap between the 
two.  This is important for this symposium because safeguards considerations should 
be an integral part of nuclear power innovation from the very beginning.  And the 
more successful innovative efforts are at expanding the use of nuclear power, the more 
important it is that innovation makes it easier for the safeguards community to do its 
job, not harder. 
 
Currently nuclear power faces a paradox. On the one hand, there is no doubt 
(particularly in our community) that nuclear power can play – worldwide – a critical, 
substantial role in a sustainable energy system due to its well known potential 
advantages.  And this is also supported by many studies on long-term energy 
scenarios, including the Intergovernmental Panel on Climate Change’s (IPCC) recent 
Special Report on Emission Scenarios (SRES) and Third Assessment Report (TAR). 
 
The Figure 1 shows the range of nuclear power capacities in all scenarios developed in 
the IPCC SRES study.  By 2050 many scenarios project increased nuclear power 
capacities of up to several thousands of GWe, 10 –15 times today’s capacity. This is 
the promising perspective on nuclear power’s future. 
 
But on the other hand, we have near-term nuclear power projections and prospects that 
are not so promising.  Figure 2 shows that nuclear power’s share of global world 
capacity additions has been decreasing over the last 15 years. In 2000 nuclear’s share 
was 3% of total global electricity capacity additions which is more then three times 
lower that nuclear’s 10% share of today’s currently installed global capacity.  
Moreover, nuclear capacity additions in developing countries, where the main increase 
in energy demand is expected, are essentially insignificant compared to fossil and 
hydro capacity additions in recent years, as shown in the Figure 3. 
 
Most near-term projections show no drastic changes in these recent trends.  Our own 
IAEA projections, for example, (Figure 4) indicate reductions in nuclear power’s 
share of global capacity from 10% today to 9% by 2020, and in nuclear’s share of 
electricity generation from 16% to 14 %, even in our optimistic “high” scenario. 
 
How can we address this divergence between promising long-term projections on one 
hand, and slowing or even negative growth on the other? To our thinking, if we are to 







realize the higher nuclear shares in the long-term projections we have to deal 
successfully with four key challenges. These are: 


1. successfully demonstrating effective nuclear waste management; 
2. responsiveness to public safety concerns; 
3. responsiveness to proliferation concerns; 
4. economic competitiveness for new NPPs in all the major markets; 


and as a result building wide support for nuclear power among the public and policy 
makers.  
The paper elaborates a bit on each of these challenges and reports briefly on how we at 
the IAEA see our role, and what we are doing.  A common theme throughout will be 
the importance of continual innovation – a theme that is the focus of a new Agency-
wide initiative begun last year.  It goes by the acronym of INPRO, for International 
Project on Innovative Nuclear Reactors and Fuel Cycles. Within the INPRO project I 
will emphasize here particularly the task related to non-proliferation issues – an 
Agency-wide task carried out under the leadership of the Safeguards Department. 
 
 
ADDRESSING CHALLENGES 
 
Waste management. Here the challenge is to develop clear global strategies for the 
disposition of spent fuel and high-level radioactive waste. Experts judge geologic 
disposal to be safe, technologically feasible and environmentally responsible, but 
much of the public at large remains skeptical. The Agency’s role is principally one of 
facilitating international co-operation in research and development and demonstration 
projects. We also initiate and participate in conferences and other forums to maintain 
an international focus on this issue, to achieve concrete plans of action, and to bridge 
the perception gap between technical experts and much of the public. 
 
There’s been significant progress in the field of long-term waste management this 
year.  In Finland in May, the Parliament ratified the government’s decision “in 
principle”, taken last December, to construct a deep disposal facility for spent fuel at 
Olkiluoto.  In Sweden, the number of candidate sites being investigated for a spent 
fuel repository was narrowed from six to three, with detailed geologic investigations 
to begin in 2002.  And just this August (2001) the U.S. Department of Energy issued 
its preliminary conclusion that the Yucca Mt. site meets the Environmental Protection 
Agency’s long-term standards, so there’s real movement there. 
 
The new legislation in the Russian Federation on the import for indefinite storage and 
reprocessing of spent nuclear fuel is also very significant.  In the near-term it has 
important positive implications for countries with Russian origin research reactor fuel 
and reinforces a tripartite initiative (involving the IAEA, US and Russia) on the 
possible return of Russian-origin fuel currently at foreign research reactors.  More 
generally in the longer term, regional or international spent fuel storage facilities 
and/or geologic disposal facilities could have comparative advantages from both 
safety and efficiency perspectives. 
 
The safety challenge.  Here the challenge is to remain vigilant in ensuring the 
continued safety of operations at nuclear facilities. While safety is a national 
responsibility, international co-operation on safety related matters has proven to be 







indispensable. The continuing positive results from international collaboration 
towards safety upgrades at nuclear installations in Eastern Europe are an important 
case in point. 
 
The present international safety regime consists of three major components: 
international conventions, a body of internationally agreed safety standards, and 
mechanisms for applying these standards. To date, the Agency has developed 
conventions that cover the safety of power reactors, radioactive waste and spent fuel 
management, early notification, assistance and physical security.  The Agency 
continues to identify areas in which binding norms are needed, such as in the safety of 
research reactors and fuel cycle facilities.  
 
From an evolutionary perspective, it’s important to appreciate that safer reactors are 
more profitable reactors, as continued experience and good management improve 
performance and capacity factors.  Safety improvements are also a principal objective 
driving innovation in design, management and regulatory oversight. 
 
Non-proliferation.  Proliferation resistance is of course a special focus of the Agency, 
given our unique role, and one which has seen significant progress in the last decade.  
We also recognize our unique position and responsibility in taking into account 
safeguards issues in innovative work on new reactor designs and fuel cycles.  
Designing proliferation resistance into new ideas from the beginning is better than 
adding it after the fact.  I will return to a more detailed discussion of proliferation 
resistance in the context of the IAEA’s INPRO Project later in the paper. 
 
Public Acceptance. We welcome the greater visibility of nuclear power in the energy 
policy debates that have begun, among other places, in the United States and several 
EU countries, as well as in international forums such as the UN’s Commission for 
Sustainable Development.  We believe that a full discussion can only clarify issues, 
increase public involvement and result in conclusions with wider support based on a 
broader understanding. At the IAEA, we have focused increased attention on reaching 
out to our many constituencies, in keeping with a new Agency policy that aims to 
engage both traditional and non-traditional partners. An encouraging indication of the 
value of this new approach is the large number of non-governmental participants in 
the Scientific Forums held during our three most recent General Conferences. We 
have also sponsored very useful meetings with senior managers from nuclear research 
centres and with representatives from the nuclear industry.  In all cases, these are 
valuable opportunities for different groups to exchange views with the Agency on 
issues of mutual interest. The Agency has also arranged several regional public 
information seminars that have attracted wide attendance, and have served as 
successful forums for a continuing dialogue among technical experts, the media and 
members of civil society.  
 
 
THE NEED FOR INNOVATION 
 
Finally, there is the need to improve the economic competitiveness of new NPPs, and 
this leads most directly to the need for innovation. 







Let me start by saying that I believe what we are doing to address the above challenges 
in the framework of traditional activities is very important at least to keep nuclear 
power alive, but it is not enough. If the nuclear power sector is to increase its role, it 
cannot simply continue to do what it has been doing and expect that factors outside its 
control, such as fossil fuel prices or environmental taxes, will change to make nuclear 
power’s prospects more favorable.  To reach a different outcome than that indicated 
by current near- and intermediate-term trends, something must be done within the 
nuclear community to generate new technological solutions.  The challenge is to look 
to the future, to identify what innovations and new directions – that build upon and 
make good use of existing expertise and accomplishments – are most promising for 
helping nuclear power capture a growing share of the growing global electricity 
market.  
 
At the national level, work on innovative approaches to nuclear energy reactor design 
and fuel cycle concepts is proceeding in several IAEA Member States. At the 
international level, OECD/IEA, OECD/NEA and the IAEA are co-operating in a 
review of ongoing R&D efforts on innovative reactor designs and to identify options 
for collaboration.  The US Department of Energy is promoting the Generation IV 
International Forum (GIF) initiative, in which both the IAEA and OECD/NEA are 
participating as observers.  And President Bush’s new National Energy Policy 
explicitly identifies the importance of both nuclear power and nuclear innovations in 
meeting America’s future energy needs.  President Putin, at the Millennium Summit, 
also highlighted the importance of innovation in nuclear technology, calling upon 
IAEA Member States to join together to explore innovative nuclear technologies to 
further reduce nuclear proliferation risks and resolve the problem of radioactive waste.  
 
IAEA INTERNATIONAL PROJECT ON INNOVATIVE REACTORS AND 
FUEL CYCLES (INPRO).  
 
There has been an increase in recent years in the number of Member States with an 
interest in new future applications of nuclear power.  On result is a resolution adopted 
by the 2000 General Conference inviting “all interested Member States to combine 
their efforts under the aegis of the Agency in considering the issues of the nuclear fuel 
cycle, in particular by examining innovative and proliferation-resistant nuclear 
technology” and inviting Member States to consider contributing to a task force on 
innovative nuclear reactors and fuel cycles. In response to this invitation, the IAEA 
initiated an “International Project on Innovative Nuclear Reactors and Fuel Cycles”, 
INPRO.  
 
The objectives of INPRO, as defined in the Terms of Reference, are: 
 
�� to help to ensure that nuclear energy is available to contribute in fulfilling, in a 


sustainable manner, energy needs in the 21st century; 
�� to bring together all interested Member States, both technology holders and 


technology users, to consider jointly the international and national actions required 
to achieve desired innovations in nuclear reactors and fuel cycles that use sound 
and economically competitive technology, are based – to the extent possible – on 
systems with inherent safety features and minimise the risk of proliferation and the 
impact on the environment; 







�� to create a process that involves all relevant stake holders that will have an impact 
on, draw from, and complement the activities of existing institutions, as well as 
ongoing initiatives at the national and international level. 


 
The Project will be implemented in two phases. Phase I was initiated in May 2001 at 
an initial Steering Committee meeting. In this first phase, work will proceed in areas 
recognized as important for the future development of nuclear energy technology: 
Resources, Demand and Economic Requirements; Environment, Spent Fuel and 
Waste; Safety; and Proliferation Resistance (including resistance to terrorism and 
sabotage). Two crosscutting groups will address Criteria and Methodology; and 
Institutional, Infrastructure, Social and Sustainability Requirements.  The full INPRO 
organizational structure is shown in Figure 5. 
 
Upon successful completion of the first phase, taking into account advice from the 
Steering Committee, and with the approval of participating Member States, a second 
phase of INPRO may be initiated. Drawing on the results from the first phase, it 
would examine, in the context of available technologies, the feasibility of an 
international project including the identification of technologies that might 
appropriately be implemented by Member States within such an international project. 
 
INPRO is very much open to, and welcomes, co-operation with other national and 
international stakeholders and initiatives to ensure effective co-ordination, for 
example, with the Generation IV International Forum (GIF).  INPRO has already 
received input from other international organizations, with the Three-Agency Study, a 
study conducted jointly by OECD/IEA, OECD/NEA and IAEA on specific innovative 
nuclear reactor developments being one particularly useful joint input of all three 
Agencies.  In GIF, the IAEA is represented, as an observer, at the Policy and Experts 
Group, and IAEA experts participate in the technical meetings of GIF.  At the same 
time, GIF and INPRO have their distinct strengths, with GIF serving as essentially a 
designers’ initiative and INPRO including other current and potential user countries; 
with INPRO incorporating IAEA safeguards considerations more directly; and with 
INPRO’s longer time horizon.  
 
INPRO is implemented using mostly extra-budgetary resources offered by interested 
Member States. As of September 2001, the following are members of INPRO: 
Argentina, Canada, China, Germany, India, Russian Federation, Spain, Switzerland 
The Netherlands, Turkey and the European Commission. In total, 14 cost-free experts 
have been nominated by their respective governments or international organizations.  
 
A resolution adopted by the 2001 General Conference on “Agency Activities in the 
Development of Innovative Nuclear Technology” commends the DG and secretariat 
for efforts undertaken to develop the activities in these areas and, in particular for the 
establishment of INPRO. It recognizes the “unique role that the Agency can play in 
international collaboration in the nuclear field”.  
 
The structure established by the Steering Committee has six main tasks.  The first five 
are to develop user requirements for future innovative reactors and fuel cycles in five 
areas: economics, safety, environmental impacts, proliferation resistance, and what we 
call cross-cutting issues.  This last category includes infrastructural requirements, 







industrial requirements, legal and institutional requirements, as well as education, 
training and R&D implications and socio-political implications.  The sixth main task 
has to do with assessment methods and criteria for applying the user requirements 
developed in the other five tasks to actual innovative nuclear designs.   
 
 
PROLIFERATION RESISTANCE OF INNOVATIVE REACTORS AND 
FUELS CYCLES. 
 
INPRO implementation began in July 2001with an international workshop in Como, 
Italy on “Proliferation-Resistance in Innovative Reactors and Fuel Cycles” organized 
by the Safeguards Department in co-operation with the Nuclear Energy Department 
and the NGO Landau Network-Centro Volta. 
 
The workshop was designed to consider the broad non-proliferation issues and 
opportunities that would arise with the introduction of innovative reactors and fuel 
cycles, and to more sharply define INPRO’s future activities related to proliferation 
resistance. 
 
Participants examined the proliferation resistant characteristics of innovative reactors 
and fuels cycles, including technological features to reduce access to, or the 
production of, weapon-usable nuclear materials.  In addition to technological features, 
they considered the political, legal and commercial framework under which such 
innovative reactors and fuels cycles might be introduced and made available, 
including export control mechanisms, to ensure that the reactors and fuel cycle 
arrangements would serve prudent and legitimate peaceful needs.   
 
Participants emphasized that the extent to which nuclear power is employed in the 
future will depend, inter alia, on the ability to prevent further proliferation of nuclear 
weapons or other nuclear explosive devices, and that each of the three related means – 
technological features, the political/legal/commercial framework, and IAEA 
safeguards – should be pursued to meet that objective.  They stressed the importance 
of incorporating appropriate design features and operational practices to enhance 
proliferation resistance and safeguardability as an integral part of the technology 
innovation process, and the importance of the IAEA Safeguards Department’s early 
and consistent involvement in that process.  
 
The workshop examined ways in which safeguards and nuclear power technology 
experts could work out common concepts for innovative reactors and fuel cycles with 
respect to the prevention of proliferation.  Based on this effort, the following three 
major aspects of INPRO’s work on proliferation resistance were defined: 
 
1. Development of Proliferation-Resistance Principles and Guidelines for the 


design, construction and introduction of innovative reactor and fuel cycles. 


2. Development of a methodology for ranking specified reactor/fuel cycle 
proposals.  Assessments could help screen alternative reactor/fuel cycle concepts 
and, in the context of safeguards implementation, provide state-specific 
proliferation risk assessments. 







3. Development of the process for IAEA Safeguards Reviews at specified stages in 
the development and introduction of a given reactor design, together with a 
limited number of case studies.   


 
CONCLUSION 
 
Today, as in the time of the nuclear pioneers, civil nuclear energy faces a paradox.  Its 
advantages and its potential to play a key and growing role in the global energy supply 
are clear and obvious.  But it faces near-term important obstacles that could cause 
much of its potential to go unrealized. 
 
Today – just as at the beginning of the nuclear era – we must focus on these obstacles 
and address them efficiently.  Innovation will be essential, and our objective at the 
Agency is to make our new INPRO project an important part of the solution.  We 
hope that its global character, encompassing both designers and end users and their 
users requirements, its long time horizon, its consideration of the changing energy 
sector and its broad based input through IAEA membership will all make it a valuable 
forum for resolving the above challenges. 
 
The creation of a new generation of innovative nuclear reactors and fuel cycles 
presents opportunities for proliferation resistance and obligations to reflect forward-
looking proliferation-resistant features tailored to evolving safeguards approaches 
applicable in the future.  Incorporation of such proliferation-resistant features will 
mean lower future proliferation risks, even for an expanded nuclear fleet, than would 
be the case if expansion were based solely on today’s reactors and fuel cycles. 
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Figure 1: Range of nuclear power in SRES scenarios, 2000-2050. Solid line 
represents median. Source: IPCC, 2000 
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Fig.2 World Electricity Capacity Additions
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 Fig.3 Developing Countries Annual Electricity Capacity 
Additions
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Fig. 4 World Electricity Capacity Additions: IAEA Projections
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Figure 5: INPRO Organizational Chart 
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RAPPORTEUR’S REMARKS 
 
LAWRENCE SCHEINMAN 
Monterey Institute of International Studies, USA 
 


The Symposium on International Safeguards: Verification and Nuclear Material 
Security was an exceptionally well conceived, organized and implemented conference. 
Our collective hats are off to Tom Shea, the Scientific Secretary, Regina Perricos, the 
Symposium Organizer and their staff who made this happen. The substantive level of the 
contributed papers and presentations and the give and take in the symposium session was 
equally outstanding. No pun intended, instead of reprocessing old ideas we have been 
treated to an enriching experience. 
 
 The symposium was planned and organized well before the tragic events of 
September 11 when deliberate terrorist attacks were mounted against the United States. 
That event, as both Director General El Baradei and Under Secretary General Dhanapala 
and many other speakers have noted, sounded a wake up call that what yesterday was a 
vicious attack using conventional capabilities could tomorrow be an even more horrific 
attack using weapons of mass destruction or in the case of radiological sources, of mass 
effect. 
 
 The IAEA has a responsibility with respect to one weapon of mass destruction, 
nuclear. This is the only so-called weapon of mass destruction that is not hypothetical, 
but real and demonstrated. Chemical weapons are dangerous and potentially very 
damaging;  biological weapons could be the equivalent of nuclear weapons if those who 
would contemplate using such agents were successful in weaponizing and delivering 
them against civilian populations.  
 
 Nuclear weapons have been used. We know their ability to devastate, we know 
their capability. We know from that one experience that this must never happen again and 
that the scourge of nuclear threat must be removed once and for all. This Agency has a 
major role to play in that regard. The IAEA and international safeguards (or regional 
safeguards for that matter) will not end the threat, end the risk. That is a matter of 
political determination, of the establishment of an international security environment 
based on collective security in which nuclear weapons have no role, no place, no purpose, 
and in which the materials that are essential to those weapons are not available or 
accessible. We have not yet arrived at that place and it may still be a long time in coming. 
Safe travel along the road to that end result – a world free of the threat of nuclear 
violence at any level but one which enjoys the benefits of the peaceful use of nuclear 
energy –will require the political will of nation-states, the skills, capabilities, dedication 
and commitment of an institution such as the IAEA and the talents and efforts of persons 
in this room and their successors.  
 


A key instrument in the effort to meet the proliferation challenge and to in some 
way facilitate the safe and secure reduction of nuclear weapons and weapon-usable 
material is safeguards in one manifestation or another. Their limits must be understood, 







their weaknesses remedied, their strengths reinforced and built on. On those issues we 
have heard a lot during the course of the week.  


 
 Challenges have been a major theme this week: 
 
 - the challenge of ensuring correspondence between responsibilities and resources 
(a most frequently raised point but addressed perhaps to the wrong audience as we all 
understand that but our political leaders may not and need to be the focus of this 
message); 
 - the challenge of fulfilling the mandate imposed by the need to verify 
completeness and not only correctness of state declarations and reports; 
 - the challenge deriving from the threat of sub-national and terrorist activity and 
of preventing their ability to realize their objective; 
 - the challenge of integrated safeguards; 
 - the challenge of implementing and universalizing the Additional Protocol; 
 - the challenge of physical protection of nuclear material against seizure or theft 
and of nuclear facilities against sabotage; 
 - the challenge of illicit trafficking of nuclear material and radioactive sources; 
 - the challenge of implementing the trilateral initiative and of making progress on 
other arms control and disarmament measures. 
 


Challenges, yes, but also opportunities – and of these we heard a great deal this 
week: 
 
 - the opportunity for developing new tools and new capabilities, new concepts and 
new approaches; 
 - the opportunity to increase the role of technology in meeting the challenge of an 
expanding mandate in combination with the continued reality of zero real growth; 
 - the opportunity to bring information analysis to strengthened safeguards and to 
hear of the progress that is being made; 
 - the opportunity to make more effective use of satellite imagery; 
 - the opportunity to evolve new randomized inspection strategies and of dealing 
with knotty problems such as nuclear material holdup; 
 - the opportunity to come to grips with the problem of verifying nuclear material 
even in sensitive, classified forms, for arms control purposes. 
 


We come away from this symposium with a keener appreciation of the challenges 
before us, a more complete picture of the progress that is being made in sharpening the 
capabilities of safeguards measures, both old and new, and a more focused awareness of 
what still remains to be done if safeguards are to make the full contribution we expect 
from them. 
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Non proliferation regime undertakings: Benefices and limits of synergies  


in verification technologies and procedures. 


 
 
M. RICHARD1 
Deputy Director of Division for International Affairs 
Commissariat à l'Energie Atomique. 
 
 
 
Abstract: Several important international and multinational instruments have been achieved in the 
area of non-proliferation and disarmament, in the past thirty years. Among some of them, starting 
which perhaps, the most important, the NPT, are the AIEA safeguards, the Biological Convention, the 
Chemical Convention, the CTBT, the agreements between USA and the Russian federation on weapon 
fissile material declared in excess of defence needs, the disarmament of IRAQ under UNSCR 
resolution. Some are still in negotiation or are hoped to be open to negotiation in the next decade, like 
the protocol to the Biological Convention or the Cut-off Convention. These instruments aim to counter 
the proliferation of weapon of mass destruction and imply to verify compliance of States with their 
commitments. 
 
All the verification regimes of these instruments share common feature. Procedures, inspection and 
monitoring techniques, information analyses, managed access provisions, confidentiality provisions 
and so on. Verification implementation has always to manage a conflict between intrusiveness and and 
protection to maintain a delicate balance between these two opposites. They have to include the use of 
new techniques like satellite imagery and environmental sampling to provide a high level of 
confidence.  
 
Benefits and cost effectiveness can be drawn from a careful examination of the common ground 
shared by these verification regimes. One regime may benefit from technical developments and 
experiences drawn from the others, taking into account their own specificity. The fact that each 
instrument has been adopted by State inside a certain frameworks of political benefit and against 
certain obligation should not be forgotten. 


 
 


1. Since 30 years, progresses have been made in nuclear disarmament, arms Control and non-
proliferation. Since the middle of the sixties a great deal of work have been achieved by the 
international Community in the prevention of proliferation of Weapons of Mass destruction, Nuclear, 
Chemical, Biological and Ballistic missiles. It is worth noting that some progress has also been made 
in the field of conventional weapons. 


 
For nuclear weapons, the main instruments, the NPT, was entering into force thirty years ago. This 
multilateral instrument was the foundation stone of the non-proliferation regime. It marked the actual 
birth of internationally accepted measures to verify compliance with politically and technically 
stringent agreements. 
 
Therewith, when a State became party to the NPT, it had, in accordance with article III.1 of the Treaty, 
an undertaking to conclude a Comprehensive Safeguards agreement with the IAEA. Under this 
agreement, it has to accept safeguards verification on source or special fissionable material in all 
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peaceful nuclear activities within its territories, in order to verify that such material is not diverted. 
Now with the implementation of the additional protocol adopted in 1997, the verification aims also the 
detection of undeclared material and activities. The scope of verification has been much broadens. 
 
Since the birth of the NPT a large number of treaties, convention and agreements, both multilateral 
and bilateral, aiming to reduce existing arsenal, to curb the proliferation and to build confidence 
between States parties have been set up. Most of these instruments have been agreed between 1968 
and the middle of the nineties, some of them like CWC and CTBT in the aftermath of the collapse of 
the Soviet Union. 
 
Many of the instruments that participated to the prevention of WMD proliferation or to the confidence 
building rely on a verification protocol to give a States parties assurances that all other states parties 
complies with their undertakings. Then, verification is became an essential element of the 
implementation of the Treaty. If we have look on which instruments have been achieved during that 
period, and which instruments may be achieved in the future. We found:  
 
1. The NPT (1970), and its verification trough the AIEA comprehensive safeguards and their 


Strengthening and the Additional Protocol (1997), and those safeguards agreement concluded in 
the frame work of Nuclear Weapons Free Zone treaties. 


 
�� The CTBT open to signature in 1996 whose EIF seems unlikely in a foreseeable future. 
 
�� The agreements on the elimination of excess defence nuclear material between the United States 


and the Russian federation and the Trilateral Initiative with the IAEA (1997) which could 
delayed it significantly. 


 
�� The Future Cut-off Treaty (FMCT) which negotiation, though recommended by the 1995 and 


the 2000 NPT Conferences, is blocked in the CD since several years and does not seem to have 
any chance to start soon. 


 
Since the adoption of the CTBT in 1996, any progress seems stalled. Except the parentheses of the 
2000 NPT Review Conference and the adoption of the Final Document, and the adoption of the 
additional protocol by the IAEA, moves in the domain of non proliferation and arms control are very 
slow if not absent  
 
Some others instruments, which rely on verification for their implementation, worth to be 
quoted. It's comprise the bilateral agreements between the USA and the former Soviet Union 
as the ABM Treaty in 1972, the INF Treaty (1987) for the elimination of Intermediate Range 
and Shorter Range Missile (550-5500 km), the Strategic Arm (limitation and) Reduction 
Treaty START–I (1991) and START II (1993). For the memory, the Threshold Test Ban 
Treaty (1996) was the first agreement between USA and Soviet Union, which was relying on 
mutual verification through on site-inspection. 
 
Concerning the other Weapons of Mass Destruction we can quote the Convention on the 
Prohibition of Chemical Weapon (1993) which has enter into force and which implementation 
goes it way. The Convention on the Prohibition of Biological Weapon (1972) and the future 
Biological Weapon Convention Protocol which have been deeply negotiated during six years 
long negotiation in Geneva seem now being engaged in a dead end. As for the ballistic 
missile, it's appear that if in one hand the proliferation is extending and raises concerns on the 
other hand discussion are ongoing to strengthen the existing instruments like the Code of 
Conduct.  
 
Concerning the Conventional Arms Treaty on Conventional Armed Forces in Europe (CFE, 
1992), Open Sky Treaty.(1992) are now implemented but on the other side many important 
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countries have not yet ratified the Convention on the prohibition of antipersonnel landmines. 
At this stage, it worth noting that CFE and OST make uses of remote imagery both aerial and satellite 
coupled with inspection. 
 
This quick general survey of instruments, which rely on verification, would not be complete without 
giving a few words of the elimination of the weapon of mass destruction programme and ongoing 
monitoring verification plan in IRAQ under UNSC Resolutions. It aims to prevent any resumption of 
this programme. This instrument have not been negotiated it is a cease fire agreement. The discovery 
of the clandestine programme of Iraq as well as the one of the DPRK has given a shot to the 
negotiation of several international instruments like the IAEA Additional Protocol, the CWC, the Bio-
Convention. It has prompted the developments of new technologies to support the verification. It is 
well acknowledged that implementation of verification and monitoring in Iraq has been used as test-
bed for emerging techniques before their implementation in multilateral treaties. 
 
 
2. Verification of treaty compliance is more and more complicated. A credible verification system 
is become of fundamental importance for a treaty to be recognised as efficient and useful by the 
international community. With the development of verification and monitoring regimes in scope, 
range and precision, the international interdependence between States themselves and between States 
and organisation in charge to verify compliance has grown very rapidly. Secretariat and their 
Executive Council of organisation like the IAEA, the OPCW, the future CTBTO, or the future bio-
Convention organisation if it ever exist bear the responsibility to tell who complies and who does not. 


 
Breach in the verification system undermines the confidence of States parties and weakens the 
assurances that the organisation can provide. The discovery of the cheating of two NPT Parties in the 
beginning of the nineties, have confirmed this trend. Firstly, it was the clandestine programme of 
weapons of mass destruction in Iraq discovered after the Gulf war. Secondly, the inability of the IAEA 
to verify the initial declaration of the DPRK and the discovery of its attempt to build a clandestine 
nuclear programme along with a ballistic missile programme. Just remind the difficulties the IAEA 
had to cope with and how imperative was the needs to give adequate responses to those issues. These 
events have led to the strengthening of the IAEA safeguards, the reinforcement of export controls of 
nuclear related items but it had also some impact outside of nuclear area as new efforts to curb the 
proliferation of ballistic missiles or the proliferation of biological weapons. 
 
The politically stringent undertakings of States, which have become parties to treaties agreements, 
would not be possible without the development and the implementation of adequate and credible 
verification. During the last thirty years, multinational or mutual verification has become a 
fundamental element in building confidence amongst those States. An efficient verification must give 
them the assurance that the treaties and Convention are fully implemented and that all other parties 
comply with their obligations. That why verification instruments are becoming more and more 
complex, intrusive and expensive and rely on edge technologies. They must be the most efficient and 
the most effective as possible inside budget constraints. and at the same time, ensure the effective 
protection against disclosure of confidential information, commercial, industrial or strategic during the 
verification process. Let me quote some typical examples: 
 
�� The improvement of the verification of NPT to the strengthened safeguards and the measures 


contains in the additional protocol. The integrated safeguards system refers to the optimum 
combination of the measures under the comprehensive safeguards agreements and the measures 
under the additional protocol. It should use the equipment and analytical methods capable of the 
highest performance. 


 
�� The verification of the CTBT rely on the deployment of a global remote monitoring network. It 


comprises 321 stations of four techniques: seismic, hydro-acoustic, infra-sound and radioactive 
particulate and noble gases monitoring associated with sixteen laboratories. Monitoring stations 
are linked through a Global Communication Infrastructure to the International Data Centre, 
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which collects and analyses data twenty-four a day. Some of theses techniques like noble gas 
monitoring and infra sound monitoring have never been implemented in such a context. The 
implementation of On-Site Inspection to  clarify the nature of a suspicious event will also be 
based on the best of  know-how; 


 
�� The verification of the Chemical Weapons Convention is also rather complicated and rely 


deeply on the analysis of samples. The verification of the future Bio Convention would be even 
more complex and difficult as well, without speaking of what could be a possible verification 
system for a Cut-off treaty. 


 
In all these instruments, provisions have also been laid out to protect the confidentiality of sensitive 
information, in particular military or commercial information eventually through managed access 
procedure. 
 
An important question is raised by the needs for organisation in charge of the verification of 
compliance to rely on edge technologies and expertise. First, only a few countries have the capabilities 
to master new technologies and to provide expertise and second it could be, at least at the beginning, 
very costly. So generally new technologies are provided by advanced countries through extra-
budgetary funding, which could, for any multilateral organisation, create problems and destabilize 
consensus between member States. 
 
 
3. Verification regimes share common techniques and procedures. The implementation of 
verification protocol of the instruments quoted previously share a lot of features especially those 
which aim to the prevention of proliferation: procedures, inspection techniques on the field, laboratory 
procedure, information analyses, and so on. It deploys a wide range of techniques which goes from the 
most simple like verification of declaration, exchange of information on procurement of sensitive 
items to techniques more complicated and intrusive like environmental sampling, continuous 
monitoring, Confinement/Surveillance, on-site inspection, short notice access, etc... All these 
techniques are design to contribute to the effective implementation of a treaty or agreement by : 
 
�� Helping to build confidence between States Parties, dialogue and co–operation;  


 
�� Detecting non-compliance to allows parties to take the appropriate action; 


 
�� Deterring potential violators by making the risk of detection sufficiently likely; 
 
International verification has two faces like the roman god Janus. In the past ten years, the capabilities 
of verification techniques have been much improved. But lower the detection threshold means both a 
greater capabilities to detect undeclared activities or undercover preparation of clandestine operations 
but also a greater capabilities to access information not related to the purpose of the verification. For 
example, environmental sampling coupled with trace analysis techniques allow now to detect very 
homeopathic quantities of materials, fissile, chemical or biological which could demonstrate evidence 
of proscribed activities. But this technique may also reveal industrial fabrication secrets or authorized 
past activities. Satellite imagery analysis is as another example of this dilemma.  
 
Verification regimes (IAEA safeguards, CWC, CTBT…) share a common basis. They collect, 
analysize and assess information's which are provided for the system to the organisation establish for 
that purpose or by states parties national technical means. Procedures are conducted through routine 
inspection, on-going monitoring, short notice inspection, challenge inspection, use of National 
Technical Means to verify initial and periodic declarations, non diversion of material, equipment and 
facilities and absence of undeclared or prohibited activities. For each of these procedures, 
implementation of appropriate technologies will ensure a high confidence in treaty compliance. 
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4. Which technologies for which verification? Development of new Technologies and procedure 
along with human expertise is one key of verification efficiency. Verification is the key of treaty 
enforcement and technology is the key of verification. But technology is not the only one. Given the 
limitations and weak points of any technological aid, that is especially true for edge techniques, any 
conclusions of inconsistencies or allegations non compliance needing clarification, should be based on 
human expertise, not on an automatic processes. Moreover, no one technique is self-supporting. 
Depending of the treaty objectives and scope, verification process may involve a large field of various 
technologies. Among others:  


 
�� Information gathering and processing. 


 
�� Remote monitoring. 


 
�� Environment monitoring : 


 
Let us examine the capabilities of some techniques that have recently developed or introduced in 
verification schemes at the light of what have been said  
 
a. Satellite monitoring offer a range of capabilities. It enables to detect visible sign of activities such 
as construction work traffic, civil engineering, ground modification (high resolution visible and radar 
imagery). It allows the precise measurements of geological anomalies and soil deformation by Radar 
interferometry. The detection of thermal anomalies and anthropogenic activities with infra red imagery 
is now possible as the detection of abnormal modification of the vegetation. In the near future a direct 
chemical sensing using backscattered light is foreseen. These tools capabilities could be used for the 
verification of compliance 
 
�� In the preparation of Site inspection 
 
�� For the monitoring of known site. 
 
�� For the detection of undeclared activities. 


 
b. Particles analysis (figure 1). The method rely on collection of particles in the environment by 
swipes and their individual analysis and identification as fissile material and finally the determination 
of the isotopic composition with a good accuracy (< 1% for an uranium particle of 1 �m diameter or a 
mass of 10 pg.). This method allows going much beyond the capabilities of classical mass 
spectrometry (ICPMS and TIMS) and allows identifying faint trace of fissile material. It is a method 
of choice for the implementation of WAEMS (Wide-Area Environmental Sampling) and the detection 
of undeclared activities.  
 
c. Noble Gas monitoring: The CTBT specified that 40 radioactive noble gases monitoring stations 
complementing the network of 80 radioactive particulate stations shall be operational at EIF. The 
noble gases network may be completed after EIF. The noble gases station must detect the presence of 
radioactive Xenon isotope 131mXe, 133mXe, 133Xe and 135Xe with a sensitivity of 1 mB/m3 for the 133Xe 
with a collection capability of 0,4m3/h along 24 hours. SPALAX is a Xenon automatic sampler and 
analyser equipment developed by the "Departement d’Analyse et de Surveillance de l’Environnement" 
(DASE) du CEA in view to support the efforts of the CTBTO Prep. Com. To implement the IMS 
network. 
 
d. Low gamma activity measurement (figure 2): All these techniques allows the measurement of 
very low level of radioactivity and the identification of specific radio-nuclides amongst many other 
ones and its use for the analysis of samples collected during inspection. It requires a clean dust free 
laboratory (<106 particles/cubic foot), Neutron irradiation capabilities (Research reactor, 1013 n.cm-2.s-


1) and very experienced staff. 
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Figure 1, Microscope in clean room, classe 10 
Credit CEA/DAM/DASE 


 
 


 
 


Figure 2, Low level/low noise gamma spectrometry 
Credit CEA/DAM/DASE. 


 
 
e. Radiological survey. Helinuc (figure 3)' is an airborne radiological detection system developed by 
the French Atomic Energy Commission with the following objectives : 
 
�� Intervention in the occurrence of a nuclear weapon or reactor accident at a military site. 
 
�� Intervention in case of an accident at a civilian nuclear facility. 
 
�� On request of governmental authorities, or an international organisation (IAEA). 
 
The system can perform both a radionuclide mapping of an area over a broad spectrum (40-2800 kev) 
with the cartography of specific isotopes or a search for individual radionuclides sources. The system 
is highly operational and could installed on board of many helicopters. Preliminary results could be 
available within 2 hours after the flight. It has already been deployed in Iraq (monitoring), at 
Chernobyl and in Georgia. 
 
f. Infra-sound monitoring (figure 4): infra sound have been used during the sixties for the detection 
of atmospheric nuclear test. The technique has been improved and updated to be part of the CTBT 
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monitoring network. The figure shows the detection of a meteorite but infra sound could used for 
many different purposes, like chemical explosion survey, missile test detection and so on. 
Satellite communication, which is very important in remote monitoring and many other techniques, 
worth also to be quoted as a technology needed for improved verification capabilities. 
 
 


 
 


figure 3, Radiological survey 
Credit CEA/DAM/DASE 


 
 


 
 


figure 4, Infrasound monitoring 
,Credit CEA/DAM/DASE 


 
 
5. Benefices and limits of synergies in verification techniques. A one hundred percent assurance of 
compliance is more a political wish than a actual goal. Most of the agreements do not need to have 
such a level of assurance to operate. Whatever the sophistication of techniques, a small possibility of 
non-compliance will always remain, but the cost will be higher for a would-be proliferator. 
Implementation of new verification techniques, if well adapted to the objectives and used as a support 
of human expertise for the final judgement, will improve the effectiveness and credibility of the 
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monitoring. Nevertheless the development cost of modern techniques and their adaptation to the 
specific task of monitoring is out of reach of most international organisation. To improve the overall 
effectiveness of verification regimes without increasing significantly the cost of implementation, 
benefits can be drawn from a careful examination of the common ground they share and how one 
regime may benefit from lessons drawn by the others, taking their specific scope into account. There 
are numerous examples of actual or potential fruitful share of basic techniques. Let say : 
 
Satellite imagery basic technique developed for scientific or economical purposes can provide the 
IAEA new tools for the implementation of safeguards. It can also be used with profit by the future 
CTBTO organisation to assess where a possible underground test has taking place. 
 
Information acquisition and processing techniques are useful to analyse verification data plus open 
source plus information provided by States parties. The development can be share between States 
parties and organisation. 
 
Radionuclides monitoring techniques developed for the CTBTO especially the field version for 
inspection may be useful for other purposes. Radiological survey techniques like "Helinuc" developed 
for nuclear safety purposes reveals to be adapted to IAEA/Action Team or CTBTO objectives. 
 
 
6. Conclusion. Progress in the prevention of proliferation of weapon of mass destruction, arms 
control and disarmament verification relies more and more on sophisticated techniques. Verification 
should be able to give a credible level of assurances of compliance. The development and adaptation 
of these techniques to the specific verification requirements are very costly and time consuming. There 
is a real benefice to share the development of the basic tools between different organisations which 
could have the same needs and closely related goals. Satellite imagery, data processing, 
communication, trace analysis, continuous monitoring, search and survey techniques are among the 
techniques that can be developed in synergy. Exchange of information and analysis between 
organisation and government in different could also contribute notably to improve the efficiency and 
decrease the cost of verification. 
 
However, thought the objective of common tool box of technologies and common drawer of useful 
information should be seek as often as possible, it must be limited to the basic of the techniques and 
information. Synergies between verification regimes would be logical and productive. For example, 
cooperation between the CWC and the IAEA safeguards or like between some aspects of the CTBT 
and the IAEA safeguards or with a future protocol of the Bio Convention could benefit to the 
international community. But, it is not politically and technically desirable to go too far in the co-
operation of different verification regimes.  
 
Each legal instruments has been adopted with specific objectives, specific membership, specific 
requirements for the protection of the confidentiality of the data collected by the verification network 
and the respect of the framework of the instruments is an obligation. Treaties and Agreements must 
keep their own specificity, and confidentiality of collected information should remain as a rule. 
Effectiveness of monitoring and co-operation between organisation having different objectives will be 
limited by what States could consider to be an attempt to their sovereignty and by what they recognise 
as their national security interest.  
 
So, a balance has to be found between technical and economical efficiency and political constraints. 
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USE OF PLASMA-SOURCE MULTICOLLECTOR MAGNETIC-SECTOR MASS 
SPECTROMETRY FOR URANIUM AND PLUTONIUM ANALYSIS IN 
ENVIRONMENTAL SAMPLES 
 
 
G. PRICE RUSS, ROSS WILLIAMS 
Lawrence Livermore National Laboratory, Livermore, California, USA  
 
The ability to detect and isotopically characterize uranium and plutonium in environmental 
samples is of primary importance in the search for nuclear proliferation. The utility of isotope 
ratio measurements for environmental monitoring is limited by sample preparation costs, 
measurement precision, and sensitivity. This is particularly true for wide-area monitoring where 
the number of samples required varies inversely with obtainable precision and sensitivity. 
Historically isotopic measurements have been made by thermal ionization mass spectrometry 
(TIMS). While requiring extensive sample preparation, no other technique matched its precision 
and sensitivity for such measurements. 


Inductively-coupled-plasma, magnetic-sector, multicollector, mass spectrometry offers the 
prospect of extending the state-of-the-art to higher precision while increasing sensitivity and 
reducing costs through more rapid analysis and reduced sample preparation. At LLNL this 
technique is being implemented in the form of an IsoProbe (Micromass, UK). This paper will 
present data for both standards and IAEA supplied samples demonstrating the power and 
limitations of the technique. The precision and sensitivity of the IsoProbe results will be 
compared to TIMS performance for comparable samples. For 48 determinations of natural 
uranium, using the double spike to correct for bias, a relative standard deviation of 0.04% (1�) 
for 238U/235U has been obtained in a preliminary study. This is a substantial improvement over the 
TIMS result of 0.1% reported at the previous conference. Further improvements can be expected 
as we gain a better understanding of the background peaks occurring in the IsoProbe spectra. 
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NUCLEAR TERRORISM: REACTORS AND RADIOLOGICAL ATTACKS 
AFTER SEPTEMBER 11 
 
GAVIN CAMERON 
University of Salford, UK  
 
The terrorists responsible for the attacks on 11 September may have considered flying 
aeroplanes a nuclear facility. Although reactors might withstand a small plane colliding 
with the building, larger planes would have catastrophic effects. Avoiding such attacks 
requires preventing hijackings as much as reinforcing nuclear facilities. However, two 
familiar dangers remain more likely than the plane threat: truck bombs and insiders. 
Truck bombs have been used to considerable destructive effect by many groups and for 
many objectives. It is questionable whether reactors would withstand such attacks, but 
there are countermeasures that can improve the situation. Insiders, especially if 
collaborating with outside groups, may pose a threat not only of material theft, but also of 
sabotage because such insiders are more likely to be aware of vulnerabilities in a reactor's 
operating procedures or facilities. Historically, attacks against reactors have been 
committed for symbolic reasons with the object of either disrupting the facility's 
operations or creating fear. Assaults on reactors have rarely sought to cause casualties as 
the primary goal of the attack, and this is a trend that is likely to continue as there remain 
more straightforward means of causing casualties if that is the terrorists' principal 
objective. Apart from reactors, other parts of the nuclear fuel cycle are vulnerable to 
attack: reprocessing facilities and transport between sites are two key examples. 
Terrorists have sought also to use radiological weapons, mostly on a small scale. If the 
terrorist group's intention is a radiological attack, then destroying a reactor is only one, 
albeit very public and dangerous, way to achieve this goal. Reactors and nuclear facilities 
may not be the most likely terrorist targets but the potential consequences of such an 
attack should compel both governments and the international community to seek new 
ways of protecting such sites. 
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SAFEGUARDS-RELATED CONSIDERATION OF THE CONVERSION OF 
UNIRRADIATED PLUTONIUM IN MOX FUEL TO METALLIC FORM § 
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1400, Vienna, Austria 
Trevor Barrett, Consultant, Thurso, Caithness, United Kingdom 
Mike Beaman, Department of Trade and Industry, 4 Abbey Orchard Street, London, United 
Kingdom  
 
Abstract 
 
A central premise in the development of integrated safeguards approaches has been that increased confidence in 
the absence of undeclared activities should allow commensurate changes to safeguards measures which have 
hitherto been applied to declared nuclear material.  In this paper, publicly available information has been used in 
summarising likely requirements (including equipment, time and other resources) for the processing which could 
be used to obtain metallic plutonium from unirradiated MOX fuel.  Potential indicators and the possible 
detectability of undeclared such processing are then considered in the context of integrated safeguards, 
specifically in terms of the kind of integrated safeguards approaches that could be applied to unirradiated MOX 
fuel assemblies.  It is suggested that integrated safeguards approaches for MOX fuel assemblies in circumstances 
where the IAEA has been able to implement the additional protocol and draw a conclusion relating to the absence 
of undeclared activities could address (and match verification effort against) the full range of possible MOX fuel 
diversion and undeclared processing scenarios and, crucially, include a capability of detecting diversion within 
even worst case conversion scenarios. 
 
Introduction 
 
1. The process of developing integrated safeguards (IS) has included the re-examination 
of certain basic safeguards parameters, in particular those associated with timeliness. For 
example, a key factor in the development of IS approaches for irradiated fuel has been 
consideration of the IAEA’s increased capability to detect the processing which would be 
involved in obtaining plutonium from irradiated fuel in a State where the Agency has been 
able to implement the measures of the additional protocol.  Such detection capability and the 
credible (but not absolute) assurance that comes from it means that less weight need be placed 
on the classical safeguards assumption that undeclared facilities may exist undetected.  New 
IS approaches must however still recognise that there is some (albeit significantly reduced) 
chance that there might still be undeclared activities which have not been detected.  It is 
important that the increased confidence in the absence of undeclared activities is 
commensurate with the proposed changes to existing traditional safeguards measures.  In IS 
approaches for irradiated fuel this is characterised as a relaxation in the time within which the 
diversion of a significant quantity of material as feed to an undeclared processing plant should 
be detected (the timeliness goal) from 3 months to 12 – but with the important additional 
dimension that the approach must also retain some lesser capability of detecting diversion at 
times shorter than12 months. 
 
2. The use of mixed oxide (MOX) fuel in thermal reactors is now well established, and it 
is expected that this use will become more widespread in the future (although the rate of 
growth is perhaps uncertain). Current safeguards inspection criteria require that fresh MOX 
fuel assemblies are verified on a monthly basis (by evaluation of C/S measures and/or item 
counting, identification and gross defect measurement) and these inspections require 
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considerable inspection effort (e.g. it has been reported that16 out of a total of 167 LWRs 
inspected by the Agency in 1999 used MOX fuel, but that these 16 (10%) of the reactors 
consumed over 20% of the Agency’s inspection effort at LWRs).  Increased use of MOX fuel 
clearly has potential significant implications for the Agency safeguards regime 
 
3. The aim of the studies described in this paper has been to examine whether and if so 
how the kind of considerations applied to date in the development of IS might be carried 
across into the development of IS approaches for unirradiated MOX fuel assemblies.  The 
study has therefore involved the use of publicly available information in: 
 
a) describing the kinds of process which could be used to recover plutonium from 


unirradiated MOX fuel; 
 
b) assessing the requirements for these various processes, both in terms of the key 


equipment and non-nuclear materials that would be involved and also operational 
considerations; 


 
c) estimating the time that would be required for such processing, the time taken for each 


individual process step and also, importantly, the time for the process as a whole to be 
completed successfully;  


 
d) identifying possible indicators of undeclared such processing, in terms of the material, 


equipment and other resources required and also possible releases; and, 
 
e) discussing the feasibility and possible detectability of the whole processing operation. 
 
This assessment and its possible implications for IS approaches for unirradiated MOX fuel 
assemblies are then explored further. 
 
4. It should be emphasised at the outset that this paper is concerned with safeguards 
issues relating to MOX fuel (i.e. measures to detect and deter its diversion).  The paper does 
not attempt to address the measures which States themselves apply in order to prevent the 
theft of MOX fuel – and it is important to bear the distinction between safeguards and 
physical protection objectives and design capabilities in mind. 


 
Conversion Processes  
 
5.  The IAEA Safeguards Glossary defines conversion time as the time required to 
convert different forms of nuclear material into the metallic components of a nuclear 
explosive device.  Clearly, identifying process routes which a proliferator might take in trying 
to obtain metallic plutonium from an unirradiated MOX fuel assembly is a matter of 
judgement and the processes which are the focus of this paper reflect the judgement that a 
proliferator is, to the extent possible, likely to try to minimise the risk of failure by careful 
operation of proven technologies (i.e. is less likely to take an approach involving the use of 
crude and/or untried processes and equipment, which could threaten safety and resources and 
also possibly increase the risk of detection).  If safeguards arrangements could be defeated 
such that a MOX fuel assembly was successfully diverted and transported to a suitably 
equipped undeclared facility, it is our assessment that the basic processing steps could be as 
summarised in FIG. 1. (below)  
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Process Requirements – Equipment, Expertise and Time 
 
6. It would be wrong to dismiss as trivial the process summarised in the figure above.  
But it would also be wrong to describe the equipment, reagents and consumables required as 
unique to the particular nuclear processes in question, for example: 
 
- the equipment needed to extract MOX containing pins from a fuel assembly (and MOX 


pellets from those pins) could be of the kind employed in light engineering workshops; 
 
- glove box containment facilities would be a feature common to many of the subsequent 


process stages.  Some provision for inert gas supplies would also be necessary, for both 
safety (see below) and process reasons (e.g. preparations for the thermite reduction and 
metal alloying/casting activities would be done in an inert atmosphere).  Suitable 
equipment is however now employed well beyond the nuclear industry (e.g. in 
pharmaceutical and related biochemical research, the semi-conductor industry and 
increasingly in ‘light’ chemical industries wherever increasing safety standards require 
increased attention to operator protection); 


 
- specific equipment requirements for handling plutonium containing solutions (e.g. for 


dissolution, evaporation, centrifugation and filtration) would be a function of the scale of 
operations.  A key, and potentially distinctive, feature might however be the size limitations 
needed to avoid inadvertent criticality excursions (see below); 


 
- the hydro-fluorination, thermite reduction and subsequent metal casting processes would 


pose more significant technological challenges (e.g. the specialist equipment required would 
need to be carefully designed and constructed using corrosion resistant alloys if equipment 
failure and product contamination is to be avoided).  By and large however, the processes 
and equipment involved are reasonably well documented in the open literature and are not 
unique to the nuclear industry. 







7. Similar observations apply to most of the reagents and other process consumables involved, 
although the extra material employed during the R&D and plant commissioning stages 
could be regarded as significant (e.g. the material, possibly uranium, used to test the various 
process equipment – which would also have to be obtained and processed outside 
safeguards if the programme was to remain undetected by the Agency). 


 
8. It is quite likely that usual safety and environmental considerations would not be an 


overriding concern for an aspiring proliferator.  However, whilst standards might be 
relaxed, the process operators would still be concerned to avoid accidents which might 
inhibit progress (e.g. in terms of their effect on the personnel and equipment involved, and 
the diverted nuclear material being processed) or otherwise lessen the chances of success 
(e.g. inasmuch as they could result in the release of indicators of possible undeclared 
operations).  This means that, in addition to the normal industrial and chemical hazards 
associated with any laboratory or industrial process, attention would also have to be paid to 
hazards which are peculiar to handling nuclear material, specifically: 


 
- external radiation, the quantities of the higher plutonium isotopes and their decay products 


that could be present in plutonium from higher burn-up fuels would, over time, result in 
increased radiation levels; 


 
- radioactive material ingestion, the containment used to prevent such ingestion of plutonium 


(either from surface contamination or breathing dust) is normally achieved by intrinsic 
features (e.g. the fuel canning), by equipment design, and by glove box working.  It would 
seem to be in the proliferator’s interest to preserve such containment (and thus the process 
operators) and also to limit the extent to which any process indicators are released to the 
environment; and 


 
- criticality control, a critical excursion could give rise to very high radiation levels such that 


exposed operators would become ill immediately and quite probably die within a short time 
and would also damage, if not write-off completely, the process equipment and materials 
(nuclear and non-nuclear) involved1.  Such an excursion would therefore be a major concern 
and avoiding it would involve acquiring the specialist expertise necessary to perform 
criticality-related calculations and/or replicating equipment and processes (and thus possibly 
increasing the risk of detection and also the time required for processing) to work with 
batches containing material quantities which remain sub-critical under all possible process 
conditions.  


 
9. Finally, the environmental impact of relatively small scale operations of the kind described 


in the preceding section, even if carried out in a most slovenly fashion, is likely to be 
minimal.  That said, there is no shortage of evidence that, even when the kind of processing 
involved is conducted by well-practised States with technologically advanced nuclear 
industries, there have been lapses which lead to the release of small amounts of material to 
the environment. 


 


                                                           
    1 criticality control is a matter of preventing the accumulation of sufficient nuclear material (a critical 


mass) in adverse geometry (near spherical), possibly exacerbated by the presence of moderators and 
reflectors (e.g. water).   
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10. Overall therefore the design, commissioning and operation of the kind of processes 
and equipment described above would demand expertise and skills across a range of scientific 
and engineering disciplines.  Although the basic science and technology involved is widely 
reported in the open literature - and its deployment could, in principle, be within the reach of 
personnel with relevant scientific training and industrial and/or R&D experience – performing 
all the operations successfully and safely would be a considerable undertaking. 
 
11. So far as time requirements are concerned, the knowledge now openly available is 
such that it is conceivable that the necessary process/plant equipment could be designed, built 
and commissioned in somewhat less than a year.  Estimates of the time then required for each 
stage of plutonium processing described above are shown in Table I (below), summation of 
which suggests that, in theory, the recovery of plutonium metal from an unirradiated MOX 
fuel assembly could take as little as two to four weeks (a figure that is consistent with the 
current IAEA estimate of a conversion time of the order of 1-3 weeks for plutonium in MOX - 
although it should also be recognised that were a proliferator able to operate in an 
environment which included ready access to substantial expertise supported by sufficiently 
extensive other resources, even this could be shortened). 
 
Table I – Estimated Timescales for the Processing of MOX Fuel to Produce Plutonium 
Metal 
 
Possible Process Stages (assuming input 
which includes 1 Significant Quantity of 
plutonium) 
 


 
Time (days – assuming that the necessary 


facilities, materials and equipment are 
available and operate immediately at 


optimum efficiency)  
 


remove fuel pins (~100) from the fuel 
assembly and pellets from these pins  


1.5 – 5 


crush pellets    0.5 – 1 
dissolve MOX (in solid solution form) 2 – 3 
Separate plutonium from uranium (nitrate) - 
by precipitation (repeated)2   


3 – 4 


Precipitate plutonium oxalate 1 – 2 
Ignite oxalate to PuO2  1 – 2 
Fluorinate PuO2 to PuF4 1 – 4 
Reduction 2 – 4 
Metal casting 1.5 – 3 
 
12. These timings and their simple summation do however include a number of major 
assumptions, for example: 
 
- that sufficient nuclear material input (including one significant quantity of plutonium) is 


available, i.e. the material has been successfully diverted and transported to the undeclared 
processing facility (activities which might take some time, e.g. depending on whether or 
not the undeclared processing facility was co-located with the declared location of the 
MOX fuel assembly); 


 


                                                           
    2  it is estimated that alternative separation processes (e.g. solvent extraction) would take significantly 


more time. 







- that the necessary plant and equipment is available, suitably tested, and that all this 
equipment operates successfully first time; and 


 
- that the undeclared plant has, for example, chemical separation and finishing stages which 


are of a sufficient scale, and/or sufficiently replicated, to produce about 1kg plutonium 
oxide per day (i.e. to process in the region of 12kg MOX each day, assuming the 
plutonium content of the MOX is about 8%), a figure which equates to an annual process 
throughput of several tonnes of heavy metal – and is therefore not trivial. 


 
13. Such straightforward summation would also be at odds with experiences in the nuclear 
industry and elsewhere.  Difficulties with the operation of equipment and processes are not 
unknown3: indeed it is likely that almost any bulk chemical process (however simple the basic 
chemistry) will run into unexpected snags during its initial operation.  A more realistic 
scenario might reasonably be expected to involve a somewhat longer process – perhaps to the 
extent of doubling the time needed.  
 
14.  The possible implications of these assumptions and the resulting timelines with respect 
to the formulation of IS approaches in States where the Agency is successfully applying the 
measures of the Additional Protocol are considered further below. 
 
Possible Process Indicators and Detectability 
 
15. As is evident from the preceding section, possible indicators of processing to produce 


plutonium metal can be divided into two basic categories.  First there are the equipment, 
material and personnel resources required to support the process (i.e. input) and secondly 
the outputs from the process (e.g. releases to the environment of radioactive and/or other 
contaminants).  Many of the possible indicators that fall into the first category are 
equipment or materials that are used outwith the nuclear industry (e.g. in pharmaceutical 
and related biochemical research, the semi-conductor and metallurgical industries).  It is not 
possible to describe any of the process requirements as both an outstanding indicator and 
essential to the process.  However, the more specialist requirements in respect of which the 
scope for a plausible non-nuclear ‘cover’ is more limited, and which could therefore be 
regarded as better indicators of possible plutonium processing, include the corrosion 
resistant alloys used in construction of equipment for the hydro-fluorination of plutonium 
oxide, the specialist calorimeters required for the thermite reduction process and some of 
the materials and equipment used in casting the metallic plutonium (e.g. gallium, tantalum 
crucibles or graphite moulds). Plant commissioning activities with uranium may also 
provide indicators (particularly if the uranium has been diverted). And evidence of the 
(re)deployment of potentially relevant personnel (e.g. health physicists, radio-chemists, 
physicists/criticality experts, and operators with nuclear fuel cycle process experience) must 
also be considered as a possible indicator.  


 


                                                           
    3 for example, the thermite reduction of plutonium fluoride can, and has been known to, be incomplete 


and result not in plutonium metal and calcium slag, but in a heterogeneous mess - from which recovery 
of plutonium would require re-dissolution, precipitation etc, and the success of each of the chemical 
processing steps, in terms of product yield and purity, will be very much dependent on achieving the 
correct reaction conditions. 
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16. The presence of indicators in the second category, i.e. environmental evidence of 
processing, would be a function of, amongst other things, the scale of operations and the 
extent of efforts to control releases (i.e. the kind of abatement measures mentioned above).  
However, as noted above, such releases are likely to be limited, especially where the 
operations concerned are on a relatively small scale. 


 
17. Regarding detectability, the measures of the additional protocol are primarily intended 
to increase the Agency’s capability to detect indicators of possible undeclared nuclear 
activities.  In general terms, a State where a protocol was being implemented but which was 
nevertheless intent on undertaking undeclared processing of the kind outlined above would 
have to do so against the background of: 
 


its provision to the Secretariat of detailed declarations on its nuclear fuel cycle-related 
activities; 
 
the Secretariat’s evaluation of both these declarations and other available information 
relevant to them; and also  
 
the Secretariat’s use of complementary access, in particular in pursuit of 
inconsistencies and questions arising this evaluation.   


 
Protocol measures which relate more specifically to undeclared plutonium processing include, 
for example, the requirement that States report on the relevant R&D activities, on the 
manufacture of criticality safe tanks and vessels, and the export/import (on request) of 
equipment both for plutonium processing and for its conversion to metallic component form – 
and the accompanying provisions for complementary access, both at declared nuclear sites 
and, given cause, elsewhere in the State  
 
18. Overall, the Secretariat is expected to draw a conclusion relating to the absence or 
otherwise of undeclared activities in a State where an additional protocol is successfully 
implemented.  Within this, it is recognised that implementation of additional protocol 
measures will provide the Secretariat with a significant capability to detect undeclared 
activities at or near declared nuclear sites.  Given such a capability it would seem unlikely that 
the totality of plutonium processing activities described above could go un-remarked and 
undetected were they undertaken at a declared site.  Equally, it is also acknowledged that, 
even with implementation of the additional protocol, detection of undeclared activities 
(plutonium processing or otherwise) elsewhere in a State will be more difficult - just how 
much so remains a matter of considerable debate and is, ultimately, a matter of judgement.  
Once again however the totality of the processing which would be involved in the undeclared 
production of metallic plutonium must be borne in mind.  Although there is no single process 
stage which can be said to pose potentially insurmountable technical difficulties and/or 
provide an unambiguous indicator of undeclared activities, for a proliferator’s activities to 
remain undetected, each one of the stages must be designed, built, commissioned and then 
operated successfully without the release and identification of a sufficient accumulation of 
indicators.  Whilst individually inconclusive, such indicators when taken together could 
prompt interest, investigation and possibly eventual detection.  Put another way, an undetected 
whole on a scale capable of successful processing of sufficient MOX fuel to yield a significant 
quantity of plutonium in a 2-4 week time-scale will pose more of a challenge than simply the 
sum of its parts. 







Possible Implications for IS 
  
19. The analysis above suggests that the time required for processing MOX fuel to obtain 
plutonium in metallic form could be as little as 2-4 weeks – an outcome which is very much 
consistent with existing estimates of conversion time for such material.  It is however also 
clear from the analysis that this estimate of conversion time is based on conservative 
assumptions about the processing plant concerned; that it has been designed and built without 
detection, that plant testing and commissioning either does not take place or is also performed 
without detection, and that the plant as a whole then operates immediately at optimum 
efficiency.   
 
20. The key issue for the development of IS (specifically for MOX fuel, but also more 
generally) is whether and/or to what extent it is reasonable for judgements on the timeliness-
related component of future IS approaches to be based largely on multiple pessimistic (or 
worst case) estimates and assumptions of the time required for a proliferator to succeed and 
also remain undetected in a given set of actions.  A shift of emphasis - recognition that the 
‘credible worst case scenario’ for the clandestine recovery of metallic plutonium is at one end 
of a spectrum of possible outcomes – is, as noted in the introduction to this paper, already 
evident in IS proposals for irradiated fuel.  These approaches are characterised as involving a 
relaxation in the timeliness goal, but retain a capability to detect diversion within this 12 
month goal (i.e. recognising that even with implementation of the additional protocol, there 
cannot be an absolute guarantee that the Agency will detect all undeclared processing).  In 
other words, it is acknowledged that as the ability to detect undeclared activities increases, 
there can be less reliance on the timely detection of diversion of declared material, i.e. that the 
IS approach to timeliness should better reflect the spectrum of possible conversion scenarios 
rather than fixing on a single point at one end of that spectrum.  
 
21. It is perhaps also worth recalling that even current timeliness goals are not based solely 
on estimates of the time required to convert the material concerned into the metallic 
components of a nuclear explosive device, but also take account of non-technical factors such 
as the practicability of performing routine inspections at the frequency that rigid such linkage 
would demand.  Thus, for example, the estimated conversion time for MOX and other 
mixtures containing unirradiated plutonium is ‘of the order of weeks’ – because, as described 
above, the production of truly ‘direct-use’ material from it would require non-trivial 
processing.  In contrast, the estimated conversion time for plutonium metal is ‘of the order of 
days’, but the current timeliness goal for both types of material is set at 1 month. 
 
22. In drawing these considerations together it has been suggested that the timeliness-
related elements of future IS approaches could be characterised in a number of ways.  For 
example, one option would be to change the timeliness goal from 1 month to 3, but include a 
capability to detect diversion at shorter times (i.e. akin to the way the IS approach for 
irradiated fuel has been described).  Another option would be to define the timeliness goal in 
terms of an ‘average time to detection’, based on a given number of randomised inspections, 
of say 3 months - or a ‘range of timeliness’ of say 2 weeks to 3 months, with increasing 
probability of detecting diversion over that range.  
 
23. Ultimately however, what is more important than how the regime is described is the 
way that safeguards measures for the timely detection of diversion are implemented in 
practice – and thus the assurance that this implementation yields.  It is our view that, where 
the implementation of the Additional Protocol provides credible assurance of the absence of 
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undeclared activities, a regime involving three to five interim inspections per year and which 
included an element of randomisation would be reasonable for unirradiated MOX fuel 
assemblies.  There are a number of options which could be considered, for example, 3 (or 
more) interim inspections per year, all performed at random or alternatively perhaps interim 
inspections at set intervals (either three or four months) but supplemented by 1 or 2 
randomised interim inspections.  As is the case with irradiated fuel however, the capability of 
detecting diversion at times shorter than a nominal timeliness goal of 3 months should be an 
important part of the IS approach for MOX fuel. 
 
24. Whilst inspection frequencies are one aspect of an IS approach, the activities 
performed during these inspections are another.  The assumption underlying the possible 
interim inspection regimes outlined above is that these inspections will deliver the same 
chance of detecting MOX fuel diversion as is provided by current inspections for timeliness 
purposes.  This in turn implies that the inspections will comprise the same timeliness-related 
activities as are performed at present, i.e. that comparable C/S measures are applied to MOX 
fuel receipt, storage and core transfers or there is provision for re-measurement of MOX fuel 
(although this is understood to be a somewhat less practicable proposition – at least where 
reactor locations are concerned).  It is however for consideration whether the increased 
confidence provided by full implementation of additional protocol measures could allow for 
modification of the detail of these activities. 
 
25. In any case, the combination of inspection measures that is most effective and efficient 
will depend on circumstances at the particular facilities concerned.  For example, factors such 
as: 
 
- the availability of suitable C/S equipment (e.g. the scope for remote access to retrieve and 


review data from surveillance and other C/S equipment, and the recording capacity for 
surveillance data); 


- the practicability and utility (i.e. with respect to specific diversion scenarios) of short or 
no-notice inspections; 


- likely limitations in terms of being able to re-measure MOX fuel at a reactor facility.    
 
26. In conclusion, IS provides an opportunity to develop safeguards approaches which 
could perhaps be described as more ‘sophisticated’ than those used hitherto, in better 
addressing (and matching verification effort against) the full range of possible diversion and 
undeclared processing scenarios.  More specifically, the climate of successful implementation 
of the additional protocol would allow for re-assessment of the safeguards measures applied to 
MOX fuel, suitably constructed IS approaches for which should include some (albeit limited) 
capability of detecting diversion within even the worst case conversion scenario described in 
this paper.  An important aspect of these and other IS approaches is the widespread 
recognition that their implementation and evaluation (e.g. in the resolution of inconclusive 
results from surveillance equipment) will demand still greater use of qualitative information 
with associated judgement.  Key to allowing for and encouraging such use of judgement will 
be the development of suitably flexible (i.e. less mechanistic) guidelines for IS activities.  As 
suggested above, such so-called ‘performance-based safeguards criteria’ could, for MOX fuel, 
provide for a degree of latitude in exactly how verification is performed, but with the over-
riding requirement that the objective must be demonstrable confidence in the absence of 
diversion (i.e. ‘credible assurance’).  
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Abstract 
 
In order to contribute to the strengthened safeguards system based on the Program 93+2 of the 
IAEA, Japan Atomic Energy Research Institute (JAERI) has been developing analytical 
technology for ultra-trace amounts of nuclear materials in environmental samples, and 
constructed the CLEAR facility (Clean Laboratory for Environmental Analysis and Research). 
The construction of CLEAR was completed in December 2000, followed by the facility 
performance tests and the installation of analytical equipment, and full operation started in June 
2001. This paper describes current status of research and development on the analytical 
technology, as well as the outline of CLEAR. 
 
1. Introduction 
 
In the JAERI, a program to establish the environmental sample analysis techniques for the 
strengthened safeguards system based on the Program 93+2 of the IAEA has been carried out 
since the middle of the Japanese fiscal year (JFY) 1996 [1-15] under the auspices of the Science 
and Technology Agency of Japan (STA), which was reorganized, in January 2001, into the  
Ministry of Education, Culture, Sports, Science and Technology (MEXT). 
 
Table 1 shows the schedule of the program. At the early stage, technical issues necessary for 
construction and operation of a clean laboratory was investigated through literature survey and 


TABLE 1. Schedule of the JAERI Program (in the Japanese fiscal year) 
 


 1996 1997 1998 1999 2000 2001 2002 2003- 


           1. Survey and investigation 
          


2. Preparation of the CLEAR facility           


           Design 
                     Construction 
                     Equipment installation 
                     Operation 
          


3. Development of the techniques     (Preliminary exam.) (Phase I) (Phase II) 


             Sample screening 
                      Bulk analysis  
                      Particle analysis  
            


 







 
 


FIG. 1. The CLEAR facility 


on-the-spot inspection at analytical laboratories equipped with clean facility. The design of the 
clean chemistry laboratory (the CLEAR facility: Clean Laboratory for Environmental Analysis 
and Research) was fixed in JFY 1998. The construction of CLEAR was started at the JAERI 
Tokai site in JFY 1999 and was completed in December 2000 (see FIG. 1).  
 
Before the completion of CLEAR, the preliminary examination of the analytical techniques for 
ultra-trace amounts of nuclear materials in environmental samples had been carried out at 
existing laboratories in the following fields: screening, bulk analysis and particle analysis. 
From June 2001, the place of the R&D works was moved to CLEAR. The first phase of the 
program continues until March 2003. During this period, essential technology for ultra-trace 
analysis for uranium and plutonium will be established with sufficient sensitivity and accuracy 
for the environmental sample analysis. The JAERI will contribute to the strengthened 
safeguards system of IAEA by joining the community of Network Analytical Laboratories as 
the first member from Asian area, as well as (contribute) to the domestic environmental sample 
analysis. 


 
2. DEVELOPMENT OF THE ANALYTICAL TECHNIQUES 
 
A flow diagram of safeguards environmental sample analysis is shown in FIG. 2. 
 
2.1. Screening technique 
 
Screening aims at estimating, by non-destructive analysis, the amounts of nuclear materials in 
environmental samples to be introduced into the clean rooms, and is the first step to avoid 
cross-contamination among the samples and contamination of the clean rooms themselves. For 
this purpose various kind of radiation spectrometry has been examined.  
 
HPGe detectors are often used but they are not efficient for screening because photo-peaks of 
actinides’ γ-rays (mostly below 200 keV) are severely interfered by Compton continuum of 
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FIG. 2. Flow diagram of safeguards environmental sample analysis 
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FIG. 3. Background γ-ray spectrum obtained by Compton suppression technique 
 


γ-rays from fission products etc. in the samples. For suppressing Compton scattering signals 
with energy less than several hundred keV, the feasibility of planar HPGe-LEPS and “short” 
coaxial low-energy HPGe detectors which were symmetrically surrounded with NaI(Tl) 
Compton-suppressing detector was examined. Figure 3 shows a typical background γ-ray 
spectrum with 16-day acquisition, where sufficient reduction in background level was 
demonstrated.  
 
Another technique in examination is imaging-plate method, which is a kind of autoradiography 
and suitable for determination of radioactive-particle distribution in the samples as well as for 
semi-quantitative determination. As a preliminary examination with β-ray (K-40), the linearity 
was obtained in the range of 0.01 - 0.2 Bq. The experiment with α-ray (Sm-147) suggested the 
detection limit of 0.01 Bq, which was equivalent to 2 µg of natural uranium.  


 
2.2. Bulk analysis 
 
As for the bulk analysis, efforts are temporally made on uranium in swipe samples. Preliminary 
examination for optimization of sample pre-treatment conditions is in progress. At present, four 
methods: 1) leaching with nitric acid, 2) dry ashing, 3) low-temperature plasma ashing, and 4) 
acid digestion have been examined from the view points of uranium blank, cross-contamination, 







 
 


FIG..4. Uranium blank in Tex Wipe TX-304 


 
 


FIG. 5. Glassy carbon mount compatible among TXRF, EPMA and SIMS 


chemical yield and manipulation condition in a clean laboratory.  
 
For the isotopic ratio measurement, performance of inductively-coupled plasma mass 
spectrometry (ICP-MS) is mainly examined because sample preparation for ICP-MS is simpler 
than that for thermal ionization mass spectrometry (TIMS). Interference of polyatomic ion, 
PtAr+, on the uranium ions and mass bias caused by ICP-MS operating conditions  are being 
investigated for precise measurement of uranium isotope ratio.  
 
It was found by our preliminary measurements (see FIG. 4) that the swipe material (TexWipe 
TX-304, usually used by the IAEA) contains non-negligible uranium blank with large deviation 
(2-6 ng/sheet). This would introduce significant uncertainty in the analysis, therefore, study on 
selective recovery of uranium particles from the swipe matrix is sought. Otherwise, alternative 
swipe materials with less uranium blank would be preferable.  


2.3. Particle analysis 
 
The analytical technology for individual particles in the environmental samples is an important 
issue to develop. Works are continued with total reflection X-ray fluorescence spectrometry 
(TXRF) for screening, electron-probe microanalysis (EPMA) for elemental composition and 
morphology of each particle, and secondary ion mass spectrometry (SIMS) for isotopic ratio 
measurement.  







101


102


103


104


105


106


238236234


235U+


238U+


Mass (amu)


In
te


ns
ity


2 µm


101


102


103


104


105


106


238236234


235U+


238U+


Mass (amu)


In
te


ns
ity


2 µm


 
 


FIG. 7. Uranium particle and its mass spectrum obtained by SIMS 
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FIG. 6. TXRF spectrum of the swipe sample taken from a laboratory in JAERI 


(U: 15.6 ng, Detection limit: 0.4 ng) 


 
A special mount (see FIG. 5) made of glassy carbon was designed in order that the mount could 
be commonly used among the three apparatuses. The detection limit of uranium in particle 
screening by TXRF was achieved to 0.4 ng (see FIG. 6).  
 


At present, isotope ratio of uranium particle with the diameter of several µm was measured (see 
FIG. 7). By combination of TXRF, EPMA and SIMS, the throughput for analysis on uranium 
particle of 1 µm was one swipe per day, which is to be increased by improvement of the 
technique for particle mapping. 


 
3. OUTLINE OF THE CLEAR FACILITY 
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FIG. 8. Analytical building layout


 
The overview of CLEAR is shown in FIG. 1. The facility consists of the analytical building and 
the administration building. The former is divided into the following three areas: clean 
laboratory area, general laboratory area and support area. The general laboratories are used for 
screening, pre-treatment of environmental samples and so on. The support area has machine 
rooms (hot and cold) and an electricity room. The clean laboratory area is farther divided into 
the chemical treatment area (class 100, defined by Fed. Std. 209 E), the instrumental analysis 
area (class 1,000 and 10,000) and the service area (see FIG. 8).  


 
Chemical treatments, such as sample pre-treatment, separation, purification and reagent 
preparation, are conducted in the chemical treatment area (215 m2). Analytical equipment for 
isotope ratio and radioactivity measurement is installed in the instrumental analysis area (480 
m2). Utility machinery for the equipment is allocated in the service area. Most of the clean 
rooms were equipped with clean fume-exhausted hoods and clean work benches. The hoods 
were specially designed ones that prevented the room-air blowing onto the working surface of 
the hood. Prior to the installation of analytical equipment, the facility performance tests were 
carried out and satisfactory results, e.g., class 10 on working surfaces of the clean hoods and 
benches were achieved. 
 
The clean laboratory area and the hot machine room were zoned for the radiation controlled 
area, because very minute amounts of nuclear materials, e.g., about 10 ng per sample for 
uranium and about 1 ng per sample for plutonium, are to be used as spike, mass calibration and 
reference. For confinement of radioactive materials within the area, the pressure in the service 
area is kept lower than the outer environment.  
 
The materials used for clean room structure were carefully selected in order that they might not 
corrode with strong acids, such as hydrochloric acid, perchloric acid and hydrofluoric acid, and 
if necessary, metallic surfaces were coated with corrosion-resistant resin.  







 
4. COLLABORATION WITH IAEA, DOE AND EURATOM 
 
Under the framework of Japan Support Program for Agency Safeguards (JASPAS), a task 
concerning the Qualification of IAEA’s Environmental Network Laboratories has been 
undertaken since October 1999. Some test samples offered by the IAEA were analyzed at the 
JAERI with EPMA and SIMS. 
 
Under a specific memorandum of agreement between the JAERI and the DOE concerning 
research and development of safeguards, a part of this program has been carried out  since 1997. 
Protocols  for the general clean laboratory operation and system performance tests were jointly 
established in 2000. The task has recently concentrated on quality assurance and quality control 
measures. In addition, on-site reviews on CLEAR from the viewpoint of QA/QC by DOE 
experts are scheduled for 2001 and 2002. 
 
Under an agreement between the JAERI and the EURATOM in the field of nuclear materials 
research and development, both researchers have exchanged the information on research and 
development of trace analysis techniques. The JAERI participated in the IRMM Nuclear 
Signature Interlaboratory Measurement Evaluation Programme (NUSIMEP-2: uranium) and 
demonstrated its ability to measure isotopic composition of trace-amount uranium in solution 
samples. For particle analysis, the JAERI will take part in SIMS round-robin exercise organized 
by the ITU. 
 
5. SUMMARY 
 
The JAERI has been developing analytical technology for ultra-trace amounts of nuclear 
materials in environmental samples at existing laboratories since 1998. Construction of 
CLEAR was completed in December 2000 and its operation started in June 2001. The place of 
the R&D was, thereafter, moved to CLEAR and works is in progress with a target to attain the 
qualification of IAEA’s Environmental Network Laboratories by March 2003. International 
collaboration, especially with the IAEA, the DOE and the EURATOM, is indispensable for 
promoting this program. CLEAR and the techniques to be developed will be also used for the 
CTBT verification and for basic research and development of environmental sciences. 
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Abstract 
 
Within the framework of the Trilateral Initiative, technical challenges have arisen due to the potential of 
the International Atomic Energy Agency (IAEA) monitoring fissile material with classified 
characteristics, as well as the IAEA using facility- or host country-supplied monitoring equipment. In 
monitoring material with classified characteristics, it is recognized that the host country needs to assure 
that classified information is not made available to the IAEA inspectors. Thus, any monitoring equipment 
used to monitor material with classified characteristics has to contain information security capabilities, 
such as information barriers. Conversely, in using host country-supplied monitoring equipment to monitor 
material, the IAEA has to have confidence that the information provided by the equipment is genuine and 
can be used to fulfill its obligation to derive conclusions based on independent verification measures. Thus 
the IAEA needs to go through the process of authenticating the monitoring equipment. In the same way 
the host country needs to go through the process to assure itself that the monitoring equipment integrated 
with an information barrier will not divulge any classified information about an inspected sensitive item. 
To a large extent both processes require identical measures, but partially also may conflict with one 
another. The fact that monitoring equipment needs to exhibit information security capabilities throughout 
its life cycle while, at the same time, be capable of being authenticated necessitates the need for creative 
technical approaches to be pursued.  
 
 
1. INTRODUCTION 
 
The United States, the Russian Federation, and the International Atomic Energy Agency (IAEA) 
undertook the Trilateral Initiative in September 1996 to investigate technical, legal and financial issues 
associated with IAEA verification of weapon-origin fissile material [1]. According to the Draft Model 
Verification Agreement it is the goal of IAEA verification to confirm that material subject to the 
Agreement conforms to the State’s declarations and remains accounted for under the Agreement. A Joint 
Working Group was established to carry out the investigations. An important requirement for the 
verification of material with classified characteristics is the restriction of IAEA access to classified 
weapon design information. This requirement is derived directly from Article 1 of the Treaty on the Non-
Proliferation of Nuclear Weapons (NPT) [2]. It obliges the State not to provide to any recipient any 
information that the State considers classified due to its relationship to nuclear weapons. Vice versa the 
IAEA would not wish to have access to any such information. Technical experts from the three parties 
involved made significant progress in the elaboration of the general technical requirements for “Attribute 
Verification Systems with Information Barriers for Plutonium with Classified Characteristics utilizing 
Neutron Multiplicity Counting and High-Resolution Gamma-ray Spectrometry (AVNG)” [3,4], and the 
general technical requirements for “Inventory Monitoring Systems (IMS) for Facilities Storing Fissile 
Material with and without Classified Characteristics” [5].  







It is a common understanding within the Joint Trilateral Initiative Working Group, especially for 
information security reasons, that equipment used for verification of material with classified 
characteristics by the IAEA will most likely be produced and certified by the host State. This is 
particularly true for attribute measurement systems.   
 
The requirement for information security and its certification by the host State, the fact that the equipment 
used for verification may not be owned by the IAEA, and that the host State may even refuse direct access 
to the equipment for authentication purposes when in use, results in a significant complexity of the 
authentication issue. Regardless of such possible restrictions, the IAEA for its part must implement 
credible verification resulting in the ability to draw independent conclusions. For this purpose the IAEA 
has to assure that genuine information is obtained while using equipment which is not under its control. 
Meeting both requirements is an essential task for the Trilateral Initiative. 
 
 
2. FUNDAMENTAL ASPECTS OF INORMATION SECURITY AND ITS CERTIFICATION 
 
Within the framework of the Trilateral Initiative, particular parameters of the fissile material are important 
to the IAEA in verifying the States declarations, for example, "the presence of plutonium", "the presence 
of weapons-grade plutonium", and "the mass of the plutonium" [6]. To ascertain such parameters involves 
the acquisition of radiation measurements that might be classified, such as radiation spectra. In some 
cases, such as mass, the parameter itself might be classified.      
 
Non-destructive analysis techniques based on radiation measurements are a requisite to gaining 
information on the parameters to allow independent conclusions to be made by the IAEA. Such techniques 
under consideration are low- and high-resolution gamma-ray detection and neutron multiplicity counting. 
 
From the point of view of the State's national security, the general issue is the protection of the classified 
information. 
 
Information security in this context is the process of assuring that any classified information about an 
inspected sensitive item will be protected from unauthorized access. 
 
Information security is accomplished through relevant organizational and technical measures. 
 
As a technical measure the concept of Information Barriers was developed by the technical experts and 
adopted as most promising. In essence, this concept consists of using hardware and software to restrict the 
information provided to the IAEA by denying access to any classified data [4]. 
 
Certification in this context is the process by which the host State assures itself that an inspection system 
integrated with an information barrier will not divulge any classified information about an inspected 
sensitive item to the IAEA. Certification includes all processes required for the host to allow operation of 
the system within its facility [7]. 
 
Consequently certification is a significant part of information security. It can be split again into the 
examination of the type of the inspection system and into the examination of the equipment to be installed 
in a facility.  
 
For equipment to be placed in a nuclear facility, certification of that equipment, from a safety perspective, 
is normally accomplished. In the same way, certification of equipment from the perspective of secure 
information needs to be done. During certification both hardware and software need to be examined. This 
requires investigation of the system model and all documentation, including the description of software 
codes. This process applies to all sensors/detectors, data processing, and data transmission. In addition, 







access to the source of the classified information needs to be protected against clandestine information 
gathering. In meeting these requirements there is doubtless advantage in having the State be responsible 
for the engineering of such a system. 
 
Finally, before installation and use the system/equipment has to be examined for conformity with the 
certified sample/prototype of equipment or technical standards. 
 
Once this process has been completed, an inspection system can be used in a nuclear facility for the stated 
purpose. Issues then arise regarding the interface of an inspecting agency with the equipment. From the 
perspective of the State, the preferred approach is for the facility operator to be the sole interface to the 
equipment, with the inspecting party having oversight only. The issue of access to equipment and the 
inspector interface with equipment must be defined in protocols (administrative controls) that are 
evaluated as the equipment is certified. 
 
3. FUNDAMENTAL ASPECTS OF AUTHENTICATION 
 
Even before the Trilateral Initiative investigation into the verification of classified materials the 
development and implementation of unattended verification systems in safeguards raised the question of 
authentication. Meanwhile “Authentication” is a familiar quotation in the safeguards community and 
significant progress has been made especially in the field of electronic seals and surveillance equipment.  
 
However, when asking what authentication means in terms of a process, it is not so easy to reach a 
common understanding. On the occasion of an IAEA Consultants’ Meeting in 1991 the consultants arrived 
at the following definition: 
 


Authentication is the process of assuring that genuine information is obtained for 
safeguards purposes using equipment for which the IAEA lacks sufficient control or 
knowledge [8]. 
 


In this sense authentication is an essential prerequisite for the IAEA to fulfill its obligation to derive 
conclusions based on independent verification measures when using equipment which the operator has 
supplied or to which the operator has access. To get genuine, falsification-proof data, in principle two 
basic strategies for the IAEA are possible: 
-    Protection of equipment against tampering and/or indication of any tampering with 
      the equipment; and  
- Authentication of data by using a recognition code/electronic signature and/or encryption. 
 
In addition, the ability to sample the items under verification to inspect and assure the correctness of the 
item can contribute to the authentication process. In IAEA safeguards, most often a combination of the 
strategies is applied. 
 
Authentication of a measurement system with a detector/sensor, with data processing and with data 
transmission means the certainty that the measurement results obtained by the inspector for verification 
purposes are generated in accordance with the specification and give a true representation of the object. 
From this one can deduce that the function of the detector and its characteristics, once initially tested and 
accepted, must remain unchanged. To make this provable for inspectors the detector and those 
components relevant for its function, therefore, must be physically protected, and direct access to “state of 
health data” including the signals from integrated “normalization sources” should be possible outside the 
information barrier. 
 







More problematic is the authentication of the data processing part of the system, behind the information 
barrier. It may be already doubted that somebody who has no direct access to production data of its 
components can validate such a complex system without destroying it. Authentication, as a continuous 
requirement, becomes even more problematic when the system is once in use and any access, especially to 
components behind the information barrier becomes, for information security reasons, impossible. The 
consequence is that the data processing function can be tested only by observing its results. One 
possibility is the regular but predictable use of NDA standards with known results. First and foremost a 
commissioning and functional test program needs to be established in order to check whether the 
performance of the system meets the given specification. Such a commissioning and functional test 
program may include the use of test data packages. In the case of a radiometric measurement system the 
test program also includes the use of specially prepared calibration standards. For the preparation of such 
reference materials and standards the following essential requirements are to be kept: 
 
- The standards used for authentication must be accepted by the IAEA based on independent destructive 


analysis conducted under IAEA supervision. 
- The standards must be representative of the material being measured and cover the expected range of 


material content. 
- The standards must remain under uninterrupted IAEA Containment & Surveillance (C/S) measures. 
 
Once the data processing part of a system is authenticated, for later routine use the system or the relevant 
parts of the system must be protected again by C/S measures against tampering. [In addition inspectors 
may want to use their own tamper protected software copy.] Note: How software is handled/controlled 
and what software may be used will be part of the certification process.  
 
Another open issue is the usual requirement by the IAEA that a vulnerability assessment of the 
authenticated system be carried out by a third party. The main reason for bringing in a third party is to 
increase the “credibility” of the authentication measures taken by the IAEA by using also independent 
resources and recognized expertise. In doing so, the information security issue will be once more of 
greatest importance. One solution could be that the vulnerability assessment might be done by an 
acceptable institution of the other State concerned. The real need for bringing in a “third party” at last has 
to be assessed under the aspect of additional gains in the context of transparency and confidence built by 
the States concerned.  
 
Finally, authentication is not merely a single activity. It remains a permanent requirement and an on- 
going process throughout the life cycle of the equipment. Especially after maintenance activities with 
intrusion on C/S measures, re-authentication becomes essential. 
 
 
4. AUTHENTICATION AND INFORMATION SECURITY IN THE REALITY OF THE STORAGE 


OF MATERIALS WITH CLASSIFIED CHARACTERISTICS 
 
Information Security and Authentication are not restricted to just the instruments used for verification. 
They cover the whole process of verification; beginning with the object (signal source) to be verified 
followed by the appropriate sensor/detector, data transmission, and data processing and data 
recording/evaluation.   
 
Object/Signal Source 
Concerns of Information Security on the signal source are a high priority for the State. The radiation 
emitted from the source contains the information, which needs to be protected. Thus operational 
procedures need to be established to restrict the use of equipment to only that which has been basically 
certified and tested. On the other hand, when using radiometric measurements for verification, 
authentication of the object/signal source also assures that the object presented is the object declared 







regarding the identity and integrity and not always the same radiation source presented in different 
containers. In the case of material with classified characteristics it will not be possible to get an 
unequivocal “finger print” of the signal source, only the attributes for the acceptance of that source under 
the Agreement can be verified. The proof of an unchanged identity and integrity of the signal source can 
be furnished therefore only via the storage container. From this, having the verification goal in mind, one 
can deduce the need for a falsification-proof identification number of the storage container and the need to 
exclude or detect any undeclared change of its content once it is recorded and accepted as submitted to the 
Agreement. The latter, however, could be achieved by quite different measures: by “design verification” 
of the container and sealing, by continuous observation of an individual container after verification, or by 
the exclusion of any manipulation possibility with the content during storage via design information 
verification supported by extensive surveillance. 
 
Sensor/Detector 
Authentication of the sensor/detector not only means that the signals produced are coming from the 
sensor/detector as they should, but also that the functioning and characteristics of the detector remain 
unchanged. These requirements may be achieved by using a tamper resistant or tamper indicating 
enclosure for the detector/sensor. The functioning, characteristics and efficiency of the detector/sensor are 
checked by test signals and integrated “normalization sources”. In addition, self-testing and malfunction 
recording techniques may be implemented. On the other hand, information security as a process must 
assure the protection of the signals produced by the sensor/detector and, in connection with authentication, 
that there is no impact or influence on information security caused with the implementation of the above 
authentication features. The application of technologies to reduce or resist the transfer of electromagnetic 
signals may also be necessary. 
 
Data Processing 
The hardware and software determine the data processing part of a system. Consequently authentication of 
data processing starts with the examination of the complete system’s documentation as well as the 
validation/evaluation of the relevant hardware components and the operating and application software 
including the use of test data. This also applies to certification. The crucial issue for both authentication 
and certification is that the software processes the signals from the sensor/detector as specified and that 
there are no hidden features in the system to pass erroneous information [7]. The regular but “predictable” 
measurement/re-measurement of specially prepared calibration standards, as part of the authentication 
process, and the use of test data packages means testing the overall function of the system over its results. 
To exclude for such tests the possibility of hidden features one has to overcome the problem of the 
“predictability”. One solution might be to “embed” real data of a measurement “unpredictably” in a 
sequence of test data and to connect the identification of data sets with results after the information 
barrier. Prior to being implemented into operation for the first time, an authentication review of the 
information barrier software and hardware should be allowed; however, once operation has commenced, 
subsequent reviews will need to be negotiated. A crucial issue in this connection may be that the 
information barrier and its technique, once used for the measurement of material with classified 
characteristics, may become classified itself and therefore cannot be examined directly any more.  
 
Data Transmission 
In a verification system the detector and data processing components are often physically separated. The 
same may also apply to data processing, data recording, and data display. If this is the case, the data 
transmission needs to be authenticated amongst all components. To accept electronic data as authentic the 
following conditions must be fulfilled:  


a) The data must remain unchanged and complete when passing from the transmitter to the receiver.  
b) Data generation, transmission and receipt takes place within a specific time interval. In other 


words, data generated “in the past”, even when coming from a genuine detector/sensor are not 
valid. 


c) The data have to be issued from the genuine transmitter. 







To prove the authenticity of the data transmitted, one may either protect the transmission media against 
interference or detect and record any such interference, for example, by the application of shielding and 
C/S measures. Another possibility of data authentication is the use of electronic signatures and encryption, 
including the incorporation of date and time stamps on the data.  
 
Information security is faced with the challenge of ensuring that features added to assure authentic data 
are transmitted do not allow the release of classified information. This can be a tedious effort especially if 
an information barrier is placed in a data transmission link. Signal emanations are also a concern, and 
employing shielding technologies may be necessary. 
 
Testing the basic requirements and measures for authentication, taking into account information security 
restrictions in storage of materials with classified characteristics, will be extremely difficult. If one, 
however, takes into account the separate measures, not only isolated but also as part of a process within its 
boundary conditions, the verification goal of the IAEA and the meaning of each measure within that 
process, then some alternatives and possibilities that will meet the requirements of both information 
protection and authentication, may turn out. 
 
Table 1 shows the different technical subjects within such an authentication process and possible measures 
that can be differently combined, depending on the facility design and verification approach, to achieve 
both information security and the authentication goals. 
 
 
5. CONCLUSIONS 
 
Authentication is not only an essential prerequisite for the IAEA to fulfill its obligation to derive 
conclusions based on independent verification measures, it is also essential for the implementation of a 
credible verification regime. The requirement for information security, its certification and other boundary 
conditions means a big but manageable challenge for the issue of the authentication of equipment to be 
installed and, because of that, for the design of a credible verification approach. As long as one regards 
authentication as a process of connected measures within the overall verification approach, depending on 
the facility design and other boundary conditions, solutions can be developed to satisfy both the 
requirement of the State for information security and the requirement of the IAEA for authentication. The 
first, most important, step to create awareness, is already done, but also the next step, to think in terms of 
concrete solutions, has already started. 
 
 
 
 







Subject/ 
Component 


Information Security 
Requirements 


Possible Information 
Security Measures  


Authentication 
Requirements 


Possible Authentication 
Measures* 


Object/Signal Source Integrity 
No direct access 
 


Secured enclosure 
Facility seals 
Surveillance 
Physical protection 
techniques 


Integrity 
ID number  


Certified container 
Design verification 
ID number 
Agency seals 
Surveillance 
Re-verification 


Sensor/Detector No clandestine function 
No signal emanations  
Integrity 
Unchanged settings 
No direct access 


Certification 
Exam. of equipment 
Tempest enclosure 
Facility seals 
Physical protection 
techniques 


Integrity 
Unchanged settings 


Tamper Indicating Enclosure 
State of health information 
Malfunction records 
Re-measurement of standards 


Data Processing No clandestine function 
No signal emanations 
No display of classified 
Information 
Integrity 
Unchanged settings 
No direct access 


Certification and 
examination of  
- data processing 
- hardware component 
Information barriers 
Tempest enclosures 
Physical protection 
techniques 


Hardware as specified 


Performance as specified 


Validation of  
- data processing 
- hardware components 
Evaluation of software 
Tamper indicating enclosure 
Duplicate secured software file 
Re-measurement of standards 


Data Transmission No signal emanations 
No tapping of  
transmission lines 
No direct access 


Certification 
Exam. of equipment 
Shielded cables 
Physical protection 
techniques 
Encryption 


Data has not been  
- altered 
- removed 
- or substituted 
Date and time are valid 


Application of C/S 
Electronic signatures 
Encryption 
 


* Under operational conditions any access to the measurement equipment by an Agency inspector for authentication purposes might be at least 
made more difficult or even be refused due to information security 


 
Table 1. Basic Measurements for Implementing Information Security and Authentication 
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Abstract 
 
This paper presents a project which was initiated by the Swedish Nuclear Power Inspectorate (SKI) 
and accepted by the Agency as a support program task to increase transparency and support the 
implementation of the Additional Protocol in Sweden. A general model of how such a historical 
review of a state’s non-proliferation of nuclear weapons policy have been created in order to serve as a 
guide for other countries strengthening of their safeguards system in the framework of the Additional 
Protocol. The model contains of four parts, comprising of components such as a state’s profile of 
nuclear activities and role in the non-proliferation policy, nuclear weapons research, and how to 
evaluate a state’s capability to produce nuclear weapons. 
 
 
1. INTRODUCTION 
 
How is it possible to make a review of a state’s nuclear energy activities in the past? And how is it 
possible to evaluate a state’s capability to produce nuclear weapons? The Additional Protocol 
stipulates that the states in question not only have an obligation to render accounts for current 
activities, they are also responsible to deliver information about planned future operations. But the 
Swedish Nuclear Power Inspectorate (SKI) has chosen to go a step further and also include what took 
place in the past. Although the Additional Protocol does not compel member states to carry out such 
historical reviews, SKI has decided to report openly on Swedish nuclear weapons research since 1945.  
As a consequence SKI initiated a project 1998 to carry out this historical survey. 1 The project was 
accepted by the Agency two years later as a support program task to increase transparency and support 
the implementation of the Additional Protocol in Sweden. Besides making a survey of the Swedish 
nuclear energy activities since the mid-forties, the aim is to create a general model of how to conduct 
historical reviews in order to serve as a guide for other countries strengthening of their safeguards 
systems within the framework of the Additional Protocol.  
 
In this paper, I will describe how this project was carried out which in turn hopefully can say 
something generally about how such an investigation can be designed.  
 
2. RESEARCH CONCERNING SWEDISH NUCLEAR WEAPONS: A GENERAL 
BACKGROUND 
 
To understand the nature of the Swedish nuclear related activities, and especially the Swedish plans to 
produce nuclear weapons, a short summary is needed. The Swedish plans to produce nuclear weapons, 
which was abandoned in 1968 when the Swedish government signed the NPT, was based on a dual 
purpose technology. The production of nuclear weapons should be designed as a part of the civil 
nuclear energy development. A company, AB Atomenergi (AE), was created in 1947 to deal with the 
civil industrial development. The company conducted research and built facilities such as reactors and 


                                                           
1 Jonter, Thomas, Sverige, USA och kärnenergin. Framväxten av en svensk kärnämneskontroll 1945-1995 


(Sweden, USA and nuclear energy. The emergence of Swedish nuclear materials control 1945-1995). SKI 
Report 99:21; Försvarets forskningsanstalt och planerna på svenska kärnvapen 1945-1972, SKI Rapport 
01:5(Sweden and the Bomb. The Swedish Plans to Acquire Nuclear Weapons, 1945-1972. SKI Report 01:33). 
A Third report is soon to be published, AB Atomenergi och planerna på svenska kärnvapen 1945-1972. 
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a fuel fabrication plant which also in part were designed to suit a possible future production of nuclear 
weapons. The Swedish National Defence Research Institute (FOA), who was responsible for the 
military use of nuclear energy, began with nuclear weapons research as early as 1945. Admittedly, the 
main aim of the research initiated at this time was to find out how Sweden could best protect itself 
against a nuclear weapon attack. But from the outset FOA was also interested in investigating the 
possibilities of manufacturing what was then called an atomic bomb. When, in 1954, the Commander-
in-Chief of the Swedish Armed Forces advocated Swedish nuclear weapons, this research became the 
object of political discussions and conflicts.2 Resistance to these plans began to emerge among the 
public, in parliament and even among the government, where Prime Minister Tage Erlander had been 
in favour of acquiring nuclear weapons well into the 1950s.3 Not only Sweden as a whole, but also the 
social democracy movement, was divided on the issue. For this reason, a bill was drafted which laid 
down a period for consideration. This meant that Sweden could postpone a decision on the issue. 
According to the bill, the reason for the consideration period, or freedom of action as it has also been 
called, was that research had not reached the technical level at which a decision could be taken on the 
issue.4  
 
The bill laid down that, for the time being only protection research could be done, excluding research 
aimed directly at producing nuclear weapons. Parliament passed the bill in July 1958.  
Did FOA stay within the limits of protection research as regulated by the government? Over the years, 
this question has been the subject of debate and a government report. A vital task for this project was 
to analyse whether or not FOA went beyond the defined limits. 
 
 
3. THE SWEDISH NUCLEAR ACTIVITIES PROFILE SINCE MID-FORTIES 
 
The first objective was to make a general inventory of the Swedish nuclear operations since 1945. 
How can this be done without too much time-consuming archival work? A general overlook was 
needed. And that general view was not actually reached in Sweden but in a gigantic archive across the 
Atlantic Ocean, namely the National Archives in Washington DC. The reason for this is that United 
States global nuclear energy policy since World War II was designed to prevent proliferation of 
nuclear weapons. The US administration collected extended information about all nations’ nuclear 
energy activities. The United States Atomic Energy Commission (USAEC) who was responsible for 
the nuclear trade, particularly since the “Atoms for Peace” –programme was launched in the mid-50s, 
followed every participating nation’s developments in this respect. Detailed reports were sent to 
Washington about the progress of the Swedish nuclear energy operations, especially after the mid-50s 
when Sweden started to make serious plans for a production of nuclear weapons. 
 
 
On several occasions the US archives have given detailed information on Swedish issues where the 
Swedish counterparts have been sparse. The most spectacular example is from the end of the 50s. In 
the US files I found exhaustive reports about how Swedish military, diplomats and researchers 
belonging to the military establishment started to explore the possibilities of acquiring nuclear 
weapons from United States. The Swedish archives contain hardly any information about these talks. 
There is not enough room here to explain the reason behind this silence, a not too daring guess is that 
the Swedish non-aligned policy made the officials consciously cautious when documenting sensitive 
information in foreign policy matters. It is likely that even other states, with which United States co-
operated within the nuclear energy research, have similar sensitive fields that have not been objects for 
documentation in domestic archives.  
 
The reading of reports and analysis by the State Department, CIA and USAEC gave me the general 
picture I was looking for. Through this archival research I could study organization charts of the 
                                                           
2 Alltjämt starkt försvar. ÖB-förslaget 1954 (ÖB 54). (Strong Defence Preserved. The Commander-in-Chief’s 


proposal 1954 (ÖB 54)). Kontakt med krigsmakten 1954:9-10.(Contact with the armed forces 1954:9-10) 
3 Erlander, Tage, 1955-1960, Stockholm 1976, pp 75-101. 
4 Bill 1958:110. 
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Swedish nuclear energy projects, identify key persons involved in the activities, and track dates when 
important meetings were held. This reading gave me useful information to follow up in the Swedish 
archives and above all, provided me with well-informed summaries and evaluations of the aims and 
capabilities of the Swedish nuclear developments. In this context, it is important to understand that at 
this time much of the documentation concerning nuclear weapons related research conducted by FOA 
was classified.  
  
After this general inventory, I could start the work in the Swedish archives to map-out how the nuclear 
energy projects were organized since 1945. An important task was to pin-point the government 
authorities, organizations, private companies, universities and research institutions who were involved 
in the activities and who had the authoritative power at different times. This part of the survey can be 
of much help in tracking information and documentation otherwise hard to find. 
 
Another important task was to make a list of Swedish archives which contain documentation about 
both civil and military nuclear energy activities: to show in general terms what each archive contains, 
especially in regards to nuclear materials, facilities and equipment which could be used in a production 
of nuclear weapons. It is also important to investigate whether the archives in question are open or not 
for the public or the research.  
 
A first review of the Swedish nuclear activities based on Swedish archives as well as a comparison 
with the US general picture was now possible to make. This archival research was combined with a 
study of government reports and literature about the emergence of the Swedish nuclear energy and 
nuclear weapons research. 
 
Now it was possible start to analyzing how the Swedish nuclear materials control system was 
developed over the years. This includes a list of international inspections of nuclear materials and 
nuclear facilities in Sweden. An important aim was to show how the early inspection routines were 
worked out, and how they developed later on, especially in regards to the co-operation with the US 
and the IAEA. Another important task was to check if there have existed nuclear materials which is 
not accounted for in the information handed over to the IAEA.  
 
3.1 FOA AND THE PLANS TO MANUFACTURE NUCLEAR WEAPONS 
 
Next step was to analyse FOA’s nuclear weapons research, a field that has so far not been analysed by 
historians, political scientists or other researchers. Admittedly the issue has been touched on in articles 
and studies, but then in a more general way, describing the main aspects of Swedish official policy. 
The texts were not based on a thorough review of sources relating to the activities of FOA during the 
relevant period from 1945 up to 1968, when Sweden signed the NPT.5  
The first aim of this part of the project was to investigate whether or not FOA went beyond the defined 
limits of the allowed protection research. 


                                                           
5 See for example Agrell, Willhelm, Alliansfrihet och atombomber. Kontinuitet och förändring i den svenska 


försvarsdoktrinen 1945-1982 (Non-alignment and atomic bombs. Continuity and change in the Swedish 
defence doctrine 1945-1982), Stockholm 1985; Björnerstedt, Rolf, ”Sverige i kärnvapenfrågan” (Sweden in 
the nuclear weapons issue). Försvar i nutid, 1965:5; Forssberg, Olof, Svensk kärnvapenforskning 1945-1972. 
(government report) Stockholm 1987; Fröman, Anders, ”Kärnvapenforskning” (Nuclear weapons research), 
in Försvarets forskningsanstalt (The Swedish National Defence Research Institute) 1945-1995. Stockholm 
1995, and FOA och kärnvapen – dokumentation från seminarium 16 november 1993 (FOA and nuclear 
weapons – documentation from a seminar on 16 November 1993), FOA VET om försvarsforskning (FOA 
knows about defence research) 1995; Garris, Jerome Henry, Sweden and the Spread of Nuclear Weapons. 
University of Calfornia, Los Angels, Ph. D; Jervas, Gunnar, Sverige, Norden och kärnvapnen (Sweden, the 
Nordic countries and nuclear weapons). FOA report C 10189-M3. September 1981; Larsson, Christer, 
“Historien om en den svenska atombomben”. Ny Teknik, 1985-86; Lindström, Stefan, Hela nationens 
tacksamhet: svensk forskningspolitik på atomenergiområdet 1945-1956 (The entire nations’s gratitude: 
Swedish research policy in the atomic energy field 1945-1956). Stockholm 1991; Larsson K-E, ”Kärnkraftens 
historia i Sverige” (The history of nuclear power in Sweden ), Kosmos, 1987; Larsson, Tor, ”The Swedish 
Nuclear and Non-nuclear Postures”, Storia delle relazioni internazionali 1998:1.  
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The second aim was to place Sweden’s nuclear energy research in the context of the international 
scientific discussion of nuclear weapons proliferation. In this discussion, Sweden has been regarded as 
an advanced country scientifically and in terms of nuclear technology, a country that refrained from 
making nuclear weapons even though it was considered technically capable of doing so. It has been 
generally accepted in the international discussion that Sweden reached a latent capability to begin 
concrete preparations for nuclear weapons manufacture at the end of the 1950s. But that notion is not 
based on any review of FOA’s nuclear energy activities, but on open sources.6  
The model used is described in part 4. 
 
The third aim was to follow up the way in which the nuclear weapons activities were phased out after 
Sweden signed the NPT in 1968 (in other words, how Swedish protection research developed after the 
agreement had been signed). 
 
The fourth aim was to investigate how much plutonium, uranium (natural and depleted) and heavy 
water FOA had at its disposal within the framework of the research it conducted.  
 
3.2 THE CIVIL AND MILITARY CO-OPERATION 
 
Even though the FOA study dealt with the co-operation between FOA and AE in order to make 
technical preparations for a nuclear weapons production the picture was far from clear. I could show 
what main tasks AE were responsible for within this co-operation and what reactors and other 
facilities the company had in its possession. But rather little was known about what AE did in detail 
and what consequences it had for the project as a whole. Another unsolved issue was how much heavy 
water, plutonium of weapons quality, 235U and natural and depleted uranium AE used or had in its 
possession during the period of 1945-1972. Important questions to be answered are: What laboratories, 
reactors and facilities were used for activities with nuclear material, especially with plutonium, 235U 
and heavy water, and where they were located?  


 
In addition to the archival studies, I conducted interviews with former employees at AE and FOA who 
were involved in this research. This part of the presented model can give new knowledge and 
perspectives that are hard to find in the archives. This is especially important in cases when 
documentation is lacking or is scanty. This method was of much help in the study of the co-operation 
between FOA and AE, where in some cases the documentation was not too exhaustive.  


4. THE SWEDISH ROLE AND INTERACTIONS IN THE AREA OF INTERNATIONAL NON-
PROLIFERATION 
 
In this part of the project I started to create a profile of the Swedish organisation charts which, of 
course, changed over the years. A number of essential questions could now be answered such as: 
Which departments of government have been responsible for different nuclear related matters and at 
what times? How did the safeguard systems emerge? Which companies, universities and institutions 
have been involved and to which specific areas of the nuclear related research and development have 
they contributed? 
 
Then I continued and made a list of national laws that have regulated the use of nuclear materials and 
heavy water since 1945. Essential questions are: How have the import and export regulations been 
designed since 1945? Who has had the permission to use sensitive nuclear materials and on what 
conditions? 
 
In this context, I also made a list of all the international agreements and conventions in the nuclear 
energy field which were signed and ratified by Sweden since 1945. 
  
                                                           
6 For example, Stephen M Meyer states that this happened in 1957, Meyer, Stephen  M, The Dynamics of 


Nuclear Proliferation, Chicago 1987, p 41. Meyer bases this assertion on a dissertation by Jerome Garris, 
“Sweden’s debate on the proliferation of nuclear weapons”, see p. 207, footnote 3. 
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Also a list of bilateral agreements in the nuclear energy field between Sweden and other states was 
compiled. It is also important to notice that not all co-operation necessarily went through bilateral 
(government controlled) agreements procedures. If a state used other procedures it is, of course, 
important to find documentation of this co-operation, in order to make a reliable survey. 
This part of the project also includes a list of archives that contain documents on the Swedish atomic 
energy development, both for civil and military use. 
 
5. HOW IS IT POSSIBLE TO EVALUATE A STATE’S CAPABILITY TO PRODUCE NUCLEAR 
WEAPONS? 
 
The appendix does not demand such an evaluation, but I have used a model which enable me to 
evaluate the Swedish capability. From my point of view, it is not possible to make an analysis of the 
nuclear weapons activities at FOA without such a model. I have used a model from the American 
political scientist Stephen M Meyers study The Dynamics of Nuclear proliferation. With his model I 
can define essential terms such as “nuclear weapons program” and “latent capability”.   
Why do certain states choose to take the step from latent capability to operational capability?  Meyer 
distinguishes four steps in the process from decision to finished nuclear explosive devices: 
1. A state decides to acquire latent capability to manufacture nuclear weapons; 
2. A state has reached latent capability; 
3. A state decides to manufacture nuclear weapons; 
4. A state possesses nuclear weapons. 
 
A state is regarded as having a nuclear weapons programme when the intended programme has been 
started with an aim to producing at least one nuclear explosive device per year on average for several 
years. It is immaterial whether the state in question has any plans for a weapon carrier or whether 
nuclear weapons tests are planned. 
 
In addition, a state is regarded as having achieved latent capability when it has achieved the capability 
to carry out the above nuclear weapons programme. 
But how can the latent capability of a state be measured in a more concrete sense? 
A great deal of resources is needed in order to carry out a complete nuclear weapons programme. 
Firstly, purely material resources such as steel, concrete and obviously nuclear materials are needed. 
Secondly, scientific expertise is needed. This means more than simply having sufficiently developed 
nuclear physics and nuclear chemistry available; the scientific knowledge must extend to other areas 
such as classical mechanical engineering, thermodynamics, kinetic theory and the metallic properties 
of uranium and plutonium. Thirdly, a state needs technical know how and extensive organisational 
ability to be able to design and run the programme. It will also need a developed ability to be able to 
maintain and replace parts in an efficiently functioning nuclear weapons programme.7  
Meyer divides the possible latent capability of states into three categories. 
1. For a state entirely lacking in nuclear infrastructure, and which decides to produce finished nuclear 


explosive devices, it would take up to six years from the initial experiments to produce the first 
nuclear weapon. 


2. For a state with a modest nuclear infrastructure, the goal of producing the first device could be 
achieved in two to three years. 


3. A state with an advanced nuclear infrastructure would be able to produce a finished nuclear 
explosive device within at most two years. Such a state possesses practically everything that is 
needed apart from the actual weapons factory. There are two forms of advanced capability: either 
the state has both a plutonium-producing reactor and a reprocessing plant (or a “hot cell”) or it has 
a uranium enrichment plant. In either case, the country in question has practically all the resources 
needed to start a nuclear weapons programme.8  


 


                                                           
7 Meyer, Stephen M, The Dynamics of Nuclear Proliferation, Chicago 1987. 
8 Ibid. p 37. 
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The results of my research can be summarized in mainly six conclusions. The first is dealing with the 
US nuclear weapons policy towards Sweden. The US policy is analyzed in two periods. In the first 
period, 1945-1953, the US policy towards Sweden followed the same pattern as toward the rest of 
Western Europe. The most important aim was to prevent Sweden from acquiring nuclear materials, 
technical know-how, and advanced equipment that could be used in the production of atomic weapons. 
During this period the Swedish plans to produce its own nuclear weapons were rather undeveloped. It 
was, for instance, not a debated issue among political organizations or in the media. 
  
The first priority of the US administration was to discourage the Swedes from exploiting their uranium 
deposits, especially for military purposes. In the eyes of the Swedish actors, the US policy was 
considered too restrictive. As a result of this restrictive policy, Swedish researchers developed co-
operation with other nations, especially with Great Britain and France. The first Swedish research 
reactor was actually constructed with assistance and help from Commissariat á l´Energie Atomique 
(CEA). 
 
In the next period, 1953-1960, the US policy was characterized by extended aid to the development of 
the Swedish energy programme. Through the "Atoms for Peace"-programme, the Swedish actors now 
received previously classified technical information and nuclear materials. Swedish companies and 
research centres could now buy enriched uranium and advanced equipment from the United States. 
This nuclear trade was, however, controlled by the USAEC. The American help was designed to 
prevent the Swedes from developing nuclear capability. The second Swedish reactor, located in 
Studsvik and finished 1959, was in fact constructed with American financial help and technology.  
 
From mid-50s Swedish politicians and defence experts realised that a national production of atomic 
bombs would cost much more than was supposed 4-5 years earlier. As a consequence, Swedish 
officials started to explore the possibilities of acquiring nuclear weapons from United States. The 
Swedish defence establishment assumed that event though Sweden was not a member of NATO it 
would be in the US interest that the Swedish defence was as strong as possible to deter a Soviet attack.  
The US administration reacted negatively to these Swedish plans. The US jurisdiction made it 
impossible to sell to Sweden or otherwise let the Swedes have American atomic bombs. The official 
policy was based on the Atomic Energy Act which only permitted the US government to contribute to 
other nations nuclear weapons capability if the country in question had a mutual defence agreement 
with United States. This was not the case with neutral Sweden, American officials claimed. 
 
The Swedish inquiries regarding the acquisition of American nuclear weapons did take place from 
1954 to 1960. Although the American administration adopted a negative attitude towards these 
Swedish ideas from the beginning it, nevertheless, became a dilemma for the US government. It was 
considered as a better alternative to equip the Swedish defence with US atomic bombs if the other 
option was that Sweden otherwise would produce its own nuclear weapons. In the first alternative, the 
US administration had at least control over the use of the atomic bombs. It would be harder if the 
Swedes produced their own bombs, concluded experts within the State Department. 
  
Albeit running this risk, the National Security Council (NSC) arrived at the decision in April 1960 that 
United States should not provide Sweden with nuclear warheads. It was of course in theory possible 
that the Swedes could develop a nuclear weapons programme by themselves, but it was not held likely 
by the NSC. A Swedish atomic weapons programme would cost too much for a small country like 
Sweden, the NSC concluded. Furthermore, such Swedish weapons programme would be dependent on 
American good-will and assistance, i.e. certain materials and advanced equipment had to be imported 
from United States.  
 


6. CONCLUSIONS 
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The second finding of this research project considers the extent of international inspections of nuclear 
materials and reactors in Sweden 1945-1975. From 1960 to 1972 it was only United States, through 
the Atomic Energy Commission, who carried out inspections of nuclear materials of US origins.9  
 
The third conclusion deals with the nuclear weapons research carried out by FOA and AE. FOA 
performed an extended research until 1968, when the Swedish Government signed the NPT, which 
meant the end of these production plans. Up to this date, five main investigations about the technical 
conditions were made, 1948, 1953, 1955, 1957 and 1965, which all together expanded the Swedish 
know-how to produce a bomb.  
 
Was then protection research the only research that was performed? The conclusion of this report is 
that FOA went further in its efforts to make technical and economical estimations than the defined 
programme allowed, at least in a couple of instances. The findings in this analysis support the 
assumption that it was a political game that made the Swedish Government to introduce the term 
protection research to escape criticism, while in practical terms construction research was performed 
in order to obtain technical and economical estimations for a possible production. 
 
The fourth finding of this research project is that Sweden reached latent capability to produce nuclear 
weapons in 1955. This is at least two years earlier than what is normally claimed in the international 
literature on nuclear proliferation. For example, in Stephen M Meyer’s classic study The Dynamics of 
Nuclear Proliferation, Sweden is said to have reached latent capability in 1957. Meyer’s study refers to 
another study in this respect. An analysis of the declassified documents from FOA concludes that this 
is at least two years to late. 
 
The fifth result of this project is the review of the de-commissioning of the nuclear weapons research 
in Sweden after the NPT was signed in 1968.10  
 
The sixth result is the account for how much plutonium, natural and depleted uranium and heavy water 
FOA and AE had at their disposal within the research programme. The result of this investigation 
concerning FOA is presented in the report Sweden and the Bomb. Swedish Plans to acquire Nuclear 
Weapons, 1945-1972.11 In the end of this year, the figures of the nuclear materials AE had at its 
disposal will be published in a SKI report.12 
 


                                                           
9 See Appendix 2, p 52 in Jonter, Thomas, Sverige, USA och kärnenergin. Framväxten av en svensk 


kärnämneskontroll 1945-1995 (Sweden, USA and nuclear energy. The emergence of Swedish nuclear 
materials control 1945-1995). SKI Report 99:21.  


10 Sweden and the Bomb. Swedish Plans to Acquire Nuclear Weapons, 1945-1972. SKI Report 01:33 
11 Ibid. 
12 AB Atomenergi och planerna på svenska kärnvapen 1945-1972. 
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1. Introduction 
 
 Unannounced inspections play an important role in the Agency's proposed integrated 
safeguards approach for light water reactors, and the Agency has indicated that unannounced 
inspections will be broadly applied under integrated safeguards to other facility types. While 
randomized and unannounced inspection approaches have always available to the Agency, 
the use of unannounced inspections have been limited to special circumstances, and the 
agency has limited experience with the routine implementation of such inspections.  
 
 In its paper distributed at the December Board, the U.S. cautioned that unannounced 
inspections should be implemented only where conditions for their effectiveness were met. 
Given the increased emphasis on unannounced inspections, it is appropriate to consider the 
advantages and limitations of randomized inspection schemes, and especially of randomized 
unannounced inspections. This paper addresses the question of what preconditions are 
necessary for effective implementation of random and unannounced inspections, and what 
problems might arise in implementing them. 
 
2. Random and unannounced inspections 
 
 Randomized inspection schemes fall into a number of categories depending on the 
nature of the timing of the inspection, the notice given to the facility, and whether they can 
occur during off-hours.   
 


(a) A relatively small number of potential inspection dates, known to the operator, can be 
established in advance, with the inspector randomly selecting a subset of these dates 
for actual inspection. These would always take place during normal working hours.  
Notice is thus on the order of months.  


 
(b) Inspections can be selected from a large number of days during the year (for example, 


all working days) and preceded by varying degrees of notice, generally exceeding a 
day. These have been called announced random inspections or short notice random 
inspections (SNRI). 


 
(c) Inspections involving very short notice (e.g., hours) that can occur at any time 


(including off-hours) are now given the name unannounced inspections.  
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 Clearly the advantage of the shorter-notice inspections is their ability to detect 
activities or observables that are of shorter duration; on the other hand these inspections are 
more difficult to implement effectively. 
  
 In the U.S., the IAEA performed unannounced inspections in a 1997 - 98 exercise at 
the Portsmouth Gaseous Diffusion Plant1 to confirm the down-blending of highly enriched 
uranium, and in 1993 tested a short notice random inspection approach for LEU fuel 
fabrication at a Westinghouse facility.2 It should be noted that both of these exercises 
involved what were novel approaches at the time. Unannounced inspections are 
contemplated, but have not been implemented, for verification of down-blending operations 
at the BWXT facility in the U.S.  
 
3. Integrated safeguards principles 
 


Unannounced inspections are being considered mainly in the context of integrated 
safeguards. In the December Board paper, the U.S. identified a number of principles for 
implementing the integrated safeguards system. Those principles include the following: 
 


- Material accounting should remain a fundamental element of integrated safeguards; 
the Agency should periodically confirm the material balance at declared facilities. 


 
- Safeguards at declared facilities must remain credible; all credible diversion or 


misuse scenarios at declared facilities should be addressed by measures at those 
facilities.  


 
- Reduced detection capabilities and inspection effort at declared facilities appear 


appropriate in many cases in the context of integrated safeguards.  
 
- Detection probabilities, when reduced, should remain meaningful; deterrence is not 


created in the absence of a meaningful capability for detection. 
 
- The integrated safeguards system should be designed (inter alia) to detect efforts to 


acquire nuclear material for weapons before it can be turned into a nuclear weapon. 
 
- The Agency should retain the ability to draw independent conclusions based on its 


                                            
1 The results of the Portsmouth exercise were reported at the 1998 and 1999 INMM meetings; see for 
example, David M. Gordon, et. al, “IAEA Verification Experiment at the Portsmouth Gaseous Diffusion 
Plant,” Nuclear Materials Management, Proceedings vol. 27 (1998);  Neville Whiting and Willi Theis, 
“Portsmouth the Conclusion,” Nuclear Materials Management, Proceedings vol. 28 (1999) 
2 Leslie Fishbone et.al., “Field Test of Short-Notice Random Inspections for Inventory-Change 
Verification at a Low Enriched Uranium Fuel Fabrication Plant,” International Safeguards Project of 
Office, Brookhaven National Laboratory, ISPO-371, April 1995.  
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own observations.  
 
- Careful analysis of proposed safeguards systems, and especially new measures, is 


needed to avoid jeopardizing the strengths of the current system. 
 
- Integrated safeguards should be implemented in a flexible but non-discriminatory 


manner, taking advantage of state-specific conditions leading to greater efficiency or 
effectiveness. 


 
 Randomized inspection schemes are well suited to economizing on inspection effort 
without leaving gaps in the safeguards system.  They can also provide for the detection of 
diversion or misuse of facilities over a range of detection timeliness values, and thus enable 
the Agency to detect illegitimate activities before the creation of a weapon. As indicated, it is 
important that the effectiveness of these measures be considered and assessed. The 
fundamental test of the effectiveness of a safeguards measure is whether it can provide 
meaningful detection probabilities against credible diversion or misuse scenarios; this is the 
thrust of the following analysis. 
 
4. Preconditions for the effectiveness of randomized inspections 
 
 The Agency identifies criteria for the successful performance of methods such as 
sealing, surveillance, and sampling, and it is important that it identify conditions under which 
randomized or unannounced inspections would be effective.  The following conditions 
appear necessary to establish a meaningful detection capability.   
   


- The activity that is the objective of the inspection should generate observable(s) that 
the inspector can detect upon arrival at the facility. 


 
- It should not be possible to conceal or remove the observable(s) within the effective 


notification period; that is, the length of time between the point when the state gains 
knowledge that an inspection will occur and the time when an inspector can make his 
observation. 


 
- The inspectorate should identify a method or algorithm for determining the timing of 


inspections, which should involve enough inspections to provide a meaningful 
detection capability.  


 
- Information available to the state should not allow it to predict the timing of 


inspections in a way that would significantly lower that detection capability.  
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- Conditions in the state and at the facility should allow for the implementation of the 
inspection regime.  


 
 Clearly, if any of these conditions are absent, the approach will not generate a 
meaningful capability for detection. This set of requirements suggest the following program 
of analysis and assessment: 


 
- identification of the objectives of the inspection, specifically those activities that are 


to be detected and the observables that would be generated by these activities;  
 
- determination of the time required to eliminate the observable, if such elimination is 


credibly possible; 
 
-  determination of the effective notification time for an inspection for the facility; 
 
- identification of a method or algorithm for determining the timing (and number) of 


inspections; 
 
- assessment of the likelihood of detection of the observable(s) taking into account the 


timing of the inspection, the effective notice,  and the persistence of the observables; 
 
- determination of whether the state could obtain information that would provide it with 


useful advance knowledge of the timing of an inspection; 
 
- conclusion of arrangements with the state securing the necessary prompt access to 


facilities.  
 
 The remainder of the paper considers issues associated with this program. This 
program is more difficult to carry out for the shorter-notice inspections, and most of the 
discussion focuses on these.  It should be noted that all verification measures, including 
material accounting, surveillance, and containment, have limits to their applicability, 
situations where results are ambiguous, and difficulties in practical implementation, and 
unannounced inspections will undoubtedly be similar. Some of these limitations and 
difficulties that can be anticipated are considered below. 
 
5. Concealment of observables and effective notice 
 
 A recent paper by Australia3,4 argues that there are few safeguards objectives that can 
be effectively met by unannounced inspections that could not be met by inspections taking 
                                            
3 Russell Leslie, Victor Bragin, and John Carlson, “Safeguards Inspections - Practical 
Unpredictability,” preprint, July 2001 meeting of the INMM. 
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place on longer notice during normal working hours.  It is true that pin exchange operations 
and undeclared production at power reactors would be difficult to detect using unannounced 
inspections alone, because observables may be absent, would be transient and brief (see the 
section below on detection probabilities), or could be concealed quickly. Thus the scope and 
objectives of unannounced inspections should be carefully considered. On the other hand, 
detecting some types of borrowing, misuse of some categories of research reactors (where 
core reconfiguration could be observed), and some schemes for addressing the important 
problem of spent fuel transfers may be able to make use of unannounced inspections.  
 
 In this connection it should be noted that the exercises in the U.S. involved not only 
short notice and unannounced inspections, but also involved mailbox declarations and (in the 
case of Portsmouth) surveillance and other monitoring of the cylinders that were being 
processed. The use of measures in combination can mitigate the notice-related problems of 
unannounced inspections. In the case of Portsmouth, unannounced inspections on a 24-hour 
basis were necessary, because the UF6 cylinders were being processed continually, and 
inspectors had to have the opportunity, for example, to verify the enrichment of the cylinders.  
However, inspectors also had available surveillance and load-cell information on the 
cylinders and mailbox declarations regarding the blending operations.  While it was agreed 
that the access time would normally be one hour or less, the presence of the monitoring 
equipment effectively prevented the facility from quickly altering its operations in response 
to the announcement of an inspection. This meant that the one-hour time limit was not 
critical for the detection of data falsification of for UF6 cylinders being downblended. In 
effect, these other measures extend the time duration of observable anomalies.  
  
 The Agency’s alternate approach to integrated safeguards at LWRs, that involves 
retaining surveillance along with randomly timed inspections, is based on the same principle; 
if surveillance is in place at the time of an inspection request (which the operator cannot 
predict), any rapid change in operations to conceal an ongoing activity between the time of 
the request and the actual inspection will be observed.  This lessens the need for very rapid 
access to the facility.   
 
6. Determining the timing of unannounced or short notice inspections 
 
 For the class (a) inspections listed above (i.e., random selection of a small set of pre-
determined inspection dates), inspection opportunities can be agreed beforehand, and the 
random choice of inspection opportunities can be accomplished by the equivalent of a coin 
flip. For inspections of types (b) and (c) that can occur more frequently, the algorithm used to 
identify inspection times must balance unpredictability with practicality. A mathematically 
ideal algorithm would provide for inspections occurring with equal probability at any day 
                                                                                                                                       
4 Russell Leslie, Victor Bragin, and John Carlson, “Safeguards Inspections - Practical 
Unpredictability,” Australian Safeguards Support Program, June 2001. 
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and hour, with the probability of an inspection occurring being independent of any other 
previous events (technically, a "Poisson process").   
 
 At this point it is not clear what approach will be used to inspection timing. Adhering 
strictly to this mathematical model would mean that some facilities would be inspected 
multiple times while others would probably not be inspected at all.  It would almost certainly 
make the process of inspection planning and the logistics of inspection implementation more 
difficult, as the work of inspections would be clumped randomly in time. It would mean that 
the great majority of unannounced inspections would occur during off-hours, and that many 
would take place at particularly inconvenient times. It is likely there will be considerable 
pressure to schedule inspections in a manner that saves time, money and is easier on the 
inspector. 
  
 The timing of the Westinghouse inspections was determined by literally rolling a die 
to determine those weeks during which an inspection would occur. It was agreed that for the 
purposes of the trial, inspections would not occur on weekends, although had the regime been 
applied in actual practice there would have been reason to hold such inspections. The exact 
timing of the inspection during the day was unimportant, as the observable (a discrepancy 
between the mailbox declaration and the actual item values) would persist for the residence 
time of the items at the facility. This was not the case at Portsmouth, as discussed above. 
Thus the facility was prepared to accept inspectors at any time. It was not clear what method 
was used to determine the timing of inspections at Portsmouth, but in fact all five 
unannounced inspections occurred during normal working hours, with the inspectors arriving 
in the morning.  Thus in neither case did the inspectorate adhere to a difficult-to-implement 
inspection schedule. 
 
 The ideal Poisson model allows a very simple calculation of detection probabilities; 
while there may be other schemes for scheduling inspections for which such probabilities can 
be calculated, tweaking the inspection schedule to make it more practical will likely make 
this assessment more difficult or impossible.  A very simple example is illustrative: if one 
chooses one day at random from a year with equal probability and then inspects only on that 
day, the facility knows that once an inspection has occurred, one will not occur for the rest of 
the year, and for many cases it should be argued that the detection probability should be 
assessed at zero.  
 
7. Detection probabilities for unannounced inspections 
 
 In the best of circumstances, assuming the ideal mathematical approach described 
above to the timing of inspections, and assuming that the inspector would always gain access 
to the facility within a time period necessary to achieve the purposes of the inspection, the 
probability that an unannounced inspection will detect an activity that has a temporal 
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duration of t days will have an upper bound of tN/M where N is the expected number of 
inspections per year, and M is the number of days in the year where the activity might take 
place (365, to a first approximation).   
 
 In the Agency's approach to unannounced inspections at LWRs, the proposed 
expected number of inspections is between 0.2 and 1 per year.  For this approach to achieve a 
detection probability of 'low' (assumed to be 20%) the duration of the activity to be detected 
would have to range (respectively) from a year to about 70 days. Activities lasting on the 
order of a few days or less will not generate meaningful detection probabilities.  
 
8. Advance notice of the timing of inspections 
 


Clearly there are a number of ways in which a state might gain access to knowledge 
that an inspection was about to take place; whether these are critical or even relevant depend 
on the specific circumstances of the state and the facility. These include passport controls at 
borders, records of flight reservations, and travel planning and authorization documents 
within the Secretariat. As noted in the report on the Westinghouse SNRI exercise, travel 
planning documents are disseminated very widely within the Agency for the usual 
administrative reasons; a higher level of secrecy would be needed for randomized 
inspections.  The report also notes the problem with airline reservations, suggesting three 
possible solutions: (a) inspectors that are already in the state for other reasons can be used; 
(b) commercial airlines can be avoided in some circumstances by using automobiles; (c) 
tickets may be purchased at the last moment; or (d) extra tickets can be purchased and not 
used.  
 
 Obviously, the best candidates for unannounced inspections are locations that Agency 
inspectors can reach without crossing borders involving passport controls, and where 
commercial airlines are not needed; this is true for many facilities.  When this is not the case, 
the other ideas would have to be looked at on a case by case basis.  For example, the 
effectiveness of using inspectors that were already in the state would be questionable in the 
absence of a very extensive and consistent inspection presence in the state.     
  
9. Preparations by the state 
 
 All facilities that have had to prepare for unannounced inspections have noted the 
importance of thorough preparations for receiving inspections at any time, and the need to be 
able to support inspections, especially during off-hours when there may only be skeleton staff 
available. Nuclear plants run on strict procedures, and inspections cannot take place unless 
procedures are in place. Getting an inspector into the facility will involve administrative, 
security and health physics personnel.  If a state representative is required to accompany the 
Agency inspector, that procedure will have to be put in place as well. To make the 
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procedures operate for a short period of time requires some effort, and to make them work 
consistently and with high reliability over long periods of time requires a considerable 
commitment. The current Agency proposal for LWRs involves in some situations 
unannounced inspections at reactors on the average of once every five years. The scenario of 
an inspector showing up at a reactor at two a.m. and asking to be let in when the procedure 
has not been exercised for many years is a challenging one.  The recent terrorist attacks will 
make the security environment even more rigid.  
 
 Despite the best preparations, there may be legitimate reasons for delay of an 
inspection. At Portsmouth, inspectors were delayed during one inspection for security 
reasons involving the transfer of highly enriched uranium.  Obviously, the facility cannot 
schedule such events around an unannounced inspection.  Since a sufficient delay defeats the 
purpose of an unannounced inspection, and the inspector will not be able to determine 
whether the delay is accidental, legitimate, or sinister, the problem of getting the inspector 
into the facility within the defined time with high reliability is a serious one  (as noted above, 
in the case of  Porstmouth, installed surveillance or other monitoring equipment  can mitigate 
the situation by indicating a rapid change in operations during the delay to conceal an 
illegitimate activity).  
 
 A problem that needs to be anticipated is the appropriate response when access is not 
achieved in a timely manner.  An idealized example illustrates this problem, which also 
applies to a number of other safeguards methods.  Suppose the Agency safeguards 100 
reactors and does an average of 1 unannounced inspection per year at each, and is trying to 
detect an activity that takes two weeks to perform.  The inspectors are able to gain access to 
the reactors with 98% reliability; in other words, 2% of the time something causes an a delay 
of excessive duration.  Assume that one state does attempt the activity that is to be detected, 
in one reactor, and if the inspector arrives during the activity, the operator will delay him on 
a pretext. The question now arises: if the inspector is delayed, is he justified in suspecting a 
sinister cause, and responding with an intrusive follow-up inspection?  In this case the 
probability that the delay was legitimate is 98%.  This is due to the large number of facilities 
(one still expects two ‘false alarms’ per year) and low detection probability of a true 
illegitimate activity (the probability of detection is 2/52 = 4%, so one would expect 0.04 
detections). Clearly, in situations where such inspections are widely applied, detection 
probabilities should be higher, and reliability of access must be very high.  
 
10. Conclusions 
 


Randomized and unannounced inspection schemes are well suited, in theory, to the 
purposes of integrated safeguards; a number of different types of approaches are possible 
involving varying degrees of notice and timing. The Agency has had relatively little 
experience with randomized and unannounced inspections, and should anticipate, as with 
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other inspection methods, that unannounced inspections will turn out to have problems that 
will become evident with experience.  


 
In an attempt to anticipate these problems, this paper indicates that there are 


limitations to the nature of the activities that are effectively detectable by unannounced 
inspections, limitations to the locations where such inspections can be effectively 
implemented, and costs to the state and Agency associated with such inspections. This 
suggests that, and as with all safeguards approaches, the Agency carefully analyze the cost 
and effectiveness of integrated safeguards inspection approaches, and ideally gain some 
experience with them, before committing to them. 
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An effective national nuclear material control system is fundamental to a comprehensive secu-
rity system. The State System of Accounting and Control (SSAC) is a national responsibility and 
carries an international obligation.  The break-up of the former Soviet Union in 1991 resulted in the 
creation of 14 newly independent States (NIS) which had insufficient safeguards related knowledge 
and experience.  The Co-ordinated Technical Support Programme (CTSP) was established in 1993 
in order to develop and strengthen the infrastructure of the SSAC.  All nuclear facilities have been 
placed under safeguards, and routine or ad hoc safeguards inspections are conducted regularly. Basic 
SSACs have been established in States with nuclear activities. The CTSP has been an effective 
mechanism for specific technical support and achieved the desired results with the optimum utilization 
of resources.  The experience and achievements of the CTSP to the NIS could be considered as a ge-
neric model. Similar arrangements could easily be expanded to other geographical regions and to other 
technical areas, provided appropriate funds were made available. 
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Abstracts 


 
For six years the Safeguards Agreement with IAEA has been implemented in Ukraine. The national 


SSAC is mainly created, but the process of its perfection is going on. This is bounded with developing of 
Nuclear Power Sector and with an extension of signed international obligations range such as the Protocol 
Additional. This dynamics implies respective changes of MBA, KMP structure as well as issue of new laws and 
subordinate legislation. 


The annual volume of nuclear fuel consumption of all units in Ukraine is more than 20 tons. Ukraine 
ships out spent fuel from WWER reactors. Spent fuel of RBMK reactors is stored in the Chernobyl dry storage 
facility. The burnup credit and the changes of the initial isotope content of uranium dioxide mass inside spent 
fuel rods are usually determined by calculated methods. After the commissioning the first stage of new Interim 
Dry Spent Fuel Storage Facility spent assembly will be tested with FDET or SFAT instruments. 


 
1. INTRODUCTION 


 
Fuel and energy sector of Ukraine has highly developed infrastructure and powerful 


industry. Among its branches the nuclear power sector plays one of the most important role. 
It consists of the Nuclear Power Plants, Uranium Ore Mining, Dressing and Processing 
Companies, Zirconium and Hafnium Plants, scientific research and industry Institutes, 
support Companies on technical equipment fabrication and procurement. 


In these circumstances an irreproachable implementation of adopted international 
obligations on the safeguards demands well-organized work of all executive links of the 
State system of accounting for and control (SSAC) of nuclear materials.  Currently in 
Ukraine this system has been acting for some only years but the certain positive experience 
has already been gained. 


During short period Ukraine’s Ministry of Fuel and Energy along with other 
authorized state bodies had been created, developed and entered into force new State Nuclear 
Legislation. It was extremely important because only one decade ago in the former state 
system the necessary legislative basis concerned the nuclear power field was almost absent. 
For some years a lot of state laws and sublegislative acts for regulating peaceful nuclear 
activity had been issued in Ukraine. They allowed implementing all signed international 
obligations and specifically requirements and recommendations connected with the IAEA 
Safeguards.  


The State Department of the Nuclear Energy affiliated to Ministry of Fuel and 
Energy is the responsible authority for the performance of the SSAC on the executive level.  


The creation of SSAC in Ukraine had some features, which also take place in its 
present performance and further development. The full completion of SSAC is not yet 
reached so far. The process of its perfection is under way. The reason for this is not only 
short term of implementation of the safeguards system but also by the advancement of the 
safeguards relationship between IAEA and Ukraine. 


Some problems of practical implementations of the safeguards in Ukraine are 
discussed in this paper. 
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2. SHORT CHRONOLOGY OF THE UKRAINE SSAC CREATION.  


The current state of the safeguards implementation in Ukraine perhaps more than 
somewhere is bounded with its antecedents. The history of the IAEA safeguards application 
in Ukraine doesn’t exceed six years term in the aggregate. As former part of the former 
Soviet Union Ukraine had a nuclear weapon on its territory. The State Declaration of the 
non-nuclear status demanded subsequent practical actions, significant efforts and joint 
operations as well as took a long time. Complicated technical problems on conversion, 
problems of the state legislation revision and reorganization of management structure for 
nuclear power sector has been solved and decisions made in the relatively short term. In 
1994 according to historical Trilateral Treaty signed by Presidents of USA, Russia and 
Ukraine all nuclear weapons were shipped out from Ukraine’s territory to Russia. Since then 
all nuclear activities in Ukraine were directed to the exclusively peaceful goals. 


The first version of the Agreement on the Safeguards application based on the 
document INFCIRC 66 between IAEA and Ukraine was signed in 1994. (see Table 1). 


The next steps were made in 1995 by affiliation of Ukraine to the Non-Proliferation 
Treaty and in 1998 by signing the upgraded "Agreement Between Ukraine and the IAEA for 
the Application of Safeguards in Connection with the Treaty on Non-Proliferation of Nuclear 
Weapons (INFCIRC 550 based on the model document INFCIRC 153). The Agreement was 
entered into force by the ratification of the Ukraine Parliament in 1997. 


Then inasmuch as the obsolete previous legislation did not meet the accepted 
international standards we were forced to provide and develop a new legislative basis for 
unhampered fulfilment of all entered engagements. This work was carried out on the 
different state levels, including constitutional framework. 


First of all, responsibility of State for the ecology safety, overcoming the Chernobyl 
accident consequences was fixed under the Ukraine’s Constitution. Then after adoption of 
the Conception of State Regulation and State Management for Nuclear Power branch two 
important State Laws were issued in Ukraine. There were “The Law of Ukraine on the Use 
of Nuclear Energy and Radiation Safety”(1995) and “The Law on Radioactive Waste 
management” (1995). Both of them laid the foundation of new nuclear legislation. The first 
became the basic and practically covered almost all aspects of the country nuclear activity. 
Besides in this Law allocation of responsibilities and authorities between respective state 
bodies was fixed as well.  


In parallel with legislation development the administrative structure of nuclear 
power sector was also subjected to reform. The optimal organization management form was 
selected. But it is necessary to note that concept of optimal is been varying in time depending 
on different factors so organizational structure now and then changes on as well. For 
example, the role of operating body at the very beginning belonged to the Nuclear Power 
Plants directly but later it was transmitted to organized united energy generating Company. 


By the next important decision was begun creation of State System of Accounting 
or and Control of nuclear materials in Ukraine. In the main components this work had been 
completing in four years.  


As a result all initial physical inventory nuclear material was declared, design 
information was sent to IAEA and first necessary instructions and rules on accounting for 
and control were developed and entered for operators. All nuclear materials locations were 
divided into material balance areas and then the regular IAEA inspections of Ukraine 
facilities were started. They all are classified as ad hoc inspections until Subsidiary 
Arrangements and Facility Attachments enter into force in accordance to Article 39 of the 
Safeguards Agreement (INFCIRC 550). 
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3. CURRENT STATUS OF THE SAFEGUARDS IMPLEMENTATION  
 


3.1. Organization Chart of Management and Regulation  
    


Currently in organizational aspect the management of Ukraine Nuclear Power 
branch has a complicated structure. Authorities, rights and responsibilities for nuclear 
activities were distributed among the following official state bodies: 


- Ukraine Cabinet of Ministers is the Supreme State Body. It determines and 
confirms the basis of the state policy in the Nuclear Power Sector. 


- Ministry of Fuel and Energy is the State Management Body of electric power 
industry in the field of generation, distribution and use of electricity. Ministry of Fuel and 
Energy consists of some separate Departments, including Department on Nuclear Energy. 


- State Department on Nuclear Energy is the State Management Body in the nuclear 
power generation and use. It is the state owner of nuclear materials and nuclear facilities. 
Department is responsible for the safeguards implementation at the executive level in 
Ukraine. 


- National Nuclear Energy Generating Company (Energoatom) is official operating 
company. Being in the hierarchical scale under the Nuclear Energy Department Energoatom 
integrates all Ukraine’s NPPs and is responsible for the fresh fuel buying up and supplying to 
the NPPs as well as for the spent fuel shipment out. Company controls practical safeguards 
implementation by operators.  


- State Committee of Nuclear Regulation is the competent state body on control and 
regulation. Now it is the separate state unit that is responsible for the implementation of 
SSAC. There are confirmations of requirements and standards on the nuclear and radiation 
safety, fulfilment of legal evaluation of nuclear facilities safety and radiation sources, issue 
of necessary permissions and licenses in the field of its competence. As one of the units the 
State Committee of Nuclear Regulation there is the State Inspection that also controls the 
technical conditions of safeguards implementation at the facility directly. 


- Facilities. The lower executive level of the safeguards system in Ukraine is 
basically represented with the Nuclear Power Plants and Research Institutes having research 
reactors. At each of them according to the director’s injunction the staff of the Nuclear 
Safety Sections includes the special Safeguards Groups appointed to carry out all necessary 
routine Safeguards procedures. They compile data and report the current Safeguards situation 
over each Material Balance Area to responsible state bodies and IAEA. All facilities are 
provided with physical protection means and security guards keep round-the-clock watch.  


The separate Ministry also appointed to solve problems of the shutdown Chernobyl 
NPP and consequences of the Chernobyl accident.  


In much the same the special State Service in Ukraine is responsible for the 
import/export of nuclear and radioactive meterials and equipment. 


 
3.2. Material Balance Areas  
 


As a result all nuclear material locations in Ukraine were divided into 24 material 
balance areas (MBA) (see Table 2).  21 of them belong to the State Department of Nuclear 
Energy, one to the Science Academy, one to the Ministry of Education and Science and one 
relates to radiation sources and has different owners. 


In particular, there are: 
(a) Facilities with operated power reactors of the Nuclear Power plants 


- Zaporizhya NPP. There are 6 Units with WWER-1000 reactors;  
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- South Ukraine NPP. There are 3 WWER-1000 Units; 
- Khmelnitska NPP. There is 1 WWER-1000 Unit; 
- Rivne NPP. There are 1 WWER-1000 Unit and 2 WWER-440 Units; 


(b)  Facilities with research reactors of the Scientific Research Institutes 
- Sevastopol Institute of Nuclear Energy and Industry (SINEI). There is 


research IR-100 reactor; 
- Kiev Nuclear Research Institute. There is research WWR-M reactor; 


(c) Fresh fuel storage facilities at the NPPs; 
(d) Spent fuel storage facilities;  
(e) Kharkiv Physical and Technical Institute (Nuclear materials in bulk form); 
(f) Other locations (Radiation Sources). 


State Department of Nuclear Energy has 13 Units in operation and 2 Units are under 
construction. Technically two of them are based on the WWER-440 light water-cooled 
reactors and eleven other are on WWER-1000. Beside commercial there are also two 
research reactors operated by scientific research Institutes. One of them IR-100 research 
reactor is located in Sevastopol Nuclear Energy and Industry Institute affiliated to the 
Nuclear Energy State Department. The other one (WWR-M, 10 Mw) is located at Kiev 
Nuclear Research Institute reports to Ukraine Academy of Science. 


Every change of nuclear materials inventory accounting inside each MBA is 
precisely fixed by operators and renewed reports is sent to the regulatory body and IAEA. In 
different cases operator makes up Physical Inventory Listings (PIL), Inventory Change 
Reports (ICR), Material Balance Report (MBR), etc. IAEA inspectors periodically verified 
the obtained data. At the key points IAEA applies the containment/surveillance measures 
(installation of video cameras and different kinds of seals, including electronic VACOSS).      


3.3. Fresh Fuel Using 


The majority of the inventory nuclear materials are contained inside nuclear fuel. 
The single supplier of the fresh nuclear fuel for the Ukraine Nuclear Power Plants is Russian 
“Concern TVEL”. The average annual total volume of nuclear fuel consumption adds up to 
20 tons. The shutdown of the Chernobyl NPP in the year 2000 subtracts from this fuel mass 
the nuclear fuel for RBMK reactors. But in the nearest future after the commissioning of two 
new WWER units at Rivne and Khmelnytskiy NPPs a fuel consumption will increase again. 
[2], [3]. 


All WWER reactors are reloaded annually. In the course of reloading one third of 
fuel assemblies in the reactor core is changed. Using of fresh fuel in Ukraine reactors has 
some characteristic [1]. Firstly, initial conditions of the project fuel operation were changed. 
According to the original design of the WWER-1000 reactors it was intended to operate fuel 
assemblies for two load fuel cycles during 7000 hours in total. Fuel assemblies consisted of 
2.0–3.3 % 235U-enriched fuel rods with 429.5-kg uranium mass. The burnup credit originally 
was limited by 38МW·day/kgU. However later the search of maximum effective ways of 
fuel using resulted in changing of this condition. The reactor core with fuel assemblies of 
1.6%, 3.0%, (3.6+4.4)% and 4.4% 235U-enriched rods used during 3 fuel cycles was 
substantiated and calculated. These calculations were implemented in the units of B-338 and 
B-320 design with 61 RCCA in the reactor core. Then the fuel of (3.6+4.4)% and 
3.6%-enrichment was used in the unit B-302 with 49 control rods in the Unit 1 of South 
Ukraine NPP. Since 1996 assemblies with 3.6%-enrichment have been used in Units 2 and 3 
at South Ukraine NPP. A rated limit of average burnup was increased up to 49 MW·day/kgU 
whereas a summary exposure time inside the reactor core was shortened. 
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Further research showed that the higher burnup might be reached by using of some 
part of loaded fuel assemblies for fourth operating year. In 1997 the Main Designer of the 
WWER-1000 nuclear fuel developed the respective substantiation and prepared the technical 
decision for the project conditions and operational limits change. The permitted number of 
fuel assemblies left in reactor core for fourth year use was determined as 36 [1].  


Table 3 shows burnup distribution in the unloaded assemblies. The average value of 
the fuel burnup reached at Ukraine NPPs with VVER-1000 is 4-10 % higher than at the same 
reactor types in other countries. 


The second feature was using of the nuclear fuel with improved performance 
attributes. The substitution of the steel for zirconium alloy-110 in guide tubes and spacer 
grids as well as using of the UO2-Gd2O3 pellets in fuel rods (Integrated Burnable Absorber 
Fuel, - IFBA) instead of fuel with the Separated Burnable Absorber allowed improving of 
the fuel efficiency by 2.4%. Fuel Assemblies with 3.3% and (3.6+4.0)% of 235U-enrichment, 
contained the UO2-Gd2O3 pellets (5%-Gd2O3), have been used at Rivne and Zaporizhye 
NPPs. 


IR-100 is the heterogeneous research reactor on thermal neutrons. It uses the Ual3 
nuclear fuel with 36% of 235U-enrichment. The fresh fuel is in two kinds as the separate fuel 
rods, which may be put together in fuel assembly, and as fuel assembly. Each fuel assembly 
consists of 7 fuel rods. Uranium mass of fuel rod is 26,0 g and mass of 235U is 9,5 g. About 
45-57 fuel assemblies can be loaded in the reactor core depending on the required reactivity 
margin at the experiment. The distilled water is used as coolant and moderator in the IR-100. 


In addition to IR-100 reactor at the SINEI the nuclear fuel also used by the research 
subcritical installation where nuclear fuel rods with UO2 pellets of 10% 235U-enrichment are 
applied. Uranium mass in such kind of fuel rod is 81,18 g with 8,1 g of 235U-enrichment  
mass. Both the IR-100 research reactor as well as the subcritical installation is not used at 
present. 


 
3.4. Spent fuel accounting and calculations 
 


Spent fuel management in Ukraine develops according to the Nuclear Energy 
Program. Not having the industrial plant capacities to reprocess the spent fuel Ukraine is 
forced to ship out the significant amount of spent assemblies to the Russian Federation. In 
addition, taking into account the stable tendency to shortening of unoccupied capacity in at-
reactor storage pools by the Nuclear Energy Program in Ukraine it’s planned to build away-
from-reactor interim spent fuel storage facilities for storage of spent fuel for a period of more 
than 50 years [3]. 


At present spent fuel after unloading from reactor is put into at-reactor cooling pool 
for three years at least. After exposure in the pool VVER-440 spent fuel is shipped out to the 
RT-1 reprocessing plant (“Mayak”).   


VVER-1000 spent fuel is transported to the RT-2 plant (Krasnoyarsk-26) for long-
term technological storage in the cooling pools. [2], [3]. 


Spent Fuel Assemblies of RBMK reactors were placed into the wet away-from- 
reactor storage facility located near the Chernobyl NPP area. PBMK spent fuel is not 
planned to reprocess in principal. Too low chemical content of fissile nuclides such as 235U 
(0.4%) and 239Pu+241Pu (0.25%) in RBMK spent fuel assemblies made its reprocessing 
economically unjustified. (see Table 4). 


The calculations on optimal fuel using in the reactor core and determination of 
burnup credit and isotopic content in spent fuel assemblies after reloading operations are 
made with neutron-physical codes. The initial data for standard Russian codes (BIPR-7, 
ALBOM, etc.) usually are attached to nuclear fuel batches delivered by the supplier. 
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At present some of scientific and technical centres on engineering support for 
Nuclear Power development program in Ukraine are developing the design additional 
calculation techniques to be able to provide evaluation for changed core pattern (non-
standard) or for case of new type of nuclear fuel using in the rector core. Besides, centres 
develop the measurement techniques and instrumental base for spent fuel testing and 
verifications. However all these works need to be further continued and certified. 


In the framework of international program of nuclear safety INSP some codes of 
neutron-physical calculations such as WIMS, NESTLE, RELAP5-3D and access to them 
were obtained by some centres. It enables them to make up the comparative analysis of 
different codes and to train the personnel. 


At the turn of August 2001 the Interim Spent Fuel Storage Facility (ISFSF) at 
Zaporizhya NPP had been commissioned. This project is implemented with the assistance of 
Duke Engineering & Services Company to perform the design of the storage containers for 
the WWER-1000 spent fuel and to guide the design of the ISFSF.  


Putting into operation of the first stage of the ISFSF enables to curtail the quantity 
of out-bound spent fuel. The first three casks were been loaded in August-September with 66 
WWER-1000 Spent Fuel Assemblies. 


So, when the nuclear materials contained in the WWER spent fuel were completely 
shipped out of Ukraine, the calculated results of burnup credit and isotopic content were 
entirely acceptable for the Agency (excepting cases with opaque water for Cherenkov 
indicators in pools where inspectors propose to apply SFAT instruments). After the 
commissioning of the ISFSF at Zaporizhya NPP and before initial loading of the first 
containers IAEA made the decision on verification of spent assemblies by testing with Fork 
Detector instruments. [6], [7]. In consideration that Ukraine has not own reliability 
instrumental basis for non-destructive analysis for control of spent fuel we also expected to 
obtain good independent method for testing of spent fuel assemblies. We also expected to 
present results of that testing in this paper. 


Really, the measurements had been done and shown good results and coincidence 
with calculations especially for spent assemblies with two or three years of cooling time. 
However because of two months delay of ISFSF putting into operation and design 
constraints of Fork Detector for WWER Assemblies testing the measurement data 
organisation, unfortunately, not ready now so cannot be shown here. But IAEA inspectors, 
which made measurement, have all results. 


 
3.5. Physical Protection 


 
Speaking about continued development process of legislative basis in Ukraine it 


should noted that at the beginning of this year very important law “The Law on Physical 
Protection of Nuclear Material and Facilities” was issued. It essentially supplemented the 
National Nuclear Legislation having determined the main goals of the physical protection as 
ensuring security of national interests and supporting of international non-proliferation 
regime. This law is great significance for security and control for nuclear and radioactive 
materials as well as for the prevention of them illicit trafficking and for struggle against 
potential terrorism. 


In addition some documents of subordinate legislation currently are regulated such 
questions as nuclear and radioactive materials transportation including interstate conditions 
of transit convey and guarding. 


Certainly, the reliability and effectiveness of physical protection depends not only of 
instructions. So supporting the necessary level of security demands the corresponding 
funding for required techniques. But financial problem is one of the most vital difficulties in 
Ukraine and it is not always solved sufficiently. 
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3.6. Current problems 
  


In spite of the fact that the SSAC in Ukraine is mainly created some kind of 
difficulties still occur at the facilities. As faults and its causes are eliminated experience 
increases and difficulties weaken.  


The first cause of the problems was bounded, as stated above, with incompleteness 
of instructions and standards, which met the demands of the safeguards. Therefore we have 
been constantly developing the regulatory basis, correcting currently acts and filling up the 
gaps. Last year we entered into force "Rules on Carrying on the Account and Control of 
Nuclear Materials", "The Instruction on Safeguards Implementations at the Facility for 
Operator".  


The forthcoming of the new nuclear material location (ISFSF at Zaporizha NPP) is 
a new Material Balance Area so respective changes in the MBA structure chart are being 
made currently. Also there are new necessary regulatory documents “Rules on Nuclear and 
Radiation Safety of the Spent Fuel Management in the Interim Storage Facilities” being 
developed now by the Regulatory and Management State bodies. This document provides 
also for every necessary procedure on the safeguards implementation, i.e., an order of 
accounting, verification, etc. 


In August 1998 the Agency entered into force the Subsidiary Arrangements for 
Ukraine. This document is entered into force the Article 39 of the Agreement. Before this 
event all IAEA inspections to Ukraine are classifying as ad hoc. So during two last years all 
Ukraine’s facilities together with the state authorities have been preparing the Facility 
Attachments for every Material Balance Area. Now this work is approached to completion.  


The second cause of SSAC difficulties in Ukraine is bad computer software 
providing for nuclear material accounting and data processing that the personnel of the 
Safeguards Groups has. Actually different facilities use different computer software, 
including the obsolete. Until recently some operators have been supplied by Swedish 
software “FSS” based on the old Microsoft-DOS code. Now current situation is improving. 
For two years the old software has been improving by code designer. Beside that the 
American Argonne National Laboratory grants to aid Ukraine facilities designing the new 
software “AIMAS” (Automated Inventory Material Accounting System) [5]. AIMAS is a 
Microsoft Access application that runs under Microsoft Windows 95 or higher versions. Its 
characteristics include basic physical inventory accounting (item level), transaction logging, 
basic reporting, support for Material Balance Areas and Key Measurement Points distributed 
over multiple PCs, multiple item (group) transfers within and between MBA and KMPs, 
multilevel security, etc. This important work needs to be accomplished but after testing, 
running and licensing it would be applied in practice. 


All current problems and needs as well as reached progress concerning practical 
safeguards implementation in Ukraine according to verbal understanding between IAEA and 
Ukraine State bodies are discussed bi-annually in the Safeguards Implementation Work 
Meetings. There two standing Work Groups were appointed bilaterally [4] for effective 
solving problems. The Meetings really help to advance a lot of them, so the last held in 
Vienna in September 2001 included the following questions: 


- Changes in the structure of nuclear material locations (organizing of new MBA); 
- Design information about new Units in Ukraine; 
- Development of the present requirements and standard base for Ukraine SSAC;    
- Improving communication between Ukraine facilities, authorities and IAEA 
(digital instead of satellite), including remote monitoring; 


- Improving PC software for SSAC; 
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- Exchange of the Surveillance Systems, including video-cabling, at facilities for 
SSAC;  


- Coordination of IAEA Inspectors’ Test Instrument using and access problems; 
- Protocol Additional. Current status. 


 
4. PLANS AND FUTURE PROSPECT  
 


The future of the IAEA safeguards implementations in Ukraine is associated with 
two directions. First of all it is development of the state nuclear power sector. Within the 
next few years two new WWER-1000 Units should be completed at Rivne and 
Khmelnytskiy NPPs. Construction of two units more is included into the Program of the 
Nuclear Power Sector Development. Program also includes the commissioning of the second 
Interim Dry Spent Fuel Facility at Chernobyl area and within decade prospective 
construction starting at the similar facilities for other NPPs. These efforts will correct the 
present chart of Material Balance Areas, Key Measurement Points, interaction algorithm, 
accountancy extent, etc.  


The current subordinate legislation will be developed as well. It caused, first of all, 
by entering into force of the Subsidiary Arrangements for Ukraine. So, in the nearest plans 
on the safeguards implementations is the issue of the Facility Attachments.     


The second direction of the further development of the safeguards implementation 
in Ukraine is connected with extension of the range of signed international obligations. 


The Protocol Additional to the Safeguards Agreement (based on document 
INFCIRC 540) between IAEA and Ukraine was signed in August 2000. The preparation to 
its ratification is going on now. A lot of State Bodies and interested parties are involved in 
this activity.     


As it was written at the very beginning of my paper, the current status of the 
Ukraine nuclear power sector is closely connected with its past situation. So, for the last few 
years Ukraine had been carrying on the preparation to undertaking the Protocol Additional 
and now the current legislation is being revised according to this document. Protocol 
Additional covers the uranium, zirconium and hafnium industry, scientific research 
investigations concerning nuclear fuel cycle topics. Every above sector during short terms 
should be create and develop the respective intra-branch regulatory and standard basis and 
perhaps to solve some problems of financial expenditure. Now in conditions of the hard 
economic situation in Ukraine it is a significant problem. But we expect to solve it. 


5. CONCLUSION  


The Safeguards Agreement between IAEA and Ukraine has been acting for only six 
years but significant positive experience has been gained. The Ukraine’s SSAC is mainly 
created but a process of its perfection is going on. The Ukraine’s legislation and 
sublegislative basis for the safeguards implementation are developed constantly according to 
Ukraine’s international obligations. Precise accounting, stringent control for nuclear 
materials and well-organized physical protection of facilities are the most reliable prevention 
measure against illicit trafficking and terrorism. 


The burnup credit and isotopic content of a spent fuel are determined by the 
standard calculated codes. But currently the SFAT and Fork Detector instruments are started 
to apply especially for testing of spent fuel assemblies before loading in Interim Spent Fuel 
Storage Facility, which was put in operation in august 2001. The first testing gave a good 
results and coincidence with calculations especially for assemblies with two or three years of 
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cooling time. Unfortunately these data cannot be shown in this paper. IAEA inspectors, 
which made measurements, have all results.  


The commissioning of new facilities in Ukraine will change the present structure of 
the MBA, KMPs, interaction algorithm, accountancy extent, etc. All current problems are 
discussed bi-annually in the Safeguards Implementation Work Meetings with participation of 
standing Work Groups of the IAEA and Ukraine authorities. Such kind of cooperation helps 
to solve a lot of current problems. 


The Protocol Additional to the Safeguards Agreement between IAEA and Ukraine 
is signed and competent State Bodies with all interested parties prepare its ratification. After 
this event the great work will be necessary done to further implementation of the strength 
safeguards.  
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TABLE 1. CHRONOLOGY OF ENACTMENTS  
 


1994 
Signed 


Agreement Between Ukraine and the IAEA for the Application of 
Safeguards to All Nuclear Materials in All Peaceful Nuclear  
Activities of Ukraine. (Based on INFCIRC/66).  


1995 
Entered in 


force 
As a document INFCIRC/462 


1995 
Signed The Treaty on the Non-Proliferation of Nuclear Weapons.    


1995 
Signed 


Agreement Between Ukraine and the IAEA for the Application of 
Safeguards in Connection with the Treaty on the Non-Proliferation  
of Nuclear Weapons. (Based on INFCIRC/153).  


1997 
Ratified By the State Low of Ukraine   


1998 
Entered in 


force 
As a document INFCIRC/550 


1998 
Entered in 


force 
Subsidiary arrangements (General Part) under the NPT Safeguard 
Agreement (INFCIRC/550)   


2000 
Signed 


Protocol Additional to the Agreement Between Ukraine and the IAEA  
for the Application of Safeguards.  (Based on INFCIRC/540). 


 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 







TABLE 2. UKRAINE. MATERIAL BALANCE AREAS. 
  


MBA FACILITY Category 


RKCS Chernobyl Storage Facility. Storage 
RKC1 Chernobyl NPP Power Reactor 
RKH0 
 


Fresh Fuel Storage Facility at the  
Khmelnitsky NPP 


Storage 


RKH1 Khmelnitsky NPP. Unit 1  Power Reactor 
RKH2 Khmelnitsky NPP. Unit 2  Power Reactor 
RKK- Research Reactor WR-M Research Reactor  
RKQ- Other Locations Storage off the 


Facility  
RKR0 
 


Fresh Fuel Storage Fasility at the 
Rivno NPP 


Storage 


RKR1 Rivno NPP. Unit 1 and 2 Power Reactor 
RKR3 Rivno NPP. Unit 3 Power Reactor 
RKR4 Rivno NPP. Unit 4 Power Reactor 
RKS- 
 


Sevastopol Nuclear Energy & Industry 
Institute. 


Research Reactor  
 


RKU0 
 


Fresh Fuel Storage Facility  
at the South Ukraine NPP 


Storage 


RKU1 South Ukraine NPP. Unit 1 Power Reactor 
RKU2 South Ukraine NPP. Unit 2 Power Reactor 
RKU3 South Ukraine NPP. Unit 3 Power Reactor 
RKX- Kharkov Physical and Technical 


Institute  
Other Locations 


RKZ0 Fresh Fuel Storage fasility  
at the Zaporizhia NPP 


Storage 


RKZ1 Zaporizhia NPP. Unit 1 Power Reactor 
RKZ2 Zaporizhia NPP. Unit 2 Power Reactor 
RKZ3 Zaporizhia NPP. Unit 3 Power Reactor 
RKZ4 Zaporizhia NPP. Unit 4 Power Reactor 
RKZ5 Zaporizhia NPP. Unit 5 Power Reactor 
RKZ6 Zaporizhia NPP. Unit 6 Power Reactor 


In the nearest some additions of MBA structure will be done. 
 
 
 
 
 
 







 
 
           TABLE 3.  


Burnup Distribution of Discharged Ukrainian WWER-1000 FAs (3.6+4.4)%, 
(3.6+4)%, 4.4% enrichment during time of operation (1988-2000). Number of 


Fuel cycles was 98, number of FAs was 3202. 1261 of them were used in four 
Fuel cycles.
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TABLE 4. GENERAL DATA ON BALANCE SPENT FUEL OF UKRAINIAN NPP 
(as of 2001-04-01) 


 


Spent Fuel 
VVER-1000, 


number 
SFA/tU 


VVER-440, 
number 
SFA/tU 


RBMK,  
number SFA/tU 


Total 
 tU 


Spent fuel generation     
during the whole period of 
operation of NPP 
SFA/(tU) 


 
6765/2800 


 


 
3848/461.8 


 


 
18899/2173.4 


 
5354.68 


 


Shipped out to 
reprocessing Plant: 


    


- during the whole period 
of NPP operation 


3635/1461.3 2903/348.4 - 1809,6 


Are in spent fuel pools 3130/1258.3 945/114.4 18899/2173.4 3546.0 


In August-September there 66 WWER-1000 SFA were shipped out from Zaporizha NPP to 
the new Interim Spent Fuel Dry Storage Facility 
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Abstract 
 
When the SAPPHIRE project for the down-blending of HEU material of Khazak origin was initiated in 
1996 at BWX Technologies ( BWXT) formally Babcock & Wilcox in Lynchburg, VA and the Agency was 
requested to apply its specially designed safeguards measures to the process with a view to provide 
assurance to the international community that down-blending had actually taken place as stipulated in the 
USA-Khazak agreemen a learning process was initiated from this effort culminating in the current 50 MT 
downblending process at the same facility with BWXT, the USA Authorities, and the Agency as partners in 
this technologically advanced enterprise aimed at the downgrading of a substantial quantity of weapons 
grade material. 
In the present paper an overview is provided of the road leading to an effective, and mutually agreeable 
safeguards approach for carrying out verifications in the sensitive environment of a facility devoted to HEU 
uranium processing. 
 


— 
 
 


1. In 1994 an agreement was reached between the US-Government and the Government of the Republic 
of Kazhakstan for the purchase by the US of a certain amount of HEU originating from the  nuclear  
program of the former USSR. This material was mostly in the form of oxide but included some portions 
with other chemical compositions. It was envisaged that in a project named “SAPPHIRE” the material 
would be down-blended to commercial grade LEU, owned by USEC Co., for introduction into the 
civilian fuel cycle. Later BWXT was awarded a contract with USEC Co. to down-blend the material. 


2. The agreement also stipulated that the down-blending operations would be placed under International 
Safeguards by the IAEA for certifying that “the material had actually been down-blended” as stated by 
the BWXT operator. The two Agency’s involved on the US side were the DOE and NRC.  


3. The operation was to be carried out in a batch process in which the required amounts of HEU and 
blendstock would be mixed in liquid form to produce LEU nitrate crystals of the required enrichment. 
All materials involved in the process, HEU, blendstock, and LEU product were in continuous storage at 
the facility, and accessible for verifications through the end of the operation. For the IAEA, , the 
challenge was to design a safeguards approach capable of verifying in a cost effective and efficient 
manner, the amounts claimed to have been down-blended. Conceptually the”IAEA Safeguards Criteria” 
were used as a guideline without, however, applying the full complement of measures, except for those 
crucial to the purpose stated, and adding some - such as establishing isotopic balances - specific to a 
down-blending operation. The ultimate purpose was to collect and verify all pertinent process data, the 
evaluation of which would make it possible for the IAEA to provide a statement confirming at a high 
confidence level the amount of HEU down-blended.  


4. The funding of these IAEA safeguards operations was provided by the US under a special budget. 
5. The main features of the SAPPHIRE safeguards approach were 100% verification by DA based on a 


sampling plan of all materials involved HEU, blendstock, and LEU from which an isotopic balance was 
derived for each batch including U-235, U-238, and the minor isotopes U-234,236 which provided an 
“isotopic signature” identical for the input and output streams. Furthermore the volumes, densities, and 
enrichments in the main process vessels were monitored continuously with  unattended  equipment 







specifically developed for the purpose, and the collected data were compared with the faciliy’s 
accounting and operating records. All materials before and after processing were placed under IAEA 
seals. Inspections were carried out on a monthly basis, and on these occasions sealed   HEU scheduled 
for processing was released to the operator, and new product was placed under seal. 


6. The Sapphire down-blending commenced in September 1996 and was successfully concluded in March 
2000. Because of unforeseen difficulties due to certain types of materials in the HEU received from 
Kazhakstan the project had to be divided into 2 phases. Sapphire – Phase II being devoted to the 
material which prior to further processing had to undergo special treatment. A summary statement was 
produced by the IAEA at the conclusion of the project certifying vis-à-vis the international community 
that down-blending of the stated amounts of material had taken place, and were  verified at a high 
confidence level. 


7. Following the successful conclusion of the Sapphire project the much larger 50 MT project was 
initiated at the same site. The new project is implemented for the down-blending of HEU originating 
from the national defense program. It is scheduled to last for several years. Down-blending is carried 
out on a batch basis in a newly designed process, in vessels different from the Sapphire operations. This 
time all the materials involved in the process, HEU, blendstock, and LEU product are available for 
verification only when they reside in the process vessels and when they enter and exit from them. Once 
the process flow has progressed beyond the KMP’s any re-verifications which may be needed to 
resolve measurement differences or discrepancies are by definition impossible in a non-inventory based 
verification situation. 


8. The new challenge to all parties involved was to design a mutually agreeable and cost effective 
verification approach for a continuous process in which accounting is still batch based but the Agency’s 
verification data refer to a semi-continuous process flow. 


9. The main features of the new safeguards approach consist of: 
�� An unattended continuous monitoring of the process streams entering and exiting from the 


process vessels, the measurement parameters being volume flow, mass flow, density, U-
concentration, U-enrichment, and filling status of the process vessels (volume). 


�� Daily declarations by the operator on the progress of the down-blending operation. This daily      
       declaration  is authenticated by a dedicated  computer based ODA (Operator Data                                                   
       Authenticator System) which renders the declarations unalterable. 
�� An NRTA program for the evaluation of the operator’s daily declarations from which, at each 


inspection  MUF and CMUF values are obtained with the limiting values derived from the  
performance data of the operator’s measurement system as provided in the DIQ. 


�� Unannounced random inspections aimed at minimizing the inspection effort, while 
maintaining timeliness requirements. 


10.    After some initial technical difficulties the 50 MT-Project at the UZOO facility is now entering a      
         steady state phase capable of satisfying the Agency’s verification requirements on the one hand,                       
         while on the other hand, keeping intrusiveness and inspection effort at a reasonable level,. 
11.   The road leading to an effective, and mutually agreeable safeguards approach for carrying out   
        verifications in the sensitive environment of a facility devoted to HEU uranium processing     
        required constructive efforts on both sides to ensure that the Agency could install and use all the   
        equipment needed for collecting the essential data, and their export from the facility for the necessary  
        analysis, while satisfying  the strict security restrictions the facility is under the obligation to  
        apply. 
12. Looking back over the past five years of SAPPHIRE & 50 MT history one of  the most remarkable 


developments in the mind set of the 4 parties involved was the recognition that each of them had its 
own set of rules dictated by the intrinsic objectives and priorities of each organization. Not always did 
they match. Yet, in the constructive dialogue which was one of the hallmarks of these two projects 
ways were found to overcome the difficulties, sometimes arising quite unexpectedly, and to 
accommodate the essential requirements of each of the partners. If this spirit continues to prevail, 
implementation of the 50MT project at UZOO will certainly continue its development into a staid 
inspection routine capable of carrying the project to its successful conclusion some years hence. To 
fully accomplish this, emphasis needs to be placed on carefully coordinating all actions required to 







satisfy the Agency’s evaluation criteria for this facility over the full length of an evaluation period. To 
put it casually, a coordination with the strength to compel Murphy to reverse his chances. 
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Abstract 
 
The possibility to use passive gamma emission tomography for revealing non-destructively the rod 
structure of a spent fuel assembly was studied. To estimate the performance of the technique for PWR 
assemblies, measurement has been made at Ringhals Facility in Sweden, using the underwater 
measurement head designed for BWR assemblies attached to an existing operator owned fuel testing 
arrangement at Ringhals wet fuel store. Results obtained are promising for using this technique for partial 
defect testing, despite non-optimal measurement geometry. 
This task was conducted within the framework of JNT support programs of Finland, Hungary and 
Sweden  for IAEA safeguards. 
 
1. Introduction 
 
It is foreseen that partial defect verification needs to be performed for each fuel assembly arriving at the 
conditioning facility in an active way, i.e. the measurement needs to prove that all rods in each assembly 
are present and that all rods include irradiated nuclear fuel �1�.  
The basic idea of the method is mapping the emitted radiation by Tomographic section imaging 
techniques [2], [3], [6]. The image gives a pin to pin distribution of gamma emitter concentration. By 
evaluation of an image: replacement or missing pins can be detected. The Imaging process consists of two 
steps: measurement (scanning) and image calculation.  
The basic requirement for using the section imaging technique is access to all sides of an assembly . This 
requires at least partial raising of the fuel assembly, or moving it to a measurement position. Another 
requirement is that several sides of the assembly should be measured. Therefore, either rotation of the 
assembly, or rotation of the detector head around the assembly is needed.  
Passive gamma emission tomography of a spent BWR fuel assembly has been studied earlier within the 
framework of a Support Program to the IAEA Safeguards. The Swedish Nuclear Power Inspectorate has 
also supported a similar project [5] The IAEA task included experimental measurements of irradiated 
assemblies using underwater measurement techniques together with computer analysis of the measured 
data as well as computer simulation of such measurements.  
An underwater head with an array of small size, room temperature, detectors was built. It can measure 
(scanning) intensities and direction of high energy fission product gamma escaping from the assembly1.. 
The results obtained show that rod-level partial defect verification of spent BWR fuel assemblies is 
feasible using computed gamma emission tomography [2�.  
 


                                                           
1Page: 1 
This is not a property of tomohead. Operator owned gammawagons have facilitated this so far. 
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In order to test the performance of the technique for PWR assemblies, and to prove the computer 
simulations, a measurement campaign2 was organized at the spent fuel pond of Ringhals 4 Facility in 
Sweden. 
 
2. Measurements with spent fuel at Ringhals  
2.1. Hardware arrangement and data 
The STORE is a wet AFR storage for spent PWR fuel assemblies. It is equipped with  operator owned lift 
equipment, called gamma wagon, that is used for fuel service purposes. The gamma wagon is attached to 
a fixed position on the wall of the fuel receiving pond. Different fuel service fixtures can be clamped to 
the gamma wagon allowing the operator to move the assembly in vertical direction and also to rotate it 
manually. The measurement fixture used for tomographic studies holds the assembly during 
measurement. The tomographic detector head was attached on a fixed position in the middle of the 
measurement fixture. Figure 1 shows the fixture. The fuel handling machine is used to transfer the 
assembly into the fixture. Figure shows the fuel assembly in the measurement position under water.  
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Figure. 1. Geometry of tomographic measurement. 
 The stainless steel made detector head is attached 
 to the measurement fixture. 
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2.2. Detector-collimator arrangement 


For the recent experiments, four detectors were used with 4mm pitch. Three (detectors D1, D2 and D3) of 
the four detectors were positioned on a slit of the collimator, one detector (D4) was placed on the lead 
collimator, without a slit for measuring radiation transmitted trough the lead, and to be used as 
background ( fig. 2). Description and principles of energy selective detection system for high energy 
fission product gamma radiation can be found in references �3� and �4�. 
 


2.3 Single detector scanning for detector calibration 
The detection system (all detectors) is moved mechanically in 2mm steps. Each detector measures the 
same projection, and scanning results are stored for each detector separately. 
These scanning results are used to determine differences in detector performance (sensitivity e.t.c.) and 
calculating calibration factors to compensate these differences. 
 


                                                           
2 This is explained in the next paragraph. 
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2.4. Multidetector scanning 


All the 3 detectors are moved mechanically in 6mm steps. Each detector takes sampling at a sampling 
interval of 6 mm, but each in different positions. A computer program calculates the composed scanning 
file at every 2 mm sampling. Compensation of differences in detector sensitivities should be used to 
obtain artifact-free scanning profile. Calibration factors measured by single detector scanning (only ones 
for a detection system) is used for this compensation. 
It is also important, that these calibration factors should be constant during the whole measurement cycle. 
No dependence on time and radiation levels are acceptable. 
 


2.5. Discriminator level setting 


Pulse amplitudes at outputs of analog amplifier are thresholded by level discriminators. Two 
discriminators are used for each detector channel. 


The lower threshold (UD1) should be set to measure 154Eu and 144Pr gamma photons together. The higher 
threshold (UD2) is used to detect only 144Pr gamma photons. 
Image of gamma above the high threshold level can be used only for short cooled assemblies (T < 3 
years) providing image of short lived gamma photons (144Pr), while image of gamma above the lower 
level can be useful for long cooled assemblies, providing information of 154Eu emitter concentration 
distribution, due to decay of short lived gamma. Discriminator levels select the part of gamma spectra to 
be measured. The closer the discrimination level to the Compton edge of a selected gamma photon, the 
better the  energy selectivity of the system. This is limited by statistical error consideration. 
During single detector scanning of the assembly the upper and lower limit of discriminator threshold can 
be determined. The lower level limited by saturation consideration, the higher level is limited by 
statistical accuracy needed. Selected thresholds are: 
 Ud = 400/700 keV for long cooled assembly 
 Ud = 1700/2000 keV for short cooled assembly 
The high level needed (to avoid saturation) for the high active assembly means, that detectors worked in 
pile-up mode. 
 
2.6. Spent fuel data 


The PWR type assemblies measured were made by Fragema and they have been irradiated by the 
Ringhals AB, Sweden. This type of fuel has 17x17-25 fuel rods with external diameter of 9.5 mm. The 
pellet external diameter is 8.19 or 8.36 mm. The declared parameters of the assemblies measured are 
given below as: 
     1. Short cooled assembly  (SC)                               
          cooling time :      0.5 yrs 
          ID No.                 15 S 
          Initial enrichment 3.5 % 
          BU            42.2  MWd/kg 
          Rods with Gadolinium burnable poison are reported on the periphery positions. 
     2. Long cooled assembly      (LC)                                
          cooling time:         7.5  yrs   
          ID No.                  51 K 
          BU           39.1 MWd/kg 
          Depleted Uranium rods and stainless-steel dummies on the periphery positions are reported. 
 
2.7. Selection of scanning parameters 
Mathematical simulation program, verified by BWR measurements, predicted  that 120 views and 2mm 
sampling is required for imaging PWR assemblies.  
The measurement used an existing operator owned testing station, and the head was designed for an other 
measuring stand. This resulted in two problems: 


- distance between detector-assembly centre was 41 cm. (Formerly we had some 21cm). The large 
water layer significantly increased scattered radiation background. According to calculation -for 
resolution consideration - the detector-collimator distance can be increased up to some 40 cm. 
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- Maximum scanning length of the measuring head was 30cm, designed for smaller BWR assemblies. 
For PWR we needed (in optimal case) some 40cm. This made the accurate background fitting 
impossible. 


 
3. Evaluation 
3.1. Signal and background 
By definition, signal is the detection of the pulse in the system at the energy above the energy treshold 
caused by radiation emitted from the assembly and reaching the detector along a straight line path, which 
is within the field of view determined by collimator slit. The slit width is 1.5mm, collimator length is 
100mm. 
All the other pulses detected can be considered as unwanted background. 
The main components of backgrounds  are: 


- direct transmission through the lead collimator  
- scattered radiation attenuated by the lead collimator  
- scattered (in water) radiation arriving to the detector within the field of view . 


In this later case scattered radiation (with low energy degradation due to scattering in water) reaches 
detectors without attenuation. 
By far the largest dominating components of the background in this campaign was the scattering in water 
due to very thick water layer between the assembly and detector. 
The measured data set was arranged in a sinogram format. This is the input data set for image 
reconstruction. 
 
3.2. Model-based calculation and extraction of information 


The large background caused by scattering in water and incorrect background subtraction due to short 
scanning length necessitates adding more information to the image reconstruction process. A physical 
model of the scanning process is being developed, which provides some additional information for image 
reconstruction. In addition, there are several useful parameters which can be extracted from measured 
data set. Some of the elements of this model are as follows:  
 - Water attenuation profile 
 Due to large thickness of water layer between assembly and detector, the measured dataset is 


modulated by water attenuation  profile. This attenuation profile and its correction function can be 
calculated if geometrical parameters (rod diameter, pitch ) of the assembly are known. Correction of 
measured sinogram can be calculated as if had been measured in the air. 


- Background subtraction from measured data 
 Calculating the scattered radiation profile, it can be concluded, that it is a slowly varying function, and 


separation is possible, which can result in a scatter-free profile. Geometrical parameters (rod diameter, 
pitch ) of the assembly containing all the pins should be known for this calculation. 


- Fuel absorption correction 
 A mathematical model is used to correct absorption. Due to instability problem only limited 


improvement is possible, but for imaging purposes it can be significant. 
 
4. Image reconstruction  
4.1. Direct image reconstruction 
Direct image reconstruction means that the input is only the sinogram data file. No other data are needed. 
The main advantage of these types of image reconstruction is that distortion by incorrect data can be 
avoided. Main drawback of these techniques is, that normally the measured sinogram data set for such a 
high absorbent, which the assembly is, is never enough for accurate imaging. As an example, that map of 
attenuation coefficient (which in Tomography is measured by a separate imaging process) is not available 
for the image calculation made in this report.  
 
4.2. Model-based image calculation 
Water attenuation correction and model-based scattered background subtraction can be included in the 
algorithm. In case of accurate model data image can be improved. Any incorrect a-priori data, however, 
might introduce distortion and error in the imaging process and might result in a faulty detection. 
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5. Results 


Images based only on the input sinogram files (direct image reconstruction) can be seen in fig.3 for SC 
assembly and fig.4. in for LC fuel assembly respectively with histograms and reconstructed activity 
distribution along the centerline of the image.  The reconstructed images are an estimate of the activity 
(rod to rod) distribution in a cross section of an assembly. Image window is set around the peak of the 
Histogram (most probable pixel activity). A low resolution image can be seen in fig. 5. demonstrating the  
positions of correct and faulty detection . 
 
The algorithm used is a special convolution-backprojection  type for contour and edge detection with data 
integration. This algorithm can cut most part of slowly-varying scattering profile from high frequency 
profile of rod structure. Due to some overlapping of spectra this separation is not perfect. Formerly for 
BWR assemblies iterative SIRT with LS fit was also used successfully for a scatter-free dataset. 
 
6. Discussion 
6.1. Activity mapping 


For the short-cooled assembly the result is conclusive for all fuel pins and water channels. The structure 
of the fuel assembly is as reported. For the long-cooled assembly 9 inner water channels are not possible 
to detect at a high confidence. In any case, the verification is at a very high level compared to 50 % partial 
defect requirement. The result is promising, bearing in mind, that the measured assemblies were very 
challenging targets, and the measuring arrangement was far from optimal.     
Stainless steel has zero activity with lower than fuel rod absorption. It is the easiest case to detect. 
Depleted Uranium (especially if it was irradiated only in 1 cycle), has a lower activity level, but the same 
attenuation as other fuel rods. 
Modeling the measurement it was calculated that Depleted Uranium rods in this assembly has a gamma 
activity lower by an order of magnitude, than standard fuel rods. This decrease (due to the same 
absorption) can easily be detected. 
To detect water channel is the most difficult case, as has been demonstrated at earlier measurements. 
Detection sensitivity is position sensitive. It is much more easier to detect anything at the periphery of 
assembly, than if it is inside. 
Due to smaller, than necessary scanning length caused the problem of background fitting, and subtracting 
correct background from signal. Detector placed behind the collimator aimed at measuring background, 
but because of large scattering, background measured by this detector was only a  small portion of the 
total background.  
Incorrect background correction could be one of the reasons of the systematic error caused artifact in 
position of an inner water channel 
 
6.2 Comparison with earlier tests 


Former measurements aimed at detecting water channels inside the BWR assembly. All the assemblies 
we have ever measured were homogeneous, all the rods were irradiated in the same fuel cycle. 
In this respect recent PWR assemblies were highly heterogeneous having several dummies, material and 
irradiation history of different rods at peripheral positions. These non-standard items cause large effect in 
the measured signal, and obscure the small effect caused by inner water channels. Detection of missing 
inner rods behind these item is much more difficult, than mapping the inside structure in a homogeneous 
assembly. 
Detection  of missing rods inside an assembly with heterogeneity in the peripheral raw is one of the most 
difficult task among gamma imaging assemblies for partial defect testing.  
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Fig. 3,   Reconstructed Image of SC assembly with histogram and distribution along centreline 
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Fig. 4. Reconstructed Image of LC assembly with histogram and distribution along centreline  







 8


Fig. 5  Low resolution image of LC assembly with histogram 
 
6.3. Limiting parameters 
Scanning the very active short cooled assembly overloaded the detectors and counting was possible only 
in pile-up mode. For the other assembly (CT 7.5y ) there was no such problem. In spite of this, image 
reconstruction provided better result for the high active assembly, where Pr 144 radiation was detected 
resulting in a a lower self-absorption, than in the case of detecting  Eu 154 gamma radiation with the 
other assembly. This proved the fact, that fuel self-absorption is the main limiting parameter. 
Mathematical simulation demonstrated, that under optimal conditions (scatter-free data, correct 
background fitting) detection of inner water channel is possible behind heterogeneity in the periphery, but 
this case is very close to the limit sensitivity of the technique. Therefore optimal conditions are necessary. 
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The lack of a gamma-ray signature from 242Pu represents an Achilles heel for many plutonium 
isotope abundance measurements made by high-resolution gamma spectrometry (HRGS). 
This holds in particular for plutonium materials containing a significant fraction of this 
isotope. The problem is partially solved through the application of isotope correlations 
estimating the relative abundance of 242Pu from relations to ratios of other plutonium isotopes 
measurable by HRGS. 


In the mid of the nineties a new type of isotope correlation had been proposed for LWR  
plutonium based on the following relation /1,2/: 


with recommended coefficients C0, C1 and C2 for PWR and BWR fuels, respectively. We 
have adopted this type of correlation for the routine analysis of safeguards samples in the 
Euratom On-Site Laboratories and in the Institute for Transuranium Elements. In order to 
cover the full range of plutonium materials received for analysis, the application of the above 
correlation has been also extended to AGR and Magnox-type of plutonium. The differing sets 
of coefficients C0, C1 and C2 approximating best the correlation for the additional types of 
materials were determined from a set of reference isotopic data. 


Since in many instances the origin and the type of the plutonium are not known a priori, 
criteria for categorization were established helping to select the appropriate isotope 
correlation. Parametric plots of the ratios 238Pu/239Pu versus 240Pu/239Pu generally allow to 
discern unambiguously Magnox, AGR and LWR plutonium, and to some extent also BWR 
and PWR plutonium, as long as a mixing of the respective plutonium materials has not 
occurred. With this kind of categorization implemented in the routine analysis the 
performance of the 242Pu estimate is substantially improving in most cases. 


Performance data for 242Pu in particular, and for plutonium isotope abundance measurements 
by HRGS in general, as derived from a larger set of measurement data are presented and 
discussed in terms of their impact on the interpretation of passive neutron coincidence 
measurements for the plutonium element assay on small samples. 
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ABSTRACT 
 
This paper describes the main features of Atucha I Nuclear Power Plant (NPP) and the traditional 
safeguards approach applied to the plant up to now by the IAEA and ABACC. This facility was built 
in the 70´s and has been in operation since 1974. Due to the application of Safeguards Criteria 1991-
1995, this reactor has partially attained the quantity component of the inspection goal, as with the 
current safeguard scheme the scenario of unrecorded Pu production is not fully covered. To reach this 
goal it seems necessary to acquire a system to qualitatively measure irradiated fuels moved between 
the reactor and the pond and vice versa. 
 
In this regard, a study has been carried out by the Nuclear Regulatory Authority of Argentina (ARN) 
jointly with ABACC to determine the feasibility of monitoring the flow of spent fuels by detecting the 
radiation emitted by them. This proposal tends not only to fulfil safeguards requirements but also to 
minimize the facility constructive modifications. This last is a very important aspect considering the 
NPP has been working for twenty seven years. This study shows a positive balance as permits 
reaching safeguards goals according to safeguards criteria in use nowadays requiring very little 
modifications to the plant. A detailed description of the unattended system proposed will be given. 
 
In this paper it was also considered a potential alternative to the implementation of an unattended 
system based on an scheme of unannounced inspections. Finally, to conclude this paper, we offer a 
comparison between those two alternatives aiming at arriving at the best conclusion to comply with 
the IAEA and ABACC requirements without falling in undesirable constructive modifications to this 
plant. 
 
1. DESCRIPTION OF ATUCHA I NUCLEAR POWER PLANT (NPP) 
 
Atucha I is an on load pressured heavy water reactor (PHWR). The Net Power of this NPP is 335 
MW. The reactor started operation with natural uranium fuels but now it works with low enriched 
uranium fuel assemblies (0,85%). The core grid has a capacity of 252 fuels. Each fuel is formed by 37 
rods placed in three concentric circles and with an active length of 5,300 mm. One of this rods is 
structural. The reactor is refrigerated and moderated by D2O. There are two parallel circuits for the 
refrigerator and two parallel circuits for the moderator. In this Plant there are two pools for storing the 
spent fuels. The re-fuelling frequency, for low enriched fuels, is of 0,72 fuels per day when the reactor 
is working at high power. There is only one channel between the reactor and the pool and the flow of 
fuels (fresh, burnt up and semi burnt up) is through it. 
Currently, there are approximately 8,100 spent fuels in the pool what stands for 550 SQ.  
 
2. CURRENT SAFEGUARDS APPROACH AT ATUCHA I NPP 
 
The current safeguard approach is based on the combination of inspection activities, complemented 
with the application of containment and surveillance measures. The auditing activities require the 
preparation of a set of operational and accounting records and reports. All of them are handled by the 
operator during the inspections. 
 
 
 
 







All the above mentioned measures were designed to cope with the following diversion scenarios: 
 
�� Diversion of spent fuels from the reactor core through the big component gates in the containment 


sphere of the reactor. 
�� Diversion of the spent fuels from the pond area.. 
�� Unrecorded Production of Plutonium, partially covered. 
 
 
As the timeliness verification goal for irradiated fuel is three month, routine inspections are performed 
with a frequency of 4 inspections per year. During a routine inspection the following activities are 
carried out: 
 
�� Auditing of the operator records to look for consistency with the reports.  
�� Verification of the operating records. 
�� The spent fuels at the higher level of the ponds and the accessible fuels in the lower levels are 


counted . 
�� Re-change of the seals (standards, equipment) 
�� Surveillance System Service. 
�� The change of the TLD´s installed in the containment. 
 
During a Physical Inventory Verification, the following activities are performed by the inspectors: 
 
�� Auditing of operating and accounting records. 
�� Counting, identification and NDA of fresh fuels. 
�� Counting of fuels in the pond. Cerenkov effect would be sight for spent fuels. 
�� The spent fuels at the lower level are counted using an underwater camera. 
�� Service of the surveillance system (MIV cameras, there are five installed at the pond area). 
�� Occasionally, a first quick review of the films in the field with a handling monitor. 
�� The change of the TLD´s installed in the containment. 
 
The inventory in the core of the reactor is not static as the fuels are continuously exchanged at an 
average rate of 0.72 fuels per day and the activities performed do not permit to know the flow of fuels 
going in and out of the reactor core. 
 
3. POSSIBLE MISUSE SCENARIO NOT COVERED BY THE CURRENT APPROACH 
 
Atucha I was built in 70´s and revising the possible misuse scenarios that might be applied to this 
NPP, it was found that the unrecorded production of Pu  had not been fully covered since Criteria 91-
95 has been applied.  
 
In any on load reactor the exchange rate of fuels, using declared or undeclared fresh fuels, might be 
increased by lowering the average burn-up of the fuels. The hypothesis to be considered is the increase 
in the exchange rate, falsifying all the applicable records. Under this consideration the number of spent 
fuels transferred to the pond might be higher than declared by the operator. This, obviously reflects the 
inventory in the pond is bigger than declared and therefore the Pu production is not fully covered by 
the Agencies. Finally, by inducing a surveillance failure at the pond area the extras spent fuels 
assemblies could be removed. As clearly could be understood a re-verification of the pond inventory 
would not detect this diversion scenario. 
 
Some alternatives to resolve the problem were already developed . It seems that one possible way to 
maintain the continuity of knowledge in the core is monitoring all core fuel charges and discharges. 
This control could be carried out by the installation of an unattended system. Another alternative is the 
implementation of unannounced inspections complemented by surveillance measures. 
 
 







4. UNATTENDED SYSTEM DEVELOPPED JOINTLY BY ABACC AND THE NUCLEAR 
REGULATORY AUTHORITY (ARN) OF ARGENTINA 


 
4.1 Introduction:  
 
The irradiated fuel assemblies might be conducted out of the reactor through three possible ways. The 
first one refers to two openings in the containment of 12 m and 4 m diameters, those constitute large 
equipment transfer gates, through which the irradiated fuels might be taken out. These gates are 
welded and bolted and might be visually verified by the inspectors at any time. The second one is 
through a channel from the core to the pond by means of a trolley which drives the fuels in or out of 
the pond.  
 
The loading/unloading fuels process is as follows. When at the core, the removal of the spent fuels are 
carried out by a large shielded fuelling machine that is holding from a crane. This fuelling machine, 
operated from the control room, might change the spent fuels by fresh or semi burnt up ones or might 
change the position of the fuels in the core. This fuelling machine charges up to five fuels. Once the 
fuelling machine takes the spent fuel element, it is placed on top of a shielded titling flask which 
contains Heavy Water and the spent fuel is discharged. Then the D2O is changed by H2O. Then the 
titling flask, floaded by H2O, moves from vertical to horizontal position and it is transported to the 
pond by the trolley. At the pond the spent fuel is horizontally loaded into a second unshielded tilting 
device. Then, the spent fuel is placed in vertical position to be loaded and stored in the bay storage 
racks. In case fresh and semi burnt up fuels are charged to the core the reverse steps described above 
are followed. See figure 1. 
 
The unattended system jointly proposed by ARN and ABACC is based on a detailed study of the fuel 
transfer steps above described. The unattended system is formed by gross gamma detectors and a 
surveillance system dived at the pond focused to the transfer channel. The detectors would be 
positioned in such a way as to register the direction of each transfer. The underwater cameras would 
record all the movements through the transfer channel into and out of the bay. Among the functions of 
these under water cameras might be mentioned that serve as a redundancy of the detectors and as the 
only possible way to sight the presence of a shielded flask, what might cover the detectors avoiding 
their readings, or the transfer of irradiated tools. The two sets of shielded and collimated gamma 
detectors would be located adjacent to the tilting mechanism while it is in the horizontal position. One 
set of detectors would be located as close as possible to the transfer exit tube. The second set of 
detectors would be placed downstream, at about a distance of three quarters of the length of a fuel , 
still in horizontal position. The advantage of using collimated gamma detectors are to improve the 
ratio signal-background distinguishing between high irradiated fuels and the low burn up ones and to 
limit the solid angle of vision of the detectors, necessary condition for fuel direction determination. 
 
The detectors shall be placed as close as possible to the tilting mechanism for limiting the space for the 
introduction of undeclared detector shielding. This closest position would be defined by not disturbing 
the operator procedures and keeping the detectors in a safe location. The two sets of underwater 
cameras would be directed to the discharge port and to the tilting mechanism, confirming not only the 
discharge of the spent fuel but also gamma detectors remain in the right position and that not special 
shielding is entered to the pond.  
To increase the reliability of the whole system, two independent detectors in each position and two 
independent cameras would be installed. See figure 2.  
 
The digital signals from the gamma detectors and the images from the surveillance cameras are sent to 
a server that would process the data and generate reports and images for a set safeguard period. This 
server would also have redundant functions for power supply and data storage. 
 
4.2 Basic Parameters involved in the Project: 
 
Time involved: The transfer process is carried out manually and the minimum fuel transfer time from 
the core to the bay or vice versa is of at least one hour. The constructive characteristic of the detectors 







used in the system would define the maximum an the minimum time limits associated to the system. 
When arriving to the pond the fuel elements would be considered as lineal gamma sources.  
Considering the case of a fuel with a maximum burn up, The Lowest Measurement Time would be 
given by the time required by the detector to make the measurement without feeding up. The Highest 
Measurement Time would be defined by the minimum activity detectable by the detectors of the 
system.  
 
Spent Fuels as Gamma Sources: The gamma activity of a fuel depends on the power at which the 
reactor had been working and the history of the fuel element. That is to say the period the fuel 
remained in the core, its position in there and if the fuel was reused (the case of a semi burnt up fuel 
entering to the core). When a fuel element is taken out of the core, it contains very short half life 
gamma emitters, that abruptly decay in few minutes, and long half life gamma emitters as Cs 137. As 
the minimum transfer time from the core to the pond is of about an hour, we would only consider the 
case of long half life gamma rays emitters. For the specific case of spent fuels with very low burn up 
an so very low quantity of long half life fission products, specific considerations would be made 
taking into consideration the detectors specifications. 
 
 
 
 
 
 
 
 
 
 
 


 
 
 
 
 







 
 
5.  POSSIBLE SCHEME OF UNANNOUNCED INSPECTIONS 
 
A potential alternative to cover the scenario described as not completely covered, as it is stated in the 
SIR, is implementing an unannounced inspection regime strengthened by a surveillance system. Under 
the current legal framework, the probable detection of undeclared Pu production is associated with the 
possibility of finding undeclared spent fuels ready to be shipped, for instance inside flasks. Another 
possibility is given by finding discrepancies between operational records presented by the operator and 
the effective quantity of fuels verified in the spent fuel storage pools during the inspections.  
 
Activities to be carried out during unannounced inspections: 
 
- The absence of undeclared transfer flask in the pond area shall be verified. 
 
- The number of spent fuels counted in the ponds shall be compared with the spent fuel quantity 


declared on the updated operator records.  
 
Under the assumption that both activities could be performed successfully, it may be concluded that 
the unannounced inspection approach covers all the relevant concealment strategies timely. The first 
concealment strategy considered is a hide away of the transfer flask simultaneously to the inspection 
arrival. In this regard, we consider the fact of inadvertent shipping of the spent fuel transfer casks 
almost impossible due to Atucha I fuels length which is about six meters. It must also be considered 
that the shielding of the shipping cask required to transport those fuels should be very huge. Then the 
loading and transfer operation require special arrangements, enough time and a carefully planned 
operation with a simultaneously induced surveillance failure.  
 
The second concealment strategy is to return the undeclared fuels to the reactor building through the 
transfer channel. This operation requires more than thirty minutes per fuel.  
 


Figure 2 







To assure an effective detection probability, the unannounced inspections should be implemented 
under certain general conditions to obtain an appropriate performance. In our point of view the most 
important ones are: 
 
a) The unannounced inspections should be carried out at any time and without any restriction. 
 
b) Immediate access to the pool area and specifically to the transfer pond should be possible. 
 
c) The advance notification to the state officers and to the operator should not allow the fulfilling of 


any of the concealment strategies. 
 
To meet these general conditions we propose an unannounced inspection regime complemented with 
surveillance measures.  
 
Two cameras focusing to the transfer pool area form the additional surveillance system. One of the 
cameras should be an underwater camera located in the transfer pond. It should be set to record images 
from the port of the transfer channel and the external camera should be set to record the activities in 
the dry transfer pool. The system should have an adequate redundancy to avoid tampering and single 
failure (at least a back up camera for each one will be installed). Due to memory capacity restrictions, 
the server will save in memory the images taken along three or four consecutive days. After the fourth 
day, the server will reset its memory records and will begin a new record cycle. To fulfil the first 
condition the surveillance system should be designed to send the information encrypted to IAEA and 
ABACC review station, that could, for instance, be located in B A. 
  
 
By the surveillance system the inspector will have unrestricted and immediate access to the images 
from the transfer pool area without sending any notification to the state or to the operator. Then,  
conditions b) and c) are automatically met. In addition the four day record cycle setting gives the 
access to the activities in the transfer pool area during national holidays and weekends and so  
condition a) is also complied. 
 
In addition to the images recorded by the surveillance system, the quantity of spent fuels discharged 
from the core and the quantity of semi burnt fuels charged to the core should be declared to meet 
safeguards criteria.  
 
The main activity to be carried out during an unannounced inspection is the verification of the operator 
declaration. In this regard, some arrangements should be discussed with the State as some current 
procedures should be modified to fulfil the inspection goals. For instance, the information about the 
core fuelling and reshuffling are currently updated monthly and the implementation of an 
unannounced inspection regime should require daily or weekly availability of this information.  
 
 
6. GENERAL REMARKS ON IMPLEMENTATION OF AN UNATTENDED SYSTEM AND 


THE UNANNOUNCED INSPECTION REGIME 
 
1) For the implementation of both systems, the experience already gained with remote monitoring 


system at Embalse NPP is useful. On one hand, unannounced inspections should require the 
installation of underwater cameras and the remote transmission of images and on the other hand, 
the unattended system should require the installation of detectors, underwater cameras and the 
availability of server capacity,  


2) For both systems the state of health should be checked. 
3) The failure of the unattended system would require the spent fuel inventory re-verification  
4) The unattended system should be designed to detect all the movement of any spent fuel. That is to 


say the system should detect the long time decay fuels, the short time decay fuels and the fuels that 
have been in the core for a very short period of time. It also should detect any irradiated tool or 
refrigerating channels to be changed. 







5) The implementation of unannounced inspections regime implies negotiations between the State 
and the Agencies about the procedures to be applied, the information to be transmitted outside the 
facility, the cameras setting period for the recording cycle, etc. 


6) The implementation of unannounced inspections will require the modification of the current 
procedure to declare Nuclear Production. The monthly calculate of Nuclear Production will be 
made daily or weekly depending on the cameras time setting. 


7) Unannounced inspection regime requires less initial investment. 
8) From the operator point view the unattended system is less intrusive. 
9) Both system do not imply any relevant modification to the facility. 
10) The unattended system could be implemented with authorised devices from the IAEA, 


nevertheless some tests should be performed beforehand.  
11) In case the IAEA authorised devices are not suitable for the system, some development should be 


carried out but the final components should be approved by the IAEA.  
12) For the current legal framework it seems better to implement the unattended system. 
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Abstract 


 The dissolution of the former Soviet Union in 1991 resulted in the creation of 14 newly 
independent states (NIS), besides the Russian Federation. Of these, 11 states are known to have 
nuclear activities (including mining activities) while three other States are known to have no nuclear 
activity or mining activity. None of the states had the necessary infrastructure or any experience in 
accounting and control of nuclear material. A wide variety of different types of nuclear facilities 
(uranium mining, fuel fabrication plant, commercial nuclear power plants, research reactors, and 
storage facilities) are located in the NIS.  
 With most Newly Independent States becoming parties to the Non-Proliferation Treaty as Non-
Nuclear Weapon States, there has been an acute need in these states for considerable assistance for 
the establishment of the necessary structure and resources to ensure that their commitments to non-
proliferation are fully implemented in a timely manner. A number of IAEA Member States offered 
and are continuing to provide assistance to the NIS on a bilateral level to set up an appropriate State 
System of Accounting and Control (SSAC) which includes Import/Export Control and Physical 
Protection of Nuclear Material in each state. The IAEA and these Member States established the 
Co-ordinated Technical Support Programme (CTSP) to ensure that the support given to the NIS was 
done in a co-ordinated and transparent manner and to avoid duplication of effort. The IAEA has 
played a co-ordinating role for the past 10 years by helping to identify detailed needs in individual 
States, by providing a platform for Member States to identify areas where they could provide the 
optimum support, and in developing and preparing the Co-ordinated Technical Support Plans. The 
IAEA organises review meetings in Vienna attended by all donor and recipient countries to review 
the focus and implementation status of the co-ordinated technical support activities. 


Significant work has been carried out in introducing safeguards in the NIS over the last ten years. 
All nuclear facilities have been placed under safeguards, and the accessible nuclear materials in the 
initial inventory declarations have been verified for their correctness. Regular or ad hoc safeguards 
inspections are conducted regularly. Basic SSACs have been established in States with nuclear ac-
tivities. Eight NIS countries have signed the Additional Protocol, and it is in force in three. Valuable 
assistance has been provided by Donor States under the CTSP, which has included the provision of 
physical protection and nuclear material accountancy and control equipment, training, workshops and 
seminars. However, there is still work to be done. New requirements are to cover nuclear material be-
ing transferred from operating and shut down reactors to intermediate storage facilities. A strong need 
still exists to bring the SSACs in the NIS to an international standard and to meet the requirements of 
the Additional Protocol. Problems still exist in logistics and communication. Other aspects of the 
Strengthened Safeguards System and the Additional Protocol will also be implemented in due time. 
 This has been an exemplary undertaking by the IAEA and donor States to bring the NIS to the 
present situation in view of the starting point. The dedicated work and co-operation of the facility 
operators and state authorities has contributed significantly to this effort. 


  
 







 2
1. ACTIVITIES OF THE DEPARTMENT OF SAFEGUARDS IN THE NIS 
 
 The Department of Safeguards has carried out activities in the NIS in the following fields: 


— Safeguards implementation under the Safeguards Agreements and Additional Protocol, 
 — Assistance and monitoring of Co-ordinated Technical Support Programme, 
 — International co-operation and communication regarding illicit trafficking, and 
 — Organisation of seminars, workshops and training on nuclear material accountancy, physical 
protection and import/export control. 
 
2. NEWLY INDEPENDENT STATES AND THEIR NUCLEAR ACTIVITIES 
 
 The break-up of the former Soviet Union in 1991 resulted in the creation of 14 newly 
independent states, besides the Russian Federation. Eleven states are known to have nuclear activities 
(including mining activities). These are Armenia, Belarus, Estonia, Georgia, Kazakhstan, Kyrgyzstan, 
Latvia, Lithuania, Tajikistan, Ukraine, and Uzbekistan. Three other states are known to have no 
nuclear activity or mining activity. These are Azerbaijan, Moldova, and Turkmenistan. 
 
3. STATUS OF NPT AND SAFEGUARDS AGREEMENTS 
 
 All 14 States have acceded to the NPT. Safeguards Agreements have been signed with 12 of the 
States, and Agreements have entered into force in nine of the States. Eight NIS countries have signed 
the Additional Protocol, and it is in force in three. Table I lists the current status of the NPT, 
Safeguards Agreements, and Additional Protocols with the NIS countries. 
 
TABLE I. STATUS OF NPT, SAFEGUARDS AGREEMENTS AND ADDITIONAL PROTOCOLS 


 
  Safeguards 


Agreement 
 Additional 


Protocol 
  


STATE NPT State  
Signed 


Entry into 
Force 


Board 
Approval 


State 
Signed 


Protocol in 
Force 


Armenia 93-07-15 93-09-30 94-05-05 97-09-23 97-09-29  
Azerbaijan 92-09-22 99-11-06 99-04-29 00-06-07 00-07-05 00-11-29 
Belarus 93-07-22 95-04-14 95-07-31    
Estonia 92-01-31 97-11-24 97-11-24 00-03-21 00-04-13  
Georgia 94-03-07 97-09-29  97-09-23 97-09-29  
Kazakhstan 94-02-14 94-07-26 95-08-11    
Kyrgyzstan 94-07-05 98-03-18     
Latvia 92-01-31 93-12-21 93-12-21 00-12-07   
Lithuania 91-09-23 92-10-15 92-10-15 97-12-01 98-03-11 00-07-05 
Moldova 94-10-11 96-06-14     
Tajikistan 97-01-17      
Turkmenistan 94-09-29      
Ukraine 94-12-05 95-09-21 98-01-22 00-06-07 00-08-15  
Uzbekistan 92-05-07 94-10-08 94-10-08 98-09-14 98-09-22 98-12-21 
 
 There are nine countries where a Safeguards Agreement is in force: Armenia, Azerbaijan, 
Belarus, Estonia, Kazakhstan, Latvia, Lithuania, Ukraine, and Uzbekistan. Moldova, Kyrgyzstan, and 
Georgia have signed Safeguards Agreements, which are pending ratification. Azerbaijan was the latest 
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in signing a Safeguards Agreement.  It is also important to mention that the Additional Protocol has 
entered into force in Azerbaijan, Lithuania and Uzbekistan. 
 Long before the individual NIS States ratified the NPT and signed the Safeguards Agreements, 
the IAEA experts and Safeguards staff went on technical visits to locations where the State informed 
the Agency that there was nuclear material. The purposes of these visits were to advise the country on 
the possible Safeguard activities for each facility, to explain these activities to facility and State 
representatives, and to demonstrate safeguards equipment that would be used thereby preparing the 
facility for eventual inspections. A wide variety of different types of nuclear facilities (uranium 
mining, fuel fabrication plant, commercial nuclear power plants, research reactors, and storage 
facilities) are located in the NIS.   
 
4. NUCLEAR FACILITIES AND MATERIALS IN THE NIS: STATUS OF SAFEGUARDS 
 IMPLEMENTATION 
 
4.1 Safeguards Agreements in force 
 
Armenia 
 
 Armenia has one nuclear power plant with two VVER-440 type reactor units. Unit 1 started up in 
1979 and unit 2 in 1980. Both units were shut down in 1989 due to seismic considerations following 
an earthquake in 1988. The loading of reactor unit 2 was initiated in August 1995, and the reactor has 
been in operation since 27 October 1995. It was operating again following refuelling and maintenance 
during August and September 1996. The reactor was shutdown in July 1997 for refuelling and 
subsequently was restarted. The main material types in these reactors are low enriched uranium (LEU) 
and plutonium (Pu) in irradiated fuel. Construction of a dry spent field storage facility was completed 
in 2000. The initial transfers of spent fuel from the reactors to the dry storage facility started in 2001. 
 On 23 August 1994 the Agency received the Initial Report that covered the entire nuclear 
material inventory of the country. The verification of the initial inventory was started in February 1995 
and completed in January 1997. 
 The Agency has installed necessary containment and surveillance measures in the Armenian 
nuclear power plant and the dry storage facility. A spent fuel measurement system was developed and 
installed in the dry storage facility.  The equipment permits the verification of the spent fuel transfer in 
an attended mode. Facility attachments have been negotiated for the reactor, and the facilities are under 
routine inspection. 
 Armenia was one of the first countries to sign the Additional Protocol; however, to date the 
Protocol has not been ratified. Consultations with the country on ratification of the Protocol continue. 
 
Azerbaijan 
 
 Azerbaijan has no declared nuclear material or activities. However, Azerbaijan has signed a 
Small Quantities Protocol additional to the Safeguards Agreement.  This suspends the implementation 
of most of the operative provisions of Part II of INCIRC/153 while implementing the provisions of the 
Additional Protocol. Consultations have been held with the Azerbaijan authorities concerning the 
requirements of the initial declaration under the Additional Protocol. 
 
Belarus 
 
 Most of the nuclear materials and nuclear facilities in the Republic of Belarus are concentrated at 
the Sosny Science and Technology Complex (Sosny STC).  
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 All nuclear material from the critical assemblies at Sosny STC has been removed and is stored in 
the fresh fuel storage. All material is under containment and surveillance measures. There is a small 
amount of nuclear material present at a waste storage location close to the Sosny STC. The nuclear 
material types in the Belarus facilities are high-enriched, low-enriched, and natural uranium. The 
verification of the initial inventory has been completed. The Agency collected environmental samples 
to establish base line signatures of the hot cells. Ad hoc inspections have been carried out pending 
entry into force of the Facility Attachments.  
 
Estonia  
 


The safeguard relevant facilities in Estonia are a former training site (Paldiski Russian naval 
base) with two decommissioned nuclear reactors, a rare-earth processing plant with former uranium 
recovery activities (Sillamae Plant), and waste disposal sites. Several technical visits were carried 
out prior to the entry into force of the Safeguards Agreement to assess the scope of safeguards to be 
applied to Estonia and to confirm that the facilities, which previously handled nuclear materials in 
Estonia, were no longer operating.  


Estonia acceded to the NPT on 31 January 1992. The Safeguards Agreement between the 
Agency and Estonia entered into force on 24 November 1997. Ad hoc inspections have been carried 
out pending entry in to force of the Facility Attachments. There remains a need to confirm the de-
commissioning status of the reactors.  
 
Kazakhstan   
 
 The safeguards relevant facilities of Kazakhstan and their main material types are: BN-350 Fast 
Breeder Reactor at Aktau (HEU, LEU, Pu), LEU Fuel Pellet Fabrication Plant at Ulba (LEU), 
Thorium (TH) storage facility at Ulba, three research reactors at the Institute of Atomic Energy of the 
National Nuclear Center in Kurchatov near Semipalatinsk (HEU, LEU), and a research reactor at 
Alatau near Almaty (HEU, LEU). 
 The Initial Report on nuclear materials subject to safeguards in Kazakhstan was received by the 
Agency on 4 September 1995. The initial verification is complete at all facilities following unloading 
of the core of the BN-350 reactor which occurred in 2000. Ad hoc inspections have been carried out 
pending entry in to force of the Facility Attachments. 
 As part of implementation of the Part 1 measures under the Strengthened Safeguards System 
(SSS), the following steps have been taken: 


(a) Agency inspectors are granted one-year multiple entry visas by Kazakhstan. 
(b) Environmental sampling of hot-cells has been completed to establish baseline signatures. 
(c) The SSAC have provided additional information about nuclear facilities in the country. 


A major activity in Kazakhstan has been the BN-350 spent fuel canning and transfer project, 
called “ALMAZ”. The project resulted from a trilateral agreement signed on November 1997 between 
the Governments of Kazakhstan and the USA and the Agency. The purpose of the project was to 
ensure safe and secure storage of all irradiated BN-350 reactor fuel by packaging individual spent fuel 
items together into welded canisters and transferring the canisters to a long term dry storage facility. 
All fuel-packaging activities were completed the second quarter 2001. The canisters have been placed 
in temporary storage at the BN-350 reactor site. 
 
Latvia 


 
Latvia has one IRT research reactor (5 MW(th)) located 20 km from Riga, a radioactive waste 


disposal facility, and a number of different enterprises located throughout Latvia that use small Pu 
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sources. The reactor uses Highly Enriched Uranium (HEU) and has been shut down for a long time. 
A plan has been drafted for the decommissioning of the reactor. No progress has been made on a 
future spent fuel dry storage facility. 


The Agency received the Initial Report on nuclear material inventory on 22 February 1994 and 
completed the initial inventory verification in June 1994. With the entry in to force of the Facility 
Attachments in June 1998, routine inspections have been carried out. 


To implement Part 1 measures of the Strengthened Safeguards System during 1997, the State 
authorities have provided the Agency with the required additional information about nuclear facili-
ties in the country. Additionally, the Agency collected environmental samples with a view to estab-
lishing base line signatures of hot cells. 
 
Lithuania 
 


The safeguards relevant facilities of Lithuania are the Ignalina Nuclear Power Plant (INPP) 
with two on-load RBMK reactor units and a dry spent fuel storage facility and miscellaneous loca-
tions with insignificant quantities of nuclear materials. Construction of Lgnalina unit 3 was planned 
during the Soviet era, but the project was abandoned prior to the Safeguards Agreement. The spent 
fuel dry storage facility at the INPP site became operation in 1998.  
 The Ignalina NPP contains two RBMK-1500 reactors, which are located in separate buildings. 
They are identical in design but operate completely independently of each other. The RBMK reactor 
is a light water cooled, graphite moderated, boiling water reactor. It utilises on-load refuelling of 
about 1600 vertical fuel channels. Unit 1 started up in 1983, and unit 2 followed in 1987. They are 
the largest commercial reactor units currently operating in the world and provide over 80% of 
Lithuania’s electricity needs. It is anticipated that the operating units will be shut down in 2005 as a 
condition for application for EU membership. 


The Initial Report was provided to the Agency on 31 October 1992. Several technical visits 
were carried out to prepare for the Safeguards implementation. The implementation started with the 
installation of containment and surveillance equipment in December 1992 to freeze the inventory of 
the spent fuel ponds and to provide surveillance for the cores. With the entry in to force of the INPP 
Facility Attachments in June 1999, routine inspections have been carried out. The first PIV was car-
ried out in February 1994. A neutron and gamma NDA instrumentation system, operating in an un-
attended mode, was introduced to assist in the verification of the spent fuel transfers to the hot cells. 


To implement Part 1 measures of the Strengthened Safeguards System during 1997, the State 
authorities have provided the Agency with the required additional information about nuclear 
facilities in the country.   


 
Ukraine 
 


On 2 March 1995, the Agency received the Initial Report on all nuclear material in Ukraine 
subject to the Safeguards Agreement. The verification of the initial inventory started in April 1995, 
and ad hoc inspections are now carried out at all facilities. The facilities include 16 nuclear power 
station units (one twin VVER 440 unit, 11 VVER 1000 units and, three RBMK 1000 units), one 
research reactor, one naval nuclear reactor training facility, one sub-critical facility, one research 
centre, and the shelter for Chernobyl unit 4. All Chernobyl reactor units were shut down in 
December 2000. Two reactor units are under construction (Rovno 4 and Khmel’nitsky 2). A 
separate dry spent fuel storage facility is under construction at Chernobyl. At the Zaporozhe site a 
separate spent fuel dry storage facility became operational in 2001.  The verification of the initial 
inventory has been completed except for the cores of the RBMK reactors. The surveillance 
installations were completed in mid 1997, however, a number of improvements are still needed.  
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To implement Part 1 measures of the Strengthened Safeguards System during 1997, the State 


authorities have provided the Agency with the required additional information about nuclear facili-
ties in the country. Additionally, the Agency collected environmental samples to establishing base 
line signatures of hot cells. 


Two unattended monitoring systems were installed at Chernobyl in September 1996 by the 
French Support Program to the Agency. One was installed at the operating reactor unit 3 and the 
other at the separate spent fuel wet storage facility. Additional monitoring systems were installed in 
1998 and 2000 in the other units.  The installation of the monitoring systems reduced the amount of 
inspection effort required to verify the transfers of spent fuel to the wet storage facility. All spent 
fuel from the reactor units and the wet spent fuel wet storage facility will be transferred to the new 
dry storage facility in the next decade.  This will require additional monitors and a significant in-
spection effort. At the Kharkov Institute a majority of the nuclear material was repackaged and 
placed in a secure vault. A remote monitoring system was installed and tested at the facility.  


The Agency has made also significant efforts in facilitating the implementation of safeguards 
in the State by: 


— Installing communication systems at the main facilities, including the State office, 
— Purchasing vehicles for the transportation of Agency inspectors, 
— Establishing a Safeguards Implementation Review Group that meets semi-annually with 


State authorities and facility operators, 
— Opening an office within the UNDP compound in Kiev, and  
— Contracting UNDP to assist the inspectors in resolving logistical problems (customs clear-
ance, transportation of Agency equipment and inspectors, and storage of equipment). 


 
Uzbekistan  
 
 Uzbekistan has a 10 MW(th) water-cooled and moderated research reactor, a pulse reactor 
Photon used for testing the effect of radiation on space equipment, and four uranium mining and 
milling facilities producing U3O8 as the final product. The main material types in Uzbekistan are HEU 
and LEU. 
 The Initial Report of Uzbekistan was received by the Agency on 18 November 1996. The 
verification of the initial inventory was started in December 1996 and has been completed. Ad hoc 
inspections are carried out at all facilities 
 Uzbekistan was one of the first States to ratify and implement the Additional Protocol.  The 
initial declaration under the Additional Protocol has been received and evaluated by the Agency. 
Appropriate complementary accesses have been conducted at selected sites. Based on the 
implementation of the Additional Protocol and the State evaluation, the Agency was able to draw a 
conclusion regarding the absence of undeclared nuclear material and activities for Uzbekistan in 
2000 as reported in the Safeguards Implementation Report (SIR). 
 
4.2 Safeguards Agreements not in force 
 
Georgia  
 
 Georgia acceded to the NPT on 7 March 1994 and during the General Conference signed the 
Safeguards Agreement, which is under the ratification process. Because of civil war and unrest, the 
Agency has carried out limited technical visits to this country. The IAEA Director General visited 
Georgia in July 1997. According to information available, Georgia’s nuclear facilities and activities 
consist of an 8 MW(th) pool type research reactor near Tbilisi that was started up in 1959 and has been 
shut down since 1990. All fresh and spent fuel from the reactor was sent to the Dounreay, UK in 1998. 
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A technical visit to the Institute of Stable Isotopes for R & D activities in Sukhumi indicated that the 
facility has been shut down and abandoned. 
  
  
5. SAFEGUARDS IMPLEMENTATION PROBLEMS FACED IN THE NIS  
  
 The IAEA had to start its safeguards implementation activities in the NIS while the countries 
concerned were still recovering from problems due to the separation from the Soviet Union. Some of 
the problems that were faced by our staff are given below: 
 
 Limited Experience 
 
 Most of the facilities and countries had insufficient safeguards related knowledge and 
information. Safeguards as applied under the comprehensive safeguards agreement was unknown to 
the NIS countries. They did not have a sufficient infrastructure including SSAC, trained staff, 
computer equipment and accountancy software, and legal framework to carry out such functions. To 
develop or strengthen the infrastructure, donor States and the Agency have conducted workshops, 
seminars, and training courses under the CTSP.  Courses have been provided on nuclear material 
accountancy, physical protection, import/export activities, and implementation of safeguards.  
 
 Logistics 
 
 Reaching the countries and travelling inside were often difficult. Flights were cancelled or 
unduly delayed causing disruption to Agency schedules. In some places, the Agency had to overcome 
transportation problems by providing Agency owned vehicles. 
 
 Communication 
 
 Communications with IAEA HQ were problematic. In many places, the Agency now has its own 
communication system to send or receive messages on the phone, fax or e-mail. Another 
communication problem faced by the Agency staff in dealing with State and facility personnel in the 
NIS was language. Since Russian is the common language in the NIS, the Agency tried to cope with 
the problem by selecting inspectors with Russian language ability to work in this area. The Agency 
tried to schedule at least one such inspector in each team. This is becoming increasing difficult to 
manage as more NIS facilities are entering a regular inspection regime. Some facilities in the NIS 
came to the Agency’s help by providing their own translators to Agency staff in the field. With time, 
improvements in the English language ability of the State and facility staff have been noted. 
 
 Radiation and health physics 
 
 The monitoring of radiation levels and health physics protection measures were skimpy in many 
places. Personal electronic dosimeters worn by inspectors sometimes warned them about the existence 
of a high radiation field. Additional effort is required to ensure the development of a proper radiation 
safety culture.  
 
6. IMPROVEMENTS MADE IN THE NIS 
 
 The inspectors in co-operation with the local authorities have achieved positive results. Some of 
the positive developments are: 
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— Knowledge of safeguards relevant facilities gained through numerous fact-finding missions, 
technical visits, and inspections. 
— Development of nuclear material accountancy and control at both facility and state level. 
Some of these facilities were processing nuclear material without a clear concept of profit or loss 
or MUF. Dramatic changes have taken place in accountancy systems as operators became trained 
and implemented fully computerised accountancy systems. 
— Physical protection of nuclear material, particularly of HEU and Pu, has been dramatically 
improved with state-of-art sensors and techniques being employed. 
— Training in relevant fields given to local staff through numerous workshops, seminars or 
training courses organised by the donor countries in which IAEA staff took part as instructors. 
Facility staff has quickly adapted the modern practices. 


 All these developments were possible in part due to the dedicated work of State and facility 
operators in the NIS and the exemplary co-operation it received from the majority of the State and 
facility operators. 
 
7. IMPROVEMENTS STILL NEEDED 
 
 In spite of the improvements recorded above, work is still required to be carried out to improve 
the following areas: 
 


— Provision of Safeguard Agreements not always supported by internal regulations. 
— SSACs, in many cases, lack of infrastructure with authority and resources. 
— Further improvements are needed with regard to nuclear material accountancy. 
— Long term storage of spent fuel (BN-350 and Chernobyl) 


 
8. CONCLUSION 
 
 Significant work has been carried out in introducing safeguards in the NIS over the last ten years. 
However there is still work to be done. The international community and donor States to the NIS 
should continue to provide the necessary support for advancing the goal of proper accounting and 
safekeeping of nuclear material in the NIS. 
 The Agency plans to focus attention on the completeness of the initial declarations and 
assessment of States’ nuclear fuel cycles. Other aspects of the Strengthened Safeguards System and the 
Additional Protocol will also be implemented. 
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SATELLITE IMAGERY AND THE DEPARTMENT OF SAFEGUARDS 
K. CHITUMBO, S.ROBB, J. BUNNEY, G. LEVE  
 
ABSTRACT 
This paper examines the contribution that the Satellite Imagery Analysis Laboratory 
(SIAL) is making and challenges it faces in supporting Safeguards. Commercial satellite 
imagery is being utilized as a complementary source of information in the State 
Evaluation process and under the Strengthened Safeguards regime. Commercial satellite 
imagery has been embraced by operations and enhanced products that support the 
inspectorate are now being delivered. These products are a direct result of the integration 
of different skill-sets, datasets and technology that have taken place under the auspices of 
a clearly defined and concise analytical process created in the SIAL. This paper will 
discuss how satellite imagery, its analysis and the fast evolving technology concerned 
with its use are becoming a fundamental part of an efficient and effective inspection 
system 
 
INTRODUCTION 
SIAL is a multi-source resource created to support the Safeguards inspectorate. It is 
directly tasked by operations and will use the many resources available to it to fulfill its 
designated task. These resources include imagery analysts, Geospatial Information 
System (GIS) specialists, a Spatial Data Infrastructure (SDI) that includes satellite 
imagery both recent and historical, and vector based datasets, open source information 
and high-end computer hardware and software tools. These skill-sets and tools are tried 
and tested, however, what makes SIAL so different and exciting is the fusion of these 
resources with the inspectors themselves. The creation of a process that integrates the 
inspector is unique. What follows is a description of the tasking process and the methods 
used by SIAL to complete that task 
 
SIAL TASKING PROCESS 
Although both SIAL staff and inspectors share the same goal they are viewing it from 
very different perspectives. The imagery analyst uses one particular skill-set while the 
inspector utilizes another to equal effect. This is where the tasking process begins. The 
definition of the task by the inspector is the fist step in the tasking process and forms the 
basis of subsequent decision making and development of the task. 
 
After submission of the task form, the task is subjected to an evaluation process. The first 
step is to consult the imagery analyst on the feasibility of the task. That is, is the task 
suitable for the application of imagery analysis? Typically satellite imagery will provide 
an overview of a visited area of interest (AOI) that is sometimes difficult for the inspector 
to achieve. However, on occasion, satellite imagery may be requested as it offers 
exclusive access to an AOI, and this must be considered by the analyst in his 
recommendations for imagery acquisition and application of available technology. For 
example, if the task was the verification of a State’s submitted Additional Protocol data, 
the analyst may recommend purchasing a single, recent, high-resolution, 1m ground 
sampling distance (GSD), image of the AOI which may be directly compared to the 
submitted site plan. If the task were the verification of operational status of an uranium 
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mine, the analyst may specify an image collection strategy of one image per quarter for 
the next twelve months, further stipulating that the image should not be collected on 
weekends or known State national holidays. In addition, the analyst could task SGIT’s 
information analysts with researching open source information that would supplement the 
analysis process. Once the analyst has reviewed the task and made the necessary 
proposals, the inspector is informed of the task’s dependencies and is asked to agree on a 
task completion deadline where a finished report will be formally presented by the SIAL 
to the responsible operations director. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Imagery, once acquired, now forms the basis of analysis for the given task. The type of 
imagery and the technology used to apply it to the task varies depending on the task itself. 
SIAL have recent experience of constructing pictorial histories of AOIs which involves 
many different skills and tools. The technology required to perform such a task involves 
taking negative film, declassified spy satellite data in some instances, and scanning with a 
very high-resolution back-lit scanning device; usually a device with no less than 4200 
dots per inch (DPI) true optical resolution. The scanned image is then geo-corrected using 
an advanced software package so that it is rotated and scaled allowing direct comparison 
with similar images collected over a specified time scale. 
 
The first action performed on imagery acquired by SIAL is ingesting that imagery into 
the SDI. This means that the imagery is indexed by the geospatial database and is now 
available for easy and rapid analysis and manipulation. Every image will be subjected to 
first level analysis. This requires that the AOI is identified and its borders and buildings 
are digitally created and saved as vector layers that are then directly linked to the image 
from which they were derived. If further datasets, which could be imagery, table or vector 
line data, exist because they were identified by the analyst and have been obtained or are 
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present as a result of past analysis, it is at this stage that they are linked to the imagery 
being exploited. 
 
In preparation and before the imagery is analyzed, a dossier of information is prepared for 
the imagery analyst. This dossier could contain either or all of State supplied information, 
in the case of Additional Protocol, data collected by inspector/operations division, and/or 
data collected by SGIT Open Source analysts. 
 


 
 
The synthesis of imagery analyst, inspector, datasets and technology is something that 
has never happened before and will remain unique to Safeguards. This interaction is 
continual and open. The inspectorate has quickly forged a relationship with the SIAL and 
this has resulted in close coordination as experience has shown it to be an essential tool 
for operations in the role of decision management. 
 
 
 
 
 


Task 001 
 
Requires 
recent/ 
archive 
imagery & 
supporting 
OS/Ops data


Data collection process 







 4


 
 
Results of analysis have been received warmly by operations. The products that SIAL is 
spawning are constructed from a sound foundation of task analysis and are as unique as 
the tasking process itself. As well as the creation of Safeguards specific datasets that will 
themselves become fundamental components of subsequent analytical processes, datasets 
originating in SIAL will be used in the development of new cutting edge tools that will 
further enhance the effectiveness of the inspectorate. 
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FUTURE 
The biggest challenge facing SIAL is the tremendous volume of work it faces trying to 
maintain global focus. The cost associated with purchasing satellite imagery is 
prohibitive, but imagery itself is only one area that needs to be addressed.  The flexibility 
SIAL requires to independently and confidentially specify when imagery acquisition 
takes place can only be realized with the introduction of new technology supported by a 
sophisticated spatial data and high-speed connectivity infrastructure.  At present, should 
SIAL request a satellite image in its need to perform a monitoring role, respond to a 
nuclear safety or security and physical protection emergency, in an area that may be 
inaccessible or unobservable through the traditional inspection process, its satellite 
tasking request is scheduled at the discretion of the satellite vendor. This can result in 
image delivery times in excess of those acceptable by SIAL. To be able to respond to a 
proliferation crisis or nuclear emergency, the department of Safeguards has identified a 
solution that would dramatically increase its ability to maintain global focus and, at the 
same time, provide the flexibility desired to respond to emergencies within a 24-hour 
time frame. 
 
SIAL’s proposal is that the Department of Safeguards purchases a percentage of satellite 
time under a United Nations umbrella agreement. The umbrella agreement would see the 
UN purchase a total of 20 minutes satellite time per month returning a maximum of 240 
images per month. Safeguards would purchase 25% of this time producing a maximum of 
60 images per month. The result being that the UN and other UN organizations, and the 
Department of Safeguards and other departments of the IAEA, would realize a data cost 
saving of at least 50% while retaining ownership of that data. Further, purchasing satellite 
time permits the “time share” owners to fully control satellite operations, allowing the 
creation of collection strategies.  This would offer SIAL an effective monitoring 
mechanism that at a minimum would specify where and when an imagery acquisition 
should take place, and in response to crisis, SIAL could realize image tasking, collection 
and delivery within vastly superior time periods. 
 
The fact that other UN organizations will have access to the satellite sensor and will 
specify imagery acquisitions that would populate an UN imagery archive means that the 
Department of Safeguards will have access to a wealth of imagery data that affords the 
global coverage it requires.  The establishment of a UN imagery archive, a spatial data 
infrastructure, would result in imagery data being shared between UN organizations and 
the IAEA without further cost or licensing agreement complications. In addition, there 
exists the possibility that imagery analysis performed in other UN organizations on an 
area of interest not monitored by the IAEA, may reveal potentially vital information that 
the IAEA could be made aware of and exploit to their advantage. 


 
The system would be supported by a high-speed connectivity infrastructure that would 
allow rapid transfer of data, after image collection by the satellite sensor was complete, 
between IAEA Headquarters, Vienna, Austria and UN Headquarters, New York, USA, 
shown below. This system will also scale to other vendor satellite ground stations 
allowing unprecedented access to multi-vendor imagery data, both current and archive. 
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Because satellite technology is an evolutionary process, it is also conceivable that an 
overall solution would be extended to include the provision of a satellite receiving ground 
station. This would be used to directly receive satellite data and transmit satellite tasking 
information. 
 


 
 
 
SUMMARY 
SIAL has established itself as an essential decision management tool within Safeguards. 
Its tasking process has resulted in a multi-tiered mechanism that fuses the skill of the 
imagery analyst and the inspectorate with new technology to produce cutting edge tools 
that will permit Safeguards to maintain an efficient and effective inspection system. 
 


United Nations Spatial Data and High Speed Connectivity Infrastructure 
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SOFTWARE TO IMPROVE SPENT FUEL MEASUREMENTS USING THE FDET 
 
 
P. STAPLES, D. BEDDINGFIELD, J. LESTONE, D. PELOWITZ, J. SPRINKLE 
Los Alamos National Laboratory, Safeguards Science and Technology, NIS-5 
 
V. BYTCHKOV, Z. STAROVICH, I. HARIZANOV, J. VELLEJO-LUNA, C. LAVENDER 
International Atomic Energy Agency (IAEA), Vienna, Austria 
 


Vast quantities of spent fuel are available for safeguard measurements, primarily in 
Commonwealth of Independent States (CIS) of the former Soviet Union.  This spent fuel, much 
of which consists of long cooling time material, is going to become less unique in the world 
safeguards arena as reprocessing projects or permanent repositories continue to be delayed or 
postponed.  The long cooling time of many of the spent fuel assemblies in the CIS countries 
being prepared for intermediate term storage promotes the possibility of increased accuracy in 
spent fuel assays.  An important point to consider for the future that could advance safeguards 
measurements for re-verification and inspection measurements would be to determine what 
safeguards requirements should be imposed upon this “new” class of spent fuel.  Improvements 
in measurement capability will obviously affect the safeguards requirements.  What most 
significantly enables this progress in spent fuel measurements is the improvement in computer 
processing power and software enhancements leading to user-friendly Graphical User Interfaces 
(GUI’s).  The software used for these projects significantly reduces the IAEA inspector’s time 
both learning and operating computer and data acquisition systems.  While at the same time by 
standardizing the spent fuel measurements it is possible to increase reproducibility and reliability 
of the measurement data.  The inclusion of various analysis algorithms into the operating 
environment, which can be performed in real time upon the measurement data, can also lead to 
increases in safeguard reliability and improvements in efficiency to plant operations. 
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Nonproliferation of Nuclear Weapons and IAEA Safeguards: 
A Chinese Perspective 
Hu Zhongkun 
Second Secretary 
Department of Arms Control &Disarmament 
Chinese Foreign Ministry 


 


It is a great pleasure for me to attend this session of  symposium. Now I 


would like to share with you a Chinese perspective on nonproliferation of 


nuclear weapons and IAEA safeguards. 


 


As everybody is aware, nuclear nonproliferation, one of three pillars 


under the NPT, and safeguards, one of two missions of the IAEA, are 


closely entwined. The former lays a solid legal groundwork. Whereas, the 


latter constitutes an effective practical hedge. 


 


Nonproliferation of nuclear weapons is conducive to the global peace, 


security and stability, and is in the interest of all countries in the world, 


thereby having a far-reaching bearing on an early accomplishment of a 


nuclear-free world. In this respect, September 11 terrorist attacks in New 


York and Washington, D.C have once again testified to the international 


community the new danger posed by the terrorism relating to the possible 


use of weapons of mass destruction, the significance of curbing the 


spread of nuclear weapons and the urgency of strengthening IAEA 


safeguards. 


 


Ever since embarking upon the path of reform and opening-up to the 


outside world in the late 1970s, China's nuclear nonproliferation policy 


has shaped considerably. As a result, China has become more integrated 


with and more accommodating of the international nonproliferation 







 


regime. Over the years, China has firmly supported the international 


efforts to prevent the proliferation of nuclear weapons and actively and 


enthusiastically participated in and defended the nonproliferation regime 


sustained by the NPT. China acceded to the NPT in 1992 and contributed 


positively to its indefinite extension in 1995. As a member state to the 


IAEA and a state party to the NPT, China has all along stood firm on 


nuclear nonproliferation. On a similar vein, a long-term and three-


pronged policy has been crafted and adopted. First, China does not 


advocate, encourage, or engage in nuclear weapons proliferation. 


Second, China does not help any other countries develop nuclear 


weapons. Third, China does not provide any assistance to any nuclear 


facilities outside IAEA safeguards. Against such a backdrop, China has 


enunciated and pursued the following principles with regard to nuclear 


export. 1) The export is used solely for peaceful purposes. 2) The export 


must be subject to IAEA safeguards. 3) The export should not transferred 


to a third country without China’� consent. 


 


As a stepping-stone, China has improved its export control systems on 


sensitive items and technologies, and has promulgated a series of laws 


and regulations in recent years. In this regard, the achievements are 


noteworthy. In May 1997, the Chinese Government unveiled a Circular 


on Strict Observations of National Nuclear Export Policy. The circular in 


explicit terms reiterated that, nuclear materials, equipment and related 


technologies, as well as non-nuclear materials to be used by reactors and 


nuclear-related dual-use equipment, materials and related technologies, 


could not be provided to or used in nuclear facilities beyond IAEA 


safeguards in the event of export. In September 1997, the Chinese 


Government promulgated Regulations on Nuclear Control. Among the 







 


provisions contained in the Regulations, the following points are most 


outstanding. 1) Any assistance to nuclear facilities not subject to IAEA 


safeguards shall be prohibited. 2) Nuclear export shall be monopolized 


by the entities designated by the central government. 3) A licensing 


system on nuclear export shall be carried out. 4) Nuclear export control 


list on the basis of universally accepted international standards has been 


drawn up. 5) Where the nuclear export has important impact on the state 


security, social and public interests or diplomatic policy, Chinese Foreign 


Ministry will be consulted. If necessary, the case will be submitted to the 


Central Government for reexamination and approval. In a similar spirit, 


in June 1998, the Chinese Government issued Regulations on the Control 


of Nuclear Dual-Use Items and Related Technologies Export, further 


imposing the strict control on the export of nuclear-related dual-use items 


and related technologies. All these facts have illustrated that China had 


adopted a clear-cut policy against the proliferation of nuclear weapons. 


This well-grounded policy will remain unchanged in the future.  


 


On top of that, China has been earnestly and positively involved in the 


IAEA activities. Since it joined the IAEA in 1984, China has undertaken 


to fulfill the obligations stipulated by the IAEA statute, including the 


obligation to apply IAEA safeguards as a condition for its nuclear export. 


In 1985, China declared that, of its own free will, it would submit part of 


its civilian nuclear facilities to IAEA safeguards. In 1988, China and 


IAEA signed an agreement on voluntary safeguards under which China 


provided the IAEA with a list of facilities subject to such safeguards. In 


November 1991, China officially announced that on a regular basis that it 


would report to the IAEA any exports to or imports from non-nuclear 


weapons states involving nuclear materials of one effective kilogram or 







 


more. In July 1993, China formally promised that it would voluntarily 


report to the IAEA any imports or exports of nuclear materials and all 


exports of nuclear equipment and related non-nuclear materials. In 


October 1997, China became a full member of the Zangger Committee, 


one of the multilateral nuclear export control mechanisms. Since 1993, 


China has played an important role in the negotiations on a model 


Additional Protocol aimed at strengthening the effectiveness and 


improving the efficiency of the safeguards system. In August 1998, 


China reached an agreement with the IAEA on the conclusion of the 


Additional Protocol. China signed the Protocol at the end of  1998. 


   


Over the past decades, the IAEA and its safeguards have made a huge 


contribution to the global nuclear nonproliferation objectives. Despite of 


that, the IAEA and its safeguards alone are far from being sufficient to 


meet every need in a worldwide combat against the nuclear proliferation. 


Apart from what the IAEA has already done and what the IAEA is about 


to undertake, the  international community should also proceed from the 


following aspects:  


 


First, establishing a global security environment of stability, cooperation 


and mutual trust will be the basic guarantee for the prevention of nuclear 


weapons. In so doing will help remove the incentives for some countries 


to acquire and develop weapons of mass destruction.  


 


Second, abolishing double standards in the field of nuclear 


nonproliferation is the prerequisite for the success of nuclear 


nonproliferation. The purpose of nonproliferation is to enhance the 


universal security of all countries. Nonproliferation must not just serve 







 


the security interests of a small number of countries. Only in this way can 


Non-Proliferation efforts enjoy lasting viability. Otherwise, the 


credibility of the nuclear nonproliferation regime would be undermined. 


 


Third, the success of nuclear nonproliferation hinges on the concerted 


efforts of the whole international community. Experience has shown that 


the enhancement of international unity, cooperation and common efforts 


is the only correct and effective path to solving the problem of 


proliferation of nuclear weapons. Without the cooperation with other 


countries, no country, no matter how strong it is, can reach the goal of 


nonproliferation. In this regard, the terrorist attacks in the US have 


vividly highlighted the importance of international cooperation. 


  


Last but not the least, nuclear nonproliferation and the peaceful use of 


nuclear energy are two sides of a coin. They complement rather than 


conflict with each other. If the desire for peaceful uses of nuclear energy 


from developing countries are ignored, while the nuclear nonproliferation 


and nuclear export control are over-emphasized,  it will not only 


deviating from the primary aims of the NPT but also bring about harm to 


the interests of the countries concerned.  
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DEVELOPMENT OF SAFEGUARDS INFORMATION TREATMENT SYSTEM AT 
FACILITY LEVEL IN KOREA 


 
D.S. SO, B.D. LEE, D.Y. SONG 
Korea Atomic Energy Research Institute (KAERI), Taejon, Republic of Korea 
 


Safeguards Information Treatment System(SITS) at Facility level was developed to 
implement efficiently the obligations under IAEA comprehensive Safeguards Agreement, 
bilateral nuclear cooperation Agreements with other countries and domestic law, and to 
manage efficiently the information related to safeguards implementation at facility level in 
Korea. 


Nuclear facilities in Korea are categorized into 8 types based on its accounting characteristics 
as follows 


(1)  Item counting facility or bulk handling facility 
(2)  Batch follow-up facility or not 
(3)  MUF(Material Unaccounted For) occurrence or not 
(4)  Nuclear production facility or not 
(5)  Operation status of facility 
(6)  Information management of nuclear material transfer status between KMPs or not 
(7)  Indication of inventory KMP on the inventory change of nuclear material is required 


or not. 


Hardware and Software for SITS can be loaded on a personal computer under operation 
system of Window 2000 or Window NT. (See Fig. 1)  MS SQL server 7 and MS Internet 
Information Server were adopted for database management system and Web server, 
respectively. Network environment of SITS was designed to include nuclear research institute, 
nuclear power plants of PWR and CANDU, nuclear fuel fabrication facilities and other 
facilities. (See Fig. 2)  SITS can be operated standalone or under the client-server system if 
intranet exists. 


More detailed contents of SITS are described elsewhere 1,2).  


Each module of SITS will be tested during incorporation of existing data into SITS and SITS 
will be distributed to nuclear facilities in Korea. 
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FIG. 1.  Hardware Configuration of SITS 
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Abstract 
An information barrier (IB) consists of procedures and technology that prevent the release of sensitive 
information during a joint inspection of a sensitive nuclear item, and provides confidence that the 
measurement system into which it has been integrated functions exactly as designed and constructed. 
 
Work in the U.S. on radiation detection system information barriers dates back at least to 1990, even 
though the term is more recent.  In January 1999, an Information Barrier Working Group (IBWG) was 
formed in the United States to help coordinate technical efforts related to information barrier research 
and development (R&D).  This paper presents an overview of the efforts of this group, by its present 
and former Chairs, as well as recommendations for further information barrier R&D [1,3].  Progress 
on the demonstration of monitoring systems containing IBs is also provided. 
 
From the U.S. IBWG perspective, the top-level functional requirements for the information barrier 
portion of an integrated radiation signature-information barrier inspection system are twofold: 
 
�� The host must be assured that its classified information is protected from disclosure to the 


inspecting party, and 
 
�� The inspecting party must be confident that the integrated inspection system measures, 


processes, and presents the radiation-signature-based measurement conclusion in an 
accurate and reproducible manner. 


 
It is the position in the United States that in the absence of any agreement to share classified nuclear 
weapons design information while implementing an inspection regime, the need to protect host 
country classified warhead design information is paramount and overrules the need to provide 
confidence to the inspecting party regarding the accuracy and reproducibility of the measurements.  
 
The U.S. IBWG has reached a consensus on several critical design elements that define a general 
standard for radiation signature information barrier design.  Technical specialists from cooperating 
parties must be able to prove to their respective policymakers that it is not overly difficult to make 
measurements of sensitive objects without revealing classified information.  Without technical 
measures to inspect classified nuclear items and materials, it will be extremely difficult to reduce 
stockpiles in a manner that does not weaken the security of Russia and the United States.  The 
importance of successfully developing and implementing effective information barrier methods and 
procedures cannot be overstated.  
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1. INTRODUCTION 
 
The U.S. and the Russian Federation are currently engaged in negotiating or implementing 
several bilateral nuclear material control agreements, and the IAEA is an equal participant in 
another such initiative. These typically involve placing nuclear material in specially designed 
containers within controlled facilities. Some of the agreements may require the removal of 
nuclear components from stockpile weapons. Current strategies for monitoring the agreements 
involve taking neutron and gamma radiation measurements of components in their containers 
to monitor various defining attributes of plutonium or highly enriched uranium. If accurate 
enough to be useful, these measurements will yield data containing information about the 
design of the weapon that contained the material.  In each case, the design data will be 
considered sensitive by one or more parties to the agreement. To prevent the disclosure of this 
information in a bilateral or trilateral inspection scenario, so-called information barriers (IBs) 
have evolved. These barriers combine hardware, software, and procedural measures to contain 
the sensitive data within a protected volume, presenting to the inspector only the processed 
results needed for verification. Interlocks and volatile memory help guard against disclosure 
in case of equipment failure. Implementing these safeguards requires innovation in radiation 
measurement instruments and data security. Demonstrating their reliability requires 
independent testing to uncover any flaws in design. This paper discusses the response to this 
challenge by technical specialists in the U.S. It cites historical examples to illustrate the 
evolution of information barriers as a technology distinct from radiation measurement. 
 
In 1999, the U.S. Government created an Information Barrier Working Group (IBWG) 
sponsored jointly by the Departments of Defense and Energy, with representatives from 
several federal agencies and U.S. national laboratories. Its goal was to develop in a 
coordinated manner the functional requirements and design basis for information barriers to 
be used in conjunction with radiation detection equipment.[1] Since its inception, this group 
has been instrumental in advising U.S. policymakers regarding information barriers and their 
use.   
 
The U.S. IBWG set two top-level functional requirements for the IB portion of an integrated 
radiation-signature, IB-protected inspection system: 
 
1. The host must be assured that its classified nuclear weapon design information is 


protected from disclosure to the monitoring party, and 
 
2. The monitoring party must be confident that the integrated inspection system 


measures, processes, and presents the radiation-signature-based measurement 
conclusion in an accurate and reproducible manner. 


 
Having established that the protection of host classified information is paramount; the U.S. 
IBWG compared the merits of several strategies to accomplish this goal. It concluded that the 
strongest guarantee to the host that its classified information is protected was to grant the host 
the right to supply the measurement system. To the IBWG, the meaning of host-supply is that 
the party to be monitored, that is, the party whose classified information is potentially at risk, 
has the right of “last private access” to the measurement system. The IBWG assumed that any 
portion of a measurement system that has been used on a sensitive item would never leave the 
host country or otherwise be in the possession of the monitor. The host’s assurance that some 
inappropriate feature will not divulge classified information stems from the fact that the host 
is supplying and certifying the measurement system.  Although the raw measurement data 
may be classified, the analysis algorithms in an attribute-based approach are not and can be 







 


shared. To assure that both top-level functional requirements can be achieved under a host-
supply arrangement, it is critical that the design of the measurement system hardware, the 
content of the system control firmware, and the content of the analysis software be completely 
shareable (exportable) and documented, and that confidence building, that is, authentication 
provisions, be afforded the monitor. Accepting without proof a host declaration about 
monitoring equipment is tantamount to accepting a host declaration about the contents of a 
container. The former would give a false sense of security to the monitor and, if implemented, 
would be a waste of monitoring-party time and money. 
 
These premises seem obvious, especially from the perspective of bilateral arrangements 
between weapons states, but the authors believe they are different from those traditionally 
used by the International Atomic Energy Agency to implement safeguards on fissionable 
material not originating in weapons. For this and other reasons, the assumption of host supply 
was vigorously debated within the U.S. IBWG, and is still a matter of some contention among 
technical specialists in the U.S. Traditionally, the IAEA has insisted on providing the 
inspection equipment itself, in order to maximize its confidence that inspection data are valid.  
However, up to now, there have been no IAEA inspections of weapons-state classified items 
or materials. Taking the traditional approach of allowing the IAEA to supply monitoring 
equipment would make it very difficult or impossible to afford the host country adequate 
assurance that classified information will be protected. The IAEA’s new challenge of 
safeguarding weapon-origin fissionable material may require it to adapt its traditional 
provisions. 


 
Having established the top-level functional requirements and their relative priority, the U.S. 
IBWG developed a series of additional design criteria related to information protection. By 
requiring simplicity and clarity of design, these criteria minimize the effort required by host-
country equipment certification specialists and monitoring-party equipment authentication 
specialists to evaluate the measurement systems. The wording of these criteria reflects a 
reality of transparency and arms control agreements, namely, that certification and 
authentication processes are constrained by resources of time and money. They thus require 
that any monitoring system be designed with few or no extraneous features in either the 
hardware or the software. Other considerations of sensitive information protection dictate that 
attention be paid to radio-frequency emission issues from both the perspective of the host and 
the monitor; that only volatile memory devices be used in the control and data analysis 
portions of the system; and that attention also be paid to procedural issues in the testing, use, 
repair, and security of the system. 
 
Figure 1 shows a high-level-block diagram illustrating the relationship between the design 
elements. The acquisition system operates within a barrier, confining the sensitive data to a 
volume inaccessible to and obscured from the view of the inspector. The results appear on a 
display that reveals only the required attributes. An active component labeled as security 
watchdog [2] monitors the status of factors affecting data protection, and terminates the 
inspection, deleting all gathered data, if it detects a security threat. 







 


 


 
FIG. 1.  High-level block diagram showing a basic measurement system with information barrier employing the 
design elements. The makeup of the physical barrier enclosing the sensitive data volume depends on the nature 
of the vulnerabilities. Once the system derives its attribute results, they must pass through an isolation step 
before crossing the shielding barrier. The data barrier provides this isolation, and also serves as an interface to 
the display. It ensures that information flows outward only, and that the information contains only the agreed-to 
indications. The exact format of the display can be shaped by the needs of the inspecting organizations. The 
security watchdog oversees the acquisition and analysis processes and shuts them down in case the barrier is 
breached. 
 
Applying an information barrier to an inspection process forces planners to confront a 
dilemma; in hiding all but the essential indications from an inspector, one also hides data that 
would give some assurance that the internal operations proceeded as intended and that the 
measurement is therefore valid. To compensate for this lost assurance, the information barrier 
must permit disclosure of non-classified information that builds confidence in the correct 
functioning of the system. This confidence building is called Authentication.  As defined by 
the recently constituted U.S. Authentication Task Force, authentication is the process by 
which the monitoring party gains appropriate confidence that the information reported by a 
monitoring system accurately reflects the true state of the monitored item. It is the subject of a 
companion paper at this conference. [3] Thus, the authentication process involves searching 
for both (1) inadvertent design or implementation flaws leading to incorrect results or other 
signs of a non-robust system, and (2) deliberate hidden features designed into the system to 
fool the monitor. The monitor must have confidence that the measurement system does not 
contain a selectively triggered hidden switch, which could both pass functional testing and 
pass out-of-specification containers. Even the most creative functional testing approaches will 
probably not be effective at indicating the presence or absence of such a feature if they are 
used in isolation. The design of the monitoring system must be completely open to both 
parties, including the availability of complete design documentation. Equally important is the 
right of the monitoring party to randomly select from a pool of supplied subsystems and 
components those intended for use and for private examination at a monitor-owned facility. 
Finally, both sides should agree on methods to secure the measurement equipment between 
visits by the monitor, for it is assumed that once a piece of equipment has been used to make a 
measurement on a classified item, that equipment will never leave the host country or 
otherwise come to be owned by the monitor. 
 
2.  HISTORY OF INFORMATION BARRIERS 
 
The U.S. began thinking about and using information barriers before January 1999 when the 
IBWG was formed. The purpose of the IBWG was to attempt to bring coordination to the 
thought process at a time when there was rapidly increasing interest in information barriers. 
Efforts predating the U.S. IBWG, which contributed to later thinking about IBs, include the 
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Joint Verification Experiment (JVE) in 1988, the Chemical Weapons Convention in 1997, 
research at Brookhaven in the early 1990’s on the Controlled Intrusiveness Verification 
Technology (CIVET) system, the Mutual Reciprocal Inspections (MRI) talks of 1994, and the 
first meetings of the Trilateral Initiative in the late 1990s. 
 
2.1. Joint Verification Experiment (JVE) 
 
Under the auspices of the Threshold Test Ban Treaty, the United States and the Russian 
Federation conducted the well-known Joint Verification Experiment. The U.S. device used 
during the JVE, the Continuous Reflectometry for Radius Versus Time Experiment 
(CORRTEX) system, was used to measure the yield of nuclear explosions based a collapsing 
coaxial cable. However, since the timing characteristics of the initial signal propagating up the 
cable would divulge classified weapon-design information, a switch that blocked the initial 
portion of the signal following the blast was used. This so-called anti-intrusiveness device 
(actually a rudimentary information barrier) stripped out the classified portion of the data 
stream in real time but allowed expert analysis of the remaining raw data. This system was 
designed and developed in cooperation with Soviet counterparts. Authentication was possible 
based on the examination of both the design and equipment. The ability to directly observe 
the data collection and examine that data increased confidence in the results. The CORRTEX 
IB went through a complete cycle of demonstration and use. It showed that an IB could 
successfully protect classified information by removing it from the stream of otherwise 
undisturbed measurement data. The successes of the JVE were attributed in part to the 
simplicity and openness of design of the both the Russian and U.S. measurement systems. 
They provided the first demonstration to security experts on both sides that classified 
information could indeed be protected during intrusive measurements associated with actual 
nuclear weapons. The resounding success of this effort is legendary among U.S. specialists 
and was very important in presentations to U.S. policymakers when, several years later, 
approvals were being sought to move forward in dismantlement transparency and material 
control talks. [4,5] 
 
2.2. Chemical Weapons Convention 
 
The Chemical Weapons Convention of 1997 includes provisions for site inspections that aim 
to verify the absence of certain compounds at industrial and storage facilities. The treaty and 
its verification annex both stipulate limits on the intrusiveness of measurements. The design 
of the measurement equipment, including a specially built gas chromatography/mass 
spectrometry system, includes features to conceal all information not required for the 
inspection. Specifically, it reports only the presence or absence of those chemical compounds 
controlled by the agreement and omits all other information. 
 
2.3. Controlled Intrusiveness Verification Technology System 
 
The U.S Department of Energy was asked by the first Bush Administration to address a 
requirement of Fiscal Year 1991 Defense Authorization Act to report on the verifiability of 
warhead dismantlement and associated fissile material controls. A federal advisory committee 
to the President was formed under the leadership of Ambassador Paul Robinson that provided 
a report through the President to the Congress on this matter. This report became the blueprint 
for a U.S. Department of Energy research and development program to study technical 
measures for such verification. One project within this new program was to adapt a 
Brookhaven National Laboratory (BNL) data authentication research and development (R&D) 
effort to study the feasibility of using a computer-controlled high-purity germanium (HPGe) 







 


gamma-ray measurement system to examine fissile material but only report on an unclassified 
result. The BNL team was ahead of its time in using field programmable gate arrays, volatile 
memory integrated circuits, transparent software, and minimal computer control in designing 
and building its prototype.  Its successes in this effort heavily influenced U.S. IBWG thinking 
on the design of later-generation IBs. 
 
2.4.  Mutual Reciprocal Inspection (MRI) Talks 
 
The MRI talks were undertaken at a technical expert level between U.S. and Russian 
specialists with the goal of developing methods to monitor the storage of excess fissile 
material removed from nuclear weapons. These interactions were undertaken in a strictly 
bilateral context, with the basic assumption being that the implementation would require a 
government-to-government agreement to share some classified weapons information. 
However, both sides worked from the premise that it was important to minimize the amount 
of classified information that might need to be shared. Out of these discussions came the 
concept of spectral signature segmentation: the concept of analyzing radiation spectra only in 
regions of interest. Acting on this idea, Lawrence Livermore National Laboratory (LLNL) 
developed a method, now known as Pu600, for deriving the isotopic ratio of weapon-grade 
plutonium using gamma rays in a restricted portion of the spectrum, just above 600 keV. The 
Pu600 method has proven to be quite valuable in more recent discussions and demonstrations. 
[6] 
 
2.5.  Trilateral Initiative 
 
The Trilateral Initiative marked the beginning of the second generation of IB activities. It is 
an ongoing U.S.-Russia-IAEA effort that will ultimately lead to two symmetric bilateral 
agreements between Russia and the IAEA and the U.S and the IAEA. Each will involve 
monitoring by non–weapons state inspectors, and therefore protection of the host’s weapon 
design information must be absolute. Its goal is to develop approaches to inspections of 
sensitive weapons-state items and nuclear materials using methods that meet long-established 
IAEA standards. This activity was well underway prior to the formation of the U.S. IBWG 
and thus was not able to incorporate fully the collective thought of laboratory and government 
specialists. The system demonstrated at Los Alamos National Laboratory (LANL) to Russian 
and Agency representatives in June 1999 but not certified for use on sensitive items or other 
classified nuclear material.  The prototype design allowed for the possibility that the IAEA 
might supply the measurement system.  It used a neutron multiplicity technique to measure 
the effective mass of 240Pu.  The multiplicity analysis employed the IAEA-approved 
International Neutron Coincidence Counting (INCC) software in a standard desk side 
computer. The demonstration at LANL showcased a prototype of the measurement system 
with information barrier that the three parties described in a general technical requirements 
document. The prototype focused on demonstrating protection of information but did not 
address authentication. The complexity of the INCC computer and of the windows-based 
operating system underlying the software would have made the measurement system difficult 
or impossible for the U.S. to authenticate.  Accordingly, no substantive discussions on system 
authentication were included in the demonstration, in part because these concepts were in 
their initial stage of formulation in the U.S.  The system did demonstrate an implementation 
of layered barriers, including creative use of volatile memory, spectral segmentation (Pu600), 
security interlocks to withdraw power in case of irregular events, and a simplified data display 
using red/green light pairs to indicate the status of attribute results. 
 







 


Subsequent information barrier developments sponsored in the U.S. by both the Energy and 
Defense Departments have referenced the IBWG guidance.  This guidance has stood the test 
of time in the U.S. arms control and nonproliferation policy community, including rigorous 
independent review by U.S. security specialists. These second-generation U.S. activities have 
demonstrated considerable creativity in attempting to follow the guidance. In two particularly 
noteworthy venues, U.S. and Russian specialists are collaborating to make progress in 
developing next generation IBs: the Fissile Material Transparency Technology Demonstration 
(FMTTD) associated with the U.S.-funded Fissile Material Storage Facility (FMSF) at 
Mayak, and the Warhead Safety and Security Exchange (WSSX) Agreement lab-to-lab 
program. 
 
2.6.  RANGER 
 
RANGER is a sodium iodide detector–based inspection system developed at LANL. 
Noteworthy for its small size and portability, RANGER was subsequently commercialized by 
Quantrad Corporation. Though not designed with information protection or authentication 
considerations in mind, RANGER's openly documented and flexible design lends itself 
readily to modifications that would simplify its components and better protect the raw data it 
collects. [7] With appropriate alterations such as enhanced RF emission protection, this 
system and others like it should be able to meet certification and authentication requirements 
under host-supply. RANGER's small size and uncomplicated design should also facilitate the 
process of authenticating it. Given the right to select randomly from a population of 
RANGERs a unit to remove to his home facility for thorough examination, a monitor should 
be able to develop a high degree of confidence that subsequent witnessed measurements are 
authentic. 
 
2.7.  Trusted Radiation Attribute Detection System (TRADS) 
 
TRADS was developed by Sandia National Laboratory as an evolution of its template-based, 
portable Radiation Inspection System (RIS) and attribute-based HPGe system, RIS-plus.  In 
developing TRADS, developers have concentrated to-date on designing and building a highly 
secure trusted processor and are suggesting the same approach might be taken for other digital 
subsystems, such as multi-channel analyzers, that comprise an overall monitoring system.  
The approach by the Sandia team borrows from proven, trusted methods used by the U.S. 
Government to protect classified information.  TRADS pairs together Red/Black 
(classified/unclassified) computers in a high-security, tamper-resistant housing.  To-date, 
TRADS development has focused on the computers that acquire and process classified data. 
Future work will stress protection of the data flowing through the detector and display 
subsystems. Part of the TRADS implementation includes an excellent hardware/software 
integrity verification method that would be helpful to both system certifiers and 
authenticators.[8] Because of it origin in the templates-based RIS system, TRADS would be 
the logical test bed for demonstrating current thinking in template matching.   
 
2.8.  U.S.-Russian Transparency Talks for the Mayak Fissile Material Storage Facility 
and the Fissile Material Transparency Technology Demonstration (FMTTD) 
 
The U.S. Department of Defense Threat Reduction Agency sponsored LANL, LLNL, and 
PNNL in the development and demonstration of an attribute measurement system integrated 
with an information barrier.  Its purpose was to demonstrate U.S. confidence that a classified 







 


item (in this case, a plutonium weapon part) could undergo a measurement of key attributes† 
without revealing any classified or sensitive weapon data. It was hoped that this would 
accelerate progress on the Mayak Fissile Material Storage Facility (FMSF) Transparency talks 
between the U.S. and the Russian Federation.  The demonstration by the U.S. for Russian 
negotiators and technical specialists was held in August 2000 at LANL. The system design, 
employing both neutron multiplicity and HPGe detection, was the next step in the evolution 
of the IB-equipped system demonstrated the year before to Trilateral Initiative 
representatives.  Many refinements had been made to improve the information barrier design, 
including the deliberate use of simpler components and approved RF shielding. A major 
achievement was the thorough examination and certification the system received from 
independent U.S. specialists and its subsequent approval for use on a classified plutonium 
component from an actual U.S, nuclear weapon.  It is highly doubtful that this approval could 
have been obtained if the U.S. had not supplied the measurement system.  A concomitant goal 
of the demonstration was to stimulate bilateral discussion on how such a system might be 
authenticated by each side. As a prototype, the demonstration system proper would not lend 
itself to authentication, mainly owing to its complexity and partial reliance on proprietary 
software. The latter concern stems from the difficulty of getting disclosure of source code 
from companies that own it, for most classes of commercial products. One way around this 
specific issue would be to ask both parties to buy any commercial software anonymously, and 
for certification and authentication activities by the respective specialists to occur in parallel. 
Comparisons of the (presumed identical) executable code would then be used to verify that 
neither had been altered. This and other potential authentication approaches were discussed as 
part of the demonstration, however no actual system authentication was performed by the 
Russian visitors. Thus, FMTTD represented an intermediate step on the path to a system that 
meets both of the fundamental criteria: to protect classified information absolutely, while 
affording the monitor adequate assurance that the measured result reflects the true state of the 
item measured. 
 


2.10.  Plutonium Production Reactor Agreement (PPRA) 
 
For completeness, one should mention that in November 2000, LANL hosted another 
demonstration of an attribute measurement system integrated with an information barrier for 
Russian negotiators and specialists working on PPRA. This event resembled the Trilateral 
Initiative demonstration of July 1999 in that it focused exclusively on the function of the 
information barrier in protecting potentially sensitive information. The system included one 
innovation; the neutron radiation was simulated electronically using a device that generated a 
stream of pulses with the proper statistical distribution to mimic plutonium. The Russian 
delegation to the Trilateral Initiative has suggested that such simulated sources—used widely 
in the Russian power reactor industry to avoid human radiation dose—would facilitate 
authentication and certification activities.  
 
3.  FUTURE WORK  
 
From the technical standpoint, progress on information barriers has proceeded steadily in both 
the U.S. and the Russian Federation, and has been limited only by the deliberate pace of 
forging bilateral agreements and making policy decisions. The authors recognize creative and 
innovative thought on IBs taking place at Russian laboratories and at the IAEA, and they are 
eager to see this thinking realized in the form of joint demonstrations. They wish for the same 


                                                 
† The attributes measured at the FMTTD were plutonium presence, mass, isotopic composition, 
absence of oxide, age since last separation, and closeness to cylindrical symmetry. 







 


spirit of cooperation that characterized the Joint Verification Experiment to manifest itself in 
technical discussions and planning for the agreements in progress, i.e., Mayak Transparency, 
Trilateral Initiative, PPRA and WSSX.  


 
From the limited perspective of U.S. accomplishments, future systems need to be more 
integrated, and reduce reliance on proprietary and software controlled components. Now that 
the core concept of information barriers has been demonstrated on various types of sensitive 
material, the measurement system designs should evolve away from mere repackaged 
laboratory instruments, toward specialized and rugged systems that not only provide superior 
assurance of sensitive information protection, but also address the monitor concern for 
confidence in the results.  Recent projects funded by the U.S. Department of Energy are 
examining ways to accomplish the acquisition and processing of radiation measurements with 
simpler and less computer-dependent instruments.  More progress also needs to be made in 
the use of non-proprietary control and analysis software (an good example of which was 
provided at the Russian Federal Nuclear Center at Snezhinsk† during the May WSSX 
demonstrations). U.S. and Russian specialists should begin jointly developing approaches to 
securing monitoring equipment between monitor visits, including special tamper indicating 
devices and use-control procedures.  More proposals and demonstrations of simplified 
processors such as those used in the TRADS system would be helpful, particularly those that 
take account of current thinking on authentication. 


 
While the appropriate U.S. specialists agree that it is clearly feasible to protect host-country 
classified nuclear weapons data using information barriers, there is a need to further refine the 
equipment and approaches used to address the requirements of authentication.  The cost and 
impact to the host facility of certification and authentication must come to be included as 
design criteria.  Without adequate attention to system authentication, even in a cooperative 
environment, the monitor will have no basis for trust, and thus the monitoring itself will be of 
little actual technical value. 
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Abstract 
 
This paper provides comprehensive proposals for optimization of safeguards measures applied in 
Japanese LEU fuel cycle facilities.  The proposal includes a zone approach covering the LEU fuel cycle, 
unannounced random inspections, a mail box system with remote data transmission capability and a fuel 
assembly tracking system (FATRAS).  Further, it addresses integrated safeguards measures for more 
sensitive materials as a basis for further discussion. 
 
1.  Introduction 
 


GOV/2807 (May 1995), titled “Strengthening the Effectiveness and Improving the Efficiency of the 
Safeguards System – Proposals for a Strengthened and More Efficient Safeguards System”, identified 
several measures for optimizing the safeguards applied to less sensitive nuclear materials.  
Unannounced inspections (UAI) with advanced reporting arrangements and surveillance system with 
remote data transmission were proposed as promising approaches to achieve efficiencies in the 
safeguards on these nuclear materials. 


A study of efficient safeguards approaches for less sensitive nuclear materials was started in Japan in 
1997. A field trial of short notice random inspections (SNRIs), coupled with a mail box declaration 
system, was initiated with the objective of demonstrating improved effectiveness and efficiency of flow 
verification at LEU fuel fabrication facilities. This approach is consistent with the current safeguards 
criteria for DNLEU (Depleted，Natural and Low Enriched Uranium) fuel fabrication facilities.  As of 
today, all LEU fuel fabrication facilities in Japan are under a SNRI regime.  
Since April 1999, Japanese experts, based on the experience gained in Japan, have participated in IAEA 
Integrated Safeguards Technical Coordination Meetings on technical proposals for the optimization of 
the safeguards approach for the LEU fuel cycle. Development of integrated safeguards by the Agency 
has been progressed in parallel. The Agency has proposed facility type specific integrated safeguards 
approaches that optimize the combination of all safeguards measures available to the Agency under 
comprehensive safeguards agreements and additional protocols. 
 


                                                 
* Japan Institute of International Affairs, Kasumigaseki Bldg., 11F, 3-2-5 Kasumigaseki, Chiyoda-ku, Tokyo 
Japan 100-6011 
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2. A proposal for the optimization of safeguards approach for the LEU fuel cycle under   
integrated safeguards 


 
  Japan proposes adoption of the following concepts as improvements in the effectiveness and efficiency 
of LEU fuel cycle safeguards under an integrated safeguards regime:  
�� introduction of a fuel cycle oriented approach (zone concept) for the LEU fuel cycle; 
�� introduction of a fuel assembly tracking system (FATRAS), which utilizes the concept of a mail 


box system with remote data transmission capability, to improve transparency of material flows 
and inventories across the entire zone; 


��extensive utilization of unannounced random inspection in all facilities in the zone; 
��effective use of remote monitoring systems in LWRs; and  
�� further cooperation between Japan’s SSAC and the Agency. 
 
3. Optimization Concepts 
 


The basic concept of SNRIs was introduced in a paper presented at the 13th ESARDA Symposium 
in May 1991.1  In order to efficiently expand the coverage of material transfer verifications from 20 
percent of total throughput within the material balance period (per the ’91-’95 Criteria) to 100 percent, 
introduction of random unannounced inspections is essential. From the beginning, the 
unpredictability of SNRIs provides a deterrence effect. Achievement of unpredictability requires that 
the inspections be unannounced. The required verification coverage is provided by random selection 
of inspection timing and facilities. In addition, unannounced random inspections provide the 
possibility to verify the absence of undeclared activities, including borrowing of nuclear material 
between facilities with borrowable strata.  


Japanese experts have carried out work indicating that a game theoretic framework for the 
implementation of a SNRI regime provides further efficiencies. 2 


Unannounced random inspections are taken here as SNRIs where two hours notification is 
provided before the start of inspection activities. A SNRI regime has been implemented in four 
Japanese LEU fuel fabrication facilities, providing 100 % verification coverage of material transfers 
while minimizing both the inspection burden placed on facility operators and the inspection resources 
needed by the Agency and the State.   


Randomization requires timely declarations, from the facility and/or the SSAC, of nuclear material 
transfer strata and the accessibility of receipt and shipment material for the verification. Obviously, 
100 % verification coverage requires that all flow material be available for verification. At the first 


                                                 
1 Leslie G Fishbone, Geoges Moussalli, et al. “THE MAILBOX FOR RANDOMISED SAFEGUARDS 
INSPECTIONS”, 13th ESARDA Symposium on Safeguards and Nuclear Material Management, Avignon, France, 
May 1991. 
2 Kumakura, Shin-ichi : Proc. of 39th INMM Annual Meeting, 1998 “Modification of Short Notice Random 
Inspection approach for LEU fuel handling facility by introducing the game theory” 







 3


stage of implementation in Japan, a conventional mail box system without remote data transmission 
was introduced.3   


 
(1) Zone approach for LEU fuel cycle facilities 


In accordance with the Safeguards Criteria, ANNEX I, “a zone approach” is approved by DDG-SG 
with the intent of reducing the need for verifying inventory changes between the facilities within the 
zone, and providing assurance against borrowing within the zone. It is noted that the integrated 
safeguards approach for LWRs without MOX, primarily as a result of extending timeliness for spent 
fuel from the current 3 months to 1 year, proposes the reduction in the number of interim inspections 
to a low frequency of unannounced inspections at reactors selected at random (with an average 
probability of 20 % per reactor per year). Further reductions in inspection effort may be possible by 
application of the randomization concept across all facilities constituting the zone. 


  The Safeguards Criteria, ANNEX I also requires the performance of simultaneous PIVs to assure 
against borrowing between facilities in the zone. However, unannounced inspections addressing all 
facilities within the zone effectively deal with borrowing scenarios eliminating the needs for 
simultaneous PIVs. In addition, the transparency of the entire LEU fuel cycle can be significantly 
improved if the Agency can monitor material flows and inventories of material   strata for all facilities 
in the zone in essentially real time. The fuel assembly tracking system (FATRAS) described below is 
being proposed as a fundamental tool to enable effective operation of the zone approach. 


Safeguards Criteria, ANNEX I further stipulates the need to assure the absence of borrowing of 
nuclear materials from facilities outside the zone. This study assumes that the zone would include all 
primary LEU handling facilities in the State. The conduct of random unannounced inspections and 
activities carried out under the Additional Protocol effectively address this possibility. In the case of 
Japan, substantial quantities of DNLEU coexist with plutonium in facilities outside of the LEU zone. 
The integrated safeguards approach for these materials should be considered in the approach for 
plutonium handling facilities. 
  Optimization of the safeguards approach for the LEU fuel cycle, achieved through introduction of a 
zone concept, is summarized below: 
 
��The requirement for a yearly verified closure of material accounts remains. MUF values for each 


MBA will be determined and evaluated for statistical significance. A quality control program for 
facility measurement systems is required to monitor performance, to minimize MUF uncertainty 
and to improve verification quality. The structure of the proposed LEU fuel cycle zone is shown in 
Figure-1.  


 
��Unannounced interim random inspections will be carried out at facilities within zone for inventory 


and flow verifications. A mail box declaration system with remote data transmission will be 
required to provide daily inventories of strategic strata and to provide, in advance, appropriate 
operational information. This provides the basis for the conduct of unannounced inspections. 


  


                                                 
3 Ishikawa, Tadatsugu, et al.: Proc. of 40th INMM Annual Meeting , 1999 “ Implementation of SNRI at an  LEU 
Fabrication Plant” 
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(2) SNRI procedures applied to LEU fuel fabrication facilities in Japan  
    The following general procedures are applied at four LEU fuel fabrication facilities: 


- Procedures for notification of a SNRI 
In order to assure that SNRIs can be carried out successfully, inspection opportunities that 


exclude facility holidays and days when SNRIs can not be supported for operational reasons are 
communicated to the Agency and the SSAC in advance. 
  Japanese national regulations require that a national inspector accompany an Agency inspector 
during the conduct of to inspection activities at the facility. The logistical problems in meeting 
this requirement are minimized through the establishment of a notification window. A 
notification window, agreed by the Agency and the State, is a specific time period during when 
notification of an SNRI may be made by the Agency to the SSAC. In general, the notification 
window is open between 9:30 am and 10:00 am. If notification is not given during this open 
period, then no SNRI will take place during the rest of the calendar day;  


 
     - Matters of Force Majeure 
The facility operator must be sure that the SSAC and the Agency are informed, through approved 


communication channels, of any known Force Majeure. Force Majeure is defined as an event 
beyond the control of the facility operator that limits the inspection activities that can be carried out 
on any particular day. It is imperative that any matter of Force Majeure pertaining to a specific date 
be communicated to the Agency prior to the opening of the notification window. Upon receiving the 
communication of an existing or impending Force Majeure, the Agency will decide whether to 
implement (given notification of ) or cancel a planned SNRI. Once notification of a SNRI is given, 
the SNRI must take place; 


 
-  Procedures for advance declaration 


The mail box declaration system provides timely declarations on material receipts, shipments 
(i.e. assemblies) and advance information related to facility operations such as the schedule for 
feed receipts, scrap material and assembly shipments. Additionally, any special inventory change 
resulting from the transfer of in-process material to and/or from another facility is declared; and 


      
- Measurement equipment for SNRI implementation 


 NDA equipment are used jointly by the Agency and the State for verification activities during 
SNRIs. Some equipment such as a Uranium Neutron Coincidence Collar (UNCL) for 
measurement of fresh fuel assemblies are permanently stored at the facility to maintain 
unpredictability of inspections.  Japan’s inspectorate carries out periodic calibrations, with 
independent authentication by the Agency, in an attempt to assure effective and efficient 
operation during inspections.   
 


Concepts for unannounced inspection (UAI) under integrated safeguards were summarized by the 
Agency during the 4th Technical Coordination Meeting on Integrated Safeguards. Although the 
Agency notes difficulties in meeting the specified conditions for the implementation of UAIs, it is 
expected that UAI will both improve detection capabilities for such undeclared activities as 
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borrowing, breach of containment, and unreported Pu production, and increase deterrence effects 
through unpredictability. 


The development of practical UAI procedures for certain facility types under integrated safeguards 
may benefit from the experience gained through the application of SNRIs in Japan. However, it 
should be noted that the following practical problems remain: 
�� There is no backup when data is lost from the mail box due to a malfunction; 
��procedures are needed when a SNRI can not be implemented due to Force Majeure; 
��backup measures are needed to deal with equipment failure; and 
��measurement times of the UNCL need to be reduced. 


 
(3) mail box system 


From the beginning, conventional mail box systems were utilized in conjunction with SNRIs 
implemented in Japanese LEU fuel fabrication facilities. Facility operators are required to place daily 
inventory change data and other appropriate information in the mail box being accessed by inspectors 
prior to it. Thus, the inspectorates are able to obtain updated inventory data on any given strata at the 
time of a SNRI. 


The establishment of an appropriate residence time during which the material is available for 
verification is problematic. If the residence time is short, then the opportunity for verification is 
limited but longer residence times place restrictions on facility operations. The addition of a remote 
data transmission function to the current mail box system is proposed to improve the situation. 
Agency headquarters or the Regional Office will receive the facility’s material transaction status on a 
daily basis. The Agency can easily foresee the most appropriate timing of SNRIs, and thus improve 
the efficiency of the inspections. In addition, the Agency can, at any time, draw a snap shot of the 
inventory of subject strata for evaluation and/or verification. The remote data transmission system 
will be installed at all fuel fabrication facilities in Japan by the end of the year 2001. 


Under current SNRI implementation procedures, LEU fuel fabrication facility operators are 
required to place the following information into the mail box on a daily basis. 


 
For receipts: 


(a) receipt date of feed UF6 or UO2 powder;  
(b) identification number (serial number) of each item in a batch; and 
(c) net weight, uranium weight and fissile uranium weight of each item by nominal 


enrichment(w/o). 
For shipments: 


(a) shipping date of UO2 powder, fuel assembly and recycle scrap;  
(b) identification number (serial number)of each item in a batch; and 
(c) net weight(except fuel assembly), uranium weight and fissile uranium weight of each item. 


For packaging: 
(a) packaging of fuel assembly or recycle powder into shipping container; 
(b) identification number (serial number)of each item packed; and 
(c) net weight(except fuel assembly), uranium weight and fissile uranium weight of each item in the 


shipping container by enrichment (w/o). 
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In addition, facility operators were required to provide an advance declaration of feed receipt and 
scrap shipment to the Agency because of short residence times. This declaration includes   nominal or 
measured enrichment, specific batch names, amount of items contained in each batch and total batch 
weight (grams) of uranium element and fissile uranium. These advance declarations should meet the 
timeliness specification agreed with the Agency. 
 


In order to eliminate borrowing inspections at the time of a PIV at a LEU fuel fabrication facility, 
the purpose of a SNRI can be expanded to detect and deter the borrowing of intermediate product 
material from other facilities. Production information on borrowable material, such as sintered pellets, 
would be needed in the mail box. The pellet production data could include the following information: 


 
(a) identification number of each production lot; 
(b) identification number (serial number) of each item (pellet container);  
(c) enrichment(w/o); and 
(d) net weight, uranium element weight, fissile uranium weight for each container. 


 
These declarations not only support the implementation of SNRIs for improved material 


accountancy safeguards at fuel fabrication facilities, but also provide further assurances of the 
absence of undeclared activities through improved transparency of the LEU fuel cycle process. The 
mail box system with remote data transmission capability will be utilized at all LEU handling 
facilities that can submit process data to the inspectorate in a timely manner.  


 
(4)Fuel Assembly Tracking System (FATRAS) 


Timely tracking of an individual fuel assembly’s location in the fuel cycle by serial number   
identification, is being established to improve transparency of the entire LEU fuel cycle. Since a mail 
box system with data transmission system is being already developed to support SNRIs at LEU fuel 
fabrication facilities in Japan, development of FATRAS can be achieved by addition of the 
appropriate information from LWR operators. Since the frequency of inventory change at a   LWR is 
much less than that in bulk handling facilities, there is no need for daily declarations. Inventory 
change information, for inclusion with that provided in the mail box, will be transmitted to the 
Agency by means of FAX or E-mail within a time interval agreed with the Agency. 


The following inventory change and/or transaction information from LWR facilities will be 
provided for inclusion with that provided in the mail box: 
(a) receipt date of fresh fuel from the fuel fabrication facility and movement into the fresh fuel store, 


assembly serial number with the specific storage location identified for each fuel assembly; 
(b) transfer date of fresh fuel into the reactor core by assembly serial number;  
(c) discharge date of spent fuel from the core to the spent fuel pond by assembly serial number, and 


a storage location map of each fuel assembly; 
(d) date of transfer of spent fuel into shipping cask again with each assembly identified by serial 


number; and 
(e) advance declaration of spent fuel shipment to difficult to access storage. 
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The inventory change involving spent fuel assemblies is useful to distinguish them from the stored 
fresh fuel assemblies. The Agency can maintain a perpetual book inventory at the LWR by access to 
the mail box. Since the inventory change is less frequent than that at bulk facilities, there is no need to 
install a computerized assembly tracking system similar to the mail box system implemented at the 
bulk facilities.   


The Agency may establish a computer program for assembly tracking to increase transparency of 
inventory of fuel assemblies, assembly-by-assembly, based on the information submitted through the 
mail box system at fuel fabrication facilities and the assembly tracking system at LWRs. Since the 
data system provides a clear snap shot inventory of fresh fuel assemblies in the State, the Agency can 
eliminate borrowing inspection for fresh fuel assemblies utilizing UAIs applied randomly to selected 
fuel fabrication facility(s) and /or LWRs. The same argument can be made for spent fuel strata among 
LWRs and away from reactor spent fuel storage facilities. 


 
4. Future Perspectives and Further Discussions 


 
The emphasis here has been on the optimization of safeguards approaches for less sensitive nuclear 


material (DNLEU) as a priority issue. However, the following issues are being studied as part of an 
overall effort to optimize safeguards implemented across the entire fuel cycle in Japan: 
 
a. Optimization of the safeguards approach for enrichment facilities, including a proposed  reduction 


in the frequency of interim inspections and the elimination of bias defect sampling/measurements in 
connection with flow and inventory verifications, under the conclusion of the absence of undeclared 
material and activities in combination with LFUAs and  environmental sampling; 


b. Optimization of the safeguards approaches for reprocessing facilities based upon experience of the 
Tokai reprocessing plant (TRP). The current safeguards approach is re-examined taking into 
account the expansion to the Rokkasho reprocessing plant (RRP). As the RRP is a large scale 
reprocessing facility, some additional qualitative verification measures to detect undeclared 
operations are necessary as a complement to the conventional quantitative verification for quantity 
and timeliness goals. A solution monitoring (SM) system will be introduced in the RRP as a new 
qualitative verification measure to detect clandestine solution flow. It is proposed that a SM system 
to detect undeclared activities be applied as a complement to the NRTA system for conventional 
material accountancy. 


c. Optimization of the safeguards approaches for other plutonium facilities through advanced 
technologies e.g., unattended measurement and surveillance systems, and randomized inspections. 
However, these optimizations need to be cost effectiveness and take into consideration how the 
costs will be shared; 


d. Optimization of the notification time for unannounced inspection at LWRs, such as 24 hours  instead 
of 2 hours taking into consideration the time necessary to conceal diversion and the time necessary 
to arrive at the LWR site to meet a domestic requirement; 


e. System audit oriented approach that takes into account the SSAC comprehensive quality assurance 
program applied to facility level material control and accounting systems;  
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f. Development of “advanced partnership approach” that takes into consideration characteristics of 
Japan’s SSAC, such as legal requirement that allows the Agency inspector activities only with 
accompany of Japanese Government Authority.  


 
In conclusion, proposals for integrated safeguards presented here are intended to support the 


Agency’s effort and to strengthen the global nonproliferation regime. 
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Abstract 


The IAEA has over a decade used non-cryogenic miniature cadmium telluride (CdTe) detectors for the 
verification of CANDU spent fuel bundles stored under water on stacked trays. On account of very high gamma 
ray count rates, the method in spite of employing heavy lead / tungsten shield and narrow collimator besides 
advanced pulse processing electronics, was limited to fuel bundles with a cooling time of over one year. Recent 
developments in semi conductor materials evolving into cadmium zinc telluride (CdZnTe) detector reflecting in 
its enhanced energy resolution and yield has allowed exploitation of intermediate half-life fission products and 
selective counting in the energy band of interest. Moreover, less sensitive silicon solid state detectors have also 
in the mean time become available. Together, these new and improved detectors were studied at KANUPP (137 
MWe CANDU PHWR) to have the necessary potential for safeguards verification in the cooling time range that 
had remained elusive until recently. 


The test verification measurements were carried out employing the CANDU Bundle Verifier for Stacks (CBVS) 
and differential counting in pre-selected ROIs around the characteristic Zr-95/Nb-95 and Cs-137 gamma ray 
lines. The measurement results indicated that super grade CdZnTe detectors are very promising as they 
dramatically reduce the verification threshold to barely ~ 1 month. Further development in room temperature 
semi conductor detectors, taking place at a fast pace together with the use of depleted uranium shield / 
collimators might allow the entire spent fuel storage pond inventory to become verifiable irrespective of the 
cooling time constraint. 
 
1.    INTRODUCTION 


This paper is based on an extended collaborative work involving a NPP operator (KANUPP), a detector 
manufacturer (Ritec) and the implementer of international safeguards (IAEA) to test, evaluate, and to stimulate 
the development of room temperature semi-conductor detectors for the verification of short cooling time (< 1 
year) KANUPP irradiated fuel bundles (19 element type) stored on stacked trays in close packed arrangement. 
Besides CdZnTe (CZT), Silicon semiconductor detectors were also investigated for this purpose.  


The silicon detector appeared attractive in view of its very low sensitivity and moderate response to high 
intensity gamma ray fields typical of short cooling time fuel bundles. Owing to its low Z-number (Z = 14 
compared with 48-52 of CdTe), it has insignificant photoelectric cross section. Its pulse height response 
comprises therefore of just the Compton continuum, devoid of any photo peaks. This necessitated integral rather 
than differential or selective counting in an energy band of interest. The fact that the silicon detector is less 
sensitive and can tolerate gamma dose rates in the ultra high range also helps laying lesser demand on pulse 
processing spectroscopy amplifiers. Such requirements as base line restoration (BLR) and pole zero (p/z) 
cancellation, necessary for high count rate work assume all of a sudden lesser importance.  
 
In spite of the advantages described in the fore, the silicon detectors cannot however provide a spent fuel specific 
attribute test. This discrepancy is overcome in CZT detectors which are now available with much improved 
resolution   (1-3 % for Cs-137). Compared to NaI detectors their resolution is ~ 3 to 10 times better depending on 
factors such as detector type, size, and energy. However compared to HPGe detectors the resolution of CZT’s is 
about 2-4 time lower [1]. Since they do not require liquid nitrogen cooling, these are particularly suited for 
remote monitoring applications. The CZT detectors have now been developed to an extent that coupled with 
much improved pulse processing electronics they can provide adequate fission product signatures even at short 
cooling times. Compared to silicon the CdTe based detectors have good intrinsic efficiency on account of its 
high density and high mean value atomic number (Z). This characteristic is important for spent fuel verification 
where small well shielded detectors with good spectral performance are required to obtain spectra in the 
presence of a significant high energy scattered background. The CZT is forerunner of CdTe detector which had 
until recently been used for the verification of moderate to long cooling time fuel bundles.  It is superior on 
account of it’s higher resistivity and wider band gap (1.6 eV for CZT compared to 1.47 eV for CdTe).  







In this work hemispheric miniature detection probes (SDP310Z S) with integrated preamplifier made by Ritec 
Ltd. (Riga, Latvia) were used [2]. These, make use of CdZnTe raw material supplied by eV Products (USA). The 
cooperative effort between the material developers and the detector fabricators has led to considerably improved 
reliability and performance. The detector/preamplifier assembly has small dimensions (diameter 8.2 mm, length 
90 mm) and weight, high-energy resolution, room temperature operation, small consumption of power and high 
counts rate capability. It may be mentioned that small size of the detector was not the only  requirement from the 
view point of particular application (in-situ spent fuel verification) but also to minimize the characteristic large 
amount of charge trapping and transport problems intrinsic to the material poor hole transport, contributing 
heavily to the low energy tailing problem. This further led to near gaussian shape of the photo peak and much 
improved resolution between lines of closely lying gamm ray energies. In accordance this detector can now 
approach the performance criteria that were previously the exclusive domain of the liquid nitrogen cooled HpGe 
detectors. With the help of automatic scanning mechanism and appropriate data processing software it has 
moreover allowed much improved verification speed.  
 
The reported assessment work was performed at the KANUPP spent fuel storage pool where the fuel bundles are 
stored on stacked trays (18 trays / stack and 11 bundles / tray). The bundles (diameter: 81 mm) are separated by a 
water gap of 20 mm in the vertical direction, in which they are scanned. The verification method utilized is 
specific to CANDU bundles stored on stacked trays in a dense geometry under water.  A well-collimated and 
shielded detector is moved vertically along the end-faces of the bundles. For verification based on the use of  
CZT detectors Cs-137 peak area is recorded as a function of the scanning coordinate. This method works quite 
well when cooling time of the bundles is longer than one year [3]. With short cooling time (< 1 yr.) and the 
associated intense gamma field, the Cs-137 peak disappears in the heavy Compton background. It has however 
been studied that the gamma rays of short-lived isotopes themselves can be used for the verification purposes in 
this time domain. This could have been difficult, but recent developments in the field of CZT detectors, as 
mentioned above have made it possible to exploit the fission product gamma lines characteristic of  such 
assemblies.  In this paper the use of the gamma lines of Nb/Zr-95 for the verification of CANDU bundles with 
cooling time of less then one year is also investigated. They have an energy of  724 and765 keV respectively, 
which is only a little higher than the 662 keV gamma ray of Cs-137.  
 
2.     MEASUREMENT EQUIPMENT 
 
2.1   Shield/Collimator Assembly 
 
Shield 
Dimensions 


Tungsten (surrounding the detector ) and upper shield of Lead 
90 mm � 145 mm     


Collimator Tungsten Insert Tube (5 mm dia) 
 
The above specified shield collimator assembly is described in an accompanying paper being presented at this 
symposium [4]. It was designed and fabricated at Seibersdorf laboratories of IAEA.  
 
2.2 CANDU Bundle Verifier for Stacks (CBVS) 
 
The CANDU Bundle Verifier for Stacks (CBVS) is standard verification equipment used by the IAEA 
inspectorate. The equipment was developed in collaboration with Seibersdorf workshop of the IAEA at 
KANUPP under a separate research contract and is described elsewhere. For use at KANUPP, it is mounted on 
the bridge of spent fuel storage bay. It comprises the support structure, the electronic controller and the shield-
collimator assembly. Making use of a stepping motor the shield-collimator assembly housing the detector is 
moved with a constant speed in front of tray stacks. If the collimator hole points towards a bundle, the gamma 
signal is high, if it faces the gap between two bundles, the signal drops to a lower value. Besides scanning in the 
vertical direction, the CBVS also provides lateral movement for adjusting the position of collimator. The 
scanning speeds from 5mm/s to 0.5 mm/s are available. 
 
2.3 Pulse Processing and Data Acquisition Equipment 
 
Amplifier TENNELEC (TC-244) 


MMCA MCA-166 


Computer Hardware HP 100LX Palmtop /IBM Thinkpad Notebook Computer 


Computer Software WinMCA  (Ver 0012) with SCANDU option or WinSCAN 
 







The output of preamplifier was connected to a Tennelec TC 244 spectroscopy amplifier and on to the MMCA 
(Mini MCA, model MCA 166) developed at Forschungzentrum, Rossendorf for the International Atomic Energy 
Agency and the Euratom inspectorate. It is a battery powered (operates for 8 hours on re-chargeable Li-ion 
battery) high performance 4 K MCA/MCS module, provided with the detector high voltage supply and an 
internal amplifier. For working with shorter than 1 �s pulse shaping time using CZT detector, the internal 
amplifier could be readily by-passed. The MMCA is small (155 � 9.5 � 50 mm). Its shape and size having been 
optimized for use with a HP 100/200 palmtop. It could however, also be used with any other laptop or standard 
PC with a parallel printer port (RS-232 C).  Since the lowest computer platform was the HP 100LX palmtop 
computer, the software (MCA) used was the one, which worked under MS-DOS 5.0 or higher. For Windows 95, 
the program WinMCA (Ver. 0012 with SCANDU option) was employed which had somewhat upgraded features 
compared to the software MCA. It was written in Visual Basic in 32-bit code and had WINSPEC (pulse height 
spectrum measurement) MCS (multi channel scaling) and SCANDU (verification of CANDU fuel bundles with 
simultaneous capability of pulse height analysis and multi channel scaling) operation modes. 
 
3.    TEST MEASUREMENTS  
The reported upon test measurements, comprised (1) analyzing the pulse height response of the detector using 
both the single gamma energy as well as composite gamma ray energy source (2) determining the relationship 
between the age of spent fuel bundles and the integral count rate (for silicon detector) and (3) analyzing if the 
spent fuel bundles of cooling time < 1 year could be adequately detected through the modulation of multi 
channel scaling response in the SCANDU (Scan for CANDU Bundle Verification)  mode.   
 
3.1   Tests With Silicon Semiconductor Detector 
 
The specifications of the silicon semiconductor detector used for the reported investigations are given in Table-I 
 


TABLE-I 
 


Specifications of Silicon Semiconductor Detector 
 
Manufacturer EURORAD 
Model S08Wsid 
Serial Number 01 
Housing Cylindrical shaped 


Diameter: 8 mm; length 91 mm 
Material: aluminum alloy 


Detector Bias Voltage 12 V 
Detector Sensitivity 3 cps/rad/hr 
Preamplifier: 
Noise:  
Sensitivity: 
Output Polarity:  
Pulse Rise Time:  
Feedback: 1 pf / 500 
Power Supply: 


 
1.4 keV Si at 0 pf 
31 mV / MeV Si 
Positive 
20 ns 
1 pf / 500 M� 
� 12 V (9 mA) -12 V (4 mA) 


 
3.11   Relationship Between Age of Spent Fuel Bundle and Integral C/R Response of Silicon Detector 


The analysis of the detector pulse height response indicated that the entire information related to the irradiation 
and cooling history of a fuel bundle was contained in its integral Count rate distribution. The relationship 
between the cooling time and integral count rate is graphically represented in Fig. 1.  
 
3.12  Verification Measurements Using Silicon Detector 
Using the integral count rate as the verification signal, the stacks of 6, 3, 2 and 1 year old as well as freshly 
discharged fuel bundles were scanned. The scans were carried out from top to bottom along the 6th bundle 
position.  While the patterns for the longer cooling time bundles were well resolved, clearly identifying the 
presence of  fuel bundles by the well pronounced and separated peaks, the short cooling time bundles of 1 year 
and less also gave rise to a modulation pattern but with poorer resolution.  The scan involving long cooling time 
bundles (~ 6 years) is shown in Fig. 2 







                 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


3.2   Tests With CdZnTe (CZT) Semiconductor Detector 
 
Although only one detector was used for all the fuel characterization and verification measurements reported, 
several CZT detectors were utilized for the optimization of parameters. These were all  of supergrade category 
with quoted resolution of 10 keV (FWHM) or better at 661.6 keV photo peak of Cs137. The specification of a 
typical detector of this type is presented in Table-II. 


FIG. 1   RESPONSE OF SILICON SEMICONDUCTOR DETECTOR TO IRRADIATED FUEL 
BUNDLES AS FUNCTION OF COOLING TIME 
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FIG. 2   SCANDU VERIFICATION PROFILE OF ~ SIX YEARS OLD 
BUNDLES USING SILICON SEMICONDUCTOR DETECTOR 







 
TABLE-II 


 
Specifications of CdZnTe  Semiconductor Detector 


 
Manufacturer Ritec Ltd., Riga, Latvia 
Model SDP 310/Z/20 S 
Housing Cylindrical shaped 


Diameter: 8 mm; length 91 mm 
Material: aluminum alloy 
Cable length: 200 mm 


Operating Parameters  
(Measured at the 662 keV line of Cs-137 at the 
detector operating voltage and amplifier shaping time 
of 1 �s) 
Detector Operating Voltage 
FWHM 
FWTM 
Peak-to-Compton Ratio 
Peak-to-Valley Ratio 
Recording Sensitivity 
Output Signal Polarity 


 
 
 
 
+ 300 V 
7.3 keV 
20.1 keV 
4.67 
81.49 
0.011 mm2 
Negative 


 
 
As mentioned besides the actual verification extensive optimization tests aimed at selection of operating voltage 
and pulse shaping time were carried out. Detector resolution (FWHM) and peak/Compton ratio, in general 
improve with the applied bias. The most optimum high voltage for the detectors utilized for the irradiated fuel 
verification was determined to be 300 V. With the increase of pulse shaping time, the amplifier PUR throughput 
decreases. The measurements performed on one-year-old fuel bundles indicated that the count rate decreases 
from 70,000 cps at 250 ns to about 54,000 cps (77%) at 750 ns. The functional dependence being linear in the 
entire range. The effect on detector resolution was also studied. Best resolution is not necessarily associated with 
the shortest (250 ns) pulse shaping time. Increasing the time constant results at first in improving the resolution 
from 12.5 keV (at 661.6 keV Cs-137 energy) to less than 11 keV at 350 ns. A further increase leads however to 
deterioration of the parameter sharply to 13.5 keV at 750 ns. Based on the measurements so conducted the pulse 
shaping time constant was optimized to be 350 ns for bundles of cooling time greater than a few months and 250 
ns for shorter cooling time bundles. 
 
 
3.21 Response of CdZnTe (CZT) Detector to Short Cooling Time Fuel Bundles - ROI Optimization 
 
Although characterization measurements were carried out on bundles of long as well as short cooling times 
ranging from tens of years to barely a few days, only those measurements are presented here which pertain to the 
cooling time period in which fission product gamma ray spectra undergo maximum changes. This period relates 
to cooling time of one year and less. The representative spectra are therefore chosen to be those of one year, six 
months and one week old fuel bundles. For all the measurements discussed hereunder only one detector was used 
and all instrumentation settings were optimized. These included: (a) detector bias: +300 V (b) amplifier gain: ~ 
1keV/channel such that 661.6 keV Cs-137 peak could be positioned in channel 662 and (c) pulse shaping time:  
250 ns (with PUR on).  
 
The gamma ray spectrum of one-year-old fuel bundle is depicted in Fig. 3. At this point in time total integral 
counts are ~ 30,000 cps. In the region of interest (450 – 850 keV) three gamma ray lines i.e., 511 keV (Rh-106), 
661.6 keV (Cs-137) and 796-802 keV (Cs-134) stand out. Any of these can in principal be used for the purpose 
of verification but 661.6 keV is normally used for selective counting and gives good results. 
 
With decreasing cooling times, changes in the spectrum start appearing and in addition to the above mentioned 
three prominent sources an additional source i.e., Zr95/Nb95 starts appearing. This could be seen in the spectrum 
taken at the cooling time of 6 months in Fig. 4. An additional photo peak at 765 keV is clearly observable. Both 
the 661.6 keV and 765 keV lines could be utilized for the verification purposes. 







 


                               Fig. 3   RESPONSE OF CZT DETECTOR (SDP 310/Z/20 S) TO ~ 1 YR OLD BUNDLES  
 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


                                


                            Fig. 4   RESPONSE OF CZT DETECTOR (SDP 310/Z/20 S) TO ~ 0.5 YR OLD BUNDLES 
 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


At cooling times of less than one month the count rate drastically increases. On account of high intensity of 
emitted radiation from short lived fission products, the signatures originating in Cs-134 and Cs-137 get lost and 
in only the 511 keV, 574.7 keV and 766 keV (Nb-95) remain visible. A spectrum taken at the cooling time of 
one week as shown in Fig. 6 clearly depicts this. The count rate at such cooling time is ~ 250,000 cps. The Nb-95 
peak at 766 keV is used and results in quite adequate verification of bundles at such short cooling times. 
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                             Fig. 5   RESPONSE OF CZT DETECTOR (SDP 310/Z/20 S) TO ~ 1 WEEK OLD BUNDLES 
 


 


 


 


 


 


 


 


 


 


 


 


 
 
 
 
4.     VERIFICATION MEASUREMENTS USING CdZnTe DETECTOR 


The verification measurements were conducted both for the higher and lower end of cooling time under 
investigation. The SCANDU verification profile of 9-month-old fuel bundles is shown in Fig. 7.  The scanning 
was carried out from top to bottom of the stack along the 6th bundle position on each tray, at a speed of 1mm/s, 
which allowed counting time of 10 s. All the bundles were quite clearly verified employing either the ROI:1 (724 
keV of Zr-95 / Nb-95) or ROI:2 (661.6 keV of Cs-137).  


 
                 
 


 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


The verification profile of one-month-old fuel bundles using only 765 keV gamma ray line of Nb-95 is shown in 
Fig.7. All the bundles scanned are seen to be clearly verified – either by Cs-137 or through Nb-95 depending on 
the cooling time 
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FIG. 6   SCANDU VERIFICATION  PROFILE OF ~ 9 MONTH OLD 
SPENT FUEL BUNDLES USING CZT DETECTOR 







                          


                    FIG. 7   SCANDU VERIFICATION PROFILE OF ~ 1 MONTH OLD  
                SPENT FUEL BUNDLES USING CZT DETECTOR   


 


 


   


 


 


 


 


 


 


 


 


5.     CONCLUSIONS  


The availability of high performance room temperature CdZnTe semiconductor detectors and the matching pulse 
processing equipment did contribute in achieving the objective to a very considerable degree. While for 
moderate cooling time (1 Yr � Tc � 1 m) the verification was carried out making use of either or both the 722 
keV Zr-95 / Nb-95 and the 662 keV Cs-137 gamma rays, for very short cooling time (< 1 month) only 722 keV 
gamma ray emission from Zr-95/ Nb-95 could be made use of. Depending upon the intensity of emitted radiation 
the signal-to-noise ratio for the conducted verification measurements ranged from 4-7 for 9-month-old fuel 
bundles to 2-4 for 1-month-old fuel bundles.  In parallel with the testing carried and reported in this paper, the 
super grade CZT detectors have continued to be used for actual verification by the IAEA safeguards inspectorate 
with ever increasing experience and confidence.  


The assessment of very low sensitivity silicon detectors has shown that due to its low sensitivity, it has a 
potential for use in the high count rate work. The encountered count rates are manageable and the pulse pile up 
effect is non existent. The fact that the % DT even in the immediate vicinity of short cooling time spent fuel 
bundles is insignificantly small, there are less stringent pulse processing requirements on the amplifier. Due to 
the fact that its pulse height response doesn’t contain any specific region of interest, its integral gamma response 
alone could be used for the verification purposes. This detector has, however, provides a lower safeguards 
effectiveness since no spent fuel specific signatures are used for the verification. 
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Abstract 
 
During the second half of this century, Argentina and Brazil shared a common ambition: to 
gain knowledge on and develop the technology required for attaining a full command of the 
nuclear fuel cycle. Until mid-1990's, neither of these countries had fully adhered to the 
Tlatelolco Treaty, nor had they signed the Non-Proliferation Treaty (NPT), as a way to protect 
themselves towards the development of such technology. The discriminatory nature of the 
NPT was the argument used to resist the international pressure for its signature. On the other 
hand, the text of the Tlatelolco Treaty involved special inspections to non-declared facilities 
that meant a threat of industrial espionage which Argentina and Brazil wanted to avoid. This 
position —maintained for almost two decades— led the international community to view 
these countries as competing for nuclear supremacy. 
 
As of 1985, both Argentina and Brazil, by means of joint declarations, expressed their 
decision to provide transparency to their nuclear programs. Consequently, they undertook 
several commitments concerning the exclusively peaceful purposes in their use of nuclear 
energy and in their respective nuclear programs. This process of joint declarations led to the 
signature of a Bilateral Agreement for the Exclusively Peaceful Uses of Nuclear Energy in 
July 1991. Through this agreement, they formally established their Common System of 
Accounting and Control of Nuclear Materials (SCCC) and created the Brazilian-Argentine 
Agency for Accounting and Control of Nuclear Materials (ABACC) in order to implement the 
established verification system. Also at that time, the decision was made to start negotiations 
with the International Atomic Energy Agency (IAEA) towards a joint agreement on 
safeguards based on the SCCC. In March 1994, the Quadripartite Agreement between 
Argentina, Brazil, the ABACC and the IAEA entered into force. 
 
The experience in the application of SCCC during its first ten years and the improvements in 
the coordination of activities between the ABACC and the IAEA, as well as between the two 
organisations and the two countries are described. Additionally, a summary of the main 
changes expected with the implementation of integrated safeguards is presented. 
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1. INTRODUCTION 
 
In the late ‘80s, Argentina and Brazil had not yet fully adhered to the Tlatelolco Treaty, nor 
had they signed the Non-Proliferation Treaty (NPT). This position, which they had 
maintained for almost two decades, led the international community to view these countries as 
competing for nuclear supremacy. 
 
As of 1985, by means of joint declarations, both countries expressed their decision to provide 
transparency to their nuclear programs by assuming various commitments. This process of 
joint declarations led to the establishment of a Common System of Accounting and Control of 
Nuclear Materials (SCCC) in November 1999 and to the signature of a Bilateral Agreement 
on the Exclusively Peaceful Uses of Nuclear Energy in July 1991. Through this Agreement, 
the Brazilian-Argentine Agency for Accounting and Control of Nuclear Materials (ABACC) 
was created. In December 1991, both countries, the IAEA and the ABACC signed the 
Quadripartite Agreement for the application of safeguards. 
 
In July 1992, the ABACC started with the safeguards activities provided for in the SCCC and, 
as of March 1994, after the enforcement of the Quadripartite Agreement, joint activities with 
the IAEA were initiated. 
 
 
2. THE SCCC AND THE BILATERAL AGREEMENT 
 
In November 1990, through the Foz de Iguazu Declaration, Argentina and Brazil adopted the 
SCCC. As a result of this, the descriptive listings of all the nuclear facilities and the 
declarations of the initial nuclear material inventory in each country were exchanged and the 
first reciprocal inspections to the centralised record systems were carried out. 
 
The SCCC was conceived as a full-scope safeguards system, taking into account the 
possibilities of usage of non-declared materials and undue usage of the facilities. In fact, the 
SCCC was far more comprehensive than the safeguards agreements applied by the IAEA in 
Argentina and Brazil at that time. This is reflected by the decision made by both countries 
towards starting, at that time, negotiations with the IAEA for the signature of a joint 
safeguards agreement based on the SCCC. 
 
One year later, in July 1991, the “Agreement between the Argentine Republic and the 
Federative Republic of Brazil for the Exclusively Peaceful Uses of Nuclear Energy” was 
signed in Guadalajara, Mexico. Among other commitments, this Bilateral Agreement 
basically bound the Parties to “use the nuclear materials and facilities under their jurisdiction 
or control exclusively for peaceful purposes”.  
 
With the signature of this Agreement, the SCCC became formal —although already in force 
at that time— and the Brazilian-Argentine Agency for Accounting and Control of Nuclear 
Materials (ABACC) was created for its application. 
 
The facilities under safeguards by the ABACC in Argentina and Brazil are shown in Table I. 
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TABLE I 


FACILITIES UNDER SAFEGUARDS BY ABACC 
 


TYPE ARGENTINA BRAZIL TOTAL 
Conversion/Manufacturing Plants 11 1 12 


Enrichment Plants 1 2 3 
Power Reactors 2 2 4 


Research Reactors 6 3 9 
Research and Development Facilities 1 9 10 


Critical and Subcritical Units -- 3 3 
Storing Facilities 3 2 5 


LOFs (*) 15 9 24 
TOTAL 39 31 70 


 
(*) LOCATION OUTSIDE FACILITIES – Any facility where nuclear materials are used or 
stored in amounts equal to or smaller than 1 effective kg. 


 
 
3. THE ABACC AND THE IAEA APPLYING SAFEGUARDS 


 
The agreement among Brazil, Argentina, the ABACC and the IAEA for the application 
of safeguards, known as Quadripartite Agreement (INFCIRC/435), was signed in 
December 1991 and enforced in March 1994, after its ratification by the Congresses of 
both countries. 


 
The basic commitments included in the Quadripartite Agreement are: 


 
��The Party States agree to apply safeguards to all the nuclear materials in all the 


nuclear activities performed within their territories, under their jurisdiction or 
carried out under their control anywhere, so as to verify that such materials are not 
deviated to the production of nuclear arms or other explosive nuclear devices. 


 
��In its verifications, the IAEA shall duly take into account the technical effectiveness 


of the SCCC. 
 
��The Party States, the ABACC and the IAEA shall cooperate to facilitate the 


implementation of the safeguards established in the Agreement. 
 
��The ABACC and the IAEA shall reach independent conclusions, while avoiding the 


unnecessary duplication of safeguards activities. 
 


During the years following the enforcement of the Quadripartite Agreement, the 
greatest efforts were devoted to coordinate activities with the IAEA. This coordination 
was not simple and demanded great efforts by both agencies in order to solve diverse 
problems, ranging from discrepancies among inspectors in the field to hot arguments on 
the interpretation of certain criteria. 
 
Two events were fundamental in improving the coordination of safeguards activities 
with the IAEA: a) the decision made in 1996 for the upgrade of the Liaison Committee 
—as contemplated in the Quadripartite Agreement— among the Party States, the 
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ABACC and the IAEA, and, b) the approval of the “Guides for the coordination of 
routing and ad-hoc inspections between the IAEA and the ABACC” in 1997. During the 
following years, high priority was given to the negotiation of procedures for the 
common use of equipment and to the optimisation of inspection efforts in the various 
facilities. This led to an important step forward in the attempt to avoid unnecessary 
duplication of efforts between both agencies and for the ABACC to be able to reach 
independent conclusions from inspections. 
 
Nevertheless, there is still a lot to be done before we can reach the objective stated in 
the Quadripartite Agreement of “avoiding the duplication of unnecessary efforts” 
between the IAEA and the ABACC. Currently, some inspections are being performed 
by a single inspector from each agency, instead of two of them as it was the practice so 
far, while procedures are being developed for Joint Inspection Activities, so as to 
generalise this practice for all the facilities in Argentina and Brazil. 
 
Some indicators of the progress attained in the coordination of activities with the IAEA 
are shown in graphs 1 through 3. 
 


Graph 1 
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It must be noted that the use of common equipment, which currently accounts for more 
than 85% of the instruments used in the inspections, was essential for the ABACC to 
reach independent conclusions. In order to fulfill this aim, the ABACC had to make 
important economic efforts for the purchase of equipment during all of these years 
(graph 3). 
 


Graph 3 


 
 
4. TRAINING OF INSPECTORS 
 
Each one of the countries puts a list of 35 inspectors at ABACC’s disposal. The lists of 
inspectors are integrated by specialists in safeguards, in measurements and in the operation of 
nuclear facilities. These particular features of the system —inspectors with different 
backgrounds— require continuous efforts in personnel training. Graph 4 shows the number of 
inspectors trained yearly on the main topics related to the application of safeguards. 
 


Graph 4 
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5. TECHNICAL COOPERATION 
 
Technical cooperation of the national authorities and related organisations was the road 
selected by ABACC for strengthening the system’s technical capacity and for facing the 
necessary development, so as to implement safeguards approaches. 
 
In April 1994, an Agreement for Technical Cooperation with the United States Department of 
Energy (DOE) was enforced. Through this agreement, solid training on measurements could 
be provided, equipment was purchased, and specialists and laboratories from the DOE 
participated in several projects developed in Argentina and Brazil. These activities were 
funded by the US Non-Proliferation and Disarmament Fund.  
 
The ABACC did also negotiate a Technical Cooperation Agreement with EURATOM, which 
has been in force since 1999. This agreement led to a significant exchange of experiences in 
all of ABACC’s technical areas and to the participation of EURATOM’s specialists in the 
training courses and seminars for inspectors. 
 
In the year 2000, an Arrangement for Technical Cooperation was signed with the KAERI by 
which visits by specialists from both organisations were performed and approaches to 
safeguards were discussed, particularly for CANDU-type nuclear power plants. 
 
Although no formal agreements have yet been signed, important technical cooperation 
activities have also been carried out with organisations from France and Japan. 
 
6. WHAT IS AHEAD? 
 
During the last few years, the progress made in the coordination with the IAEA has shown 
satisfactory results. However, the ABACC is aware of the fact that there is a long way to go in 
order to attain the objectives in the Quadripartite Agreement, establishing that “both agencies 
shall reach independent conclusions, avoiding unnecessary duplication of efforts”. The next 
stage should be aimed at progressing in the negotiations with the IAEA for the performance of 
inspections under the “one-man-one-job” concept. 
 
The introduction of the Additional Protocol has extended the objective of safeguards 
considerably. In addition to controlling the nuclear materials and facilities declared by the 
various countries —as it has occurred so far—, the IAEA is now willing to verify the 
inexistence of non-declared nuclear materials and facilities. The need to perform an actual 
integration of all the safeguards systems is now a demand from the international community. 
The need to integrate the IAEA’s activities with the national and regional safeguards systems 
(SSAC and RSAC) is a strong one in order to enhance the efficiency and the effectiveness of 
safeguards. 
 
The integrated safeguards should be based on the existence of credible national or regional 
accounting and control systems for nuclear materials. Credibility should be based on objective 
elements and the participation of the SSACs and RSACs should be limited to specific areas. It 
seems reasonable that, within this new framework, conventional safeguards be delegated to 
the national and regional systems, which would be audited by the IAEA. On the other hand, 
the Agency should be focused on the activities included in the Additional Protocol for the 
detection of non-declared materials and of non-declared activities, such as analysis of 
information, environmental monitoring and complementary access. 
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DESIGNING REMOTE MONITORING SYSTEMS 
FOR LONG TERM MAINTENANCE AND RELIABILITY * 
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Lawrence Livermore National Laboratory 
Livermore, California, United States of America 


 
 


Abstract 
 
As part of the effort to modernize safeguards equipment, the IAEA is continuing to acquire 
and install equipment for upgrading obsolete surveillance systems with digital technology; 
and providing remote-monitoring capabilities where and when economically justified. Remote 
monitoring is expected to reduce inspection effort, particularly at storage facilities and reactor 
sites. Remote monitoring technology will not only involve surveillance, but will also include 
seals, sensors, and other unattended measurement equipment. 
 
The experience of Lawrence Livermore National Laboratory (LLNL) with the Argus Security 
System offers lessons for the design, deployment, and maintenance of remote monitoring 
systems. Argus is an integrated security system for protection of high-consequence U.S. 
Government assets, including nuclear materials. Argus provides secure transmission of sensor 
data, administrative data, and video information to support intrusion detection and access 
control functions. LLNL developed and deployed the Argus system on its own site in 1988. 
Since that time LLNL has installed, maintained, and upgraded Argus systems at several 
Department of Energy and Department of Defense sites in the U.S. and at the original LLNL 
site. Argus has provided high levels of reliability and integrity, and reduced overall lifecycle 
cost through incremental improvements to hardware and software. This philosophy permits 
expansion of functional capability, hardware upgrade and software upgrade without system 
outages and with minimum outage of local functions. 
 
This presentation will describe Argus design strategies and lessons learned from the Argus 
program as they apply to the design, development, and maintenance of a remote monitoring 
network. 
 
Hardware failures, software failures, and communication outages are expected and must be 
addressed by astute selection of system architecture. A combination of redundancy, diversity, 
and effective functional allocation between field and system level components should allow 
the system to tolerate component failures and communication interruptions. To the extent 
practical, field functions should continue to operate given communications interruptions or 
failure of central computers. Complete system functionality and history must be restored 
quickly after communications or central computer functions are restored. The needs for 
redundant functions to tolerate hardware failure and diverse functions to tolerate common 
cause (e.g., software errors) failures should be carefully evaluated and addressed in the system 
design. 
 
 
* This work was performed under the auspices of the U.S. Department of Energy by the 
University of California, Lawrence Livermore National Laboratory under contract No. 
W-7405-Eng-48. 
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Fundamental changes to communications backbone are expensive. Careful initial design of 
this feature is important to minimize the cost and system upset of future upgrades. The design  
should incorporate performance margin to support future functional enhancements and 
support open communications protocols that allow new types of equipment to be added to the 
system without significant changes. Any long-lived system will continually evolve. Therefore, 
hardware and software design must provide enhancement of capabilities and backward 
compatibility. Consideration of future system directions in design allows the system to evolve 
gracefully over time. This consideration requires a good understanding of customer needs and 
wishes and a strategic plan for system evolution. With this approach, significant 
enhancements in functionality and migration away from obsolete equipment can happen 
without the need for major system outages. 
 
Upgrade of field units must be fast, simple, and secure. Storage of field software as firmware 
provides a high level of software security and allows “drop-in” software upgrade. 
 
Argus software was designed with ease of modification and upgrade in mind. The product 
uses Ada for most of the software, taking advantage of its packaging and exception handling 
capability for effective organization of the software. Recent software has been developed 
using C++ and object-oriented design techniques to improve maintainability. 
 
Secure communications does not necessarily require secure communications systems. 
Security features must be readily upgradeable to allow improvement as the threats and the 
defenses become more sophisticated. A combination of hardware and software features can 
assure a high level of data integrity while supporting frequent enhancement. 
 
The overall Argus system continues to support the capability for incremental modernization 
without complete system replacement since its initial installation in 1988. Several sites have 
upgraded host computers, field processors, console computers, and other significant system 
components. The system software is now in its 22nd major release with new functionality 
included with each release. Argus continues to be a robust security system, and the 
development team continues work on further modernization of software and system 
components. 
 
1. Introduction 
 
As part of the effort to modernize safeguards equipment, the IAEA is continuing to acquire 
and install equipment for upgrading obsolete surveillance systems with digital technology and 
providing remote-monitoring capabilities where and when economically justified. Remote 
monitoring is expected to reduce inspection effort, particularly at storage facilities and reactor 
sites. Remote monitoring technology will not only involve surveillance, but will also include 
seals, sensors, and other unattended measurement equipment. 
 
1.1 Argus Success With Remote Monitoring 
 
LLNL’s experience with the Argus Security System offers lessons for the design, deployment, 
and maintenance of remote monitoring systems. Argus is an integrated security system for 
protection of high-consequence U.S. Government assets, including nuclear materials. Argus 
provides secure transmission of sensor data, administrative data, and video information to 
support intrusion detection and access control functions.  
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LLNL developed and deployed the Argus system on its own site in 1988. Since that time, 
LLNL has installed, maintained, and upgraded Argus systems at several Department of 
Energy and Department of Defense sites in the U.S. and at the original LLNL site. Argus has 
provided high levels of reliability and integrity, and reduced overall lifecycle cost through 
incremental improvements to hardware and software. Key upgrades to the Argus system 
include the system operator Consoles (1993), host computer systems (1993 and 2000), 
communications/network (1995), field processor (1995), and key system configuration tools 
(2001). Upgrades are currently in progress for the system operator Consoles, database, field 
processor, video recorders, and additional configuration tools. This philosophy permits 
expansion of functional capability, hardware upgrade and software upgrade without system 
outages and with minimum outage of local functions. 
 
1.2 Argus Application Similarities to Remote Monitoring Application 
 
Automated security systems and remote monitoring systems share a fundamental function: to 
collect video and sensor data from a large number of points and send this information to 
centralized locations for interpretation and processing. Argus cameras and sensors are 
distributed on sites that cover many square miles. National level monitoring of multiple sites 
is known to be feasible. The sites covered by the Argus systems are similar to, but typically 
larger than, those of facilities in the nuclear fuel cycle.  However,  international-level 
monitoring of a large number of sites will be needed.    
 
Both systems must be capable of time-correlating video and other sensor information. 
Information processing is necessary in both cases to detect and alert operators to unusual 
conditions present in a high volume of data. In addition to the common functional 
requirements, certain other design goals are common.  
 


�� Dependability: Individual component or communications failures should be 
readily detectable and should not cause failure of critical functions. In the event of 
complete communications failure, local devices should continue to perform critical 
functions and update central locations when communications are restored. 


 
�� Low cost: Production, installation, and operational costs must be low enough that 


organizations can afford to deploy and maintain a large number of field units. 
 


�� Maintainable: Maintenance and upgrade of equipment and software must be 
possible without interrupting key functions. 


 
1.3 Factors in Argus Remote Monitoring Success 
 
The Argus security system has become a proven success because of a number of factors. 
These same factors can be applied to the remote monitoring problems of IAEA. First, Argus 
was designed as an integrated system with well-defined requirements. The initial requirements 
for the system evolved from U.S. Department of Energy Orders and Directives, input from 
experienced LLNL Security and Maintenance personnel, and Department of Energy and 
LLNL managers responsible for the project. Key factors such as reliability, maintainability, 
continuity of operation, and ongoing upgrade capability were clearly specified in the initial 
requirements. Second, Argus was designed as an open, evolutionary system, as opposed to a 
static system.  This feature, along with an active R&D and software maintenance effort, 
permits the addition or replacement of components and functionality to add capability and 
prevent obsolescence. Third, Argus managers enforced quality standards, project 
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management, implementation standards for the addition of new sites, and a focus on customer 
satisfaction for ongoing support. 
 
The use of open standards and an evolutionary approach to system support has kept Argus 
aligned with current technology during its fourteen years of operation. New Argus sites 
installed in 2001 take advantage of current changes to the system design and receive the 
current Argus software releases. Minor software updates are released every three to six 
months. A minor software release involves one or more Argus software products and usually 
involves a combination of bug fixes and new software features. Major software updates are 
released every one to two years. A major software release incorporates previous minor 
releases to Argus software products and usually involves one or more major additions to 
Argus software functionality.  
 
Hardware changes to the Argus system are infrequent compared with software changes. 
Typical replacement cycles are five years for host computers, ten years for operator display 
consoles, field processors, video equipment, and network/communications equipment. 
Commercial equipment is typically used except for field processors, which are designed to 
meet demanding environmental requirements. All upgrades and enhancements must offer 
enhanced or modernized capability, as well as being backward compatible with the existing 
system. Existing equipment is supported until all Argus customers complete equipment 
replacement at their site. A significant point about system upgrades is that they do not require 
replacement of the entire system and supporting infrastructure at the same time. Argus 
systems were typically installed in facilities with modest expansion capacity and are 
interconnected using quality cable and fiber optic plant. System design engineers do not 
expect to replace these parts of the system in the foreseeable future. 
 
2. Overall Security Strategy 
 
Argus was designed with an overall security strategy in mind. It was designed from inception 
as a security system for high-consequence applications. System engineers not only focus on 
current U.S. Department of Energy and Department of Defense orders and directives, but also 
begin implementation of pending orders and directives as they are announced.  
 
The Argus system contains numerous features for enhanced security applications. Many of 
these features are applicable to IAEA remote monitoring applications. Argus’ hierarchical 
structure of host and sub-host computers, communication concentrators, and field processors 
permits a geographically distributed system of almost unlimited size. It permits central or 
distributed monitoring of system alarms and video display. The Argus system features 
integration of sophisticated personnel access control and intrusion detection capability. The 
access control capability improves the accuracy of personnel recognition at a facility entry 
point while reducing the cost of security force labor. Other key system features include 
environmental monitoring of system components and central or distributed alarm station 
control and access privilege control by security administrators and designees. 
 
2.1 System Design Approach 
 
A system design approach, addressing physical conditions as well as human factors, allows 
new or changed functionality to be accommodated at multiple layers of a system. Argus has 
been successful at adapting to changes of hardware and functional requirements because of its 
ability to migrate functionality between levels of the hardware architecture. When 
components with fixed functionality are simply integrated, the system built is the lowest 
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common denominator of all pieces assembled. The general design requires remote processing 
capable of autonomously handling all uncoordinated events. A minimal number of events may 
require coordination between either multiple remote processors or between one remote and a 
host computer or dispatcher. This minimizes the impact on communications.  
 
As a general guide, the N+1 rule for redundancy applies: one more of any component at any 
point in the system is needed (for redundancy) than is required to fully operate the system. For 
example, if the command center requires a single uninterruptible power supply and backup 
generator to operate at capacity, then two of each must be provided. Host computers, 
networks, secure communications paths, data storage, dispatcher consoles, etc., should all be 
designed with N+1 or greater redundancy. Dynamic fault detection can further improve 
reliability. 
 
Environmental constraints including operating temperature range, rate of temperature change, 
lightning, humidity, altitude, sunlight, electro-magnetic fields, penetrating radiation, and 
availability of clean electric power all impact performance, reliability, and component 
lifetime. Careful design, prototyping, and testing can produce more robust components with 
higher initial cost but lower total cost of ownership. 
 
Designing maintenance friendly features into hardware and software can also work toward 
decreasing total cost of ownership of a system. Hardware designs should allow rapid 
replacement and startup of Field Replaceable Units (FRUs). Visual indicators with good 
diagnostic manuals can greatly reduce Mean-Time To Repair (MTTR) numbers for a system 
and the level of training and expertise required by field technicians. 
 
A design that utilizes a single basic set of hardware and software, configurable to meet 
multiple requirements, can further reduce overall costs. If a feature is supported but not 
currently used at one site becomes necessary there, it can simply be enabled without the need 
to add other unique components. Designs that utilize many diverse components require all of 
those unique pieces to be designed, tested and maintained, usually at much greater total cost 
of ownership. 
 
2.2 Ongoing Support of Remote Monitoring Systems 
 
To ensure a long life, technical security systems require a strategic planning process, technical 
resources, and funding to support system upgrades.  Since upgrade possibilities are endless 
and financial resources are limited, the selection, implementation, and staging of upgrades are 
critical to the system’s long-term success.  The Argus team breaks upgrades down into three 
categories: 
 


�� Viability 
�� R&D 
�� Site-specific 


 
Viability upgrades are identified by the technical staff and are modifications required to keep 
the system technologically current so that systems can continue to be operated, produced and 
installed.  Viability upgrades are not intended to add new features or capabilities to the 
system.  An example of a viability upgrade would be modifications required to replace an 
obsolete computer with a commercially available replacement.  Another example would be 
the modifications required to support a new version of an operating system. 
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The DOE Headquarters technology development program staff identifies R&D upgrades after 
reviewing proposals from the National Laboratories in response to general user needs and 
threat assessments.  These two to four year projects are aimed at increasing the overall 
capability through changes or additions to the system.  An example of an R&D upgrade would 
be the development of an intelligent sensor system or the incorporation of digital video into 
the system. Site-specific upgrades are identified by the user community and are highly 
targeted requests for specific system changes or enhancements to address conditions at their 
sites.  Site-specific modifications must be carefully handled to prevent unintended impacts to 
system operation at other sites.  An example would be the integration of a site-required 
subsystem into the Argus system such as a site’s badging or employee information 
management system. 
   
The viability and R&D upgrades are focused on improving the entire Argus system while the 
site-specific upgrades create features that are typically used by one or two sites.  It is 
important to get feedback from upgrade sponsors to ensure that the development team is 
producing the right product.  Formal Technical Interchange Meetings, Quality Panels, 
Program and Project Reviews are held throughout the year.  In addition, a single point contact 
or “site liaison” is responsible for communicating with each site and a System Performance 
Report database is maintained to capture customer concerns and to allow the Argus staff to 
track the resolution of problems and implementation of enhancements. 
 
It is also important to support R&D and viability projects from a team management 
perspective.  Developing new security technologies on current systems is a powerful attractor 
of high caliber technical talent.  This is particularly important for an organization that lives on 
the border of Silicon Valley. 
 
2.3 Software Design for Maintainability 


 
Argus software is designed for maintainability.  Host and embedded software is 
predominantly written in Ada, and PC user interface software is written using Rapid 
Application Development (RAD) C++ tools.  It is our general view that the Ada software 
environment is better suited for long-term maintenance and stability, whereas the RAD tools 
better support the frequent upgrades in the PC user interface environment.  
 
The Ada software is developed using object-oriented techniques, and reusability is a major 
driver.  Whenever a new software module is added, an evaluation is made as to how the 
module can be written for future reuse.  This adds a small cost for a given module, but the 
technique generates a large library of reusable, domain-applicable modules, which reduce 
overall cost and schedule of software enhancements.  Each Ada module has a standalone test 
application, which developers use to debug the module before integration with the rest of the 
application.  When enhancements are made to a module, the test application is updated 
accordingly, and is used for both new feature and regression testing. 
 
The object-oriented approach lends itself to a long-lived evolving system.  For example, the 
host communications was originally implemented using DECnet, a proprietary network 
package for VMS.  Two Ada modules were written to support the use of DECnet – a server 
module and a client module – and the interfaces were independent of the specifics of DECnet.  
With the introduction of PCs as user interface machines, much of the network has migrated to 
TCP/IP.  We were able to change the implementation of the two Ada modules to support both 
DECnet and TCP/IP, and none of the dozens of applications using these modules needed any 
change at all to take advantage of the new TCP/IP functionality. 
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Argus features are also designed for maintainability.  When a user requests a new feature, the 
feature is often generalized into a feature class.  This feature class is implemented, usually in 
association with the Argus configuration database, which directs the software how to operate 
at a given site.  An example of this is the requirement for multi-person rule for maintenance 
operations at field panels.  One site wanted the system to enforce the presence of two 
maintenance users to enter “maintenance mode”.  The implementation of this feature extended 
the requirement to “n-person” rule and allowed other roles than maintenance to be required.  
The sites use the database to define these rules on an area-by-area basis.  This capability has 
been used extensively at each Argus site to tune the operation of their system to their specific 
security needs.  
 
 
2.4 System Testing and Quality Approach 
 
The Argus team takes a high quality approach to the release of software and hardware before 
site use. All software releases are tested at  LLNL on an isolated test system by a dedicated 
test team. The test system is designed to simulate all major field configurations. It also 
includes supported legacy equipment for backward compatibility testing. System tests are 
primarily performed manually at this time. Automated testing of software is expected to 
reduce release time and improve software quality in the next two to three years. All software 
released after completion of testing is under configuration control at LLNL. 
 
Argus engineers require significant testing of hardware and systems before site use. All new 
field hardware is subjected to environmental qualification. This testing includes lightning 
immunity tests, low and high temperature tests, and tests at altitudes of up to 10,000 feet. 
Special versions of equipment can be built with radiation-hardened components and qualified 
for use in radiation environments, using LLNL expertise developed through spacecraft 
electronics programs. 
 
All equipment manufactured by LLNL for customer sites is subjected to incoming inspection, 
manufacturing tests, and burn-in of completed units to avoid infant mortality failures. New 
Argus systems are integrated at LLNL and loaded with current software. Following this 
integration effort, the customer site is invited to come to LLNL to witness the pre-installation 
acceptance tests. 
 
The successful deployment of Argus to customer sites is handled by project teams based at 
LLNL. The effort begins with a conceptual design effort, usually required for project funding 
proposals. When the project is funded, Argus management assigns a dedicated project 
manager and project engineer to design, procure, and install the system at the customer site. 
The project operates in a formal fashion, similar to U.S. commercial contracts. The project 
team members exchange information with their counterparts via weekly teleconferences, 
electronic mail, and formal requests for information and responses. Face-to-face meetings 
occur monthly and usually coincide with design reviews or lengthy technical discussions. The 
project schedule and financial controls are managed using Primavera Enterprise software. 
This software provides monthly earned- value reporting of cost and schedule variances. 
 
In addition to the assembly and installation of the system, the project typically includes onsite 
training of users. Training includes classroom training, on-the-job training, and computer-
based training. Once the site users are trained, they are qualified to witness the formal 
acceptance test of the system at LLNL. They perform the final acceptance test of the system 
following installation at the site. Formal closeout of the project includes a project closeout 
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document, final project cost report, closeout of all cost accounts at LLNL, and return of any 
remaining funds to the customer site. 
 
3.0 Summary 
 
The Argus system and its design experiences provide an excellent approach for IAEA in 
planning and implementing remote monitoring systems. Some of the factors in Argus remote 
monitoring success include its design as an integrated system, its design as an open, 
evolutionary system, and management focus on quality, project management and customer 
satisfaction. As a measure of Argus’ successful approach, several customer sites have 
upgraded host computers, field processors, console computers, and other significant system 
components since initial installation. The system software is now in its 22nd major release, 
with new functionality included with each release. Argus continues to be a robust security 
system, and the development team continues work on further modernization of software and 
system components. 
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Abstract 
 
In the Plutonium Fuel Center (PFC) of JNC, Isotope Dilution Mass Spectrometry (IDMS) has been used 
to determine Pu and U contents of nuclear materials since 1996. In MOX fabrication plant, many types 
of sample with wide variation of Pu/U ratio including aged Pu and process scrap should be analyzed for 
not only quality control purpose but also material accountancy. Because IDMS can eliminate influences 
of coexistence elements and has high accuracy, it is considered to be the best analytical method for 
Mixed Oxide (MOX) fabrication plant. This paper summarizes the experience of IDMS in the PFC 
laboratory with regard to analytical procedure including quality control and Large Size Dried (LSD) 
spike preparation as well as the evaluation of analytical error and consideration on future procurement of 
LSD spike for IDMS. 
 


1. Introduction 
 
PFC has three MOX fuel facilities, which are Plutonium Fuel Development Facility (PFDF), Plutonium 
Fuel Fabrication Facility (PFFF) and Plutonium Fuel Production Facility (PFPF). About 170 tons of 
MOX fuel for Fast Breeder Reactor (FBR) “JOYO”, “MONJU” and Advanced Thermal Reactor (ATR) 
“FUGEN” have been fabricated in PFC. Typical compositions of these MOX fuels are shown in Table 1. 
Samples such as pellet, powder and scrap being taken from fabrication processes are transferred to the 
analytical laboratory at PFPF to measure Pu and U contents, isotopic compositions, impurities and 
physical properties. 
 


Table 1. Typical compositions of MOX fuels fabricated in PFC 
MOX fuel type Pu content Pu/U U enrichment 


JOYO 25wt% 1 / 2.5 18.0wt% 
MONJU 25wt% 1 / 2.5 0.2 wt% 
FUGEN 2wt% 1 / 40 0.7wt% 


 
Before introduction of IDMS, titration or coulometry had been utilized for measurement of Pu and U 
contents, however those impurities like Am and Fe contained in aged Pu and scrap MOX might affect 
measurement accuracy. To eliminate the influence from coexistence elements, the equipment for IDMS 
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has been introduced to PFC analytical laboratory in 1996 through the corporation on its system design 
with IAEA-SAL. So far about 2,000 samples have been analyzed with IDMS and it achieved high 
accuracy in analysis of the sample with high impurities. From the viewpoint of applicability to wide 
variation of sample, IDMS is considered to be the best analytical method for PFC laboratory.  
 


2. Summary of the determination of Pu and U content by IDMS 
 
2.1. Equipment for IDMS  
 
The equipment for IDMS consists of four thermal ionization mass spectrometers (Finnigan MAT-262), 
the devices for sample preparation, three alpha spectrometers, 19 glove boxes and others. It is shown in 
Fig.1. To avoid cross-contamination, it is important to make one way sample transfer route taking the 
amount of Pu and U in sample into consideration. So the glove boxes of each component are laid out 
along with the sample treatment flow. Forty samples are analyzed by ten operation staffs on monthly 
basis routinely.  
 


 
                                                             : Sample flow  


Fig.1 Equipment for IDMS 
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2.2. Analytical procedure 
 
The sample taken from the process is split into two sub-samples for subsequent dissolution with 7N 
nitric acid containing several drops of hydrofluoric acid. It takes about 7 hours and about 3 hours for the 
dissolution of powder and a crushed pellet, respectively. After that, two aliquots are taken from the 
solution of each sub-sample. Then one aliquot goes to a vial with LSD spike, while another goes to an 
empty vial for the determination of isotope composition. Spiked vial is heated to dissolve the spike 
completely. Hydrogen peroxide is added into the solution taken from spiked and unspiked vials for 
valence adjustment of Pu. Chemical separation of Pu and U solution from the aliquots is carried out with 
automatic anion exchange device prior to mass spectrometry. 
 
The rhenium ionizing filament and rhenium evaporation filament are utilized for the ionization source of 
mass spectrometer. 1 µl of the solution is loaded onto the filament and measured by mass spectrometers 
with Total Evaporation (TE) method, which are controlled by a personal computer running 
custom-written software. 
 
Alpha spectrometry is applied to determine the content of 238Pu because results of 238Pu measurement 
with mass spectrometry may have positive bias caused by U contamination in the ion-exchange.  
 
The outline of analysis flow is shown in Fig.2. 


 


Sample


Sub-sample Sub-sample


Dissolution by 7N HNO3 with HF


Aliquoting after dilution


Dissolution and valence adjustment by H2O2


Ion exchange


Mass spectrometry


Fig.2 Analysis flow 
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Spk-2 U


Spk-2 Pu
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Alpha spectrometry


Spiking 


Dry up
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All data from devices and balances are online transmitted to the host computer, in which Pu and U 
contents are calculated from the data. The average value of measurement results on sub-samples is 
reported. 
 
2.3. Quality Controls 
 
The analytical results are reported after verifying that the relative standard deviation of those results is 
less than the control limit. The bias on the determination is evaluated by the intercomparison analysis 
with inspector's laboratories, which are carried out routinely four times a year. For the purpose to 
maintain the performance of mass spectrometers, measurements of Pu and U isotope standard materials 
are carried out before daily operation. The fluctuation of the data is monitored with the control chart. 
 
2.4. Preparation of LSD spike  
 
High repeatability of LSD spike is one of the keys to acquire the precise results in IDMS technique. 
Three types of LSD spikes for analysis are prepared at the PFC laboratory. The specifications of spikes 
should be designed in order to deal with various sample compositions and to obtain the most precise and 
accurate results for each kind of sample. The number of LSD spikes utilized so far at the PFC laboratory 
has reached about 4,000 in total. More than half of them have been prepared at the PFC laboratory since 
1996, and the rest have been introduced from foreign supplier. Compositions of LSD spikes prepared at 
the PFC laboratory are shown in Table 2. LSD spike preparation method is based on the same procedure 
as IAEA laboratory. 


 
Table 2. Compositions of LSD spikes prepared at the PFC laboratory 


Spike size 
Spike name Pu/U ratio U enrichment 


(wt%) Pu U Number Preparation 
year 


96/JNC-MONJU 2/1 20.0 2mg 1mg 500 1996 
97/JNC-FUGEN 1/20 20.0 1mg 20mg 600 
97/JNC-JOYO 1/3 0.7 1mg 3mg 500 


97/JNC-FUGEN 2/1 20.0 1mg 0.5mg 400 
1997 


99/JNC-FUGEN 1/20 20.0 1mg 20mg 500 1999 
 


3. Evaluation of analytical error 
 
3.1. Repeatability and accuracy for routine analysis 


The repeatabilities of the determination of Pu and U contents were evaluated from the routine analysis 
results of ATR “FUGEN” fuel and FBR “JOYO” fuel, and summarized in Table 3. Evaluation result 
indicates well satisfying the random error of the International Target Values (ITV). The repeatabilities 
involve the sampling error between sub-samples, also they include the errors for isotope measurement, 
sample preparation and spike preparation as well.  
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The accuracy is periodically evaluated by the intercomparison analysis. The results indicate no 
considerable bias for the determination. 
 


Table 3. Repeatability of the determination of Pu and U by IDMS 
Repeatability  Fuel type Number of samples Pu content U content 


JOYO fuel 19 0.091% 0.104% 
FUGEN fuel 198 0.088% 0.085% 


ITV (random error) 0.15% 0.15% 
  
3.2. Improvement by the introduction of Total Evaporation method 
 
The measurement method for Pu and U isotope at the PFC laboratory has been turned into TE method 
since July 1999 from conventional method. Because the effect of isotope fractionation can be greatly 
reduced in the application of TE method, it can measure the isotope ratio without correction factor, 
which conventional method used to require. The software for TE method has been developed in the PFC 
laboratory. The differences of measurement conditions between conventional method and TE method 
are shown in Table 4.  
 
As shown in Table 5, the performances of TE method with the data of the repeatabilities of Pu content 
and isotope composition for "FUGEN" samples are well improved compared to conventional method. 
 
Table 4. Difference of measurement conditions between conventional and TE method 


Measurement method Conventional Total Evaporation 
Pu 2µg 50~100ng Amount of sample  U 2µg 100~200ng 


Sample loading condition Drying : 0.8A-3min  Heating : 2A-30sec  
Evaporation side 1.6~2A ~MAX. 6.5A Measurement 


electric current Ionization side 5.3~5.7A ~MAX. 6.5A 


Calibration Na-23, K-39, Re-187,  
U-235, U-238, Pu-239, Pu-240 


Scanning number 20scan×2 ~MAX. 999 
 
 
Table 5. Comparison of the repeatability of measurement between TE and conventional method 


Isotope meas. method Pu content 240/239Pu 
Conventional  0.148% 0.025% 


Total Evaporation 0.063% 0.011% 
 
4. Evaluation of LSD spike 
 
The repeatabilities of routine analysis results using the LSD spikes satisfy ITV and the results of the 
intercomparison analysis on Pu and U contents have no considerable bias. These results indicate the 
high reliability of LSD spikes prepared in the PFC laboratory and foreign supplier.  
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Long-term storage of LSD spike may affect analytical error because of degradation of the dried nitrate. 
To confirm this affect, evaluation on stability on those spikes stored about four years has been carried 
out. The evaluation includes the observation on surface condition and the repeatability obtained by 
analytical results of JOYO fuel samples. As the result of the evaluation, any flake and color change that 
may affect analytical performance have not been observed in the spikes. The repeatabilities of Pu/U 
analytical results satisfy random errors defined in the ITV (see Table 6). Based on the evaluation result, 
it can be considered that the spikes stored for four years have enough performance to analyze the 
samples with good precision. 
 
Table 6. Repeatability of JOYO fuel pellet analysis using spikes stored for four years 


Spike Analyzed samples Repeatability (CV%) 


Name Preparation 
year Number Period of 


analysis Pu content U content 


97/JNC- 
JOYO 1997 19 2001/2~ 


2001/6 0.091 0.104 


 ITV (random error)  0.15 0.15 
 


5. Consideration on procurement of LSD spike 
 
Transportation of Pu metal standard is significant disadvantage for Japan due to various constraints. 
That comes to the consequence to procure standard materials as the form of LSD spike or the form of Pu 
standard solution from the outside of Japan. Dependence on foreign supply may involve potential risk 
for securing plant operations, besides necessary quantity of spike will increase due to future expansion 
of fuel cycle program in Japan. Therefore, the domestic preparation of LSD spike without Pu metal 
standard should be considered. Production of the small size Pu standard metal which can be transported 
with type A containers should be also examined. 
 
5.1. Future domestic preparation  
 
It is necessary that the isotope composition of LSD spikes have significant difference from that of the 
samples to be analyzed. Therefore Pu metal standard with about 97% 239Pu compositions is preferred as 
the starting material for spike preparation. PFC stores some MOX materials with higher 239Pu 
composition, which have potentiality to be utilized as starting material of spike preparation. In case of 
using these MOX materials, separation and purification of Pu will be necessary. In order to certify the Pu 
content and isotope composition of the purified Pu and prepared spikes, the intercomparison analysis 
should be also necessary. In addition, the higher accurate analytical method should be introduced to PFC 
laboratory. The feasibility of the plan is under examination in PFC.  
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5.2. Study on smaller size Pu standard metal  
 
The weight unit of Pu metal standard provided by suppliers is about 1g, which should be transported 
with type B container because of the current A2 value defined in the international regulation regarding 
transportation of nuclear material. By the revision of the regulation, A2 value of 239Pu has increased up 
to 1GBq, which corresponds to about 0.4g 239Pu. Therefore, study on the possibility of procurement of 
smaller size (0.4g) Pu standard metal from foreign country started in PFC. If the treatment of 0.4 g metal 
standard will be feasible, transportation of the Pu standard metal will become easy because type B 
container is not required. 


 


6. Conclusion 
 
About 2,000 measurements of Pu and U contents for MOX samples have been performed with IDMS so 
far since 1996. As the results of statistical evaluation, it is confirmed that repeatabilities of the routine 
analysis satisfy the random errors of ITV. By introducing the TE method for isotope measurement, the 
repeatability has been well improved compared to conventional method. IDMS is considered the best 
analytical method for MOX plant because it is applicable with high accuracy for various kinds of 
samples with wide variation being taken from the fabrication process. 
 
About 4,000 LSD spikes have been prepared in the PFC laboratory and foreign supplier for the 
utilization of routine analysis. To maintain IDMS performance, securing LSD spikes including 
introduction from outside of Japan is essential to be considered.  
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Abstract 
 
Bulk analysis of environmental swipe samples taken within nuclear installations as part of 
routine IAEA inspections has proven to be a very sensitive analytical technique. The 
combination of chemical separations under very clean conditions with highly sensitive mass 
spectrometric measurements assists in the identification and characterization of uranium and 
plutonium signatures at ultratrace levels. The method has been applied at the IAEA’s 
Safeguards Analytical Laboratory in Seibersdorf, as well as many of the Network 
Laboratories. SAL’s Clean Laboratory Unit provides with its class-100 environment the 
required cleanliness to achieve unsurpassed analytical sensitivity. 
 
 
1. INTRODUCTION 
 
Environmental swipe sampling is routinely used by the International Atomic Energy Agency 
(IAEA) to verify the absence of undeclared nuclear activities in States subject to 
comprehensive safeguards. Environmental sampling and analyses probing for the 
completeness of facility declarations are thus complementary to the traditional safeguards 
activities of verifying the correctness of declared nuclear activities. Following the extensive 
field trial exercise during the “93+2” program, local environmental swipe sampling within 
facilities was determined to be the most effective method for safeguards verification purposes. 
Wide-area monitoring, away from specific facilities, is being explored as an additional 
measure for even more stringent control measures. As a result of the field trials swipe 
sampling (“smear tests”) in enrichment and hot-cell facilities was implemented. Repeated 
sampling and analysis has provided a baseline for individual facilities, allowing conclusions 
not only about present processes, but also historical activities that may not be related to the 
ongoing operations and declarations of a specific nuclear facility. 
 
Environmental samples, including swipe samples from within nuclear facilities, cover a wide 
range of sample matrices as well as concentrations of possible nuclear materials. Signatures 
ranging from natural environmental levels to those found in nuclear installations such as 
enrichment, fuel fabrication, and reprocessing facilities are anticipated. To accommodate such 
a diverse spectrum of samples laboratory space was needed away from the traditional 
Safeguards Analytical Laboratories (SAL). The IAEA designed and built a class-100 clean 
laboratory for the preparation of sampling materials and the handling, distribution and 
analysis of environmental samples collected by inspectors [1]. For samples with rich nuclear 
signatures separate laboratory space, away from the Clean Laboratory, has been established. 
 
Bulk analysis is one approach used to obtain detailed information of uranium and plutonium 
collected with environmental swipe samples. The method requires the decomposition of the 
swipe sample followed by chemical separation and the mass spectrometric  measurement 
using Thermal Ionization Mass Spectrometry (TIMS) [1]. This method has unsurpassed 
sensitivity and can detect uranium and plutonium concentrations in the sub-picogram range 
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[2]. The information obtained from bulk analysis represents an average nuclide concentration 
and isotope abundance of the material collected on the swipe material. Bulk analysis thus 
complements particle analysis, providing a more detailed picture such as the range of isotope 
abundance [3], and screening methods [4]. This paper will describe detailed chemical 
processing schemes used in bulk analysis along with some examples of actual results. The 
quality control and quality assurance measures which establish the accuracy of the analysis 
will also be described. 
 
 
2. EXPERIMENTAL 
 
2.1 THE CLEAN LABORATORY 
 
The IAEA’s Clean Laboratory provides about 200 m2 of floor space. It houses areas for the 
preparation of sampling kits and control materials, the physical and chemical manipulation of 
samples for bulk and particle analysis, and the instrumentation areas. The facility uses 
particulate filtered air conditioned at 22° C and 40 – 60 % relative humidity. The pressure 
inside the laboratory is higher than atmospheric pressure and employs a pressure gradient 
from 30 to 10 Pa between the clean sample manipulation, instrumentation, and entrance area. 
In general, the 85 % pre-filtered air comes from the plenum through the High Efficiency 
Particulate (HEPA) filter down to work benches and into the room. The HEPA filters supply 
air of class-100 (defined as < 100 particles of < 0.5 µm per ft3 air [5]) or better to the work 
areas, such as work benches and clean fume hoods. Traffic areas are rated at class 100,000 
without requiring additional filtration units in these areas. Figure 1 shows a cross-sectional 
view of the air circulation. All interior walls are made from epoxy-covered aluminum panels. 
Cabinets are constructed from wood and hoods from welded polypropylene. To minimize the 
possibility of introducing particles generated by the deterioration of floor material and their 
release into the air stream the flooring is from seamless PVC. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The Clean Laboratory performs several major tasks in support of nuclear safeguards 
administered by the Department of Safeguards. The sampling kits are assembled in a class-
100 area of the clean laboratory to ensure contamination free preparation. Swipe materials are 
routinely analyzed for their uranium and plutonium concentration using bulk analytical 
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       FIG. 1. Air flow in a typical room of the Clean Laboratory.
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techniques, and only those devoid of the elements of interest to safeguards are used in the 
sampling kits. Samples returned from inspections are handled at the Clean Laboratory, 
including screening of all samples [4], archival storage and distribution to the Network of 
Analytical Laboratories (NWAL). Control samples are prepared and administered to the 
NWAL,  to ensure  continued  quality  of  analytical  results. Finally, the Clean Laboratory 
also participates as one of the Safeguards Network Laboratories and bulk analysis on 
environmental swipes is one of the main services delivered. 
 
To ensure continued operation and cleanliness of the clean laboratory, three main control 
mechanisms are employed. Firstly, monthly particle counts are taken and recorded for each 
individual area of the laboratory, to verify compliance with the air cleanliness requirement set 
forward in the design specifications of the laboratory. Complementary to the low particulate 
concentrations the ambient levels of uranium are checked for all vital work areas by virtue of 
room blanks on a rotating basis at least twice a year. Room blanking refers to collecting 
particulates, including aerosols, that settle in beakers exposed to the laboratory environment 
for set periods of time.  These  materials are handled similar to real samples and analyzed for 
uranium using isotope dilution mass spectrometry.  Finally, the laboratory is re-certified 
annually to its design specifications by an external contractor. 
 
2.2 SAMPLE PREPARATION 
 
Bulk analysis of environmental swipe samples is a destructive method and includes 
decomposition of the sample including the swipe matrix, separation and purification of 
plutonium and uranium, and the mass spectrometric measurement. 
 
Environmental swipes are either taken using 10 cm x 10 cm cotton or round cellulose wipers 
of about 2.5 cm diameter designed for remote manipulators and used exclusively inside of 
hot-cells. To facilitate the separation and purification of uranium and plutonium the sample 
has to be dissolved and a homogeneous aqueous solution prepared. Decomposition of the 
organic matrix is done routinely by oxidation using either high-temperature ashing or wet-
chemical decomposition. Thermal ashing is done in quartz boats under a constant flow of 
oxygen in a tube furnace. The ashing procedure is carried out as a two step process with a pre-
ashing at 450° C and the final decomposition at 650° C. The process takes about 4 hours and 
leaves a residue, which readily dissolves in nitric acid. Wet chemical ashing, or dissolution, is 
done in quartz beakers of low uranium contents using nitric and perchloric acid mixtures. 
Because of the potential hazard perchloric acid is added to the nitric acid only after the wiper 
is almost completely oxidized. 
 
Microwave assisted wet chemical decomposition and cold plasma ashing using a radio-
frequency generated oxygen plasma have been tested but are not used routinely. The 
commercial microwave digestion systems are not practical for swipe samples as  dissolution 
requires the sample to be distributed over several vessels because of limitations of the 
maximum amount of organic material. To decompose a 10 cm x 10 cm wiper weighing about 
two grams four vessels are required. Plasma ashing, on the other hand,  is a very elegant 
method as it produces an extremely clean residue, but it is limited to one sample at a time. 
With several hours needed for a complete ashing procedure and cleaning in between samples 
this method is not well suited for high throughput, unless multiple systems, which are quite 
costly, are available. 
 
Subsequent to the ashing procedure and dissolution of the residue in nitric acid, the sample 
solution is split into two portions. One fraction is used for the determination of the uranium 
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and plutonium concentrations by isotope dilution mass spectrometry (IDMS) and the other 
fraction for the mass spectrometric determination of the isotopic composition of the uranium 
and plutonium. For the IDMS technique the sample is spiked with a few nanograms of 233U, 
such as the IRMM 040/1 233U = 99.70%, and a few hundred picograms of 244Pu, such as the 
IRMM 042a 244Pu = 97.88%, prior to the separation and purification procedure. 
 
All major chemical separation procedures require the uranium (U) and plutonium (Pu) to be in 
the oxidation state U (VI) and Pu (IV). To obtain a chemically homogeneous solution prior to 
the separations a reduction-oxidation cycle is applied to ascertain plutonium to be in the Pu 
(IV) state. The addition of a few micro-moles of ferrous solution followed by the addition of a 
few micro-moles of sodium nitrite ascertains that the valency adjustment to plutonium (IV) is 
complete. Any plutonium (III) and to a lesser extent plutonium (VI) will be lost in the 
subsequent separations. The adjustment of the oxidation state is even more important for the 
successful application of IDMS, to ensure complete equilibration between the sample’s native 
plutonium contents and the plutonium added via the spike. The subsequent separation of 
plutonium and uranium from the sample matrix, as well as chemical and isobaric interferences 
is performed either by solid phase extraction (SPE) or ion exchange techniques. 
 
The SPE technique uses tri-n-octylphosphine-oxide (TOPO) as a selective extractant of 
plutonium and uranium. The TOPO is coated onto silicagel as stationary phase and filled into 
plastic columns (8.4 mm inner diameter to height of 26 mm yielding a volume of 1.4 mL). 
After the valency adjustment, the solution is adjusted to 3M HNO3 and loaded onto a 
pretreated TOPO column. Americium, fission products, and most other elements such as iron 
are washed off the column with 10 mL 3M HNO3. The plutonium is eluted with about 10 mL 
of a mixture of 0.1 M hydroiodic acid in 1.7M HNO3 reducing Pu(IV) to Pu(III). Next the 
column is preconditioned with a few mL of water and the uranium is eluted in a volume of 4 
mL 0.7 M NH4CO2NH2. The plutonium and uranium fractions are evaporated to dryness, 
fumed twice with concentrated nitric acid to destroy organic residue, converted to the chloride 
form with hydrochloric acid and redissolved in 20 µL 1.5M HCl right before the filament 
preparation.  
 
The procedure using ion exchange resins to separate plutonium and uranium is based on the 
stability of the respective plutonium and uranium anionic complexes that form in nitric acid 
and hydrochloric acid. After the valency adjustment, 1 mL of 8M HNO3 is added and the 
solution loaded onto an preconditioned anion exchange column. The anion columns are 
prepared by filling 2 mL of Dowex MP-1 (50 - 100 mesh, Cl- form) into a BioRad 
polypropylene column with an inner diameter of 5 mm. After washing the column with 
another 5 mL 8M HNO3, the uranium fraction is collected in the next 20 mL 8M HNO3. 
Plutonium is eluted subsequently by switching to a solution of 48% hydroiodic acid dissolved 
in concentrated hydrochloric acid in a volume ratio of 1:9. The uranium and plutonium 
fractions are evaporated to dryness. The uranium fraction is redissolved in 1 mL 8M HCl and 
loaded on an anion exchange columns, as described for the nitrate exchange before, 
preconditioned with 8M HCl. The column is washed with 20 mL 8M HCl and the uranium 
fraction collected in 15 mL 0.5M HCl. The plutonium fraction is redissolved in concentrated 
HCl  mixed with a few drops of 30% H2O2 (1 drop H2O2 per 10 mL of HCl) and loaded on an 
anion exchange column. The column has been preconditioned with 10 mL HCl/ H2O2 
solution. After loading the plutonium fraction, the column is washed with 15 mL of the 
HCl/H2O2 mixture, followed by 6 mL 8M HNO3. Subsequently, the plutonium is collected in 
a volume of 12 mL 8M HBr. Both uranium and plutonium fractions are evaporated to dryness 
and fumed three times with a drop of 70% HClO4. Right before the filament preparation, the 
residues are redissolved in 20 µL 1.5 M HCl. 
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2.3 MASS SPECTROMETRY 
 
The Clean Laboratory is equipped with a high-sensitivity thermal ionization mass 
spectrometer (Finnigan-MAT 262 RPQ). This instrument has multiple Faraday-cup detectors, 
as well as an ion-counting system and high abundance sensitivity energy filtering system 
(reverse potential quadrupole filter). Measurement of the small amounts of uranium and 
plutonium isolated from environmental swipe samples, even after spike addition, are 
measured on the ion-counting system. The separated uranium and plutonium fractions are co-
electroplated with platinum on rhenium filaments and overplated with a thin layer of platinum 
for increased ionization efficiency [2]. The mass spectrometer system is equipped with one 
ion counting system, separate masses are measured sequentially rather than simultaneously. 
The correction factor for mass-dependent fractionation is determined from the measurement 
of certified reference materials. The detection limit for this method is largely governed by the 
cleanliness of the sample preparation activities.  
 
 
3. RESULTS AND DISCUSSION 
 
The uranium and plutonium separation schemes of environmental swipe samples are designed 
for maximum efficiency. Chemical yields are typically between 70 – 90 % for both elements, 
and ion currents achieved on the mass spectrometer are comparable to standard materials in 
many cases. Both separation schemes discussed, the TOPO and ion exchange method, have 
been optimized for certain ranges of uranium and plutonium concentrations. The TOPO 
method accommodates plutonium and uranium contents in the microgram to milligram range, 
but chemical recoveries decline rapidly for lower concentrations. Slight adaptations of the 
method allow successful application also for contents as low as a couple of hundred 
nanograms. The ion exchange method has been successfully used for uranium and plutonium 
concentrations in the low nanogram to low picogram range. It also produces very pure 
fractions required for the successful filament preparation by electroplating. One minor 
disadvantage of the ion exchange technique is the inadequate removal of iron, if a sample’s 
native iron content is too high. Detailed, qualitative X-ray screening of the swipe samples 
prior to their decomposition provides sufficient compositional information of the samples to 
assist in adapting routine chemical separation schemes as necessary. 
 
In trace and ultratrace analysis the ultimate detection of the overall analytical process is 
determined by the blank levels. Table 1 summarizes typical blank levels obtained by the 
quality control program applied at the Clean Laboratory. The results for the room blanks 
indicate  that  the work  environment inside  of the laboratory  is kept extremely clean and 
well within design specification. As guidance, just one particle of UO2 with a diameter of 
1µm  contains about 1010  atoms  (10-11g) of uranium. With a detection limit for uranium 
using TIMS of about 107 atoms (5x10-15g) this signal should be detectable. Loading blanks 
are prepared routinely by electroplating pure reference or standard material onto a filament to 
observe instrumental contributions to the background.  Performing TIMS measurements of 
these loading blanks suggest that a more reasonable sensitivity is about two orders of 
magnitude higher than the one quoted as instrumental detection limit. This is most likely an 
artifact of the additional sample handling procedure. Room blanks show on average a slightly 
higher signal compared with loading blanks. This is attributed to isobaric interferences during 
the mass spectrometric measurement, rather than a true uranium or plutonium signal. 
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Table 1. Average, long-term results obtained by the Clean Lab’s quality control program 
Material U 


[ng] 
235U 


[at %] 
238U 


[at %] 
Pu 


[pg] 
Cotton 18.8 ± 17.1 0.776 ± 0.117 99.16 ± 0.25 3.9 ± 4.8 


Processing Blank 2.8 ± 3.9 1.02 ± 0.78 99.0 ± 0.78 1.5 ± 1.3 
Room Blank (2.0±0.9)x10-3 --- --- (5.0±0.1)x10-3 


Loading Blank (5.0±0.1)x10-4 --- --- (5.0±0.1)x10-4 


 
 
Processing blanks and blanks prepared by analyzing the swipe materials are measures of the 
true background levels attainable during routine analysis. Processing blanks are good 
indicators for the cleanliness of equipment and chemicals used in routine analysis. Analysis of 
the swipe matrix is a mandatory prerequisite to assess the levels of uranium and plutonium 
prior to their use in routine inspections. Both types of blanks are several orders of magnitude 
higher than environmental type of blanks. Processing blanks can be lowered only by 
eliminating contamination at the pico- and nanogram level from equipment and chemicals. 
Considering that only costly suprapure chemicals are used in our routine analysis, this is not a 
trivial task. On the other hand, the uranium contents typically found in cotton wipers can be 
eliminated only by switching to fully synthetic wipers. However, the concentrations assessed 
with the blanking efforts are quite compatible with the requirements of the overall Safeguards 
effort. They offer, however, an analytical challenge and SAL will continue to enhance its 
performance by attempting to lower these blank levels. 
 
The results from inspections can be subdivided into two groups, those from enrichment 
facilities and those from hot cell facilities. Detection of undeclared activities in enrichment 
facilities requires the identification of small quantities of (high) enriched material admixed to 
a variety of other enrichments, as well as the depleted signal of the tails. Bulk analysis 
provides an averaged signal over the entire sample and detection of a very small quantity of 
undeclared high enriched material is difficult, if not impossible. Particle analysis using 
secondary ion mass spectrometry (SIMS) has very much replaced bulk analysis for samples 
from enrichment facilities at SAL. 
 
Hot Cell facilities with significance for safeguards are used for a variety of different purposes. 
Post-irradiation examination of spent reactor fuel will show uranium, plutonium, fission 
products, and other actinides. Measurement by TIMS can be cross-checked with results from 
reactor code modeling used to predict the uranium and plutonium isotopic composition, 
provided the initial fuel composition, burn-up and cooling time are given. There should be, 
for example, consistency between the 236U and 240Pu abundances, between the Pu isotopic 
composition and the U/Pu elemental ratio and the 241Am/241Pu ratio  and  the  declared  
cooling  time.  Medical  isotope  production,  such  as   the manufacturing of 99Mo, is very 
much different. The process involves short irradiation of  uranium  targets which  may be low 
or  highly enriched  uranium. Dismantling and chemical recovery of the molybdenum will 
release signatures such as fission products, uranium isotopics which only show slight changes 
from the initial target material, very low burn-up plutonium (240Pu < 2%) and no evidence of 
plutonium separation (U/Pu ratio > 1000). Other hot cell facilities, such as those used for 
neutron activation analysis, irradiation of various targets, or production of various radiation 
sources such as 60Co. These facilities should not exhibit any evidence for of fission products, 
other than those declared, nor any actinide elements. 
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Table 2. Results obtained from bulk analysis on inspection swipes 
Sample U 


[ng] 
234U 


[at %] 
235U 


[at %] 
236U 


[at %] 
238U 


[at %] 
Pu 


[pg] 
Sample 1 47.2 0.012 0.729 0.011 99.24 0.2 
Sample 2 624 0.015 1.090 0.280 98.61 0.4 


Cotton 2.57 0.012 0.744 0.011 99.22 0.2 
Processing blank 0.75 0.013 0.725 0.004 99.21 0.1 


 
 
Table 2 shows some typical results obtained from bulk analysis of environmental swipes. The 
elemental assays were performed by IDMS using 10 ng 233U spike (CBNM 040/1) and 0.2 ng 
244Pu spike (IRMM 042a). These are currently the minimum amounts necessary for a 
successful filament preparation and mass spectrometric measurement, using the electroplating 
technique. Measurements of the uranium isotopic composition were performed by TIMS on 
the Finnigan MAT 262. Because inspection samples arrive at SAL completely confidential 
and only identified by bar-code labels a detailed discussion of the results in terms of 
verification efforts is not possible. Nevertheless the data clearly show the capabilities of bulk 
analysis, in particular within the framework of  sensitivity. 
 
4. CONCLUSIONS 
 
Bulk analysis of environmental swipe samples is a unique and very powerful technique to 
identify uranium and plutonium at ultratrace levels, as well as determine their isotopic 
composition. This information has been extensively used in the IAEA’s efforts of verifying 
the absence of undeclared activities within nuclear facilities. 
 
The Safeguards Analytical Laboratory is continuously improving its analytical capabilities. 
Developmental work is underway in such areas as further lowering blank levels for routine 
sample preparation and improving separation schemes to accommodate the recovery of 
samples in the low pico- to femtogram range for both uranium and plutonium. As part of 
these efforts many tests are in progress such as miniaturizing of certain separation steps, using 
new separation materials, such as the UTEVA separation material (Eichrom Industries, 
Darien, IL, USA), employing different filament loading techniques such as drop loading of 
uranium for quantities as low as 1 ng, and resin bead sample loading for plutonium 
measurements down to the picogram level. 
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Abstract 
 
Review for the basic components of government control system of nuclear materials and the plans for it updating 
are represented in this paper. The main elements of information system for nuclear material control are also 
reviewed.  
 
1. INTRODUCTION 
 
Before 1991 when Kazakhstan became an independent state it hadn’t any legislative basis in 
the field of atomic energy use and hadn’t no state bodies for control of atomic energy  safe 
use. The necessity to control such a dangerous and important materials as nuclear once was 
realized by our country since the first day of independence. It was defined by the policy of our 
country – Kazakhstan has singed the Non-Proliferation treaty and Safeguards Agreement. In 
1992 the state body – Atomic Energy Agency was established (since 1999 –Atomic Energy 
Committee) to provide general control in the field of nuclear weapon nonproliferation, 
including to ensure the following:  
(a) operation of the state system for accounting and control of nuclear materials; 
(b) the state control for nuclear materials export and import; 
(c) physical protection of nuclear materials during transportation, storage and use.  
 
1. THE COMPONENTS OF GOVENEMENT SYSTEM  


 
The State system for nuclear material control consists of three integral components.  The 
efficiency of each is to guarantee the non-proliferation regime in Kazakhstan. The components 
are the following: accounting, export and import control and physical protection of nuclear 
materials. 
 
2.1. Accounting 
 
First, the implementation of the goals of accounting and control bring into force, by the 
organization of the system for accounting and measurement of nuclear materials to determine 
present quantity. Organizing the accounting for nuclear material at facilities will ensure the 
efficiency of accountancy and reporting information.  This defines the effectiveness of the 
state system for the accounting of Kazakhstan’s nuclear materials.  Kazakhstan applies the 
comprehensive safeguards system that covers all the nuclear activity in country including four 
main nuclear sites: fast breeder reactor BN-350 of Mangishlak Nuclear Power plant, research 
reactors of the National Nuclear Center in Kurchatov and Almaty and a fuel fabrication plant 
of the Ulba Metallugical Plant in Ust-Kamenogorsk. 
 
The governmental information system for nuclear materials control consist of two level: 
- Governmental level – KAEA collects reports from facilities and prepares the reports for 


International Atomic Energy Agency, keeping of supporting documents and other 
necessary information, a data base of export and import, a data base of nuclear material 
inventory. 







 2


 
- Facility level - registration and processing information from key measurement points, 


formation the facility’s nuclear materials accounting data base. All facilities have 
computerized systems. 


 
The account of nuclear materials at these facilities is different due to the difference of 
materials available, the work carried out and material transfer. The special division has been 
established at each facility to provide a account of nuclear materials. Since  material receipt 
the full monitoring are carried out at the facility site.   The accounting system includes the 
database operation for nuclear material of each key measurement points, the reporting to 
government body, annual checks of operability of the system by physical inventory.   All the 
works on organization and account of nuclear materials are carried out within the frameworks 
of regulatory requirements developed by supervising body.  Currently, all facilities are 
safeguarded under IAEA safeguarding standards, through IAEA inspections.  Annually, IAEA 
verifies all nuclear materials at all Kazakhstan nuclear facilities. 
 
2.2. Export control 
 
The government reporting system discloses the existence of all nuclear material and its 
transfer intended for interaction through the export control system and the nuclear control 
accounting system.  Nuclear material export is regulated by the regulations of the Nuclear 
Export Control Law.  The standard operating procedure is the primary means for regulating 
exports and determines the mechanism for the realization of export control policy.  The 
nuclear materials export and import (hereinafter - nuclear export) is conducted on the basis of 
license issued by special state body, and in case of transit via Kazakhstan – by governmental 
permission. Nuclear export in Kazakhstan is provided  by the governmental decision that 
permit export or import of nuclear materials after  agreement of KAEC. KAEC is the main 
government organization for nuclear export control.  KAEC’s provision determines the 
functions, orders, and procedures to coordinate nuclear material export and import.  KEAC’s 
data base on nuclear material exports and imports aids in the tracking of the transfer of 
nuclear materials into, out of, and through Kazakhstan.  The consolidated analysis of the 
nuclear material accountancy and nuclear material transfer increases the level of the nuclear 
control system.   
 
2.3. Physical protection  
 


The system of physical protection, which prevents the unauthorized diversion of nuclear 
materials from facilities, is another component of the state control system.  The main goal of 
this system is the organizational activity to block the ability to steal nuclear material or to 
sabotage a facility through nuclear material dispersal. Physical protection implies the 
organization of engineering means and guarding of facility. The Kazakhstan physical 
protection systems for nuclear materials and facilities have been developed taking into 
account IAEA recommendations (INFCIRC 225).   Now, physical protection of nuclear 
materials and facilities is implemented by different government organizations. They activate 
their physical protection programs according to their individual departmental regulations. 
From 1994-1998 with the financial and technical support of donor-countries, the Committee 
had been able to support the systems modernization of nuclear facilities. The function of 
physical protection system is checked by supervision body inspections. Atomic energy 
committee that provides a supervision for physical protection of nuclear materials at storage, 
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transportation and use has developed a number of normative documents defining the main 
requirements on organization of such as system. 
 
 
The main point in the nuclear material control system in Kazakhstan is licensing all types 
activity in the field of atomic energy use. According Law of licensing all considered 
components are licensed by KAEC.  
 
Thus we have the database consist of: 


- the licenses of activity; 
- the accounting nuclear materials data; 
- the export and import licenses; 
- the transit permission data. 


These databases are concentrated in KAEC and advantage for effective control of nuclear 
materials.  
 
In 2000, Kazakhstan state boards had agreed upon an Additional Protocol to the Agreement 
between Kazakhstan and IAEA, for the application of safeguards. When the Additional 
Protocol procedures will be finished and signed, then mining facilities will also be under 
safeguards.  
 
The National Control List, similar to the European Control List, was also validated in 2000. 
Now, new rules considering the recommendation of the Nuclear Supplier Group for the export 
and import of nuclear materials, technologies, equipment, dual-use equipment, materials, and 
technologies is now being agreed upon by the Kazakhstan state board. 
 
3. CONCLUSION 
 
Thus we have the basics for a nuclear control system in Kazakhstan and now we carrying out 
the development of this system At the present time Kazakhstan have legislative basic and 
mechanism to control of nuclear materials.  
.  
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THE THREAT OF NUCLEAR TERRORISM: NUCLEAR WEAPONS OR 
OTHER NUCLEAR EXPLOSIVE DEVICES 
 
MORTEN BREMER MAERLI  
Norwegian Institute of International Affairs, Oslo, Norway 
 
Conventional weaponry and tactics are likely to remain the primary terrorist means for a 
majority of sub-national groups. No non-state actors have ever deployed or used a nuclear 
weapon. However, recent developments in international terrorism may point in the 
direction of future terrorist uses of weapons of mass destruction, including nuclear 
devices. Some terrorist groups with a high international profile have showed disturbing 
interests in acquiring nuclear weapon capabilities. As the “terrorist nuclear weapon 
standards” are likely to be lower than the strict requirements for traditional state nuclear 
weapons, technical barriers should not be considered sufficient to avoid future nuclear 
terrorist violence. Preventing any extremist group from achieving their goals of large-
scale nuclear killing is likely best done by preventing the access to fissile materials 
through state compliances to rigorous standards of Material Protection, Control and 
Accountability (MPC&A).   
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1. INTRODUCTION 
Once the State signed with the International Atomic Energy Agency the Non -Proliferation 
Treaty (NPT), the State has to declare to the IAEA their facilities where they handle Nuclear 
Material . Each facility  will have their own Safeguards Agreement  and these are called 
Subsidiary Arrangements.  In order to have a good control and accountability of this material, 
each facility is named Material Balance Area (MBA). Based in the Subsidiary Arrangements 
each MBA has to fill a proper IAEA format named DIQ in order to get the Facility Attachment. 
The DIQ format varies, relying of the kind of facility. 


 


2. FACILITY 
In the NNRI, we have two MBA`s and the experiences that we have had to fill the DIQ formats 
had been, that it takes quite a time to get the proper Facility Attachment, because first you have 
to have the proper format, then you fill it properly with all their respective annexes and once it is 
reviewed and approved by the people involved, this is signed and sent to the IAEA, this first 
step took six months. Once the format is reviewed by the IAEA, they send it back to the facility, 
asking for proper comments in order to clarify it properly, this took three months. The facility 
update the comments and send it back, this took three months. With this format the IAEA 
prepares the Facility Attachment of the MBA and send it to the facility for its approval or 
comments, this took five months.  The facility reviewed it and sent it back with some comments 
or doubts after tree months. The IAEA clarifies the comments and doubts and send to the 
facility the approved Facility Attachment, four months later. So in order to get the proper 
Facility Attachments for each of our MBA`s, it has been taken 24 months (two years) at least. 


 


3. ACTUAL SITUATION 
At present, now that the nuclear activities have been diminished and consequently the nuclear 
material movements, because the Fuel Fabrication Pilot Plant (FFPP) we have, was stopped for 
financial reasons, we had to update our two DIQ´s and we have to go through the previous 
mentioned steps, that means that in order to get the updated Facility Attachment for our MBA´s, 
we have to wait at least two years, and meanwhile the IAEA Safeguards Inspectors have to deal 
without the proper Facility Attachment during their inspections in the facility, but the main 
problem is that meanwhile we are dealing with the updated DIQ´s, unexpected changes have 
been occurred in one of the MBA´s. 


The situation we are facing in the MBA is, now that the Fuel Fabrication Pilot Plant (FFPP) was 
stopped, they want to take advantage of certain part of this area and some equipment in order of 
work at the facility as a research level, but meanwhile the nuclear material is still there, they 
have to comply with all the requirements of security, physical, radiological and safeguards, so 
they are planning to leave at the MBA, a small quantity of nuclear material in order that the 







security regulations to comply with, there were no so difficult, laborious and expensive. The 
most of the nuclear material is planned to pack it in 200 lt. metallic drums and send it to the 
other MBA. 


 
4. CONCLUSION 
The updated DIQ we are dealing with, was sent after they stopped the FFPP and when we will 
get the updated Facility Attachment will send a third more updated DIQ and this it will be as 
soon as they could solve all the permissions and requirements  needed for the maneuvers 
previously described and we do not know how long it will takes, but they are working on it. 


As a proposal, in order to avoid that length of time to get the new Facility Attachment, the IAEA 
has to establish to the facilities a delivering time for each review. 
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Abstract 
 
Applicability of the multi-group analysis method (MGAU) to accurate isotopic composition 
determination of uranium samples was carefully studied in different measurement conditions with the 
help of uranium isotopic standard reference material NBS SRM 969 in the range of 0.32 – 4.5 % for 
235U and of 0.004 – 0.036 % for 234U concentration. A Canberra portable "U-Pu InSpector" 
spectrometry system and MGAU V.1.0 software were used in the study. Thorough examination of 
both statistical properties and biased errors of measurement results was carried out. Obtained data 
showed quite a significant overestimation of enrichment level measurement uncertainty for samples 
with 1.0-1.5 % or less of 235U content. Indications on dependence of measured 235U enrichment level 
upon isotopic composition of uranium samples and upon geometry of measurement were also 
obtained. Constant underestimation of measured 234U content turned out to be of about 23 % in the 
concentration range. The paper discusses possible sources of revealed biases and discrepancies. 
 
1. INTRODUCTION 
 
At present the MGAU [1, 2] is widely utilized for isotopic characterization of uranium samples in 
many applications, e.g. nuclear material safeguards verification measurements, input/output control, 
technological process measurements, on-the-spot characterizing of seized vagabonding materials etc.  
 
Applicability and limits of the MGAU were first studied in [3] with a variety of uranium standardized 
samples, having different physical forms, chemical and isotopic composition. Together with a good 
general performance of the MGAU, confirmed by the majority of the carried out tests, there were also 
indications on the possibility of comparatively large discrepancies (up to 2 - 4 �) between measured 
and declared enrichment levels. The latter, however, was not accentuated and discussed in [3]. In the 
meantime, it has been recently reported [4] that the MGAU results substantially depend upon the 
thickness of a shielding material (for thickness � 5 mm of a steel equivalent) and upon the surface 
specific mass of uranium in the analyzed sample. Additionally, an overestimation of measurement 
uncertainty for enrichments close to the lower and upper limits of the MGAU meter range (0.7 and 
90% respectively) has been also noticed.  
 
This paper presents the results of a thorough study of statistical properties of the MGAU, and also 
contains evaluations of influence of a number of factors, which under certain conditions can cause 
noticeable biasing of measurement results. The paper concerns applicability of the MGAU to 
analytical (expert) measurements, requiring 1-2 % or better accuracy, rather than cases of routine 
measurements, for which the applicability of the method has been well established and proved.  
 
A brief description of the MGAU principles is given in section 2. Section 3 describes equipment and 
materials that were used in the study. Section 4 presents the results of investigation, and also discusses 
some sources of revealed discrepancies. Section 5 summarizes the results and brings recommendations 
for the MGAU further testing. 
 
2. MGAU PRINCIPLES 
 
The MGAU is based on measurement of  235U and 238U � and x-ray intensities in the 89 - 100 keV 
energy range of uranium spectrum. In this range (Fig. 1) the daughter products of 238U emit two nearly 
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the same in energy �-rays, one at 92.38 and the other at 92.80 keV, both belonging to 234Th. There are 
also Th x-rays, 93.35 (К�1) and 89.96 keV (К�2), emitted in 235U�231Th decay, and less intensive Pa 
x-rays, 95.86 (К�1) and 92.28 keV (К�2), accompanying �-decay of 231Th. There are also 96.09 (235U), 
89.95 and 99.28 keV (231Th) �-rays that, together with the indicated x-rays, form the 235U contribution 
to the energy range. The most intensive peaks in the considered part of the spectrum come from the 
UK� x-rays, 98.43 (K�1) and 94.65 keV (K�2), which, along with the corresponding K� peaks, are 
always present due to self-induced fluorescence of the sample.  
 
Since several of these peaks are very close in energy, special procedure to unfold overlapping peaks 
must be applied. A “response function” approach is utilized by the MGAU for this purpose. According 
to this approach, response functions, describing contribution of each isotope to the fitted energy range, 
are constructed. At constructing, the available prior information on the energies and relative intensities 
of � and x-rays is utilized, resulting in significant reduction of the number of fitted parameters. Also 
the difference between � and x-ray peak shapes is properly taken into account by processing single 
intensive peaks at 98.43 (UK�1) and 185.71 keV (�235U), used to determine peak-shape characteristics 
for a given spectrum. More over, the approximate energy-scaling is determined with the help of these 
two peaks. Thus, the code fits normalized responses in the 89 - 100 keV region and then calculates the 
ratio of 235U and 238U abundances. Relative abundance of 234U is also usually determined by processing 
single peak at 120.9 keV.  
 
Although the peaks are close in energy, the relative efficiency curve is nonetheless estimated for 
accurate determination of their relative intensities. The intrinsic efficiency calibration is used for this 
purpose. It includes fitting the 104-116 keV region that contains Pa, Th and U K� x-ray peaks. Then 
the well-known emission probabilities of U K� and K� x-rays are used to determine an approximate 
efficiency curve in the 89 - 100 keV region.  
 
3. EQUIPMENT AND MATERIALS 
 
The research was carried out with the use of Canberra portable "U-Pu InSpector" spectrometry system  
[5] created on the basis of a Low Energy Germanium detector GL0515R with active surface area of 
500 mm2 and thickness of 15 mm. Energy resolution of the spectrometer, controlled all over the 
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investigation, was � 610 eV (FWHM) at 122 keV. The detector was equipped with an internal high-Z 
shield, optimized for the 100 keV region, and a collimator having the diameter of 25 mm and 10 mm 
long. The aluminium input window of the detector chamber was 0.5 mm thick. Signal processing and 
spectrum acquisition were performed by means of InSpector Portable Spectroscopy Workstation, 
Model 1200UPU, paired with the IBM ThinkPad notebook computer running Genie-PC software. To 
determine isotopic abundances of the samples, the measured spectra were analysed with the help of 
MGAU V.1.0 code. 
 
Uranium isotopic Standard Reference Material SRM 969 from the US National Bureau of Standards, 
which included five different samples with nominal 235U abundances of 0.31, 0.71, 1.94, 2.95 and 4.46 
mass %, has been used in testing. Each individual reference sample was made up of 200 g of U3O8 
powder of 2.5 g/cm3 density, encased in aluminium cans. The internal dimensions of a cylindrical 
volume containing certified material were 70 and 21 mm for the diameter and height respectively; the 
front wall thickness of the cans was 2 mm. The uranium isotopic abundances were determined by a set 
of analytical technique with 0.07 % resulting conservative uncertainty. The certified isotopic 
abundances of the reference samples are shown in Table I. Table II shows the content of minor 
uranium isotopes that can interfere with �-spectrometry measurements. 
 
An uranium dioxide annular pellet of VVER nuclear power reactor with � 4.4 mass % 235U 
enrichment, 4.63 g mass and �7.55 mm 	 �2.4 mm 	 11.2 mm dimensions was used in 
measurements, the results of which are presented in section 4.2.2. The results, presented in section 
4.2.3, were obtained with the use of two sets of uranium dioxide samples having two different, � 4.4 
and 2.0 mass %, 235U enrichment levels. Each set consisted of five annular disks 0.35, 0.91, 1.4, 2.0, 
and 2.5 mm thick, made from the same VVER or RBMK fuel pellet. Thickness inhomogeinity of the 
disks was less than 1%. 
 
4. RESULTS 
 
4.1. Statistical properties of the MGAU 
 
The subject of the research was to study the shape and parameters of statistical distributions of the 
measured isotopic abundances for the different 235U enrichment levels and for different spectrum 


Table I. Certified isotopic composition of a set of standard reference samples SRM 969 
Reference sample Isotope 031 071 194 295 446 


mass % 0.0020 0.0052 0.0171 0.0279 0.0359 234U 

2� 0.0002 0.0002 0.0002 0.0004 0.0003 


mass % 0.3166 0.7119 1.9420 2.9492 4.4623 235U 

1� 0.0002 0.0005 0.0014 0.0021 0.0032 


mass % 0.0146 <0.00002 0.0003 0.0033 0.0068 236U 

2� 0.0003  0.0001 0.0002 0.0002 


mass % 99.6668 99.2828 98.0406 97.0196 95.4950 238U 

2� 0.0004 0.0004 0.0018 0.0029 0.0032 


 
Table II. Certified content of uranium minor isotopes in SRM 969 reference samples that can interfere 
with �-spectrometry measurements. Data is presented as a ratio of the mass of the minor isotope to the 
mass of 235U 


Reference sample Impurity 031 071 194 295 446 
232U / 235U 8 � 10�10 < 0.3 � 10�10 0.3 � 10�10 0.1 � 10�10 1 � 10�10 
233U / 235U < 5 � 10�5 < 5 � 10�5 < 5 � 10�5 < 5 � 10�5 < 5 � 10�5 


(237U+237Np) / 235U < 3 � 10�6 < 3 � 10�6 < 3 � 10�6 < 3 � 10�6 < 3 � 10�6 
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acquisition time values. Two testing runs with the acquisition time of � = 100 and 1000 seconds for 
each reference sample were carried out. Each run consisted of 200 individual determinations of 
isotopic composition, made on the spectra acquired in the fixed good measuring geometry.  


 
Since sum of the 234U, 235U and 238U relative abundances is normalized to 100 %, only two of them 
should be truly independent statistical variables. From the MGAU description (see section 2) someone 
would expect the 234U abundance to be one of these variables. The correlation analysis confirmed this 
assumption and also showed a strong negative correlation (r  -1) between the measured 235U and the 
238U abundances, which is clearly demonstrated in Fig. 2. Thus, the 234U and the 235U abundances were 
chosen as statistically independent for further analysis.  
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FIG. 2. Example of the correlation analysis for the MGAU results obtained in the
test run with 446 reference sample (�=100 s). 
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FIG. 3. Statistical distributions of the measured 234U and 235U abundances for the
different reference samples and spectrum acquisition time values. Curves represent
Gaussian fitting to the data. 
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In the analysis of distributions pattern the sample estimates for the skewness and kurtosis were 
calculated and the normality analysis with the help of chi-square test was conducted. The obtained 
values for the skewness s, kurtosis �2, and chi-square �2 with associated p-level are shown in Table III. 
The number of grouping intervals n, at which the best goodness of fit was achieved, are also indicated. 
Some of the obtained statistical distributions are shown in Fig. 3. 
 
For both acquisition times the majority of the analysed statistical distributions are symmetric, 
characterized by near to zero kurtosis, and well described by normal distribution function. Only the 
234U abundance distributions measured with natural and depleted uranium samples during short 
acquisition time show statistically significant deviation from the Gaussian pattern. Noticeable 
asymmetry of the distribution is also observed in the 234U abundance measurements for a sample of 
depleted uranium at � = 1000 s, though its deviation from the Gaussian pattern is not considerable. It 
necessary to note, that for all these cases the widths of distributions, i.e. measurement uncertainties, 
are comparable with, or greater than the measured abundance values. That is why the distributions 
become asymmetric and considerably differ from the Gaussian law (see Fig. 3, d, e). Obviously, under 
low statistics measurement conditions, the same behaviour could also be expected for the distribution 
of 235U abundances.  
 
The obtained distributions make it possible to compare sample estimates for standard deviation with 
measurement uncertainties reported by the MGAU. The results of comparison are shown in Fig. 4, 
where relative deviations �234 and �235 of the MGAU measurement uncertainties from the estimated 
standard deviations for 234U and 235U are presented. In case of 235U, a considerable overestimation of 
the measurement uncertainty is observed for the enrichment levels of less than 1.0 - 1.5 %. For 
instance, for depleted uranium with � 0.4 % enrichment the real measurement uncertainty is about 2 
times lower than that estimated by the MGAU.  
 
For 234U, the measurement uncertainty is also overstated and different dependences of the uncertainty 
excess upon 234U abundance are observed for different spectrum acquisition times. As it follows from 
the data, the higher overestimation corresponds to longer measurement and larger 234U concentration. 
At the short spectrum acquisition time and 234U abundances greater than � 0.015 %, the uncertainties 
reported by the MGAU are well agreed with the sample standard deviations, while their 
overestimating at the lower 234U abundances is connected to shape changes in the corresponding 
statistical distributions (see above). 


Table III. Evaluated shape parameters of statistical distributions of the measured 234U and 235U 
abundances  


234U 235U Sample Parameter 
� = 100 s � = 1000 s � = 100 s � = 1000 s 


031 s 
 1� 
�2 
 1� 


n / �2 / p 


1.087 
 0.172 
0.62 
 0.34 


11 / 40.54 / 3�10-5 


0.778 
 0.172 
0.13 
 0.34 


9 / 9.83 / 0.132 


-0.281 
 0.172 
-0.014 
 0.342 
7 / 2.40 / 0.663 


0.012 
 0.172 
0.08 
 0.34 


7 / 0.181 / 0.996 
071 s 
 1� 


�2 
 1� 
n / �2 / p 


0.97 
 0.17 
0.39 
 0.34 


9 / 17.95 / 0.0064 


0.014 
 0.172 
- 0.60 
 0.34 


9 / 1.44 / 0.963 


0.065 
 0.172 
-0.022 
 0.342 


11 / 2.24 / 0.973 


0.034 
 0.172 
0.64 
 0.34 


11 / 1.92 / 0.983 
194 s 
 1� 


�2 
 1� 
n / �2 / p 


-0.04 
 0.17 
-0.29 
 0.34 


11 / 9.75 / 0.283 


0.152 
 0.172 
- 0.24 
 0.34 


11 / 1.14 / 0.997 


-0.27 
 0.17 
0.022 
 0.342 
7 / 3.28 / 0.513 


0.051 
 0.172 
- 0.27 
 0.34 


7 / 0.386 / 0.984 
295 s 
 1� 


�2 
 1� 
n / �2 / p 


-0.23 
 0.17 
-0.14 
 0.34 


11 / 6.58 / 0.583 


- 0.020 
 0.172 
0.77 
 0.34 


7 / 1.81 / 0.771 


-0.21 
 0.17 
0.43 
 0.34 


11 / 1.48 / 0.993 


0.096 
 0.172 
- 0.05 
 0.34 


9 / 0.784 / 0.992 
446 s 
 1� 


�2 
 1� 
 n / �2 / p 


0.26 
 0.17 
0.09 
 0.34 


7 / 5.41 / 0.248 


0.036 
 0.172 
0.43 
 0.34 


11 / 12.5 / 0.132 


0.019 
 0.172 
-0.23 
 0.34 


9 / 0.584 / 0.997 


- 0.085 
 0.172 
0.08 
 0.34 


11 / 2.03 / 0.980 







 6


 
4.2. Biased error evaluations for the MGAU results 
 
4.2.1. Testing with the use of reference samples 
 
The results of the test runs, which were considered in the previous section, also allow studying the 
MGAU with regard for presence or absence of biased (constant) errors. It can be easily done by 
comparing sample mean values of the 234U and 235U abundances with the corresponding certified 
levels, shown in Table I. Note that these levels were appropriately renormalized in order to avoid 
inappropriate comparison possible due to finite content of 236U in the reference samples, which 
actually is not determined by the MGAU.  
 
The relative differences �234 and �235 of the sample mean and certified 234U and 235U abundances, 
evaluated on two test runs with �=100 and 1000 s, are shown in Fig. 5, a, b. The data indicate 
noticeable constant underestimation of the measured 234U abundance of about 22 % in the 0.005 to 
0.036 % concentration range. At the same time, similar deviation in the case of 235U is not observed 
within the achieved accuracy of the measurement, though the results of the 1000 s test run denote the 
possible constant overstating of the measured enrichment levels. 
 
To improve accuracy of the study one additional 15 – 18 hours measurement for each reference 
sample was done. The results of this run, presented in Table IV and Fig. 5, c, d, qualitatively and 
quantitatively confirm the conclusion on the significant underestimation of the measured 234U 
abundance. They also clearly indicate the existence of the bias in 235U measured abundances to higher 
values, which is about 6 % for the depleted and 1 - 2 % for the enriched uranium. Note that, as it 
follows from the absolute deviations shown in Table IV, the overestimation of 235U abundance cannot 
be explained by underestimation of 234U abundance. Thus, the biased errors in these two cases most 
likely have different origins. Particularly, the bias in 234U abundance can be related to some 
shortcomings in intrinsic efficiency calibration procedure implemented in the MGAU code (more 
details are given in section 4.2.3). Meanwhile, the overestimation of the 235U measured abundance can 
be explained, for instance, by some inaccuracies in evaluating the contributions of different uranium 
isotopes to the observed intensities of the peaks in the 89 - 100 keV range. Particular discussion of 
such a possibility is given below. 
 
Let us estimate the individual contributions of different uranium isotopes to the intensity of ThК� x-
rays, which are assumed to occur entirely due to 235U decay, and to provide the main part of the 
response of this isotope to the considered energy range (see section 2). If these contributions turn out 
to be comparable to that of 235U but are not properly accounted by the MGAU, an overestimation of 
the measured 235U abundance can, obviously, be predicted and observed. To be more specific, let us 
consider the ThК�1 x-rays. The relative bias of the analysis can be presented as a sum of partial 
relative contributions to the intensity of these x-rays: 


FIG. 4. Relative deviation of the MGAU estimation of the measurement uncertainty from the
sample standard deviation, evaluated on the measured statistical distributions for different
enrichment and spectrum acquisition time values. 
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FIG. 5. Relative biased errors of 234U (a, c) and 235U (b, d) content determination 
depending upon enrichment level of a sample. 
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Table IV. Uranium isotope abundances �, absolute � and relative � biased errors of the analysis, 
evaluated in the run of long-time measurements with standard reference samples. 


Reference 
sample �, min Quantity 234U 235U 


�, mass %  0.0010 
 0.0002 0.335 
 0.007 
�, mass %  -0.0010 
 0.0002 0.018 
 0.007 031 1073 


�, %  -50 
 11 5.8 
 2.2 
�, mass %  0.004 
 0.001 0.733 
 0.007 
�, mass %  0.0012 
 0.0010 0.022 
 0.007 071  931 


�, %  -23 
 19 3.0 
 1.0 
�, mass %  0.013 
 0.001 1.983 
 0.012 
�, mass %  0.0041 
 0.0010 0.041 
 0.012 194  905 


�, %  -24 
 6 2.1 
 0.6 
�, mass %  0.022 
 0.001 3.002 
 0.018 
�, mass %  -0.0048 
 0.0011 0.053 
 0.018 295  958 


�, %  -21 
 4 1.8 
 0.6 
�, mass %  0.028 
 0.001 4.521 
 0.026 
�, mass % -0.0079 
 0.0011 0.058 
 0.026 446  924 


�,  %  -22 
 3 1.3 
 0.6 
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235235


ii
i
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��
�� , 


�i, �i and �і are respectively abundance, ThК�1 x-ray yield and decay constant of the i-th uranium 
isotope emitting thorium Kx-rays.  
 
The ThКx-rays are directly emitted in the decay of �-active uranium isotopes due to creation of 
vacancies, for the most part as a result of internal conversion process, on the deepest atomic shell of 
the corresponding thorium isotopes. The energies and �-ray emission probabilities of the 
electromagnetic transitions, which give the main contribution to the creation of K-shell vacancies in 
the decay of some important uranium isotopes, are shown in Table V. For each transition the K-shell 
internal conversion coefficient found experimentally or calculated using the XICC 2.0 code [6] and the 
most recent ENSDF data files, as well as the evaluated number of K-vacancies and ThK�1-ray yield 
are indicated in the table. Table VI contains the corresponding total numbers of K-vacancies and 
ThK�1-ray yields, which include the contributions from all possible transitions. For each considered 
uranium isotope the calculated �i coefficient value, together with the estimated relative abundance 


Table V. Characteristics of �-transitions that give the main contribution to the intensity of ThKx-rays 
at decay of �-active uranium isotopes 


�-decay Е�, keV �-quanta per 
104 decays K-shell ICC К-vacancies per 


104 decays 
K�1-quanta per 


104 decays 
232U � 228Th 129.08 6.85 (4) 0.269 (7) 1.84 (5) 0.852 (28)
233U � 229Th 118.97 


146.34 
245.34 
248.73 
278.11 
291.35 
317.16 
320.54 


0.406 (4) 
0.657 (6) 
0.362 (3) 


0.143 (21) 
0.108 (17) 


0.537 (5) 
0.776 (7) 
0.290 (3)


0.256 (6) 
0.154 (4) 
1.25 (3) 
1.20 (3) 


0.879 (22) 
0.773 (19) 
0.613 (15) 
0.595 (15)


0.1038 (24) 
0.1012 (28) 
0.453 (11) 
0.172 (25) 
0.095 (15) 
0.415 (11) 
0.476 (12) 
0.173 (5) 


0.0481 (15) 
0.0469 (16) 


0.210 (7) 
0.080 (12) 
0.044 (7) 
0.192 (6) 
0.220 (7) 


0.080 (28)
234U � 230Th 120.90 3.42 (5) 0.261 (7) 0.893 (13) 0.413 (10)
235U � 231Th 143.76 


150.93 
163.36 
182.52 
185.71 
202.11 
205.31 


1096 (8) 
7.6 (10) 
508 (4) 


34 (2) 
5720 (50) 


108 (2) 
501 (5)


0.163 (4) 
4.87 (12) 
0.121 (3) 
2.84 (7) 


0.0895 (22) 
2.14 (5) 


0.0708 (18)


179 (5) 
37 (5) 


61.5 (16) 
97 (6) 


512 (13) 
231 (7) 


35.5 (10) 


82.9 (28) 
17.1 (23) 
28.5 (9) 


44.9 (29) 
237 (7) 
107 (4) 


16.4 (6)
236U � 232Th 112.75 1.90 (20) 0.233 (6) 0.44 (5) 0.204 (22)
238U � 234Th 113.50 1.02 (15) 0.236 (6) 0.24 (4) 0.111 (16)
 
Table VI. Total number of K-shell vacancies and total yields of ThK�-rays at decay of �-active 
uranium isotopes. Calculated �i coefficient values and evaluated relative abundances of different 
uranium isotopes resulting in 1 % bias of the measured 235U enrichment level 


�-decay T1/2, years К-vacancies per 
104 decays 


K�1-rays per 104 
decays � (�i/�235)1% 


232U � 228Th 68.9 1.86 (5) 0.861 (28) 1.52 (6) � 104 6.6 � 10-7


233U � 229Th 1.592 � 105 2.75 (4) 1.27 (3) 9.9 (3) 0.0010
234U � 230Th 2.455 � 105 0.895 (13) 0.414 (10) 2.09 (7) 0.0048
235U � 231Th 7.038 � 108 1233 (10) 567 (12) � �
236U � 232Th 2.342 � 107 0.44 (5) 0.204 (22) 0.0108 (11) 0.93
238U � 234Th 4.468 � 109 0.24 (4) 0.111 (16) 3.1 (4) � 10-5 323
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resulting in 1 % bias of 235U enrichment measurement, are shown in the table.  
 
The presented data denote that the MGAU has to be quite sensitive to the isotopic composition of 
uranium samples at both macro- and microcomponent levels. Particularly, the relative contribution of 
238U, which increases at lowering of 235U enrichment level, becomes equal to 1 % for depleted uranium 
with about 0.3 % enrichment. The 234U contribution, which is about 1.5 % for natural uranium 
(�234/�235  0.0076), grows at higher enrichment levels together with increasing �234/�235 ratio that can 
run up to 0.010 - 0.012 values for the 80 - 90 % enriched uranium. Contribution of 236U is noticeable 
for concentrations comparable to those of 235U that can take place for nuclear fuel manufactured with  
reprocessed uranium as a component. The extremely high sensitivity to presence of 232U impurity, 
which always takes place in reprocessed uranium, is also predicted. 
 
Table VII shows contributions of different uranium isotopes to the biased error of the 235U enrichment 
measurements, evaluated using certified isotopic abundances of the reference samples (see Tables I 
and II) and the obtained �i coefficient values. In the case shown, the main contribution to the biased 
error comes from 234U and 238U. The comparison of the evaluated total biases with the measured ones 
(see Table IV) shows that for the 194, 295 and 446 reference samples the observed discrepancies 
between measured and certified enrichment levels are entirely explained, whereas only 60 - 70 % and 
less than 50 % of the discrepancies are explained for the natural and depleted uranium samples, 
respectively. 
 
Thus, the evaluated contributions of the different uranium isotopes to the intensity of the ThK�-rays 
allow to completely explain the revealed overestimation of the measured 235U abundance in the 
enriched uranium samples. The cases of natural and depleted uranium need further analysis with 
application of accurate experimental data on the x-ray yields, and detailed description of the physical 
assumptions and approximations used in the MGAU. 
 
4.2.2. Study of the MGAU results depending upon distance between sample and detector 
 
To study possible dependence of the MGAU results upon the distance between sample and detector, 
two test runs, each consisting of ten separate measurements with VVER-1000 fuel pellet, for the 20 
and 0 mm distances were carried out. The spectrum acquisition time values were 30000 s for the first 
and 10000 s for the second run. They were chosen in such a manner that the statistical errors of 
measurements were approximately the same for both test runs. The results of the statistical processing 
of the obtained data are shown in Table VIII and Fig. 6. 
 
The 234U abundances, averaged over results of the both test runs, are well agreed with each other 
within the accuracy of the measurements, while the corresponding averaged 235U abundances show 
statistically significant difference. Particularly, 235U enrichment level measured in the close geometry 
turned out to be smaller than that measured in a distance of 20 mm from the detector. 
 


Table VII. Estimated relative biased errors � (%) of the measured 235U enrichment levels of SRM 969 
reference samples in the case when contributions of the other uranium isotopes to the intensity of 
ThK�-rays are not properly taken into account 


Reference sample Isotope 031 071 194 295 446 
232U 1.2 � 10-3 < 4.6 � 10-5 4.6 � 10-5 1.5 � 10-5 1.5 � 10-4 
233U < 0.05 < 0.05 < 0.05 < 0.05 < 0.05 
234U 1.32 (14) 1.53 (8) 1.84 (7) 1.98 (7) 1.68 (6) 
236U 0.050 (5) < 3.0 � 10-5 1.7(6) � 10-4 1.21(14) � 10-3 1.65(17) � 10-3 
238U 0.98 (13) 0.43 (6) 0.151 (20) 0.102 (13) 0.066 (9) 


Total error 2.35 (19) 1.96 (10) 1.99 (7) 2.08 (7) 1.75 (6) 
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Such a dependence on the sample to detector distance is typical for the measurements with sources 
emitting cascade radiation where the true-coincidence summing effect due to registering of correlated 
�- and x-rays can play a significant role for the close measurement geometry. The analysis of the 235U 
and 234Th decay schemes allows to assert that such a possibility also exists for the considered case. 
 
In fact, ThKx-rays accompanying 235U �-decay are emitted by a group of strongly converted �-
transitions of 231Th. Table V shows several such transitions which, on the one hand, produce the most 
intensive lines in the 235U �-spectrum and, on the other hand, exhaust more than 90 % of the ThKx-ray 
intensity. More over, as it follows from the 235U decay scheme shown at Fig. 7, a, all of these 
transitions belong to cascades, so that at internal conversion in one of them, the emission of x-rays 


Table VIII. The results of statistical processing of the data obtained in the test run measurements 
with the VVER-1000 fuel pellet at different distances from the detector 


234U 235U Isotope abundance, 
mass % 20 mm 0 mm 20 mm 0 mm 


Average 
 1� 0.0312 
 0.0006 0.0314 
 0.0010 4.441 
 0.020 4.362 
 0.017 
Minimum 0.030 0.030 4.410 4.324 
Maximum 0.032 0.033 4.471 4.384 
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FIG. 6. Distributions of the measured 235U enrichment values 
obtained with the VVER-1000 fuel pellet at the 0 and 20 mm 
distances from a detector.


 


 
a                                                                                     b 


FIG. 7. Parts of the 235U and 234Th decay schemes. 
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would coincide with the irradiation of one or several �-rays in the other transitions belonging to the 
corresponding cascade. It should be noted that for detectors with a thin input window, in addition to 
K�-� coincidences, the summing of K�- and Lx-rays, emitted in the same atomic cascade, can also 
contribute to decreasing of the observed intensity of the 89.96 and 93.35 keV peaks.  
 
As it follows from the decay scheme shown in Fig. 7, b, the intensity of a doublet corresponding to 
92.38 and 92.8 keV �-rays of 234Th (238U) is not much influenced by the true-coincidence summing 
effect due to long lifetime of 73.92 keV isomeric state and low energies and intensities of the other �-
rays. Thus, at the decrease of a distance between sample and detector the intensity ratio of ThK�-ray 
peaks to 234Th �-ray doublet has to decrease also. The measured 235U enrichment level would decrease 
correspondingly, what really has been observed in the experiment. In addition to the sample to 
detector distance the value of this bias also depends on the detector sensitive volume dimensions, 
collimator design, sample geometry. In our case relative bias of the measured 235U abundance is about 
1.8 %. 
 
Note that true-coincidence summing also can influence the intensity of 120.9 keV peak of 234U due to 
coincidences of the corresponding �-rays with ThLx-rays emitted in the low energy and strongly 
converted (ICC=233(9)) 53.2 keV transition. In our case, however, these coincidences are severely 
suppressed due to significant fall of the detector efficiency in the ThLx-ray energy region. 
 
4.2.3. Study of a sample and absorber thickness influence on the MGAU results 
 
As it follows from the data shown in Fig. 8, measured 235U enrichment levels are not influenced by 
sample thickness. At the same time, quite a strong dependence of measured 234U contents upon sample 
thickness is observed for thin uranium samples with surface specific masses less than � 2 gU/cm2, 
which is in a good agreement with the results of Ref. [4].  
 
Carried out Monte-Carlo calculations indicated the presence of a severe spatial inhomogeneity of the 
self-induced x-ray emission probability distributions in the near-surface region of homogeneous 
uranium samples. The distributions have different shapes depending on the sample thickness, as it is 
demonstrated in Fig. 9. At the same time, the corresponding emission probability distributions for a 
uranium decay radiation are obviously uniform. This difference between self-induced x-rays and 
uranium decay radiations can apparently affect the adequacy of the intrinsic efficiency calibration, and 
can subsequently lead to the observed differences between 234U contents, measured with thin and thick 
uranium samples.  
 
Problems in the intrinsic efficiency calibration are also displayed by dependence of measured 234U 
content upon absorber thickness, which was established in [4]. Our results, shown in Fig. 10, confirm 
presence of such an effect. In particular, measured 234U content decreases with increase of absorber 
thickness, and at some thickness value (� 9 mm for a steel absorber) it becomes equal to zero. In the 
meantime, measured 235U enrichment is not influenced by the absorber presence. The data, however, 
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one more time indicate noticeable overestimation of 235U content that was already discussed in detail 
in section 4.2.1. 
 
5. CONCLUSION 
 
The results of the carried out study clearly show that the application of the MGAU for determination 
of the isotopic composition of uranium samples with 1 - 2 % or better accuracy, along with known 
applicability limits indicated in [1-3], should take into account a number of additional factors 
connected to the sample characteristics (isotopic composition, impurity content, thickness) and 
measurement geometry (source to detector distance, absorber thickness), which can cause noticeable 
bias of the analysis results. Further testing of the MGAU is desirable with the use of certified uranium 
isotopic reference materials with 235U enrichments up to 90%. 
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Abstract 


 
Peaceful nuclear programmes in non-nuclear-weapon states are fully transparent, largely because of the 
application of international safeguards administered by the IAEA. By contrast, military nuclear activities 
have traditionally been shrouded in secrecy. All aspects of fissile material and warhead production, 
warhead numbers, deployments and capabilities, were and, to a great extent, continue to be closely 
guarded and classified as national secrets. The aim of this paper, which draws upon a recently completed 
SIPRI study, is to illustrate a range of technical and non-technical issues related to establishing 
transparency for nuclear warheads and associated materials in nuclear-weapon states, having in mind two 
overarching considerations: achieving deeper and irreversible nuclear reductions.   


1. INTRODUCTION 


Following the end of the cold war and the successful implementation of arms control treaties, the 
risk of a large-scale nuclear confrontation has been drastically diminished. The nuclear arms race 
has been effectively curbed and arsenals have been reduced by almost one half. During the 
second part of the 1990s, although the aggregate number of deployed nuclear weapons continued 
to decline slowly but steadily, prospects for further success were stalled. It has become 
increasingly evident that complete elimination of nuclear weapons at an early stage is not 
realistic. Regrettably, few of the transparency measures that have been promoted since the late 
1980s are fully implemented. Nevertheless, arms control and co-operative nuclear security have 
amply demonstrated that accumulated expertise and available technologies hold great promise, 
when political circumstances so permit, for building and institutionalising transparency.  
 
2. NUCLEAR WEAPONS AND FISSILE MATERIALS: A BRIEF OVERVIEW 
 
The nuclear-weapon states (NWS) recognized under the Treaty on the Non-Proliferation of 
Nuclear Weapons (NPT), China, France, Russia, the United Kingdom and the United States, 
possess sophisticated nuclear weapons. Three other states have nuclear capabilities. India and 
Pakistan tested nuclear weapons in 1998. In addition, Israel is widely believed to have nuclear 
weapons. 
 


It has been estimated that more than 128,000 nuclear weapons were built between 1945 
and 2000. [1] In the end of the 1980s, the world nuclear stockpile peaked at close to 70,000 
warheads. At present, according to open sources, the aggregate number of operational, reserve or 
retired nuclear weapons in the NWS is more than 30,000. Over 97 percent belong to the Russian 







and US arsenals. A significant fraction, of the order of several thousands, is tactical weapons.1   
The downward trend in the number of warheads will likely continue in the future as Russia and 
the USA further reduce their stockpiles. Implementation of the START II Treaty -- a distant 
possibility -- would limit deployed strategic arsenals in Russia and the US to a maximum of 
3,500 warheads each, a ceiling significantly lower than the 6,000 allowed under START I. Both 
countries, nevertheless, plan to retain large inventories of strategic reserves, comprising both 
intact warheads and warhead components. Preliminary discussions held in 1997, in the 
framework of START III, for further reducing strategic weapons envisioned numbers of 2,000 to 
2,500 warheads. Views have been expressed, however, that Russia will not be in a position to 
maintain more than 1,500 warheads, or even less, by 2010 because of the obsolescence of its 
systems and for financial reasons. In the US, the Bush Administration is currently conducting a 
nuclear posture review that reportedly contemplates deep cuts in strategic forces. 
 


There are no official statistics on the exact numbers, categories and types of warheads in 
the inventories of the NWS.2 The NWS are not legally obliged to declare or submit to any kind of 
control the production or destruction of their warheads. Moreover, existing bilateral treaties, like 
the INF and START I, do not specifically call for the elimination of warheads. Nevertheless, 
following the implementation of these treaties and unilateral pledges, thousands of old, obsolete, 
redundant, and entire classes of tactical warheads have been dismantled.   
 


Countries with military nuclear programmes produced, starting in the 1940s, vast 
quantities of fissile materials which are the basic ingredients for manufacturing nuclear  
weapons. [2] They hold in total approximately 260 tonnes of weapon-grade plutonium, either  
in operational, reserve or retired weapons, weapon components, solutions, scrap and waste 
material. [3] The aggregate military HEU inventory is of the order of 1750 tonnes (not including 
submarine fuel or waste). Published estimates show that most fissile material is outside nuclear 
weapons, varying, for example, between 65 and 75 per cent for the US and Russian stockpiles, 
respectively. As with warheads, the USA and Russia are the possessors of the largest stockpiles 
of fissile materials, exceeding by at least one order of magnitude those of the other three NWS.  
 
3. WHY IS TRANSPARENCY NEEDED?   
 
In the context of arms control, transparency is often linked with confidence-building and co-
operation. Transparency measures result in greater predictability about the capabilities of states, 
thus facilitating common understandings, easing tensions and decreasing nuclear dangers. 
Accountability can help prevent theft and diversion of nuclear warheads and materials. The 
ensuing co-operation at the political and technical levels builds confidence, both domestically 
and internationally, gradually creating a positive environment in which new initiatives can be 
effectively negotiated and pursued. Moreover, continuous public debate and scrutiny of 
government activities are essential in democratic systems. 
 


1 Published estimates vary widely. For instance, according to different sources, Russia’s tactical nuclear weapons 
force comprises from 2,000 to 10,000, or more, warheads. 


2 States parties to START I exchange data, semi-annually, about their accountable, under the treaty, deployed 
strategic warheads. The US declared it had a total stockpile of 22,229 warheads at the end of 1961. In 1986 the 
Russian stockpile reached its maximum at 45,000 warheads. The UK currently has less than 200 operationally 
available warheads. 







The overriding argument for transparency, however, derives from the need to demonstrate 
that NWS comply with their obligations and pledges to reduce and eventually eliminate their 
nuclear forces. Scarcity of information about a country’s nuclear programme and capabilities 
fosters perceptions about its unwillingness to engage in and advance disarmament. Currently, no 
treaty or agreement obliges the NWS to limit or accept controls on their nuclear warheads. Under 
the START I Treaty, several hundred nuclear delivery vehicles and their launchers have been 
destroyed in accordance with the strict monitoring and verification provisions of the treaty. 
Similarly, the INF-mandated bilateral elimination of all intermediate and shorter-range missiles 
was effectively carried out. These reductions in delivery systems were irreversible. The fate of 
removed warheads, however, remained outside agreements. According to several accounts, a 
major part of these warheads have already been voluntarily destroyed but, due to lack of 
transparency, there is no evidence as to the remaining numbers. The potential therefore always 
exists that non-deployed warheads can be used to quickly reconstitute nuclear arsenals.   


 
Elimination of tactical weapons is also worth noting. The true extent of the 


implementation of the 1991-92 informal Bush-Gorbachev and Bush-Yeltsin initiatives to 
withdraw from active service and destroy large numbers of tactical nuclear weapons is not 
known. Moreover, since the unilateral measures undertaken by some NWS are not codified in 
legally binding agreements, there can be no confidence that they have actually taken place.   
 


Poor transparency also extends to military fissile materials. Statements about fissile 
material holdings and declarations about production moratoria alone are only politically binding. 
Though valuable first steps indicating the intentions of the NWS, they have a limited practical 
impact, unless they can be effectively verified. For example, fissile material designated excess to 
military needs can be easily used again to manufacture warheads unless it is permanently 
withdrawn from national stocks and managed under international supervision.3      
 
4. ELEMENTS OF TRANSPARENCY   
 
Building a transparency regime for warheads and fissile materials in NWS would likely go in 
parallel with measures to limit and monitor allowed numbers and types of nuclear delivery 
vehicles and launchers. Such provisions could be complemented by sharply diminishing the role 
of nuclear weapons in defence strategies and halting their modernization, and by monitoring 
restrictions on their deployment and operational status. 
 


A comprehensive nuclear transparency scheme could, at least conceptually, extend to full 
accounting of warheads and fissile materials, and monitoring of production facilities and 
associated complexes. It could broadly comprise the following main elements:    
 
�� First, establishing declarations of fissile material stockpiles and warheads and verifying their 


accuracy and, more importantly, their completeness. 


3 Towards the high end of what its surplus fissile holdings may be, Russia could field a force four times the size of 
its current deployed strategic arsenal. See: The Wassenaar arrangement and the future of multilateral export controls, 
Hearing before the Committee on Governmental Affairs, United States Senate, 106 Congress, second session,  
12 Apr. 2000, p. 84 


 







�� Second, providing assurances that warheads earmarked for elimination are what they are 
claimed to be. 


�� Third, ensuring that all warheads designated for dismantlement are, in fact, destroyed and not 
otherwise diverted or replaced by decoys.  


�� Fourth, guaranteeing that no new warheads are manufactured and no new fissile materials are 
being produced.  


�� And fifth, disposing of material from dismantled warheads, including that which has been 
designated excess, in an irreversible way. 


 
The creation of such an elaborate approach is likely to be a very long and incremental 


process, consisting of both negotiated agreements and voluntary decisions, which will 
progressively lay the foundations for verifying nuclear disarmament. Depending on classification 
requirements, monitoring and verification tasks can be implemented either by inspectors from the 
NWS or by an international secretariat such as that of the IAEA. To this end, accumulated 
experience and technical means devised for international safeguards or for verifying bilateral 
arms control treaties would be valuable. Indeed, the scope, complexity and intrusiveness of 
verification techniques have progressively increased with time. [4] So has confidence in their 
accuracy. Revealing of information can be done in different ways, but broadly speaking there will 
be a sliding scale for introducing transparency, comprising statements of intent, providing of 
information and the more formal verifying of information. [5] 
 
4.1. Stockpile declarations 
 
Uncertainties surrounding warhead and fissile material inventories must be reduced to a 
minimum for establishing a meaningful basis for deeper reductions. NWS could fruitfully make a 
commitment to informally reveal and periodically update their warhead and fissile material 
holdings.  Limited exchanges, a logical next step in arms control, could begin at an early date 
without lengthy consultations between NWS. [6] Indeed, the US Department of Energy (DOE) 
has voluntarily published detailed information about its historical production, use and current 
holdings of weapons plutonium. [7] A similar exercise, but of a more limited scope, was also 
conducted in the UK. [8] In addition, the US announced its total production of HEU and plans to 
publish a comprehensive account. This effort has been completed, but data have not yet been 
made public.  Concerning warheads, the US has declassified certain characteristics of its 
stockpile (total yield, numbers retired) from 1945 to 1994, as well as total numbers produced 
from 1945 to 1961. [9] 
 
 After confidence is gained from exchanging simple aggregate data and information on 
historical production, NWS may also consider producing more detailed accounts in a phased 
manner: inventories by types and declared facilities, as well as itemized lists of each warhead and 
component or container of fissile material, including their locations. Undoubtedly, sharing 
information of this kind today would be quite premature because of the risk of revealing strengths 
and vulnerabilities. States with smaller or less survivable nuclear forces than those of potential 
adversaries may in fact need to rely on quantitative or geographical ambiguity. Thus, special 
responsibility to move forward rests upon the US and Russia, the possessors of the largest 
stockpiles of warheads and fissile materials.  Developing a process for exchanging classified 
stockpile information on a regular basis was agreed by the US and Russian Presidents in 1994, 







but formal implementation of such transparency provisions has never been successfully 
negotiated.    
 
 More detailed declarations might also involve formal verification arrangements to provide 
assurances about their accuracy and completeness. Verification will become imperative when 
stockpiles are substantially reduced or when states agree to impose quantitative limits on them. 
Two key issues are of concern here: (a) demonstrating the authenticity of a declared warhead 
without disclosing classified design information (see next section) and (b) providing guarantees 
about the completeness of declarations. The latter task could be accomplished by challenge 
inspections, examination of facility operating records and 'nuclear archaeology' techniques. [10] 
 
4.2. Warhead authentication and dismantlement 
 
Controls on nuclear warheads and verification of their dismantlement would pose daunting 
challenges because of their highly technical and sensitive nature. [11] As units of arms control 
accountancy, nuclear warheads are too small to be monitored by traditional national technical 
means of verification. Thus, verifiable warhead elimination would necessarily require 
unprecedented intrusiveness into what hitherto have been some of the most sensitive segments of 
national defence establishments. 
 
 A warhead destined for elimination could be introduced into the verification regime by 
affixing a tag and also a seal on its container. Verifying the status of the warhead (i.e. that it 
belongs to a particular group slated for destruction) could be done either by measuring some of 
its 'attributes' (at least the presence of a minimum mass of fissile material) or by making use of its 
detailed spontaneous and/or stimulated radiation spectrum, the so called 'template' approach. 
Information barrier systems involving both technology and procedural elements could be applied 
to reliably protect classified design information.4 Moreover, sampling, the use of portal-perimeter 
monitoring, as well as more intrusive chain of custody techniques would ensure confidence in the 
verification of warhead dismantlement.   
 
 The US-Russian Laboratory-to-Laboratory Warhead Dismantlement Transparency 
Programme, which was initiated in 1995, and the domestic US technology developing effort 
made major advances in many areas, such as radiation measurement, information protection, 
remote monitoring, disposition of non-nuclear components, and chain of custody, including seals, 
tags and seal monitoring. However, much remains to be done as the technology base for warhead 
dismantlement transparency is far from being complete. 
  
4.3. Implications for warhead complexes 
 
Implementing warhead transparency would result in profound impacts on warhead production 
and maintenance complexes. Such facilities were not designed to receive foreign inspectors or 
accommodate other transparency measures, for example monitoring. Consequently, warhead 
stewardship and re-manufacturing operations, which are probably carried out in the same or 


4 The Controlled Intrusiveness Verification Technology (CIVET) system developed at Brookhaven National 
Laboratory accomplishes this task with a high-resolution gamma-ray detector and a special-purpose computer 
without permanent memory. The system is designed in such a way as to maximize transparency of all of its hardware 
and software elements. See: Brookhaven Bulletin, Vol. 52, No. 39 (9 October 1998), p. 3. 







adjoining buildings where dismantlement is performed, could be seriously disrupted. Moreover, 
demands on technical, support and security personnel, services and equipment would likely be 
significant. Physical segregation of verifiable warhead dismantlement processes, the use of 
dedicated facilities or shutdown plants are all important tools that could be investigated for 
meeting the rigorous operational and security requirements in warhead complexes. [12] 
 


Yet more serious challenges are posed by existing assymetries in the number, capacities, 
structure, functions and technical organization of both warhead production and dismantlement 
facilities in the NWS. These assymetries must be clearly identified and well understood before 
inspection and monitoring arrangements are formally negotiated. In the US, a joint DOD-DOE 
Integrated Technology Steering Committee was established in 1999 to work on monitoring 
technologies, impact-cost facility studies as well as demonstrations and vulnerability analysis. 
[13] Proposed possible first steps toward establishing transparency in warhead complexes 
include: exchanges of unclassified dismantlement facility diagrams showing layouts and warhead 
flows, followed by familiarisation tours at such facilities; funding of facility-specific studies; co-
operative research on chain-of-custody arrangements for warheads; studies on measures to verify 
the closure or conversion of warhead production plants; and establishment of technology 
development centres. [14] 
 
4.4. Disposition of excess material and controls on production facilities 
 
Transparency and verification should be fully extended to material no longer required for defence 
purposes, covering both its intermediate storage (in the form of pits, other components, oxide 
powders, or fuels) and its final disposition. Material that is not in warhead component or 
classified forms, that is, material irradiated as fuel in reactors, under processing in bulk handling 
facilities or in storage, can in general be monitored with confidence by available technologies 
widely in use by the IAEA, EURATOM and national systems of accounting and control. Both the 
US and Russia designated hundreds of tonnes of military fissile materials excess to their military 
needs and agreed to dispose of part of them. [15] The UK also declared excess a quantity of 
military plutonium. Moreover, the US has placed a small quantity of military fissile material 
under IAEA safeguards. The Trilateral Initiative, launched in 1996 by the US, Russia and the 
IAEA to voluntarily place both classified and unclassified forms of excess fissile material under 
international verification is of paramount importance because it will ensure, when concluded, the 
irreversibility of the disarmament process.   
 


IAEA-type safeguards could also provide assurances about the closure of production 
reactors and military fuel cycle facilities. It is worth noting that all the NWS, with the exception 
of China, have officially declared moratoria on the production of plutonium and HEU; it is 
believed, however, that none of them continues to produce material for defence purposes. 
Conversely, this is not likely to be the case with India, Israel and Pakistan. Regrettably, 
negotiations on a long-proposed Fissile Material Cut-off Treaty banning the production of fissile 
material for nuclear weapons remained stalled after five years in the Conference on 
Disarmament. There is no consensus on its scope, application, duration and transparency and 
verification measures.  


 
More challenging would be, if disarmament advances, the detection of undeclared 


activities, including the manufacture of new warheads. Satellite imagery, remote sensing and 







environmental monitoring, complemented by societal verification, would be valuable tools 
toward this end. [16] 
 
5. THE US-RUSSIAN NUCLEAR SECURITY CO-OPERATION AND TRANSPARENCY 
 
Despite souring US-Russian political relations, a distinct characteristic of the past few years has 
been the continued nuclear security co-operation between the two countries in fora principally 
created for containing proliferation threats posed by the break-up of the Soviet Union. 
Noteworthy amongst many programmes are the unprecedented large-scale commercial deals to 
down-blend and transfer to the USA some 500 tonnes of HEU from dismantled Russian 
warheads, the US–Russian agreement to dispose of 34 tonnes of weapons-grade plutonium each, 
and sustained efforts to prevent theft and ensure security of Russian warheads, fissile materials 
and technologies. Additional initiatives include plans for downsizing and consolidating Russia’s 
nuclear weapons complex, ending further production of fissile material and building an advanced 
storage facility for plutonium and HEU originating from dismantled warheads. In the context of 
co-operation, it should also be recognized that another bilateral achievement of paramount 
importance is the successful and smooth implementation of the INF and START I treaties, and 
the substantial body of accumulated technical, legal and organizational experience gained from it. 
 


A central feature of these programmes was to establish transparency in the nuclear 
reduction process. Apart from agreements for implementing specific transparency measures5, the 
bilateral co-operative agenda comprised technical exchanges on potential warhead dismantlement 
monitoring technologies and, more importantly, the ill-fated Joint Working Group on Safeguards, 
Transparency and Irreversibility (ST&I). This forum, launched in 1994 for negotiations to 
establish a new arms control regime extending to US and Russian stockpiles of nuclear weapons 
and fissile materials, was the only bilateral initiative clearly aimed at promoting what might be 
called ‘nuclear glasnost’. Deliberations broke down in the autumn of 1995 and have not resumed 
since then. Although the pace of nuclear co-operation has somehow slowed in recent years, 
overall progress has been unprecedented. Even in the absence of formal negotiations, extensive 
and innovative technical work has been performed on joint approaches for monitoring warhead 
dismantlement and storage of fissile material. For further advancing this agenda, issues that need 
to be tackled include: granting access rights to critical sites in Russia, equally extending 
monitoring rights to US facilities, overcoming exaggerated secrecy and ensuring sustained 
leadership. In addition, as an influential committee recommended, expanded funding would be 
indispensable. [17]   
 
6. THE WAY FORWARD: OBSTACLES AND OPPORTUNITIES 
 
Any discussion about warhead and fissile material transparency raises a host of problems. There 
are political questions, economic questions and issues connected with technology. Debates often 
focus on national security and sovereignty, the need to protect sensitive information, and the 
myriad of inevitable technical obstacles which exist in connection with the immensity of the task: 
the sheer size of nuclear complexes and the vast inventories of nuclear warheads and materials.   


5 These include, most notably, monitoring arrangements connected with the implementation of the 1993 HEU 
purchase agreement and the 1997 plutonium production reactor shutdown agreement, as well as with the Mayak 
storage facility and the processing and packaging implementation agreement for pit destruction. Similar provisions 
are being developed within the framework of the Trilateral Initiative with the IAEA.  







 
 In the period which immediately followed the end of the cold war, efforts to combat 
proliferation and advance multilateral arms control, and the intense debate on completely 
eliminating nuclear arsenals, all pointed in the directions of co-operation, transparency and 
verification as the necessary means for achieving them. Indeed, pursuing common objectives 
through greater openness marked the relationship between Moscow and Washington. However, 
the deterioration since the mid-90s in the relations between the two nuclear superpowers and 
unilateralist moves resulted in the current stagnation in arms control. Disarmament fell off the 
agenda and interest in expanding transparency followed suit. Not only long-negotiated arms 
control treaties were not ratified, but also the major part of the fragmented initiatives to introduce 
transparency to limited segments of military fissile stocks and facilities were not implemented. 
This is quite paradoxical in an era of advanced technologies which have been extensively tried 
and tested. 
 


To move forward, trust needs to be restored and this will likely take time. First and 
foremost the differences between Russia and the US over missile defences would have to be 
resolved. The way the two countries proceed with the next round in their nuclear arms reduction 
and its extent will be crucial. Making progress will require strong leadership, good will, 
flexibility and ingenuity. Perhaps international crises, like those resulting from the recent terrorist 
attacks in the US, will pool efforts in the fight against common threats and galvanise again 
interest in co-operative measures.  
 


The smaller three NWS lack the technical and negotiating arms control expertise of 
Russia and the US. It remains to be seen how they will meet their commitments undertaken 
during the 2000 NPT Review Conference which highlighted for the first time, albeit in an 
abstract way, the notions of transparency and irreversibility in nuclear reductions. NWS are 
acutely aware that transparency alone will not eliminate the security gap between them and 
NNWS, but it will be one of the principal factors in ensuring the continued support of 182 
countries to avoid destabilisation of the NPT regime.     
 


Transparency will essentially remain a long-term goal. In the meantime, all NWS may 
well consider certain measures, the implementation of which would require neither extensive 
negotiations nor prohibiting costs. These measures would call on them to: (a) reaffirm their 
commitments to transparency and support to multilateral institutions; (b) preserve 
accomplishments and continue to engage to this end funding and expertise; (c) make voluntary 
stockpile declarations and transfer excess material to the civilian sector; and (d) establish national 
capabilities for undertaking R&D work in nuclear arms control and disarmament. [18]  
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Abstract 
In 1999 under the aegis of the Trilateral Initiative, a demonstration of a prototype Inspection 
System with Information Barrier (ISIB) for the determination of attributes of plutonium in 
sealed storage containers was made to a delegation from the Russian Federation [1,2]. The 
primary purpose of this demonstration was to show the feasibility of using an “information 
barrier” that protects sensitive information yet yields results that are useful to the monitoring 
party and can be accepted with high confidence as genuine. Measurements of plutonium were 
made with a neutron multiplicity counter and a high-resolution gamma-ray spectrometer. This 
paper focuses on the hardware and software information barrier elements associated with 
gamma-ray spectrometers intended for use in cooperative monitoring regimes, including those 
of interest to the Trilateral Initiative.  
 
1. Introduction 
We will illustrate our application of information barrier principles to gamma-ray 
spectrometric measurements with a prototype instrument developed to demonstrate the Pu-
600 method. The principal purpose of this method is to make nonsensitive determinations of 
the presence of “weapons-quality” plutonium in sealed storage containers. In the next section 
we will quickly outline the physics basis of the method. Following that we provide a brief 
introduction to information barriers. We follow this with examples of techniques applicable to 
the certification and authentication of a gamma-ray measurement system. 


 
2. Physics Basis of the Pu-600 Method 
The Pu-600 method determines two attributes of plutonium: (1) the presence of plutonium and 
(2) the presence of “weapons-quality” plutonium. Pu-600 is typically used in conjunction with 
a neutron multiplicity counter that measures effective 240Pu mass (the mass of 240Pu that 
would give the same coincidence response as that obtained from all the even Pu isotopes in 
the item [3]). As in the Trilateral Initiative Demonstration, Pu-600 also provides the isotopics 
information needed to estimate the full plutonium mass. 


The method examines a narrow energy region of the plutonium spectrum containing a 
complex multiplet of gamma-ray lines between 630 and –670 keV (Fig. 1). Pu-600 measures 
the relative amounts of the isotopes 240Pu and 239Pu. Because more than 99% of the mass of 
weapons-grade plutonium is 240Pu and 239Pu, a low value (< 0.1) of the 240Pu/239Pu ratio 
indicates the presence of “weapons-quality” plutonium. The Pu-600 analysis uses a variant of 
the MGA code [4] to determine peak areas in the 630-670 keV energy region (Fig. 2). The 
analysis algorithm exploits the fact that efficiency and attenuation variations are small  
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Figure 1.  The first 1000 keV of the pulse-height spectrum of a nonsensitive, U.S. weapons-grade 
plutonium item. The narrow 630–670 keV region used for the Pu-600 analysis is illustrated. 
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Figure 2.  Resolution of the isotopic constituents by nonlinear regression analysis in the 630–670 keV 
region. Contributions from 239Pu and 240Pu are shown along with the 241Am daughter of the impurity 
isotope 241Pu. A small background peak from a 137Cs source has been identified and resolved. 


 


throughout this energy region. The 240Pu/239Pu ratio is proportional to the areas of the 240Pu 
peak at 642.5 keV and the 239Pu peak at 646.0 keV. The value of the 240Pu/239Pu ratio is 
passed, within the information barrier, to a computer called the Computational Block to be 
combined with the value of 240Pu effective, measured by the multiplicity counter, to determine 
the plutonium mass. 


The presence of plutonium is indicated by the presence of the 645.0 and 658.9 keV 239Pu 
peaks at an intensity that exceeds five standard deviations above the continuum. The physics 
basis of the Pu-600 method has been discussed in greater detail in earlier papers [5,6]. 


 
3. Information Barriers 
Radiation measurements are by nature intrusive. Radiation measurement information obtained 
from sensitive items will contain sensitive information. The system must include an 
information barrier in order to give the host party assurance that its sensitive information will 
not be revealed and that only the necessary result will be disclosed to the monitor. 
Information barriers [7,8] have become essential elements in systems designed for second-







party monitoring of host items with sensitive characteristics. An information barrier is a 
combination of hardware, software, and procedures that protects all sensitive information but 
provides a small set of nonsensitive results that are required by the monitoring party and can 
be accepted with high confidence as genuine. The results for the attributes being measured are 
presented as binary (pass/fail) indicators such as red and green lights. The pass/fail 
determination is made by comparing (within the information barrier) the actual value of the 
attribute being measured with a nonsensitive threshold value agreed upon by the host and 
monitoring parties. Because the information barrier conceals all data except for a small set of 
essential, nonsensitive results, this complicates gaining assurance that the instrument is 
operating correctly and is giving genuine results. 


The U.S. considers certification (protection of sensitive information) and authentication 
(assurance of the integrity of measured results) to be complementary concepts and thus 
certification and authentication are the focus of this paper—see subsections below. A third 
concept, system reliability assurance, is also essential for systems expected to see many years 
of service (Fig. 3). This latter concept is outside the scope of this paper. 


The Pu-600 method, when it was applied to the Trilateral Initiative Demonstration of 1999, 
was modified to work within an information barrier. Since then information barrier elements 
have become integral to the method. Since 1999 we have refined the hardware used in the 
Trilateral Initiative Demonstration but the architecture of the gamma-ray system is unaltered. 
We will illustrate the Pu-600 information barrier elements with current system hardware. 
 
4. Information barrier elements for protection of sensitive information 
4.1. Only the data required are collected 
One of the best ways to ensure that sensitive information is protected is not to collect it at all. 
What is not measured cannot be revealed. For this reason, the Pu-600 method collects data 
only in the narrow energy region illustrated in Fig. 1. Plutonium items have many plutonium 
isotopes and the detailed nature of the isotopics can be sensitive. Not only does the 630–
670 keV region contain only a small fraction of the spectral data; it contains photopeaks from 
only the two plutonium isotopes of interest, 239Pu and 240Pu.  
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Figure 3.  The current U.S. position considers authentication and certification to be complementary 
concepts. 







4.2. Measurement technique should be independent of measurement environment 
Spurious radiation sources in the measurement environment can adversely affect 
measurement results and may even mask them entirely. This problem can be overcome easily 
with massive shielding. For the Pu-600 gamma-ray detectors we use an annular shield around 
the cryostat that is 2 cm thick and made of machinable tungsten. We also place a machinable 
tungsten iris on the face of the detector so that the item being measured largely occupies the 
field of view. 


 
4.3. Measurement technique should be independent of item geometry 
The measurement method should also be independent of the geometry of the item being 
measured. If the source-to-detector distance and the data acquisition time have to be adjusted 
to accommodate varying gamma-ray output rates from varying item geometries, these very 
settings may reveal sensitive information about the items. Another reason for choosing the 
600–keV range for the Pu-600 method is that gamma rays in the 600 keV region are quite 
penetrating—allowing us to measure a wide variety of items in a fixed geometry for a fixed 
measurement period.  
 


Because high gamma-ray input rates alter photopeak shape, reducing the precision of 
photopeak analysis, we keep the Pu-600 system dead time under 15%. If the items and 
containers are all uniform, this is easily accomplished by selecting an optimum aperture for a 
fixed tungsten iris. If, instead, the items in the storage container vary considerably in 
geometry and fixturing, the gamma-ray output can vary over a wide dynamic range, making a 
fixed aperture iris ineffective. To address this eventuality, we developed an adjustable 
tungsten iris that performs autonomously; adjusting the aperture opening based on the 
gamma-ray-input rate observed by its associated count rate circuitry. The inset in Fig. 4 shows 
the front view of the iris on a test stand. To the right-hand side of the larger portion of Fig. 4, 
the iris can be seen from the side when it is mounted on the front of a Pu-600 detector. The 
massive tungsten shield is directly to the left of the iris and the stepper motor that actuates it is 
above the shield. The iris circuitry is located at the upper left-hand side of the detector 
enclosure. Because the enclosure is opaque, it conceals the size of the opening of the 
autonomous iris—an indicator of gamma-ray-input rate. Should power be removed from the 
system, a spring restores the aperture to its starting position. 


 
4.4. The detector is isolated from RF leakage or interference 
The enclosure shown in Fig. 4 acts as a radio-frequency shield to eliminate RF emanations 
from the detector that might contain sensitive information, such as the count rate. The 
enclosure also shields the detector and aperture electronics from external RF interference. The 
single-board computer (described below) that controls the instrument and analyzes the data is 
housed in a separate RF-shielded enclosure and connected to the detector enclosure with a 
shielded cable bundle. 


 
4.5. Detector operation is automatic 
The possibility of human error with the operation of the system is minimized by fully 
automating its operation. The simplest possible operator interface was devised, three push 
buttons, one for each of the three types of measurements that occur: energy calibration, 
background, and item assay.  







 
Figure 4.  A Pu-600 detector system as currently configured. The inset shows a front view of the 
autonomous iris on a test stand. 


 
4.6. Sensitive information resides only in volatile computer memory 
When not in use, the measurement system should not retain any residual measurement 
information. For this reason read/write memory in the system should be volatile. In the Pu-
600 system the battery manufacturer’s memory backup in the data acquisition subsystem is 
disabled. The system control, and analysis software and the disk operating system reside in 
PROM. While we currently use the MSDOS operating system, we expect that any system that 
can be make certified or authenticated will use an open-source disk operating system—if it 
uses an operating system at all. Volatile RAM in the form of a “RAM disk” takes the place of 
mechanical rotating storage. When power is removed from the system all measurement 
information is lost. In the event of an inadvertent breach of the information barrier, an 
interlock removes power from the system. 


 


5. Information barrier elements for ensuring the integrity of measured results 
To assure the monitoring party of the integrity of measured results; we take a threefold 
approach. The first is to make the system as simple and as easily inspectable as possible, the 
second is to provide open and secure modes of system operation, and the third is to prepare 
nonsensitive reference sources with well-characterized attributes to test the system. 


5.1. Inspectability  (simplicity) is necessary for the monitors 
To aid the monitors, an open layout of system components greatly enhances inspectability. 
The use of commercial equipment, if it can be certified, has some virtue in the area of trust. 
Anonymous purchase of commercial hardware/software can sometimes resolve trust issues. 
Still, U. S. preference seems to be moving away from commercial products because they tend 
to be more complex. For the Pu-600 system, we currently use a commercial, gamma-ray data-
acquisition system. Because the control and analysis computer will contain both sensitive 
measurement data and the sensitive detailed results of the analysis, this component is of major 







concern. We desire to use a computer that provides only the functionality required for the 
measurement task. The typical commercial office or laptop computer provides far more 
functionality than we require. To date our approach has been to rely on the simplest single-
board computers that provide adequate computing power. For the Pu-600 system we are 
currently using commercial, single-board computers based on the industry-standard PC104 
bus. These computers have a minimal number of components, which simplifies inspection. 
We are also currently using one of the simplest industry-standard disk operating systems, 
MSDOS, and are investigating using an open-source operating system. We are also 
investigating means to further simplify the data acquisition system, the computer, and to 
completely avoid the use of any operating system [9]. 


Custom software for the control and analysis of data must be nonsensitive, open, and shared 
between the host and monitoring parties.  
5.2. Open and secure modes of system operation 
Two modes of system operation are necessary. Secure mode is the default mode of the system 
for measurement of sensitive items and only provides pass/fail indications for the attribute 
measurements. Open mode is necessary for system testing and for developing system 
confidence. Open mode provides the monitor with the ability to see detailed results of 
nonsensitive measurements, such as: background, energy calibration, and test runs with 
nonsensitive reference sources. Test runs with the same reference sources can then be made in 
secure mode to confirm the proper pass/fail operation. 
5.3. Nonsensitive reference sources provide known values of the attributes of interest 
Nonsensitive reference sources with well-characterized and sharable attribute values are 
needed that provide both pass and fail indications for all of the measured attributes. These 
allow for testing the operation of the system for proper response when it is in normal 
operation. The preparation of plutonium references sources is an expensive and time-
consuming task. As a result, we have relied on nonsensitive items on hand as surrogates for 
true reference standards. Both decisions about what the specific characteristics reference 
standards should have and how to go forward with the preparation of these sources are 
determined by discussions between the host and monitoring parties. 


6. Conclusion 
The  construction of prototype gamma-ray plutonium attribute measurement systems with 
information barriers has been very useful in dealing with practical problems of system 
integration and automation and also in revealing how improvements can be made. This paper 
has illustrated some of the practical approaches that we have taken in actually executing an 
information barrier design. The design elements discussed in this paper were implemented 
from within the framework of a conceptual information barrier architecture. The importance 
of a well-thought-out architecture cannot be overestimated. 
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The presence of gross, possibly time varying, systematic multiplicative biases in process tanks 
affects the estimation of the physical inventory of a chemical separation and concentration 
facility.  This in turn affects the nuclear materials account, especially the near-real time 
account.  The proposed implementation of solution monitoring [1-3] on chemical separation 
areas will provide appropriate data to enable the estimation of these biases.  Central to this 
will be the in-tank volume measurements that will be recorded at relatively high frequencies 
and analysed to estimate the transfers into and out of each tank.  If the tank measurements are 
biased, then this will bias these estimates and hence the model of how nuclear material is 
progressing through the plant.  If only one tank is biased, its effect will be fairly transparent 
so that the bias can be isolated and estimated in a straightforward manner; if not, estimation is 
more complicated. 


A general method is proposed for isolating and estimating gross biases by analysing the 
predicted movements of both bulk and nuclear material over time.  The foundation for the 
method is based on an examination of how a bias would affect the flow rate calculations for 
either a buffer or a feed/receipt tank, and how these biases therefore affect tank volume 
predictions over time.  Equations can then be derived to show how these predictions would 
diverge from the volume measurements and how biases would cause the predicted plutonium 
inventory in the product accountancy tank to diverge from that measured.  Given these 
understandings, a method is then proposed to solve the inverse: “if disagreements are 
observed between measurements and predictions, what are the biases?” 


For simplicity the description is based on a three-tank example, although reference is made to 
other types of tank set.  In this case a set of disagreement equations, relating measured and 
predicted volumes, can be derived as follows: 


 


 


where a variable denoted by a letter of the alphabet is used to denote a ‘true’ quantity, e.g. 
volume V; a variable with a ‘hat’ denotes a measured quantity e.g. measured volume ~V ,  
whilst a variable with a ‘tilder’ denotes an estimated quantity e.g. estimated volume ~V ; ‘s’ 
and ‘f’ refer to start and finish times, � are the multiplicative biases and Ik , Ok are the kth 
transfers into and out of the buffer tank.  Thus, for example, for the receipt tank, if either �r >> 
�b or �b >> �r, then the disagreement between the measured and estimated final volumes will 
increase in time.  In addition a bias in the buffer tank would affect both neighbouring tank 
equations, but not the equation for the buffer tank.   







 


It is these kinds of features that are exploited by the method.  Note that there will be no 
divergences if all the biases are similar; another feature of solution monitoring has to be 
exploited to observe this eventuality and this depends on how the flow rates into/out of the 
various solvent-extraction cycles and concentrator are estimated.   If either or both of the flow 
rate estimates are derived from biased volume measurements, then the plutonium 
concentration out will either be overestimated or underestimated [4].  This 
overestimate/underestimate will affect plutonium inventory predictions down the plant, 
possibly being revised because of errors in the receipt/feed tanks downstream, until it reaches 
the product accountancy tank where it would result in a divergence between the measured and 
predicted plutonium inventory at this KMP.  


The gross biases are estimated by solving disagreement equations like those in Equations 1-3.  
This process depends on the mathematical properties of the equations.  In particular a 
qualitative approach [5,6] is proposed for when the equations are under-defined. 


The method has been shown to work on typical plant data where a limited number of tanks 
have volume measurements that are biased grossly.  The case where all tank volume 
measurement systems have gross biases is obviously more difficult; although the method 
would give a solution, further experimental work would be needed to establish its validity.  
However it is important to remember that the method could be applied repeatedly (say once a 
week), although this iterative process has not been researched.  Finally the method has been 
developed by testing on simulated data; the developers are obviously aware of this limitation, 
but real-data was not available. 
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Introduction 
 


I begin today by congratulating the International Atomic Energy Agency (IAEA) for organizing 
this symposium -- one can scarcely imagine a more timely and important subject to address than 
contemporary and future controls over nuclear materials. 


 
The terrorist attacks of 11 September have -- in the words of Director General ElBaradei -- 


provided a “wake up call to us all.”  The problem, however, with governments and large bureaucracies -- 
fallible human creations that they are -- is that they often respond to wake-up calls as individuals who 
hear their morning alarm clocks:  they roll over and turn off the alarm, preferring the warm comforts of 
familiar surroundings to the harsh realities of the outside world. 


 
The IAEA, however -- like the United Nations -- does not have this luxury, and has been 


responding to new challenges virtually throughout its existence.  Its most solemn responsibility is to 
verify the peaceful uses of nuclear material at over a thousand installations worldwide -- facilities 
containing over 111,000 “significant quantities” of safeguarded material.  The theft or diversion of even a 
fraction of one percent of this material could prove to be utterly catastrophic not only for the Agency and 
its safeguards system, but also for the future of humankind.     


 
The Agency now has the opportunity to re-examine the adequacy of safeguards and physical 


security controls without the prior occurrence of a nuclear detonation, a new attack on a nuclear facility, 
the acquisition of sensitive nuclear material by a terrorist group, or the use of a radiological weapon.  It 
must also re-examine closely its own past assumptions about the likely motivations of terrorists and their 
willingness and capabilities to “do the unthinkable.”   


 
In rising to this challenge, the IAEA must work proactively -- it must have the vision of knowing 


where to go, the wisdom to understand the importance of getting there, and the knowledge of how to 
navigate the treacherous terrain that lies ahead.  I have every confidence that the IAEA has the leadership 
and professional expertise to rise to this challenge.  Fortunately, many of the tools needed to achieve these 
goals are found in a unique international legal instrument, the Treaty on the Non-Proliferation of Nuclear 
Weapons (NPT).   
 
The NPT as a Cornerstone 
 


The NPT is often called the cornerstone of the global nuclear non-proliferation regime.  Yet this 
is only partly correct -- partly, because the treaty serves many more functions than its title suggests.     
 


�� It contains the only formal legal commitment by the nuclear-weapon states to global nuclear 
disarmament, a commitment that the states parties review through a series of Preparatory 
Committee sessions and regular five-year Review Conferences. 


 
�� It contains a legal obligation to assist in the peaceful uses of atomic energy without jeopardizing 


non-proliferation goals -- this is especially important to developing countries, where the peaceful 
uses of nuclear energy can serve the cause of reducing poverty, hunger, and disease.   
 


�� It contains a highly-intrusive system of safeguards that covers not only the “full scope” of nuclear 
activities and materials in non-nuclear-weapons states, but also applies to increasing amounts of 
materials in nuclear-weapon states as well. 
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�� Its preamble even contains the goal of eliminating the means of delivering nuclear weapons 
pursuant to a treaty on general and complete disarmament under strict and effective international 
control.   
 
For all these reasons, one may with little exaggeration call the NPT not just a cornerstone of the 


nuclear non-proliferation regime, but also a cornerstone of international peace and security itself. 
 
The Road Travelled  
 
 By virtually any measure, the treaty has already served this key function rather well, surely better 
than one might expect given the complexity of the issues it addresses and the political and technical 
obstacles it faces in the real world of implementation.  In terms of universality, its only rival among 
treaties is the Charter of the United Nations.   
 
 The treaty’s system of full-scope safeguards has placed virtually all of the world’s fissionable 
nuclear materials under international monitoring and control.  Only three states with unsafeguarded 
nuclear programmes remain outside the treaty.  One state party -- the Democratic Peoples’ Republic of 
Korea -- is not currently in compliance with its full-scope safeguards obligation.  In 1991, the UN 
Security Council condemned the non-compliance by another state party -- Iraq -- with its IAEA 
safeguards agreement and that country remains in non-compliance with its obligations under relevant 
Security Council resolutions.  Yet compared to a time not so long ago when President Kennedy was 
warning of the dangers of a future world with over twenty nuclear-weapons states, we must all be grateful 
that there are still only five nuclear-weapon states and three additional states that have reportedly acquired 
various nuclear weapons capabilities.   
 
 We also have today four nuclear weapon-free zones in populated areas -- in Latin America and 
the Caribbean; Africa; Southeast Asia; and the South Pacific -- each of which requires its members to 
agree to full-scope IAEA safeguards.  Together, these zones cover virtually the entire southern 
hemisphere.  Mongolia has declared its nuclear weapons-free status and additional efforts are underway to 
establish a nuclear-weapons-free zone in Central Asia. 
 
 While some non-nuclear-weapon states have voiced their discontent over the extent to which the 
treaty has enabled them to exploit the peaceful uses of nuclear energy, the fact remains that the global 
outlook for nuclear power remains mixed, as the IAEA Director General stated in his speech last week to 
the General Assembly.  Though nuclear power offers an energy source that does not contribute to 
greenhouse gas emissions, all states have encountered economic, technical, or political difficulties in 
expanding the peaceful uses of nuclear energy, and lingering questions remain in the area of safety, 
safeguards effectiveness, and economic competitiveness -- questions that will be the focus of the 
Agency’s newly-established International Project on Innovative Nuclear Reactors and Fuel Cycles.  The 
NPT review process provides an opportunity for its member states to consider carefully all aspects of the 
global nuclear market, from the perspectives of both supply and demand.  This is a particularly important 
forum for developing countries to voice their concerns and expectations. 
 
 It is difficult to judge the extent to which the NPT has advanced the goal of global nuclear 
disarmament.  The nuclear-weapon states -- while accusing each other of a lack of transparency -- do not 
inform the world of the precise size of their nuclear arsenals and their holdings of special fissionable 
materials, so we must rely upon secondary estimates based on available published data.  These estimates 
suggest that there were a little over 39,000 nuclear weapons when the NPT entered into force in 1970, 
compared to the 31,000 that reportedly existed in the year 2000.  While these reductions -- which average 
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only about 266 weapons per year -- are disappointing, they do reveal that global nuclear arsenals declined 
to more than half of their peak in the mid-1980s.   
 


Other progress has been registered in the placement of additional nuclear-weapons materials 
under safeguards, significant reductions in nuclear-weapons delivery systems, and the negotiation of the 
Comprehensive Nuclear-Test-Ban Treaty (CTBT) and the START II treaty.  Recent proposals by the 
Russian Federation to reduce the U.S.  and Russian nuclear stockpiles to 1,500 each have been matched 
by the Bush Administration’s stated goal of substantial unilateral reductions.  The numbers, in short, 
appear at least to be heading in the right direction.  At the 2000 NPT Review Conference, the nuclear-
weapon states made -- as one of thirteen agreed steps leading toward disarmament -- an “unequivocal 
undertaking” to accomplish the total elimination of their nuclear arsenals.   
 
The NPT Regime at a Crossroads 
 


The full promise of the NPT, however, will be achieved only if the promises of its parties are 
fully kept.  Unfortunately, there are many warning signs that the future of  the “NPT regime” -- despite 
the indefinite extension of the treaty in 1995 -- is by no means secure.  The “progress” of this treaty in the 
years ahead will depend heavily upon answers to three fundamental questions: 


 
�� Will the States parties fully implement their disarmament, safeguards, and non-proliferation 


commitments?   
 


�� Will the treaty achieve fully universal membership? 
 
�� Will the NPT regime show its capacity to adapt to new challenges? 
 


A short-term test for the treaty will come early next year during the first Preparatory Committee 
meeting for the 2005 Review Conference.  The non-nuclear-weapon states will want to see some hard 
evidence of progress on nuclear disarmament, along the lines prescribed in the thirteen “practical steps” 
agreed at the last Review Conference.  These benchmarks owe much of their existence to the New 
Agenda Initiative, a collective effort by Mexico, Brazil, Ireland, Sweden, Egypt, South Africa, and New 
Zealand to add some urgency, direction, and accountability to the process of global nuclear disarmament.    


 
Yet this progress must be weighed against other troubling developments, including:  uncertainties 


over the future of the ABM Treaty; the failure of START II and the CTBT to enter into force; the inability 
of the Conference on Disarmament to engage in substantive work on nuclear disarmament, fissile 
material, and outer space weapons issues; continued qualitative improvements in nuclear weapons; hints 
that nuclear testing may one day resume; and the persistence of doctrines of first-use, pre-emptive use, 
and use against states that use chemical or biological weapons.   


 
Other questions will arise over safeguards -- including, for example, the chronic inability of the 


IAEA to implement safeguards in the DPRK; and troubling signs of a breakdown of the norm of full-
scope IAEA safeguards, specifically in South Asia.  There are also concerns over the implementation of 
non-proliferation commitments, as seen in persisting allegations -- still undocumented -- about nuclear 
weapon programmes in some NPT non-nuclear-weapon states.   


 
The terrorist attacks on 11 September should serve as a reminder of new dangers relating to the 


possible use of weapons of mass destruction and unorthodox delivery systems.  Considered in light of the 
many well-documented cases of illicit trafficking in various radioactive substances -- and the recent, 
repeated uses of a biological weapon (anthrax) in the United States -- the possibility can by no means be 
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excluded that the world may yet witness the appearance and use of radiological weapons by an individual 
or a non-state group, a risk that in the worst case may even include the use or threatened use of a nuclear 
explosive device.   


 
While not coming under the jurisdiction of IAEA safeguards, many such radiological materials, if 


diverted and used for terrorist purposes, would inevitably damage international confidence in global 
controls over nuclear materials, while further setting back hopes for an early revival of nuclear power.  
Many environmental concerns also remain to be addressed.  During the general debate of the UN General 
Assembly’s First Committee earlier this month, a large number of Latin American states belonging to the 
Rio Group and to Mercosur voiced their concerns over the maritime shipment of radioactive waste, citing 
the potential environmental effects of accidents involving such materials.  The Caribbean Community 
(CARICOM) and the South Pacific Group (SOPAC) voiced similar concerns at the 2000 NPT Review 
Conference.  These voices too constitute a wake-up call for the world community. 


 
 The regime is facing other challenges as well.  In speeches made during the treaty’s review 


process concerns have been voiced repeatedly over some apparent selectivity in the enforcement of NPT 
norms -- in particular the demand for rigorous compliance with non-proliferation norms compared to 
more relaxed standards for gauging compliance with disarmament goals, particularly with respect to 
transparency.   


 
Other concerns will arise over the temptation of certain states parties to address non-proliferation 


through primarily unilateral means -- up to and including the use of military force -- rather than through 
close international cooperation.  One must add to this list the perennial problem of ensuring that the IAEA 
receives the funding it needs -- and this also applies to other international organizations with important 
disarmament responsibilities, including the OPCW, the CTBTO Preparatory Commission, and even the 
Department for Disarmament Affairs.  Disarmament advocates in civil society are also suffering some 
financial difficulties in the face of recent signs of declining support for disarmament from private 
foundations.  


 
There will no doubt be very difficult problems in bringing the NPT to universal membership, as 


India, Pakistan, and Israel will likely continue for the foreseeable future to maintain unsafeguarded 
nuclear facilities and to refuse to abandon their nuclear weapons options.  The proliferation of “minimum 
nuclear deterrence” doctrines to South Asia makes it even more difficult to de-legitimize globally the 
possession of nuclear weapons.  This problem will grow worse if existing nuclear-weapon states -- despite 
their unambiguous obligations under the NPT -- one day decide to provide various forms of technical 
assistance to the nuclear-weapons programmes in the region, ostensibly for safety and security.  The goals 
of disarmament and non-proliferation have become so deeply rooted as a foundation of international 
peace and security that they have now become fundamental norms from which there must be no 
derogation.  They are all-weather norms -- not to be compromised for short-term expediency. 
 
Moving to Future Challenges 
 


It is not yet time to rule out the possibility of major progress on nuclear disarmament, as 
unilateral, bilateral, or plurilateral initiatives among the nuclear-weapon states may still occur.  The 
likelihood of such progress would grow if the non-nuclear-weapon states and the people of all states 
increase their efforts to promote this goal.  Without such encouragement -- and at times, pressure -- there 
is less incentive for progress and hence less grounds for optimism.   


 
Progress on non-proliferation is also essential, recognizing its close linkage with disarmament.  


The norm of full-scope IAEA safeguards must be reaffirmed or it will falter and disappear in a scramble 
for nuclear markets -- a pernicious, competitive race to the proverbial bottom of global non-proliferation 
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standards.  The other key safeguards challenge is to encourage all NPT states parties that have not yet 
done so to bring into force comprehensive safeguards agreements and the commitments under the Model 
Additional Protocol.  The IAEA Director General’s recent expressions of concern over what he has gently 
termed “the lack of progress” in this area are absolutely justified.  A useful way to encourage wider 
adherence to this Protocol is found in the convening of regional seminars, such as the one the IAEA is 
holding next December in Peru with the support of OPANAL and the UN disarmament center in Lima.  


 
Yet despite the support the it receives from the IAEA in safeguards and in promoting the peaceful 


uses of nuclear energy, the NPT -- a 31-year-old treaty with 187 states parties -- still  lacks institutional 
support:  it has no permanent secretariat or executive body, nor have the states parties shown much 
interest in creating such bodies.  The world community might consider exploring such institutional issues 
-- along with the interdependence of the NPT with other disarmament instruments and arrangements -- in 
a Fourth Special Session of the General Assembly on Disarmament, but there is as yet no global 
consensus to hold such an event.  The re-invigoration of the UN’s existing disarmament machinery, along 
with efforts to create new norms in such fields as missiles, missile proliferation, missile defence, and 
space weapons, are also desirable paths for the world community to pursue.   


 
With respect to terrorism, there is an urgent need for new international efforts to eliminate all 


weapons of mass destruction and for increased global cooperation to tighten the security of the 
production, storage, and transportation of hazardous nuclear materials.  Closest attention must continue to 
be paid to weapons-usable nuclear materials -- mainly plutonium and highly-enriched uranium.  The 
terrorist threat also demands greater vigilance against the theft and illicit commerce in other dangerous 
radiological materials. 


 
Several months before the 11 September attacks, the IAEA showed its readiness to confront the 


danger of nuclear thefts by organizing a major international conference in Stockholm on the “Security of 
Material, Measures to Prevent, Intercept and Respond to Illicit Uses of Nuclear Material and Radioactive 
Sources.”  On 21 September, as a new step in the direction of combating nuclear terrorism, the IAEA 
General Conference adopted a resolution on the physical protection of nuclear materials and facilities.   


 
These are all healthy signs, signs of an institution that is trying diligently to adapt to the changing 


world around it.    The cooperation that was evident at these recent gatherings -- both between states and 
among diverse international institutions -- is inspiring indeed, as is the fact that many of these 
deliberations were also open to the press to promote public understanding.  I hope not only to see more 
such conferences in the future, but also to see the fruits of those conferences increasingly integrated into 
national laws and regulations and, ultimately, binding new international obligations.   


 
Last September’s “wake up call” applies especially to the need to strengthen of the Convention 


on the Physical Protection of Nuclear Material.  This convention, whose membership of 69 states parties 
falls well short of the universality it should have, provides an indispensable framework for international 
co-operation in the protection, recovery and return of stolen nuclear material.  We must remember -- as 
UN Secretary-General Kofi Annan warned earlier this month -- that the tragedy could have been much 
worse. 


 
Concerning the NPT’s goals for the peaceful uses of nuclear energy, few initiatives would better 


promote this goal than new progress in alleviating the public’s justifiable concerns over the lack of a 
solution to the problem of radioactive waste disposal -- and new advancements in meeting the public’s 
demand for the highest standards of nuclear safety.  Until the world finally and wisely decides to ban 
outright the production of highly-enriched uranium and the separation of plutonium for any purpose 
whatsoever, it is now more apparent than ever that controls over these specific materials must be 
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continually improved.  The future of peaceful uses of the atom will not be advanced if the public lives in 
continual fear that the next terrorist incident could lay entire cities to waste. 


 
In the years ahead, the IAEA may acquire new safeguards responsibilities under strategic arms 


reduction agreements.  The world must set its sights on preparing for the day when the IAEA will 
implement full-scope safeguards in all countries that possess nuclear material. 


 
We are left, however, with a lingering uncertainty over exactly the size of the problem we 


collectively face.  At the 2000 NPT Review Conference, for example, the United Kingdom distributed a 
report prepared by its Ministry of Defence entitled, “Historical Accounting and Plutonium.”   The report 
reached the following disturbing conclusion, and I quote: 
 


It is an unfortunate reality that in the early days of nuclear programmes records were not kept to 
the standards required today, nor have all the records that were kept survived . . . the 
Government does not believe that it will ever be possible for any of the relevant States to be able 
to account with absolute accuracy and without possibility of error or doubt for all the fissile 
material they have produced for national security purposes.   
 


 This quotation begs an important question -- while the risk of terrorists acquiring weapons-usable 
nuclear material will remain for some time to come, how will the continued manufacture, possession, or 
threats of use of nuclear weapons serve to solve the problem of nuclear terrorism?  To the contrary -- by 
postponing the final elimination of weapons-usable nuclear materials, by legitimising the possession of 
nuclear weapons, and inspiring new proliferation threats -- nuclear weapons programmes are part of this 
problem, not its solution.   
 


It is, therefore, more clear than ever that nothing offers greater hope for minimizing the threat of 
nuclear terrorism than the achievement of global nuclear disarmament, and -- short of a nuclear 
disarmament convention -- no path is more appropriate in leading us to this destination than the full 
implementation of the NPT. 
 
Conclusion 
 
 On this note, I would like to wish you well in your deliberations over one of the most important 
items -- if not the most important item -- on the agenda of international peace and security.  The problems 
before you will not be solved in any one symposium, but only by the determined collective efforts of all 
countries to achieve a safer world for our fellow citizens and generations to come.   
 


Mahatma Gandhi once wrote: 
 


Generally there are previous warnings of coming storms.  Where these are known, the peace 
brigade will not wait till the conflagration breaks out, but will try to handle the situation in 
anticipation. 
 
Each of us has heard the thunder and witnessed the lightning from coming storms -- let us 


together prepare now to avert the hazards to come.  This is the task of this symposium.  This is the 
challenge for all humankind.  
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Abstract 
Research is underway at the Atomic Institute in Vienna Austria where the goal is to design and quantitatively 
validate a safeguards monitoring system (SMS) and its simulation using a Bayesian construct.  The work is 
novel because the simulation is also used as the basis for automated evaluation of operational SMS data.  
Preliminary results indicate that video and radiation data can be automatically interpreted this way.  Application 
of the technique promises that an investment in a simulation directly supports the safeguards objective, making 
it easier for a safeguards agency to realize numerous other benefits associated with simulation-based acquisition. 


INTRODUCTION 


The numerous and synergistic benefits of using simulation for nuclear safeguards purposes are mostly 
unrealized because simulation finds few immediate practical uses, such as in operations, and because there are 
no quantitative metrics that can be used to describe the simulation's accuracy, and hence its value.  Development 
of simulation metrics and making them the heart of software for automated evaluation of safeguards monitoring 
system (SMS) data addresses both practical and theoretical issues.  A single decision criterion for use in 
automated evaluation was formulated based on two metrics, fidelity and validity, derived from a dichotomous 
formulation of Bayes' theorem.  The approach is being demonstrated at the Atomic Institute in Vienna Austria in 
an experimental system for automated evaluation of SMS data.  Development of the simulation metrics, a 
safeguard system and it's simulation, and preliminary results of the automated evaluation software are discussed. 


BACKGROUND 


Safeguards Monitoring Systems 


A modern SMS may include video cameras, radiation detectors, and electronic seals.  Moreover, there is a trend 
to network electronic monitoring devices and to make their data remotely accessible to authorized clients [1].  
For the most part, analysis of SMS data is done manually and, when done so, can be expensive and prone to 
error.  Some technologies have emerged to decrease cost and errors.  Scene-change detection systems can, for 
example, reduce hours of video review to a few minutes with a better chance of detecting diversion.  This 
technique, however, only improves detection for facilities where the false alarm rate is low.  It doesn’t help with 
busy facilities where many significant quantities of direct use material are moving continuously, such as in a 
highly automated reprocessing plant or CANDU type reactor. 


Simulation and Validation 


Metcalfe's Law [2] states that value of a network is proportional to the square of the number of computers 
interconnected.  It and the availability of communications standards, hardware, and software that enable 
computer networking, caused a virtuous cycle that is exemplified by the dramatic growth of the Internet.  The 
law is just as easily applied to the different programs running on or between networked computers.  Thus, the 
availability of standards that enable program interoperability and reuse, also result in a virtuous cycle of growth.  
The technology of program interoperability is enjoying an era of steady advancement, due to widespread 
application of object oriented programming standards.  However, interoperability and reuse of modeling and 
simulation (M&S) software is not making similar strides, despite decades of work on the relevant sciences of 
verification, validation, and accreditation, known collectively as VV&A.  Verification is confirming that a 
computer program does what it is intended to do.  Validation is confirming that a computer program predicts 
well the physical reality it is intended to model.  Accreditation is the formal step of certifying the computer 
program based on successful completion of the verification and validation steps.  The main difficulty with M&S 
software is the validation activity, a requirement that non-M&S software need not contend with.  When the 
problem of validation standards is solved, M&S too will experience vigorous growth.   
 
It is widely believed that simulation technology can improve acquisition, design, testing, and evaluation in most 
technical fields [3].  Simulators can be used to train operations and maintenance staff.  The process of creating a 
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simulation also increases understanding about a system and its underlying phenomena.  In short, M&S software 
is a way of "doing more with less", and that is the mantra of most businesses, including Integrated Safeguards.  
However, simulation-based technology has yet to be widely used in many fields.  The reason is that the benefits 
of using simulation don't clearly outweigh the costs, and they can be high.  Furthermore, there is no generally 
accepted theory about the validity of simulations, which is needed to quantify the benefit.  So, potential users of 
simulation are justifiably deterred from buying or developing one in large part because of both the cost of 
validation and the lack of clear benefit of having done so. 
 
Modern validation activities do include quantitative techniques.  Generally, they are based on either graphic 
methods or classical statistics.  For example, simulated infrared signatures of ships are compared with measured 
values by plotting the difference for each orientation of the craft to the IR instrument [4].  Conclusions about the 
validity of the simulation are made based on the graph itself and on statistics using the measured values.  This 
type of approach, however, is not reconciled with the objective that originally called for the test.  In the 
aforementioned work, all acceptance criteria applied to the validation data are arbitrary.  They are not, for 
example, derived from hardware and software requirements of the missile that must home on the ship's IR 
signature under operational conditions.  In the context of safeguards, this is the same as neglecting the 
operational requirements of SMS hardware and software when developing the acceptance criterion for 
validation of its simulation.  Deriving rational operational requirements is complicated by the need of an 
estimate of the consequences of success or failure of the system and a way of making decisions in light of those 
estimates and validation data.  Fortunately, these difficulties hint of a solution in the form of Bayesian statistics. 


Bayesian Statistics 


There are two main schools of statistics, classical and Bayesian.  The former is famous for its tests, like the null-
hypothesis.  Bayesian statistics are based on the conditional nature of information and its likelihood.  A 
dichotomous form of Bayes’ theorem, written for the two mutually exclusive hypotheses A and cA and event D, 
is Eq 1.  Bayes’ theorem also provides a formal way to update opinion in the light of new data, a property 
evident in a recursive version of Bayes’ theorem called the odds-likelihood ratio form.  It is obtained by dividing 
Eq 1 by another written in terms of cA.  The result is Eq 2, where L = P(D|A)/P(D|cA).  L is termed the likelihood 
in favor of A given D.   
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As new data Di becomes available, the posterior odds changes by factors of P(Di|A)/P(Di|cA) as in Eq 3.  The 
multiplicative nature of the odds-likelihood ratio form will often cause data to completely control the posterior 
opinion such that there is no practical need to attend to the details of a prior opinion [5].  A system for making 
decisions based on data and consequences is also derived from Bayes’ theorem. If the consequence of deciding 
cA when A is true is CA and CcA when deciding A when cA is true, then one chooses in favor of A if L is greater 
than L*, the critical likelihood ratio, which is given by Eq 4.  CA is associated with a type-I error and CcA with a 
type-II error. 
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RESEARCH GOALS AND POTENTIAL BENEFITS 


The goal and true test of this research will be the capability of software to automatically evaluate SMS data 
accurately based on simulation data.  An important element of the goal is the development of simulation metrics 
to quantify the accuracy of the evaluation, the simulation, and SMS.  The important benefits of succeeding 
include the automated evaluation software itself.  More importantly, finding a direct operational application of a 
simulation while being able to quantify the value of the application breaks the interlocking barriers to investing 
in simulation software.  It would lead to the use of simulation in design and arrangement of SMS hardware, in 
studies of diversion scenarios and tactics and in the training of inspectors and maintenance staff. 







THEORY 


Decision Making under Controlled versus Operational Circumstances 


In order to make decisions, there must be reference states that can be objectively agreed upon.  The reference 
states should be made to happen under controlled conditions and are also expected to occur under uncontrolled 
or operational circumstances.  We shall call these states “configurations”.  In the context of safeguards, 
configurations will be categorized by the type of operations, such as normal, abnormal, or accidental.  There will 
also be configurations arising from diversion scenarios.  A particular arrangement of materials, people, 
equipment, and instruments will be associated with one of the aforementioned configurations.  There can, and 
often will be further refinement of the configuration category.  Safeguards is mainly concerned with diversion 
configurations and, to a lesser degree, any configuration that is not part of normal operations.  A specific 
configuration, for example, could be "anomalous operation" and include the situation where a can of plutonium 
is found outside of an area associated with normal handling of that can. 
 
A real configuration is identified as Ri, where i is the particular case.  The same state could be simulated and 
identified as Sj.  Another index, j, is needed in place of i because it is not necessary, or possible, to duplicate 
exactly the real situation if for no other reason that there is error associated with placing and measuring objects 
in a real configuration.  What is important is that in both environments, real and simulated, there is a 
configuration of interest that everyone can agree on under controlled circumstances.  The agreement, entered 
into by experts in the technology, is tantamount to making decisions under controlled or known circumstances.  
The configurations, either real or simulated, will create data. Configuration Ri results in data ri and Sj in sj.  
Ideally, at least one datum sj will be identical to datum ri.  In that case, Sj should be the same as Ri.  Normally, 
however, sj will differ from ri, even when they are from the same configuration.  Having to use only data sj and ri 
to decide whether Sj equals Ri, because Ri is unknown, is making decisions under unknown or uncontrolled 
circumstances such as during operations and not experiments.   
 
The situation is like a pack of flip cards, where on one side is the configuration and on the other is data resulting 
from that configuration.  The cards come in two types, real and simulated.  A player of this game is presented 
the real cards on the left, those from the simulation on the right, and in both cases the data side is face-up.  The 
goal of the player is to match a real and simulated card using only the information on the data side, so that when 
the two are flipped over, the configurations written on the reverse side are found to agree.  The game is a bit 
more complicated because, in general, there will be many more simulation cards than real cards.  Also, after 
matching a simulated card with a real one, there is a pause for the player to decide if the configuration on the 
reverse side will match.  If wrong, the player must pay severely.  If correct, the player is rewarded. 
 
Having described the game and its rules, we are ready for a formal description using Bayesian statistics.  The 
most important question to be answered is what rational methodology will be used to accept or reject the data as 
a good enough indication that the configurations agree taking into account the consequences of success and 
failure. 


Dichotomous Bayes Formulation 


A given simulation, version k, is meant to duplicate data obtained from real measurements.  Real and simulated 
configurations Ri and Sj are implemented independently resulting in data ri and sj, respectively.  Afterward, a 
process matches every ri with an sj.  Event A occurs when the real configuration equals the simulated 
configuration (Ri=Sj) after matching.  Event cA is when the real configuration does not match simulated 
configuration (Ri�Sj).  Event D is data indicating the positive result of a test using data ri and sj.  The event is 
meant to indicate A based on a comparison of ri and sj.  The probability that a real configuration matches the 
simulated configuration is P(A).  The probability of observing D if real and simulated configuration match is 
P(D|A).  The probability of Ri=Sj if D is observed is P(A|D).  The probabilities are related according to the 
dichotomous formulation of Bayes theorem in Eq 1. 


Best Matching  


An important step in coercing the problem into Bayes' theorem is the matching between data obtained under 
controlled circumstances with those under operational or uncontrolled circumstances.  Data with an unknown 
configuration are matched to data with known configurations based only on statistics derived from the data from 
each.  For example, the coordinates of the centroid of pixels are one way to match video images.  Such data are 
used in sorting and matching, but not necessarily used to finally decide if the configurations will match.  That 
comes in a later step. 







Simulation Metrics 


Metrics should be variables having practical application and follow from probability calculus.  They should be 
helpful to managers and quality assurance experts in making decisions about the value of products or 
information and how to improve them.  There has been a recent flurry of interest in the development of 
simulation metrics, mostly found in publications by the Software Interoperability Standards Organization.  The 
interest has served to generate agreement about the qualitative elements of simulation metrics, but few 
quantitative approaches have been proposed, much less demonstrated.  Our research attacks this issue head-on 
by assigning the metrics to factors in the previously discussed Bayesian formulation and summarized in Figure 
1.  Using this approach, simulation metrics become more than a management tool.  They also become part of the 
deployed operational software used in automated review of SMS data. 
 
 


Figure 1.  Event Probabilities and their Proposed Relationship to Simulation Metrics 


Fidelity 


Fidelity is easy to understand qualitatively.  It is the level of agreement between simulation and reality.  It seems 
clear that “agreement” should be in terms of measured data, despite contrary arguments that fidelity is intrinsic 
of the simulation, such as the order of differential equations used in it.  If fidelity should be a quantitative 
comparison of real and simulated data, it is nevertheless difficult to define because there are many ways to 
compare two sets of data.  Our conclusion is that the comparison method will be specific to the type and context 
of the data.  Before addressing those methods on a case-by-case basis, fidelity is recognized generally as a 
comparison of two sets of data that indicate whether or not the real and simulated configurations match.  This 
interpretation suggests that quantitatively fidelity is P(D|A) as in Figure 1.  Note that P(D|A) is a factor in Eq 1.  
 
Work thus far on specific comparisons concern video and neutron radiation data.  The comparison as applied to 
video data is implemented as follows.  In the case of both real and simulated images, each has subtracted from it 
the previously acquired image, resulting in a set of scene-change pixels.  The real scene-change set is compared 
to the simulated set, pixel by pixel.  Event D occurs when a certain number of pixels in both sets have the same 
location in the image.  P(D|cA), for example, is the probability that real and simulated pixels will coincide when 
the two images are not from the same configuration.  P(D|cA) is computed by assuming that matching each pixel 
is as a classic case of randomly drawing from a dichotomous population.  The probability distribution obtained 
when drawing from a dichotomous population from n items, r of type 1 and n-r of type 2, without replacement is 
the hypergeometric.  If the number of items (pixels) is large and r/n is moderate, then it may be approximated by 
the binomial distribution.  The ratio r/n is given the symbol �.  The binomial can be approximated to circumvent 
computer overflow errors caused by attempting factorial calculations with large n values (e.g., 100!).  From a 
binomial distribution approximation, one can compute the probability of matching random points.  The 
probability of matching y random points when m points are available from the simulated set is approximated by 
Equation 5, where � is the standard normal cumulative distribution function.  Also, P(ccD|cA)=1-P(D|cA).  Even 
though P(D|cA) is not the fidelity of a simulation, it illustrates how to obtain D and will play a critical role in 
decision making given the fidelity and validity of a simulation.  The specific probability curve for n=76800 (i.e., 
number of pixels in each image), r=5000 (i.e., number of pixels changed in the real image), and m=1000 (i.e., 
number of pixels changed in the simulated image) is shown in Figure 2 as a function of pixels matched (i.e., y). 
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P(A) = probability that R i=Sj


P(cA) = probability that R i�Sj


P(D|A) = probability of D if Ri=Sj


P(cD|A) = probability of cD if Ri =Sj


P(D|cA) = probability of D if Ri�Sj


P(cD|cA) = probability of cD if Ri�Sj


cA is when Ri�Sj


cD


A is when Ri=Sj


D


cD


D


P(A) � validity P(D|A) � fidelity







Regardless of the data type and context, in a perfect simulation of non-stochastic phenomena event D will have 
a probability of 1 if the real and simulated configurations are the same.  In this case, event D will always predict 
the real configuration based on the simulation and the fidelity f is 1.  For a perfect simulation of stochastic 
phenomena, the odds of event D when the configurations are the same will be less than 1 by an amount 
consistent with the uncertainty of the phenomena.  The probability of D is further reduced by imperfections in a 
simulation.  In short, derivation of P(D|A) as was done for P(D|cA) for video data is not so straightforward.  It is 
easier just to run tests on known configurations to see if matching and then event D predict them correctly.  
Some care is required, however, because it will be argued that f can be used to make operational decisions based 
on validation tests, so those particular validation tests should not also be used to estimate f.   
 
With respect to simulation of radiation transport and detection, fidelity is also to be estimated by conducting 
experimental tests, rather than attempting to derive a formula.  Also as in the case of video data, determination 
of P(D|cA) for neutron data is done by assuming that observing event D when the configurations are not the same 
is random.  However, the actual event D and P(D|cA) are determined differently.  Event D shows how well a 
distribution of the relative frequency of counts-per-second (CPS) data obtained from a simulation match those 
obtained from real life.  The cumulative probability distribution for such a random situation is P(D|cA) and was 
determined by computer algorithm and is shown in Figure 3. 


Validity 


While fidelity may depend on comparisons between real and simulated data that must be customized to specific 
data types and contexts, an exact and closed meaning of quantitative simulation validity arises from the use of 
Bayes’ theorem.  It is P(A), the probability that a configuration in a validation experiment is correctly predicted 
by a simulation.  P(A) is computed from N comparisons between known configuration Ri with the 
configurations resulting from a decision formula, called the objective function [6].  Arguments of the objective 
function are the fidelity fk of simulation k, its validity vk, and P(D|cA).  The function is Eq 6. 
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The Objective Function 


The crux of using simulation data to automatically evaluate operational safeguards data is the objective function, 
which follows from Eq 4.  Each decision is made in favor of A if CA�P(D|A)/P(D|cA) is greater that 
CcA�P( cA)/P(A).  Eq 2 can be concisely coded in terms of the safeguards objective, which is to classify events 
evident in instrument data either as "conclusive" or "inconclusive".  Furthermore, if the data is conclusive and 
based on simulation data, the event can be identified as Sj. In terms of f and v, the objective function is Eq 7.  
Automation of the system objective is achieved by implementation of this equation by computer software.  
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Figure 2.  Chance that Real and Simulated Images 
Match when from different Configurations
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Figure 3.  Chance that Real and Simulated Histograms 
Match when from different Configurations
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To implement Eq 7, an estimate of CA and CcA is needed. CA is the consequence of a type-I error, which is the 
cost of investigating each false alarm.  The cost, however, of believing A when cA is true, a type-II error, could 
be the undetected theft of weapons-grade uranium or plutonium.  It is beyond the scope of this work to attempt 
any quantitative assessment of consequences of nuclear attack.  It is therefore argued, in order to make 
calculations, that there is an amount of money that could be extorted from a wealthy nation when it is certain 
that it would otherwise be a victim of nuclear attack.  Assuming that CA is moderate (e.g., $100 to $10,000), and 
CcA is large (e.g., $100 million to $100 billion) then the ratio CcA/CA will be between 104 to 109.  This range of 
magnitudes will narrow when better estimates of the probability of diversion become available.   
 
Eq 7 embodies a principle of making rational decisions based on models and simulations in that fidelity f and 
validity v are inversely related.  It is useful to consider some extreme cases.  If the validity is 0, then the best 
matching scheme has failed for all cases, all testing is therefore useless, and no conclusive decision can be 
made.  Similarly, if the fidelity is 0, no matter how great v, one has no evidence to form a conclusive decision 
about the matching of real and simulated data.  Conversely, if v is 1, the matching algorithm is perfect and the 
nature of data is immaterial.  Another case where v is exactly 0 or 1 occurs when the number of validation tests 
in Eq 6 is 1.  It, like all statistical equations, is less reliable with fewer data.  The objective function compensates 
in both cases because it disallows a conclusive decision when there is no evidence that a model or simulation 
represents reality (i.e., v=0) and forces a conclusive decision when the model or simulation is perfect (i.e., v=1).  


APPROACH 


Software to automatically evaluate SMS data based on simulation data is being developed.  It is being 
demonstrated using a real and simulated SMS.  Both rely on video cameras and radiation detectors to positively 
identify items and their movements.  Figure 4 describes the hardware setup, which is based on distributed 
operating principles over local networks and the Internet.  The system is being tested via a series of nominal and 
diversion scenarios carried-out in the laboratory and the simulation. 


Referent 


The real SMS, or referent, for this research operates inside the reactor hall of the Atomic Institute in Vienna.  It 
is the source of real data and reproduces the essential elements of most busy nuclear facilities with respect to the 
operation of an SMS.  There are continuous activities involving radioactive sources, frequent use of a crane, 
electrical noise and, of course, personnel moving about.  Radioactive sources put into cans are used to 
approximate cans of plutonium.  A dedicated acquisition computer posts the SMS data to the Internet at regular 
intervals.   


Simulation 


The SMS simulation, which generates images and radiation data like the referent, runs asynchronously on two 
networked computers off campus.  The simulation under development is a modification of entertainment 
software, which incorporates three-dimensional modeling, basic mechanical laws, and human forms with 
rudimentary behavior.  Basic radiation transport is being written into the code.  Complex transport calculations 
will be possible by making calls from within the simulator to MCNP, a computer program with over 400 person-
years of development [7].  The simulator computer also functions as a proxy for the analysis client.   


Analysis Software 


The analysis client is a computer that continuously downloads data from the referent via the Internet and the 
simulator via a local network.  It is designed to perform automated evaluation of the real laboratory data in 
quasi-real-time. 


RESULTS 


The proposed Bayesian technique is in a proof-of-concept phase involving all of the key systems.  The data 
acquisition computer of the referent SMS is operational but presently queries only a single camera and neutron 
detector.  Additional cameras and neutron detectors are envisioned.  The simulator generates the necessary video 
and neutron data, just as if it were a real system, but the images and neutron CPS data are of a low fidelity.  The 
analysis client is also functional, but not yet running autonomously.  Trial results have been obtained which 
suggest that automated evaluation of SMS data using simulation data is viable.  The results are based on 
configurations arising from a Pu-Be source in a small metal drum moving in and out of a store under 
surveillance by a camera and neutron detector.  The camera is looking down from the reactor gantry and the 
neutron detector is immediately adjacent to the store portal. 







As was eluded to earlier, P(D|cA) plays the critical role in making decisions using the objective function, 
particularly for low fidelity and validity metrics and high cost ratio CcA/CA.  These conditions would be expected 
during the early stages of simulation development for safeguards purposes.  For f and v on the order of 50%, 
P(D|cA) must be very low in order to achieve a conclusive result per Eq 7, and this was found to be true in 
experiments thus far.  For real and simulated video data just like that in Figures 5a and 5b, the number of scene-
change pixels for both is typically 100 or so, out of a video array size of 320*240 pixels (=76800).  The odds of 
matching one pixel are about 10-4.  Matching two pixels is 10-11.  Normally, tens of pixels are matched, so that a 
conclusive result is easily obtained. 
 
In the case of neutron radiation transport, CPS is proportional to millivolt output of the detector.  Histograms are 
made according to 20 levels of CPS.  When shielding between the radioactive source and detector is not a factor, 
the histograms basically record the proportion of time that the cans spend at a particular distance from the 
detector, like those in Figures 6a and 6b.  If a real and simulated histogram are different by only 2%, then 
P(D|cA) is about 10-4, per data that was used to make Figure 3.  This may be enough for a conclusive result per 
Eq 7, depending on what is used for the cost ratio.   


CONCLUSIONS 


Results indicate that the use of simulation metrics formulated from Bayes’ theorem can be used successfully to 
evaluate SMS data based on simulation data.  The quantitative definitions of fidelity and validity appear viable 
for the technique.  The focus of the technique is the objective function, which establishes a rational and 
automatic way to perform the evaluation.  The important parameter of the objective function when using a low 
fidelity simulation turns out to be P(D|cA).  The metrics fidelity and validity, which are also needed by the 
objective function, are determined experimentally.   
 
The next step in this research is to improve estimates of fidelity and validity for the current SMS and its 
simulation by performing more tests with the laboratory referent.  Subsequently, the simulation can be improved 
and then new metrics computed for the newer simulation version.  This cycle should be repeated until the 
fidelity and validity metrics impact more the objective function.   
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Figure 4.  Experimental setup is divided into real (top) and 
simulated (bottom) functions.  The real systems created 
data in figures 5a and 6a.  The simulation created data in 
figures 5b and 6b. 
 


Figures 5a (top) and 5b (bottom).  Real and simulated 
images.  Pixel changes from previous real and 
simulated images are compared to learn if they are 
from the same configuration for identification.   


Figures 6a (top) and 6b (bottom).  Real and simulated 
neutron data.  Histograms from real and simulated 
configurations are compared to determine if they are 
from the same configuration for identification. 
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ABSTRACT 
 
The application of safeguards, within the scope of agreements that the IAEA and Regional 
Systems shall participate is rich in details where coordination plays a fundamental role. 
The principle of applying safeguards with efficiency and efficacy, the requirement of both 
countries and agencies to use the minimum effort while applying safeguards and the 
requirement  that each agency should reach its own conclusion, makes coordination 
complex and sometimes difficult. In addition to this the introduction of new technology 
and equipment makes the relationship between the organizations even more complex. 
 
This paper presents a description of the main achievements of coordination activities 
between ABACC and the IAEA in the framework of the Quadripartite Agreement, 
INFCIRC 435, in the last three years. Optimization of inspection effort, establishment of 
inspection procedures in non-usual activities, application of safeguards equipment in a 
joint use basis, coordination of equipment supply and maintenance, and implementation of 
new technology techniques in the field are considered. How inspection activities are 
conducted today and in which way joint inspection activities could be improved in the 
near future is presented. Some views are  also presented about future coordination based 
on the changes necessary for the application of integrated safeguards. 
 
 
INTRODUCTION 
 
The Quadripartite Agreement establishes that  ABACC and the IAEA shall apply nuclear 
safeguards in a cooperative way. In order to obtain the maximum of efficiency and 
effectiveness, using the minimum effort and assuring  independent conclusions from each  
organization,  coordination between ABACC and the IAEA while applying safeguards 
plays a major role. 
 
In the past years a significant effort was made by both Agencies to improve Coordination. 
Many accomplishes were reached in some areas, among which we can list: 
 
a- Documentation framework area: 


- Guidelines for inspection coordination between ABACC and IAEA; 
- Procedures for Common Use of Equipment; 
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- Procedures for special inspections  
 


b- Concept and evaluation area: 
- Participation in special groups concerned with particular installations. 


Development of  safeguards approach and procedures for especial installations; 
- Reclassification of installations by type; 
- Domestic transfer verification approach; 
- Facility Attachment negotiations; 
 


c- Inspection implementation area: 
- Planning of Inspections; 
- Inspections programming avoiding operational conflicts; 
- Optimization of PDI without loosing effectiveness; 
- The application of Joint Use of Equipment in inspections; 
 


d- Technical and operational support area: 
- Planning of equipment acquisition between the Agencies; 
- Comparison of DA analysis results; 
- Joint training of inspector on equipment and procedures applied in inspections; 


 
Most of the items listed above are still under  implementation and some of them will 
remain in “on going” status as long as the Agencies apply safeguards based on the 
Quadripartite Agreement. As long as new subject that may contribute for improving the 
safeguards system it comes as an active item in the coordination agenda. 
 
 
RECENT IMPROVEMENTS 
 
Although a lot of improvement has been made, the application of safeguards in the 
framework of the Quadripartite Agreement still have room for other implementation which 
will improve the efficiency and effectiveness. Recently, more specifically in the last three 
years, many issues were discussed to improve coordination.  Some points are presented 
below.  
 
A - Optimization of inspection effort in all activities. 
 
The main objective is to perform each inspection activity, fulfilling the criteria of both 
agencies, with a minimum effort. To achieve such goal,  many actions were taken: 
 
- Based on the analysis of the facilities or LOFs, considering the type of process in the 


installation and the inventory of nuclear material, both agencies agree on the necessary 
frequency of inspections; 


- Taking into account the complexity and number of activities to be performed in each 
inspection, both agencies agree on the number of inspectors per organization in such 
inspection (PDI); 


- Procedures for special installation or with complex activities are developed together by 
the IAEA and ABACC, avoiding different procedures in  the field; 
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- Implementation of Common Use of Equipment procedure in order to avoid the 
duplication of activities. 


- Coordination of  inspections schedule , considering the agreed PDI, allows the  split  of 
a mission team during the mission; 


 
All actions are taken without loosing the ability for each organization to reach its own 
conclusion on the results of the inspections. Based on such optimizations both agencies 
have saved around one third of inspection effort used at the beginning of implementation 
of the Quadripartite Agreement. 
 
B - Establishment of Joint Inspection Framework. 
 
One of the main objectives behind the Joint Inspection concept is that all inspection 
activities are performed, together by the IAEA and ABACC only once. This  means that 
for every activity to be performed in the presence of inspectors, from  both organizations, 
it should be executed together and the results should be shared. Note that the number of 
inspectors per agency in each activity will be dependent on  the job complexity. Part of 
this concept has already been  implemented, such as  surveillance systems and some 
containment equipment in Common Use. 
 
ABACC and the IAEA have been  negotiating  and preparing the framework for such 
implementation. Among the necessary steps and actions are the following : 
 
- A full implementation Common Use of Equipment, which means to have almost all 


equipment in the field being shared by both Agencies and to have the inspectorates 
personnel trained. Besides the procedures for calibration and service for such 
equipment shall be agreed; 


- An accountancy inspection procedure that allows both agencies to perform the same 
activity in  the field and transfer  data  to the different databases of the organizations; 


- The development of well defined procedures for inspection activities. All 
installations to be inspected must have a detailed procedure for each type of inspection 
and activity in order to permit that the activities to be performed in the field be 
executed only once and fulfill the ABACC/IAEA requirements 


 
Again, all actions are taken without loosing the ability for each organization to reach its 
own conclusion on the results of the inspections. It is also estimated  a significant man 
power saving after the implementation of the Joint Inspection, since today many activities 
are performed at the same time by the IAEA and ABACC. 
 
C - Establishment of the equipment supplying and maintenance. 
 
This is one the coordination improvements between ABACC and the IAEA that is already  
in force. Usually, during the coordination meetings both organizations agree on a long 
term framework -- with the span of around four years --, which equipment will be 
necessary to be supplied, based on the commissioning of new installations, necessary 
replacements and new technology instruments that may replace old ones with better 
performance. After that, the organizations agree on which equipment each agency is going 
to supply. 
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Following the action list, the organization in charge makes a more detailed schedule for 
each equipment to manage its procurement, acquisition, installation and test. In the test 
phase both organizations have the right to participate and the Joint Use Procedure is 
discussed and implemented. 
 
With regard to  maintenance, the organization in charge of the acquisition is also 
responsible for the maintenance in order to keep total control of the equipment 
performance. 
 
Even though sharing the costs of equipment evenly is not a fixed rule, the balance in the 
cost decision is followed between the two organizations. 
 
D - Implementation of new technology techniques 
 
As long as new equipment and services applying new technologies are available for 
safeguards application, the IAEA and ABACC make all the effort to use these new 
devices. In this field we can highlight  the following improvements: 
 
- The application of digital technology in safeguards equipment replacing analogic 


systems, mainly in surveillance, containment and non-destructive verification systems.  
This new equipment usually speeds up field activities and allows an easy exchange of 
data and analysis of results. The back office storage duty is also highly facilitated. 


- The implementation as much as possible of electronic media on interchange of data 
dealing with information, communication and conclusions which flow between 
Agencies and in some cases communication with the States Parties. This requires 
setting systems and procedures among the all parts; 


- The approval and qualification to use new technology systems, such as remote 
monitoring and verification systems with data transmission. These applications usually 
require coordination between the agencies on which data and system states will be 
share, and also the agreement and special requirements from the state in which it is 
applied. 


 
 
NEAR FUTURE IMPROVEMENTS TO BE DEALT WITH 
 
As previously mentioned , improvements in coordination shall be a permanent goal to be 
pursued by both organizations. Nevertheless, we may state some comments on what do we 
expect to be the main effort in the near future. 
 
First, as described in item Joint Inspection Framework, full implementation seams to be 
the more immediate and more rewarding to accomplish. As soon as all the points to 
implement this framework are agreed and put into force, the following benefits may be 
envisaged: 
- safeguards will be applied much more efficiently considering that  that the activities 


will not be duplicated; 
- technical confidence between the inspectors from both organizations will increase, 


allowing an  easy and more friendly relationship in the field. This will, of course, 
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provide space  for more optimization, acting as a feed-back correction of any 
inefficiency. 


 
Second, the organizations have to be prepared to start dealing with the implementation of 
the Additional Protocol, which will soon be in force. In this regard, some challenging 
points arise and the rules are not well defined yet. Some can be selected : 
- the definition of the role of each party in the Additional Protocol. This matter is 


currently under definition at this time , among Brazil, Argentina , the IAEA and 
ABACC; 


- the flow of information among the parties; 
- the new activity that each party has to perform, being in  the office or in the field, 


alone or together; 
- the way  safeguards results are to be presented; 
- new common procedures for the IAEA and ABACC 
 
Coordination on the application of the Additional Protocol will be a big task, with many 
new issues on implementation and operational functioning, which  will surely have 
influence in the traditional or current coordination measures that both organization have 
set up in the last years. Nevertheless, we are confident that the advance in the relationship 
that the organizations have today, not only facilitates the overcome of these new tasks but 
also offers many tools to conduct negotiations and settings of the protocol. 
 
Finally, the preparation of ABACC safeguards system to have some assessment by the 
IAEA auditing should also be considered as a near future task to improve coordination .  
 
 
CONCLUSIONS 
 
Coordination between ABACC and the IAEA is an obligation in the context of the 
Quadripartite Agreement. Since the beginning of safeguards implementation under this 
agreement, both organizations have put a lot of effort to fulfill this requirement. 
 
In the last three years, significant advance was made in the coordination between the 
organizations. The data obtained from safeguards application shows that the safeguards 
are being applied in a more efficient way and manner, keeping high standards of efficacy. 
 
Furthermore, coordination improvement has allowed that both increase the knowledge 
among their safeguards systems. This helps to build confidence between the IAEA and 
ABACC, by promoting a regenerative feedback that makes coordination and safeguards 
application more effective. 
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Abstract 
 
The use of fluorescent uranium x-rays for in-situ safeguards verification of irradiated CANDU fuel bundles is 
described. Room temperature CdZnTe (supergrade) semiconductor detector of low sensitivity coupled to charge 
sensitive pre-amplifier is used. This detector is characterized by moderate resolving power in the low energy 
region around 100 keV. It as such allows the separation of uranium x-rays in the close proximity of tungsten     
x-rays emanating from the shielding/collimator assembly. On account of strong attenuation, the detection of low 
energy x-rays requires the shielding to be of an optimized thickness. Further, in view of high intensity of this 
radiation the use of small volume detector is warranted. In dealing with the subject, this paper therefore presents 
an assessment, not only of the detector but also the shield-collimator assembly for the required verification of 
short cooling time fuel bundles. Results of the associated optimization measurements with respect to collimator 
aperture and detector sensitivity are consequently included. The future course of work from the viewpoint of 
development of a suitable x-ray spectrometer specifically for the purpose of verifying extremely short (< 1 month 
old) cooling time fuel bundles is moreover identified.  
 
    
1. INTRODUCTION 
   
The verification of irradiated CANDU fuel bundles making use of Cs-137 photo-peak (661.6 keV) works well 
when the cooling time of bundles is not too short. With decreasing cooling time and higher gamma field, the   
Cs-137 peak gets lost in the heavy Compton background of gamma rays emitting from short and intermediate 
half-live fission products.  At cooling times as short as a few months, this situation can still be handled making 
use of a good resolution, small volume CdZnTe detector in conjunction with tungsten collimator, provided the 
verification signal is derived from Nb-95/Zr-95 gamma rays instead of Cs-137 [1].   
 
The tungsten shield/collimator for such an application needs to be at least a few centimeters thick.  In some 
cases, the use of thick shielding is, however, neither convenient nor practically possible. An example of such a 
situation is the verification of closely lying irradiated fuel bundles on densely packed storage trays with not 
enough access from the sides. It has been suggested to derive the verification signal in such an eventuality from 
the fluorescent uranium x-rays. These x-rays have the energy of about 100 keV and are absorbed within a few 
millimeters of lead or tungsten. Limited space and high gamma field impose restrictions not only on the 
thickness of shield but also on efficiency of the detector. The demand on significantly low sensitivity requires the 
detectors with small sensitive volume - but still large enough to produce a photo peak at 100 keV to make use of 
intense fluorescent uranium x-rays. 
 
The application of small detectors should in particular be useful for the detection of low energy x-rays (e.g., UK� 
and UK� lines) in the presence of high-energy gamma radiation. The decrease in detector thickness together with 
reduction of its volume leads to lowering of registration efficiency in the high-energy region. The intensity of 
background Compton distribution as a consequence is also decreased. This results in higher peak-to background 
ratio for the low energy lines. 
 
The verification of irradiated fuel bundles on storage trays making use of the fluorescent uranium x-rays is not 
possible in the normal scanning direction facing the bundle end plate. Large attenuation of x-rays through thick 
zircaloy element end-cap (4.7 mm) and bundle end-plate (1.6 mm) makes it an extremely difficult proposition 
not withstanding the fact that the use of heavy tungsten shield introduces its own characteristic fluorescent x-rays 
which reduces the possibility of monitoring the uranium x-rays further still. Having realized that it may not be 
possible to detect the uranium x-rays by placing the detector in front of the bundle end plate, an attempt was 
made to monitor them in a side view arrangement along the bundle length. In such geometry the x-rays have to 
traverse a minimum of water gap and zircaloy sheath thickness of only 0.42 mm. As will be seen, the availability 
of high-resolution miniature CdZnTe (supergrade) detector has made this initially very difficult task a practically 
surmountable reality. 







2.      DESCRIPTION AND CHARACTERISTICS OF DETECTORS USED 


The detection probe was manufactured by the RITEC Ltd. It consisted of a CdZnTe (CZT) hemispherical 
detector coupled to a charge sensitive preamplifier in an integral assembly.  It could be placed in a watertight 
housing and connected to pulse processing/data acquisition equipment through a watertight connector and a 
submarine cable. For irradiated fuel gamma ray spectrometry, these detectors are available in 10 – 60 mm3 
volume. In an environment of extremely high radiation field characteristic of x-rays, these as mentioned above 
are required to have low registration efficiency while preserving their high spectroscopic performance (i.e., 
energy resolution � 10 keV at 661.6 keV; peak-to-Compton ratio � 2.5). Therefore detectors with very small 
volume were needed. Until recently the minimum reachable detector volume was ~1 mm3. The technological 
process for the fabrication of extra small hemispherical detector demanded a high accuracy in planting the 
central and outer electrodes in a small area with very high precision. The fabrication of a detector of still smaller 
volume (~0.44 mm3) that is used for the reported work is therefore a step forward [2]. 


The main aim being to optimize the detector sensitivity for the detection of high intensity uranium x-rays, two 
detectors of widely different response characteristics were tested and utilized for the measurements. Both these 
CdZnTe detectors were of super grade quality and had exceptionally good resolution (5.5 - 8.0 keV at 662 keV 
of Cs137 photo-peak). They respectively had a volume of 1.88 mm3 and 0.44 mm3. As their volumes were in the 
ratio 5:1, they respectively were labeled as (1) SDP 311/Z/20/S/5 and (2) SDP 311/Z/20/S/1. Their respective 
characteristics as certified by the manufacturer are given hereunder in Table-I 
 


Table – I  
Characteristics of X-Ray Detectors Used 


 
Parameters 
 


 
SDP 311/Z/20 S/5 


 
SDP 311/Z/20 S/1 


Basic Dimensions of 
Detector/preamplifier Assembly (mm) 


45 � 24 � 4  45 � 24 � 4 


Detector Volume (mm3) 1.88 0.44 
Operating Voltage (V) 250 100 
FWHM (keV at 662 keV) 5.5 8 
FWTM ( keV at 662 keV) 31.4 20.0 
Peak to Compton Ratio 3.6 1.9 
Peak to Valley Ratio 60.8 23.6 
Recording Sensitivity (mm2)  0.0054 0.0007 
Output Signal Polarity Positive Positive 
 
The detector plate with CZT crystal mounted on it was located below the pre-amplifier plate. The entire 
assembly comprising the detector and the pre-amplifier was enclosed in a rectangular (45 mm � 24 mm � 4mm) 
brass housing. The pre-amplifier coupled to the detector was provided with a connector at the top for detector 
bias/pre-amplifier supply and signal transmission (Fig. 1).  
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Fig. 1  Design Features of CdZnTe (SDP311/Z/20S/1) Detector 


 







3.     TEST SHIELD-COLLIMATOR ASSEMBLY  
 
The detector plate was placed between two blocks of tungsten shield of dimensions (65 mm � 45 mm � 12 mm) 
each of which was lined on the interior with 2 mm thick copper. The block in front was provided with a 5 mm 
diameter collimator. The collimator diameter could be further reduced to 2.5 mm with the help of a tungsten 
insert tube. The detector-preamplifier assembly sandwiched between the blocks of tungsten was positioned 
inside a stainless steel container with the help of a lead cover plate secured by long screws such that the 
collimator was directly in-front the window (0.5 mm thick) provided for in the stainless steel container (Fig. 2). 
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4. MEASUREMENT EQUIPMENT 
 
The measurement equipment comprised the same electronics and mechanical scanning system that has been 
customized for safeguards verification by the IAEA. 
 
4.1 Pulse Processing and Data Acquisition Equipment 
 
�� Spectroscopy Amplifier (TC-244) 
�� NIM/BIN Unit 
�� MMCA model MCA-166 
�� Palmtop Computer (HP-200LX)  / Laptop Computer With WinMCA or WinSCAN Software 


 
4.2     Mechanical Scanning Equipment 
 
�� CANDU Bundle Verifier for Stacks (CBVS) consisting of a mechanical hoist with stepping motor and a 


motor controller.  
 
5. IN-SITU MEASUREMENT GEOMETRY 
 
The reported test measurements were carried out in the available empty space adjacent to the 11th bundle on the 
spent fuel storage tray in a given stack. The available space was 100 mm wide allowing the  95 mm wide test  


Fig. 2   Shield-Collimator Assembly With Embeded       
Detector Inside Stainless Steel Housing 







detector housing to be conveniently inserted into it, leaving a water gap of ~ 5 mm in between the nearest 
element of a bundle and stainless steel window of the container (Fig. 3). In this scanning direction, the x-ray 
attenuation was affected only  by  the following: 


�� Zircaloy Sheath Thickness: 0.419 mm 
�� Water Gap: 5 mm 
�� Stainless Steel Window Thickness: 0.5 mm 
 


 
6. OPTIMIZATION OF COLLIMATOR APERTURE 
 
The tungsten collimator was of 5 mm diameter. There was however a possibility as stated above, to reduce it 
further to 2.5 mm. Measurements were carried out making use of both the collimator sizes to determine the 
suitability of one over the other. A 5 mm thick lead absorber disk was employed between the Cs-137 test source 
and the detector to simulate the response of the detector to uranium x-rays in the presence of tungsten x-rays 
 
It was seen that by reducing the diameter of collimator by half (5 mm to 2.5 mm) the integrated count rate 
decreased by 70%. The 2.5 mm diameter collimator also did not allow the low intensity lead x-rays to be 
appreciated in the background of much more prominent tungsten x-rays. Moreover the larger diameter (5mm) 
collimator offered better peak to Compton ratio for the Cs-137 photo-peak, a feature that could serve as an 
advantage from the viewpoint of the detection of uranium x-rays. The 5 mm diameter collimator was accordingly 
employed for the presented verification measurements.  
 
7. OPTIMIZATION OF DETECTOR SENSITIVITY 


7.1      Measurements With Detector No. 1 (SDP 311/Z/20S/5) 
 
Originally, test measurements were carried out making use of the detector no.1, labeled as SDP 311/Z/20S/5. 
Extensive tests were performed to determine its response to the low energy x-rays, utilizing a strong Cs-137  


Fig. 3   Test Collimator Loaded In-Situ For Measurements 
on KANUPP Irradiated Fuel 







source with a lead absorber insert between the source and tungsten shield/collimator to produce their respective 
fluorescent x-rays. The capability of the detector was finally assessed through the actual in-situ measurements on 
irradiated fuel bundles of varying cooling times. 
 
7.11  Response of Detector (SDP 311/Z/20S/5) to Cs-137 Source with U-Pellet Insert 
 
To determine response of the detector to uranium x-rays in the presence of tungsten x-rays, test measurements 
were carried out with front tungsten shield / collimator removed and a uranium pellet inserted between the      
Cs-137 source and detector. The amplifier (TC-244) pulse shaping time was 1000 ns and counting time 200 s. 
Based on the calibration using 661.62 keV Cs-137 gamma ray. The uranium x-rays were seen at 94.3, 98.2 and 
111.1 keV representing the known x-ray structures as follows: 
 
 


Table – II 
 


Response of Detector SDP 311/Z/20S/5 to Uranium X-Rays (Test Measurements) 
 


 
Uran X-Rays 


 


 
Energy (keV) 


 
Relative Intensity 


 
Lines Observed (keV) 


K�1 98.434 45.1 98.2 
K�2 94.654 28.2 94.3 
K�1 111.298 10.7 111.1 
K�2 114.445 4.15  
K�3 110.421 5.65  
K�4 114.844 0.12  


 
The uranium x-rays were seen to be clearly separated from the tungsten x-rays observed at 58 and 67 keV 
respectively. 
 
7.12  Response of  Detector (SDP 311/Z/20S/5) to Cs-137 Source With Pb Absorber Insert 
 
Although lead was not used in the main shield/collimator assembly, yet interference from its x-rays was studied 
vis-à-vis tungsten x-rays. Test measurements in this case too were conducted with front tungsten shield / 
collimator block removed and inserting a 0.25 inch thick lead disc between the Cs-137 source and the detector. 
The instrument settings remaining the same as in the previous test with U-pellet. It was seen that while 58 keV 
tungsten x-ray was well resolved, the 67 keV line got merged in 73 keV lead x-ray. In addition a lead x-ray at 
84.4 keV could be identified. The two lead x-rays representing the known structure as follows: 
 


Table – III 
 


Response of Detector SDP 311/Z/20S/5 to Lead X-Rays (Test Measurements) 
 


 
Pb X-Rays 


 


 
Energy (keV) 


 
Relative Intensity 


 
Lines Observed (keV) 


K�1 74.969 46.2 73 
K�2 72.805 27.7  
K�1 84.938 10.7 84.4 
K�2 87.300 3.91  
K�3 84.950 5.58  
K�4 87.580 0.09  
K�5 84.470 0.312  


 
7.13   Test to Determine Response of the Detector to an Irradiated Fuel Bundle 
 
Optimization of collimator aperture and response of the detector to different interfering x-rays having been 
carried out, the detector along with its shield/collimator assembly (with 2.5 mm diameter collimator insert 
removed) was loaded into the stainless steel housing. Tests were subsequently carried out in-situ on irradiated  







 
fuel by lowering the housing into the vacant position adjacent to the 11th bundle (HD099C, BU: 105.7 MWh’s, 
Discharge Date: 5 July 1974) on the top most tray (A-82) of the Stack D-9. A count rate of 121459 cps 
(DT=51%) was encountered. Tungsten x-rays as well as Uranium x-rays could be seen. Cs-137 peak was also 
clearly visible with FWHM = 13.9 keV. 
 
7.14    Test to Determine Response of the Detector to the Gap Between Two Bundles 


Having observed the response of detector to 25 year old irradiated fuel bundle at its storage location, the detector 
housing was moved to the water gap  between two fuel bundles. The count rate was found to reduce to 65918 
cps. The tungsten x-rays were seen. Cs-137 peak was also clearly visible with FWHM of 10.1 keV. The uranium 
x-rays as expected disappeared in the water gap.  
 
7.2 Measurements using Detector No. 2  (SDP 311 /Z/20S/1) 


Further tests carried out on irradiated fuel of cooling time shorter than 25 years clearly demonstrated the 
inadequacy of detector no. 1 (SDP 311/Z/20S/5) in coping with the high count rates involved. It accordingly 
became apparent that a detector of still lower sensitivity would be required for the verification of shorter cooling 
time fuel bundles. Further test measurements reported to, here were therefore carried out making use of the 
detector no. 2 (SDP/Z/20/S/1), the spectral performance characteristics of which are compared with those of the 
detector SDP 311/Z/20/S/5 as follows:          
 


Table – IV 


A Comparison of Performance Characteristics of the detectors Used 


Detector Resolution (keV)  at 661 62 keV Integral C/R Relative Efficiency  
 Design Measured (cps) (%) 


 
SDP311/Z/20S/5 


No.1 


 
5.5 


 
7.1 


 
3800 


 
100 


 
SDP311/Z/20S/1  


No. 2 
 


 
8.0 


 
7.4 


 
460 


 
12 


 
The above presented comparison was carried out making use of identical source-detector geometry for both the 
detectors. The amplifier gain was optimized such that Cs-137 photo-peak produced the same pulse height for 
both the detectors. Both the detectors produced a well-defined gaussian photo-peak with a clear escape peak.  
 
In addition to the size of the CZT crystal, the detection probe no. 2 (SDP 311/Z/20S/1) also differed from the 
probe no. 1 (SDP 311/Z/20S/5) in certain other details. While the detector in probe No. 1 was mounted on a 
tungsten base plate, there was no such tungsten shielding around the detector in probe no. 2. Moreover, the 
detector was located 3.5 mm from the base in the probe no. 2 as opposed to a distance of 7 mm in the case of 
probe no. 1. This required a 3.5 mm wide spacer to be placed at the bottom end of the probe no. 2 to ensure that 
the CZT crystal was directly in front of the collimator.  
 
7.21  Test In-Situ on 25 Years Old Fuel Bundles Using Detector No. 2 (SDP 311 / Z/20S/1) 


The measurements using the detector no. 2 (SDP 311/Z/20S/1) were carried out on 25 years old fuel bundle 
(same as for the previous measurements using the detector no. 1). Measurements were repeated with different 
pulse shaping times ranging from 1000 ns to 250 ns. Most optimum results were obtained as shown in Fig. 4 at 
375 ns both from the viewpoint of throughput and resolution at Cs-137 photo-peak energy (661.6 keV). The 
pulse height spectrum at this shaping time clearly identified the uranium x-rays, separated from the tungsten      
x-rays. The encountered count rate in front of the bundle was ~ 40,000 cps. 
 
7.22  Test In-Situ on 1 Year Old Fuel Bundle Using Detector No. 2 (SDP 311 / Z/20S/1) 


Following the detailed measurements on 25 years old fuel bundle, tests were conducted on one-year-old fuel. On 
account of very high count rates in excess of 200,000 cps, measurements were carried out with TC-244 pulse 
shaping time reduced to 250 ns. The pulse height spectra showed clearly separated uranium x-rays from the 
tungsten x-rays (Fig. 5). 







 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


Fig. 4   Effect of Pulse Shaping Time on Resolution and Total Count Rate 
(Measurements In-Situ on 25 Year Old Fuel Bundle) 


 
    
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


Fig. 5   Response of Detector (SDP 311/Z/20S/1) to One Year Old Fuel Bundle   
 


8.     VERIFICATION MEASUREMENTS ON 1 YEAR OLD FUEL BUNDLES 


With the shield collimator assembly loaded in the space adjacent to the 11th fuel bundle on storage tray, the 
measurements were carried out with vertical top to bottom traverse. The SCANDU profile with ROI selected 
around the uranium x-rays clearly identified bundle locations from those of the gaps (Fig. 6) 
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Fig. 6   SCANDU Verification Profile of 1 Year Old Fuel Bundles 
        (Region of Interest Around Uran X-Rays) 


 


9.    OUTLOOK  


It has been shown that irradiated CANDU fuel bundles can be verified using fluorescent uranium x-rays. This 
provides IAEA with a potentially new method, additional to the verification based on fission product gamma 
rays. On account of excessive attenuation suffered by the x-rays in the fuel bundle thick end-cap and end plate, 
this method can not however be utilized in the conventional scanning direction vertical to the bundle end plate. 
The alternate scanning mode vertical to the bundle length although permits x-rays to be seen, allows only a 
single bundle to be scanned per tray in the currently existing storage geometry.  


The tungsten shield collimator assembly used was quite adequate for the reported measurements. The optimum 
collimator diameter was found to be 5 mm. A pulse shaping time of 250 ns gave best results at count rates in 
excess of 200,000 cps. At higher count rates expected from bundles of cooling time less than 1 year, use of still 
smaller volume (< 0.44 mm3) CZT detectors is imperative.  The proposition of inserting detector assembly in the 
narrow horizontal space between adjacent CANDU bundles has its limitations as the measurement conditions 
would be much more difficult. Only a few millimeters of tungsten shielding could be utilized and the count rate 
will register an exponential increase. This would require a further reduction in the detector volume. There is  an 
ultimate limit on that however. Presently, alternative detector options like small silicon detectors and GaAs 
detectors are investigated. 
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Symposium on International Safeguards: Verification and Nuclear Material Security 


SECURITY OF MATERIAL 


 


INTRODUCTION 


From the earliest days of discovery and experimentation with nuclear science, it has 


been clear that nuclear and radioactive materials have held extraordinary potential for being 


of great benefit to humankind, as well as for causing significant harm. The production of 


nuclear energy, the use of radiation to fight diseases, the use of radioactive isotopes on 


industrial applications is good examples. However, fissile material is also the main ingredient 


in a nuclear weapon or nuclear explosive devise. States parties to the Non-Proliferation 


Treaty (NPT) have recognized this and Non-nuclear Weapon States parties to the NPT have 


obliged themselves to only use nuclear material for peaceful purposes.  


Notwithstanding all benefits nuclear energy brings to mankind, and even when States 


honour their non-proliferation obligations, nuclear material, nuclear facilities and indeed 


other radioactive materials may also be subject to theft, illicit trafficking and sabotage. States 


have always been aware of this possibility. However, it has long been looked upon as 


primarily a national security concern, with no regional or international dimension. 


Consequently, to meet the threat from subnational groups, be it terrorist or criminal was a 


matter for the State alone. One exception was recognized – the international transfer of 


nuclear material. This recognition surfaced in the negotiations and agreement on the 


Convention on the Physical Protection of Nuclear Material, which came into force in 1987. 


For the same reason, however, the mandatory obligations of the Convention are extended 


only to nuclear material in international nuclear transport. For nuclear material in domestic 


use, storage and transport, there are no such obligations. On the other hand, the Convention 


makes punishable, wherever they occur; criminal acts involving nuclear material. Up to the 


beginning of the 1990’s, the Agency’s programmes did not include physical protection or any 


other security related activity.  


A first substantial change to this situation occurred in the first years of 1990’s, which 


revealed an alarming, and increasing, number cases of illicit trafficking. Nuclear material, 
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also in quantities of concern, appeared in smuggling. So did also other radioactive materials, 


sometimes in the form of strong radioactive sources. The international community became 


concerned and this concern triggered a reaction, in 1994, IAEA General Conference to 


request the Director General to strengthen the Agency’s activities against illicit trafficking in 


nuclear and other radioactive materials. The IAEA Board of Governors in March 1995 


approved a first set of such activities. For the Agency’s programme for the 1997-1998 period, 


a dedicated programme “Security of Material” was established. Since then, the programme 


has further evolved, and for the next budget period, 2002-2003, a revised programme has 


been approved by the Board of Governors and the General Conference. Already at that time, a 


much expanded programme was projected, subject to available resources. 


  


THREATS AND RISKS  


Up to September 11, the nuclear threat was recognized, but not as a top-priority. It 


was, somehow, guided by an understanding that even terrorists had limits in pursuing their 


terror. The events of September 11 have changed that perception drastically. We can no 


longer assume that nuclear material, or other radioactive materials, or nuclear facilities are 


immune to terrorist attacks and we can no longer disregard the global dimension of any act of 


nuclear terrorism.  


Now is not a time for complacency. We must address all dimensions of nuclear 


security and in all nuclear applications, recognizing that  


�� there is a wide spectrum of potential risks;  


�� there are different security risks when looking at States as compared with the sub-national 


level, exercised by individuals or groups of criminals or terrorists,  


�� the risks are associated with different consequences, which warrants a graded approach to 


meeting the risk of malevolent actions and that the range of consequences includes 


nuclear weapon proliferation, radiological contamination and environmental damage. 


In response to the request by the General Conference this year to the Director General, we 


are now in the process of thoroughly reviewing the activities and programmes of the Agency 


with a view to strengthening its work relevant to preventing acts of terrorism involving 


nuclear materials and other radioactive materials.  
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The special session on Friday will give you more details, today, I will limit my 


presentation to some fundamental elements of the IAEA Programme Security of Material. 


IAEA PROGRAMME SECURITY OF MATERIAL 


IAEA Major Programme 4, Nuclear Verification and Security of Material consists of 


two programmes: Safeguards and Security of Material; two pillars in preventing nuclear 


terrorism. The Safeguards programme contributes to preventing nuclear proliferation by 


States and provides incentives for States to establish proper accounting and control of nuclear 


material. The verification performed under this programme deters diversion by States of 


nuclear material and provides for the early detection of theft of nuclear material.  


While the Safeguards programme responds to legal commitments, the Security of 


Material programme addresses sub-national; terrorist or criminal, threat to non-proliferation 


and illegal activities involving nuclear and other radioactive materials, e.g. illicit trafficking. 


The main output of the Security of Material programme as it is stated in the Blue Book is to 


obtain “increased awareness and capabilities in Member States to prevent the sub-national; 


terrorist or criminal, uses of nuclear and other radioactive materials”. The programme 


contains activities aimed at fostering information exchange, further developing and improving 


internationally accepted standards and to provide guidance, expert advice and other assistance 


to Member States in their application of these standards. 


The Security of Material Programme is structured according to objectives, which 


provides a convenient framework for new projects and activities. While the Programme 


underpins a comprehensive approach to preventing theft and sabotage of nuclear material, or 


nuclear installations it is recognized that the security of radiation sources, the design and 


safety functions of nuclear installations and emergency response plans are vital components 


of nuclear security. A close co-ordination and communication among all disciplines is 


fundamental to an effective nuclear security programme.  


 


The following important elements of the programme may be recognized: 


 


 


 


 







- 4 - 


Physical Security 


 The Agency will continue its efforts to strengthening the physical protection regime, 


by actively supporting the work related to the Convention on the Physical Protection of 


Nuclear Material, the implementation in all States of the Security Fundamentals and 


maintaining up to date, INFCIRC/225/Rev. 4.  


A core activitiey in the programme is the evaluation service International Physical 


Protection Advisory Service (IPPAS), which is offered to States upon request.  


Firstly, to improve nuclear security, a much higher number of IPPAS missions would 


directly contribute to that objective. In the following, we will also develop and offer more in-


depth services related to physical and other security functions.  


 The implementation of IPPAS recommendations is vital for better protection of 


nuclear facilities against acts of terrorism. Resources available in Member States and to the 


Agency should be co-ordinated to benefit, most effectively and efficiently, the needed 


improvements at nuclear facilities in other Member States.  


 Thirdly, the training on physical protection must continue and the training programme 


strengthened. Up to now, about 1,000 staff in Member States have been trained, and the need 


for additional training is growing. A well focused training programme, available to Member 


States, increases awareness for the need to protect nuclear material and facilities and 


promotes high standards of physical protection systems in the States. 


  


Nuclear Material Accounting and Control 


The accounting and control of nuclear material in all applications is fundamental to a 


comprehensive security system. The keeping of records of nuclear material inventory, 


transactions, losses etc. is a necessary support to physical protection and export control. They 


are also needed to generate the reports that will enable States to fulfill undertakings made in 


safeguards agreements. An effective system of accounting and control, at the faclity level, 


will deter theft and will undoubtedly help the early detection of any theft, should it occur.  


Based on the Programme for 2002-2003, the Agency will continue and enhance the 


work relating to nuclear material control systems in Member States. In addition to providing 


new, updated, norms and guides, the Agency will also provide technical advice, training and 
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other guidance to States in establishing the necessary systems at both the State and the facility 


levels. Particular attention will be given to arrangements for non-destructive as well as 


destructive measurements and the administrative systems required.   


A training programme that addresses SSAC relevant issues, at State and facility levels 


will continue to be important.  


Detection of And Response to Illegal Activities Involving Nuclear and Other Radioactive 


Materials 


We must also be prepared if the preventive measure should fail. Effective measures to 


detect and respond to thefts of nuclear and other radioactive materials must be in place. 


Officers at borders and in other law enforcement authorities depend on having available 


adequate knowledge, equipment and instructions for taking the correct actions, should the 


need arise.  


The Agency’s programme includes the development of internationally accepted norms 


and guides for this purpose. Through experience gained we know that improved, user-friendly 


equipment for detection is needed. During the next programme period, the Agency will offer 


several new services, establish a network of laboratories, capable of performing sophisticated 


analysis of material seized in trafficking.  


Customs and law enforcement officers are, in the majority of cases, not trained in the 


detection of radioactive materials. The Agency will continue to offer training possibilities, 


and develop new training as needed, and to develop the comprehensive approach to detection 


and response.  
 


Exchange of Information on Nuclear Security – Illicit Trafficking Database Programme 


An area of focus for the Agency has been to facilitate the exchange of information 


between States on the illicit trafficking. About 70 States participate in the Illicit Trafficking 


Database Programme, which was established in 1993. This system of exchanging information 


in the illicit trafficking area has been exceptionally successful. However, it needs to be 


improved in order to meet the needs of States and to meet the new needs for information 


exchange in the area of nuclear security. 
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Collectively, we need an increased awareness and understanding of threats to nuclear 


security, including cases of theft, sabotage and illicit trafficking to effectively target and 


define weaknesses in the prevention of nuclear terrorism and to identify improvements in the 


relevant systems. For this purpose we must implement a much better system for collecting, 


disseminating, and evaluating information on specific incidents and back-ground facts and 


enhance the exchange of information exchange among States. The analytical output will assist 


States and the Agency in planning and prioritizing their protection, detection and response 


strategies. 


In expanding this activity, we will establish improved mechanisms for consultation 


with Member States and other international organizations regarding the collection and 


analysis of information and for the output of the system.  


I wish to take this opportunity to underline the importance we assign to maintaining 


information security. We are increasingly aware of this in these new circumstances. All 


security related information is maintained as safeguards confidential and any information 


related to any security system in a State is handled as highly sensitive information, shared by a 


very limited number of persons based on a strict need to know basis. 


INTERNATIONAL CO-OPERATION ON NUCLEAR SECURITY  


Much of the effectiveness in preventing nuclear terrorism depends on adequate co-


operation and co-ordination among States and international organizations. The Agency aims 


promotes such international co-operation, including with other international organizations. 


Arrangements for co-operation may facilitate the exchange of information and the 


implementation of joint activities and the Agency will seek to establish the necessary 


framework. This may be particularly useful with Interpol, the UN Terrorism Prevention 


Branch and the UN DDA in New York. 


CONCLUSION 


For many States, some of the elements of a viable national system for the security of 


nuclear and radioactive material already exist. They may be in place as part of the State’s 


safeguards undertakings, or as a result of the State’s being party to the Convention on the 


Physical Protection of Nuclear Material. Where already in place, these elements can work 
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together to serve multiple purposes, thereby leveraging the resources devoted by the State to 


obtain an effective nuclear security system. 


The International Atomic Energy Agency can be of service to a State that is seeking to 


upgrade its security measures for nuclear and radioactive material — through the transfer of 


technology, exchange of information, assistance and training in the implementation of 


internationally accepted standards, and help with regional co-operation. An important 


component of our efforts has been to work in close association with responsible national and 


international authorities, including customs and law enforcement organizations, to share best 


practices and conduct assistance visits.  


Looking towards the future, it is clear that broad international co-operation will be 


needed to upgrade security measures, to improve capabilities for intercepting and responding 


to illicit trafficking, and to enhance the protection of facilities against terrorism and sabotage. 


It will be a difficult challenge for States and for the Agency to consolidate all these measures 


into an integrated, efficient system, thereby ensuring that the security of nuclear and other 


radioactive material is woven into the infrastructure of nuclear safety and security, thus 


making it much more difficult for anyone to perform an act of nuclear terrorism.  
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Prevention of Illicit Trafficking of Nuclear Material and Radioactive Sources 
 


 
                 Kravchenko N.E. – deputy head of the Department of special equipment 
                                                 and automation of customs technologies,  
                                                 chief of the service of customs control for fissionable  
                                                 and radioactive materials (CCFRM) of  
                                                  SCC of Russian Federation 
 
         For over six years the customs service of Russian Federation has been dealing with 
the new problem of preventing the illicit trafficking of FRM (fissionable and radioactive 
material) through the customs. This retaliatory measure of Russian government was 
undertaken after the incident with plutonium at the Munich airport in 1994. 
 


This new function is realized by solving two principal tasks: 
 


1. Detection at the checkpoints of persons, goods, or means of transportation containing 
illegally transported FRM. 


2. Organization of customs procedures and customs controls for FRM (export, import, 
and transit) in order to prevent FRM smuggling by their replacing or trafficking in 
quantities not corresponding to that declared on the state customs declaration. 


 
It would be impossible to fulfill these goals without specially designed technical means of 
detection and identification of FRM for customs control and without trained customs 
officers. 
 


Efficiency of activity. 
 


   The number of cases of illicit trafficking of goods with elevated content of ionizing 
radiation and FRM that were prevented has increased 100 times in 2000 compared to 
1995. This is not due to a sharp increase in illicit trafficking in 2000, but to the efficiency 
of the Russian customs service:  


 
80% is due to primary detection by technical means, and 


     80% of the detected cases of illicit trafficking are from the importation of goods into 
the Russian Federation and transit through its territory. 


 
Principal directions in the organization of radiation control (RC). 


Illustrated with an example of Sheremetievo customs. 
(task 1) 


 
These tasks are fulfilled in the following organizational and technical directions: 
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а) Organizational measures 
 
    At the Sheremetievo customs, a department has been formed to incorporate 


personnel specially instructed in radiation control and trained to work with radiometric and 
spectrometric equipment. These specialists form part of the duty shifts, which are involved 
with customs procedures and customs control. They provide constant radiation control of 
passengers, their luggage, transportation means and goods crossing the border of the state. 
The round-the-clock work of our specialists allows the         
quick and skillful adoption of measures for localization of the detected radiation source 
and to avoid its direct contact with customs officers, personnel of the airport, and 
passengers. 
 


b) Technical measures 
 
   These measures comprise equipment and application in the routine activities of using 


technical means for radiation monitoring which may be divided into three groups: 
 


- stationary systems for initial radiation monitoring (SSIRC); 
- hand-held instruments for additional RM; 
- spectrometric equipment to monitor legally transported FRM. 
           


Description of the algorithm of customs control for fissionable and radioactive 
materials (CCFRM) 


 
           The applied algorithm of customs control for fissionable and radioactive materials 
consists of three stages: 
            
        STAGE I – the stage of initial radiation monitoring – is provided by the stationary 
“Yantar” FRM detection customs systems installed on the line of customs control near the 
x-ray checking equipment (XCE). This system operates in a continuous automatic mode 
and is adjusted to the other elements of the customs control system. This layout ensures a 
total RM of all the objects crossing the customs border and permits the customs officers to 
quickly locate a radiation source among all of the passengers and cargoes. When the 
“Yantar” system comes into action, the customs formalities for the suspect passenger are 
suspended and our officer starts the second stage of radiation monitoring. 
          It should be noted that one of the features of the first stage of radiation monitoring is 
a video recording of a radiation source with video cameras, situated on the pillars of the 
“Yantar” system. The video recording is performed automatically once the system is 
activated, and an image is printed. This photograph (where a monitor number, date and 
time of event are fixed) may be used, if necessary, in the subsequent prosecution of the 
transgressor of the law. 
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           STAGE II  - the stage of additional RM – is performed by our officer with the use 
of hand-held instruments and comprises the solution of the following problems: 
 
- finding the reason for SSIRC activation; 
- search and localization of the radiation source in the luggage of a passenger; 
- measuring the maximum level of the dose rate on the surface of the luggage and 


evaluation of the situation from the point of view of radiation danger for the 
surrounding people; 


- monitoring to find out whether there is surface radiation contamination of the 
passenger’s luggage; and 


- primary identification of the located radiation source. 
 
          Additional radiation monitoring starts with interrogating the passenger if he/she is 
hand-carrying radiation sources in his/her luggage. If the answer is negative, our officer 
starts the above-described procedure. If a radiation source is found in the luggage of the 
passenger, his passport data are written down, a record of violation of customs regulations 
is issued based on the data of radiation monitoring, a record of radiation source detention 
is made, and the source is placed for temporary storage in the radioactive cargo 
warehouse.  
          To ensure the safety of customs personnel and passengers further radiation 
monitoring of the objects is performed in specially equipped booths situated apart from the 
normal passenger passageways. 
 
           STAGE III – the stage of thorough radiation examination – is carried out by the 
expert organizations accredited in this field in order to obtain a decision about the detected 
radiation source. 


Basing on the results of the examination, the expert must conclude if the found 
radiation source is a radioactive material. A basic guideline in deciding if a material is 
radioactive is that it exceeds the specific radioactivity value equal to 74 Bq/g that is stated 
in the Commodity classification for foreign trade activity (Cusfoms Tariff Nomenelature) 
for goods in section 2844. This criterion complies with the international requirements and 
agrees with the classification of these goods applied in foreign trade. The results of this 
stage are used in legal procedures during the investigations of such a violation of 
regulations. 
        It should be pointed out that together with actual radiation sources (such as various 
objects, currency, etc.), many passengers are detected as carrying radioactive material who 
had previously received treatment with radioactive medicine in clinics. We regard these 
biological radiation objects as one of the potential ways for smuggling FRM. Therefore, an 
additional control for this category of passengers is performed using a special method, 
which includes checking of a certificate testifying that such medical treatment was 
performed and carrying out measurement of the dose rate over the whole surface of the 
body as well as in the region of the affected organ. No restrictions are imposed on those 
passengers and the control procedure is carried out in special booths politely and rather 
quickly. Personal search of such passengers is rarely performed and only if there are 
enough reasons to do so. 
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       The above-described method is applied for solving the first task. 
 
   The second aim of my talk is to outline the problem of how to prevent smuggling 


during legal (export, import) transportation of FRM. Unfortunately, such cases are known 
in the customs service of Russia and other countries. The fact is that the lack of methods 
for such control in the customs services of most countries makes the threat of this type 
smuggling a reality. It is practically unpunished and, moreover, very difficult to detect. 
Customs services are directly responsible for that. 


 
   The following arguments confirm the above conclusion: 
 
1. National bodies competent in the field of nuclear safety are responsible only for the 


observance of conditions of safe transportation of FRM. During export (import) the 
check of correspondence of the data declared in customs declaration to the actually 
transported FRM is a function of customs services all over the world. This control 
function starts after the registration of customs declaration. 


2. When declared to customs, goods (FRM) are located within a special container 
(thus making it impossible to see it or make a count). Dosimeters only determine the 
transportation safety level. 


3. At present, the role of customs in controlling exports in many countries is confined 
just to checking the documents (licenses and declarations) and is effective only with 
those recipients (senders) who observe the law. Instrument control is practically 
absent. 


4. It is useless to fight this type of smuggling using technical equipment (stationary 
and hand-held) installed at the border checkpoints. Only the presence of radiation 
can be detected by technical means (without identification). The document is 
presented that the passenger is transporting any nuclear or radioactive material and 
customs often lets such goods pass. 


Other means and other organizational methods are needed. 
 


 
Russian experience in this problem and its practical efficiency. 


 
       First of all, let me touch on the control instrument. The gamma-spectrometer with a 
high-purity germanium detector СКС-50 has been developed and used for over four 
years. The gamma-spectrometer can measure the amount of gamma-radiation without 
opening a container and can determine:  
1) a particular radioactive material and its amount; 
2) uranium enrichment by U-235; 
3) percent of Pu-239 in plutonium, 
 
i.e., verifying the data declared during the export. 


This spectrometer differs from those known in the world by the fact that it has a 
database for all the containers certified in Russia for the transportation of FRM 
(construction material, thickness) and, thus, its software performs the measurements taking 
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into account the absorption of gamma-measurement by certain materials. The program is 
as simple as that – the customs officer carrying out the check does not need to analyze the 
spectrum visually. 
 


And now about the organization and methods of this control. 
Tasks:  
- to reduce to a minimum the number of these rather expensive spectrometers; 
- to minimize the number of trained customs officers; 


 
In the Russian Federation, the right to operate legally with FRM was granted to 18 


customs checkpoints. The control algorithm is shown in two schemes (export and import), 
Figs. 1.3.2 and 1.3.3. 


 
Efficiency. 


 
    In 2000, 30% from all cases of violations of the rules were revealed during the legal 


export and import of FRM. 
Examples: in 1999, the industrial enterprise “Mayak” was transporting Pu-239 for 


scientific purposes without a license, in 2001 (February-March) two containers arrived 
airborne from the other country at customs of Ekaterinburg. It was stated in the 
accompanying documents that the containers were empty. Using the spectrometer, Russian 
customs has detected iridium-192 in one of the containers. The case is being investigated 
and the customs service of the sender’s country was informed. 


 
Problems and suggestions. 


 
  IAEA provides a great amount of help to customs and frontier services. Two technical 


documents have been prepared: on detection and reaction. 
     There exists a problem, however, and it would be appropriate if an organization like 
IAEA could contribute to its solution. 
      The problem is identification of the detected ionizing radiation sources using the 
methods of non-destructive control under the conditions of customs control. 
       The problem has two aspects: 


 
1. Primary identification (nuclear materials, industrial isotopes, medical isotopes, 


naturally occurring radioactive materials) at the border checkpoint. 
2. Identification and determination of the quantity characteristics of radioactive goods 


transported in the known container (export, import). 
 


These two aspects were not specifically presented in the IAEA technical document 
“Illicit trafficking of radiation materials, prevention, detection, and reaction” and 
require additional work in the following directions: 


1. Testing gamma-spectrometers from different manufacturers to evaluate the possibility 
of their use for customs purposes.  
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2. Creation of a database of special containers for transporting nuclear and radiation 
materials. The electronic version of this database is necessary (name, wall thickness, 
construction material, recommended measurement point), which could be used in any 
gamma-spectrometer operated for customs purposes and adapted to the software. 


3. Consider the possibility of using alternative detectors in place of the HPG detector to 
avoid the use of liquid nitrogen. 


4. Certification of methods for measuring quantitative characteristics of FRM contained 
in the known container. 


 
Realization of these problems would help the customs service make customs control 


for FRM more effective and to prevent the smuggling of such materials. 
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IAEA, Safeguards Analytical Laboratory (SAL), Seibersdorf 
 
 


ABSTRACT 
 
In the year 2000, SAL’s quality management system was certified for conforming with the requirements 
of the international standard ISO-9002:1994. The certification incurred considerable efforts, both in 
manpower and capital investments. The expected benefits of a formal quality management system do not 
directly target the correctness and reliability of analytical results. SAL believes that it was already 
performing well in this respect, even before re-shaping its quality system according to the reference 
model. Systematic QA and QC procedures have been applied since the begin of SAL’s operations in the 
mid-70’s. The management framework specified in ISO-9002:1994 complements these technical 
measures. Besides its value of being internationally recognized and thus enhancing perhaps the credibility 
in the quality of SAL’s services, the quality management system in this form provides additional 
advantages for the customer of the services of SAL, i.e. the Department of Safeguards of the IAEA, but 
also for the control and management of SAL’s internal “business” processes. The paper discusses if these 
expected additional benefits are indeed obtained and whether or not their value is in balance with 
operational and initial investment costs. 
 
 


Introduction 
 
The IAEA Safeguards Analytical Laboratory (SAL) represents an important part of the 


IAEA Safeguards system by providing analytical and other laboratory services to the Department 
of Safeguards. To some extent, the validity of Safeguards Statements relies directly on SAL 
provided analytical results. It is therefore essential that the SAL assures the certainty of its 
analytical results and is able to demonstrate their quality to the IAEA management, the member 
states and the international community at large. Consequently, SAL already had a well established 
quality control and quality assurance system in operation for many years. It could be argued, that 
the effort of establishing and certifying a formal quality system would be of minimal value in 
such a situation, particularly in SAL’s case, where there is no direct “commercial” benefit from 
owing a certificate. 


The work towards ISO-9002:1994 certification commenced at SAL when a general 
quality initiative was launched within the Division of Agency’s Laboratories, Department of 
Nuclear Sciences and Applications (NAAL) of the IAEA. When SAL decided to strive for 
certification of its quality system, this was also intended to serve as sort of pilot project within the 
division. Prior to the final decision, an extensive gap analysis and feasibility study were carried 
out with the help of external consultant services provided through the US Support Program. It 
was found that a considerable, but manageable, effort was needed for re-shaping SAL’s quality 
systems to conform with the requirements of the ISO-9002:1994 standard model. 


Finally, the management of SAL decided to implement a formal quality system, 
primarily to realise additional benefits, that may not be obvious, e.g., managed and defined 
mechanism for the early detection and handling of potential problems, a reduction in the number 
of repeat analyses, greater reliability and transparency in the operation of the destructive analyses 
system of the IAEA and continued recognition of the high professional standard maintained at 
SAL. 
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Above all, ISO 9002 is a management system. As such, it is a tool supporting SAL 
management in their work within the laboratory, particularly through features such as: 


�� providing a consistently structured management framework for all quality related 
activities 


�� implementing a well proven and recognized model 
�� unbiased assessments through regular independent third-party audits 
�� gaining credibility and recognition by customer 
�� utilization of the document system as tool for knowledge preservation 


 
 


Principles 
 
Process orientation. 
The quality of the deliverable product of an analytical laboratory – data on unknown 


samples – can not be directly determined unlike physical characteristics, e.g. the length of bolts. 
By definition, the “true value”, required as reference for judging of the correctness of an 
analytical result, is unknown for real samples. Known control samples are only a mediate 
reference; besides limitations with respect to the comparability of the control sample material and 
industrial sample materials, control sample results are only conclusive if they stem from the same 
and stable measurement process. Provable process stability requires of course processes which are 
defined, described and controlled. An additional advantage of well-defined processes with known 
stability characteristics arises from the possibility to identify the appropriate placement of 
inspections (where and when) more precisely; in several cases, this allowed a reduction of the 
frequency of control sample analyses. 


Process modeling and control was therefore one of the major design issues when 
developing SAL’s quality system. The analysis and description of workflow processes was based 
on a generic laboratory business model, shown in Figure 1. 


Each of the activity boxes in the diagram of Figure 1 can be drilled down to workflow 
processes (and similar diagrams) within their particular scope. These specific workflow models 
were developed at different levels of detail, reflected respectively at different levels of the 
document system hierarchy. Process models for the two major categories of samples analyzed at 
SAL, nuclear material samples and environmental samples, are described in the top-level 
document, the SAL Quality Manual. They define procedures for clarifying the analytical 
requirements prior to (destructive) analysis, procedures for the receipt, handling and storage of 
samples, and procedures for the internal management of sample and data processing. Technical 
procedures and working instructions specify further details for each process step down to the 
workbench level. 


 
Layered structure. 
Quality control (QC) and quality assurance (QA) where already well established in 


SAL’s quality system prior to ISO-9002:1994 certification. The gap analysis revealed little need 
to modify these components at the technical level. It was therefore possible to build on existing 
foundation components, a process that can also be regarded as natural development towards a 
more mature organization. This view is depicted in Figure 2. 
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Figure 1  -  Generic laboratory workflow process model 
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Figure2 – Layer and development model of SAL quality system 
The ordinate shows the most important system feature added to the system during the 
major development steps. The abscissa indicates increasing levels of system maturity. 
The current ISO-9002:1994 conformant stage represents an established management 
system. In the initial stage, the delivered product may or may not be of high quality, 
depending on the engagement of individual persons. In the repeatable stage, quality can 
be produced in a predictable manner, based on existing procedures and processes. In the 
managed stage, quality can be ensured also for future activities. 
The model has been developed in very loose analogy to the “Capability Maturity 
Model” of the Software Engineering Institute of the Carnegie Mellon University. 
(http://www.sei.cmu.edu/cmm/cmms/cmms.html).  
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The major task was therefore to implement – in a consistent manner – management 
elements around the existing quality system, such as 


�� regular review of quality policies, objectives and goals; quality planning 
�� internal quality auditing 
�� contract review 
�� training and qualification of personnel 
�� handling of customer complaints, and corrective & preventive actions 


This does not indicate that these activities were not performed at SAL before. The issue was to 
get these beforehand loosely connected activities under a common umbrella. The various 
elements of the resulting quality system can be decomposed into three major categories, 
according to Figure 3. 
 


Quality 
System


Management 
System


Technical 
System


Administrative 
Components


Figure 3  -  Decomposition of SAL Quality System 
 
The management system and the technical system contain the substantial elements, 


which have direct impact on the quality of the products and services rendered by the laboratory. 
The administrative components are the “glue” between the distinct elements within the two 
categories and between the two systems. The administrative components are also required to 
generate the documentary evidence proving that required activities have been performed. 


The integration of technical issues and management tasks into a common quality system 
enforced the coherence between the two worlds, “outside” and “inside” the laboratory and ensures 
the direct involvement of the management in all quality related issues. 
 


Document control. 
As one of the most important elements of the model system, SAL wanted to utilise 


administrative effort to achieve additional benefits, i.e.: 
�� minimise the gap between description and practices 
�� reduce the drain of knowledge from replacing experienced personnel, through natural 


wastage, rotation policy etc. 
 
The SAL document control system consists of procedures for document and data 


approval and issue (including changes) and, as far as possible, follows a standardised system. 
SAL maintains a four level document control system for its quality documentation and data, 
including applicable IAEA, industrial and nuclear safety standards. To the maximum extent 
possible, the system utilises electronic media and backup hard copies for the requisite documents 
and data. Documents, data and records on electronic media are subject to the same document 
control requirements as those on paper. 
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The four level system is structured as follows: 
1.  Quality Manual; 
2.  Procedures; 
3.  Working Instructions, Forms; 
4.  Quality Records. 
 
In particular, all documents are controlled by a central document co-ordination office. 


The SAL Document Controller maintains the Master List of SAL Quality Documentation and 
ensures the following: 


�� distribution of current and approved documents to users at appropriate locations; 
�� withdrawal of obsolete documents from points of use and from any stock of active 


documents; segregation and/or disposal of obsolete documents, respectively their 
clear identification in case of archive copies, to prevent any unintended use of 
obsolete documentation. 


In order to facilitate the control of documents, each document carries initiator and 
approval authority signatures and effective dates. Each level can be approved at a lower level 
within the management system, e.g. Level 1 - Head SAL; Level 2 - Unit Head; Level 3 - 
Supervisor; Level 4 - Technician. 
 
 


RESULTS AND EXPERIENCES 
 


As a result of the implementation of the Quality System at SAL, the following areas have 
undergone significant improvement. 


�� Communication. There is now more regular scheduled communication. 
Additionally, regular quality audits review and maintain the quality system and 
ensure a stage of continuous development. In particular the following regular 
practices have been adopted: 
a. weekly meetings – a system of regular work review and planning meetings 


which also act as a central hub for the resolution of “problems” (Corrective 
Actions and Customer Complaints); 


b. quarterly internal quality audits – although these are quality system oriented 
with the aims of identifying the status of the quality system implementation and 
identifying areas for improvement, they also aid in maintaining quality 
awareness among the laboratory personnel; 


c. management reviews – these three monthly review meetings are policy oriented 
and set targets and determine the overall direction of the quality system; 


d. third-party audit - this is an annual event that acts as an independent check on 
SAL’s quality system , and triggers also refreshment of such good practices that 
may have denigrated during the previous year. 


�� Management. Quality Assurance is, by its very nature, a management tool. The 
principles of quality assurance and the strive for continuous improvement represent 
a guiding working principle that is now anchored in the daily practice throughout the 
technical workforce. 
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�� Technical Competence. Although this is not the direct aim of ISO-9002:1994 
requirements (a fact which is often criticized), SAL’s intention was to maintain a 
strong focus on technical and operational issues. We believe that a quality system is 
of limited practical relevance, if it does not also target directly at the core activities 
of an organization. Without this, the system would be just a bureaucratic 
administrative burden, usable perhaps for promotional purposes (which is not 
entirely impossible within the ISO-9000 system). Managed quality for new technical 
tasks was particularly important, because the profile of services rendered by SAL 
has changed considerably during the recent years with upcoming new Safeguard’s 
approaches, such as environmental monitoring, the inauguration of SAL’s Clean 
Room facilities and an increasing number of “special requests” and exotic sample 
materials. It was therefore prudent to implement systems for the development of 
new method protocols, the validation and qualification of techniques, and generic 
procedures for using ad-hoc developed analytical methods. 


�� Quality Culture. the application of a consistent quality management model for 
rather diverse activities, such as procurement, quality control and handling of 
customer complaints, fosters establishing a generic quality culture on which future 
developments can rely. 


�� Management of Safety. SAL has now started to revise its safety documentation 
using the document control system developed for its quality system. Many of the 
safety related documents, e.g. the relevant Technical Agreements with the Austrian 
Government and associated Safety Cases (Safety Analytical Reports), are high level 
documents that must be co-ordinated within the Division of Agency’s Laboratories 
itself, and SALs Quality expertise and initiative in incorporation of specific safety 
related procedures within its quality system are leading towards a standardised 
approach. 


 
FACTORS INFLUENCING THE IMPLEMENTATION OF ISO 9002  


 
Success Factors. 
The implementation and certification of SAL’s Quality System was not without 


challenges. Indeed, many of the problems faced by SAL were endemic to any organisation 
implementing such a system.  


 
For a quality initiative to be successful it has to evolve simultaneously from both the top 


down and bottom up. It is essential to receive top management support for the activities. SAL was 
fortunate in that the previous and current Laboratory Heads both fully supported (as seen in the 
minutes of the Quality Management Review Meetings) the target of certification. In addition, a 
quality initiative was taken by the division in general, and this meant that all of NAAL was 
undergoing training and education in Quality Assurance. At SAL, a Quality Manager was 
appointed and received support from both SAL management and the workforce. In addition, 87 % 
of SAL’s professional workforce was replaced between 1997 and 2000, many of the incomers 
coming from quality assurance backgrounds and also fully supportive of the initiative. At the start 
of the project, SAL already had a solid grounding in Quality Control and the pride of the 
workforce in the quality of the work, coupled with training and education seminars meant that the 
project was successful.  


 







7 


With the influx of so many new professional staff members, skills learned in auditing 
prior to joining the IAEA meant that internal audits, when eventually implemented, could be 
quickly and efficiently carried out. In addition, such skills were used to train staff members as 
‘internal audit assistants’, prior to more formal training to enable the workload on the auditing of 
SAL’s operations to be shared. 


 
Lessons Learned. 
 


�� For a quality system to be self-sustaining, Internal Audits have to be regularly carried out. In 
general, an organisation will start to audit itself towards the end of the implementation phase 
of the project. So it was with SAL. However, the belief held by the Quality Management 
Team (executive managers and QA Manager) is that, were the internal audits implemented at 
an earlier stage, the development of the quality system would have been much faster. A 
tentative quality manual is needed as reference for auditing. This preliminary version of the 
document should be oriented on current practices rather than on manager’s wish-lists. The 
value of internal audits at an early stage (and therefore –  in the beginning – not yet fulfilling 
the standard requirements) is three-fold: 


�� in the beginning, audits serve also the purpose of status-quo assessments and their 
results are therefore a measure for the progress of the project 


�� auditors promulgate the message that the project is alive and refresh thereby the 
general awareness 


�� the staff needs to get acquainted with this initially “strange” type of exercise (in a 
small organization, colleagues visit their everyday peers and ask them questions, the 
answer to which they presumably know themselves – let surprise yourself how many 
undiscovered treasures there are) 


�� Top management support is essential for a quality system to be perpetuated. However, the 
definition of ‘support’ is not clear. In SAL’s case, the top management support was best 
illustrated in the holding of regular Quality Management Review Meetings. Additionally, a 
certain amount of education of staff members had to be carried out and, as with internal 
audits, had these meetings and seminars been sooner implemented, the progress would have 
been faster. 


�� In most cases, the largest chunk of work is certainly the preparation of the quality system 
documentation. Planning this activity before actually start writing, is therefore one of the most 
effective economy measures. These would be our tips: 


�� Devise a document system structure and document control procedure. 
�� Appoint a document controller for managing the master list, document codes, 


collection of master copies etc., and in general to implement the document control 
procedure. 


�� Deploy templates for aiding authors. 
�� Keep technical documents and quality system procedures appart. Don’t call analytical 


procedures “pocedures”, call them, for example, “method protocol”. Integrate them in 
the quality system with a wrapping (quality system) procedure or working instruction 
defining the required approval authority, responsibilites, record keeping etc. 


�� Don’t re-write existing but still relevant documentation. Integrate legacy documents 
“as is” by formally approving them for use and putting them in an envelope, as 
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described above for technical protocols. They can be re-written at a later time, when 
their content requires updating. 


CONCLUSION AND OUTLOOK 
 
The migration from a well established technical quality control and assurance system to 


an ISO-9002:1994 certified formal quality system incurred considerable efforts, primarily in own 
manpower. The precise costs for this are very difficult to estimate, because no single person 
worked solely on this task alone. Moreover, many contributions, such as updating technical 
documentation, had to be rendered by personnel besides their ongoing regular duties at the 
workbench, because they were the most – and sometimes only – competent persons. These efforts 
were somehow absorbed within the laboratory workforce. However, a number of these tasks 
could also be interpreted as housekeeping initiative; the implementation of the quality system was 
sometimes the trigger to complete pending actions on which we already lagged behind. Very 
vaguely, the additional effort directly related to certification is estimated at about four person 
years, i.e. about 10% of the total laboratory manpower in one year, albeit not uniformly 
distributed. 


SAL enjoyed the luxury of several weeks of external consultant services funded by the 
US Support Programme. This was particularly helpful, because SAL had to take a pilot role in 
this initiative, perhaps throughout the common system of international organizations, but at least 
within the IAEA. No practical experience or reference was available for the certification of a 
small organizational unit within a large UN organization. 


Key factors were the decided position of SAL management, the pro-active support 
through the Seibersdorf Quality Supervisor function, as well as through the Division and upper-
level management, and the contribution and cooperation of the entire laboratory workforce. 


Most of the expected benefits could actually be realized and SAL is now certainly 
equipped with a strengthened quality system capable to cop with new upcoming requirements and 
tasks. 


In the near future, SAL will transit from the 1994 version to the release 2000 of the ISO-
9001 standard. New relevant standards targetting more directly at technical competence, e.g., 
ISO-17025, have been released meanwhile and will be incorporated in the SAL quality system. 


The quality system contains a number of management elements that are equally 
applicable to other business areas, such as the Management of Safety (MoS), e.g., planning, 
training, auditing and review, inspection, equipment control, document and record control, etc. 
SAL has therefore launched an initiative to put its MoS system under the same management 
umbrella, thus enabling synergy effects and reducing parallel efforts. 
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Abstract 
 
The new challenges posed by integrated safeguards of ensuring correctness and completeness without 
cost increase, may require that new techniques are employed or existing techniques modified to cope 
with the new requirements. 


 
Conscious of this new scenario, the European Safeguards R&D Association (ESARDA) decided to 
undertake a review of current science and technology initiatives aimed, in particular, at identifying 
new techniques not yet applied in safeguards that might help in increasing efficiency and 
effectiveness at no additional cost.  With this objective in mind ESARDA organised, together with the 
Institute of Nuclear Materials Management (INMM), a series of workshops on “Science and Modern 
Technology for Safeguards” with the aim “to inform the safeguards community about selected 
sciences and advanced technologies that are currently available or that will become available in the 
next few years and that could be used to support needed advances in international safeguards” and to 
“stimulate interchange amongst experts in the various technologies and in safeguards”.  Three 
Workshops have been held, the first in Arona in October 1996, then at Albuquerque, September 1998 
and the third in Tokyo, November 2000.  For the same reason ESARDA also devoted its annual 
meeting in 1998 in Helsinki, to the topic, “Modern Verification Regimes: Similarities, Synergies and 
Challenges”. 


 
The ESARDA Co-ordinators have examined the outcome of these Workshops to establish whether 
the aims were achieved, analysing the development status of those techniques and methods presented 
that may have an application for safeguards and suggesting future directions for the ESARDA 
activities and for safeguards R&D. 


 
Following the main format followed by the Workshops, the Co-ordinators’ analysis has been 
structured along the following areas: 
 
1. “hard” sciences  (instruments, C&S); 
2. “soft” sciences  (data and information treatment, knowledge building); 
3. non-technical  (or socio-political) aspects; 
4. the rôle of the Regional Systems of Accountancy and Control (RSAC) and of the State 


Systems of Accountancy and Control (SSAC). 
 


Within these areas, the Co-ordinators have examined whether any techniques have emerged that 
could be applicable in safeguards and which techniques deserve attention from ESARDA for further 
analysis in Working Groups or in topical Seminars, Workshops and Symposia. 
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1. INTRODUCTION 
 
Nuclear safeguards strongly rely (now, and even more in the near future) upon science and 
technology, in order to ensure effectiveness, transparency and objectivity of conclusions.  The new 
challenges posed by integrated safeguards of ensuring correctness and completeness of States’ 
declaration and drawing conclusions on a State as a whole without cost increase, will be a complex 
task. 
 
Moreover the changes introduced by the application of the Additional Protocol are leading safeguards 
further into the area of information treatment and the associated technology.  This offers increased 
challenges that are new for safeguards (embracing, for example, the use of open source information) 
and therefore needs to be interpreted and adapted, as was required for other disciplines (such as 
nuclear measurements), when the traditional safeguards measures were introduced.  To cope with the 
conflicting aspects of new requirements/challenges and constraints on the budget will require further 
R&D, the use of modern science and technology tools and the exploitation of synergies with other 
disciplines.  A combination of all of these factors should help reduce the burden on all parties, 
improve effectiveness and make better use of the limited resources. 
 
Conscious of these needs in an evolving new safeguards and non-proliferation framework, ESARDA 
decided to have an overview of science and technology aspects, looking in particular at the possibility 
of identifying new techniques not yet, or not significantly, applied in safeguards, that could help in 
increasing efficiency and effectiveness, at the same cost. 
 
To that purpose ESARDA decided to organize, together with the INMM, a series of Workshops on 
“Science and Modern Technology for Safeguards”, whose main aim was “to inform the safeguards 
community about selected science and advanced technologies that are currently available or that will 
become available in the next few years and that could be used to support needed advances in 
international safeguards“ and to “stimulate interchange amongst experts in the various technologies 
and in safeguards”.  Three Workshops have been held: in Arona (I), (1996) [1], Albuquerque (NM-
USA), (1998) [2] and in Tokyo, (2000) [3]. 
 
With similar intent, i.e. to identify possible similarities and synergies with technologies employed in 
other verification conventions and make profit of them to increase safeguards 
efficiency/effectiveness, ESARDA devoted the 1998 Annual Meeting in Helsinki to a seminar on 
“Modern Verification Regimes: Similarities, Synergies and Challenges” [4], inviting experts and 
representatives of other nuclear and non-nuclear verification regimes (CTBT, Chemical and 
Biological Conventions) to gather together and confront ideas and exchange information with nuclear 
safeguards specialists. 
 
Some 120 papers were presented in total at the three workshops (together with 67 at the Helsinki 
seminar), covering a wide range of scientific/technical and non-technical aspects, but almost all 
dealing with innovative or future applications for nuclear safeguards and other verification regimes. 


 


The ESARDA Co-ordinators decided to perform an analysis of the outcome of the ESARDA/INMM 
Workshops and of the Helsinki Seminar, in order to establish whether the aims of ESARDA in 
deciding the workshops were achieved, analysing the status of the development of those more 
promising techniques and methods presented that may have a potential application for safeguards and 
suggesting future directions for the ESARDA activities and for safeguards R&D.  
 
Areas of discussions and working groups mandates were not always the same, but for the purpose of 
the analysis, the Co-ordinators grouped the themes discussed within the workshops into four areas: 
 
Area 1       “hard” sciences  (instruments, C&S, Sensors, etc); 
Area 2       “soft” sciences  (data and information treatment, knowledge building); 
Area 3       non-technical  (or socio-political) aspects; 
Area 4       RSAC/SSAC. 
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Within these areas, the Co-ordinators examined whether any technique emerged that could be 
applicable in safeguards, and which techniques deserve attention from ESARDA for further analysis 
in working groups or in other topical Seminars or Workshops. 
 
As a further outcome of this analysis, the Co-ordinators collected and successively distributed 
recommendations and suggestions to the ESARDA Working Groups, when needs emerged that could 
be fulfilled by the technical and scientific ESARDA structure itself. 
    
2. DETAILED ANALYSIS 
 
This section reports, for the four areas, comments and conclusions by the Co-ordinators for individual 
areas and techniques. 
 
Area 1:  Hard Sciences 
Environmental Sampling/High Performance Trace Analysis 
Certain environmental sample analysis techniques have proven to be powerful safeguards methods to 
confirm nuclear activities as well as to assist in the detection of undeclared nuclear activities in a 
facility.  Several papers were presented in the different workshops, demonstrating that ES/HPTA is an 
important technique.  The demand for environmental sampling is increasing over the years and its use 
may not be limited to nuclear safeguards purposes. 
 
The Co-ordinators recommend that more co-ordination between laboratories should be encouraged, 
which could, among other benefits, result in reducing the current high analytical costs.  There is also a 
need to increase the number of specialized laboratories capable of applying the technique and to carry 
inter-laboratory round robins on characterised samples.  The application of ES/HPTA and the 
associated analytical techniques still deserve further technical discussions Sessions in Seminars 
and/or Symposia.  
 
An evaluation of cost/benefit is at this point desirable, distinguishing applications for inside facilities 
and WAES and taking particular cognisance of any burden on the operator and the State.   
 
Satellite Imagery 
As a solution to challenges of verification, commercial satellite imagery (CSI) offers good potential 
benefits to safeguards for anomaly indications.  In addition to being non-intrusive, CSI is increasingly 
widely available.  It has been demonstrated that CSI has applications in several safeguards areas such 
as confirmation of member States’ declarations, detection of undeclared activity, change detection 
and inspection planning.  It could also assist in the identification of areas where environmental 
sampling should be carried out, and provide baseline information for deep underground repositories.  
With the availability of additional satellites and improvement in analysis methods and automatic 
procedures, CSI could become a more efficient and effective tool for safeguards and other  
verification treaties such as FMCT and CTBT.  It is recognised, however, that satellites are not the 
only source of information but they are one of a number of other open sources of information. 
 
The safeguard community should outline criteria for the interpretation and application of satellite 
imagery and it should define how to correlate the results given by the technique with other safeguards 
measures and information. 
 
Unattended Systems/Remote Data Transmission 
Unattended systems and remote data transmission will gain more importance in the future safeguards, 
therefore this is one of the issues that it is worth discussing further in future sessions. 
 
Reliability of local instrumentation and communication lines was discussed.  It should be noted that 
unattended systems and remote data transmission are areas where the information analysis: decision 
making, artificial intelligence, knowledge generation, data or information validation/authentication 
will assume outstanding importance and therefore must be considered as well part of the “soft 
science”. 
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Geo-Physical Techniques  
This technology may play a rôle in safeguarding geological repositories.  Notwithstanding recent 
initiatives, primarily the SAGOR project of the IAEA and related activities, there is still a significant 
body of work to be pursued in this area.  It, therefore, has to be followed, even if it does not currently 
appear to be of first priority for safeguards.  
 
Innovative Fuel Cycles 
This topic was discussed in a subgroup, with presentations on areas such as advanced waste 
management options, advanced reactors and fuel cycle, use of advanced technologies and 
methodologies developed for proliferation resistant fuel cycles.  It was stated that no nuclear system 
could be made completely proliferation resistant.  The aim should rather be to make the civil nuclear 
fuel cycle the least attractive for proliferation. 
 
Advanced waste management options presented were on partitioning, transmutation and reprocessing 
as options to reduce the amount of nuclear waste.  Concern and focus in the future should be on 
safeguards aspects for minor actinides (Np, Am, Cm).  Np is produced in greater amount when fuel 
achieves higher burn-up.  For the moment there are only minor quantities of separated Np and the 
IAEA has a program for receiving information on Np.  However, with any increase in reprocessing 
then the possibility for separating Np increases and the need for verification/monitoring may increase. 
 
Another aspect covered was the introduction of thorium in the fuel, which should make the fuel itself 
less interesting for reprocessing and thereby make the fuel “proliferation resistant”.  The Korean 
DUPIC process for direct re-fabrication of spent PWR fuel into CANDU reactor fuel is interesting as 
the process only handles highly radioactive material, which thereby is difficult to divert. 
 
The group also discussed the safeguards and proliferation aspects for new reactor concepts such as the 
Russian BREST reactor and the US S-PRISM concept in connection with a compact co-located Spent 
Fuel Recycle Facility (SFRF).  Use of small preloaded, encapsulated transportable reactors was also 
addressed. 
 
The ESARDA Co-ordinators recognise that this topic is receiving technical and non-technical 
attention in the nuclear energy community and, therefore, attention must be paid also by the 
safeguards community. 
 
Area 2: Soft Sciences 
Information Treatment 
Several papers addressed this issue: it was pointed out that this will be one of the most challenging 
areas for the future safeguards (and for other regimes also, especially CTBT).  Modern technology 
(such as, computer science, data warehousing, data mining, the Internet) facilitates the collection, 
transfer and store huge amount of data: but this is not representing a real problem, nor will necessarily 
present huge costs.  What will really be the problem, is the interpretation and the use of the data.  
Data can be incomplete, wrong or biased.  Therefore they need to be filtered, validated, compacted 
and interpreted in a decision making process.   
 
On the other side, since future safeguards will be more “information oriented” than “measurement 
oriented”, there will be very different kinds of data to be digested: from classical safeguards 
quantitative data (DA, NDA, weighing) to more general information from open sources that the 
safeguards world is not used to deal with.  This will require new approaches and competences. 
   
Managing diversified data and information will be one of the challenges for the coming years and 
ESARDA should reflect further on it, with topical seminars, or by establishing an ad hoc working 
group to deal with the new aspects above mentioned.  One of these aspects is represented by the need 
for establishing new criteria for validating, storing, managing, interpreting “non quantitative” or fuzzy 
information as well as new decision-making criteria.  In classical safeguards, or “statistical nuclear 
material accountancy”, statistical parameters were widely accepted as a basis for safeguards 
conclusions.  Information of different nature need the acquisition of new decision making tools. 
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One of the possible tools under study and discussed at the workshops is the application of Fuzzy 
Logic approaches, that have found many applications in other areas, but so far very few in nuclear 
safeguards.  It should be further investigated whether it could help in defining and assessing new 
criteria for decision making.  R&D labs that already apply the technique should report about 
performances and cost/benefit [5]. 
 
Other “diagnosis techniques” [6,7] and knowledge generation techniques [8] should be investigated, 
always with the intent of managing copious amounts of diversified information and of assessing the 
probability that a State is complying with the commitment of not hiding undeclared nuclear activities. 
 
Area 3:  Non Technical (Socio-Political) Aspects  
The Co-ordinators have discussed the methodologies followed and the outcome achieved by the 
sessions dedicated in the workshops to the socio-political aspects. 
 
The aim of the Sessions was to identify and discuss criteria and related methodologies that in future 
integrated safeguards scenarios will allow the IAEA to satisfy its mandate of assuring correctness and 
completeness of States’ declarations, without an increase in allocated resources. 
 
The basis to the strategy must remain the non-discriminatory aspects of IAEA verification activities, 
but the problem arises in defining the criteria.  So far the principal criterion has been the amount of 
SNM in a country or in a plant, but this led the IAEA to spend the majority of its budget in countries 
where the risk and the perception of the risk is low. 
 
Some of the criteria discussed in the workshops were:  
 
�� democracy: but how to define democracy? 
�� transparency: the implications of using “transparency” as a criterion for defining inspection 


efforts was explored, but this also implies defining objective and non-discriminatory criteria 
to define transparency [9] 


�� making much more use of SSAC is technically a powerful tool to reduce resource needs 
without loosing effectiveness/efficiency, but again application schemes, and resources 
allocation criteria have to be developed. 


 
Other important issues treated included the verification of open source information, criteria and 
related methodologies that in future integrated safeguards scenarios will allow IAEA to satisfy its 
mandate of assuring correctness and completeness of States’ declarations. 
 
It is noted that socio-political aspects will condition future safeguards, therefore it is an area that 
deserves future efforts and resources.  It is recommended that the socio-political aspects should be 
discussed again in future ESARDA Seminars and Symposia, with the aim of developing approaches 
to resolve still open questions related to non-technical aspects of future safeguards and non-
proliferation regimes. 
 
Area 4:  RSAC/SSAC   
In the Tokyo Workshop a working group was devoted, for the first time, to: “Regional Systems and 
State Systems of Accountancy and Control (R/SSAC)”.  It proved to be a wise and timely decision, 
since the discussions and presentations raised great interest. 
 
Eight papers were presented, by countries directly interested in the Asian region, by existing RSACs 
(Euratom and ABACC) and by SSACs.  Topics related to the lessons learned from the existing 
RSACs, as mechanisms for creating confidence building in regional areas.  The Asian region is 
particularly interested in establishing a possible RSAC (see Tokyo Report of Working Group 1 [10]). 
 
The co-operation of S/RSAC with IAEA was also discussed, particularly in view of IS 
implementation since the cost neutrality condition imposes that “.. the increase of expenses related to 
the implementation of the new measures should be balanced by the decrease of expenses related to 
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traditional safeguards”.  This will lead, on the one hand, to seek for new technologies, but on the 
other, will require increased use by IAEA of R/SSAC. 
 
ESARDA Co-ordinators, having closely followed the sessions and the discussions in the plenary, 
conclude that the topic (RSAC/SSAC) must be pursued by ESARDA. 
 
The European Union has a significant experience in RSAC, having the first example of regional 
system with Euratom.  Furthermore, the European Commission has an agreement with the other 
regional system, ABACC.  This experience can fruitfully be made available to countries where it 
would be essential to establish systems based on confidence building. ESARDA is a forum where 
scientists, operators, industries, regulatory authorities and non-technical officers, can meet and 
discuss, even in a non-official way, their technical and non-technical problems.  This characteristic of 
ESARDA has raised a great interest in different world regions and the establishment of similar 
association may be pursued in the Asian area, with the aim of facilitating with a “step-by-step” 
approach, the possible creation of a regional system. 
 
ESARDA Co-ordinators consider that it is desirable to discuss RSAC/SSAC related issues further 
within ESARDA Symposia and “internal” meetings. 
 
3. CONCLUSIONS & FUTURE PERSPECTIVES 
 
Traditional and, to a large extent, strengthened and integrated safeguards, strongly rely upon science 
and technology, in order to ensure effectiveness of application, transparency and objectivity of 
conclusions.  The new challenges posed by integrated safeguards of ensuring correctness and 
completeness without cost increase, require that new techniques are employed, and existing 
techniques are modified, to cope with the new requirements. 
 
ESARDA decided to have an overview of science and technology aspects, looking in particular to the 
possibility of identifying new techniques not yet applied in safeguards, which could help in increasing 
efficiency/effectiveness, without cost increase.  The Arona, Albuquerque and Tokyo Workshops were 
very important to set the scenario of the techniques for the future safeguards, within the above 
framework.  The formula of having a broad spectrum of technological areas explored, without 
substantial limitations and additionally having non-technical aspects (socio-political, RSAC) 
discussed, has proved to be very fruitful, since several interesting avenues have been identified in 
both (technical and non-technical) domains. 
 
The last workshop, Tokyo, far from being repetitive, has raised a lot of new interest in non-technical 
aspects, mainly in the RSAC/SSAC session and for technical issues such as new fuel cycles and 
remote data transmission and monitoring. 
 
In Hard Sciences, classical analytical (DA, NDA) techniques will continue to be the basis of the 
NMA component of Integrated Safeguards.  In sensitive areas, reprocessing, spent fuel assay, waste 
and spent fuel repositories, further improvements in performances are needed.  Developments in these 
traditional areas are largely reported in regular symposia  (of INMM, ESARDA and IAEA).   
 
Continuing R&D and application studies have been highlighted for new areas in strengthened and 
integrated safeguards: wide-area and site specific HPTA/ES are areas, where R&D is still needed.  
The Co-ordinators feel that is also now time to evaluate the performances of those techniques (bulk 
and particle analysis, for inside facility and WAES), with respect to their application in safeguards.  
Additionally, the Co-ordinators recommend an evaluation of cost benefits and analysis of the 
successes, in order to assess the frame in which the techniques should be applied for safeguards and 
non-proliferation.  The Co-ordinators point out that, in the cost benefit analysis, the burden on the 
operator and the State should also be taken into account, since previous experiences show that this 
aspect may be not at all irrelevant. 
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The Co-ordinators also recommend that actions are taken to increase cooperation and co-ordination 
amongst laboratories currently performing HPTA/ES analysis and increase the number of European 
laboratories capable to perform HPTA/ES. 
 
The use of satellite imagery in safeguards has now been proven and is being implemented.    New 
commercial satellites are now being launched with higher resolution and the price for imagery is 
reducing, which makes this technique more available for safeguards application, It is now timely for 
the safeguards community to outline criteria for interpretation and application and to define how to 
integrate the results of the technique with other safeguards measures and information.  As higher 
resolution imagery becomes available and the technology develops there is still a continuing need for 
further development of tools and techniques to assist in the analysis of the imagery and 
maximise/simplify information retrieval. 
 
There will be a greater need for unattended monitoring/remote data transmission in future safeguards.  
Here also cost/benefit analysis with respect to application is required.  In this context the Co-
ordinators recommend an assessment of the reliability of sensors, since experience suggests that the 
weakest element of an unattended system might be the front-end device. 
 
On Soft Sciences, the Co-ordinators noted that the volume of data collected for future integrated 
safeguards will be very large and that the data might often vary greatly in reliability and potential 
relevance.  There is not only the need for collecting, storing and interpreting large heterogeneous data 
sets from diverse sources, but there is also a need to deal with various kinds of uncertain information, 
like contradictory, incomplete, fragmentary, vague, biased (purposely or not) or deficient pieces of 
information.  It is necessary to make this information contribute to improve knowledge and to 
facilitate decision-making. 
 
Open source information is a kind of information that the safeguards technical world has never 
hitherto dealt with; specialists and special sessions for discussing these completely new aspects may 
be needed.  
 
Non-Technical (Socio-Political) aspects and R/SSAC are dominating the scene for the new 
safeguards: the Co-ordinators recommend providing opportunity for discussing those aspects in 
special workshops and sessions in ESARDA Symposia. 
  
ESARDA should make efforts to diffuse to the wide public the issues that are discussed within the 
Organisation and in the Seminars and Symposia: specialised and general press should always be 
informed and/or be invited to large open meetings. 
 
The EU together with Argentina-Brazil, have great experience in the application of Regional Systems 
of safeguards.  That is the reason why their contribution was greatly appreciated at the Tokyo 
workshop.  ESARDA could represent a model for a forum of open discussions on technical and non-
technical issues, in areas (such as the Asian area) where the need and the importance is felt, to 
establish safeguards systems based on confidence building.  An ESARDA-type association might 
facilitate a “step-by-step” approach towards the creation of a regional system.   
 
The Co-ordinators recommend that opportunities be identified in the near future to discuss 
RSAC/SSAC and non-technical (socio-political) issues further within Symposia and “internal” 
meetings. 
 
Finally, the ESARDA Co-ordinators believe that the series of workshops has provided a very good 
insight into possible, available scientific techniques.  It has also given a very positive contribution to 
evidence and discuss non-technical aspects and the essential contribution the RSAC give to non-
proliferation. 
 
The last of these workshops, in Tokyo, proved to provide an excellent forum for discussing new 
issues and raised huge interest and discussions within the participants.  After Tokyo more targeted 
workshops/seminars should follow, making use of the outcome of the wide-scope workshops so far 
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held.  Therefore, for the future, thematic events, seminars or special sessions in symposia should be 
held, with the aim of discussing new technologies and approaches, their adaptation or improvement 
for (new) safeguards applications.  The Co-ordinators recommend that new technologies entering the 
field of safeguards, should be thoroughly evaluated with respect to their performances in 
scientific/technical terms, but also analysing the cost/benefit safeguards would have by their 
application.   
 
One excellent example of the above strategy of focussed workshops is the recent Dresden Seminar 
[11], which timeously and extensively addressed future Integrated Safeguards: the outcome was 
judged to be very positive.  ESARDA is going to dedicate the next Annual Meeting (Luxembourg, 
28-30 May 2002) largely to Integrated Safeguards, with particular attention to the implementation of 
the Additional Protocol.  The title of the planned Workshop is “R&D Responses to the New 
Safeguards Environment”. 
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Abstract 
 
Euratom’s inspection scheme at the Thermal Oxyde Reprocessing Plant THORP at the Sellafield 
nuclear plant in the UK, makes use of the Near Real Time Material Accountancy (NRTMA) tool 
developed by British Nuclear Fuels (BNFL) to obtain In-Process Inventory (IPI) information in 
plutonium containing areas that are not accessible during operation. The Interim Verification System 
(IVS) was developed and implemented by Euratom following a comprehensive verification 
programme of the NRTMA methodology and procedures. The IVS assesses the operator’s NRTMA 
based interim inventory declarations and supports the timeliness component of the safeguards 
approach in the chemical processing Material Balance Area of THORP. This paper summarizes the 
methodology used by the IVS to provide verification assurance against the loss of material on the basis 
of optimally suited statistical tests, through adequate authentication of BNFL’s interim declarations. 
 
The poster presentation includes a description of the process model supporting the IVS software 
implementation and of the algorithms implemented in the tests. The treatment of the operator’s 
declaration with the  IVS software is demonstrated on a portable computer.  
 
1. INTRODUCTION 
 
From a safeguards verification point of view, following appropriate authentication, an NRTMA based 
system is sufficient to fulfil the timeliness component of the safeguards approach without further need 
to stop the process and carry out interim inventories, the flow component being covered by routine 
verification activities on a continuous inspection basis. Since commissioning time, the verification of 
the NRTMA process models, data collection methods, computational techniques and data transmission 
protocols has been the subject of extensive analyses and discussions involving several departments of 
the Euratom Safeguards Office (ESO). The Terms of Reference regarding the use of NRTMA by the 
ESO are recorded in a common NRTMA Framework Document. 
 
In this context, the Data Evaluation Sector of ESO was assigned the task of studying the statistical 
models and anomaly resolutions tools used by NRTMA from the point of view of safeguards 
evaluation criteria. The analysis rested on the description of a condensed operational process model 
and a related statistical model for the measurement errors and their propagation. It included Monte 
Carlo sensitivity studies of particular testing variables suitable for safeguards anomaly detection.The 
conclusion of Euratom’s statistical analysis was that, although BNFL’s NRTMA data collection 
system is adequate for interim inventory data declaration, its anomaly detection system, which was 
primarily designed to provide a very conservative process control tool, is set at a high sensitivity. The 
operator sets the highest sensitivity it can stand and lives with the higher false alarm probability that it 
brings, in order to get at underlying systematic errors and eradicate them. This may mean that the 
system is frequently in alarm. For safeguards assurance purposes, the response to alarms is a 
regulatory one and should only be triggered when the probability of false alarm is relatively low.  
Euratom inspectors are very familiar with the plant, its process norms and the effect of systematic 
error variances and do not want alarm levels, for safeguards assurance purposes, which are within the 
normal process fluctuations. It was therefore agreed between ESO and BNFL that Euratom would 
interface the NRTMA system at the Interim Inventory declaration level and use their own anomaly 
detection and resolution system, which was developed in-house and implemented in 2000 as the 
present Interim Verification System (IVS) . 
 







2. MODELLING OF PROCESS FLOW AND NUCLEAR MATERIAL MEASUREMENT UNCERTAINTIES 
 
2.1 Simplified model of the chemical process 
 
The IVS computational principle rests on the identification of mass measurement error sources for all 
process components such as vessels, piping …etc, which contribute to one or more of the four balance 
terms of each interim Inventory Difference (ID) , that is Beginning Inventory (BI), Receipts (R), 
Shipments (S) and Ending Inventory, according to the conventional material balance equation below: 
 


ID=EI-(BI+R-S)                                                                 2.1 
 
For every error source identified, an error variance is estimated and all error variances are then 
propagated into an estimate of the ID variance �2(ID) for each interim period, taking into account the 
possible correlation between process components and balance terms. The computed ID variance is 
finally used in a statistical analysis designed to detect safeguards relevant loss patterns. 
 
The source error variances depend on the measurement methods used to determine the mass of nuclear 
material present in all relevant process components at the time of an Interim Inventory taking - called a 
strike. The methods supporting accountancy declarations are combinations of a bulk mass 
measurement by tank weighing with an analytical determination of nuclear material concentration. 
Fig. 1 below represents a simplified model of the chemical process showing the contribution of the 
main process components to the balance equation 2.1. 
 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
FIG. 1.  Model showing the contribution of process equipment to  the material balance terms. 
 
Estimates of the source error variances are permanently reviewed in separate BNFL and Euratom 
studies based on calibration and operational data, whose results are reported and discussed in regular 
BNFL/ESO joint meetings on statistical issues. These studies require detailed descriptions of the 
measurement procedures, taking into account all known parameters, and rest on the choice of a 
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particular model of measurement errors described  in § 2.2 below. When no other reliable estimate of a 
source error variance is available, the value quoted in the most recent International Target Values 
report /2/ is used. 
 
 
2.2 Statistical model of measurement errors 
 
The overall statistical model of errors used in the IVS is a multiplicative model that allows for a 
systematic error component in order to prevent false safeguards alarms caused by legitimate 
measurement uncertainties related to equipment calibration. It is described by the generic equation 
below: 
                                                                                                                                                               


 
 2.2 


 
where:  
 
        is the measured mass of  batch j 
mj is the true mass of batch j 
rw,j is the relative random error associated to the weighing of batch j on scale w 
sw is the relative systematic error associated to the calibration of scale w 
rc,j is the relative random error associated to the concentration of batch j determined by method c 
sc is the relative systematic error associated to the calibration of method c 
 
In addition, it is assumed that the rw,j , rc,j , sw , sc are identically distributed random variables coming 
from normal distributions with zero expectation and variances equal to ����2


rw ,����
2


rc ,����
2


sw  and ����2
sc 


respectively for each weighing scale and each analytical method involved in the computation of an 
inventory difference.  
Scales and measurement devices are not re-calibrated after each strike and the same analytical 
methods, using the same calibration curves, are used to determine concentrations for different vessels 
and for several batches. Therefore, the algorithm developed to propagate all relevant measurement 
error variances into the ID variance must take into account the correlation due to systematic 
measurement errors shared by vessels and successive batches. Moreover, when statistics are computed 
from successive IDs , a calculation of their variance must include inter-ID correlation from common 
systematic errors and common inventory terms that are not eliminated by sign cancellation, like in the 
case of the IDR statistic defined in the following section. 
 
3. STATISTICAL TESTS AND DECISION PROCEDURE 
 
Since the purpose of this paper is largely to present a picture of the IVS / NRTMA interaction in the 
safeguards approach at THORP, a detailed discussion of the statistical algorithms implemented in the 
IVS interface is outside its scope. The present paragraph only includes a definition of the main 
statistics computed and their use in the anomaly resolution process.  
 
The following three variables and their variances are computed for each of the n interim inventories in 
the Material Balance Period: 
 
��The Inventory Difference IDi and its variance �2(IDi);    for i = 1 to n  
��The CUmulative Inventory Difference  CUIDi and and its variance �2(CUIDi); for i = 1 to n 
��The Inventory Difference Residual IDRi and and its variance �2(IDRi).  for i = 1 to n 
 
Only the Inventory Difference Residual, which is best suited to react to a modification in the process 
deviation pattern, is used in a formal statistical test giving an alarm response in case of significant 
event. The two other variables are used to support the diagnosis and decision making procedure in case 
of alarm. Each individual IDi classically informs the inspector about any abrupt loss or gain for the 
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current strike while the CUIDi value determines the inspector’s decision scheme in case of alarm 
according to the following rule: 
 
In case of alarm, 
 
(i) if CUIDi is significantly positive, then there is no loss of material, because the CUIDi are 


unbiased estimators of the total loss of material at the moment of strike i. In this case, the 
alarm must be caused by a problem in the measurement system. 


 
�� Suggested Action : The error model and associated uncertainties should be re-assessed. 


 
(ii) If CUIDi is significantly negative, then from a statistical point of view, it is not possible to 


say if the alarm is caused by the measurement system or if there is a real loss of material.  
 


�� Suggested Action : The inspectors should immediately investigate the cause of the alarm 
and require corrective measures from the operator. 


 
4. SOFTWARE INTERFACE DESCRIPTION 
 
The program is very portable and easy to maintain since it is built using the Microsoft  EXCEL 
spreadsheet. It was designed to be used by inspectors on-site and hence had to be user-friendly and 
time effective. The loading of BNFL’s NRTMA data and execution of the IVS algorithms are 
controlled by Visual Basic software executed in the background. The user interface consists of three 
input/output screens, each corresponding to a printable spreadsheet: 
 
��NRTMA DECLARATION - Treatment of BNFL’s strike declaration file: 
 


This spreadsheet is the main interface used by the inspectors to process routine NRTMA  
declarations with the IVS. On execution, the following material balance data are retrieved and 
imported automatically from the NRTMA loader provided by BNFL: 
 
(i) The EI (Ending Inventory) in all process components for each strike (in grams); 
(ii) The BI (Beginning Inventory) in all process components for each strike (in grams); 
(iii) The number of receipts or issues for the relevant process components between strikes; 
(iv) The total quantities (in g) transferred in receipts or issues; 
(v) The declared ID (Inventory Difference) for each strike. 


 
��NRTMA RESULTS – Output of the IVS anomaly resolution system: 
 


For each strike, this spreadsheet shows the result of the IDR statistical test, indicating safeguards 
relevant alarms by a YES/NO flag. The values taken by the statistics described in § 3 are also 
given to support anomaly resolution in case of alarm. 


 
��NRTMA UNCERTAINTIES – Maintenance of source measurement error uncertainties 
 


The third spreadsheet is not used on a routine basis but should be updated whenever better 
estimates of the measurement uncertainties are made available from BNFL/Euratom framework 
meetings. The maintenance of the uncertainty module is essential to avoid false alarms due to the 
omission of  newly identified error sources. The uncertainties are expressed in the form of percent 
systematic and random error standard deviations (1�) 


 
5. CONCLUSIONS 
 
The IVS was developed by Euratom in a spirit of co-ordinated action with the operator. Its purpose is 
to put BNFL’s ability to provide frequent Interim Inventory declaration data to efficient safeguards use 







and, at the same time, to preserve the flexibility necessary to test and implement independent  anomaly 
resolution techniques. This approach makes it possible to adapt the statistical algorithms and 
uncertainty parameter to the inspectorate’s verification criteria in a resource-effective way, while 
reducing the cost and impact of false alarms caused by normal process fluctuations. This optimization 
policy rests on a joint effort in the field of plant operation analysis, encouraged by frequent 
communications and a common quest for data quality. 
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Abstract: This paper considers the potential for expanding interaction and exploiting 
synergies between different multilateral disarmament and nonproliferation regimes. It 
concludes that although there are political barriers to high-level and pervasive 
synergization, there are opportunities for pragmatic, functional steps to be taken as a 
way of building confidence and experience. 
 
 
Introduction 
 


Synergy n. interaction or cooperation of two or more organizations, 
substances or other agents to produce a combined effect greater than the sum 
of their separate effects. 
 
(Concise Oxford Dictionary, 10th Edition, 1999) 


 
Exploiting synergies between nonproliferation and arms control and disarmament verification 
regimes seems an attractive proposition. The similarities and convergences between the three 
major multilateral verification organisations―the International Atomic Energy Agency 
(IAEA), the Organization for the Prohibition of Chemical Weapons (OPCW) and the 
Comprehensive Nuclear Test Ban Treaty Organisation (CTBTO)―are large.1 They all: 
  


�� gather and process information to help verify the compliance of states with their 
disarmament and nonproliferation commitments 


�� conduct on-site inspections as an integral part of verification 
�� in varying degrees evaluate information to enable states parties to arrive at informed 


compliance judgements 
�� operate large international bureaucracies, with scientific capabilities 
�� have similar governance structures, such as a Board of Governors or Executive 


Council, and are ultimately answerable to a conference of states parties. 
 
Given these similarities, the potential for cost-savings and increased effectiveness of treaty 
monitoring would, at face value, appear to create significant incentives for identifying 
synergies between regimes.  
 
The current situation 
 
Institutional links already exist between many arms control, disarmament and 
nonproliferation regimes, as well as with other international organisations. Interaction occurs 
in a variety of ways, often on a daily basis. The following examples are illustrative: 
 


                                                           
1 These characteristics are likely to be replicated by any future Organisation for the Prohibition of 
Biological Weapons (OPBW). 
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�� In the safeguards area, there is close cooperation between the IAEA and regional systems 
(the European Atomic Energy Community (EURATOM) and the Argentina-Brazil 
Agency for Accounting and Control of Nuclear Material (ABACC)). The four regional 
nuclear weapon-free zones in Africa, Latin America, South East Asia and the South 
Pacific rely almost entirely on the IAEA for compliance monitoring. (There have been 
proposals for amalgamating all the Southern Hemisphere nuclear weapon-free zones into 
one large zone, which would produce obvious verification synergies.) 


�� The Provisional Technical Secretariat for the future CTBTO is sharing data and weather 
models with the World Meteorological Organisation. The CTBTO uses this information to 
model the dispersal of radionuclides which could be indicative of nuclear tests.2 


�� In the conventional armaments area, the OSCE acts as the umbrella organization for the 
implementation of several agreements, including the Vienna Document 1999 on 
confidence- and security-building measures (CSBMs) and the 1990 Conventional Forces 
in Europe (CFE) Treaty. The Secretariat is in charge of data exchanges under these 
agreements, while the Personal Representative of the Chairman-in-Office oversees the 
implementation of the Vienna Document CSBMs as well as the CSBM and arms control 
agreements that derive from the Dayton accords for the former Yugoslavia. The OSCE’s 
Conflict Prevention Centre in Vienna manages the database and communications network 
for these activities. 


�� The draft agreement on a verification protocol for the BWC foresaw the cooperation of 
the future OPBW with a range of international organizations, including the World Health 
Organization (WHO), in order to ‘derive the greatest possible synergy in, and benefits 
from’ collaboration on disease surveillance and other peaceful uses.3 


�� The UN Department for Disarmament Affairs services several arms control agreements, 
including the 1997 Ottawa Convention banning anti-personnel landmines, the Register of 
Conventional Arms and the Confidence-Building Measures for the BWC. 


�� Staff of different verification organisations interact privately and informally. This 
cooperation takes place daily and already enhances the functioning of several verification 
organisations.  


 
A few international agreements explicitly encourage cooperation with other international 
organisations. Examples include the following:4  
 
�� Article II of the CTBT  states that: ‘The Organization, as an independent body, shall seek 


to utilize existing expertise and facilities, as appropriate, and to maximize cost 
efficiencies, through cooperative arrangements with other international organizations such 
as the International Atomic Energy Agency’.  


�� The 1992 Open Skies accord, which will probably enter into force in early 2002, is 
intended to be used for verifying compliance with a variety of arms control and 
disarmament treaties.5 Although initially applicable only to the territories of the states of 


                                                           
2 In May 2000, the CTBT PrepCom adopted an ‘Agreement to Regulate the Relationship Between the 
United Nations and the Preparatory Commission’. This agreement provides for the exchange of 
information and documents between the UN and the future CTBTO. See CTBT/PC-11/1/Annex XII, 9 
May 2000. 
3 See BWC/AD HOC GROUP/CRP.8, 30 March 2001, Article 14: ‘Scientific and Peaceful Exchange 
for Peaceful Purposes and Technical Cooperation’, Part F: ‘Co-operative Relationships with other 
International Organisations and among State Parties’, p. 83. 
4 The CWC does not specifically mention the possibility of cooperation with other organisations, 
simply stating that ‘the Organization shall consider measures to avoid unnecessary duplication of 
bilateral or multilateral agreements on verification of chemical weapons storage and their destruction 
among States Parties’. 
5 The agreement’s Preamble notes the possibility of using Open Skies ‘to improve openness and 
transparency, to facilitate the monitoring of compliance with existing or future arms control agreements 
and to strengthen the capacity for conflict prevention and crisis management in the framework of the 
Conference on Security and Co-operation in Europe and in other relevant international institutions’. 
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Europe and North America, it will eventually be open to universal accession, perhaps 
leading ultimately to a worldwide open skies regime, with all its attendant synergies. 


 
The challenges 
 
However, proposals to create a pan-treaty verification organization, or even cross-treaty 
verification mechanisms, have failed so far,6 mainly because the political hurdles are 
perceived to be too high.7 Since each regime has different memberships, there would be 
difficulties in applying verification to non-states parties. States may also veto cooperation 
with a treaty regime that they oppose. For example some IAEA members, like India and 
Pakistan, oppose the CTBT, which they have not signed, and are thus likely to object to 
increased cooperation between the IAEA and the CTBTO. Since many political decisions in 
multilateral verification bodies require a consensus, the establishment of formal cooperative 
arrangements is difficult to achieve. 
 
Second, some of the information handled by verification organisations is confidential. State 
parties are likely to object to any cooperation that could result in the release of such 
information to non-states parties or to the verification organisations of other regimes. The 
history of verification shows that even the theoretical possibility of releasing confidential or 
proprietary information generates political opposition.  
 
Third, it may be difficult to assess and share the costs of joint activities. Funding is a 
contentious issue in all regimes. These difficulties may be multiplied if more than two 
verification organisations seek to cooperate, since they will usually be at different stages in 
their ‘life cycle’. Some organizations, like the IAEA, have been held to zero real growth 
budgets for many years, while others like the CTBTO are experiencing, at least so far, a 
steady growth in financial resources. 
 
Finally, international organisations themselves carefully guard their own political turf. 
Cooperation raises questions of political control and bureaucratic rivalries may be an 
unintended side-effect of such cooperation.  
 
But these problems do not pose insurmountable hurdles, given the necessary political will. 
Cost-sharing between different international organisations should be simply a practical 
problem of finding the right formula. Likewise, establishing clear rules for sharing resources 
should not be a fundamental problem, but one of finding acceptable bureaucratic procedures, 
preferably out of the political limelight. 
 
Principles for cooperation 
 
A pragmatic approach, limiting interaction to specific areas of common interest, has the best 
chance of minimising political oppposition. Such a ‘bottom-up’ approach should examine real 
overlaps in the practical work of each organization and identify possibilities for mutual 
benefit. The application of three principles could help to minimise the misgivings of states 
parties: 
                                                           
6 This includes French proposals in 1973 and 1978 for an International Satellite Monitoring Agency 
(ISMA). During the CTBT negotiations, there was debate as to whether the IAEA should be charged 
with verifying the treaty. This proposal failed because it was clear that not all IAEA member states 
would, at least initially, become parties to the CTBT. 
7 These hurdles become even higher if the potential for cooperation between all arms control regimes is 
considered. Looking beyond the at least superficially similar treaties on nuclear, chemical and 
biological weapons, agreements often differ with regard to historical roots, negotiating bodies, legal 
standing, object, spirit and methods. See SUR, S. Ed., Verification of Current Disarmament and Arms 
Limitation Agreements: Ways, Means and Practices,  United Nations Institute for Disarmament 
Research (UNIDIR), Geneva (1991), pp. 25-28. 
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1. Interactions should not endanger confidentiality 
2. Cooperation must have a real cost-saving potential or improve the effectiveness of treaty 


monitoring, and 
3. Institutional independence must be preserved. 
 
The violation of any of these would likely be sufficient to kill the prospects for cooperation, 
but adherence to them over time is likely to build confidence and trust.  
 
Potential areas of cooperation 
 
Three areas seem to fulfil the requirements of the three principles outline above: infrastructure 
and equipment sharing, joint staff training and amalgamation of open source information. 
 
Infrastructure and equipment 
 
The joint use of infrastructure and equipment has obvious potential for cost savings. The most 
likely elements would be in the areas of facilities, transport, communications systems and 
verification equipment. 
 
One of the arguments for co-locating the OPCW and a future Organization for the Prohibition 
of Biological Weapons (OPBW) in The Hague was that they could share such facilities. Yet 
not even organisations that are already co-located, such as the IAEA and CTBTO, realise all 
of the benefits. Ironically, the underfunding of organisations may be a bureaucratic 
disincentive for sharing resources: saving money through cooperation may increase rather 
than decrease states parties’ demands for budget cuts. 
 
In the nuclear field, the sharing of certified radionuclide laboratories might be explored. Both 
the IAEA and the CTBTO maintain such laboratories. The IAEA analyses samples taken from 
the field at its laboratory in Seibersdorf, close to Vienna. In addition, it maintains small on-
site laboratories at large reprocessing facilities in the UK and Japan. The CTBTO will 
maintain a network of sixteen radionuclide laboratories worldwide. If appropriate provisions 
for the maintenance of confidentiality can be established there is potential for cooperation, 
since many of the analytical procedures and equipment involved in analysing samples from 
the network of radionuclide stations under the CTBT and samples from safeguard activities 
are similar. Using CTBTO-certified laboratories might become more attractive for the Agency 
if and when environmental sampling becomes more common, as envisaged under 
strengthened safeguards. 
 
Another area of cooperation might be the sharing of logistical capabilities, especially for 
short-notice challenge on-site inspections (OSIs). These events are infrequent, yet their 
political importance makes it necessary that they be well prepared. Airlift and storage 
capabilities at airports could, for example, be shared. Again, co-location of organisations 
makes this easier: the IAEA and the CTBTO could use the same facilities at Vienna 
International Airport to store inspection equipment. The OPCW and future OPBW could do 
likewise at Schipol. Organizations could also share arrangements for standby aircraft in case 
commercial aircraft are unavailable, since it is unlikely that challenge OSIs, which will 
probably be extremely rare events, would be mounted simultaneously under different regimes. 
 
Other preparations for on-site inspections might also be an area where organisations should be 
able to share expertise and experience. Proper Standard Operating Procedures and Operational 
Manuals are required for the successful conduct of OSIs, especially short-notice or challenge 
OSIs. Many of these elements will be common to all regimes. Since the whole area of OSIs is 
relatively new and techniques and technologies are constantly evolving as a result of the 
communications revolution and miniaturisation of equipment, there would appear to be great 
possibilities for cooperation. 
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It might also be possible to pool the use of global communication infrastructures. The 
CTBTO Prepcom is currently establishing the most extensive global communications network 
for an arms control regime. This will provide secure links to Vienna from around the globe 
via satellite. At the same time, the IAEA is working on establishing secure links with its 
remote monitoring equipment around the world. Sharing communication systems could save 
considerable costs.8 
 
Certain inspection equipment is generic and might not be in constant use by a single 
organization. There may thus be potential for sharing equipment such as photographic and 
video cameras, tape recorders, protective clothing and communications equipment like 
satellite dishes, and the maintenance and upgrading costs for such equipment. Using joint 
resources might be especially attractive for the CTBTO as it will not have a standing 
inspectorate.  
 
Training of staff 
 
Sharing personnel between different organisations will remain problematic. The main barrier 
is the confidentiality provisions of each respective treaty. But if confidentiality concerns can 
be solved, staff secondments or exchanges could increase mutual knowledge of each other’s 
activities and keep organisations energized. Many verification organizations will, over the 
long haul, face the problem of retaining staff in positions that appear to offer few challenges 
because treaty compliance is routine and uneventful. 
 
Verification could also be made more effective if organisations organise joint training courses 
on common aspects of their work. For example, certain aspects of OSI are conducted under 
similar rules. Joint training, with instructors from different backgrounds, could enrich training 
across the board. This was a core lesson drawn from VERTIC’s workshop on OSIs across 
arms control and disarmament regimes held in London in March 2001.9 The CTBT 
PrepCom’s Working Group B on verification has recently invited IAEA and OPCW 
inspectors to share their experience in establishing an OSI regime. Joint table top exercises 
might also be useful.10 
 
It might also be beneficial to have ‘lessons learned’ seminars on organisational change and 
growth. The IAEA, as the oldest multilateral verification organisation, has gone through 
several fundamental changes over the years. On the other hand, younger organisations, like 
the CTBTO PrepCom, are likely to develop new approaches from which older organisations 
might learn. Issues to be discussed at joint seminars could include personnel issues, 
verification organisation management problems, verification concepts and methodologies, 
database management and confidentiality procedures and techniques. Organizational review 
mechanisms might be another area of common interest. Verification organisations are 
increasingly using internal and external review mechanisms to improve their effectiveness 
and efficiency.11 
 


                                                           
8 At one stage it was envisaged that the CTBTO would use the World Meteorological Organization’s 
communications system rather than build its own. 
9 For details see www.vertic.org. 
10 Generally, the kind of training and activities offered at the Cooperative Monitoring Center at Sandia 
National Laboratories in New Mexico, US, offer a good blueprint for joint activities. See 
www.cmc.sandia.gov.  
11 The CTBTO seems to be leadling the way here. Its International Data Centre has recently been 
evaluated by an Independent Review Team and the International Monitoring System will be visited by 
such a team in November 2001. See Oliver Meier, The CTBT Verification System: Entering Rough 
Waters?, VERTIC Briefing Paper 01/04 (2001), Verification Research, Training and Information 
Centre, London. 
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Sharing open source information 
 
While verification organisations will never be permitted to freely share confidential 
information, all increasingly rely on open source information which might be shared. Sharing 
such information, especially in an unprocessed form, has the potential for cost savings and 
true synergism. There will, for instance, be substantial overlaps with regard to the sources of 
open source information, including: 
 
�� newspapers 
�� specialised journals 
�� government bulletins 
�� external databases, such as those on trade and on scientific and technical matters 
�� internet sources 
�� commercial satellite imagery. 
 
Examples of databases are those operated by the Monterey Institute of International Studies 
and the European Non-proliferation Information Management and Analysis Centre being set 
up at ISPRA, Italy.12 Ultimately one could envisage an on-line joint verification data bank 
based on open source material that was open to all verification organisations and all states 
parties.  
 
The use of open source information acquired in a more targeted manner is potentially more 
difficult, since the target country might be too obvious. It may be possible to infer from 
particular commercial satellite imagery, for instance what the targets of monitoring efforts 
were. 
 
Implications for the IAEA 
 
At first glance it may seem as if the IAEA has least to gain from seeking synergies with other 
verification organizations: nuclear safeguards are ‘mature’ compared to the CTBT and OPCW 
verification arrangements which are still being established. Moreover, the IAEA’s Secretariat 
has more room for independent action than the secretariats of the younger verification 
regimes, which it may not wish to jeopardize. But this relatively independent position is 
precisely why the IAEA may be best placed to take the lead when opportunities arise for 
exploiting synergies between its fellow verification organisations. The IAEA Statute indeed 
permits such cooperation by the Agency.13 
 
Moreover, under continuing zero-real growth budgets, the Agency remains under pressure to 
realise cost savings, some of which could be achieved by cooperating with other 
organizations. The IAEA’s current efforts to reform its verification system may, in fact, throw 
up some of the same organizational challenges facing younger regimes that are in the process 
of establishing themselves. 
 
Finally, the question of synergies will arise in a concrete way if and when negotiations on a 
Fissile Material Control Treaty (FMCT) commence. The IAEA has been suggested as a 
natural candidate for verifying such an agreement. But it will need to be mount a convincing 


                                                           
12 The Center for Nonproliferation Studies at the Monterey Institute of International Studies (MIIS) in 
Monterey, California, maintains 5 databases which are being used by the IAEA. The databases, which 
are available commercially, consist of current and archived data on the global proliferation of weapons 
of mass destruction and their delivery systems, based on open source information compiled from over 
340 source publications. See cns.miis.edu/dbinfo/about.htm 
13 Article III.5 states for example that safeguards are to be applied  at the ‘request of the parties, to any 
bilateral or multilateral arrangement’. Article III.6 calls on the Agency to consult and collaborate with 
the UN and its organs on nuclear safety.  
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case for ‘merging’ its safeguards system with FMCT verification in the face of any 
opposition. It would help if the Agency had already engaged in some synergistic undertakings 
elsewhere. 
 
Looking ahead 
 
Expectations about what might be achieved in cooperation between verification organisations 
should be modest. There is no doubt that cooperation will be ‘politicised’ by one or more 
states parties if they see this as politically opportune. It is therefore important to be able to 
make a clear-cut case for exploiting specific synergies between organisations. Interaction 
based on a pragmatic, ‘bottom up’ approach will be easier to defend against critics than grand 
schemes for high-level, strategic cooperation. Based on experience gained through limited 
cooperation, interaction could then be expanded. If small-scale interactions are successful, 
there will could be a positive feedback loop. 
 
Looking far ahead, there may be grounds for hope that in the long run, verification functions 
can be merged: 
 
�� As regimes move towards universality, differences in membership will shrink. 
�� As verification becomes more routine and commonplace, there may be fewer anxieties 


about international organisations cooperating. 
�� As the disarmament functions of the NPT, CWC and BWC are more convincingly 


achieved, their nonproliferation aspects will become more important and tend towards 
control of dual use materials and technology. Since many of the techniques involved in 
monitoring the spread of various dual-use technologies are similar, the roles of the 
regimes will likely converge further.14 


�� Finally, at some point the bilateral US/Russian nuclear disarmament process will be 
multilateralized to include the other states with nuclear weapons; this begs the question of 
whether non-nuclear weapon states will become involved in verifying complete nuclear 
disarmament and whether this will require a new global organization, or an extension of 
the IAEA’s role. A global verification organization would of course be the ultimate 
synergizer.  


 
Conclusion 
 
A step-by-step, functional, pragmatic and low-key approach would appear to be the best way 
to enhance existing synergies and increase cooperation between the major multilateral 
verification systems. In this way confidence can be built and lessons learned which may open 
up the possibility for more extensive and rewarding cooperative endeavours. Long-term 
trends may be increasingly favourable to far-reaching synergization. 
 
 


                                                           
14 The CWC and the BWC were always intended to be complementary and do actually overlap in their 
scope. 
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Implementation of the Additional Protocol in Japan 
 
T. OGAWA 
Japanese Safeguards Office (JSGO) 
Ministry of Education, Culture, Sports, Science and Technology 
Tokyo, Japan 
 
Abstract 
The Additional Protocol came into force in December 1999 in Japan. After that, Japan makes 
an effort to meet the Additional Protocol. Through the submission of the initial declaration 
and the annual declaration, or through the implementation of the complementary access, 
Japan got many experiences. 
 
      
1. IMPORTANCE OF AN ADDITIONAL PROTOCOL 
 
In the middle of the 1950s, Japan launched into the research, development and utilization of 
nuclear energy with the primary aim of harnessing it for peaceful purposes under the 
supervision of the Japanese Atomic Energy Commission. The Japanese Atomic Energy 
Commission makes “ Long-Term Program for Research, Development and Utilization of 
Nuclear Energy “ every five years, and in its newest one, which was adopted by the Japanese 
Atomic Energy Commission at the end of last year, the importance of peaceful use is 
indicated as follows. 
“Japan, a party to the NPT, has been strictly managing its nuclear materials and facilities 
under the safeguards of the IAEA, and has thereby gained the understanding of international 
community with respect to the practical application of so-called sensitive technologies, such 
as uranium enrichment and reprocessing, and the use of plutonium. In order to continue to 
meet its international commitments and to improve the effectiveness of efforts towards 
nuclear non-proliferation, Japan must endeavor to make both its information and its 
management of internationally regulated material more transparent, and to make efforts in the 
development of related technologies”. It is a basic policy to Non-proliferation and Japan 
adherences to it.  
In 1990s, the importance of Non-proliferation was increased. Strengthening the effectiveness 
and improving the efficiency of international and national safeguards are considered, by 
Japan, to be vital elements in improving the global non-proliferation regime. The 
Government of Japan provided extensive support to the IAEA throughout the course of 
Program 93+2, the IAEA’s program for the development of more effective and efficient 
safeguards, and actively participated in the negotiations of Model Additional Protocol. 
 
2. CONCLUSION OF THE ADDITIONAL PROTOCOL 
 
The Additional Protocol was signed by the government of Japan in December 1998 and one 
year later came into force. Japan is the 8th country of the conclusion of the Additional 
Protocol and the first country among those countries with a fully developed nuclear fuel 
cycle. 







Before the conclusion of the Additional Protocol, Japan made two important actions. The first 
one was the trial to get the experience of complementary access and another was the 
amendment of “ The Law for the Regulation of Reactors etc.”, to arrange the domestic 
environment. 
 
2.1 Implementation Trial 
 
An implementation trial of measures in Model Additional Protocol was requested by Japan 
with the purpose of the IAEA, facility operators, State authorities and, eventually, other 
States with experience relevant to the implementation of the Additional Protocol, especially 
for the complementary access. The trial was conducted in Japan between March 1998 and 
December 1999. Two major R&D sites, Tokai Research Establishment of Japan Atomic 
Energy Research Institute (JAERI) and Oarai Engineering Center of Japan Nuclear Fuel 
Cycle Development Institute (JNC) were selected because they are the most complex nuclear 
sites in Japan. Complementary access, including instances of managed access, was conducted. 
Some instances of complementary access were carried out with two hours advance 
notification in conjunction with routine inspections and others were carried out with 
twenty-four hours advance notification. Through this trial, many valuable experiences were 
gotten and these experiences are compiled as a report by the IAEA. 
 
2.2 Amendment of “The Law for the Regulation of Reactors etc.” 
 
The safeguards activities based on the comprehensive safeguards, not only by state inspectors 
but also by the IAEA inspectors, are strictly defined in the Japan’s domestic law.  To satisfy 
the requests of the Additional Protocol, it was necessary to amend some articles of this law.  
The first amendment was to gather information for article 2 a (iv) of the Additional Protocol. 
Article 2 a (iv) requests state to provide the expanded information to the IAEA, which are not 
submitted in the activities of the comprehensive safeguards, the description of the scale of 
operations for each location engaged in the activities specified in Annex I. So new regulation 
were created that the government orders the facility operators etc. to submit the expanded 
information. The second amendment was to gather information requested by the IAEA.  The 
IAEA can request a state to provide the information, not only the information based on article 
2a(iv), but also the information based on the other article. The difficulty was how to define 
the information   submitted to the IAEA legally. The third point was the arrangement of 
complementary access.  In the comprehensive safeguards, only the traditional inspection is 
defined.  So it was necessary to newly define the complementary access in the domestic law. 
But it was not easy because the target and timing of the complementary access are not 
systematic. So there was the difficulty to define the complementary access and finally it is 
provided as the activities specified by the IAEA. The above three points are the problems of 
Japan’s own, but similar problem happens in other countries because the expanded 
declaration and the complementary access are the very flexible activities compared with the 
traditional safeguards and these will be the first obstacles to introduce the Additional 
Protocol.       
The forth point did not relate to the Additional Protocol directly. As a result of conclusion of 
the Additional Protocol, it needs a lot of human resource to follow up the Additional Protocol, 







to prepare the expanded declaration or to be ready for complementary access. Besides, Japan 
must correspond to the Rokkasho reprocessing matter. In the past, only the state inspectors 
did the inspection activities as SSAC. But, under the strict constraint of government human 
resource, Japan had to change the state system. The Government designated the Japanese 
Nuclear Material Control Center (NMCC) as an acting inspection implementation 
organization. So now state inspectors and the NMCC’s inspectors can deal with the increasing 
inspection demand.        
3. Initial declaration 
Japan provided the Initial Declaration of the Additional Protocol to the IAEA in the middle of 
June, 2000 according the article 3 a of the Additional Protocol. Article 3 a orders a state to 
provide the initial declaration within 180 days of the entry into force of the Additional 
Protocol. In Japan’s case, 180 days period was not enough compared with its nuclear scale. 
The Japan’s Initial Declaration had, in proportion to the brisk nuclear activities in Japan, a 
considerable amount of information. For example, Japan declared 4,885 buildings on 151 
sites for the Article 2 a. (iii). 
After the provision of the Additional Protocol, Japan and the IAEA started the analysis of it. 
In the process, many problems were found as follows; 
(a) translation : The original declarations from the facility operators were submitted in 


Japanese to the government and the government had to translate them in English. In this 
process, many miss-translation were caused because of the large volume of information 
and the limited period, besides many misspelling. For example, the name of building or 
equipment in English was not adequate and it caused the IAEA’s question and the 
complementary access. In another case, each building does not usually have its English 
formal name and different name was used in the different part of the declaration. The 
problem of translation can be solved if the state has enough time. Practically the time 
limit is 180 days and it is difficult work for a state which has a large nuclear activities. 


(b) Insufficiency of the guideline : the IAEA prepared the “Guidelines and Format for 
Preparation and Submission of Declaration Pursuant to Article 2 & 3 of the Model 
Additional to Safeguards Agreements” in August 1997. Japan pointed out the necessity of 
the more clarification of the guideline at that time, but it has not been revised. Through 
the preparation of the declaration and through the analysis with the IAEA, many 
insufficiency of guideline were founded. Above all, the definition of site boundary, 
building to be declared (cash dispenser, bicycle stand, shack, etc.) and special kind of 
facilities (PP facilities and LOFs) are important matters. If the guideline includes the 
detailed indications, the states can manage the expanded declaration smoothly. Many 
states will conclude the Additional Protocols and submit the initial declarations in the 
near future and the IAEA should hurry to revise the guideline and clarify the its content. 


       
3. ANALYSIS OF THE DECLARATION BY THE IAEA 
 
Now the IAEA has continued to analyze the Japan’s Declaration and sent questions to Japan 
and Japan makes effort to answer them as soon as possible. In this process, the open-source 
information is effectively used by the IAEA. 
 
   







4. COMPLEMENTARY ACCESS 
 
The IAEA started the complementary access in December 2000. Total 35 complementary 
accesses were done as of September 30, 2001. Most targets of complementary access were 
R&D organizations (JAERI and JNC) and nuclear power plants. 24 hours advance 
notifications were 21 times and 2 hours advance notifications were 14 times. All 
complementary accesses were done in the site and no managed access was done. There are 
some minor problems happened to implement the complementary accesses, but the 
complementary accesses were implemented smoothly as a whole. Japan recognizes that, in 
the past cases, the selection of target was reasonable. 
 
5. SUBMISSION OF THE ANNUAL REPORT 
 
A state must provide the update of the initial declaration, by May 15 of each year, according 
the article 3 b. Japan provided the first annual report in May 2001. In the annual report, not 
only the revision of the information and correctness of the mistakes, some improvements 
were done based on the IAEA’s comments on the initial declaration. As a result, a lot of parts 
were revised and the volume of annual report was as much as that of the initial declaration. 
  
6. FURTHER CONSIDARATION 
 
From the experience of the initial declaration and the annual declaration, Japan recognizes 
the necessity of more measures, to prepare an adequate declaration. The main cause of 
Japan’s problem is the scale and the complexity of the Japan’s declaration. The adoption of 
electronic declaration is one idea to avoid this problem.  The initial declaration and the 
annual report were submitted as hard copies and the IAEA had to deal with them by hand. It 
takes a lot of load and time. After that, the IAEA prepared the “Protocol Reporter” for states 
to declare electronically. If a state declare the information using this system, the IAEA can 
analysis the declaration using specific software. Japan studies the introduction of the 
“Protocol Reporter” or other electronic declaration systems.  
Another examination is the introduction of satellite image. In addition to the description of 
the site, a state must provide the map of site. The IAEA uses the satellite images to find 
undeclared buildings, comparing the submitted site map. On the other side, Japanese side 
cannot check all maps. So in the future, the introduction of the satellite image is studied to 
provide the map. 
Concerning the complementary access, the IAEA implemented 35 times in Japan. As a next 
step, Japan and the IAEA are making the model procedure for the managed access. In the near 
future, the IAEA will start the managed access in Japan. 
 
7. CONCLUSION OF “NO UNDECLARED ACTIVITY” 
 
The IAEA expressed that the standard term to get a conclusion of Additional Protocol is about 
15 months from the submission of an initial declaration. Japan submitted the initial 
declaration in June last year. So this month is just 15 months from the initial declaration. 
Considering the scale of Japan’s nuclear activities, the standard term is too short, but the 







IAEA should make an effort to get the conclusion early. After that, Japan wants to move to the 
Integrated Safeguards scheme. 
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Designing a Safeguards Approach for the Transfer and Storage of Used Fuel 
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Abstract 
To provide needed space in the bays for continued CANDU reactor discharges, used fuel must be moved 
from the bays to on-site Dry Storage Facilities (DSF). Over the next decades, used fuel in the bays in 
Canada will be loaded into containers or transfer flasks and moved to DSFs. 
 
The IAEA currently verifies the transfer of used fuel to dry storage at the Pickering site. When the DSF at 
the Bruce site starts operating in 2002 followed by the Darlington Used Fuel Dry Storage Facility in 
2007-2009 increased Agency safeguards resources will be required. Safeguarding these new facilities and 
the flow of fuel to them would place additional demand on IAEA resources if the current approach, which 
relies heavily upon inspectors being present at the facility, were used. In a continuous search for more 
efficient approaches, the IAEA, the Canadian Nuclear Safety Commission, and the facility operators are 
working together to develop a safeguards scheme that depends less upon inspectors and more upon 
instruments, operator activity and remote monitoring. 
 
This paper describes the current approach to safeguarding used fuel in transit and in storage at the multi-
unit CANDU stations. Alternative approaches are also discussed and their application to existing and 
future used fuel dry storage facilities is considered. Safeguards approaches under existing Safeguards 
Criteria are compared with approaches that might be possible under a safeguards regime strengthened by 
the Additional Protocol, and with approaches optimised under Integrated Safeguards. The technologies 
being considered to safeguard used fuel include position tracking using the Global Positioning System 
(GPS), Geographical Information System (GIS), radio frequency techniques, electronic seals, operator 
activity, remote surveillance and monitoring. Unannounced inspections (UAI) and mailbox arrangements 
for the provision of operational data and schedules are also being considered. 
 
1. INTRODUCTION 
 
Table 1 shows the expected additional IAEA effort that will be required in 2002 and 2003 to safeguard 
transfers of used fuel to dry storage at the Pickering and Bruce sites if the current safeguards approach to 
this activity is applied. 
 
At Pickering transfers of used fuel to dry storage have been on going since 1996. Each transfer of a Dry 
Storage Container (DSC) takes four IAEA Person-Days of Inspection (PDI) under the current Safeguards 
Approach. One PDI is expended for verifying the used fuel that goes into the DSC, another for witnessing 
the loading of the DSC and two are expended for accompanying the DSC when it is transferred from the 
Spent Fuel Bay Area of the station to the DSF. When the DSF at the Bruce site goes into operation each 
transfer of a DSC will take at least four PDIs. If transfers take place over more than one shift at the spent 
fuel bay area and the DSF the number at Bruce could double. As Table 1 indicates the number of PDIs 
that the IAEA would expend at Pickering and Bruce would increase from approximately 220 in 2001 to 
approximately 648 to 988 in 2003 if an approach like the one at Pickering is used.  
 
 
 
 







Table 1 Expected PDI Expended on DSC Transfers Using the Current Safeguards Approach 
 


Year # of DSCs transfers Min. PDI Max. PDI 
2001 55 220 220 
2002 78 312 344 
2003 162 648 988 


 
The path that used fuel follows in multi-unit CANDU stations and the current safeguards measures that 
are applied at strategic points on that path will be described. Measures to reduce Agency effort that could 
be applied at various points along the used fuel path are also described in the following discussion. 
 
2. THE USED FUEL PATH AND THE CURRENT SAFEGUARDS MEASURES APPLIED AT 
STRATEGIC POINTS ALONG THE PATH 
 
The paths that used fuel bundles follow are basically the same at all the multi-unit CANDU stations 
which have an on-site DSF. Figure 1 shows the path from the Bruce B Spent Fuel Bay to the DSF. 
 


 
 
Figure 1 Bruce Transfer Routes from the Spent Fuel Bay to the DSF 
 
At Bruce used fuel is discharged from the reactor core to the Primary Bay. Later used fuel more than four 
years old is transferred from the Primary Bay to the Auxiliary Bay. In the Auxiliary Bay the used fuel is 
put into modules before going to a Loading Bay where the modules are loaded into Dry Storage 
Containers (DSCs). The loaded DSC is then transferred from the Spent Fuel Bay Area to the DSF where 
it arrives in the DSF Receiving Area. 
 
From the DSF Receiving Area the DSC is moved to the DSF Process Area. In the Process Area the DSC 
is moved to a series of processing stations where the DSC lid is welded to the DSC body, the weld is X-
rayed, the DSC is leak-tested and the paint in the weld area of the DSC is touched-up. After the DSC is 
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processed it is moved to the DSF Storage Area where the DSC is stored in rows with 23 cm between the 
DSCs on one side and 63 on the other. 
 
At strategic points along the used fuel path safeguards measures based on the current safeguards approach 
are applied as shown in Table 2. The current approach used at Pickering as it would be applied to Bruce 
transfers will be described. 
 
Table 2 Application of the Current Safeguards Approach to Bruce Transfers to Dry Storage 
 
Step Strategic Points on the Used Fuel 


Path 
Safeguards Measures and Equipment Verification 


 method 
1 Loading modules in the Auxiliary 


Bay 
Verified by IAEA inspector and kept under 
continuous surveillance 


Item count 
NDA to confirm it is used fuel 


2 Transfer of modules to Loading 
Bay 


IAEA inspector and optical surveillance  


3 Loading of DSC IAEA inspector and optical surveillance  
4 Transfer of DSC to the DSF Inspector surveillance  
5 DSF Processing Area Continuous Optical Surveillance (CCTV) 


 
Identification tag on the DSC nameplate 
 
Application of Dual C/S within 3-months of being 
verified in the Auxiliary Bay Area and before being 
moved into the Storage Area. Fingerprint of the DSC 
is also taken before seals are applied to the DSC. 


 


6 DSF Storage Area Dual C/S (Difficult-to-Access) 
- E-type metal seal 
- COBRA fiber optical seal 


 


    
When the Bruce operator wants to fill a DSC, used fuel bundles will be transferred from the trays into 96-
bundle modules using the Tray-to-Module Transfer Mechanism (TMTM) which is stationed at one end of 
the Auxiliary Bay. A new DSC from the manufacture will be transported from the Receiving Area of the 
DSF to the Loading Bay on a flat-bed truck.  
 
Figure 2 The Dry Storage Container  


 
 
 







The DSC, identifiable by the DSC number on a nameplate welded to the DSC body, is a uniquely 
identified rectangular container made of a double carbon steel shell filled with reinforced concrete, Figure 
2. The container measures 2.4m x 2.1m by 3.5m in height.  The DSC weighs 60 tonnes when empty and 
70 tonnes when fully loaded with used fuel. The container can hold a maximum of 384 CANDU fuel 
bundles housed in 4 modules each containing 96 bundles. 
 
The DSC has two separate “U” shaped stainless steel tubes with an inner diameter of 12mm embedded in 
the DSC walls and floor in the plane of the outer reinforcing grid. These sealing tubes are placed so that 
each tube runs across the center of the opposite container walls and cross over on the floor or base of the 
canister. Two tubes are also embedded in the DSC lid, and routed diagonally to opposite corners. When 
an E-type metal or a COBRA fiber optic seal is applied, the sealing wire is threaded in the sealing tubes 
which run through the top and bottom and all sides of the DSC. 
 
2.1 The Dry Storage Transfer Process after used fuel has been loaded in the Modules 
The transfer to dry storage process begins when the modules loaded with used fuel are verified by the 
IAEA inspector. Prior to this step, the used fuel has been continuously monitored by the IAEA. The 
IAEA has verified through technical means that it is used fuel that has been transferred into the spent fuel 
bay and has continuously confirmed through surveillance that no undeclared activities have taken place in 
the spent fuel bay. 
 
With the current safeguards approach, three inspection days are required for each transfer of a DSC from 
the spent fuel bay to the Processing Area of the DSF.  
 
2.2 Day 1 of the IAEA Activities – Verification of the four modules to be loaded in the DSC 
Current Safeguards Criteria require that used fuel transferred into containers, which will be placed in 
interim storage under safeguards but will be difficult-to-access (DTA), be verified prior to becoming 
DTA by item identification (where feasible) and NDA, using sampling plans that provide a high detection 
probability for gross defects, and when these verification activities have been performed, dual C/S is 
applied. Continuity of knowledge must be maintained between verification and the application of the dual 
C/S. Application of dual C/S must be performed within 3 months after the verification. 
 
When the operator is ready to load a DSC, the IAEA will verify the fuel in the four modules before they 
are put into a DSC. This manual verification will be performed by an IAEA inspector at the end of the 
Auxiliary Bay before the modules are transferred to the Loading Bay. 
 
The four modules containing used fuel bundles to be loaded into a DSC will be moved to an established 
IAEA verification position in the Auxiliary Bay. The used fuel bundles contained in the modules will be 
verified under water, in the Auxiliary Bay, by item counting and by taking measurements with a cadmium 
telluride (CdTd) detector to confirm that the nuclear material being verified is irradiated nuclear material. 
After performing the verification the inspector will seal the bridge so that it cannot be used for any other 
activity until such time that the modules are loaded into the DSC which would normally be performed the 
following day (Day 2). After sealing the bridge, the inspector will depart and surveillance will monitor the 
activities in the spent fuel/loading bay area during the inspector’s absence. 
 
2.3 Possible ways to reduce inspection effort on Day 1 
With a Module Transfer Verifier (MTV) the verification could be done by the operator when an IAEA 
inspector is not present. An MTV consisting of an array of fixed gamma detectors could be positioned in 
the passage way between the Auxiliary Bay and the Loading Bay. As modules are moved underwater by 
the operator to the Loading Bay, the MTV could verify the fuel. The readings from the MTV could be 
transmitted to the IAEA Regional Office in Toronto. With underwater camera surveillance the IAEA 
would have assurance that used fuel is loaded into the modules and the verified fuel is loaded into the 







DSC as declared. With transmission of images, the surveillance could be remotely monitored in near-real 
time by the IAEA. 
 
3. DAY 2 OF THE IAEA ACTIVITIES – LOADING THE DSC 
After the fuel in the four modules has been verified, the operator takes the lid off the DSC and places the 
empty DSC in the Loading Bay. The inspector removes the seal from the bridge. In the presence of the 
IAEA inspector, the operator transfers the four modules that have been verified to the Loading Bay 
through a gate-opening that connects the two bays. The modules are then loaded, underwater, into the 
DSC. The lid is placed on the DSC and secured by an In-Bay Clamp. The DSC is taken out of the 
Loading Bay, placed in the Truck Bay and decontaminated. The inspector witnesses the removal of the 
DSC from the water and departs. In the inspector’s absence, surveillance continues to monitor the 
activities in the spent fuel/loading bay area. Upon completion of the decontamination the DSC is prepared 
for transportation to the DSF Processing Area (the welding workshop). The In-bay Clamp is removed and 
replaced with the Transfer Clamp before the DSC takes the 1 to 2-hour journey to the DSF. The Transfer 
Clamp secures the lid to the DSC body and provides leak-tightness during the transfer of the DSC from 
the Spent Fuel Bay Area to the DSF. 
 
4. DAY 3 OF THE IAEA ACTIVITIES – ACCOMPANYING THE DSC DURING ITS 
TRANSFER TO THE DSF 
After the DSC is filled with fuel, it is transported from the Spent Fuel Bay Area to the DSF. During the 
transfer the DSC is accompanied to the DSF by an IAEA inspector. Upon arrival at the Receiving Area of 
the DSF, the DSC is removed from the DSC transport vehicle and moved to the DSF Processing Area. 
The inspector attaches an identification E-type metal seal to the nameplate of DSC. A CCTV camera 
system monitors the movements of the DSCs in the Processing Area. The operator maintains a log of the 
DSC movements in this area for later comparison by the inspector with the surveillance records. 
 
4.1 Possible ways to reduce inspection effort on Day 3 
There are ongoing tests taking place to confirm that radiation measurements taken with a cadmium 
telluride (CdTd) detector of the DSC can provide a credible and unique fingerprint of the four modules in 
the DSC. If this is shown to be the case, a reference fingerprint of the DSC could be taken immediately 
after the DSC is loaded. If a module of used fuel were removed from the DSC that has been finger-printed 
the removal would be detected by a change in the confirmation signature when the next fingerprint 
measurement of the DSC is performed.  


If the fingerprint measurement is performed in the Spent Fuel Bay prior to transferring the DSC to the 
Processing Area of the DSF the IAEA Inspector would not have to accompany the DSC. That would save 
the 2 PDIs per transfer that is currently registered for escorting the DSC to the DSF. 


Another way to possibly maintain continuity of knowledge of the DSC without inspector presence is to 
put digital cameras on the transporter. The cameras would record any attempt to remove the DSC lid or 
switch DSCs. 


The operator could apply a VACOSS seal to the Transfer Clamp which would be detached by an IAEA 
inspector (or the operator) at the DSF. Cameras mounted on the vehicle pose technical difficulties and are 
subject to operator error. Applying a seal to the Transfer Clamp is also subject to operator error and, due 
to the design of the clamp, maybe difficult to accomplish in a credible way. Another complication is the 
application of the seal by the operator may have to be remotely monitored by the IAEA with optical 
surveillance to ensure that the seal is properly attached. 


If a mechanical seal were applied to the loaded DSC prior to the transfer it would have to be removed 
before the lid is welded on. In that case, applying such a seal would not reduce effort. 


 







A two-part electronic seal that could confirm that the lid has not been removed would save a lot of effort 
if it could remain on the DSC while the DSC lid is welded on to the DSC. The IAEA inspector could 
attach one part to the DSC lid and the other part to the DSC body. The availability of such seals and the 
means of attaching the seal to the DSC need further investigation. 


Another way to possibly eliminate the need for an IAEA inspector to accompany the DSC during the 
transfer is to monitor the departure and arrival time of the DSC and its route. The route could be 
monitored by the Geographical Positioning System (GPS) or by Radio Frequency Identification (RF id) 
tags with readers strategically positioned along the route. The system could be set up to alarm if the DSC 
strays from the expected path or takes longer than expected. Geographical Information System (GIS) 
would be used as a tool to manage the data and information generated by these devices. 


Another solution to this problem might be the use random unannounced inspections (UAI) or a short 
notice random inspection (SNRI) regime. The IAEA can make best use of UAI if they have advance 
knowledge of the scheduled activities at the facility. Advance notification of scheduled activities could be 
provided to the IAEA using a “mailbox” technique. Once the operator puts the schedule or change/update 
to the schedule in the Agency’s mailbox the operator must be unable to retrieve it. 


5. DAY 3 ONWARDS 
In the DSF Receiving Area and the DSF Processing Area continuity of knowledge is maintained by a 
CCTV surveillance system. DSCs may move freely into the Processing Area but may not move out unless 
an IAEA inspector releases it. 


 
The operator logs the movements of individual DSCs as they are moved around the Processing Area. 
Each time the surveillance system is serviced by an inspector the operator provides the log of events for 
the review period to the inspector for comparison with the IAEA records of the surveillance. 
 
5.1 Possible ways to reduce inspection effort on Day 3 onwards 
GPS or RF id tags on the DSCs might be able to eliminate the need for the operator to maintain a log of 
DSC movements. With GIS technology the movement of DSCs in the DSF Processing Area could be 
remotely monitored by the IAEA headquarter or Regional Office staff or by inspectors on site with hand-
held devices eliminating the need for the operator to maintain a written log of DSC movements. The 
comparison of the GPS or RF id log with IAEA surveillance could be performed by the IAEA off-site at 
any time. If the DSC leaves a certain pre-defined area the system could be programmed to alert the IAEA. 


For DSCs ready for storage an IAEA Inspector performs two fingerprint measurements on the DSC 
before it goes into the Storage Area. A CdTd detector is placed in a sealing wire tube (embedded in the 
DSC) and removed at a constant speed while performing the measurement. The measurement is 
performed a second time using the other sealing wire tube.  
 
The objective of a fingerprint measurement is to obtain a unique signature of the four modules loaded in a 
DSC. This fingerprint will be used to provide continuity of knowledge for each individual loaded DSC. 
The advantage of the fingerprint measurement is that it is unique for each DSC. Should Dual C/S fail, a 
fingerprint re-measurement can be performed to re-establish, by comparison with a previous fingerprint 
measurement, the continuity of knowledge in the form of a unique signature of the four modules in a 
DSC.  
 
After successful completion of the fingerprint measurements the inspector attaches Dual C/S to the DSC 
(COBRA and E-type seals) prior to moving the DSC from the Processing Area to the Storage Area. The 
E-type seal is attached using one of the two sealing tubes in the DSC. The COBRA seal is attached using 
the other sealing tube to cover the same diversion path as the E-type seal. The seals are threaded through 
the U tubes embedded in the DSC body walls and lid, to cover all diversion paths.  
 







To provide additional assurance that DSCs have not been removed and replaced an Immobilization Seal 
which connects several DSCs together has been considered. If used, a COBRA seal optical cable, 
connecting several DSCs together, would follow the route through the body and lid of the first and last 
DSCs and through the lids of the DSCs sandwiched in between the first and last DSC in the group. The 
COBRA seals attached to each individual DSC would remain in place.  
 
If the ongoing evaluation taking place to confirm that radiation measurements taken with a cadmium 
telluride (CdTd) detector of the DSC provide a credible and unique fingerprint of the four modules in the 
DSC is successful then there is a possibility of removing surveillance from the Processing Area of the 
DSF.  


New DSCs from the manufacturer are stored in Receiving Area of the DSF.  When the operator is ready 
to fill another DSC an empty DSC is transported to the Loading Bay and the Transfer to Dry Storage 
Process is repeated. 
 
Table 3 summarizes the alternative measures that could be applied at various steps in the process to 
reduce Agency effort. The table does not include measures that might be applied under an Integrated 
Safeguards Approach.







Table 3 Current safeguards approach and possible alternative measures  
Step Strategic Points on 


the Used Fuel Path 
Current Safeguards Measures 
and Equipment 


Possible Alternative Measures 


1 Loading modules in 
the Auxiliary Bay 


Verified by IAEA inspector and 
kept under continuous 
surveillance 


Underwater cameras used by IAEA to remotely observe the 
loading of the modules. 


2 Transfer of modules 
to Loading Bay 


IAEA inspector and optical 
surveillance 


Underwater cameras used by IAEA to remotely observe the 
transfer of the modules. 
 
Module Transfer Verifier used by operator. Remote transmission 
of the data. 


3 Loading of DSC IAEA inspector and optical 
surveillance 


Underwater cameras used by IAEA to remotely observe the DSC 
loading operation. 


4 Transfer of DSC to 
the DSF 


Inspector surveillance Operator takes reference fingerprint of the loaded DSC before the 
DSC is transferred to the DSF. 
 
Cameras on transporter confirm that DSC lid is not removed.  
 
VACOSS seal is attached to the DSC by the operator under 
IAEA optical surveillance. 
 
Two-part electronic seal with one part on the DSC lid and the 
other on the DSC body to indicate if DSC is removed during the 
transfer to the DSF 
 
GPS or RF id system used to monitor duration and travel path of 
the DSC and alert the IAEA if there is deviation from the 
expected travel path. 


5 DSF Processing 
Area 


Continuous Optical Surveillance 
(CCTV) 
 
Identification tag on the DSC 
nameplate 
 
Operator maintains log of 
movements of the DSCs in this 
area 
 
Application of Dual C/S within 
3-months of being verified in 
the Auxiliary Bay Area and 
before being moved into the 
Storage Area 


Confirmation fingerprint of the DSC taken to eliminate the need 
for the IAEA to accompany the DSC from the spent fuel bay to 
the DSF and eliminate need for optical surveillance in the 
Processing Area. 
 
Confirmation fingerprint taken before Dual C/S is applied to the 
DSC. 
 
GPS or RF id system obviates need for operator to maintain a 
DSC movement log. Comparison of log and IAEA surveillance 
record could be performed off-site 


6 DSF Storage Area Dual C/S (Difficult-to-Access) 
- E-type metal seal 
- COBRA fiber optical 


seal 


Optical Surveillance is not required  







 


6. ASPECTS OF AN INTEGRATED SAFEGUARDS APPROACH 
 
Under integrated safeguards, a mailbox arrangement with the provision of relevant operational data in 
near-real time may be used. The use of unannounced inspections with a sufficient degree of 
unpredictability for the SSAC/operator would be another likely aspect of the approach. 


 
7. CONCLUDING REMARKS 
 
The effort required under the current approach to safeguard transfers of used fuel from multi-unit 
CANDU generating stations to the on-site dry storage facilities needs to be reduced. The use of radiation 
fingerprints of DSCs could eliminate the need for costly and labor-intensive surveillance systems in the 
DSF Processing Area and eliminate the need for an IAEA to accompany the DSC while it is being 
transferred from the station to the DSF. Advanced technical means such as the application of C/S 
measures with remote data transmission, and electronic seals, tags and other devices for remote tracking 
and monitoring could also reduce effort. Further reductions may be achieved by using a mailbox 
arrangement with the provision of relevant operational data in near-real time and unannounced 
inspections. Greater use of the operator to perform safeguards activities such as applying and detaching 
seals and taking NDA measurements is another way that savings in IAEA resources might be achieved. 
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Abstract 
 
High-sensitivity nuclear environmental sampling and analysis techniques have been proven in their ability to verify declared 
nuclear activities, as well as to assist in the detection of undeclared nuclear activities and facilities.  Environmental sampling 
and analysis techniques achieved recognition for potential international safeguards use through their effective application by 
the International Atomic Energy Agency (IAEA) in Iraq following the Gulf War.  Through Programme 93+2, the IAEA 
proved the ability of environmental sampling to support of international safeguards. Subsequently, they were adopted as 
routine safeguards measures by the IAEA Department of Safeguards. Applications of these techniques were openly expanded 
to include support in the verification of other nuclear treaties and of nuclear material security activities. As a result of the 
international community’s recognition of the contributions that environmental sampling and analysis technologies make to 
nuclear materials security and treaty verification, an increase in capabilities for making these measurements has occurred 
around the world.  National governments and international organizations have expanded their investments in new facilities, 
new equipment, and newly trained staff at the cost of millions of dollars.   There now exists varying degrees of capability and 
performance worldwide.  In order for high-sensitivity environmental sampling and analysis techniques to be more effective in 
their contributions to improving international safeguards and other nuclear material security and verification applications, the 
international community needs to strengthen and expand communication and areas of cooperation. This paper will describe 
current capabilities and applications for high-sensitivity environmental sampling and analysis, and will provide 
recommendations on strengthening international cooperation in these techniques. 
 
1. INTRODUCTION AND BACKGROUND 
 
High-sensitivity nuclear environmental sampling and analysis techniques have been proven in their 
ability to verify declared nuclear activities, as well as to assist in the detection of undeclared nuclear 
activities and facilities.  In the international safeguards regime, environmental sampling and analysis 
techniques were adopted as a routine safeguards measure following their evaluation in Programme 
93+2.  Much of the enthusiasm for high-sensitivity environmental sampling and analysis techniques 
can be attributed to their successful use in Iraq by the International Atomic Energy Agency (IAEA) 
following the Gulf War. 
 
In addition, multi-country field trials were conducted where the versatility and power of environmental 
sampling and analyses was demonstrated to the world community.  As part of the IAEA’s Programme 
93+2, these field trials were conducted to validate sample collection techniques, analyses, and 
interpretation of the data.  Also undertaken as part of Programme 93+2 was the design and 
construction of a Class 100 clean laboratory at the IAEA Seibersdorf facility outside Vienna, Austria.  
This laboratory has now been in operation since 1996.  Today applications for environmental sampling 
and analysis by the IAEA are limited to gas centrifuge enrichment plant and hot cell inspections.  
In May 1997, the IAEA’s Board of Governors adopted the “Additional Protocol,” incorporating a 
second set of safeguard-strengthening measures aimed at improving the Agency’s capability to detect 
undeclared nuclear activities.  Under Article IX of the Model Additional Protocol [INFCIRC/540], 
wide area environmental sampling (WAES) was identified as an additional strengthened safeguards 
measure to be used in detecting undeclared nuclear activities and facilities.  The implementation of 
WAES remains subject to approval by the Board of Governors, and requires specific identification and 
evaluation of the sampling and procedural arrangements for use.  In support of this requirement, a 
multi-nation study was performed under the auspices of the IAEA, where WAES was fully evaluated 
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with recommendations provided on where and when this technology could be used, and where and 
when it should not be used.    
 
Today applications for nuclear environmental sampling and analysis techniques and technologies have 
expanded in support of meeting a variety of international safeguards, non-proliferation, disarmament, 
and other international security and treaty objectives. Governments and international agencies, 
including the United States, Japan, Finland, the International Atomic Energy Agency, and others have 
expanded their investments in nuclear environmental sampling and analysis techniques and 
technologies.  These investments include but are not limited to new facilities, new equipment, and 
newly trained staff, costing millions of dollars.  The international activities and efforts in progress 
involving high-sensitivity nuclear environmental sampling and analyses are diverse, dispersed 
geographically, and have capabilities and performance that vary significantly. 
 
High-sensitivity nuclear environmental sampling and analyses share common technologies, methods, 
processes, and information needs regardless of whether they are being used to support international 
safeguards, disarmament initiatives, or other international security activities.  Examples of 
technologies, methods, or processes that are common regardless of application include analytical 
instrumentation, analytical methods, reference materials, as well as quality assurance and quality 
control procedures and practices.  Because the international activities in the environmental sampling 
area are diverse and geographically dispersed, and because of the increasing importance environmental 
sampling and analyses techniques make to the international community’s security and stability, the 
international community should strengthen and expand areas of cooperation and technology exchanges 
in the area of high-sensitivity environmental sampling and analysis.  
 
The remainder of this paper describes the areas and activities where high-sensitivity environmental 
sampling and analysis applications are or will occur.  In addition, the paper identifies current 
international capabilities and plans, and outlines and describes future needs and issues to be discussed 
and addressed by the international community to strengthen the application of this technology field for 
improved effectiveness and efficiency.   
 
2. ACTIVITIES/APPLICATIONS FOR HIGH-SENSITIVITY ENVIRONMENTAL SAMPLING 
    AND ANALYSIS 
 
Today there are six general areas where high-sensitivity environmental sampling and analysis 
techniques and technologies are used for non-proliferation, disarmament treaty verification, 
international security and environmental monitoring.  These six areas are described for purposes of this 
paper as follows: 
 
A) Nuclear safeguards; 
B) Nuclear forensics/illicit trafficking; 
C) Ongoing monitoring and verification (OMV); 
D) Comprehensive Test Ban Treaty (CTBT); 
E) Weapons dismantlement/materials disposition; and 
F) Research & development (R&D)/environmental safety. 
 
This section will briefly summarize these activities and applications.   Before this summary, note 
should be made on the origin and history of high-sensitivity environmental sampling and analysis 
techniques and technologies.   
 
The original basis for development of high-sensitivity nuclear measurement techniques was in support 
of the nuclear weapons testing and performance evaluation programs in nuclear weapons states.  The 
technology and the techniques established by the weapons states have evolved into a highly 
specialized field requiring unique skills, experience and expertise, to achieve the measurement 
performance levels and sensitivities for identifying nuclear material in the environment at levels less 
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than 5 microns.  The experience and capabilities established for this original purpose are now being 
applied to the peaceful uses described below: 
 
A) Nuclear safeguards:  environmental sampling and analysis techniques have proven their ability in 


international safeguards inspections.  As noted in the introduction, nuclear environmental 
sampling and analysis techniques have been adopted as routine methods for verification of 
declared activities by the IAEA worldwide and by EURATOM within the European community.  
At present, the applications for routine environmental sampling and analysis are limited to 
inspections of gas centrifuge plants and hot cells.  Future applications could include inspections of 
fuel reprocessing plants, reactors, and other fuel cycle facilities.  
 
Future applications in international safeguards also include wide area environmental sampling 
(WAES) under the additional protocol [INFCIRC/540].  As commented earlier, implementation of 
WAES is subject to approval by the Board of Governors and requires the identification and 
evaluation of the sampling procedures and arrangements for use.   


 
 


In addition to international safeguards inspection activities, the Japanese government’s domestic 
safeguards authority has identified environmental sampling as an additional method and/or 
technology for use domestically in Japan as part of its domestic safeguards regulatory oversight 
program.   The Japanese government has also identified environmental sampling as possibly 
supporting confirmation of the operator’s declarations and operating license performance. 


 
B) Nuclear forensics/illicit trafficking:  in recent years, since the end of the cold war, increased 


concern has been raised regarding smuggling of nuclear materials from former Soviet Union 
nuclear materials production or research facilities into countries seeking to establish a nuclear 
weapons program and/or nuclear weapons capability.  High-sensitivity environmental sampling 
and analysis techniques have proven effective in identifying the origin of smuggled nuclear 
material, and have also proven beneficial in fingerprinting nuclear material for future 
identification, should they be stolen or mishandled by other means. 


 
C) Ongoing monitoring and verification (OMV):  the IAEA’s Action Team has adopted high-


sensitivity environmental sampling and analysis techniques and technologies as one of the 
principal methods to be used to assure the UN Special Commission’s requirements for ongoing 
monitoring and verification of Iraq’s nuclear weapons program dismantlement is achieved.  
Applications for high-sensitivity environmental sampling and analyses may include support to 
establishing a countrywide baseline of the nuclear material in the environment so that any future 
changes could be readily detected.  This could be used to detect possible resumption of the Iraqi 
nuclear weapons program. 


 
D) Comprehensive Test Ban Treaty (CTBT):  a key feature of the Comprehensive Test Ban Treaty 


involves a provision whereby CTBTO inspectors could take environmental samples from a 
suspected weapons test site to confirm whether or not a nuclear weapons test may have occurred.  
Such environmental samples would need to be “screened” first for high levels of radioactivity 
(assuming a test occurred) before such high-sensitivity analyses could take place. 


 
E) Weapons dismantlement/materials disposition:  another application includes potential use in the 


verification of the Fissile Material Cutoff Treaty, as well as in the fingerprinting and measurement 
of excess fissile materials from weapons dismantlement and materials disposition activities. All 
nuclear material production processes have unique characteristics and features of their specific 
operation and process design that can be observed through minor isotope measurements and/or 
other nuclear material/nuclear element identification.  Knowledge of these characteristics can 
contribute significantly to tracking and verifying the origins of such nuclear materials when 
combined with other techniques such as morphology and destructive analysis techniques. 
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F) Research & development (R&D)/environmental safety: in addition to those activities specific to 
supporting international security, disarmament and/or international safeguards inspections or 
verifications, there are also applications where high-sensitivity environmental sampling and 
analysis techniques are involved in nuclear R&D and environmental monitoring.  For example, the 
IAEA has established, as part of its emergency response network, the ALMERA (Analytical 
Laboratories for Measuring Environmental RAdioactivity) network.  Established in 1995, this 
network currently consists of 53 laboratories from 26 countries, and is currently involved in 
assessing the French Polynesia’s Mururoa and Fangatanfa atolls, where French nuclear tests were 
conducted decades ago.  They are also involved in evaluating radioactivity released by the nuclear 
accidents at Chernobyl and Tomsk 7, as well as areas surrounding the former nuclear weapons test 
site at Semipalatinsk in Kazakhstan.  High-sensitivity environmental sampling and analysis 
techniques and technology are also contributing to determining and monitoring the extent of 
radioactive contamination in the environment surrounding former nuclear materials production 
sites and how effective cleanup is occurring.  Other applications are in the measurement of the rate 
of migration of radionuclides in long-term geological radioactive waste disposal facilities, and in 
personnel exposure and biological uptake monitoring.   


 
The above reflects a very expansive list of applications and uses for high-sensitivity environmental 
sampling and analysis techniques, as well as the variety of governments and international 
organizations involved. 
 
3. INTERNATIONAL CAPABILITIES AND PLANS 
 
Throughout the world, in both the northern and southern hemispheres, national governments and 
international organizations have invested millions of dollars in new facilities, new equipment, 
personnel training, and the hiring of new staff to maintain, establish or investigate capabilities in high-
sensitivity environmental sampling and analyses.  In addition to these active programs, a number of 
other countries have sought specific assistance from the U.S. and/or the IAEA, among others, to 
determine the requirements of establishing a technical capability in high-sensitivity environmental 
sampling and analyses in support of either domestic or international policies and programs. 
Today, capabilities have been established with necessary infrastructure at the International Atomic 
Energy Agency.  The IAEA is also coordinating a network of analytical laboratories in support of its 
safeguards mission, which have capabilities that vary in terms of experience, skill, and performance.  
In addition to the network of analytical laboratories, there is also the ALMERA network described 
earlier.   
 
In the European community, the Institute for Reference Materials and Measurements (IRMM) facility 
in Geel, Belgium, and the European Institute for Transuranium Elements (ITU) in Karlsruhe, 
Germany, have demonstrated and established capabilities in high-sensitivity environmental sampling 
and analysis.  In the United States, similar capabilities also exist at the Los Alamos National 
Laboratory, Pacific Northwest National Laboratory, Oak Ridge National Laboratory, New Brunswick 
Laboratory, the National Institute of Science and Technology (NIST), and other U.S. sites.  In addition 
to the above national capabilities in the United States, Russia, France and the United Kingdom have 
existing capabilities and operations that include clean laboratories, experienced personnel, and 
equipment.  In almost all cases, however, the measurement performance and analytical capabilities of 
each laboratory varies, which must be considered in any utilization of these laboratories and any future 
capabilities being planned. 
 
Other national governments and/or international organizations have high-sensitivity environmental 
sampling and analysis capabilities under development.  These include the Comprehensive Test Ban 
Treaty organization (CTBTO), headquartered in Vienna, Austria.  National governments are also 
establishing the capabilities in Asia, Latin America, the Pacific and Europe.   For example, Japan has 
invested over $35 million (U.S.) dollars on their Clean Laboratory for Environmental Analysis and 
Research (CLEAR) facility in Tokai-Mura.  In Finland, the government’s Finnish Centre for Radiation 
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and Nuclear Safety (STUK), through the VTT Chemical Technology Organization, has been investing 
R&D in air sampling and environmental sampling analysis capabilities and technologies.  In Australia 
at the Lucas Heights Research Center, work has been in progress on evaluating and analyzing 
environmental sample techniques using accelerator mass spectrometry.  In Brazil and Argentina, the 
ABACC joint safeguards authority between Brazil and Argentina, and the Argentine Nuclear 
Regulatory Authority (ARN) have been evaluating and participating in environmental sampling and 
analysis applications in their countries in cooperation with the IAEA and U.S. Department of Energy. 
 
In addition to the above countries with established or under-development high-sensitivity 
environmental sampling and analysis programs, other countries have also approached the IAEA/or the 
U.S. to determine the requirements to establish a capability of their own to perform high-sensitivity 
environmental sampling and analyses.  These countries include Egypt and South Korea.  Others 
countries continue to explore establishing such capabilities and include the Netherlands and Poland. 
 
A summary of the analytical capabilities that exist today in the IAEA’s network of analytical 
laboratories in given in Table I.  This listing was developed by the IAEA, and today includes 11 
laboratories that identify themselves as having or are developing capabilities to conduct environmental 
sampling and analysis using particle or bulk techniques. 
 
4. FUTURE NEEDS AND ISSUES 
 
The future effectiveness, efficiency and applications for high-sensitivity environmental sampling and 
analysis techniques will be impacted by how well the technical specialists and experts convince their 
sponsors, their governments and international organizations that the work they perform is important.  
With the expansion and growth of high-sensitivity environmental sampling and analysis techniques 
and technologies worldwide over the last decade, and the demonstrated performance of this 
technology, numerous challenges and issues requiring resolution have been identified.  The future 
issues and challenges are summarized below, and are identified to stimulate international discussions 
and to determine where there can be areas for expanded cooperations and communications.  This list is 
by no means exhaustive, but represents areas and/or topics that if not addressed, could result in less 
effective application of this technology, or in  ineffective verification and monitoring efforts when 
applied.  The future needs and issues identified below include but are not limited to the following:   
 
A) Reference materials/metrology:  reference materials are essential for an effective data 


interpretation and data analysis to assure defense of any reported results.  Key topics where 
international consensus can benefit include but are not limited to:  availability; certification; 
measurement; preparation; supply and management.   


 
B) IAEA network of analytical laboratories (NWALs): the IAEA NWALS are the primary resources 


that exist today to support the IAEA safeguards program’s sample analyses.  The capabilities of 
these laboratories vary.  When established, the NWALs were assembled to support routine 
safeguards sample analysis and measurements, and not high-sensitivity nuclear environmental 
samples and analysis.  Should the international community and IAEA revisit the NWAL criteria 
and guidelines specifically as they pertain to being a high-sensitivity environmental sampling and 
analysis laboratory?  If so, topics such as the following should be addressed:  qualifications; 
performance; reporting/standardization; capabilities; and resources/skills. 


 
C) Infrastructure and Resource Requirements:  the growing demand and expectations for high-


sensitivity environmental sampling and analysis techniques and technologies require steady or 
increasing budgets and a proven process to attract and retain key personnel to support this 
program. 


 
D) International support/cooperation:  the field of high-sensitivity environmental sampling and 


analysis is diverse, and the capabilities are geographically dispersed.  Strengthening the 
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international support and cooperation should be expanded to leverage the diverse activities and 
capabilities that exist.  Discussions and evaluations on seeking standardization (where appropriate) 
in analytical methods, policies, and practices should be considered.  Such areas for addressing 
include but are not limited to:  (a)  communications; (b)  techniques; (c)  round-robins; (d)  
archiving; (e)  technical exchanges; (f)  method development; (g)  sample screening/ handling; and 
(h)  transportation. 


 
E) Training:   the quality of environmental sampling and analysis techniques and technologies is 


impacted not only by the analyses performed in the laboratory, but also by how the samples were 
collected in the field, and how the data was interpreted following the analyses.  Training therefore 
becomes a critical element of successful environmental sampling and analysis applications.   Roles 
of national governments versus international organizations such as the IAEA in training require 
attention.  Training would need to address categories of personnel:  (a) inspectors; (b) data 
analysts; (c) analytical chemists; and (d) sample collectors. 


 
F) Validation of capabilities:  before the IAEA adopted environmental sampling and analysis 


technologies for routine applications, there were extensive field trials to validate and confirm the 
processes used and the results.  Some of the new and/or expanded applications also required field 
trials designed and/or planned to validate and demonstrate their applications to the international 
community. 


 
G) Clean laboratories:  assuring the integrity of the sample and the analytical results are key for an 


effective quality control/quality assurance program.  As investments continue worldwide, the 
establishment of a common basis for clean room design, operations, maintenance and certification 
for high-sensitivity environmental sampling and analysis method should be considered.  


 
H) Data management and analysis:  when planning any sample collection, the information to be 


obtained or verified needs to be planned and identified up front.  When the analysis is performed, 
interpretation of the results and how the data are handled are important to future use of such 
results.  Should there be some standardization and/or documentation of how the analysis and data 
are interpreted?  


 
I) Quality control:  experience has shown that the selection of suppliers and procurement of their 


products used in the clean laboratories can greatly increase the sensitivity and performance of 
high-sensitivity environmental sampling and analysis techniques in clean laboratories.  Today only 
a very small number of vendors have had their products evaluated for use in nuclear environmental 
clean laboratories.  Countries or organizations that do not use vendors that have been proven, run 
the risk of contaminating their laboratories and never achieving the performance levels which 
clean laboratories in high-sensitivity environmental sampling and analysis techniques are capable.  
In addition to the qualification of suppliers and their products, the development and application of 
protocols and procedures used during design, start-up, operations and maintenance will influence 
whether a lab can perform as design, or will fail.  Experience has shown that protocols and 
procedures knowledge for nuclear clean laboratories is very limited, and exists in only a few 
people; therefore this expertise should be captured before it is lost. 


 
J) R&D priorities:  the expectations for application and use of high-sensitivity environmental 


sampling and analysis techniques and technologies have increased.  There remains considerable 
debate on whether bulk versus particle analyses, for example, are more effective.  R&D activities 
could benefit from an assessment of priorities and their potential value. 


 
K) International organization cooperation:  today international governments posses the expertise 


and experiences in high-sensitivity environmental sampling and analyses.  International 
organizations use this experience to carry out and support meeting their mission.  Today numerous 
international organizations have objectives, plans and/or an activity to use high-sensitivity 
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environmental sampling and analysis techniques and technologies without a long-term vision of 
how to sustain this capability.  Yet in only limited cases, is cooperation among the various 
organizations occurring.  For example, should cooperation between the IAEA’s Department of 
Safeguards and the CTBTO organization occur, since both organizations are in Vienna?  Does it 
make sense for the CTBTO or others to establish an independent capability for high-sensitivity 
environmental sampling and analysis techniques and technology? 


 
6. CONCLUSIONS 
 
There are numerous capabilities and experiences worldwide in high-sensitivity environmental 
sampling and analysis that are expanding to meet the need for not only nuclear safeguards, but also 
disarmament, international security, and environmental safety.  With these events occurring, 
governments and international organizations would benefit by broadening their cooperation and 
communications.  The needs and issues identified in this paper have been presented to stimulate 
international discussion and future cooperation.  The concluding premise of this paper, therefore, is 
that the international community, with government support, should strengthen and expand areas of 
cooperation and communications to improve the effectiveness and efficiency of high-sensitivity 
nuclear environmental sampling and analysis technologies and techniques. 
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Management, Volume XXVIII, Number 2, pp. 27-38, Winter 2000. 
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Table I:  International Capabilities and Plans1 
 


LABORATORY 
 


 
AREAS OF ANALYTICAL SERVICES 


 
 Nuclear 


Material 
Analyses 


Heavy 
Water 


Analyses 


Reference 
Material 
Provision 


Environ-
mental 
Particle 
Analyses 


Environmental Bulk 
Samples Analyses 


 
Radioactive   Not Radioactive 


AEA Technology, Harwell, UK X  X **) X X 
Atomic Energy Commission 
Laboratory (AECL), Chalk River, 
Canada 


  
X 


    


Air Force Technical Applications 
Center (AFTAC), USA 


    
X 


  


Atomic Weapons Establishment 
(AWE), Aldermaston, UK 


    
X 


  


Bundesanstalt fuer 
Materialforschung (DAM), Germany 


 
X 


     


CEA Laboratories (Marcoule & 
Saclay), France 


   
X 


   


CEA Laboratories (Bruyeres la 
Chatel & Valduc), France 


 
X 


   
**) 


  
X 


***) DOE Network of Analytical 
Laboratories (DOE SANES), USA 


     
X 


 
X 


Institute for Reference Materials & 
Measurements (IRMM), EU 


  
 


 
X 


   


KFKI Atomic Energy Institute, 
Budapest, Hungary 


  
X 


    


**) V.G. Khlopin Radium Institute 
(KRI), St. Petersburg, Russian 
Federation 


 
X 


  
X 


  
X 


 
X 


Laboratory for Microparticle 
Analysis, Moscow, Russian 
Federation 


    
X 


  


DOE New Brunswick Laboratory  
(NBL), USA 
 


   
X 


   


Netherlands Energy Research 
Foundation, Petten, Netherlands 


 
X 


    
**) 


 
**) 


Nuclear Material Control Center, 
Safeguards Analytical Laboratory, 
Tokai, Japan 


   
X 


   


Nuclear Research Institute (NRI), 
Rez, Czech Republic 


 
X 


     


Austrian Research Centre (OeFZS), 
Austria 


 
X 


     


Safeguards Analytical Laboratory 
(SAL), IAEA 


 
X 


    
X 


 
X 


Transuranium Institute (ITU), 
Karlsruhe, EU 


    
X 


 
X 


 
X 


VTT Chemical Technology, Efpoo, 
Finland 


    
**) 


  
**) 


**) Laboratories in the process of adding environmental analysis qualification 
***) SANES includes the following DOE laboratories:  Lawrence Livermore National Laboratory (LLNL); Los Alamos 
National Laboratory (LANL): Oak Ridge National Laboratory (ORNL); Pacific Northwest  National Laboratory (PNL); Savannah 
River Technology (SRT) 
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1 Introduction 
 
With the advent of high resolution optical imagery from commercial earth observation 
satellites, the use of remote sensing data for verification of nuclear non-proliferation 
agreements is becoming increasingly attractive. Non-governmental organizations are 
routinely publishing high-quality imagery of sensitive nuclear installations round the world, 
and verification authorities, such as the International Atomic Energy Agency (IAEA) or the 
Comprehensive Nuclear-Test-Ban Treaty Organization (CTBO), will also want to make 
use, directly or indirectly, of this additional open source of information. 
 
Exact location of the sites of underground nuclear explosions is a task eminently suited to 
satellite imagery, see for example Thurber et al. [1], Gupta and Pabian [2] or Canty and 
Schlittenhardt [3]. Here both moderate resolutions for detecting signals in very large 
testing ranges as well as high resolution images for exact interpretation play important 
roles. 
 
We describe in our paper a particularly sensitive change detection procedure for 
bitemporal, multispectral satellite imagery which can be used to locate the spall zone of 
underground nuclear explosions with commercial satellite imagery. The method is based 
on the multivariate alteration detection (MAD) technique of Nielsen et al. [4]. Linear 
combinations of the spectral channels in two images of the same scene are chosen so as 
to minimize their positive correlation. This leads to a series of difference images – the so-
called MAD components -- which are mutually orthogonal (uncorrelated) and ordered 
according to decreasing variance in their pixel intensities. 
 
 
2 Methodology 
 
The principal steps involved in extracting change detection information are 
 


1. panchromatic sharpening using appropriate fusion methods, 
2. image-image registration of the bitemporal scene to sub-pixel accuracy, 
3. extraction of change signals and 
4. determination of significance thresholds. 







2.1 Fusion 
 
The statistical change detection algorithm we employ exploits the multispectral information 
of satellite imagery. The IKONOS platform, for example, offers panchromatic images with 
1m resolution, but the multispectral channels are only at 4m spatial resolution. Similarly, 
the LANDSAT 7 satellite provides panchromatic images with a ground resolution of 15m, 
whereas the multispectral and thermal channels are at 30m and 60m, respectively. 
Multispectral change detection would therefore seem to be restricted to the lower 
resolutions. Conventional image fusion techniques, such as the IHS-transformation, can 
be used to "sharpen'' the multispectral components, however the effect of mixing-in of the 
panchromatic image is to dilute the spectral resolution: the change detection sensitivity is 
degraded. To avoid this problem we have adopted a fusion procedure suggested by 
Ranchin and Wald [5] which is based on the wavelet transformation. 
 
 
2.2 Registration 
 
A tedious task associated with change detection is the registration of the images involved, 
in particular the setting of ground control points (GCPs). It is essential that registration be 
carried through at sub-pixel accuracy, to avoid  false change signals as much as possible. 
In general it is necessary to resort to the manual entry of GCPs, however various 
techniques for automatic determination of GCPs have been suggested in the literature. 
We have implemented the contour matching procedure of Li et al. [6] in our change 
detection software. Significant closed contours obtained from a Laplacian-of-Gaussian 
filter  are matched to those from a second, later image to determine GCPs for registration. 
A typical RMS error for nearest neighbor polynomial re-sampling based on GCPs 
determined in this way is about ±0.5 pixel. This technique has been found to function very 
reliably in bitemporal scenes for which vegetation changes do not dominate, e.g. nuclear 
test sites, which are often located in remote, arid regions. It can of course be augmented 
(or replaced) by manual determination of GCPs. 
 
 
2.3 Change detection 
 
The method used in our work to enhance the change information contained in bitemporal, 
multispectral satellite images is the  multivariate alteration detection (MAD) procedure 
proposed by Nielsen et al. [4]. We summarize it here briefly. Denote two N-channel 
multispectral images taken at different times by random variables X and Y. In the MAD 
procedure one constructs linear combinations of the intensities in the two multispectral 
images U = aX and V = bY, where the N-dimensional vectors a and b are chosen such 
that the difference of the linear combinations has maximum variance: 
 


var(U - V) = var(U) + var(V) - 2cov(U,V) � maximum, 
 
subject to the constraints var(U) = var(V) = 1. This can be shown to be equivalent to the 
solution of  two coupled, generalized eigenvalue problems. 
The solution yields N eigenvectors and hence N difference images, referred to as the MAD 
components. These then form the basis for change detection. 
 
The last MAD component has maximum variance in its pixel intensities and, ideally, 
maximum change information. The second-to-last component has maximum variance 







subject to the condition that the pixel intensities are statistically uncorrelated with those in 
the first component, etc. Since interesting changes in man-made structures may contribute 
minimally to the overall variance (as the latter may be dominated for instance by seasonal 
vegetation differences) it is often the case that such changes turn up in a higher order 
MAD component. This is because they will  be uncorrelated with seasonal vegetation 
changes, stochastic image noise or other major contributions to the overall change signal. 
This in fact is one of the nicest aspects of the MAD method: It sorts different categories of 
change into different image components. Another important characteristic of the MAD 
transformation is that it is invariant to linear transformations of the data. This means that if 
for example the sensors used for the two images have different gains, or if atmospheric 
haze attenuates the reflectance measurement in one of the images but not in the other, 
the results of the analysis will be unaffected. 
 
 
2.4 Significance thresholds 
 
In order to decide between change and no-change pixels in the MAD transformation, we 
have adapted a procedure suggested by Bruzzone and Prieto [7]. A Bayesian model of 
the probability distribution of the MAD components intensities is  applied to determine 
automatically the decision thresholds for change and no change. 
 
 
3 Case Studies 
 
Wide area change detection has been applied successfully to detect the exact position of 
one of the Indian underground nuclear tests carried out in Rajasthan in 1998 [3], see 
Figure 1. 
 
The Nevada nuclear test site is located some 100 km north-west of Las Vegas. The most 
recent tests were carried out at the Pahute Mesa, Rainer Mesa and Yucca Flats regions of 
the site. Underground tests (code named "Contact'' and "Amarillo'') were carried out at the 
Pahute Mesa on June 22 and June 27, 1989, and there coordinates were declared by the 
American authorities. The explosives were placed at a depth of 500m and 600m, 
respectively. The seismometer data suggested that the tests were of low yield weapons 
[8]. Two LANDSAT images were available, a LANDSAT 5 image from June 21, 1989 and 
a LANDSAT 4 image acquired only eight days later, on June 28, 1989. Change detection 
results are shown in Figure 2. 
 
 
4 Conclusions 
 
The case studies demonstrate the usefulness of combined seismic and satellite image 
analysis for CTBT verification. The LANDSAT imagery, when used in change detection 
mode, is suited to locate signals of the typical dimensions of a spall zone in very large 
scenes. Higher resolution data, if available, can then be consulted to aid in the 
interpretation of the change signal. When obtained independently by satellite remote 
sensing, the pinpointing of a nuclear test site serves as a so-called seismic master event 
location for relative determinations of possible future explosions at the test site. The 
observation of a possibly significant change in satellite imagery, in conjunction with a 







seismic signal, can be used to trigger and to guide on-site inspections by the CTBT control 
authority. 
 
Additional studies are underway or are planned with historical data from the Chinese test 
site at Lop Nor, Semipalatinsk in the former Soviet Union and the Nevada test site. 
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Figure 1. Overview of the Pokaran test area showing the significant changes (red pixels) 


derived from two LANDSAT images acquired on March 29 and May 16, 1998. The 
test occurred on May 11, 1998. The red pixels correspond to the MAD component  
in which the changes were most evident, with thresholds determined as described 
in Section 2. The background is a SPOT panchromatic image from May 13, 1998. 
Three significant changes can be seen, two of which are very close together and 
located at what appears to be a plausible test site. These latter features taken 
together indicate a  spall zone (fragmented area around the test site) of about 400x 
300m2 in extent, in rough agreement with the yield estimated from  seismic signals. 
They may indicate two subsidence craters or a single crater of irregular form. Their 
location coincides with one of four possible test sites identified  by Gupta and 
Pabian \cite{gupta}  in an analysis of historical commercial satellite imagery. The 
hammer-like feature was caused by a brush fire. Also shown in the Figure is the 
seismic determination of the epicenter of the May 11 event and site of the May 18, 
1974 underground nuclear test. 







 
 
Figure 2. This MAD difference component was derived from two satellite images over the 


nuclear test site at Puhute Mesa, Nevada. Middle gray (digital number 127) 
indicates no change. The images were acquired on June 21 and June 29, 1989 
with Landsat 5 and Landsat 4. Two well-documented tests, code-named ``Contact'' 
and ``Amarillo'' took place on June 22 and June 27, respectively and are clearly 
visible as darkened areas. A third signal is evident about 4.5 km to the north of 
``Contact'' and may be a side effect such as a small land slide. 
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Abstract 
The development of the Integrated Safeguards System is a major progress in international safeguards, 
through which the value of the assurances provided by the IAEA to its Member States will be greatly 
increased. However, the implementation of Integrated Safeguards will have to take into account a 
number of principles, objectives and constraints, among which a delicate balance will have to be 
struck. The IAEA safeguards activities are placed in a new environment and set of constraints, where 
previous schemes are not any longer adapted to meet efficiently new goals and expectations. 
Rethinking safeguards implementation will be necessary, especially to move to a result-oriented 
process, and from systematic application to flexible and unpredictable measures, while keeping 
targeted on the ultimate goal of stronger safeguards and increased assurances to the international 
community. 
 
 
 


 
 
The implementation of the new Integrated Safeguards System is a major responsibility for the 
IAEA and its Member States, and success in this undertaking is extremely important. It is so, 
of course, because Integrated Safeguards provide not only the capability to better control 
declared activities, but also to detect clandestine attempts, and thus are essential to increase 
the credibility of assurances given to the international community. But, on a different level, 
the importance of Integrated Safeguards also rests on the fact  that they are currently one of 
the major avenues for advances in the control of nuclear weapons. Success is crucial to 
maintaining a momentum of progress in this area. It is therefore essential to succeed in 
implementing Integrated Safeguards. 


 
Establishing integrated safeguards in an optimal manner is in itself a very challenging and 
demanding task. Because of the breadth and different natures of the additional rights and tasks 
entrusted to the Agency, just extrapolating or scaling up classical safeguards cannot be 
successful. In addition, the Secretariat is faced with a number of other often conflicting 
challenges: statutory obligations, additional programme requests from Member States and, not 
the least, the obligation to fit all its activities within a strict budgetary framework.. It is thus at 
risk of either being ineffective on some of its objectives, which it would have to sacrifice, or 
being ineffective across the board if it spread its activities too thin. In order to avoid that 
deadly squeeze between rising demands and strictly limited resources, and as the simple and 
unchallenging extrapolation of classical safeguards is not a solution, a fresh, pragmatic, and 
goal-oriented approach is needed in defining and implementing Integrated Safeguards. 
 
It is first necessary to identify the conditions for successful Integrated Safeguards, and to 
clearly delineate a few fundamental objectives and principles that cannot be compromised. 
 
Universality. Universal and early acceptance from States will give the new system all its 
strength, value, and credibility. It is so not only in a political perspective, but also at the 
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operational level, since the Additional Protocol is designed in such a way that some of the 
technical measures are effective only if widely applied by a large number of States. 
 
In that respect, the current pace of signatures of additional protocols is a matter of concern. It 
must however be recognised that wide and rapid adherence will be only achieved if the system 
is attractive enough and offers shared benefits, that is if it leads to an appealing win-win 
situation. States may find benefits at the political, economical, and operational levels, and 
those benefits may be increased non-proliferation assurances, but also perspectives of 
optimisation and reduction of the inspection burden, or the assurance of keeping costs under 
control. In any case, this is a first point where pragmatism and realism are required in defining 
the system so as to create such a win-win situation. 
 
Non-discrimination. It is fundamental and essential that the safeguards system be non-
discriminatory and apply the same objectives and implementation principles to all States. 
 
Prior requirements. Integrated Safeguards should only be applied in States which are in good 
standing with respect to their obligations under their safeguards Agreements and Protocols, 
and for which the Agency has reached positive conclusions after having applied all necessary 
verification measures and having performed a complete evaluation of the information 
available. 
 
Cost neutrality is obviously a primary constraint for Integrated Safeguards. Even if the 
additional costs and difficulties generated in the short term by the implementation of the new 
system are recognized, it is likely that budgetary limits will be maintained, and that the 
objective of global cost neutrality in the long term will remain. The solution to the dilemma is 
not  likely to result from substantial budget increases matching new needs. 
 
However, against this series of inescapable principles and constraints, remain the fundamental 
goal of strengthening safeguards, that is to do better and to do more. Achieving this goal while 
keeping with all other principles and constraints will only be possible through a renewed and 
pragmatic approach to safeguards, which will require: 
- changing the current approaches and mindset in defining and applying safeguards, 
- going beyond the current usual ways of performing safeguards activities, 
- going back to the fundamentals and the objectives of safeguards, that is to provide 


conclusions and credible assurance as to the non-diversion of declared material and the 
absence of undeclared material and activities, 


- rethinking the ways to achieve those objectives, 
- moving from a process-oriented business to a goal-oriented, result-oriented one, 
- while of course continuing to pay the utmost attention to the credibility of safeguards. 


 
The Secretariat has already done a lot in these directions, the effort is to be maintained. 
 
In that perspective, the following points will be essential in thinking anew and ensuring the 
effectiveness and efficiency of Integrated Safeguards. 
 
Flexibility. Flexibility, as opposed to mechanistic application, is the key to successful 
Integrated Safeguards. Their implementation should not be mechanistic, not only in order to 
comply with the Additional Protocol, but because the system just cannot work if applied  
mechanistically. This is again a simple matter of realism and pragmatism. A system that 
would try to apply across the board systematic, uniform and undifferentiated measures would 
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not allow to achieve the significant expected improvements, it would not keep costs under 
control, and it would just not work because of the very nature and breadth of the new 
measures. This is where it is necessary, in a result-oriented manner, to go back to the 
fundamental goal of safeguards, that is to provide conclusions and credible assurance of non-
diversion and absence of undeclared material and activities. The approach to be adopted here 
corresponds to an obligation of results more than an obligations of means. 
 
In that perspective, the Agency should, within its implementation principles and criteria, 
adjust its verification effort, the specific set of measures applied and the implementation 
details according to every specific situation. 
 
Thus, flexibility is not necessarily performing 100% of all verification activities that could 
possibly be done. On the contrary, it means concentrating efforts on situations where 
conclusions cannot be reached satisfactorily, or where confidence is insufficient, which could 
be the case at the State level of within a State, e.g. on a specific part of the fuel cycle of a 
state. Flexibility is also choosing, among the set of all available measures, the optimal subset 
for every situation, that is those measures which are the most relevant to the situation and 
provide maximum effectiveness. Indeed, the Agency has now at its disposal a reasonably large 
toolbox, and this implies the need to choose the optimal combination of measures from that 
toolbox. Moreover, it is possible to do so without compromizing the effectiveness and 
credibility of safeguards, since the potential redundancy of measures is increased in Integrated 
Safeguards. 


 
Of course, flexibility requires a new attitude, possibly new organizational and managerial 
styles, and it requires applying judgement. The matter of judgement immediately calls the 
question of subjectivity and the non-discrimination principle. The condition for judgement to 
be objective is that it be based on objective factors, facts, and logic, that is to say on things 
that can be defined, recorded, explained, and checked. 
 
Indeed, safeguards approaches and methods can be specified and recorded in criteria, which is 
well established in the Secretariat's experience. Judgement has to be based on facts and 
objective factors, even if qualitative. Decisions should be explainable and justifiable, 
especially with respect to the logic leading from the general objectives to the specific 
measures applied, through safeguards approaches and methods. When duly recorded, the 
reasoning underlying specific decisions can be checked, and there is probably a role here for 
internal quality control activities to check the justifications of the decisions taken and the 
measures applied. 
 
If the Secretariat is capable of explaining and justifying, based on established criteria, logical 
rules and facts, why a given approach or set of measures was selected to meet the objectives, 
flexible implementation of safeguards cannot be questioned. 
 
Update of verification criteria. In addition to adjusting its verification activities to specific 
situations, the Agency should also update its criteria to account for the additional information 
available and the general evolution of the system. In particular, it should perform a broad 
review of material categorization and timeliness factors to avoid maintaining previous specific 
technical goals if Integrated Safeguards make them obsolete. This work is well underway and 
should be continued. 
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Transparency. The will and capability of States to achieve transparency on their nuclear 
activities contribute to and improve the implementation of safeguards, as well as their 
effectiveness. They make it easier for the Agency to reach its conclusions and enhance their 
credibility. Transparency also improves the efficiency and reduces the cost of applying 
safeguards. 
 
As such, transparency should be one of the important and objective factors to be taken into 
account in the evaluation process. Transparency is indeed an objective situation that can be 
assessed on the basis of a number of facts: 
- the availability in States of independent and diverse sources of information, 
- the provision of information under safeguards agreements and additional protocols: the 


quantity, accuracy and precision of the information submitted, the quality of answers to 
Agency's questions, 


- the existence of a State or Regional System of Accounting and Control of demonstrated 
quality, possibly independently audited, 


- the co-operation of the State in applying safeguards, with respect to openness to 
inspections, complementary access, etc. 


Transparency can not only increase the effectiveness of safeguards, but in the end minimize 
the burden to the State and operators, thus resulting in a true win-win situation 
 
Unpredictability. Ensuring that verification activities are partly unpredictable, with respect to 
timing, location, and activities performed, is a strong deterrent and can lead to cost savings 
while maintaining a high level of assurance. Some level of unpredictability should thus be 
introduced in all aspects of verification. 
 
Complementary access is an essential feature of the new Safeguards System and there again, 
new ways of thinking and operating safeguards are required. Complementary access should 
not be used in a mechanistic fashion nor as a systematic prerequisite for Integrated 
Safeguards. For all cases of complementary access described in the Additional Protocol, it 
should not result from the application of systematic procedures or criteria, but on the contrary 
should essentially be event-driven and result-oriented. However, it should take place 
whenever necessary, not only to ensure the effectiveness of safeguards, but also to maintain 
the possibility to have recourse to it. It should therefore be expected to be a frequent event 
and, as the Secretariat has pointed out, not an event with a high profile. 
 
Needless to say, the Agency should also apply pragmatism and fresh thinking in the use of 
advanced technology, and seize every technical opportunity to reduce costs when technology 
can provide savings. In the case of surveillance, where systematic use is unreasonable, 
technology should be used according to result-oriented criteria, not on a 100% basis, but on a 
statistical and partly unpredictable basis. Systematic and costly utilisation, for instance in 
cases of failure of surveillance devices, should be avoided. 
 
Improvements in effectiveness and efficiency can also result from increased co-operation with 
Regional or State Systems of Accounting for and Control of Nuclear Material, and controlled 
use of the results of their work. 
 
Here again, the Secretariat has undertaken substantial reviews of safeguards practices, and 
should be encouraged to continue in a fresh thinking mode. 
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In conclusion, the ultimate goal of the new system is stronger safeguards and increased 
assurances for the international community. The objective is to deliver credible conclusions, 
not to run a big machinery. This will only be possible, especially in a context of financial 
constraints, through a pragmatic, goal-oriented, fresh and determined approach. Such thinking 
is required not only in applying the new system, but first in designing it to make it cost-
effective, adaptable, strong and, considering the many constraints it faces, viable. 
 
We are all committed to this. 
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1. INTRODUCTION 
 
The IAEA has published a revised and updated version of International Target Values (ITVs) for 
uncertainty components in measurements of nuclear material[1]. This represents the fifth revision of the 
original release of such tables issued in 1979 by the ESARDA/WGDA. The ITVs represent 
uncertainties to be considered in judging the reliability of analytical techniques applied to industrial 
nuclear and fissile material subject to safeguards verification. The tabulated values represent estimates 
of the "state of the practice" which ought to be achievable under routine conditions by adequately 
equipped, experienced laboratories. The most recent standard conventions in representing uncertainty 
and reliability data have been taken into account, while maintaining a format which allows comparison 
to previous releases of ITVs. The ITVs 2000 are intended to be used by plant operators and safeguards 
organizations as a reference of the quality of measurements achievable in nuclear material 
accountancy, and for planning purposes. They may also be used for statistical inferences regarding the 
significance of operator-inspector differences whenever insufficient measurement data is available. 
 
The IAEA prepared a draft of a technical report presenting the proposed ITVs 2000, and in April 2000 the 
chairmen or officers of the panels or organizations listed below were invited to co-author the report and to 
submit the draft to a discussion by their panels and organizations.  


�� Euratom Safeguards Inspectorate 
�� ESARDA Working Group on Destructive Analysis 
�� ESARDA Working Group on Non Destructive Analysis 
�� Institute of Nuclear Material Management 
�� Japanese Expert Group on ITV-2000 
�� ISO Working Group on Analyses in Spent Fuel Reprocessing 
�� ISO Working Group on Analyses in Uranium Fuel Fabrication 
�� ISO Working Group on Analyses in MOX Fuel Fabrication 
�� Agencia Brasileno-Argentina de Contabilidad y Control de Materiales Nucleares (ABACC) 
 
Comments from the above groups were received and incorporated into the final version of the 
document, completed in April 2001. The final report replaces the 1993 version of the Target Values, 
STR 294. 
 
2. HISTORY 
 
Safeguarding nuclear material involves a quantitative verification of the accountancy of fissile materials 
by independent measurements. In the absence of relevant international standards of measurements, the 
International Atomic Energy Agency (IAEA) had defined in the 1970s a set of international standards 
of nuclear material accountancy, which listed the "expected measurement accuracy associated with the 
closing of a material balance" at five different types of nuclear facilities. However, these values have 
never been reviewed despite numerous technological changes since their adoption by consensus by a 
group of experts designated by their Governments. Safeguards officials and evaluators but also plant 
measurement specialists needed more current and informative references regarding the performance 
capabilities of measurement methods used for the determination of the volume or mass of a material, 
for its sampling, its elemental and isotopic assays. 
 
The Working Group on Techniques and Standards for Destructive Analysis (WGDA) of the European 
Safeguards Research and Development Association (ESARDA) pioneered the way in 1979 by 
presenting a list of "Target Values" for the uncertainty components in destructive analytical methods[2] 
to the safeguards authorities of Euratom and of IAEA. Revised estimates were prepared in 
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collaboration and published as the 1983 Target Values[3] after four years of extensive discussion and 
consultation with and within operators' laboratories and safeguards organizations. The international 
acceptance of the concept grew further with the next review, which involved, besides the 
ESARDA/WGDA and IAEA, the active participation of the members of two specialized committees 
of the Institute of Nuclear Materials Management (INMM). The 1987 Target Values, published as a 
result of this review[4], defined, like the previous editions, the values of “random” and “systematic” 
error parameters to be aimed for in elemental and isotopic analyses of the most significant types of 
materials using common destructive analytical methods. The same groups took a new step when they 
agreed to define with the 1988 edition[5] the values of the random error parameter to be met in the 
elemental assays as a result of sampling. Unfortunately, it was not possible at this time to include 
values for sampling uncertainties arising from systematic effects. 
 
Following a 1988 recommendation of the IAEA Standing Advisory Group on Safeguards 
Implementation (SAGSI), the IAEA convened a Consultants Group Meeting in June 1991 to provide 
expert advice on international standards of measurements applicable to safeguards data. A concept of 
International Target Values (ITVs) was proposed on the model of the 1988 ESARDA Target Values 
and included estimates of the “random and systematic error” uncertainties originating from the 
measurements of volumes or masses of nuclear materials. The scope of ITVs was also extended to 
include a consideration of the non-destructive assay methods (NDA) which had won acceptance as 
accountancy verification tools. 
  
Specialists from four continents took part in the discussion of the proposed concept. The 
ESARDA/WGDA held joint meetings with the ESARDA Working Group on NDA methods 
(ESARDA/WGNDA). The IAEA organized a series of Consultants Group Meetings with the 
participation of a representative from a large European reprocessing plant, of Brazilian and Japanese 
nuclear national authorities along with representatives of ESARDA, INMM, the International 
Organization for Standardization (ISO), the European Commission (EC) and IAEA inspectorates. The 
result was the publication of an IAEA Safeguards Technical Report in March 1993[6]. Articles in the 
ESARDA Bulletin and in the Journal of the INMM widely publicized the IAEA technical report.  
 
3. NOMENCLATURE AND DEFINITION OF UNCERTAINTY COMPONENTS 
 
An effort was made to bring the nomenclature in line with the latest recommendations of ISO[7], the 
National Institute of Standards and Technology (NIST)[8] and the European Association of Chemical 
Measurements (EURACHEM)[9]. A clear distinction for example is made between the meaning of the 
term “error” and the term “uncertainty”. The ITVs 2000 indeed represent target standard uncertainties, 
expressing the precision achievable under stipulated conditions. These conditions typically fall in one 
of the two following categories: “repeatability conditions” normally encountered during the 
measurements done within one inspection period; or “reproducibility conditions” involving additional 
sources of measurement variability such as “between inspections” or “between laboratories” 
variations. 
 
Two categories of uncertainties play an important role in planning for inspections and in drawing 
inferences from inspection data: uncertainties due to repeatability effects, which are of a purely random 
nature, and uncertainties resulting from systematic effects within a given set of data, corresponding to an 
inspection period[10,11]. These uncertainties are designated by the symbols u(r) and u(s), respectively:  


�� random uncertainty components, u(r), are due to errors varying in an 
unpredictable way among individual items or results. Counting statistics or the 
repeatability of measurements within a short period of time under constant 
conditions are typical examples for random uncertainty sources. Simply stated, the 
effects of random uncertainties can be reduced by repeated measurement, sampling 
and analysis, but it is not possible to correct for random errors. 


�� uncertainty components of a systematic character, u(s), are due to errors 
affecting an entire group of items in the same way, like all measurement results 
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interpreted with the same calibration curve, normalized with the same 
normalization experiments, or affected by the same background subtraction. But 
also uncertainties in the certified values of reference materials, nuclear data 
uncertainties or constant instrument or laboratory biases will appear to have a 
systematic character. The effects of uncertainties of a systematic character cannot 
be reduced by repetition under a fixed set of conditions encountered during a given 
inspection period. The cause of systematic errors may be known or unknown. If 
both the cause and the value of a systematic error are known, it can be corrected 
for, but there will still remain an uncertainty component of systematic character, 
which is associated with this correction. 


A basic assumption is that u(r) and u(s) are characteristics of the type of material, its chemical and 
physical form and of the method of measurement. A further assumption is that the component of 
systematic character, u(s), is constant for a given inspection period, but that it varies in a random manner 
from one inspection to another, for both the operator and the inspector. 
 
4. SOURCES FOR ITVS 2000 
 
The International Target Values 2000 for Measurement Uncertainties (ITVs 2000) are values for 
uncertainties associated with a single determination result; e.g., this may be the result reported by one 
laboratory on one sample (independent of the analytical scheme applied internally in the laboratory), 
or the result of an NDA measurement performed on a single item. The ITVs 2000 take into account 
actual practical experiences and should be achievable today under the conditions normally 
encountered in typical industrial laboratories or during safeguards inspections. 
 
As in earlier publications the values listed in the present document have been derived from an 
evaluation of actual measurement data. Four sources of information were considered. The most 
relevant and complete set of measurement data still comes from the information gathered by 
safeguards inspectorates during the statistical evaluation of the results of the measurements reported 
by the facility operators and the results of independent measurements performed on the same materials 
by the inspectors[12,13]. This approach is referred to as the “top-down” approach. These data were 
complemented and confirmed by “bottom-up” assessments of measurement uncertainty components 
published by measurement specialists and derived according to the ISO[7], NIST[8] and EURACHEM[9] 
guides. In addition and whenever possible, it was verified that the proposed ITVs were consistent with 
the results of laboratory intercomparisons or measurement quality evaluation programmes. In cases 
where little or no statistical data was available (particularly for sampling uncertainties), some values 
were defined on the basis of expert opinion. 
 
The ITVs 2000 are applicable to the accountancy data collected by the inspectorates. They do not 
represent the ultimately achievable performance of a measurement system, which would be obtained 
under exceptional or ideal laboratory conditions. However, they reflect reasonably well the progress 
observed during the past several years in the routine performance of measurements done for the 
purpose of material accountancy and verification.  
 
The ITVs 2000 intend to take also into account all sources of measurement uncertainties, including 
sources which may not be apparent in Performance Values resulting from paired comparisons of 
operator’s and inspector’s measurements. 
 
5. STRUCTURE AND CONTENT OF THE ITVS 2000 
 


The presentation of the 1993 ITVs involved 16 different tables. A different format was chosen for the 
presentation of the ITVs 2000, which include only 7 tables.   


�� Table 1 provides a list of the codes used to identify the measurement methods in Tables 2-7.  


�� Tables 2 to 6 list the ITVs 2000 for bulk and density measurements, sampling, the determination of 
element concentration, of 235U isotope abundance, and of plutonium isotope ratios, respectively. 
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�� ITVs for total amount of fissile element or isotope are given in Table 7 for NDA techniques providing 
a direct measurement. 


 


�� Each table identifies separate ITVs according to the type of material and measurement method, as 
appropriate. 


 


�� Two parameters, u(r) and u(s), characterize the quality, which should be aimed for in a specific 
measurement of a given material using a specified method at a single laboratory. These parameters 
should include all uncertainty components, which determine the potential difference between the 
measured and the true value.  


 


�� It has not yet been possible to propose ITVs for the term u(s) applicable to sampling, except in a few 
cases, where this parameter was found to be actually measurable. It should also be noted that random 
sampling errors were frequently not assessed on the basis of experimental data (due to lack of such) 
and are based on expert opinion and facility experience. 


 


�� The combination of the u(r) and u(s) parameters  


 


uc(t)  =  [ u(r) 2  +  u(s) 2 ]1/2  (1) 


 


is equivalent to the relative combined standard uncertainty of the measurement, as it is defined in the 
ISO[7] , NIST[8] and EURACHEM[9] Guides, when it is applied to the measurement of a single 
laboratory. 


 


�� The ITVs in Tables 2 to 7 apply to situations where the measured quantity is large enough so that the 
relative uncertainty of the measurement remains essentially constant for the given range of 
measurements. 


 


�� The u(r) and u(s) parameters of bulk measurements, sampling, element concentration and isotope 
abundance measurements from Tables 2 to 6 must be combined according to equations (2) and (3), in 
order to obtain the ITVs, uc(r) and uc(s), applicable to analytical data resulting from a given 
combination of   several measurement steps. 


 


uc(r)2  =  �l  ul(r)2   (2) 


uc(s)2  =  �l  ul(s)2   (3) 


where   l  refers to an individual step of the analytical process,  


and l = 1, 2,…, n  
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Method /Instrument Technique
Code
ANCC Advanced Neutron Coincidence Counter
AWCC Active Well Coincidence Counter
CALR Calorimeter


COMP
Combined Product Uranium Concentration
and Enrichment Assay (COMPUCEA)


DIPT Dip Tube
EBAL Electronic Balance
FRSC Fuel Rod Scanner
GRAV Gravimetry
GSMS Gas Source Mass Spectrometry
HKED Hybrid K-Edge/K-XRF Densitometer
HLNC High Level Neutron Coincidence Counter
HRGS Infield High Resolution Gamma Spectrometer
IDMS Isotope Dilution Mass Spectrometry
INVS Inventory Sample Coincidence Counter
KED K-Edge Densitometer
LCBS Load-Cell Based Weighing System
LMCA Laboratory Multichannel Analyzer/Hi-resolution GS
LMCN Laboratory Multichannel Analyzer, NaI-detector
PCAS Plutonium Canister Assay System
PHON Photon Neutron Interrogation Device
PMCG Portable Multichannel Analyzer, GeLi-detector
PMCN Portable Multichannel Analyzer, NaI-detector
PSMC Plutonium Scrap Multiplicity Counter
TIMS Thermal Ionization Mass Spectrometry
TITR Titration
UNCL Uranium Neutron Coincidence Collar
VTDM Vibrating Tube Density Meter
WDAS Waste Drum Assay System


Table 1: Measurement Method Codes
Measurement Instrument


u(r) u(s)


Mass LCBS 0.05 0.05


EBAL 0.05 0.05


Volume1/ DIPT 0.30 0.20


Density DIPT 0.30 0.20


VTDM <0.05 <0.05


Table 2: Bulk & Density Measurements
Uncertainty Component
(% rel. Std. Uncertainty)


Method Material Notes1/


u(r) u(s) u(r) u(s)


GRAV U Oxides(pure),UF6 0.05 0.05 2/


Pu Oxide 0.05 0.05 2/


TITR U Oxides,UNH,UF6 0.1 0.1


U Alloys 0.2 0.2


Pu Oxide, Pu Nit. 0.15 0.15 3/


MOX, U/Pu Nit. 0.1 0.1 0.2 0.2 3/


IDMS U & Pu Compounds 4/5/


Hot Cell Conditions 0.2 0.2 0.2 0.2
Glove Box Conditions 0.15 0.1 0.15 0.1


KED U in solution 0.2 0.15 6/


Pu in solution 0.2 0.15 6/7/


FBR MOX 0.3 0.2 6/


HKED Spent Fuel Solution, 0.2 0.15 0.6 0.3 8/


LWR MOX


COMP U Compounds 0.2 0.15 2/6/9/


ANCC Pu Oxide, MOX 0.2 0.2 10/


INVS Pu Oxide, MOX 2 1.5 11/12/


MOX Scrap 10 2.5 11/


1.) Concentration measurements on powders and solutions require weight change correction because of sample instability.
2.) Material containing non-volatile impurities < 1000 ppm
3.) Equivalent performance may be expected when applying coulometry
4.) Materials typically encountered in the nuclear fuel cycle
5.) Under conditions of sufficiently different isotopic compositions of spike and sample and near-optimum sample:spike ratio[83,96,97]
6.) Measurement time 1000 sec., adjusted for age of source when neccessary
7.) For samples in solution with >50 g/l Pu
8.) 150 g/l U, 1.5 g/l Pu
9.) 200 g/l U
10.) For: 2g sample; 4 hour counting time; isotopic determination by mass spectrometry; detector efficiency > 40%
11.) Measurement time 300 sec.
12.) Isotopic determination by mass spectrometry
 
 


Uncertainty Component (% rel. Std.Uncertainty)
U-Conc. Pu-Conc.


Table 4: Element Concentration


Recommended
Material Minimum


Sample


u(r) u(s)1/ u(r) u(s)1/ Size5/


DUF6 0.10 nd 1 nd 5-10 g


HEUF6 & LEUF6 & NUF6 0.05 nd 0.10 nd 5-10 g


U-oxide Powder 0.20 nd nd nd 10-20 g


U-oxide Pellets < 0.052/ < 0.05 < 0.05 < 0.05 1 pellet


U Scrap (clean)3/ 1 nd 1 nd 30 g


U Scrap (dirty)4/ 10 nd 10 nd 2 x 30 g


Reprocessing Input Sol. 0.30 0.20 < 0.05 nd 2 x 1 ml


U Nitrate Sol. 0.10 nd < 0.05 nd 10 ml


Pu, U/Pu Nitrate Sol. 0.20 nd < 0.05 nd 10 ml


Pu-oxide 0.10 nd 2 x 1 g


MOX Scrap(clean)3/ 1 nd 1 nd 2 x 5 g


MOX Scrap(dirty)4/ 10 nd 10 nd 2 x 10 g


U Metal 0.05 nd < 0.05 nd 1-5 g


HEU Alloys 0.20 nd < 0.05 nd 5-10 g


1.) Missing values (nd) have not yet been defined.
2.) 0.20 for Gadolinium-containing pellets.
3.) Scrap with low impurity content and suitable for direct recycling.
4.) Sampling errors can vary widely depending on material heterogeneity and sample size.
5.) According to STR-69[100]


0.10 nd
2 x 1 pellet or


2 x 2 g (FBR MOX) or
2 x 5 g (LWR MOX)


Concentration 235U Abundance


FBR & LWR MOX 0.70(Pu)
0.20(U) nd


Uncertainty Component
(% rel. Std. Uncertainty)


Table 3: Sampling Uncertainties for
Elemental Concentration and 235U Abundance


1.) Volume determinations are made on the basis of level 
pressure, density and temperature measurements.  The 
volume measurement uncertainties are highly dependent 
on the homogeneity of the liquid, the quality of the density 
measurements and of the calibration equation determined 
in the calibration process.  The volume measurements may 
also involve an absolute error component which has to be 
taken into consideration when determining the overall 
uncertainty of volume measurements.  For accountability 
tanks in large-throughput facilities, uncertainties of 0.05% 
for u(r) and 0.1% for u(s) at full volume are achievable if:  
i.)  A carefully designed calibration procedure has been 
implemented under well-controlled environmental and 
stable temperature conditions; and ii.)  Measurements are 
performed on a well-characterized and homogenized 
liquid. 
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Instrument Material Notes
u(r) u(s) u(r) u(s)


HEU Metal, HEU Alloys 5 3 1/


HEU Fuel Elements 3 2 1/


U Fuel Rods 1 1


LEU Oxides 2 1


LEU Scrap 4 1


U Fuel Assemblies 4 2


Pu Oxide Powder 1 0.5 2/3/


FBR MOX (> 10% Pu) 2 0.5 2/3/


LWR MOX (< 10 % Pu) 4 1.5 2/3/


MOX Scrap 10 3 2/4/


Pu Fuel Rods 1.5 1 2/3/


MOX Fuel Rods 2 1 2/3/


MOX Fuel Assemblies 1.5 1 2/3/


FBR MOX 1.5 1 3/


MOX Scrap 8 2 4/


MOX Scrap (clean) 2.5 1 3/5/


MOX Scrap (dirty) 8 2 4/


MOX Waste 8 2 4/


Pu Oxide and MOX 0.4 0.4 3/6/7/


1.) Measurement time 600 sec.
2.) Measurement time 300 sec.
3.) Isotopic determination by mass spectrometry and alpha spectrometry.
4.) Uncertainties for scrap represent average performance observed on historical data. Material matrix heterogeneity is
the main contributor to the observed uncertainties and can vary widely.
5.) Scrap with low impurity content and suitable for direct recycling
6.) 241Am content determined by gamma spectrometry or alpha spectrometry
7.) Lower uncertainties are achievable for materials containing low burn up Pu


Uncertainty Component (% rel. Std.Dev.)
235U Mass Pu Mass


 Table 7: Total Mass - 235U & Pu
by Direct NDA Measurement Techniques


AWCC


FRSC


PHON


UNCL


CALR


HLNC


PCAS


PSMC


WDAS


 


Method Material Notes
u(r) u(s)


DUF6 & NUF6 0.1 0.1


LEUF6 0.05 0.05


HEUF6 0.02 0.02


DU (< 0.3 wt.% 235U) 0.5 0.5


U (0.3% < 235U < 1%) 0.2 0.2


LEU (1% < 235U < 20%) 0.1 0.1


HEU (> 20 wt.% 235U) 0.05 0.05


LEU Compounds 0.4 0.2 1/


LEU Oxides 0.3 0.3


HEU Oxides 0.2 0.2


DUF6 20 15 4/
NUF6 10 8 4/


LEUF6 5 3 4/


NU Oxides 5 5


LEU Oxides 3 2


NU & LEU Scrap (clean)5/ 5 5 6/


NU & LEU Scrap (dirty) 15 10 6/


LEU Fuel Rods 2.5 1


LEU Fuel Assemblies 2.5 1


HEU Metal 0.5 0.5 7/


HEU Alloys 1 1 7/
DUF6 15 10 4/
NUF6 8 5 4/


LEUF6 4 2 4/


LEU Oxides 3 2


HEU Metal 0.5 0.5 7/


HEU Alloys 1 1 7/


1.) Measurement time 1000 sec., adjusted for age of source when necessary; see Ref. [21]


2.) For materials not containing reprocessed uranium.


3.) Measurement time 300 sec.


4.) Includes uncertainty component associated with ultrasonic thickness gauge measurement of the UF6 cylinder.


5.) Scrap with low impurity content and suitable for direct recycling.


6.) Uncertainties for scrap represent average performance observed on historical data. Material matrix heterogeneity is the main 


contributor to the observed uncertainties and can vary widely.


7.) Calibration against reference material certified to 0.3 % or better & uncertainties in the correction of container wall


absorption of 0.5 % or less.


Table 5: 235U Abundance


PMCG3/


PMCN2/3/


Uncertainty Component
(% rel. Std. Uncertainty)


LMCN2/


TIMS


GSMS


COMP


Material Isotope Typical
Type Ratio Value for


Ratio (*100) u(r) u(s) u(r) u(s) u(r) u(s)


High- 238Pu/239Pu 1.7 1.5 1 2 2 1 1


Burnup 240Pu/239Pu 43 0.1 0.05 1 1 0.7 0.7


Pu 241Pu/239Pu 13 0.2 0.2 1 1 0.7 0.7
242Pu/239Pu 8 0.2 0.3


Low- 238Pu/239Pu 0.02 10 10 10 10 5 5


Burnup 240Pu/239Pu 6 0.15 0.1 2 2 1.5 1.5


Pu 241Pu/239Pu 0.2 1 1 2 2 1 1
242Pu/239Pu 0.05 2 2


1.) 238Pu/239Pu by alpha spec./TIMS combination
2.) Measurement time 3 x 100 sec.
3.) Measurement time 3 x 1000 sec.; 0.5 g Pu.


Table 6: Plutonium Isotope Assay
of Pu Oxide and MOX


TIMS1/
Method


(% Relative Standard Uncertainties)


HRGS2/ LMCA3/
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6. USE OF ITVS 
 
ITVs are considered to be achievable in routine measurements involved in the determination of the 
amount of nuclear materials for materials accountancy and safeguards verification purposes. They are 
intended to be used as a reference by plant operators, State systems and international safeguards 
organizations. They should, however, not be normally used in place of values based on actual 
measurements in estimating the statistical significance of operator-inspector differences or MUF. 
Analytical laboratories can find it useful to determine experimentally the actual uncertainties of their 
measurements, and to compare them with the corresponding values, which can be derived from the 
ITVs 2000. 
 
Safeguards authorities regularly compare the performance values with the current ITVs. They will 
examine with the relevant authorities and laboratories means of improving the performance, in cases 
where the performance values are significantly higher than the ITVs, and too high to allow the IAEA 
to meet its detection goals. When reliable performance values are not available, ITVs may be used 
instead to calculate sampling plans, to set reject limits and to calculate estimates of the combined 
uncertainties of inventories, throughputs, and material unaccounted for (MUF). 
 
Such applications of the ITVs require having a good insight of the measurement and verification 
systems. It is in particular important to recognize that, because of practical constraints, some 
measurement steps may be common to the operator and the inspector. It should also not be forgotten 
that the operator-inspector differences can carry errors which are not related to measurement 
uncertainties.  
 
7. FUTURE DEVELOPMENTS 
 
It is intended to keep updating the ITV tables regularly in order to incorporate the latest relevant 
information. The following activities will be especially important for this purpose:  


�� Growing emphasis is being placed on reassessing the uncertainties of chemical measurements 
according to the ISO, NIST and EURACHEM guides. This should be done systematically for the 
methods in current use. It should become a part of the process of qualification of new measurement 
methods and instrumentation. 


�� The inspectorates will continue to update actual performance evaluations. 


�� It is important that interlaboratory measurement evaluation programmes continue to be conducted, 
particularly in the area of Pu measurements. Operator and inspector laboratories should participate in 
such programmes. Their results should be published as it was done in the past.   


�� Models more specific to the NDA measurement processes are being reviewed by the ESARDA/NDA 
Working Group to monitor and assess the sources of major uncertainties in actual inspectors' 
measurements. This will hopefully involve uncertainty assessments in line with the above guides as 
well as periodical estimates of actual Performance Values and the development of interlaboratory 
measurement evaluation programmes for NDA. 


�� Results of experimental qualifications of recommended sampling procedures should be made 
available to the inspectorates to substantiate and expand ITVs for the uncertainty components in 
sampling procedures.  


�� The IAEA will also follow with the greatest interest developments in bulk measurements and 
elemental assays of spent fuel solutions and their impact on the accuracy of the accountability of large 
throughputs and inventories of nuclear materials at large plants now coming under safeguards. 


The IAEA will continue its cooperation on the above topics with Euratom, with State authorities and 
with the expert groups, which were involved in the review of the ITVs 2000. The next revision of the 
ITVs will also be another opportunity to seek further contributions from more countries and organizations.  
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Analysis of environmental samples for the International Atomic Energy Agency (IAEA) 
Strengthened Safeguards Systems program requires that stringent measures be taken to 
control contamination. To facilitate contamination control, it is extremely useful to have some 
estimate of the fissile content of a given sample prior to beginning sample preparation and 
analysis.  This is particularly true for laboratories that employ clean rooms during sample 
preparation.  A review of the analytical results for samples submitted between January 1, 
1999 and September 1, 2000 revealed that the total uranium content values ranged from 0.2 to 
greater than 500,000 ng/sample. Poor estimates of the uranium or plutonium content in the 
samples have caused some of the laboratories in the IAEA Network of Analytical 
Laboratories (NWAL) to experience clean laboratory contamination, sample cross 
contamination, and non-ideal uranium spike additions. This has led to significant increases in 
analysis costs (e.g., recertification of clean rooms after removing contamination, and 
rerunning samples) and degradation in data quality.  A number of methods have been 
proposed for screening environmental samples for fissile material content, including gamma 
spectrometry, x-ray fluorescence, kinetic phosphorimetry (KPA), and inductively coupled 
plasma-mass spectrometry (ICP-MS).  Gamma spectrometry and x-ray fluorescence are 
suitable for screening samples with microgram or greater quantities of uranium.  ICP-MS and 
KPA are used successfully in some DOE NWAL laboratories to screen environmental 
samples. 


A neutron activation analysis (NAA) method that offers numerous advantages over other 
screening techniques for environmental samples has recently been proposed.  Fissile materials 
such as 239Pu and 235U can be made to undergo fission in the intense neutron field to which 
they are exposed during neutron activation analysis (NAA).  Some of the fission products 
emit neutrons referred to as "delayed neutrons" because they are emitted after a brief decay 
period following irradiation.  Counting these delayed neutrons provides a simple method for 
determining the total fissile content in the sample. Neutron activation analysis is a nuclear 
technique, which means that the chemical bonding environment of a fissile atom has no effect 
on the measurement process.  Therefore, NAA is virtually immune to the "matrix" effects that 
complicate other methods.  As a result, environmental samples such as pine needles, water, 
soil, sediments, or swipes can all be rapidly analyzed with little or no sample preparation.  All 
of the sources of error in the NAA-delayed neutron counting experiment are known and can 
be accounted for.  In addition, the method is nondestructive and does not require the use of a 
blank measurement. 


The neutrons counted as a result of 239Pu fission cannot be easily discriminated from those 
arising from 235U.  Therefore, the delayed neutron method proposed for sample screening will 
provide total fissile content; not the quantities of individual radionuclides.  However, for most 
IAEA samples, it can be assumed that uranium is the predominant fissile material, and the 
method can be usefully employed for screening using this assumption (data collected from a 







  


large number of environmental samples supports this contention). The method is fast (~5 
minutes per sample), very sensitive (3-10 pg 235U), and very accurate. 


An initial assessment of the NAA method was conducted using 35 swipe samples.  The 
uranium results using thermal ionization mass spectrometry (TIMS) ranged from less than 
blank values to 332 ng/sample. The comparison of results between TIMS and NAA was quite 
favorable; the average percent difference between the two methods for the 35 samples was 
less than 5%.  The accuracy, large dynamic range, speed, and low cost of the NAA-DN 
technique make the method an excellent choice for properly screening environmental 
samples. 
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Commercial satellite imagery is giving International Institutions specialized Information 
Departments access to a great source of valuable intelligence. 


High resolution and multiple sensors have also led to a growing complexity of interpretation 
that calls for a greater need of consulting, verification and training in the field in order to 
make it eligible as an operational source of verification. 


Responding to this need, Fleximage is extending its Image Intelligence (IMINT) training 
program to include a fully operational and flexible online consulting and training program. 
Image Intelligence (IMINT) Online Program, a new approach to acquiring IMINT expertise, 
supported by Internet technologies, and managed by a professional team of experts and 
technical staff. 


 


 
 







   


1- IMINT ONLINE PROGRAM: TWO NEW SERVICES FOR ACQUIRING 
EXPERTISE  


Fleximage has developed a virtual learning environment on the Internet for acquiring IMINT 
expertise. Called the IMINT Online Program, this dynamic learning environment provides 
complete flexibility and personalization of the process for acquiring expertise. The IMINT 
online program includes two services: Online Consulting and Online Training. 


The Online Consulting service is designed for the technical staff of an organization who are 
already operational in the field of image intelligence. Online Consulting enables these staff 
members to acquire pertinent expertise online that can be directly applied to their professional 
activity, such as IAEA verification tasks. 


The Online Training service is designed for the technical staff of an organization who are 
relatively new to the field of image intelligence. These staff members need to build expertise 
within a formal training program. Online Training is a flexible and structured program for 
acquiring IMINT expertise online. 


 
2-  IMINT ONLINE PROGRAM:  A NEW TECHNOLOGICAL APPROACH  


The IMINT virtual Consulting and Training services indicated above are made possible 
thanks to the latest in Internet-based technologies including: 


�� Multimedia CD-ROM 


�� Internet technologies 


�� Rich media content (Audio, Video and Flash) 


�� Application Sharing 


�� Platform Maintenance Tools 


�� Secured Connections and Authentication 


�� Knowledge Database technologies 


 
3-  IMINT  Online Program:  The People who Make it Work 


�� Specialized Experts in fields relating to IMINT (incomplete list):  


o Image analysis 


o Remote sensing techniques 


o Image processing 


o Satellite and airborne imagery 


o Intelligence 


o Defense and military systems 


These experts carry out the tasks of Consultants, Coaches, occasional speakers, and 
course content designers. 


�� Education Specialists 







   


�� Web Masters, Internet Engineers and Developers 


�� Computer Graphic Artists 


�� Network Security, Remote Maintenance and Computer System Engineers 


�� Client Relations and Project Management Professionals 


�� Key Institutional and Industrial Partners 







   


 


IMINT  Online Program: 
Two New Services for Acquiring Expertise 


 


 


Online Consulting 


�� Personalized Consulting provided 
online by IMINT experts 


��Professional assistance 
provided to technical staff for 
complex problems  


��Individualized answer to 
questions 


�� Privileged access to the IMINT 
Knowledge Data Base 


��State-of-the-art IMINT 
information, data, glossaries 


��Illustrated Dictionary and 
Multimedia Technical Memos  


��User-friendly research system  


�� Companion Website including: 


��Portal to IMINT news, 
publications and strategic 
information 


��Communications Platform 
(mail, chat, forum & video-
conferencing) 


��Web Conferences by experts on 
a variety of IMINT themes 


 Online Training 


�� Kick-off Meeting with participants 
and coaches 


�� Self-training Modules  


��Course contents crafted by 
IMINT experts 


��Progress and testing traced by 
the platform 


��Online on the web 


��Offline on multimedia 
CD-ROMs 


�� One-to-one Coaching online by 
IMINT experts 


��Individualized and sustained 
interactivity between the expert 
and the trainee 


��Regular evaluation of progress, 
correction of tests 


�� Virtual Communities & 
Collaborative Work 


��Case studies and project work in 
a team environment 


��Application sharing 


�� IMINT Knowledge Data Base 


�� Companion Web Site 
 
 
In this talk, we will demonstrate the operational use of Online consulting and its usefulness 
for IAEA specialized staff. Knowledge databases become a real and unvaluable asset for the 
organization's need in giving access to expertise in the field of image intelligence, and 
consequently to the global information system designed for verification. 
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China Institute of Atomic Energy (CIAE) is a multi-disciplinary institute under the leadership of 
China National Nuclear Corporation (CNNC). The Laboratory of Technical Research for Nuclear 
Safeguards was established at CIAE in 1991 to develop safeguards technology and to provide 
technical assistance to competent authorities for nuclear material management and control, which 
became one of the key laboratories approved by CNNC in 1993.  The main research works for 
safeguards at CIAE include: nuclear material control and accounting, facilities license review and 
assessment, domestic inspection, NDA and DA analysis, physical protection and technical 
training.  Research and development of equipment and technique for safeguards has been 
continuing at CIAE. A variety of NDA equipment that has different resolution and analysis 
capability has been developed. Method of NDA measurement has been investigated for nuclear 
material with different characteristics. Mathematics method such as Monte Carlo simulation is 
applied in NDA. Advanced destructive analysis (DA) instrument is installed at laboratory of 
CIAE, such as TIMS, ICP-MS and electronic chemistry analyzing system. The high accuracy 
results of element analysis and isotopic analysis for nuclear material can be obtained. It is 
possible to measure the types and quantities of nuclear material in a given area by means of NDA 
and DA.  Physical protection system has also been developed.  It consists of access control and 
management, various alarm (including perimeter alarm, intrusion alarms, fire alarms), video and 
audio monitors, intercommunication set and central console. The system can meet technical 
requirement for safeguards of first rank.  Nuclear material accounting is an important aspect of 
safeguards research at CIAE. The computer software related to material accounting has been 
developed. It is the important task for scientists at CIAE to design and review nuclear accounting 
systems in various facilities. For domestic inspection, CIAE is developing necessary elements 
such as inspection criteria and procedures, inspection equipment and inspection information 
management.  CIAE often holds domestic technical training courses to share our experience in 
the field of safeguards. At the same time, international cooperation played a very important role. 
Many scientists from other countries were invited to give lecture on safeguards.  Laboratory also 
sent some scientists abroad for academic and technical exchange. Some scientists have received 
Agency' technical training on their areas of interest such as nuclear material accountancy and 
physical protection.  In addition, CIAE assisted Agency to hold the training courses on physical 
protection in March 1998 and June 2000 respectively. In July 1998, Chinese and US scientists 
worked together to implement a MPC&A demonstration. The Laboratory of Technical Research 
for Nuclear Safeguards of CIAE was chosen as the site. The integrated MPC&A demonstration is 
a first project that has brought Chinese and US nuclear scientists together to work for a common 
goal. The suite of technologies in this demonstration are illustrative of many safeguards and 
monitoring techniques.  CIAE has made great achievement on nuclear material accountancy, 
physical protection and has developed equipment and technology of NDA and DA. CIAE hope to 
made deeper, more concrete and innovative technical solution to the many remaining challenges 
on safeguards. 
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Abstract 
 
Radiation measurement and monitoring systems are central to the affirmation of compliance 
with nuclear material control agreements associated with a variety of arms control and non-
proliferation regimes. A number of radiation measurement and monitoring systems are under 
development for this purpose, and the correct functioning of these systems need to be 
authenticated. Authentication can be operationally described as the process by which a 
Monitoring Party to an agreement is assured that measurement systems are assembled as 
designed, function as designed, and do not contain hidden features that allow the passing of 
material inconsistent with an accepted declaration. 
 
1. INTRODUCTION 


Authentication of monitoring instrumentation has taken on new importance because of the 
conditions of Host-supply and the use of information barriers required for observation of 
sensitive material. The end of the Cold War has resulted in unprecedented arms control 
agreements and Transparency Initiatives between the US and the countries of the former 
Soviet Union to reduce the number of nuclear weapons and to safeguard the dismantled fissile 
materials. Following the breakup of the Soviet Union, the US Congress enacted the 
Cooperative Threat Reduction (CTR) Program (originally called the Nunn-Lugar Initiative) to 
assist former Soviet Union countries in enhancing the safety, security, control, accounting, 
and centralization of nuclear weapons and fissile materials. The US Department of Energy, 
through the MPC&A Program, and the US Defense Threat Reduction Agency, through the 
Fissile Material Control Program, commonly work toward the CTR goals. 
 
Bilateral non-proliferation and arms-control agreements and negotiations held between the US 
and the Russian Federation (RF) are leading to the joint disposition of nuclear weapons 
material and the deactivation and decommissioning of production and processing facilities. A 
new population of material is being stored that has originated from the nuclear weapons 
programs, which will place new requirements upon information security and authentication 
beyond those of the traditional safeguards process. The plutonium and highly enriched 
uranium (HEU) material from these efforts will ultimately be processed into reactor fuel or be 
buried with highly radioactive waste. Agreements generally involve some level of 
transparency, where a Monitoring Party enters a Host Party facility to gain confidence that the 
conditions of the agreement are being satisfied.  
 
A number of radiation measurement systems are under development for use in potential 
confidence building activities. Certification, demonstration of operational functionality, and 
authentication are all required for a viable measurement system.  
 


1 PNNL-SA-35296. Prepared for the IAEA Vienna Symposium (October 2001). 







Under one bilateral agreement, the U.S. Department of Defense, Defense Threat Reduction 
Agency, Cooperative Threat Reduction (DoD DTRA/CTR) Program is constructing a Fissile 
Material Storage Facility (FMSF) at Mayak to hold up to 50 tons of plutonium from the 
disassembly of Russian Federation nuclear weapons. Negotiations are being held between the 
US and the Russian Federation for cooperative development of attribute measurement systems 
to provide confidence that the material is of weapons origin, is safely and securely stored, and 
is not reused for military purposes. Pacific Northwest National Laboratory leads a multi-
laboratory team for authentication of monitoring equipment at the FMSF.  
 
There are two basic requirements for an attribute measurement system: protection of 
classified information, and assurance of credible performance of the system for the 
measurement. The technology used to protect classified information is referred to as an 
information barrier, which is used on monitoring systems that are exposed to Host Party 
classified materials. An information barrier impacts the system design and authentication 
methodology.  
 
When sensitive items are to be inspected, the most likely scenario is one of Host supply. 
Under this scenario, where the Host country supplies a system for the needs of the Monitoring 
Party in a Host facility, the crucial authentication issues are that a measurement system 
correctly measures the attributes, and that there be no hidden features in the system that allow 
it to pass out-of-specification items.  
 
The process of authentication involves aspects of a measurement system throughout its 
lifecycle, including system design, possible off-site authentication activities, on-site 
authentication activities, and authentication following repair. Hardware and software design 
criteria and procurement decisions can make future high confidence authentication possible or 
impossible. Facility decisions can likewise ease the procedures for authentication since 
reliable and effective monitoring systems and tamper indicating devices can provide the 
assurance needed in the integrity of such monitored items as measurement systems, spare 
equipment, and reference sources.  
 
As indicated above, the combination of constraints on monitoring systems is new: 


�� Monitoring systems measuring negotiated attributes of sensitive material 
�� Host supplied monitoring equipment in order to protect classified information 
�� Information Barrier implemented to provide protection of Host classified information 
�� Host operation of equipment under Monitor observation. 


 
The US has defined Authentication as the process by which the Monitoring Party gains 
appropriate confidence that the information reported by a monitoring system accurately 
reflects the true state of the monitored item. A US joint Department of Energy and 
Department of Defense Authentication Task Force has developed a report on procedures and 
requirements for authentication of systems, from which the above definition has been 
extracted [1].  
 
It should be noted that definitions of terms vary somewhat between various technical 
communities, which can lead to some confusion. In the US usage, authentication is the 
activity applied to equipment to assure correct results are obtained, while the IAEA typically 
has applied authentication to the verification of data validity, and vulnerability assessment to 
the equipment assurance [2, 3, 4]. In the end, all parties generally share a common interest in 
the protection of the Host’s classified information and in the Monitoring Party’s desire for 
correct results. 







Because of the requirement to protect the classified information of the Host Party, the 
measurement systems developed for non-proliferation and arms-control utilize an Information 
Barrier to prevent the Monitoring Party from observing such classified information. An 
Information Barrier consists of technology and procedures that prevent the release of Host-
country classified information to a Monitoring Party during a joint inspection of a sensitive 
item, while promoting assurance of an accurate assessment of Host country declarations 
regarding the item [5, 1, 6]. The information barrier blocks the Monitor from access to any 
classified information, but allows the Monitor complete knowledge of the data processing, 
converting the classified information into an unclassified result confirming whether the 
material conforms to the Host's declaration to meet pre-agreed criteria. Authentication 
carefully explores that data processing, involving a combination of functional testing, detailed 
examination of systems and documentation, and analysis of the security function for systems 
behind an information barrier. Information barrier protected systems may operate in open and 
secure modes, where open mode provides access to details of unclassified data for the purpose 
of functional testing, while secure mode is used with classified data and provides only simple 
pass/fail types of output information. 
 
2. AUTHENTICATION BASICS 


A measurement system must be designed from the start to facilitate the authentication 
process. Thus, the design task becomes much more difficult than merely designing a 
functional system. Designing for authentication is especially important in a resource-limited 
regime, where the potential gain from an expedient design decision must be balanced against 
the cost of the additional authentication effort it may produce. The authentication process 
involves searching for both inadvertent design or implementation flaws leading to incorrect 
results and deliberate covert features designed into the system for some advantage (often 
called a “hidden switch”). It is important to realize that authentication goes well beyond 
functional testing, since such testing will not necessarily reveal a hidden switch. The 
authentication effort can be viewed as gaining a continuity of knowledge regarding all the 
data processing occurring within the automated measurement system. Emphasis is placed on 
complete documentation as a means of reducing the cost associated with reverse engineering 
the system to acquire continuity of knowledge regarding all the data processing. 
 
Authentication can be described by a set of high-level guidelines. The basic tenets of 
authentication are that systems: 1) are designed for correct operation; 2) are assembled as 
designed; 3) function as designed; and 4) do not contain hidden features that allow the passing 
of material inconsistent with accepted declaration. Authentication of systems by a Monitoring 
Party involves a collection of tools and methods and is operationally realized through: 


�� the measurement of unclassified radiation reference sources,  
�� complete documentation for all hardware and software,  
�� surveillance plus tamper indicating devices placed on system components and 


enclosures,  
�� random selection of system hardware and software modules for inspection, and 
�� private testing of duplicate systems in Monitoring party facilities. 


 
Authentication can be facilitated by following a set of reasonable, basic guidelines when a 
system is being specified and designed: 


�� Documentation should be complete for all aspects of system hardware and software. 
�� Hardware components should be simple and without extraneous functionality. 
�� Hardware components should be laid out for easy physical examination. 







�� Physical enclosures and shielding should provide a two-way information barrier to 
prevent both disclosure of information and remote control signals. 


�� Identical and modular hardware components should be used across a system. 
�� Hardware and software components should be selected on the basis of availability and 


share-ability of complete documentation. 
�� Operating systems should be minimal or non-existent. 
�� Software should be transparent and well documented. 
�� Software should be simple, concise, and without extraneous functionality. 


 
System components should be the most basic possible for the measurement task, containing 
only the required functionality. Since the cost and difficulty of Authentication rises with 
increased functionality and interaction between system components, extraneous functionality 
is extremely expensive. 
 
3. LIFECYCLE OF A MEASUREMENT SYSTEM 


Procedures for carrying out authentication are central to the successful implementation of the 
complex process of authenticating systems. The procedures must allow for the varying 
requirements of authentication throughout the lifecycle of a system, which can be divided into 
the following elements with respect to authentication. 
 
�� Design – It is essential that systems be designed with the requirements of authentication in 


mind [7]. Authentication requirements will significantly impact hardware and software 
design criteria and may impact the overall cost. The transparency of the system has the 
most impact on authentication costs because non-transparent components must be reverse 
engineered or otherwise shown to contain no covert features. Thus, components must be 
selected based on transparency factors, complete documentation and ease of inspection. In 
some cases, non-optimized performance may have to be accepted to meet the 
programmatic authentication goals. For example, an older generation of processor might 
be preferred for simplicity over a newer, more powerful one with a wide array of 
unnecessary features. Hardware and software design criteria and procurement decisions 
can greatly influence the available options and costs for authentication. Thus, the 
authentication and design teams should work together during the design phase. The 
quality of the overall design must be judged in terms of facilitating authentication and 
being robust behind an information barrier. Facility design and facility monitoring system 
design decisions can likewise impact the ability to authenticate systems. 


 
�� Fabrication – Authentication of a system requires that the procurement, fabrication, 


assembly, and testing proceed in a manner that has been agreed to by all parties. 
Authentication activities during fabrication may include monitoring the actual fabrication 
practices on-site, review of documentation for compliance, sub-assembly testing or 
random destructive or non-destructive testing of components, and an exhaustive review of 
all software (source code, compiled/executable, and embedded).  


 
�� Installation – Installation for systems requiring authentication must be documented by 


detailed installation and test procedures. Appropriate physical control or oversight must be 
maintained of the system during this phase, unless authentication occurs after installation. 
For example, installation activities will likely be observed by the Monitoring Party to 
include equipment installation, software installation, calibration, and testing. Functional 
testing will be performed as part of the acceptance testing process for a system during the 







installation phase. Functional testing is limited to determining if the system is improperly 
designed, erroneously fabricated, or broken. Functional testing cannot reveal a selectively 
triggered hidden feature. Limited resources preclude exhaustive functional testing and an 
exploratory search for a covert feature. 


 
�� Operations – Once a facility becomes operational, access will largely be limited for the 


Monitoring Party. Some systems may only be used intermittently; in this case, periodic re-
authentication prior to each use may be required. For example, the Monitor must be 
assured that any software controlling the system has not been swapped between 
inspections. Other systems may be in continuous use and re-authentication would of 
necessity be accomplished by means that do not hinder operations. Whether systems 
operate in inspector attended or unattended mode will also impact what authentication and 
continuity of knowledge measures are required. For any complex system some amount of 
maintenance, upgrade and repair is expected. Re-authentication may be required following 
such events. Procedures will be required to assure that equipment (e.g., systems, spares, 
and sources) left in a stored condition between Monitoring Party on-site visits, has 
remained in a protected state. If the equipment has not remained in a protected state, some 
level of re-authentication will be required.  


 
4. APPROACHES TO AUTHENTICATION 
 
Some authentication activities will be common across the lifecycle elements discussed above, 
while others will be unique to one aspect of the lifecycle. The outcome of authentication is a 
level of confidence that accurate and reliable information is provided to the Monitoring Party, 
and that irregularities are detected. The Monitoring Party requires the ability to authenticate 
the correct operation of a system under a variety of conditions spanning a range of operational 
and off-normal scenarios. Authentication utilizes a set of tools and approaches to provide 
evidence that a system performs its required tasks, including the following: 
 
�� Functional Testing Using Trusted Unclassified Calibration Sources – Radiation sources, 


including sources similar to the stored items, play an important role in verifying the 
correct functioning of an information barrier protected system. The Monitor will 
independently validate these unclassified radiation sources on a separate system where 
access to the raw data can occur. Artificial sources of data, such as a recorded pulse train 
from a similar system or a mathematical model of the system, can be a valuable cross-
reference means of validating physical sources and of functionally testing a system over a 
broader range of source values. An additional feature of an artificial data source is that it 
may, in principle, be used to transfer a calibration point between identical measurement 
systems. 


 
�� Evaluation of Data – The quality of the data provided by an automated measurement 


system must be validated. Depending upon the complexity of the system this may be a 
simple task or this could be a very time consuming and difficult task. The Monitor will 
gain considerable confidence in the information barrier protected system by confirming 
the correctness of the numeric measurement results. During open-mode testing, the level 
of confidence increases with the amount of Monitor access to the data (e.g., ability to 
remove raw data on media, ability to examine raw data on the system, ability to view 
intermediate results, and ability to view numeric results and error estimates). Private 
measurements with a duplicate system where the Monitor can gain complete access to 
data from sources provide the most confidence in data quality. The validation of the data 
displayed, stored, or removed may be in addition to, and possibly independent of, the 







authentication of the software and hardware that has been used. Data must be protected 
from tampering throughout the entire lifecycle.  


 
�� Evaluation of Documentation – Examination of hardware, software, operations and 


maintenance full and complete documentation, and a comparison to the as-built system 
can be an important authentication tool. Examination of documentation can also help 
define sensitive design points for targeted authentication efforts. 
 


�� Evaluation of Software – Software exists at several levels in systems (e.g., firmware, 
embedded software, operating systems, acquisition software, and analysis software). A 
detailed examination of all software, including source code, is central to authentication. A 
necessary component of the software evaluation is rebuilding a duplicate executable code 
from the provided source codes using the same compilers, build instructions, and 
associated software tools originally used to produce the executable code. In addition, all 
the software and firmware installed in the system must be shown to be identical to the 
examined and rebuilt code. Without proven equivalency of source code and installed 
executable code, detailed examination does not create assurance. A means for determining 
changes in the agreed upon software should be incorporated in the design and inspection 
procedures. All software must be available in machine-readable source code form and be 
fully documented. An alternate means of precluding tampering with commercial software 
that has a significant mass market might be independently obtaining a duplicate copy 
through an anonymous buy and comparing it to resident code. 
 


�� Evaluation of Hardware – A variety of hardware makes up a system (e.g. detectors, 
computers, power supplies, data acquisition boards, etc.). An examination of these 
components is central to authentication. The ability to photograph components down to 
board level during on-site inspections provides assurance that the system remains 
unmodified. Comparisons of these photographs to those in the documentation and those of 
the duplicate system build assurance. Visual examination and comparison of the hardware 
on-site is valuable, but not as effective as photography. Private examination of hardware 
in the duplicate system makes on-site authentication more expeditious and provides time 
for the use of a larger set of authentication tools. Signals can be traced and measurements 
made on the duplicate system that are not possible during a brief period of joint inspection 
prior to use. However, authentication is facilitated by the ability to make some electrical 
measurements during joint inspections. 
 


�� Random Selection of Hardware and Software – Random selection of hardware and 
software components or complete systems is a powerful (perhaps the most powerful) 
authentication tool. Any party attempting to subvert any particular module must do so 
with the knowledge that the Monitor will have the right to examine one of these modules 
during private inspection at a Monitor’s facility. Random selection consumes spare 
modules and requires a sufficient initial procurement. However, the Monitor never has last 
private access prior to a classified measurement. Random selection will be one of the tools 
used during on-site authentication efforts. Random selection can be applied at the 
component level or the system level. Several random-selection schemes are possible. A 
large number of duplicate components or systems can be procured or built. The 
Monitoring Party can then select these components or systems for use during equipment 
assembly or operation. At the same time the Monitoring Party can also select specific 
components or systems to be shipped off-site for further private examination. Any 
remaining components or systems would be placed in secure storage for use in future 
random selection schemes. At installation, a random selection scheme could select 







systems to be installed in the facility and a duplicate complete system for private 
examination. During subsequent inspection visits, the Monitor could select a module for 
replacement under a random selection scheme where the Monitor selects one module from 
storage as the replacement and another for private examination. A variation would allow 
the Monitor to privately examine the replaced module when appropriate. Random 
selection can be used on less expensive software-bearing-components prior to each use to 
confirm the controlling software in the system. If a repair is required, a replacement would 
be randomly selected by the Monitor from the spares and another for private examination. 
 


�� Usage of Tamper Indicating Devices – Tags, seals, and other tamper indicating devices 
(TIDs) are important verifications of the physical integrity of systems. Tamper indicating 
devices provide some assurance of continuity-of-knowledge of a system and its 
components. Tamper indicating devices are of great importance for equipment that 
operates in an unattended mode, i.e. when the Monitoring Party is not present. Unique 
TIDs can be a useful means of identifying components subject to a random selection 
scheme and a means of ensuring that modules or software-bearing components have not 
been swapped out. 
 


�� Usage of Surveillance – To increase the level-of-confidence that systems are not modified 
or altered by the Host Party, surveillance systems are routinely used to augment the 
protection that TIDs provide. Defeating an enclosure sealed with a TID that is viewed by a 
video surveillance system, for example, requires the generation and simultaneous 
application of two separate tampering strategies. 
 


�� Usage of Procedures – Documented procedures must be provided for all aspects of 
authentication and for any other on-site activities that affect the reliability of a system to 
provide accurate information. Formal procedures, for example, clarify the respective roles 
of the Host and Monitoring Parties during random selection. 


 
5. AUTHENTICATION ASSURANCE LEVELS AND AUTHENTICATION  
 
PNNL has applied the Common Criteria approach to create a definition of Authentication 
Assurance Levels (AALs) that are defined to quantify the level of assurance reached for a 
system subject to a set of authentication procedures. [8] The AAL definition allows for 
quantifying the level of authentication reached for a given system and allows decisions to be 
made about tradeoffs of authentication procedures and the desired level of authentication. The 
AALs will be used for the evaluation of authentication measures carried out at the FMSF. The 
IAEA has also prepared an evaluation standard based upon the Common Criteria. 
 
The Common Criteria (CC) is an internationally recognized, multi-part standard for the 
evaluation of security properties within Information Technology (IT) products or systems 
(ISO 15408/1999 – “The Common Criteria for Information Technology Security Evaluation”) 
[9]. The CC provides a set of composition rules to develop a rational and repeatable graded 
assurance package. The graded assurance package establishes a set of levels composed of 
criteria for evaluating a system or product. As the levels increase, the assurance that a product 
meets the security and functional requirements also increases. Since the CC only provides a 
set of composition rules, the final set of evaluation levels can be modified to meet the specific 
needs of an application. 
 







Evaluation has been the traditional means of gaining assurance, and is the basis of the 
Common Criteria approach. Evaluation is performed on a system, called the “target of 
evaluation”. Evaluation techniques can include, but are not limited to: 


�� Analysis and checking of process(es) and procedure(s); 
�� Checking that process(es) and procedure(s) are being applied; 
�� Analysis of the correspondence between a target of evaluation and its design; 
�� Analysis of the target of evaluation design against the requirements; 
�� Verification of proofs; 
�� Analysis of guidance documents; 
�� Analysis of functional tests developed and the results provided; 
�� Independent functional testing; 
�� Analysis for vulnerabilities (including flaw hypothesis); 
�� Penetration testing.  


 
Assurance levels define a scale for measuring the criteria for the evaluation of a security 
target. Evaluation Assurance Levels (EALs) are constructed from assurance components. 
Every assurance family (i.e. groupings of components) contributes to the assurance that a 
target of evaluation meets its security claims. EALs provide a uniformly increasing scale that 
balances the level of assurance obtained with the cost and feasibility of acquiring that degree 
of assurance. There are seven hierarchically ordered EALs. The increase in assurance across 
the levels is accomplished by substituting hierarchically higher assurance components from 
the same assurance family and by the addition of assurance components from other assurance 
families. 
 
Authentication Assurance Levels (AALs) are modeled after the CC’s EALs and can be 
described by a set of high-level guidelines. The AALs range from 0-4, with 4 being the level 
that provides the most confidence that the system meets its security objectives. To obtain a 
high level of authentication, the authenticating authority must identify all required assurance 
components prior to the development of a system to be authenticated and provide them to the 
developer to assist in designing the necessary authentication features into the system. The 
Authentication Assurance Levels provide an increasing scale that balances the level of 
assurance obtained with the cost and feasibility of acquiring that degree of assurance. They 
are hierarchically ordered inasmuch as each higher AAL represents more assurance than all 
lower AALs. The increase in assurance from AAL to AAL is accomplished by substitution of 
a hierarchically higher assurance component from the same assurance family (i.e. increasing 
rigor, scope, and/or depth) and from the addition of assurance components from other 
assurance families (i.e. adding new requirements).  
 
The five Authentication Assurance Levels and their correspondence to the EALs are as 
follows: 
AAL0 – unauthenticated   ~EAL1 + EAL2 functionally and structurally tested  
AAL1 – minimally authenticated ~EAL 3 methodically tested and checked 
AAL2 – limited authentication  ~EAL 4 methodically designed, tested and reviewed 
AAL3 – critical authentication  ~EAL 5 semi-formally designed and tested 
AAL4 – optimal authentication  ~EAL 6 verified design and tested 
 


AAL0 (Unauthenticated) is applicable where no confidence in the correct operation can be 
expected due to the lack of assurance measures taken by the developer or authenticating 
authority. This AAL is used where, although some assurance measures might have been used, 







none are sufficient to provide any measure of confidence in system operations. For example, 
the developer does not develop, provide, or maintain any of the documentation on system 
design, development, and operations, nor does the developer allow members of the 
authenticating authority to participate in system design review, or to witness a comprehensive 
test of the system. 


AAL1 (Minimally Authenticated) is the minimum level of assurance that any equipment used 
in monitoring regimes should have. An authentication at this level should provide evidence 
that the Target of Authentication (TOA) functions in a manner consistent with its 
documentation, and that it provides useful protection against identified threats. Co-operation 
of the developer is required in terms of the delivery of design information and test results. 
AAL1 is applicable in those circumstances where developers or users require a low level of 
independently assured security in the absence of ready availability of the complete 
development record. The developer conducts functional and high-level design testing, and 
independent testing is conducted to ensure only that security functions perform as specified.  


AAL2 (Limited Authentication) is applicable in those circumstances where developers or 
users require a moderate level of independently assured security and are prepared to incur 
additional security-specific engineering costs. AAL2 requires the co-operation of the 
developer in terms of the delivery of design information and test results. AAL2 requires 
additional components from each of the Security Assurance Requirement classes except 
guidance documents. Authentication analysis is supported by the low-level design of the 
modules of the TOA, covert channel analysis and a subset of implementation of the TOA 
Security Functions. Development controls are supported by a life-cycle model, identification 
of tools, and partially automated configuration management. 


AAL3 (Critical Authentication) is applicable where there is a need for a higher level of 
independently assured security in a planned development, and a requirement for a rigorous 
development approach without incurring unreasonable costs attributable to specialized 
security engineering techniques. AAL3 is the preferred assurance level that any equipment 
used in monitoring regimes should have. AAL3 requires that the system be highly resistant to 
exploitation. A developer designed lifecycle model, the tracking of security flaws, and 
independent testing of a selected sample of developer tests enhance assurance. 


AAL4 (Highest Authentication) is the maximum level of assurance economically possible for 
equipment used in monitoring regimes. It is applicable where the value of the protected assets 
justifies the additional costs. AAL4 permits developers to gain a high level of assurance from 
the application of security engineering techniques to a rigorous development environment in 
order to produce a premium TOA for protecting high value assets against significant risks. 
AAL4 provides complete automation of configuration management, prevention of 
modification and compliance with implementation standards. Semi-formal responses from the 
developer are required for functional specifications, high-level design documentation and the 
TOA security policy model. The independent vulnerability assessments must ensure the 
system’s resistance to external attacks. The developer must conduct a systematic search for 
covert channels and test the low-level design. Development environment and configuration 
management controls are further strengthened. 


 
6. AUTHENTICATION OF RADIATION MEASUREMENT EQUIPMENT


Figure 1 shows a generic radiation measurement layout with an information barrier as an 
example of the type of attribute measurement system being considered for use to confirm 
compliance with nonproliferation agreements. This generic system consists of a high purity 







germanium detector (HPGe) for gamma-ray measurements plus a neutron detector system. 
The HPGe can determine such attributes as the presence of plutonium or highly enriched 
uranium, the isotopic ratio of 240Pu to 239Pu or uranium enrichment, and the presence of 
plutonium metal (absence of oxide or other compounds). The neutron detector system may 
range in complexity from a single neutron detector, a neutron coincidence counter, or even a 
Neutron Multiplicity Counter (NMC). The NMC consists of many 3He detectors in a large 
moderating enclosure capable of measuring several parameters about the observed item when 
combined with the HPGe results. These parameters include mass of plutonium, neutron 
production from impurities and the matrix material, and neutron multiplication.


FIG. 1. A generic schematic of a radiation measurement system for attribute 
determination in an arms-control application.  


 
 
An item of material to be measured will be enclosed in a container that is placed near the 
detectors. The data are collected with a simple data acquisition system that includes an 
Information Barrier (IB). The IB protects the Host’s classified information from disclosure 
(such as the isotopic composition of plutonium in the Russian Federation) to the Monitor. In 
addition, the Information Barrier is designed to prevent the input of an external signal into the 
measurement system, reducing the likelihood that a hidden switch may be successfully used 
to subvert the measurement system. The presence of the Information Barrier means that US 
inspectors will not be able to observe the actual data from the detector system or touch the 
system. Instead, only a red light or green light will indicate that the system has failed or 
passed the observed item with respect to the negotiated attributes for the material. The 
information barrier includes a security watchdog to shut down the system and purge all data if 
a problem arises such as opening of the system when a classified item is present. It is the 
presence of the information barrier, and the resulting lack of detailed information about the 
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data collected, that results in the requirement for system authentication and adds substantially 
to the problems of building a radiation measurement system. 
 
7. EXAMPLES OF AUTHENTICATION DURING NORMAL OPERATIONS 


During normal operation of a facility, information will potentially be provided to the 
Monitoring Party through a combination of Host declaration, unattended measurements, and 
on-site inspections. Declarations might include information on each item entering and leaving 
a facility along with declared attributes for each item. Unattended measurements might 
include video surveillance of equipment and material that could be reviewed during on-site 
visits to ensure continuity of knowledge of measurement equipment. On-site inspections 
should have as an important goal the measurement of items with authenticated measurement 
equipment. The measurement equipment would undergo some level of authentication prior to 
use during such on-site visits. Such authentication procedures could include, but not be 
limited to, the following: 
�� Checking TIDs on systems, components, and reference sources. 
�� Establishing characteristics of reference sources through independent measurements. 
�� Examining facility-monitoring information to provide continuity of knowledge of 


measurement equipment and reference sources. 
�� Performing functional testing of the system with randomly selected reference sources. 
�� Performing random comparisons of physical components to documentation. 
�� Performing random comparisons of software components to documentation. 
�� Verifying that the installed software and firmware exactly match the golden copy. 
�� Performing random selection of system components for possible off-site authentication 


procedures. 
 
Following a repair or upgrade of a system, it will be necessary to re-authenticate the system.  
 
8. APPLICATION OF TOOLS FOR AUTHENTICATION 


Table 1 provides examples of a few of the possible uses of authentication tools at various 
stages of a system lifecycle. These examples show how tools can be used at various points as 
a system lifecycle progresses. The cumulative effect is to help ensure that confidence is 
established in the system and that the system is designed and implemented to be authenticable 
and to provide reliable measurements. Each entry in the table will have associated mutually 
agreed procedures for implementation. 


 
Generally speaking, as the required level of confidence is increased, the cost and time needed 
to authenticate the system will grow. Policy decisions will determine the desired level of 
confidence in a system. This then implies the level of technological implementation that will 
meet the requirements. Examples of how different tools can be used to increase confidence 
are shown in Table 2. 







 
Tool���� 
 
Lifecycle 
Element 


Functional 
Testing 


Evaluation of 
Data and 
Documentation 
for Hardware 
and Software 


Random 
Selection 


Usage of TIDs 
and 
Surveillance 


Usage of 
Procedures 


Design  Specify and 
select 
authenticable 
components. 


  Follow 
authentication 
guidance. 


Fabrication Component 
testing. 


Generate 
complete 
documentation 
and revision 
history. 
Compare to 
independently 
procured 
components. 


Quantity 
purchase of 
commercial 
off-the-shelf 
components. 


 Follow 
authentication 
guidance. 


Installation System testing 
with physical 
and electronic 
sources. 


Assure complete 
documentation. 
Comparison of 
design to as-built 
system. 
Comparison of 
software to 
documented 
source. 
Photographic 
baseline. 


Random 
selection of 
system 
hardware or 
software 
components, or 
of entire 
systems for 
private 
examination. 


Place TIDs on 
system 
components, 
enclosures, 
spares, sources, 
and rooms. 


Follow defined 
procedures for 
entry and exit, 
functional 
testing, random 
selection, 
system 
operation, and 
placement of 
TIDs. 


Operation Random 
selection of 
system testing 
with physical 
and electronic 
sources. 


Random 
comparison of 
system 
components with 
documentation 
including 
photographs. 


Random 
selection of 
components 
such as 
PROMS; 
random 
selection of test 
sources. 


Remove and 
inspect TIDs; 
evaluate facility 
monitoring 
video coverage 
of systems. 


Follow defined 
procedures for 
entry and exit, 
functional 
testing, random 
selection, 
system 
operation, and 
placement of 
TIDs. 


 
Table 1. Examples of some of the possible uses of authentication tools at various stages of a 
system lifecycle. Clear guidance in the above areas must be provided to achieve cost and 
schedule estimates. 
 







 
Tool���� 
 
Level of 
Confidence 


Functional 
Testing 


Evaluation of 
Data and 
Documentation 
for Hardware 
and Software 


Random 
Selection 


Usage of TIDs 
and 
Surveillance 


Usage of 
Procedures 


Modest 
Confidence 
Level Examples 


On-site 
functional 
testing with 
randomly 
selected 
sources. 


Validate 
completeness of 
crucial 
documentation. 


Random 
selection of 
system 
hardware or 
software 
components 
during on-site 
inspections. 


Passive TIDs 
applied to 
measurement 
equipment and 
reference 
sources. 


On-site 
procedures to 
verify 
continuity of 
knowledge for 
measurement 
systems and 
reference 
sources. 


Medium 
Confidence 
Level Examples 


On-site 
functional 
testing with a 
set of physical 
and electronic 
sources. 


Validate 
completeness of 
crucial 
documentation 
and make 
selected 
comparisons to 
as built hardware 
and software. 


Random 
selection of 
system 
hardware or 
software 
components, or 
of entire 
systems 
initially, and 
during on-site 
inspections. 


Passive TIDs 
applied to 
measurement 
equipment and 
reference 
sources; active 
TIDs on 
selected rooms 
and equipment. 


On-site 
procedures to 
verify 
continuity of 
knowledge for 
measurement 
systems and 
reference 
sources. 


Higher 
Confidence 
Level Examples 


On-site 
functional 
testing with 
set of physical 
and electronic 
sources; 
Monitoring 
Party-site full 
functional 
testing 
program. 


Validate 
completeness of 
documentation 
and make 
complete 
comparisons to 
as built hardware 
and software. 


Random 
selection of 
system 
hardware or 
software 
components, 
and of entire 
systems 
initially, and 
during on-site 
inspections. 


Active TIDs 
applied to 
measurement 
equipment, 
reference 
sources and 
rooms; facility 
monitoring of 
all equipment 
and material, 
including video 
surveillance. 


On-site 
procedures to 
verify 
continuity of 
knowledge for 
measurement 
systems and 
reference 
sources. 


 
Table 2. Examples of level-of-confidence in a system versus possible uses of authentication 
tools to obtain that level of confidence. These are examples only, and are not meant to imply 
that a level-of-confidence is reached through the listed activities alone. 
 
 
9. SUMMARY 


Authentication is a necessary aspect of the implementation of systems for the assurance of 
compliance with non-proliferation and arms-control agreements. The United States technical 
community has developed a consistent basis for this authentication activity. 
 
Some high level conclusions and recommendations are: 
�� Procedures must allow for authentication throughout the lifecycle of a system. 
�� Authentication procedures must be defined and jointly accepted for each application, each 


system, and each applicable lifecycle element. 







�� The Monitoring Party should negotiate the ability to authenticate the correct operation of a 
system under a variety of conditions spanning the range of operational and off-normal 
conditions and scenarios. 


�� Policy guidance should establish the desired level of confidence required from the 
authentication process, which will then determine the authentication activities. 


�� Systems must be designed for the ability to be authenticated, and to minimize the amount 
of authentication required to achieve confidence in system operation. 


�� Simplicity of design and good engineering practices are desirable to reduce the cost and 
time required for authentication. 


�� System design must consider how on-site procedures and conditions might affect the 
robustness of the hardware design and operation. 
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The security and safeguards’ challenges of the future will depend to a large extent on the 
type and scale of the nuclear power industry that exists and the prevailing public and 
political opinion towards it. So it is important to look at the current position and the 
trends on which to base our projections. 
 
Nuclear power currently provides between 16-17% of global electricity, very comparable 
in scale to gas, oil and hydroelectric sources. Only coal produces significantly more than 
other sources. 
 
Twenty-four of the most economically significant countries rely on nuclear power for at 
least 10% of their electricity needs. The majority of these are located in North America, 
Europe and Asia.  But critics of our industry would argue that these reactors are relics, 
dinosaurs of the past, built in haste in response to the 1970’s oil crisis. In their eyes, 
nuclear power has been in steady decline for some years. 
 
The facts show otherwise. 
 
Data for the year 2000 published by the oil industry (bp) show that nuclear power 
"enjoyed another year of strong growth (up 2.7%) with nuclear generation increasing in 
all areas of the world." But cynics might say that the explanation is easy; uses of other 
fuels, to meet rising demand for electricity, increased even faster so that nuclear has 
experienced "relative" stagnation. 
 
This is not the case either.  
 
Over the last decade, nuclear power has achieved a greater global growth rate than any 
other electricity source, with increases of 30%. Oil and gas have also increased (by a 
much smaller amount), in order to meet the ever-growing demand for electricity and it is 
only coal that shows a steady and significant drop in use. 
 
In some areas of the world the extra production is because of new reactor build (at 
present there are 34 reactors under construction and 444 operating reactors world-wide) 
but in the USA, for example, the 30% increase over the decade has been achieved entirely 
by increasing the efficiency of existing reactors. Nuclear power output in the US has 
increased by the equivalent of building 23 new reactors, each of a Gigawatt capacity, and 
quite an extraordinary achievement by the utility operators. 
 
With that extra productivity came economic advantages. Nuclear power has been the 
cheapest way to produce electricity in the US for almost the entire decade and the trend is 







for further cost reductions. And it is becoming increasingly apparent that when the true 
external costs of producing electricity are included in the overall economics of power 
production, nuclear power becomes ever more competitive. 
 
A European study, published by the European Commission three months ago, clearly 
shows the hidden, additional costs of producing electricity with fossil fuels. This is 
because of the economic impact of global warming and the significant health effects on 
the general public from burning heavy hydrocarbons such as coal and oil that together 
account for 50% of global electricity production. If these costs were included, it would 
double the cost of electricity from coal and increase the cost of gas-generated electricity 
by 50%. By contrast, the cost of nuclear and renewable electricity sources would remain 
largely unaffected. 
 
And the adverse consequences of global warming are becoming ever more apparent and 
serious, both in terms of human misery and the potential economic impact on global 
society. 
 
Under these circumstances, it is not surprising that politicians and the stock markets 
around the world are beginning to re-focus on the economic and environmental benefits 
of nuclear power. 
 
The renaissance was led by the United States early in 2001 with increased media 
coverage in support of the nuclear option, followed by the supportive remarks of the Vice 
President, the subsequent US Energy Review and the recent nuclear-friendly legislation 
approved by Congress. And, one month after the devastating suicide attacks of the 11th 
September, a record number of Americans favour the use of nuclear energy and consider 
nuclear power plants safe. 
 
Equally encouraging is that there are growing signs of political, institutional and public 
interest in the UK to replace the Magnox generation capacity which will all have closed 
down by the end of the decade, so that nuclear energy can continue to be an important 
component of a balanced energy mix. 
 
Elsewhere there are also signs of a nuclear renaissance, not least in Russia where 
President Putin has signed into law what could be one of the most significant pieces of 
civil nuclear legislation for years. The plan, to import and take over ownership of foreign 
spent fuel for storage, and possible reprocessing, and to encourage fuel leasing, has major 
implications for the global nuclear industry and for security and international safeguards. 
This is because the US has an effective veto on 90% of the potential market with an 
estimated value of $20 billion. Russia will only be able to realise the market potential 
when it provides meaningful assurances to the US and as importantly to its customers, 
over nuclear security, non-proliferation and export policies. That will raise important 
issues for both the US and Russia but, if they can be resolved, increased trade possibly 
involving fuel leasing will help establish safer, verifiable and better managed nuclear 
programmes in Russia and elsewhere. Increased investment in the international civil 
nuclear market, a more effective network of non-proliferation measures and a contraction 







in military nuclear investment have mutually supportive goals and should be encouraged. 
We certainly believe that the civil nuclear industry, in the right context, has a significant 
role to play in helping transform excess military material into reactor fuel subject to full 
international safeguards. 
 
 
Overall, I believe that the nuclear industry can look forward with a sense of confidence, 
tempered by realism. Obviously, economics, safety and environmental performance will 
be central to the future success of the industry but it is also important that we continue to 
address the safeguards and security challenges of the future. 
 
The single most important issue is to ensure that the IAEA receives proper and sustained 
levels of State funding because the progress that has been made to establish an effective 
global non-proliferation regime must not be jeopardised. The fact that the IAEA is only 
able to conduct its work through additional voluntary contributions by Member States 
clearly demonstrates that the budgetary processes are badly in need of reform.  
 
Nuclear power will only succeed in the future within the clear boundaries of peaceful use 
and there must be a complete separation of civil and military activities within the Nuclear 
Weapon States. We would very much welcome the successful negotiation of a Fissile 
Material Cut off Treaty. 
 
There has been a resurgence of interest in the "Proliferation resistance" of nuclear 
technology as an alternative to verification. However, given the current range of nuclear 
technologies, their life span and the lack of fundamentally new technologies on the 
horizon, it is unlikely that technical fixes will provide the answer for decades ahead. 
It is more important in my view for commercial operators to recognise the political 
significance of nuclear safeguards and to work constructively with the Safeguards' 
authorities to achieve effective verification regimes. The future is very much about 
partnership and a shared vision. 
 
In many parts of the world, safeguards verification, in all types of fuel cycle facility, is 
already routine and the future priority must be to share that operational experience for the 
wider benefit and, simultaneously, to find more economical ways of achieving 
safeguards' goals. In our experience, the capital and operating costs related to safeguards 
are each typically under 1% of our total expenditure but on large fuel cycle facilities that 
can still amount to many millions of pounds and is too high. We must find ways that 
allow the Safeguards' authorities to make better use of operators' instrumentation and data 
in a timely and verifiable way. In turn, there is a clear obligation on the IAEA and 
Euratom to find new ways of collaboration that reduce the verification resources 
deployed in the European Union - it cannot be right for the majority of the global 
safeguards budget to be spent in the Member States of Europe. 
 
Clearly, remote monitoring and unattended verification could be powerful and cost 
effective tools and it is perfectly possible to use secure data links and other available 
technology to transmit, process and analyse safeguards' relevant information. In that 







respect, we also believe that the traditional method of reporting accountancy transactions 
(ICRs), many weeks after the transactions have occurred is outdated and reduces the 
effectiveness of and opportunities for safeguards' verification measures. It is entirely 
possible for operators to provide the necessary information in a more timely way and to 
generate accurate information within hours or days of transactions occurring. This, 
coupled with methods of providing the data to the IAEA in a secure, authenticated way 
provides a new and exciting prospect for randomised inspections that would have strong 
deterrence value and a lower inspection resource requirement.  
 
Overall, we want to see a partnership with the Safeguards' authorities; we have nothing to 
hide but we do have to find more cost efficient ways of operating. Perhaps now is the 
time for operators, under the auspices of the World Nuclear Association, to establish a 
Code of Practice for our interactions with the Safeguards authorities. We should be 
prepared to make public declarations in which we clearly state our attitudes and 
commitments to International safeguards. For example, the fact that we will: 
 


�� facilitate inspections by making sure that suitably trained escorts are available 
on a timely basis,  


 
�� reduce time delays for inspectors accessing our facilities to the minimum, 


commensurate with safety,  
 


�� respond positively and quickly to any reasonable request for data, 
 


�� help to find more efficient ways of achieving safeguards' goals through the 
use of technology, 


 
�� provide training opportunities for IAEA personnel, and 


 
�� participate constructively in National Support Programmes to the IAEA. 


 
We want the Safeguards' authorities to have complete confidence in our activities that in 
turn allow the IAEA to use its discretion under Integrated Safeguards to reduce the 
burden of safeguards' inspections. This would be to our mutual advantage. 
 
I should now like to make some remarks about nuclear security, recognising that the 
Conference has been extended by one day to consider such matters following the tragic 
events in the US. 
 
Reading the media coverage over the last month, one could almost believe that nuclear 
facilities had been the subject of attack or that nuclear materials had been involved in the 
attacks. The media thirst for sensational stories has been supported by the usual group of 
people that claim to be nuclear experts, ready to share their thoughts on how to attack 
nuclear facilities, which buildings to attack and how easy it is to build nuclear weapons 
from stolen materials. Presumably, the media pay for the "best" stories and the "best" 







stories are the most shocking, sensational and on occasions, grossly irresponsible. So a 
sense of perspective at this difficult time is more important than ever. 
 
 Society, all of society, faces some stark choices.  
 
In the face of extreme terrorism, we either return to pre-industrial times and rid the world 
of any building structure that if attacked could lead to significant loss of life, rid the 
world of any social or sporting event that brings tens of thousands of people together in 
one place, depopulate our cities and close down mass transport systems. The list of 
actions required would be virtually endless.   
 
Or, Governments work to eradicate terrorism wherever it occurs in the world and defend 
freedom and democratic, multicultural societies.  
 
For our part, the nuclear industry continues to work closely with national security and 
safety regulators and agencies to enhance further our security arrangements that by any 
industrial, commercial standard are already very high. We support the public statements 
of the World Nuclear Association, the European Nuclear Council and the Nuclear Energy 
Institute and would refer you to their websites. 
 
So, if I may conclude, the future challenges can be summarised as follows; 
 
�� Our industry is growing, becoming increasingly competitive and the trend will 


continue as concerns over fossil fuels and the true environmental and economic costs 
of burning them are fully appreciated. Security of supply may also become of 
increased importance. 


 
�� Increasing international nuclear trade, including fuel leasing, will help establish safer, 


verifiable and better managed power programmes. 
 
�� Increased investment in the civil nuclear market, more effective non-proliferation 


measures and contractions in military nuclear investment are mutually supportive 
goals. 


 
�� Proper funding of the IAEA is essential and the budgetary process requires reform. 
 
�� The global non-proliferation framework will continue to rely on verification rather 


than proliferation-resistant fixes because the current range of nuclear technologies 
will dominate for the foreseeable future. 


 
�� Safeguards arrangements are now routine in many parts of the world but they are still 


too expensive; we should harness modern information technologies to offset the 
financial burden, improve timeliness and encourage random inspections, which can 
all be done without compromising the effectiveness of these measures. 


 







�� Operators should develop and commit themselves to a Code of Practice that defines 
acceptable standards and attitudes in dealing with the Safeguards Authorities. The 
future vision of the civil industry should be based on collaboration, support and 
commitment to the IAEA. 
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Abstract


Throughout the world, advanced monitoring systems are needed to help monitor nuclear 
material. These monitoring systems should be capable of supporting a variety of sensors and 
video equipment and operating in a multitude of configurations and modes.  The Sandia 
National Laboratories (SNL) Material Monitoring System (MMS) fulfills these requirements 
and more. The SNL MMS can store and deliver sensor information from monitored sites to 
users anywhere in the world, enabling personnel to have a continuity-of-knowledge of the 
nuclear material.  In addition, the SNL MMS supports various sensor types (e.g., RF and 
hardwired sensors) and video systems (e.g., still-frame video). The ultimate goal of the SNL 
MMS is to provide users with the capability of selecting from a variety of sensors and video, 
installing the MMS system, and running the system without needing to develop additional 
software to meet unique monitoring requirements.   
 
International Safeguards, as applied to storage and monitoring of nuclear materials, requires 
the application of seals to containment for verification that the material has not been diverted 
from its agreed upon configuration. At the heart of MMS is the T-1 Electronic Sensor 
Platform (ESP), which is a wireless containment sealing and monitoring device.  The T-1 
ESP is designed to satisfy the requirements of the International Safeguards regime as a radio 
frequency tamper indicating device (RFTID).  However, the T-1 ESP concept presents far 
greater capabilities than a generic RFTID.  The T-1 ESP can be configured to monitor a wide 
variety of digital and analog sensors that may be employed in containment monitoring.  Its 
primary sensor is a fiber-optic loop that is applied to the material containment by passing the 
fiber through mechanical attachment points to prevent material removal without detection.  
This RFTID is to be used extensively for monitoring for the K-Area Material Storage 
(KAMS) project at the Savannah River Site (SRS). The T-1 ESP system has recently 
undergone an IAEA-directed vulnerability assessment and passed this assessment with 
favorable results. The assessment evaluated the T-1 ESP vulnerabilities represented by its 
performance in three main areas: environmental, mechanical, and authentication. 
 


Introduction


The SNL MMS was originally designed and built to provide for a continuity-of-knowledge 
for material monitoring.  The first system was built to demonstrate that a monitoring system 
could acquire data from both hardwired and RF sensors, store that data in a Structured Query 
Language (SQL) database, and allow for retrieval of the data and display to a user.  To 
accomplish this, a flexible, hierarchical architecture was conceived that uses industry 
standards and an equipment arrangement that provides for data acquisition at the sensor 
location, possible storage at another location, and viewing at yet a third location.  This 
architecture is represented in Figure 1.  
 







 


MMS relies heavily on commercial applications for its operation.  It is built to run under the 
Microsoft Windows NT 4.0 or Windows 2000 operating systems, store data in the Microsoft 
SQL Server 7.0 or 2000 Database server, use Ethernet as its communications medium, and 
rely heavily on the Microsoft Foundation Classes (MFC) in the base source code.  The input 
for sensors also relies on commercially available platforms such as Echelon LonWorks and 
RS-485 or RS-232 serial input.  While the MMS can interface to commercial hardwired 
sensor systems and various video subsystems one of the main data acquisition components is 
the T-1 ESP developed at Sandia National Laboratories. 
 
Using the flexible architecture, commercial additions, and SNL-developed applications has 
allowed for the extensibility, successful installation, and use of MMS at several sites around 
the world.  One of the particular sites planning to use MMS is the KAMS at SRS.   
 
 


 
Figure 1. MMS Logical Layers and Architecture 


Material Monitoring System (MMS)


As depicted in Figure 1 the MMS system consists of five separate layers.  The first layer is 
the sensor layer where all events in the system are generated.  The second level is the Data 
Collection Component (DCC) that gathers data from the sensors and sends that data to the 
third level, which is the Data Storage Component (DSC).  The next level is the Data 
Dissemination Component, which is optional, and can perform functions such as filtering the 
data that goes to the final level, the Data Analysis and Review Component (DARC) or a 
standard web browser. 
 
The sensors in the MMS system provide the data for storage and display.  The MMS 
supports many types of sensors including the T-1 ESP, Echelon LonWorks, the Neumann 
DCM14 video subsystem, and the Los Alamos National Labs (LANL) developed NTVision 
video system.  The integration of all these sensors is shown in Figure 2.  The MMS system 
provides for complete integration between these different subsystems by allowing one sensor 
system to trigger another.  For example, a fiber-open event on a T-1 may trigger a video 
image to be taken with the DCM14 video system.  The MMS design provides a well-defined 







 


methodology for easily integrating other sensor subsystems into the MMS.  Some of the 
future sensors include radiation sensors developed at the Remote Sensing Laboratory in 
Nevada and an AXIS 2100 web video subsystem. 
 


 
Figure 2. MMS System Showing Integration of All Sensor Systems  


 
The DCC provides the first level of data collection, data reduction, and data integration for 
the MMS system.  It provides the hardware platform and interfaces for the various sensors.  
The DCC gathers the unique data from various sensors and translates that data into a 
Common Data Format (CDF).  This allows for consistent data transmission and storage no 
matter what sensor system is used now and in the future.  All data collected by the DCC is 
not only translated into the CDF, but is stored in its original format in the CDF.  This allows 
for later authentication verification of any authenticated data.  All data collected by the DCC 
is stored in a buffer until the data can be transferred to the DSC.  This buffer can also be 
signed with an authentication signature.  In addition to reporting the data collected from the 
sensors the DCC itself can act as a sensor and report on its condition.  Such conditions as the 
clock being set, the state of the communication ports, and the adding of sensors to the system 
are some of the data items that can be reported by the DCC.  The DCC can be a desktop 
computer, a rack-mounted computer, or a small low-power, embedded computer that collects 
sensor data, buffers the data, authenticates the data files, and connects to an Ethernet to 
forward that data to the DSC for storage. 
 
The DSC can reside on the DCC computer or on a separate computer on an Ethernet network 
where it receives and stores data from the DCC.  The data is stored in a Microsoft SQL 
database.  This type of storage provides for robust methods of retrieving data based on 
industry standard SQL queries.  All original data is stored in the database along with the 
translated data.  This allows access to the original sensor messages in order to perform 
authentication verification.  The DSC also outputs web data files for use by a web server in 
displaying data to a user using a standard Internet browser.  The DSC also allows for limited 
access from users employing a dedicated DARC. 
 







 


The DDC is typically the web server.  The server used for MMS is the Microsoft Internet 
Information Server (IIS) version 4.0 or version 5.0.  By using IIS and the NTFS file system 
access permission in Windows NT/2000 the site can restrict those who may login and view 
the data.  In addition, different login user accounts can have access to different parts of the 
data. 
 
The web browser interface allows users to access MMS historical data from any networked 
computer with any industry standard web browser.  Web users may access the latest events 
from a site or look at data from previous days via a calendar control.  The web pages list all 
sensor events and images.  Event triggered images are linked to the corresponding events.  
The web interface allows for great flexibility since the user interface can be changed at the 
web server and the user automatically sees these changes the next time he connects to the 
server.  If secure access to the web data is required over the Internet then a Virtual Private 
Network (VPN) may be employed using commercially available hardware.  The VPN 
hardwire can also be set to both encrypt and authenticate any data that it forwards. 
 


 
Figure 3.  A Map of one of the KAMS Storage Rooms 


 
The DARC, which is a customizable user interface, provides a real-time graphical interface 
to the MMS system.  The DARC displays a map-based graphic interface that allows the user 
to navigate to any location at the site and retrieve information for any single sensor.  An 
example of a map the user might see is shown in Figure 3.  The user may request historical 
data from the site database.  In addition, the user may request that authentication signatures 
be verified from the DARC.  Some database queries are automatically generated as the user 
navigates through the DARC.  However, the user is also allowed to pick from pre-generated 
queries and may make specific queries.  The data returned from the query is automatically 
formatted for the user and displayed in a standard listing configuration.  The user may then 
sort on any column by pointing to the column and clicking the mouse cursor.  Data from all 
queries may be exported easily to the Microsoft Excel data file format. 
 


T-1 Electronic Sensor Platform


The T-1 ESP is the latest RF-based sensor platform designed by SNL.  Its main benefit over 
past RF sensor platforms is the addition of two-way RF communications capabilities.  This 
provides for a more robust interface with the sensor platform. The T-1 has an internal 







 


message buffer that provides storage for its last one hundred messages.  Each T-1 has a 
unique identification number that is contained in every transmitted T-1 message.  All 
messages contain the time the message is generated, obtained from an internal real-time 
clock.   The T-1 authenticates every message with eight-byte signatures from the Tiny 
Encryption Algorithm (modified at SNL), which uses a 128-bit key. 
 
The T-1 has internal binary sensors including motion, tamper, and fiber optic seal.  The T-1 
supports additional binary sensors for future expansion.  Three digital input/output lines 
allow the T-1 to control or monitor external logic devices.  The T-1 supports eight internal 8-
bit analog sensors; temperature and battery voltage are currently provided.  The analog inputs 
can be programmed with high and low limits. 
 
The T-1 has a unique incrementing message counter for each message sent.  In addition, the 
T-1 has an incrementing counter for each event it detects.  Each binary and analog sensor has 
an event counter that is incremented each time a sensor changes state.  Missed messages and 
events can be detected by monitoring the transmission and event counters.  If a message is 
missed the T-1 can be asked to retransmit that message or messages by giving it the desired 
message numbers.  If this is not desired the types of missed events can be determined by 
reading the counters for each sensor type. 
 
The T-1 transmits state-of-health (SOH) messages automatically at programmed intervals or 
when polled.  On a polled SOH, the T-1 can be requested to transmit a normal SOH or a 
verbose state-of-health which contains the values for all sensor’s counters.  The T-1 transmits 
automatically when any sensor changes state.  All messages in the internal buffer or a single 
message can be retransmitted from the T-1 when requested.  The buffer read or single 
retransmission operation allows continuity-of-knowledge to be established when the original 
message transmissions have been missed.   
 
The interface to the T-1 is through the Interrogator-Transceiver (IT).  The IT communicates 
with the DCC through an RS232 communications port on the computer.  It converts the T-1 
RF messages to RS-232 serial messages and converts T-1 commands into RF transmissions 
to the T-1.  The IT monitors its internal SOH as well as the background RF noise level.  
When it detects a high level of background RF interference, the IT sends an event message 
indicating that a jamming signal may be present. 
 
The T-1 can be programmed to repeat transmissions multiple times in case of message 
collisions.  The messages received from the T-1 are sensor-state messages and do not reflect 
what event caused that message to be transmitted.  Therefore, the computer program 
interfacing to the T-1 must compare the current message with the previous message from that 
T-1 to determine what event(s) caused that message to be transmitted.   
 
In order for the T-1 to be initialized and its parameters set requires an external program to 
communicate directly with the T-1.  This program also has the capability to load the 
authentication key into the T-1.  This hardware interface is through an RS232 serial port on 
the T-1, which is located inside the battery compartment.  The Electronic Sensor Platform 
Programmer (ESPP) is the additional required software program to connect to the T-1 and set 
the desired parameters.  Some sites have required that individuals programming the T-1 not 
be allowed to select what parameters to set, but that the site parameters should be hard-coded 
into the programming software.  This requirement and its solution will be discussed in the 
next section of this paper. 
 







 


The T-1 ESP provides powerful capabilities for monitoring systems.  Integration with the 
MMS adds more system capabilities that ensure continuity-of-knowledge for the storage 
monitoring applications.   The T-1 has been submitted to the IAEA for evaluation.  Several 
MMS systems have been provided for assistance with the evaluation.   
 
 


KAMS & the IAEA


The MMS for KAMS at SRS will provide data for joint-use for both domestic purposes and 
by the IAEA.  The use of the MMS by the IAEA at the KAMS facility at SRS has required 
the addition of features and capabilities to the MMS system.  These additions include an 
IAEA Data Review Station (DRS) consisting of a Data Review Component (DRC), a 
Removable Key Management Component (RKMC), and a new communications interface 
between the DRS and the MMS.  The interface between the two systems is shown in Figure 
4.  In addition, requirements include a blind T-1 programmer and a portable T-1 tester. 
 


 
Figure 4. Diagram Showing KAMS Interfaced to the IAEA DRS 


 
The new communications interface between the MMS and the DRS will provide for the 
passage of data from the MMS at SRS into the IAEA DRS installation.  The data is stored in 
files on the MMS DSC and periodically transferred to the IAEA system.  The MMS DSC 
may be set to pass the data automatically as it is received from the various DCCs in the SRS 
MMS.  The MMS DSC will keep track of all information that is transmitted to the DRS to 
make sure that the data set is complete. 
 
The RKMC is designed to run on a laptop computer separate from the DRC.  Since this is the 
case, the RKMC will be connected to the DRC through an RS232 serial interface.  All T-1 
messages are passed to the RKMC, and each message is authenticated to check signatures for 
data verification.  Success or failure is signaled back to the DRC. 
 
The DRC is essentially a DARC, as discussed in an earlier section of this paper, with many 
added features.  One of the new features is a calendar that reflects if there are event messages 
for the day in the MMS.  In addition, the DRC will automatically display summary data to 
reflect the present SOH of all sensors in the system.   
 







 


Two other special programs are being developed for support of interfacing the IAEA to the 
KAMS system.  The first is the blind programmer.  For the IAEA to be able to program the 
T-1 ESP with the authentication key requires a T-1 programmer.  Since the system at SRS is 
a joint-use system the site operators have required that the domestic parameters be hard-
coded into the programmer.  The IAEA will only be able to program the key into the T-1 as 
the programmer inserts the site-required parameters. 
 
The last piece of software required by the IAEA for use with the T-1 is a T-1 quick tester.  
This will require that the T-1 antenna be hard-wired to the antenna of the Interrogator 
Transceiver.  The program will run on a laptop and quickly test the interface to the T-1.  It 
will be used to verify that it is indeed the T-1 that was just programmed, that the T-1 is 
operating within normal parameters, and that the messages coming from the T-1 authenticate 
properly. 
 


Conclusion


The MMS uses a flexible, hierarchical architecture to provide for the near-real-time 
acquisition of data and display of that data virtually anywhere in the world.  The use of 
commercially available components and various sensor configurations has allowed for the 
successful application of MMS at many different locations throughout the world and for 
many different projects. 
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1. Introduction 
 


IAEA Safeguards in the Non-Nuclear Weapon States (NNWSs) in the European 
Union (EU) started to be implemented in 1977, when the Safeguards Agreement between 
the NNWSs, the European Atomic Energy Community and the Agency (INFCIRC/193) 
entered into force.  Since then the way of implementing has undergone several evolutions.  
Initially, based on the interpretations of various Articles in the Agreement concepts such as 
“Observation Regime” and “Joint Team Regime” were developed.  These concepts 
contemplate the Agency verification of the conclusions of the Euratom Safeguards System, 
and the joint performance of inspections at sensitive facilities.  It appeared that the 
implementation of these concepts implied a duplication of effort and, consequently, of both 
financial as well as human resources.  In order to avoid these duplications, the Community 
and the Agency agreed in 1992 to apply safeguards under a new regime the so-called “New 
Partnership Approach” (NPA).  The NPA has been gradually implemented since 1993 and 
has resulted in substantial increases in efficiency and effectiveness. 
 


Since the middle of last decade the Agency has started to develop a strengthened 
safeguards regime which includes improved access for the Agency and the provision of 
more information by the State.  This resulted in the conclusion of the “Model Protocol 
Additional to the Agreement(s) between State(s) and the International Atomic Energy 
Agency for the application of Safeguards” (AP). 
 


About three years ago the Agency initiated the development of Integrated 
Safeguards based on “the optimum combination of all safeguards measures available to the 
Agency under comprehensive safeguards agreements and the additional protocols in order 
to achieve the maximum effectiveness and efficiency within the available resources in 
exercising the Agency’s right and fulfilling its obligation under Paragraph 2 of 
INFCIRC/153”.  At present all member states of the EU have signed the AP, and seven 
states have ratified it.  The AP will, however, enter into force after all EU Member States 
have ratified the AP.  Thereafter, the AP measures will be gradually implemented and, 
eventually, integrated safeguards will be applied. 
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In the European Union, the regional Community safeguards is applied by 
the Euratom Safeguards Office (ESO) which is the Agency’s partner as far as the 
practical implementation of safeguards is concerned.  The role and function of the 
ESO is essential for the current and future implementation of Agency Safeguards in 
the EU in an effective and efficient manner. 


 
The structure of this paper is as follows: In the next chapter a historical 


background of the implementation of safeguards in the EU is presented.  Chapter 3 
is devoted to the present status of the NPA, whereas chapter 4 gives some thoughts 
on how the co-operation between the Agency and the Community could be 
optimized if integrated safeguards is applied.  Finally in chapter 5 conclusions are 
presented. 


 
 
2. Historical Background 
 


Nuclear Safeguards in the EU has been applied jointly, by the IAEA and Euratom 
since the entry into force in 1977 of INFCIRC/193.  The Agreement was prepared taking 
into account the existence of a safeguards system within the European Union which was 
established by the “Treaty of Rome”.  Furthermore, the Agreement stipulates that the 
Community undertakes to co-operate with the Agency with a view to ascertain that nuclear 
material is not diverted, and that the Agency shall be enabled to verify the findings of the 
Community’s system of safeguards, and that in carrying out its verification activities, the 
Agency shall make full use of the Community’s system of safeguards.  Moreover, the 
Protocol to Agreement mentions that the Agency inspections shall be carried out 
simultaneously with inspection activities of the Community and that, with certain 
provisions, the Agency inspector shall implement safeguards through the observation of the 
inspection activities of the Community inspectors.  The Agreement also stipulates that 
Agency and the Community shall avoid unnecessary duplication of safeguards activities. 
 


In implementing the Agreement Euratom and the Agency initially developed 
concepts like the “Observation Regime” and the “Joint Team Regime”.  The “Observation 
Regime” was applied in facilities handling indirect use materials and irradiated fuel.  
During the inspections carried out under this regime the Agency was in principle, utilizing 
the same number of inspectors as Euratom, to effectively observe the activities carried out 
by Euratom inspectors.  The “Joint Team Regime” was applied in facilities handling 
unirradiated direct use material and in enrichment plants.  The objective was to optimize 
for both organizations the utilization of resources and to avoid unnecessary duplication in 
facilities with a relatively high inspection effort, in such a way that each organization could 
draw their own independent conclusion. 
 


After the above concepts were implemented it became clear that, in contradiction to 
the spirit of the Agreement, both regimes were containing elements which, at different 
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degrees, generated duplications in the utilization of effort and resources.  As a 
consequence, in September 1991 a Working Group was established by Euratom and the 
Agency with the aim to examine ways and means to enhance the co-operation and co-
ordination between the two organizations.  The Working Group recommended in March 
1992 that the existing Observation and Joint Team arrangements be discontinued, and that 
a New Partnership Approach be initiated to enable both the Agency and Euratom to meet 
their responsibilities under INFCIRC/193 in the most effective and efficient manner.  
Subsequently, on 28 April 1992, the Agency’s Director General Mr. Blix and the 
Commissioner for Energy Mr. Cordoso e Cunha endorsed the Working Group’s 
recommendations and reached an agreement on the initiation of a “New Partnership 
Approach” in a document entitled: “ Effective and Efficient Implementation of Safeguards 
by the Agency and Euratom under the Agreement (INFCIRC/193)”. 
 


The main elements of the NPA are the following: 
 
a. Optimizing the necessary practical arrangements and using commonly agreed 


safeguards approaches, inspection planning and procedures, inspection activities, 
and inspection instruments, methods and techniques; 


b. Avoiding unnecessary duplication of effort by performing inspection activities 
based on the principle of “one-job-one-person” (OJOP), supplemented by quality 
control measures to enable both organizations to satisfy their respective obligations 
to reach independent conclusions and required assurances; 


c. Sharing analytical capabilities in order to reduce the number of samples to be taken, 
transported and analyzed; 


d. Co-operating in research and development and in the training of inspectors with the 
aim to reduce resources spent by both sides and to encourage commonly agreed 
products and procedures; 


e. Increasing common use of technologies to replace, to the extend possible, the 
physical presence of inspectors by appropriate equipment. 


 
 
3. Status of implementation of the “New Partnership Approach” 
 


The NPA arrangements were gradually implemented since 1993 with a view to 
avoiding unnecessary duplication of effort while still allowing each organization to draw 
its own independent conclusions.  In this respect, it should be mentioned that, to date, the 
elements of the NPA have been implemented till the extent possible within the given 
circumstances. 
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 Crrently, the implementation has resulted in, inter alia, the following arrangements: 
 
- The One-Job-One-Person principle is being applied, where possible, in LWRs 


without MOX, and in Bulk Handling Facilities; 
- Purchasing, installation, and maintenance of equipment is done on “cost sharing 


basis”; 
- Common lists of equipment and software that are approved to routine use, under 


evaluation, or under development have been established; 
- Common training is being provided to inspectors of both organizations; 
- Common analysis of samples is being performed on site at some bulk handling 


facilities; 
- Sharing relevant analysis and evaluation data is taking place; 
- Authenticated digital surveillance systems and unattended measuring/monitoring 


devices have been installed with the aim to reduce the inspector’s presence till the 
extent possible; 


- Generic NPA papers defining inspection activities at all type of facilities have been 
agreed and are being implemented; 


- Generic Facility Attachments, incorporating the NPA arrangements have been 
agreed for most types of facilities; 


- Joint inspection programme and planning meetings are being conducted four times 
per year; 


 
The application of the above arrangements has contributed substantially to the 


effective and efficient implementation of nuclear safeguards in the EU.  Specifically, it is 
worth mentioning that the Euratom technical support activities, including the common 
purchasing use, maintenance and installation of equipment, as well as the administrative 
support activities and services, are essential for the functioning of the NPA. 
 
The present NPA could be further improved, with additional arrangements between the two 
organizations, in the following areas: 
 
- The principle of OJOP could be applied in all inspections, i.e. also during those 


inspections in which there is only on job to perform.  This would mean that the 
Agency would have the possibility to perform inspection without the presence of 
Euratom, i.e. some administrative/legal steps have to be undertaken to make this 
possible; 


- Arrangements for Unannounced Inspections to be carried out by the Agency; 
- The application of new technologies, such as authenticated multi-camera 


surveillance systems, unattended measurement/monitoring systems and remote 
monitoring systems could reduce the inspector’s presence in the field.  Since the 
costs related to the purchasing, installation, maintenance, and use of such are not 
trivial, it is obvious that a detailed cost-benefit analysis on a case by case basis has 
to be carried out prior to the implementation of any of the above technologies. 
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The above issues can also be subject of discussion together with the issues that will 
come up as a result of the implementation of the Additional Protocol, and subsequently of 
Integrated Safeguards. 
 
4. NPA under Integrated Safeguards 
 


All the EU member states have signed the AP on 22 September 1998.  As of today 
seven States have ratified it.  The AP relevant to INFCIRC/193 will, however, enter into 
force upon ratification by all Member States.  The process of ratification in the EU is 
currently foreseen to be completed by the end of 2002.  Subsequently, the measures under 
the AP will start to be implemented.  This means that, in addition to the implementation of 
the current safeguards, the States and Euratom have to send declarations according to 
Article 2 of the AP to the Agency, and that the Agency has to carry out Complementary 
Access Visits. A complicating factor is added by the fact that some states have entrusted 
the implementation of certain provisions of the AP to the Commission, whereas other 
states prefer to transmit that part of the declaration that deals with non-nuclear material 
issues directly to the Agency.  In the latter case the part that is related to nuclear material 
will be forwarded to the Agency by Euratom.  After the Agency has received the respective 
declarations relating to each individual NNWSs, it will evaluate this information.  In the 
process of this evaluation it will use all information available to it.  When the results of the 
inspections, the visits, and of the evaluation of the declaration, warrant a positive 
conclusion, that no diversion was detected and that there were no undeclared nuclear 
material and activities, Integrated Safeguards will be gradually implemented in the State 
concerned. 
 


It is clear from the above that in light of the changes ahead of us, the time is ripe for 
a review of the NPA arrangements, with a view to cope with the future implementation of 
safeguards in the most effective and efficient way.  In this regard both organizations should 
build upon the lessons learned in the past. 
 


The issues that will play a main role in the discussions between the two 
organizations about the co-operations under the Integrated Safeguards regime include: 
 
a. The implementation of the AP measures. 


With regards to the Article 2 declarations and their respective updates it is 
important that every reasonable effort be made to ensure a rapid flow of 
information to the Agency, and to avoid any unnecessary activity which would 
generate a delay.  It should also be stressed that the Agency has an extensive 
infrastructure in place to evaluate the information transmitted under the declaration, 
and therefore no parallel evaluation of the declarations is needed. 
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In relation to the Complementary Access Visits several points have to be addressed, 
especially for those visits in connection with places where there is no nuclear 
material involved.  These points might include legal and administrative matters. 
 
Here it should be mentioned that although the function of EURATOM remains 
basically unchanged in the area of nuclear material balance verification, its role in 
the implementation of the additional protocol will be limited.  


 
b. The implementation of nuclear material accountancy verification. 


Under Integrated Safeguards there will be a redistribution of resources from nuclear 
material verification activities to the implementation of Additional Protocol 
measures.  This will lead to changes in the inspection criteria from the Agency for 
most facility types, and consequently to less intensive safeguards measures for the 
Material Balance verification as compared to the current situation. 
 
Since Euratom does not take into account the results of the Additional Protocol 
measures, the question to be addressed is how the Euratom activities will be 
affected by the implementation of Integrated Safeguards. 
 
Another important feature of the Integrated Safeguards is the implementation of 
Unannounced Inspections.  Here again, practical solutions need to be worked out, 
which might include modifications of current legal and administrative 
interpretations of various articles contained in INFCIRC/193. 
 
It is also worthwhile noting that, as mentioned in the previous session, the 
introduction of new technologies could contribute to an increase in the efficiency in 
the implementation of Safeguards. 
 


4. Conclusion 
 


The features of the NPA have been implemented to the extent possible under the 
existing circumstances.  There are, however, improvements possible in the area of the 
application of the One-Job-One-Person principle, e.g. during inspections where there is 
only one job to carry out, although it is recognized that some legal and administrative 
issues have to be discussed, and in the area of the utilization of new technologies. 
Nevertheless it can be stated that through the excellent co-operation between Euratom and 
the Agency in the framework of the NPA, a substantial improvement has been achieved in 
the effectiveness and efficiency of the implementation of nuclear safeguards in the EU. 
 


For the future, when the Additional Protocol measures, and subsequently, 
Integrated Safeguards are being implemented, the NPA arrangements have to be jointly 
reviewed and adjusted to the new circumstances.  Several issues related to the transmission 
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of Article 2 declarations, to the Complementary Access Visits, and to the Unannounced 
Inspections need to be addressed. 
 
Based on the current experience and taking into account the lessons learned in the past, it 
can be expected that the new arrangements will be satisfactory, even if this could mean that 
several policies, legal and administrative interpretations have to be modified. 
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Abstract 
 
The Canadian Safeguards Support Program (CSSP) is one of the first safeguards support 
programs with an overall objective to assist the IAEA by providing technical assistance and 
other resources and by developing equipment to improve the effectiveness of international 
safeguards.  
 
This paper provides a brief discussion of the evolution of the CSSP, from the beginning when 
the program was under joint management between the Atomic Energy Control Board (AECB) 
and Atomic Energy of Canada Limited (AECL), a Canadian crown corporation, until recent 
years when the AECB became responsible for all projects and financial management. 
Recently, new legislation came into force and the AECB became the Canadian Nuclear Safety 
Commission (CNSC). However, the mandate and management of the CSSP under the CNSC 
remain fundamentally unchanged. 
 
Some of the emerging ideas with regard to resource allocation, current priorities, and shift in 
priorities will be discussed in this paper.     
 
 
1. INTRODUCTION 
 
In 1977, Canada decided to establish the CSSP, which was one of the first IAEA safeguards 
support programs. One of the important objectives of the program is help the IAEA by 
providing technical assistance and other resources and by developing equipment and 
technologies in order to enhance the effectiveness of IAEA international safeguards, and 
through this, the credibility of Canadian's commitment to nuclear non-proliferation. In 
addition, the CSSP support the operational efforts of the CNSC in resolving specific 
safeguards concerns involving Canadian nuclear facilities.  
 
In the beginning, the program was under joint management and funding between the Atomic 
Energy Control Board (AECB) and Atomic Energy of Canada Limited (AECL). However, in 
recent years the AECB became responsible for all projects and financial management. 
Recently, new legislation came into force and the AECB became the Canadian Nuclear Safety 
Commission (CNSC). However, the mandate and management of the CSSP under the CNSC 
remain fundamentally unchanged. The historical background and the evolution of the CSSP 
have been discussed in considerable detail in a presentation by Keeffe and Truong at the July 
2001 INMM Meeting in Indian Wells, USA, Reference [1].  The focus of this paper will be on 
the current program and the challenges the CSSP will be facing during the next few years.  
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2. THE PROGRAM 
 
As shown in Figure 1, the current program comprises of five major activities: human resource 
assistance, training, systems studies, equipment development & support, and information 
technology. Some of the major tasks are briefly described in the following sections. 
 
 
 
 
 
 


 
 
 
 


Figure 1: The Canadian Safeguards Support Program 
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2.1 Human Resource Assistance 
 
The CSSP continues to provide and fund cost-free experts (CFEs) to assist the IAEA 
in various areas. Examples include integrated safeguards, program performance 
assessment on equipment development, criteria development and technology transfer. 
Up to four CFEs were provided in previous years. Due to other priorities, the number 
of CFEs was reduced to two experts during the current fiscal year. 


 
2.2 Training 


 
Training of IAEA inspectors and facility operators is provided through development 
of training resources and provision of these resources to the IAEA in the form of 
printed material such as course notes, technical manuals, video tapes, and multimedia 
computer-based training packages on CD-ROMs. Integrated approaches for training 
are developed and applied in classroom training that is led by instructors who are 
funded by the CSSP. 


 
2.3 Systems Studies 


 
Most of the efforts in this area currently are being directed toward the development of 
integrated safeguards approaches for CANDU facilities. Other activities include the 
following: contribution to the IAEA physical model; development of integrated 
approaches for international safeguards under the Additional Protocol; development of 
safeguards approaches for the transfer and storage of spent fuel; development of 
generic approaches for geological repositories.  
    


2.4 Equipment Development & Support 
 
Various types of equipment have been developed under the CSSP: The sealing system 
for spent fuel using an ultrasonic technique; spent fuel verifiers using the Cerenkov 
effect, Cerenkov Viewing Device (CVD) and recently the digital CVD (DCVD); and 
various radiation monitoring equipment. A new generation of radiation equipment, 
known as VXI Integrated Fuel Monitor (VIFM), has been developed. The VIFM is 
capable of using a number of radiation detection devices including fission chambers, 
ion chambers, CdTe detectors, PIN detectors, etc. The VIFM can be used in a number 
of radiation monitoring applications for safeguards including bundle counters to 
monitor fuel transfer to the fuel bays; core discharge monitors (CDMs) to monitor fuel 
removal from the reactor core; and Yes/No monitor to detect the presence of radiation 
sources. The VIFM can be used in stand-alone mode, or in a distributed architecture 
where individual VIP units can be distributed to various locations and the data from 
each unit are collected by a collect computer, which could be provided with Web-
enable software as shown in Figure 1.  
 
The CSSP also provides assistance to the IAEA in equipment technical support. 


 
2.5 Information Technology  
 


The CSSP has undertaken work related to information technology such as commercial 
satellite imagery, Geographical Information System (GIS), and vulnerability 
assessment of safeguards equipment. 
 







4 


In collaboration with various national and international organizations the CSSP has 
developed a comprehensive safeguards remote sensing program involving multiple 
sensors including panchromatic, multi-spectral, and synthetic aperture radar (SAR) in 
a wide range of resolution. The results of this work have assisted the IAEA in its 
formulation of a policy and program for the use of commercial satellite imagery. 
 
A demonstration project initiated by the CSSP, in support of the IAEA, has resulted in 
an awareness of GIS as a potential tool for information management.  
 
In addition, several vulnerability assessments on systems developed by other Member 
State Support Programs using encryption and authentication of signals were carried 
out.  
   


3. A FUTURE OUTLOOK 
 
In an era of severe resource constraints and with a budget of just over 2 million dollars 
(Canadian), CSSP staff must be selective with project funding and looked for ways to 
“leverage” the available funding by collaborating with partners working on similar projects.  
Collaboration with national and international organizations has proven to be beneficial to all 
parties, hence this is expected to continue. 
 
The CSSP contributed to the installation of CDMs at Pickering nuclear generating station in 
response to a high priority request from the IAEA. This led to a reduction in funding for 
CFEs. The completion of this task will enable the CSSP to increase the number of CFEs in the 
next year to the traditional level of three or four CFEs.  
 
Training programs are developed for all equipment, techniques, and procedures developed by 
the CSSP. In some cases these can be transferred to the IAEA and others, e.g. CVD and 
VIFM equipment, require on-going course instructors to be provided by the CSSP. In 
consultation with the IAEA the CSSP will develop training program for new equipment, e.g. 
DCVD, and new procedures, e.g. VIFM data interpretation.  
 
A large portion of the CSSP budget has been allocated for equipment development. Currently, 
the developments of the digital version of the Cerenkov Viewing Device, DCVD, and the 
VIFM family of equipment are the two major projects. The DCVD development is expected 
to continue during the next few years. However, with the completion of the major portion of 
the VIFM hardware development, future effort would be directed towards the application and 
implementation of the VIFM equipment. These include data interpretation procedures, 
documentation, and training. In addition the IAEA is paying closer attention to quality 
assurance and product testing. 
 
Incorporation of remote monitoring for the VIFM equipment (for monitoring parameters such 
as state-of-health of the equipment) will be undertaken followed a pilot project to determine 
the cost benefit of remote monitoring in Canadian facilities. Assistance will be provided to the 
IAEA regarding authentication/encryption technologies to be employed for remote 
monitoring.  
 
Assistance will be provided to develop a hand-held radiation monitor with integrated detector 
to be used for the implementation of the Additional Protocol and Integrated Safeguards (IS) 
and illicit trafficking.  
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In the next few years, addition to assistance for safeguards equipment installation, there is an 
on-going need for maintenance and upgrading of installed safeguards equipment due to aging. 
 
For the distributed architecture of integrated systems the CSSP will continue to support the 
standardization of common components of the distributed system. These common 
components include: data collection computers, cabinets, uninterruptible power supplies, 
network security, common data collection software capable of collecting data from all data 
generators on the network, a review software capable of reviewing and integrating data from 
all data generators. This effort will require the cooperation of other Support Programs.  
 
The safeguards approach for geological repositories, which was undertaken jointly with 
several Support Programs, identified the importance of geophysical techniques, i.e. ground 
penetrating radar and passive acoustic emission arrays. The practical application of these 
techniques by the IAEA must be demonstrated. The work over the next several years will be 
at low level primarily in the form of feasibility studies. 
 
Work will continue on the joint task with other Support Program refining the approach for 
spent fuel conditioning facilities and geological repositories, in particular, looking at practical 
implementation issues of the generic approach and the evolution of the approach under IS. 
 
Assistance will be provided to the IAEA on the development and implementation of IS 
through the provision of a CFE and other tasks. This will include the increased role of the 
SSAC. 
 
Information, whether provided by states as required under safeguards agreements, collected 
by inspectors, obtained from open sources or other means is fundamental to the IAEA in 
providing assurances to the world community that nuclear material has not been diverted or 
that there is no evidence of undeclared nuclear material or activities. Assistance will be 
provided for information gathering and analysis, development and implement of GIS, 
application of new techniques for satellite imagery, and provision of a part-time satellite 
imagery analyst to supplement IAEA staff. The CSSP will undertake Vulnerability 
Assessment on request from the IAEA as resources permit. 
 
The emphasis on satellite imagery would be on technologies that could be used to extract 
additional information from the imagery. For example, advanced methods for analyzing 
multi-spectral and SAR imagery, and extraction of 3-dimensional and fly-by models from 
high resolution stereo pair imagery.    
 
Development of system for tracking Dry Storage Containers (DSCs) at multi-unit nuclear 
generating stations and transfer flasks at single unit stations that will require the adaptation of 
technologies such as Global Positioning System (GPS), radio frequency tags, radiation 
monitoring, etc. are required under current criteria. Geographical Information System (GIS) 
will be used to as an integration tool to manage various types of data and information 
generated by various activities or systems, such as position tracking of the DSCs during 
transfer, location and operational status of safeguards equipment at nuclear facilities. Remote 
monitoring of the DSCs through location tracking and GIS technologies would help reducing 
inspection effort during spent fuel transfer. 
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4. CONCLUDING REMARKS 
   


The CSSP budget and the CSSP itself are being under review by senior management of the 
Canadian Nuclear Safety Commission. Consequently, the thrust of the program and level of 
funding for some of the areas discussed above would need to be adjusted accordingly. 
 
The CSSP will continue to support the IAEA safeguards regime in areas where Canada has 
the expertise. The support will be directed to improving the non-proliferation assurances that 
the IAEA can provide and to optimizing the human and financial resources of the Department 
of safeguards of the IAEA.  
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Abstract 
IAEA verification activities related to uranium mines and mills should be directed inter alia at 
deriving a measure of assurance that production of source material is not understated. The 
Australian Safeguards Support Program (ASSP) is assisting the IAEA in developing 
verification approaches and techniques that could identify undeclared production at uranium 
mines, including use of environmental sampling during complementary access under Article 
4.a.(i) of INFCIRC/540 to date production and determine the origin of material samples. 


1. INTRODUCTION 
Under certain circumstances, environmental sampling could prove a useful tool in verifying 
the absence of undeclared production at uranium mines during complementary access under 
Article 4.a.(i) of INFCIRC/540. Absence of comparatively short-lived decay products in 
effluents would be indicative that the daughters had not been in recent contact with the parent, 
and thus that the mill had not been in recent operation.   


Th-234 seemed an ideal candidate to look for in determining whether a mill had been in recent 
operation. Processing uranium ore removes significant components of the uranium decay 
chain from the tails generated. That will disturb the equilibrium levels of the daughter 
products. The immediate daughter of U-238, Th-234, has a half-life of 24.1 days. Removal of 
the U-238 parent will result in a reduction of the Th-234 activity in the tails. This might be 
measured in terms of the Th-234/Th-230 ratio. Th-230 is long-lived and has a long-lived 
parent, so its activity will not be much affected by decay. The Th-234/Th-230 ratio in the tails 
will diminish as time passes since the tails were separated from the uranium, and could, at 
least in principle, be used to determine for how long a mill has been shut down.  


The idea to test Th-234 as an age indicator of the uranium tails was put forward by ASNO in 
1998. The feasibility of this proposition needed to be assessed by IAEA experts. In 1999, the 
advice regarding the use of Th-234 as an indicator of time since ore processing was utilised 
successfully by the IAEA in the analysis of five uranium samples taken from the Ranger mine 
and concentration plant, and one sample taken from the Jabiluka mine. The samples included 
unprocessed ore, coarse ore from the stockpile, final crushed ore, fresh and old tails, and fresh 
product (U3O8). All the samples were analysed by High Resolution Gamma Ray Spectrometry 
(HRGRS) to measure the activities of gamma emitting nuclides. X-Ray Fluorescence 
Spectrometry (XRF) and Isotope Dilution Mass Spectrometry (IDMS) were used to measure 
uranium content and isotopic composition. 
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2. METHOD AND RESULTS  
In undisturbed natural uranium ore the 238U decay chain isotopes appear in secular decay 
equilibrium with activity ratios equal to one. In the course of ore processing the bulk of the 
uranium decay products is separated from the uranium product and concentrated in the tails. 
Therefore the disturbed activity ratios of short-lived daughters to long-lived parents can be 
indicators of ore processing. 
Using 234Th and 238U activities (the short-lived daughter with T1/2=24.1 days and the long-
lived parent respectively) one can roughly estimate how much time has elapsed since ore 
processing occured. Equilibrium is reached in about three months after processing and the 
234Th and 238U activity levels are approximately equal (taking into account the error of 
measurements). Higher or lower 234Th activity levels, relative to 238U, indicate the material 
has been recently processed. Assuming the product is depleted in Th and the tails are 
enriched, the activity of  234Th in fresh product should be lower than 238U and higher in fresh 
tails.  


The 234Th/230Th activity ratio can also be used for age estimations (230Th is a long-lived 
nuclide). In non-processed ore and immediately after processing this ratio should be equal to 
one. After that the 234Th/230Th ratio for a product increases from one to a higher equilibrium 
value and for tails it decreases from one to a corresponding lower equilibrium value. As a 
result for undisturbed uranium ore the 234Th/230Th activity ratio will be equal to one, for 
uranium product - significantly higher than one, and for tails - significantly lower than one. 
The deviation of the ratio from one for product and tails depends on the U/Th separation 
coefficient. The relationship between the 234Th/230Th activity ratios at a given time after 
processing (Rt) and for equilibrium (Req) may be expressed as 


Rt = Req + (1 - Req)exp(-�234t). 


The relationship between the U/Th separation coefficient (KU/Th) and Req may be expressed as 


KU/Th = Req(product)/Req(tails). 
Five samples were taken from the Ranger Uranium Mine and Concentration Plant in 
Australia, and one sample was taken from the Jabiluka mine (10 km far from the Ranger 
Mine). The samples included non-processed ore, coarse ore from the stockpile, final crushed 
ore, fresh and old tails, and fresh product (U3O8). All the samples were analyzed by HRGRS 
to measure the activities of gamma emitting nuclides. XRF and IDMS were used to measure 
uranium content and isotopic composition.  


Subsamples of about 0.5 - 1.5 g were analyzed using XRF (Philips 1480 XRF analyzer) and 
IDMS (233U spike, VARIAN MAT-262 mass spectrometer) techniques. The 238U activity was 
calculated from these measurement results. The 234Th activity was measured by HRGRS with 
a planar HPGe detector and a calibrated low activity 241Am solution as an internal standard.  


The 234Th/230Th activity ratio was measured using the 60 keV energy region where both 
isotopes have gamma lines. Use of gamma lines with close energies (63.29 keV for 234Th and 
67.67 keV for 230Th) allows one to reduce the large contribution of geometry and absorption 
effects on the measured ratio. This is clear advantage of the method. Disadvantages of the 
method include the low intensity of analytical lines (long measurement time) and possible 
interference with the 63.9 keV line of 232Th, which can be significant for uranium ores with a 
high Th content. The intensity of the 63.9 keV line is about 6 times lower than the 63.29 keV 
line if concentrations of both thorium isotopes are equal. The Table below shows the 
measurement results. 
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Sample  


ID 


Material 234Th��,  Bq/g 
21 July 


238U��,  Bq/g 
18 August 


(234Th/230Th)�� 
10 July 


(234Th/230Th)��  
20 December 


97-01 Fresh tails     16.0 � 3         3.0 � 0.1 0.43 � 0.06 0.08 � 0.01 


97-02 Old tails       4.3 � 0.9         3.4 � 0.9 0.10 � 0.01 0.15 � 0.02 


97-03 Coarse ore        5.4 � 1.1            6 � 5 0.84 � 0.17  


97-04 Fine ore        20 � 4          19 � 10 0.64 � 0.13  


97-05 Product     6500 � 1300    10200        30 � 15  


97-06 Jabiluka ore        1.0 � 0.2         1.1 � 0.1  0.70 � 0.40  


 
For samples 97-02, -03, -04 and -06 (old tails and ore samples), the difference between 234Th 
and 238U activities is not significant, therefore one can conclude that these samples were not 
processed during the three months time period before the analysis date. Sample 97-01 (fresh 
tails) has a 234Th/238U activity ratio of about 5 that certainly indicates that the tail material is 
fresh. Sample 97-05 (product) has a 234Th/238U activity ratio of about 0.6 which indicates fresh 
product material. 


One can see a significant difference in 234Th/230Th activity ratios between non-processed ore, 
tails and product, and between the fresh and old tails. By using sample 97-01 234Th/230Th 
ratios measured in July (non-equilibrium ratio of 0.43�0.06) and in December (equilibrium 
ratio of 0.08�0.01), one can estimate the age of the fresh tails. The estimated age is equal to 
34�6 days at the time the non-equilibrium sample was analyzed (10 July ). Therefore, the 
estimated date the fresh tails were produced is about 6 June. 


The 234Th/230Th activity ratios, measured by HRGRS in uranium mining samples provide the 
inspector with information on the type of material measured (non-processed ore, uranium 
product or tails) and can be used for the verification of the operator data on the date of ore 
processing. A portable gamma spectrometer with a planar HPGe detector can be used to 
measure the 234Th/230Th activity ratio in the field. 


3. CONCLUSIONS 
It has been shown by the ASSP/IAEA collaboration that HRGRS, XRF and IDMS 
measurement techniques could be applied to analyse samples of ore, tails and product for 
safeguards purposes. As this was demonstrated in the laboratory conditions for a limited 
number of samples taken from one Australian mine, additional validation of the proposed 
method is required before it could be recommended for use by inspectors in the field. The 
validation involves additional sampling and measurements at three operating Australian mines 
(Ranger, Olympic Dam and Beverley) performed by appropriate IAEA experts. The results of 
this project will be published in a separate paper. 
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1 Introduction 
 
The application of a safeguards verification regime based on existing agreements under 
INFCIR/153 [1] and on the Additional Protocol, INFCIRC/540 [2], has the potential to 
allow the International Atomic Energy Agency (IAEA) to relax its traditional facility and 
material-oriented inspection procedures. The relaxation will take into account the IAEA’s 
enhanced access to information as well as complementary access to locations gained 
through the application of extended measures foreseen under the Additional Protocol. It 
will reflect the associated confidence achieved at the State level. 
 
It is generally agreed that such a trade-off between the new strengthening measures and the 
traditional measures is reasonable and desirable, both from the point of view of the 
inspected State, which would like to receive tangible credit for providing increased 
openness and transparency in its peaceful nuclear activities, and from the viewpoint of the 
IAEA, which must apportion its limited inspection resources efficiently. 
 
An often-discussed proposal to reduce routine inspection effort while maintaining 
safeguards effectiveness is to replace scheduled interim inspections with a smaller number 
of random, unannounced visits, eventually just one. Intuitively, the unpredictability aspect 
is appealing, as it places the potential diverter in a permanent state of uncertainty. There are 
also some disadvantages, however, such as the difficulty of planning and implementing 
truly random inspections and the burden experienced by facility operators obliged to 
accommodate them. An objective evaluation of a randomised inspection regime vis-à-vis 
conventional routine inspections requires an objective measure of effectiveness and a 
means of optimising that measure – in other words a theoretical framework for analysing 
verification problems. In our paper we provide such a framework by quantifying the notion 
of timely detection and by treating the problem consistently a strategic one. 
 
2 Playing for time 
 
Consider a single safeguarded facility and a reference period of one year. In order to 
“isolate” the timeliness  aspect of routine inspection, let us assume that a physical inventory 
verification (PIV) always takes place at the end of the reference period and that it will 
detect a diversion of nuclear material with certainty if one has occurred. Then we can 
interpret interim inspections as serving solely to reduce the time to detection below one 
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year. Again with simplicity in mind, we will similarly assume that an interim inspection 
will also detect a preceding diversion with certainty. At this level of abstraction we can 
compare the effectiveness of conventional, scheduled interim inspections with that of 
randomised unannounced interim inspections in a rigorous and quantitative fashion. 
 
Suppose there are k interim inspections. If they are scheduled to occur at regular intervals, 
then the detection time is obviously )1/(1 �k  year. That is, the operator knows when the 
next inspection will occur and will divert immediately after an interim of PIV inspection in 
order to maximize the time to detection. 
 
Now consider a random, unannounced inspection scheme, where the k  interim inspections 
occur at any randomly chosen times within the reference period. For convenience we shall 
label the inspection times according to the number of interim inspections still available 
prior to that time. Thus prior to an inspection at time kt  there are k  unused interim 
inspections available, prior to an inspection at time 1t  there is one interim inspection left 
and so on. For convenience we label the beginning of the reference period 01 ��kt  and the 
end 10 �t , so we have .1...0 01 �����


�
ttt kk  Now we have to answer the following two 


questions: 
 
1. What is the best choice for it , 1...ki � , from the point of view of the inspector? 
 
2. What is the associated detection time? 
 
Following Rothenstein [3], let � �tvi �1  be the time to detection when time t  has elapsed 
within the reference period, when no diversion has yet occurred and when there are still i  
interim inspections available. Thus the answer to question 2 is simply � � � �1101


�
��� kkk tvv , 


since this is the detection time at the outset, 0�t , with 1 year and k  interim inspections to 
go. We have to calculate it and, in doing so, we will also answer question 1. 
 
First of all, it is obvious that 
 
             � � ttv ��� 110 ,            (1) 
 
since, when no interim inspections are left, detection can occur only at the end of the 
reference period. Our plan is now to work backward, determining the functions 1v , 2v  and 
finally kv . To do this we must consider the strategic alternatives of inspector and operator. 
We can characterize the inspector’s interim inspection strategy completely generally as 
follows: She chooses the time kt  for her first interim inspection according to some 
probability density function (abbreviated pdf) on the interval [0, 1]. We write this as � �tfk . 
If no diversion occurred up till then, she chooses the time 1�kt  for the second interim 
inspection according to some other pdf � �tfk 1�  on the remaining interval � �1,kt , etc. The 
facility operator’s strategy can likewise be characterized completely generally: He decides 
to divert at the beginning of the reference period (time 1�kt ) with some probability 1�kq  and 
to wait until the first interim inspection with probability 11


�
� kq . If he waits, he then 


decides to divert immediately after the first interim inspection (time kt ) with probability kq  
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and to wait for the next inspection with probability kq�1 . If he waits till the bitter end, then 
he will divert immediately after the kth interim inspection (time 1t ) with probability 11 �q , 
since he knows that  no further interim inspections will take place. 
 
Suppose the operator diverts immediately after the last interim inspection but one, i.e. at 
time 2t .Then detection will occur at the last interim inspection, at time 1t . The average 
detection time is thus 
 
 


� � � �� �


1


12


2t


dttftt . 


 
If the operator decides to wait, his average detection time at the instant he makes his 
decision is 
 


� � � � � �� ���


1


1021


2


11
t


dttftvtv . 


 
The right hand side is just the time to detection with no interim inspections remaining 
weighted with the pdf for the last interim inspection. The best that the inspector can do is to 
choose her optimal pdf, call it � �tf *


1 , so as to make the operator indifferent to his two 
alternatives. Thus  
 


� � � � � � � � � � � ���� �����


1
*


1


1
*


10


1
*


12


222


11
ttt


dttftdttftvdttftt     (2) 


 
where  the second equality form (1). It is easy to see that equation (2) is satisfied by the 
constant probability distribution function � � � �2


*
1 1/1 ttf �� . Therefore, 


 


� � � � � ��
�


����


1
2*


1221


2
2


11
t


tdttftttv . 


 
Arguing similarly for the interim inspection at time 3t , we arrive at the equation 
 


� � � � � � � � � ����
�


����


1
*


2


1
*


21


1
*


23


333
2


11
ttt


dttftdttftvdttftt      (3) 


 
for the pdf � �tf *


2 . Its solution is � � � � � �23
*


2 1/12 tttf ���  and hence  
 


� � � � � ��
�


����


1
3*


2332


3
3


11
t


tdttftttv . 
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Continuing to work backwards in this way, we conclude that the inspector’s best strategy is 
always to choose his next random inspection time according to the probability distribution 
function 
 


� �
� �
� �ii


i


i t
titf


1


1
*


1
1


�


�


�


�


��              (4) 


 
on the interval � �1,1�it  when he has i interim inspections remaining and has just inspected at 
time 1�it . This answer question 1 above. (Although we won’t bother to demonstrate it, the 
operator’s optimal diversion strategy is easily shown to be .1...1,/1*


��� kiiqi ) 
 
We now observe that the inspector’s pdf at the beginning of the reference period is 


� � � � � �kk
k


k ttktf 1
1* 1/1


�


�


��� , and so determine the average time to detection to be 
 


� � � � � ��
�


�


�


�


�
����


�


��


1
1*


11


1
1


1
1


11
kt


k
kkkk kk


tdttftttv , 


 
answering question 2. We see that this is precisely the detection time for regular, 
announced inspections. 
 
 
3 Critical times and deterrence 
 
Our working assumption in the preceding section was that the operator diverts with 
certainty within the reference period, merely waiting for the best opportunity to do so. On 
that basis we were able to make a rather strong statement regarding the effectiveness of 
unannounced random inspections relative to a conventional interim inspection regime. 
Empirical observation tells us, of course, that operators in general do not divert nuclear 
material at all. Therefore it would be useful to have a model which allows for this 
possibility explicitly. In order to treat the option of legal behavior mathematically it is 
necessary to work with parameters, called utilities, which reflect the subjective preferences 
of the operator as a potential diverter. These utilities take the place of the average time to 
detection, which was the sole concern of the protagonists in Section 2. Moreover, since the 
problem is still a strategic one, we must parameterize the subjective preferences of the 
inspector as well. 
 
Once again we have to agree on some appropriate level of abstraction. We will take the 
IAEA timeliness goals at face value and say that the inspector fails to fulfil her obligations 
if she does not detect a diversion of nuclear material within a critical time interval T after its 
occurrence. Unlike the preceding model, we will also allow for imperfect inspections based 
on physical measurement and associate with each inspection a probability of non-detection 
�  and probability of false alarm � . The utilities for (inspector, operator) are then 
 
 (  0, 0) for legal behavior and no false alarm, 
 (-e, -f) for legal behavior and false alarm, 
 (-a, -b) for timely detection of a diversion, and 
 (-c,  d) for non-detection of a diversion within the critical time. 
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These utilities are determined only op to linear transformations, and have been accordingly 
normalized to zero for the case of legal behavior without a false alarm. We assume 
 


0 < e < a < c,   0 < f < b,  0 < d. 
 
This means that, for the inspector, the most desirable outcome is legal behavior on the part 
of the operator (utility 0 or –e for a false alarm), thereafter timely detection (utility –a) and 
finally no detection within the required critical time T (utility –c). Thus the inspector’s 
highest priority is deterrence. For the operator the most desirable outcome is diversion 
without timely detection (utility +d). Although hard to accept for the honest operator (or 
State), without this formal assumption any verification regime would of course be pointless. 
The cost to the operator of a false alarm is – f and the sanctions in the event of timely 
detection –b. Taking the non-detection and false alarm probabilities into account, the 
expected or average utilities are 
 


� ��� fe �� ,  for legal action 
� � � �� ������ dbc ������ 1,1  for diversion of nuclear material,  


 
or, if we introduce quantities 
 


� � � � 01 ����� �dbA ,  � � � � 01 ����� �acB  
 
more suitable for our subsequent considerations, 
 
  � ��� fe �� ,  for legal action 
  � �AdcB �� ,  for diversion. 
 
Returning to the reference period of Section 2, let us assume that it consists of �critical 
time intervals, i.e., 1��T� . Complete coverage of the reference period could obviously be 
achieved with � inspections, one at the end of each critical time interval. But since we are 
discussing reduced inspection effort, we will assume that there are only ��k  inspections. 
The inspector can, as in Section 2, distribute them over the reference period any way she 
chooses. If the operator decides to behave illegally he does so, again as in Section 2, 
precisely once during the reference period. If an inspection precedes a diversion, a false 
alarm is raised with probability � , if an inspection follows a diversion the diversion is 
detected with probability ��1  and a false alarm is excluded. The detection may or may not 
be timely, i.e. within the critical time T. Under the additional, rather strong assumption that, 
before the reference time period begins, the operator decides whether or not to act illegally 
and if so, when to divert, a general solution can be determined. 
 
We won’t give the details here, since contrary to the previous model they are easily 
accessible [4]. However the most interesting features will be pointed out. These are best 
expressed in terms of the quantity 
 


,1
A
fx �


��   10 �� x , 
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and are as follows: When 
 


� �xkx ��� 11� ,             (5)  
 
which holds for k = 1 and also k > 1 when Af ��� , and additionally 
 


� �x
d
Ak


x
���


�


11


1�             (6) 


 
the inspector should inspect at the end of the ith critical time interval with probability 
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1
1 1* �
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  ....1 ��i           (7) 


 
The operator should, according to his preferences as given above, act illegally. When x 
satisfies (5) but not (6) the inspector should continue to inspect with the probabilities (7) 
and the operator should, if he is  rational, behave legally. 
 
Condition (5) holds generally for reasonable values of the operator’s utility parameters. As 
in Section 2 we have not concerned ourselves with the details of the operator’s strategy 
when he behaves illegally, but they of course form an integral part of the complete solution 
to the problem. 
 
Under the complement (6) the operator is deterred form illegal behavior. Since the 
condition is rather complicated, consider the case Af ��� . This means that the false alarm  
costs play a negligible role in the operator’s decision. Then the condition for legal behavior 
reduces to the very intuitive formula 
 


dbT
k


/1
1


1
11


�
�


�
��


�
.          (8) 


 
The three factors on the right hand side of the above inequality have an immediate 
interpretation: The first involves the critical time T, which expresses the operator’s 
technical capability to construct a nuclear device, the second involves the detection 
probability ��1 , which quantifies the inspector’s technical capability to detect a 
diversion, the bird involves the subjective cost assessment of the operator expressed as the 
ratio b/d of sanctions to incentive for illegal behavior. Together these three quantities 
determine the minimum number of inspections k required to deter the operator from 
behaving illegally. The larger each one is individually, the smaller the minimum required 
number of interim inspections. 
 
 
4 Discussion 
 
Our conclusion form the model of Section 2 is that, as far as timeliness of detection is 
concerned, unannounced random inspections have no advantage whatsoever over periodic, 
scheduled inspection. On the other hand randomization also implies no loss of timeliness 
and, unlike regular inspection, allows for the possibility of short detection times. This may 
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be perceived by the IAEA to be advantageous irrespective of timeliness considerations. For 
example, if the operator diverts at the beginning of the reference period there will be an 
interim inspection within one week with probability 
 


� � � � .
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For k = 3 random unannounced inspections this is about 6 %. Obviously such 
considerations are of relevance if evidence of diversion can be concealed within a short 
period of time. The advantage must be weighed against the logistic problems of 
implementing truly random, unannounced inspection. 
 
With regard to the model of Section 3, we required prior commitment on the part of the 
operator to a legal or illegal strategy. This is necessary for determining a closed form 
solution, but might be also justified on practical grounds: Even illegal activitiers must be 
planned well in advance. As for deterrence, if the operator’s incentive d to divert is 
vanishingly small compared to the sanctions –b, i.e. 0/ �bd , then k = 1 would suffice to 
satisfy condition (8). This gives a formal justification for current IAEA considerations of 
doing away with regular interim inspections at reactors and replacing them with a single, 
unannounced inspection. 
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SUPPORTING PECO COUNTRIES IN COMBATING ILLICIT TRAFFICKING OF 
NUCLEAR MATERIALS – STATUS OF ONGOING PROJECTS 
 
W. Janssens, P. Daures, O. Cromboom, K. Mayer, L. Koch 
European Commission 
Joint Research Centre 
Institute for Transuranium Elements 
P.O. Box 2340 
76125 Karlsruhe 
Germany 
 
Abstract 
 
In order to support the development of an effective and validated response to counteract illicit 
trafficking of nuclear materials in the EU, the candidate countries and some CIS countries, ITU is 
currently executing a series of dedicated projects with the Candidate Countries to the European 
Union, based upon the experience gained in previous Phare and Tacis projects. Following the 
recommendations of the International Technical Working Group (ITWG), the objectives of the 
projects are: 
- assessment of the national situation during a fact-finding mission in the country, 
- technical upgrade and/or training related to the categorization of nuclear material on the spot 


and assistance for the identification of seized nuclear material, through joint analysis at ITU, 
- implementation of the recommended Model Action Plan in the form of a national handbook 


called RITNUM (Response to Illicit Trafficking of NUclear Material), 
- validation of the national Model Action Plan by the organisation of a demonstration exercise 


in the country involving all the identified services in the field. 
After a kick-off meeting held in Karlsruhe in November 2000 and attended by two participants of 
each country, 5 fact-finding missions have been already performed (Romania, Slovenia and the 
three Baltic States). A general meeting with all the involved parties (Customs, Police, Intelligence 
services, Health Physics, Nuclear reference laboratory …) was organized to describe the 
procedure of the integrated response and the national needs were assessed. The corresponding 
training sessions are planned in January 2002 at ITU for three participants for each country 
(Customs and Police officer and high level scientist dealing with nuclear measurements). This 
training session will be organised and supported by IAEA which a common interest through its 
Regional Program on Combating Illicit Trafficking (RER60). This joint action will be extended 
to other eastern countries (Belarus, Ukraine, Azerbeidjan, Kazachstan) on IAEA request. 
For the Romanian Police has been equipped with specific personal detection devices and nuclear 
data software (Nuclide 2000) upon request. 
 
As EUROPOL showed interest during the kick-off meeting, a close co-operation is being 
organised including training for Europol staff and a common follow-up of the above-cited 
projects. Participation to the demonstration exercises is foreseen. 
 
Last but not least, as a spin-off of the project with Poland, an additional pilot project for the 
detection of nuclear material at the Polish/Russian border around Kaliningrad operated jointly by 
Russian customs and Polish border guards has recently been submitted. 
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1. Introduction 
 
In the frame of the EU enlargement process, a dedicated support effort is funded by the JRC 
including a set of projects on combating illicit trafficking. The ITU experience in this area is 
described in an earlier paper [1] and some elements are presented in more detail during this 
conference [2]. Based on this experience, ITU organized a global project-launching meeting on 
November 9 and 10, 2000 for all enlargement countries. The objectives of the meeting were to: 
- explain the overall strategy in combating illicit trafficking, 
- explain the international collaboration efforts in this area, 
- obtain information on the actual national situation regarding illicit trafficking, 
- obtain information on the facts and statistics of the real cases of detected radioactive and 


nuclear materials in the individual countries, 
- familiarize the representatives with the ITU capabilities and relevant techniques for nuclear 


forensics, 
- explain the major goals to reach with the bilateral support projects. 
 
From most enlargement countries, two experts were present, one representative of the relevant 
ministry dealing with nuclear smuggling and familiar with the national legal situation in the 
subject area, and one expert in the analysis and handling of nuclear materials. Representatives 
from Commission DG’s (JRC, ENV, TREN/ESO), from IAEA and from EUROPOL presented 
their domain of competence. During the two day’s session, the background of the project, the 
international co-operation in the field and the different actors were presented to the PECO 
participants. As future member states, the geographic situation was stressed especially concerning 
the Russian Border States and the relevance of the problem was identified particularly for the 
countries where real cases already occurred. ITU capabilities and experience from previous 
projects (in the frame of PHARE and TACIS contracts) were reported on [1]. As requested prior 
to the meeting, national situations regarding the legal basis, the detection of nuclear materials, the 
real cases, the nuclear material analysis capabilities for categorization, the organization involved 
in case of seizure and eventually a national Model Action Plan in response to illicit trafficking of 
nuclear materials were presented individually. These presentations were used as first assessment 
before a fact-finding mission in the country. 
 
Fig. 1.: Participants to the global project launching meeting at ITU on November 9-10, 2000 
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2. Dedicated projects for EU enlargement countries 
 
In the above meeting, the working schedule of the projects was presented by ITU. The support 
projects on combating illicit trafficking of nuclear materials will ideally lead to: 
- improve the capacities for analysis of nuclear material in the country by the means of training 


and transfer of know-how, 
- implement the recommended ITWG (International Technical Working Group) Model Action 


Plan on a national basis, 
- extend the nuclear material database at ITU for identification and intended use determination, 
- upgrade the capacities for categorization on the spot in case of seizure of nuclear materials, 
- establish the basis for joint analysis of seized nuclear material at ITU, 
- initiate an exercise as demonstration of the project success and as basis for longer-term 


collaboration. 
 
The contractual documents supporting these projects are: 
- the formal contract between ITU and the Beneficiary , typically the Ministry, in each country, 
- the technical Terms of Reference (TOR), describing in detail the project goals, deliverables 


and schedule, 
- the agreement protocol for joint analysis at ITU and use of nuclear material database, 
- the general terms and conditions applicable to the Commission contract, 
- the strategy for combating illicit trafficking of nuclear materials as presented in Ref. 1 [1]. 
 
3. Fact finding meetings and establishment of formal procedures for European integration 
 
At the onset of the individual projects, a fact finding mission is organized to obtain country 
specific information on the interplay of several international initiatives in the frame of combating 
illicit trafficking (mainly first and second line of defense i.e. prevention and detection) in order to 
integrate the parallel running projects on the third line of defense (joint follow-up of cases: 
material categorization, identification, source and route attribution). 
 
During these missions also training sessions have been organized for participants from the 
Ministry, Police, Secret Service, Customs etc. in order to introduce all involved authorities to the 
philosophy and need of combating illicit trafficking of nuclear material. The next step is the 
development and approval of the national procedure, where it does not yet exist, for the follow-up 
of cases of seized nuclear material, in accordance with the Model Action Plan (developed by 
ITWG, IAEA, ITU). It is the objective to arrive at an endorsement of the several developed 
bilateral procedures to fit an integrated approach (network) on a European level. To achieve this 
objective, the collaboration with Europol is of prime importance.  
 
4. Integration in other international initiatives 
 
As illustrated in figure 2, the subject projects are fully integrated in the interplay of the other 
international efforts in combating illicit trafficking of nuclear material. IAEA is e.g. strongly 
involved in the training sessions for the national expert, as explained below. Information 
exchange is also organized with DG Environment and DG Transport and Energy from Euratom 
who are respectively organizing either local training sessions for custom officials (see: detection) 
or central training for nuclear facility operators (see: prevention). 
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Fig. 2.: Interplay between different initiatives and organizations involved in combating illicit 
trafficking of nuclear materials 
 
 


 
 
5. Upgrading analytical skills by providing equipment and training 
 
An essential part in the project is the identification of technical upgrade and training required to 
allow the above procedure to be applied (typically this consists of equipment upgrade/purchase 
for on-site categorization of nuclear material) and training of the local experts. This training is 
now scheduled to take place at ITU in the beginning of 2002 and will cover all techniques used in 
the nuclear forensics science at ITU. This ranges from NDA (Non Destructive Analysis) 
techniques like gamma spectrometry and neutron coincidence counting, over elemental and 
isotopic analysis by titration or isotope dilution mass spectrometry, up to impurity analysis e.g. 
by inductively coupled plasma mass spectrometry and microstructural investigation by scanning 
and electron microscopy.  
 
A direct co-operation is envisaged with the expert laboratories in the enlargement countries in 
one or more of these fields, depending upon the equipment and expertise available in each 
country. This collaboration, besides training, also includes an exchange of samples, subsequent 
inter-laboratory comparison measurements and transfer of know-how by exchanging analytical 
procedures. It is planned in the course of the projects or as immediate follow-up, to implement a 
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validation of the project results by executing an on-site demonstration exercise, using really 
seized nuclear material, followed by a joint analysis, at ITU, of relevant samples of this material 
in order to narrow down the possible origin, intended use and smuggling route of the seized 
material. This will constitute the proof of usability of the provided equipment and quality of the 
provided training and the capabilities of the detailed nuclear material identification. For all parts 
of the identification which cannot be done in the own state (e.g. destructive, isotopic and 
microscopic analysis of HEU and Pu), the material will be transferred to ITU and analyzed with 
the participation of the nominated experts of the state. To implement this it is required to train 
these experts on the relevant techniques in order to allow them in future real cases to come to ITU 
for executing the material identification according to the established procedure and to be the legal 
responsible for the reporting on the obtained results. 
 
6. Use and extension of the ITU nuclear materials database 
 
It is of prime importance to analyse the above indicated aspects of production location of the 
seized material, possible use and path followed by the traffic, in order to close the loop in the 
strategy of combating illicit trafficking of nuclear material, i.e. after detailed investigation of the 
seized nuclear material, to draw lessons to improve the prevention and detection of the 
smuggling. Under the current projects a combination of the nuclear forensics skills and nuclear 
materials database [2] at ITU and the classical forensic methods of Europol is foreseen to achieve 
this objective. 
 
7. Connection to the IAEA Regional Program on Combating Illicit Trafficking (RER60) 
 
In the frame of the Technical Co-operation Project RER/9/060 of the International Atomic Energy 
Agency on Physical Protection and Security of Nuclear Materials a training Workshop for Law 
Enforcement Services and Radioanalytical Laboratory Experts on Combating Illicit Trafficking 
of Nuclear and/or Radioactive Materials will be organized at ITU (21-25 January 2002) for states 
where assistance projects are underway. Technical experts from law enforcement services 
(customs, criminal police or intelligence service) and representatives of a radioanalytical 
laboratory will follow a series of lectures to: 
- Train Customs officer and criminal police or intelligence agent to categorize on-site 


radioactive and nuclear material by hand-held instruments 
- Familiarize a radioanalytical expert with nuclear forensic techniques to characterize nuclear 


material and be able to write expert reports according to ISO standards 
 
The workshop will include lectures on the following topics: 
- ITU approach to address the problem of identifying nuclear material of unknown origin 
- IAEA TC Project RER/9/060: approach, past activities, workplan 
- Experience in characterizing seized nuclear material for its intended use and origin 
- Overview of the nuclear forensic techniques at ITU 
- Hand-held gamma spectrometers to identify radionuclides 
 
Bilateral Meetings to agree on the next steps of the assistance program for setting-up the national 
response action plan (preparation of the demonstration exercise, writing the handbook) 
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8. Case study: Romania 
 
In February 2001, a three days fact-finding mission took place in Romania. During this time, a 
special training session for Police officers was organized upon request. Four courses were 
attended by seven officers from the Combating Organized Crime Division of the Police General 
Inspectorate. The training dealt with: 
- Nuclear and radioactive materials. Ionizing radiation and radioprotection. 
- Review of the nuclear fuel cycle. 
- Methods and equipment for detection and categorization of radioactive and nuclear materials. 
- Methods and equipment for nuclear material identification. 
 
Following previous contacts, the national situation was presented, including the visit of the 
designated laboratory and the corresponding needs were assessed. Discussions with the 
regulatory body as well as the secretary of Ministry of Interior allowed to present the 
recommended Model Action Plan and to start its national translation. For this purpose, the draft 
model of the RITNUM handbook was transmitted to the beneficiary. Specific demands from the 
Romanian Police were taken into account. The nuclear data software Nuclide 2000 and vibrating 
pagers for undercover actions were provided in the frame of the project. The training session at 
ITU for three participants (Custom and Police officer and high level scientist) is planned in 
January 2002. The next step will be to deliver the proper device for categorization on the spot of 
seized nuclear material prior to identification and the realization of a demonstration exercise in 
order to validate the national Model Action Plan and to verify the usefulness of the training and 
the provided equipment. 
 
9. Associated projects and future developments 
 
As a spin-off of the current project with Poland, an additional project proposal has been prepared 
concerning the Polish/Russian border at Jersev/Goldap. As Poland will become the outer border 
of EU, the detection of hidden radioactive and nuclear material will be of prime importance. In a 
close co-operation with Russia, ITU intend to provide the equipment in order to detect gamma 
and neutron emission in vehicles and personal luggage. The alarm of a detector device will be 
reported on both sides of the border for a joint response. A demonstration exercise will be 
organized with the same goal. ITU will act as coordinator and provide necessary training to the 
border guards. 
  
After the termination of the projects foreseen in 2002, the co-operation will continue in order to 
build a network of national expert laboratories in the field. ITU will continue to support and 
coordinate the efforts of individual countries because of its expertise and as a focal point and act 
as a leader in the identification of nuclear materials. 
 
10. Conclusion 
 
The series of projects is intended to contribute to an integrated European response to illicit 
trafficking of nuclear materials, including the future member states through the implementation 
of the recommended Model Action Plan. Providing the necessary device for categorization on the 
spot of the seized material and corresponding training with the support of IAEA, ITU will help 
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future member states of the European Union in the identification by the mean of joint analysis 
using the capabilities and the nuclear material database available at the Institute. 
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A OVERVIEW OF THE IAEA MATERIAL SECURITY PROGRAMME 
 
ANITA NILSSON 
Department of Safeguards, International Atomic Energy Agency, Vienna Austria 
 
Ensuring that nuclear materials, nuclear facilities, and radioactive sources do not 
become tools of nuclear terrorism is a vitally important but also very difficult task. 
The nuclear sector is large and diverse, with more than 400 nuclear power reactors 
and more than 250 nuclear research reactors in operation, more than 200 operational 
fuel cycle facilities of various types, and widespread use of radioactive sources. More 
than 100,000 significant quantities of nuclear material are subject to IAEA safeguards, 
and additional material not subject to safeguards includes on the order of 1,000 tonnes 
of highly enriched uranium and plutonium. 
 
The IAEA is engaged in a wide range of activities to help secure these materials and 
facilities from theft or sabotage. Our efforts include programmes for physical security, 
interdiction of and response to illicit trafficking, nuclear installation safety, safety and 
security of radioactive sources, transport safety, and emergency response, along with 
verification of safeguards undertakings. The IAEA’s Security of Material Programme 
takes a comprehensive approach that includes: 


�� Prevention measures, to help States establish the necessary infrastructure to 
prevent criminals or terrorists from acquiring nuclear material. This includes 
physical protection of nuclear material and nuclear facilities and the 
establishment of State systems of accounting and control. 


�� Detection measures, to help States detect and intercept illicit trafficking and 
other illegal activities. 


�� Helping States plan for adequate response measures, in case prevention fails. 
Since the events of September 11th, we have been undertaking a thorough review of 
all our programmes in order to understand the implications of the enhanced terrorism 
threat and to see where our activities can be strengthened. In the short segments that 
follow, several of the contributors to our work in these areas will provide brief 
snapshots of current activities and also address what more needs to be done given the 
new urgency to combat the threat of nuclear terrorism. 
 
 
Threat Assessments 
Richard Hoskins, IAEA 
 
Designing physical protection systems for nuclear material and nuclear facilities 
requires an evaluation of the threat that one is trying to protect against. Development 
of a design basis threat (DBT) allows a graded resource allocation depending on the 
threat and consequences. 
 
Threat assessments address questions about who, why, capabilities, tactics, and 
support, taking into account both demonstrated behavior and potential behavior. In 
that respect, the characteristics demonstrated by recent terrorism events may have 
profound implications for nuclear threat assessment: 
 







�� Mass casualties were the intended outcome, with no limits on numbers.  
�� The attacks involved suicide by perpetrators 
�� The attacks were planned and prepared for over years 
�� They required complex and co-ordinated planning 
�� They involved modus operandi that were unforeseen or seen as having low 


likelihood 
�� The socio-political, economic and psychological dimension were important. 
 


The consequences for nuclear security are several. Nuclear material other radioactive 
may now be regarded as more attractive targets. Sabotage of nuclear facilities with the 
goal of radiological release has become a major risk and requires planning for suicide 
attacks. Complex and sophisticated plans of attack requiring long lead times, 
previously dismissible as far-fetched, may now be a reality. We need more and better 
information on threats—as well as more international exchange of threat 
information—and we need to re-visit out threat assessment methodology. 
 
 
Improving the Knowledge Base on Nuclear Terrorism Threats 
George Anzelon, IAEA 
 
The IAEA’s Illicit Trafficking Database contains information on about 400 confirmed 
incidents since 1 January 1993. While most of these incidents concern low-grade 
nuclear material or relatively weak radioactive sources, some cases involve materials 
relevant to nuclear terrorism. In 1994, two seizures of nearly 3 kilograms of high-
enriched uranium (HEU) each and one seizure of 0.36 kg plutonium (Pu) were 
recorded. Since then, the total amount of HEU and Pu stolen or seized in all 
confirmed cases has not exceeded 200 effective grams, far below what is required for 
a nuclear explosive. Nevertheless, one must be concerned that even small quantities 
could be samples of larger stocks of available material. And the unseen illicit trade 
could be substantially more serious, involving more knowledgeable actors with a 
better prospect of evading detection. To augment the limited view that our current 
database provides, we may need to begin tracking additional types of information. 
Here are a few examples: 


�� Indications of interest on the part of known terrorist organizations in anything 
nuclear related, such as surveillance of civilian or military nuclear sites or 
acquisition of technical information, specialized equipment, or nuclear 
expertise. 


�� Indications of organized crime involvement. 
�� Information not only on actual thefts and seizures but also on attempted thefts 


or other indications of interest. 
�� Information about use or threatened use of nuclear explosives or radiological 


weapons. 
�� Information about acts or threatened acts to sabotage nuclear facilities or 


shipments 
 
 
 
 
 







Physical Protection of Nuclear Materials and Nuclear Facilities 
Mark Soo Hoo, IAEA 
 
The IAEA’s work in this area has two programme elements: (i) development of 
standards and guides and (ii) providing direct assistance to States. Examples from the 
first category are TECDOC-967 (Rev.1), Guidance and considerations for the 
implementation of INFCIRC/225/Rev.4, The Physical Protection of Nuclear Material 
and Nuclear Facilities, and the development and publication of security principles 
and fundamentals. With respect to the second category, direct assistance, one of our 
most important activities has been the International Physical Protection Advisory 
Service (IPPAS), which sends teams of 4 to5 highly qualified experts to help States 
establish evaluate the strengths and weaknesses of their physical protection systems 
and identify where upgrades are needed. Future priorities for IPPAS will be to: 


�� increase the number of IPPAS missions, as resources permit, to meet 
increased demands for this service, 


�� assist States in implementing IPPAS recommendations, including provision of 
equipment and technical assistance as resources permit, 


�� conducting more in-depth evaluations at the level of individual facilities. 
 
 
 
The Role of Technology 
Reza Abedin-Zadeh, IAEA 
 
Technology can play an important role in detecting and intercepting illicit trafficking. 
The IAEA has a considerable base of experience in application of technology for 
verification (non-destructive and destructive assay as well as containment and 
surveillance techniques) and technology for physical protection (sensors, motion 
detector systems, optical surveillance systems, and radiation monitors). During the 
last few years, we have been active in promoting development and application of 
techniques for detection of illicit trafficking of nuclear and radioactive material, using 
detection technology ranging from hand-held instruments to fixed-point portal 
monitoring systems, and including exploration of forensic analysis techniques to 
characterize seized materials. The remaining challenges are several. Detection of 
some types and quantities of nuclear and radioactive material is not trivial, and much 
research development remains to be done before proven, optimised, effective, user-
friendly, and economic techniques and equipment are available. The IAEA plans to 
initiate a Co-ordinated Research Project to provide a forum for co-ordination among 
States regarding the development of detection systems and promotion of development 
needs. We also plan to establish a network of laboratories experienced in nuclear 
forensic science to assist Member States in responding to illicit trafficking or acts of 
nuclear or radiological terrorism. 
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PHYSICOCHEMICAL CHARACTERISTICS 
OF URANIUM MICROPARTICLES COLLECTED 
AT NUCLEAR FUEL CYCLE PLANTS 
 
G. Kaurov, V. Stebel’kov, O. Kolesnikov, D. Frolov 
Laboratory for Microparticle Analysis 
Moscow, Russian Federation 
 
Abstract 
 
In the framework of the Russian Support Program [1] as well as under elaboration of Atlas of 
Uranium Microparticles from Industrial Dust at Nuclear Fuel Cycle Plants [2] there was 
carried out investigation of shape, size, surface structure, elemental and isotopic composition 
of uranium microparticles collected at nuclear fuel cycle plants. There is shown that isotopic 
composition of uranium in microparticles as well as morphology of particles characterizes the 
types of nuclear activity. 
 
1. INTRODUCTION 
 
Any industrial process is accompanied by appearance of some quantity of microparticles of 
processed matter in the environment in immediate proximity to the manufacturing object. The 
quantity of these particles depends on many factors: type of process, type of matter, measures 
against migration of industrial dust. However there is not possible practically to eliminate the 
diffusion of these little particles at industrial sites as well as outside of these sites. 
 
The determination of characteristics of industrial dust microparticles at nuclear fuel cycle 
plants: form, size, structure of surface, elemental composition, isotopic composition, presence 
of fission products, presence of activation products, in conjunction with the ability to connect 
these characteristics with certain nuclear manufacturing processes can become the main 
technical method of detecting of undeclared nuclear activity. 
 
2. POINTS OF SAMPLES COLLECTION 
 
The greatest dangers of proliferation of nuclear weapons are connected with production and 
using of highenriched uranium as well as of plutonium-239. Therefore among all types of 
nuclear plants the particular control must be propagated to the enrichment plants, fuel 
fabrication plants and reprocessing plants. 
 
The investigated uranium microparticles can be divided on following groups in 
correspondence with points of sample collection: 
1)  aerosol microparticles from region of a mining of uranium ore; 
2)  microparticles of industrial dust from enrichment plants; 
3)  microparticles of industrial dust from fuel fabrication plant; 
4)  microparticles from a hot cells of nuclear facilities. 
 
3. PHYSICOCHEMICAL CHARACTERISTICS OF PARTICLES 
 
All investigated aerosol uranium microparticles in the regions of uranium ore mining are 
characterized by an extremely irregular form with surface type such as debris or scales. The 
sizes of an overwhelming majority of the particles collected in immediate proximity to a 
ventilating air-gusher of the mine are within tens of microns, mainly from  10 �m  to  50 �m. 
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As a rule, these particles are composite and are represented by agglomerates of micron-sue 
objects of irregular form. The particles collected at 15 kms’ distance from the mine are within 
units of microns mainly from  2 �m to  3 �m, and have the form of scales. All aerosol 
uranium microparticles in the regions of uranium ore mining include oxygen and silicon 
besides uranium, and almost all include calcium, aluminum and iron. Isotopic composition of 
uranium in all these particles is natural, of course. 
 
On the photo 1 and 2 there are shown the particles concerned to two widely distributed types 
of particles in the regions of uranium ore mining. The surfaces of these particles are such as 
scale and such as debris accordingly. The photos are made with using scanning electron 
microscopy in regime of registration of secondary electrons. 
 


 
 


 
 
Presence of spherical uranium microparticles with fluorine and oxygen in samples, collected 
at the plant or near the plant, specifies the process of uranium isotopes’ separation in a 
uranium hexafluoride. Most of these spherical particles have sizes from 1 �m to 2 �m. Such 
typical particle is shown on photo 3. 


Photo 1. Aerosol 
uranium microparticle 
from the regions of 
uranium ore mining 


Photo 2. Aerosol 
uranium microparticle 
from the regions of 
uranium ore mining 
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Often in samples, collected at enrichment plants using gaseous technologies, conglomerates 
of spherical particles are found (photo 4). The particles in conglomerates also consist of 
uranium, fluoride and oxygen. Sizes of these particles are from 0.3 �m to 0.6 �m as a rule. 
Isotopic compositions of uranium in investigated particles are in interval from depleted 
uranium corresponding to the waste up to enriched uranium corresponding to the 
nomenclature of products of this plant. 
 
 


 
 
Production of uranium fuel is accompanied by formation of a great number of particles with 
irregular form such as debris with a smooth surface, sharp ribs and round holes of caverns 
(photo 5). These particles have sizes from  2 �m to  20 �m.  Apparently, these particles are 
formed through splitting as a result of mechanical actions or thermotensions. Caverns on the 
particles’ surfaces are the consequences of air bubbles in the thickness of sintered matter. In 
addition, particles, having sizes from 2 �m to 10 �m and breccia-like surface with the size of 
agglomerated objects ranging from 0.1 �m to 0.3 �m (photo 6) characterize this manufacture. 
 
 


Photo 3. Spherical uranium 
microparticle of industrial dust 
from uranium enrichment 
plant. 


Photo 4. Conglomerate of 
spherical uranium 
microparticles of industrial 
dust from uranium enrichment 
plant. 
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The morphologies of uranium microparticles collected from hot cells, are, appearantely, 
related to the spent fuel procedures, which are typical for the given hot cell. The photos of 
microparticles collected at three different plants using hot cells (photos 7, 8, and 9) confirm 
this thesis. 
 


 


Photo 5. Uranium microparticle 
of industrial dust from uranium 
fuel fabrication plant 


Photo 6. Uranium microparticle 
of industrial dust from uranium 
fuel fabrication plant 


Photo 7. Uranium 
microparticle from 
the hot cell 
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Characteristic feature of microparticles from hot cells is registration of fission products, 
activation products, and plutonium in these particles. 
 
4. CONCLUSIONS 
 
Thus, the information about morphological characteristics of uranium microparticles from 
industrial dust at nuclear fuel cycle plants, about isotopic composition of uranium in these 
particles as well as about presence of plutonium, fission products and activation products in 
these particles can be used nuclear activity types identification. 
 
The data about isotopic composition of uranium and plutonium, about elemental composition 
of microparticles including  uranium and plutonium, about joint presence of uranium and 
plutonium, uranium and thorium as well as uranium and aluminum, zirconium, lithium, 
beryllium, oxygen and carbon indicate the purpose of nuclear matter production. Information 
about form, size, structure of the surface and elemental composition of microparticles can be 
used to determine technological features of product. 
 


Photo 8. Uranium 
microparticle from 
the hot cell 


Photo 9. Uranium 
microparticle from 
the hot cell 







 6


Furthermore, these data indicate the kind of equipment used for separation of uranium 
isotopes as well as the necessary types of chemical treatment of nuclear matter to transform 
this matter into weapon matter or the possibility to use the nuclear matter in weapon programs 
without additional chemical treatment. 
 
Morphological attributes: form, size and structure of the surface of individual microparticles 
can also be considered as characteristic attributes of formation conditions and, consequently, 
parameters of informative particles. 
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                      IMPACT OF NEUTRON ABSORBERS ON THE UNDERWATER 
                         NEUTRON  COINCIDENCE  COUNTER  PERFORMANCE 
Abstract 
 
The present status of Underwater Coincidence Counter (UWCC) in general and impact of neutron absorbers - mainly boron 
acid - on the UWCC characteristics and  performance in particular  are considered. Formal algorithm for assessment of the 
main system parameters as a functions of boron concentration is presented.  Some practical issues of  UWCC application at 
highly borated water are discussed.  
 
Introduction.   
 
An Under Water Neutron Coincidence Counter (UWCC) has been developed for quantitative 
plutonium axial density verification in fresh light-water reactor (LWR) mixed-oxide (MOX) fuel 
assemblies stored under water. Original version of the UWCC was just a modification of  FORK 
detector [1,2], where highly resistant to gamma radiation, but relatively neutron insensitive 4 fission 
chambers were substituted by 4 high-efficiency He3 neutron detectors [3,4]. Later on a new version 
of the UWCC with 8 He3 detectors, which can be configured to measure either pressurized-water 
reactor (PWR) or boiling-water reactor (BWR) fuel assemblies was developed by LANL [5].  The 
measurement and analysis principles are the same for both versions - measured by a standard neutron 
coincidence electronics (JSR12) singles and doubles are corrected for multiplication using the 
conventional known-alpha analysis [6] resulting in linear function  
 
                                       Dc = Am,                                                         (-1-)  
 
where Dc is multiplication corrected doubles rate, m - linear Pu240 effective mass density, and A - 
calibration parameter.  It was expected and experimentally confirmed [3,4,5,7,8], that, unlike to the 
non-corrected doubles, the multiplication corrected ones  most adequately - within 3% uncertainty 
react to the diversion scenario, where MOX pins are simply removed from the assembly or 
substituted by pins with low enriched uranium (without plutonium). The multiplication corrected 
doubles are also practically insensitive to variations in the number and diameter of fuel rods. 
However, neutron absorbers - boron acid in the pond water (mainly PWR ponds) or poison rods 
(mainly in BWR assemblies)  affect even corrected doubles.  
The following is a brief description of both UWCC versions with detailed consideration of the 
neutron absorbers influence on the UWCC performance.  
 
 
2.  “Old” and “New” UWCC.  Calibration Results in Clean and Borated Water.  
 
Initially one “old” type UWCC, PWR configuration, was calibrated in Mol, Belgium in 1990 [4] 
using a 17x17 mockup array with 6.82 g/cmPu240eff.  In clean water the calibration parameter  was 
found to be equal 
 
                               A = 2.00+/-0.02 c/s/g/cm. 
 
The calibration parameter A was measured also in borated water and it was found that it 
exponentially decreases with boron concentration increase.  
 
This UWCC was successfully used in joint Euratom and IAEA inspection verifications. The 
proportionality coefficient A value was chosen through  interpolation of the experimentally measured 
A values using the operator declared boron concentrations.    
 







High UWCC sensitivity to boron, which leads to introduction of the empirical boron correction 
coefficient, is undesirable feature, because requires  additional means for verification of the Operator 
declared boron concentration. 
  
The original UWCC version was just a simplest adaptation of the spent fuel fork detector for new 
application and was not optimized for the task. Therefore in 1997 LANL developed an upgraded 
UWCC version [5] with three main improvements. 
 
- Instead of 4 He3 tubes, each of 20c/n/cm^2 efficiency, the new detector contains 8 He3 tubes, each 
of 40 c/n/cm^2 efficiency, thus increasing the overall UWCC efficiency by about an order of 
magnitude. Obviously it greatly improved the measurement statistics, which could be important with 
low plutonium concentration measurements (BWR arrangement). Apart of that the higher efficiency 
makes it possible to measure triple coincidences in reasonable time (less than 5% uncertainty within 
10 minutes measurement time). In principle the third measured value might help to take into account 
boron and/or poison rods influence, but this option still requires further efforts and investigations 
with unclear practical results.       
 
-  The polyethylene body of the new UWCC fork was wrapped in cadmium to make it less sensitive 
to boron (on the other hand the detector efficiency decreased also, but it was not important for the 
new high efficiency version). 
 
-  The detector fork can be configured to measure either BWR or PWR fuel assemblies.    
 
The drawback of the new UWCC version is bigger size, weight and price. IAEA has prepared the 
technical and design specifications for another “intermediate” UWCC version which would 
presumably combine positive features of both models - the size and weight of old UWCC and high 
efficiency of the new one. First two detectors manufactured according to the Agency Specifications 
are ordered from ANTECH Ltd. (UK).      
 
   A comprehensive comparative UWCC calibration exercise with both UWCC types and 
configurations was performed in MOL, Belgium in 1998 [7,8]. Later on a “new” UWCC in PWR 
configuration was calibrated at LANL with much higher linear plutonium density (6.8 g/cm Pu240eff 
in MOL and 14.83 g/cm of Pu240eff at LANL). The calibration results together with all essential 
system parameters are summarized in the Table 1. 
 
 
Table 1. Calibration of “old” and “new” UWCC. 
                  
Parameter Old  PWR 


UWCC  
Old  BWR 
UWCC 


New LANL 
UWCC, PWR 
config. 


New LANL 
UWCC, BWR 
config. 


Gate, mcs 128  128 64 64 
Predelay, mcs 4.5 4.5 3.0 3.0 
Dead-time 
coefficients 


a = 4.5mcs  
b = 4.5 mcs^2 


a = 4.5 mcs 
b = 4.5mcs^2 


a = 2.18mcs 
b = 2.18mcs 


a = 2.18 mcs 
b = 2.18mcs 


�o 0.0043 0.0043 0.019 0.019 
A1, c/s/g/cm 
clean water 


1.99 2.32 33 32 


A2, c/s/g/cm 
2250 ppm 


1.32 1.66 24.1 27 


A1/A2 1.51 1.40 1.37 1.19 
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Comments to the Table 1: 
 
- new LANL UWCC has in average about 15 times higher efficiency for corrected doubles than that 
of old UWCC version. It means, that for the same statistical uncertainty the required measurement 
time with new UWCC is about 5-6 time less; 
 
- in spite of cadmium shielding the new UWCC is still sensitive to boron (A1/A2 ratio is 1.37 for 
PWR and 1.19 for BWR configuration respectively). 
 
 
3.  Formal Consideration of Boron Influence. 
 
Boron affects all important for multiplication correction algorithm parameters, like multiplication, 
detection efficiency, die-away time (coincidence gate fraction), and �o - the doubles/totals ratio for a 
hypothetic non-multiplying MOX fuel assembly. The �o is directly proportional to the detection 
efficiency “�“ and the coincidence gate fraction “f”, which is a function of the die-away time “�“. 
The die-away time and, hence, the coincidence gate fraction can be directly measured. 
 
                                  �o = 0.873 * ��*  f ,                                            (-2-) 
 
                                  f = exp (- p/�) [ 1 - exp (- G/� ) ],                         (-3-) 
 
                                  � = -64 / Ln [ R(128)/R(64) - 1 ] ;                         (-4-)                              
 
where:  
“p” and “G” - predelay and gate length ( 3 and 64 for new UWCC), 
 R(128) and R(64) are doubles  count rates at 128 mcs and 64 mcs coincidence gate lengths 
respectively.  
 
Note, that the die-away time measurement does not require any assumptions or constants, but does 
require two relatively long measurements because of the nature of the above relation.   
 
The �o parameter cannot be directly measured, therefore it is estimated through MCNP calculations. 
For original “old” UWCC the recommended value is 0.0043 [3] (presumably calculated for clean 
water and PWR fork with 128 mcs gate width), and for new UWCC the recommended value is 0.019, 
calculated for PWR configuration with 64 mcs gate width in borated (2200ppm) water [5]. For 
consistency of the INCC [10] software setup parameters the �o is recommended to keep fixed the 
same independently on the boron concentration and even on the PWR/BWR configuration.  
Therefore the actual multiplication (M) and, hence, the calibration parameter A values may differ 
from those, calculated by the known-alpha formalism. 
 
Using directly measured values of the die-away time  (coincidence gate fraction), the known-alpha 
formalism and expression (-2-) it is possible to estimate how all main parameters change with boron 
concentration. 
It will be demonstrated on the new UWCC in PWR configuration - the most often used UWCC 
version.  
 
Assuming the MCNP analysis correctly estimated the �o = 0.019 for 2200 ppm and, hence, the 
multiplication M obtained from the known-alpha algorithm (M=1.81) is true value, one can find the 
“true” values for M, �, �o from mutual solution of: 
 
              T(x)/ T(2200) = �(x)*M(x) / �(2200)*M(2200),                          (-5-) 







                       
               a*M(x)^2 + b*M(x) = [R(x)/T(x)]*(1+�) / �o(x),    


��������


(-6-)
�


 
                           
where: 
 
  T(x) and T(2200) - totals rates at 2200 ppm, and “x” ppm boron concentrations, 
  a = 2.062(1+�),  b = 1-a, 
  �o = 0.873 f(x) �(x).  
 
The summary of the respective calculations is presented in Table 2. 
 
Table 2. New UWCC PWR configuration measurements. Raw measurement data are taken from [4]. 
Pu240eff = 14.83 g/cm, � = 1.203 
 
ppm T,c/s D,c/s M Dc A �� f �� �o 
0 125790 16275 2.32 433 29.2 80 0.53 0.038 0.0176 
1500   83630   6902 1.90 378 25.5 47 0.70 0.031 0.0189 
2200   77660   5605 1.80 371 25.0 44 0.73 0.030 0.0190 
 
The Table 2 data show that boron reduces multiplication and efficiency. Boron also reduces the die-
away time, and as a result the coincidence gate fraction increases faster than efficiency decreases - 
finally the �o parameter slowly increases.  The calibration constant A can be expressed as  
 
                                  A = C *  �o  * ��=  C’* f * �^2;                          (-7-) 
 
where C = 43,700  and C’ = 38,150 are constants. 
 
To get A independent on the boron concentration increase of “f” must exactly compensate fall of 
squared efficiency which is unlikely achievable even at high boron concentrations - that is why while 
the calibration parameter for clean water at “true” �o value is considerably less (A=29.2) than that 
obtained with “fixed” �o (A=33) it is still higher than A=25.1 at 2200 ppm. Therefore the fixed value 
of the �o is practically justified.       
 
The principal difference between old and new UWCC is that the new UWCC is wrapped in 
cadmium, which makes it less sensitive to boron (but not to the extent when the boron can be 
neglected). Therefore for old UWCC the efficiency falls faster than coincidence gate fraction 
increase (opposite to the new UWCC) and as a result the �o is falling down as it is illustrated in 
Table 3. 
 
Table 3. Old UWCC PWR Configuration Measurements [7]. Pu240eff = 6.80 g/cm, ��=


�


0.681.  
Gate length = 128 mcs.  
 
Ppm T,c/s D,c/s   M   Dc   A ��    f 


���� ��o 
0 19380 1870 3.673 13.49 1.99    118 0.637 0.0077 0.0043 
1540 10450   530 3.020   7.27 1.06  66 0.800 0.0050 0.0035 
2250  9060   390 2.896   6.14 0.91  56 0.829 0.0046 0.0033 
 
 
The same estimations can be performed for BWR configuration, but it is less interesting, because 
BWR MOX assemblies are normally stored in clean water. 
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Similar mechanism can be assumed for the case of the neutron poison/absorber rods, but formal 
consideration is not possible yet, because there are not enough experimental measurement data.  
 
4.  Practical Consideration. 
 
As it was already noted  the �o parameter is recommended [5] to keep the same for clean and borated 
water, and it seems to be a reasonable proposal, because the calibration parameter A changes with 
boron concentration anyway.  On the other hand A shows a saturation tendency at high boron 
concentrations, as it is demonstrated on Fig.1      
 
 


A/Ao = f (Boron)


0.5
0.6
0.7
0.8
0.9
1


0 500 1000 1500 2000 2500


Boron, ppm


 
 
Fig. 1  Change of calibration parameter with boron concentration. Upper line is new UWCC, PWR 
configuration, lower line is old UWCC, PWR design. 
 
  Assuming that: 
- in reality the pond water either does not contain boron at all, or contains more than 2000 ppm 
boron, and 
- the calibration constant “A” is about the same for any boron concentration exceeding 2000 ppm,  
it is enough to perform the calibration measurements and obtain the calibration parameter values only 
for clean and for highly borated water (>2000 ppm). 
 
This approach was successfully used in real measurements with boron concentration “exceeding 
2000 ppm” [9].  
 
Nevertheless, the correctness of the assumption that A does not change at high boron concentrations 
requires experimental confirmation, especially keeping in mind, that at present in a number of 
facilities the boron concentration is very high. 
 
The measurements recently performed with new LANL UWCC show that for very high boron 
concentrations the calibration parameter must be further reduced, as it is illustrated on the fig. 2.  
According to the data available, after 2000 ppm the calibration parameter A goes down 
approximately proportionally to the boron concentration, and empirical relation for  boron 
concentration  B > 2200 ppm:    A = 28.7 - 0.0021 * B. 
 







A = f (Boron)
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Fig. 2.   Calibration parameter A as a function of the boron concentration. New UWCC, PWR 
configuration. 
 
Semi-quantitative confirmation of the declared boron concentration can be done through the die-
away time measurement. The die-away time decreases with boron concentration, as it can be seen 
from Table 2. For new PWR configured UWCC the die-away time in clean water is about 80+/-5 
mcs, while at 1500 ppm boron it comes down to 50+/-5 mcs, and at “over 2000 ppm boron” [9] - to 
45+/-5 mcs. Unfortunately there are no experimentally measured die-away time estimations for very 
high boron concentrations, but it can be assumed, that it will continue to decrease slowly.     
  
The die-away time and hence the boron concentration estimation requires two relatively long 
measurements. For better than 10% uncertainty two measurements of about 15 minutes each are 
required. It may cause some problems in real inspection verification due to the time limits.    
 
As it was already noted the boron directly affects neutron multiplication, and it seems to be feasible 
to use multiplication parameter as an indicator of the boron concentration. Being a direct product of 
the known-alpha procedure, the leakage multiplication M is automatically determined as a result of 
every verification measurement with acceptable accuracy. Fig. 3 demonstrates this for new UWCC in 
PWR configuration.   
 


M = f (Boron)


1


1.5


2


2.5


0 1000 2000 3000 4000


Boron, ppm


M


 
Fig. 3. Multiplication as a function of boron concentration.  
 
It could be provisionally proposed to set the INCC known-alpha software calibration parameter A 
according to the operator declared boron concentration and Fig. 2. The consistency check of the 
operator declared boron concentration can be made by comparison of the multiplication factor M 
produced by the INCC software when the measurement is completed, with the value corresponding 
to the operator declared boron concentration, presented at Fig. 3. The acceptance criterion could be 
+/- 0.03 of the “measured-expected” M difference. The above proposal is based on very limited 
experience, and further experimental results are required for evaluation of possible methods for 
independent confirmation of the declared boron concentration.  
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At first approximation the influence of neutron absorbers (“followers”) in highly borated water can 
be presumably neglected, and it was already confirmed in actual measurements.     
 
For BWR application the boron influence consideration seems to be of low priority because usually 
(?) BWR MOX assemblies are stored in clean water. On the other hand most of BWR MOX 
assemblies contain poison rods which introduce similar effects, and it was observed at real 
inspections. Further investigations are required.    
 
 
Conclusion 
 
UWCC  performance tests and application  experience has shown that this specific version of the 
neutron coincidence technique is really capable for partial defect test of underwater stored LWR 
MOX fresh fuel assemblies. The influence of boron acid on the UWCC performance has been 
intensively investigated in a number of specially prepared tests and the results were successfully 
implemented in actual verification activities. Nevertheless further experimental results are required 
for evaluation of possible methods for independent confirmation of the declared boron concentration. 
Possible options could be based on the estimation of the leakage multiplication or on the die-away 
time measurements.  Further investigations are required also for quantitative assessment of poison 
rods influence at verification of  BWR type MOX fuel assemblies. 
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Abstract 
 
Effective and rigorous controls over highly enriched uranium and plutonium, the essential ingredients of 
nuclear weapons, are critical if we are to reduce nuclear arms, bring a halt to nuclear proliferation, and 
to avoid large-scale nuclear violence.  Currently an unfortunate and simplistic “one-size-fits-all” attitude 
about nuclear security is prominent. We have identified seven basic and decidedly distinct nuclear 
husbandry functions. The analysis leads to some predictions for effective nuclear arms control and 
nonproliferation, including the idea that domestic nuclear security and safeguards personnel, hardware, 
approaches, and auditing techniques are not automatically applicable to international arms control 
efforts. 
 
 
1. INTRODUCTION 
 
Today, much of the stability created by the nuclear standoff between the two former 
superpowers has disappeared, replaced by new nuclear proliferation challenges due to 
excessive quantities of fissile materials [1]. Inadequately protected and poorly 
controlled weapons-usable material could end up in crude nuclear weapons of “states 
of concern”, or a terrorist organization [2].  The September 11, 2001 terrorist attacks in 
New York and Washington were carried out with conventional means. Still, the 
extensive killings and damage resulting from these acts of terrorism serve as a dire 
reminder of the potential consequences of any failure to deny sub-national groups or 
new states access to weapons of mass destruction.   
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mentioned institutions or to the United States Department of Energy (DOE). The paper is an updated 
and more focused version of our working paper called “Safeguarding this and Verifying That. Fuzzy 
concepts, confusing terminology, and their detrimental effects on nuclear husbandry”. It also draws on 
Los Alamos Report LAUR�01�4120, "International Transparency & Treaty Monitoring vs. Domestic 
Security & Safeguards", written by Johnston.  
 







 2


While the proliferation of fissile materials and the severe consequences of such chilling 
scenarios are fairly easy to understand, the problems of fissile weapons-usable material 
management have proven anything but simple to solve [3]. For example, over the past 
five years, many of the major U.S.-Russian cooperative nuclear security programs have 
slowed down, and many activities have been under-funded, or have had their timelines 
regrettably extended into the future.   
 
Clearly, many of the problems of contemporary global nuclear arms control emanate 
from its inherent complexities and problems, including distrust, limited access to 
sensitive facilities, cultural differences, and the lack of genuine political interest and 
monetary investment. But misunderstandings and confusion about basic concepts and 
different nuclear husbandry1 functions have also, we believe, contributed to errors in 
planning and effective implementation of nuclear arms control measures. 
Unfortunately, there tends to be a simplistic, “one-size-fits-all” attitude about nuclear 
security. Far too often nuclear security equipment is fielded without a serious analysis 
of its intended purpose, overall context, expected performance, or vulnerabilities.  This 
can lead to poor nuclear custodianship, and may lull responsible personnel into a false 
sense of security.  In parallel, the limited funds available for nuclear security are 
further depleted.  
 
More than a dozen critical security devices or systems are currently in use for domestic 
safeguards in the U.S. for which no vulnerability assessments or comprehensive 
analysis have been undertaken. Even something as fundamental as the disparate goals 
of the “Protection” (P), “Containment/control” (C), and “Accounting” (A) in nuclear 
Material Protection Control and Accounting, “MPC&A”, are not always well 
recognized.2 Lumping together arms control activities blurs their separate goals, 
means, methods, adversaries, and limitations. Consequences may include unrealistic 
expectations for monitoring hardware and security systems, overconfidence in the 
power of verification, and failure to appreciate critical security vulnerabilities. 
 
Many of the problems mentioned above can be avoided if we have an appreciation of 
the disparate character and nature of the various arms control functions.  To us, and 
probably to most people in the audience, the differences should be fairly obvious, yet 
in practice, they often seem to be overlooked—with potentially serious detrimental 
consequences for nuclear security.   
 
2. THE SPECTRUM OF NUCLEAR HUSBANDRY FUNCTIONS  
 
Through a semi-quantitative analysis presented elsewhere, we have identified seven 
basic and distinct “nuclear husbandry” functions, or key activities for responsible 


                                                 
1 We think of “nuclear husbandry” as encompassing a number of functions in the areas of nuclear 
security, safeguards, nonproliferation, disarmament and arms control.  Webster’s II New College 
Dictionary defines “husbandry” as “careful management of resources”.  It also has an agricultural 
connotation that isn’t far off the mark in this context:  “the cultivation of crops and the breeding and 
raising of livestock; [involving] the application of scientific principles.”  The Merriam Webster 
Collegiate Dictionary defines “husbandry” as “the control or judicious use of resources”.  A “husband” 
is a manager or steward, especially one that is prudent and thrifty.  
2 The lack of careful thinking may not be as obvious in the literature as in real-world arms control 
efforts. Through our own work, we have observed first-hand numerous examples of confusion about key 
concepts by arms control researchers, program managers, and security personnel. 
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management of nuclear weapons and material.3  Each of these functions are 
characterized by a unique set of attributes such as their specific objectives, the means 
to be applied to meet these objectives, the potential obstacles to their successful 
implementation, and the distinctive context in with the activity must operate and 
master (including the adversaries to neutralize). In our view, the seven major nuclear 
husbandry functions, covering the spectrum of nuclear husbandry activities, consist of: 
domestic nuclear physical protection, domestic control/containment, domestic 
accounting of nuclear material, domestic auditing, international auditing, monitoring of 
international treaties and agreements, and transparency (table 1).4 
 


Domestic International 
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Table 1. Seven basic nuclear husbandry functions 
 
These seven functions cover the fundamental activities of domestic and international 
nuclear husbandry. Because they have limited overlap, reduced ambiguity, and no 
multiple interpretations, this categorization can help clarify issues and avoid pitfalls.  It 
is particularly important to recognize the distinction between domestic and 
international nuclear husbandry functions. “Domestic auditing” is for instance meant to 
check on the adherence to domestic laws and regulations, not international treaties.  
“International auditing”, in contrast, involves corroboration of treaty agreements and 
declarations.  
 
Note also that we have excluded commonly used nuclear arms control terms like 
“Verification” and “Safeguards” in our set of basic nuclear husbandry functions. This 
is further discussed below.  
 
2.1. Domestic Physical Protection, Containment & Control, and Accounting 
 
“MPC&A” (Material Protection, Control, and Accounting) systems are intended to 
protect material against theft or diversion, and to detect such events if they occur.5 
Generally, all MPC&A activities are domestic in nature. Even under joint US-Russian 
MPC&A programs to upgrade security at facilities in the former Soviet Union, the sole 
responsibility for providing sufficient control of fissile material rests with the hosting 


                                                 
3 For a through discussion of this analysis, please refer to MAERLI, M.B. and JOHNSTON, R.G. 
“Safeguarding this and Verifying That. Fuzzy concepts, confusing terminology, and their detrimental 
effects on nuclear husbandry”, working paper, pending publication.  
4 While we have doubt that the alternatives we present will be widely applied, this approach may serve 
as a useful mental exercise and help clarifying the uniqueness of each fundamental nuclear security 
activity. Our seven nuclear husbandry functions do not explicitly include safety, stockpile stewardship, 
or environmental monitoring issues, since we focus here on nuclear security.   
5 This is explained succinctly in [4].  
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nation state. The term “International MPC&A” is thus a promiscuity that should be 
avoided.6  
 
Adding to the confusion and mix of domestic and international nuclear security 
activities is the fact that the United States is applying the term “Safeguards” to describe 
its own domestic MPC&A activities. This is likely to blur the differences between 
international and domestic husbandry functions. We thus support using the less 
ambiguous term “MPC&A”, and to avoid specific misunderstandings, we recommend 
spelling out the respective functions (P”, “C”, or “A”) in any discussion of MPC&A 
activities.  
 
2.2. Domestic Auditing  
 
All nuclear facilities must comply with national laws and regulations and are subject to 
domestic licensing. To control the operation of the plant, including the standard and 
quality of domestic MPC&A activities, domestic agencies are in place to evaluate 
performance and to initiate changes when needed.7 All have the authority to order a 
wide variety of draconian changes if they detect problems. However, domestic auditors 
are not “foes” in the traditional sense, but rather fellow countrymen having, at least in 
theory, the same interests and agenda as the personnel who work inside the inspected 
facility. A sense of mutual loyalty may be present that will tend to be absent from 
international inspections or audits.   
 
2.3. International Auditing  
 
As for domestic auditing, a designated agency, preferably the IAEA, would be 
responsible for international performance evaluation during international nuclear 
audits. International nuclear auditing would differ from “classical” safeguards by being 
more holistic, more aggressive, and less dependent upon purely quantitative data.  It 
would be better able to decipher the intentions of the inspected nation [5]. 
Unfortunately, however, true comprehensive international nuclear auditing does not 
yet exist. The IAEA is moving in the direction of international “nuclear audits” with its 
strengthened safeguards system. The new Model Protocol, INFCIRC/540 (Corrected), 
represents an attempt to broaden the scope of safeguards with much more 
comprehensive declarations.8 It will permit a far wider range of information gathering 
and means for assessing the completeness and accuracy of the expanded declarations. 
However, any future international auditing agency still lacks the jurisdiction to 
implement direct measures (e.g. sanctions) and/or draconian changes should non-
compliance be detected. 
 
 
 
                                                 
6 Though it does not yet exist, there may be true cooperative, international MPC&A in the future. The 
concept of a “nuclear island”, global repository, or international parks for nuclear material could 
eventually involve international cooperative MPC&A [9]. Presumably such international MPC&A 
would look a lot like current domestic MPC&A, except with international players.  It would probably 
have many of the same attributes, and (unlike international safeguards) it would be appropriate to use 
domestic hardware and security protocols. 
7 Consider, for example, a U.S. Department of Energy (DOE) nuclear facility.  This facility can be 
inspected by DOE’s internal auditing office, the Defense Nuclear Facilities Safety Board, state or federal 
Environmental Protection Agencies, or other government agencies.   
8 IAEA, INFCIRC/54 (Corrected), Model Protocol Additional to the Agreement(s) between State(s) and 
the International Atomic Energy Agency for the Application of Safeguards,  
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2.4. Treaty monitoring  
 
Most multinational or bilateral arms control treaties are accompanied by carefully 
negotiated schemes for monitoring of treaty compliance. Traditional safeguards is one 
prominent example of this. However, it may be worth observing that IAEA’s number 
one activity – Non-Proliferation Treaty  (NPT) monitoring – is only one out of the 
seven basic nuclear husbandry functions.  
 
In our minds, “treaty monitoring” may be a more fruitful term than the widely used (and 
misused) term “Verification”. “Verification” is a security concept with strong 
connotations of an almost absolute sense of security and control. However, the very 
nature of arms control makes absolute verification a difficult, if not impossible, goal to 
meet.  It will be in the interest of a sovereign state to limit any kind of intrusive 
revelations on its defensive or offensive capabilities. Clearly, this will work against 
“true” verification, and “treaty monitoring” may be a less absolutistic and more 
appropriate term that takes into account the dynamics of the arms control activities.  
 
Moreover, if sanctions are likely, those states engaged in undesirable behavior will have 
few incentives to supply accurate information themselves [8]. States want the level of 
intrusiveness to be kept as low as possible, conflicting with the initial verification goals 
and expectations. New monitoring technologies tend in fact to be quite intrusive and 
may thus actually work against finding acceptable verification solutions, as they 
potentially may reveal considerable details about nuclear weapon designs and other 
secrets [9]. Further complicating the issue, the “verification” process itself involves a 
series of monitoring steps, each one with costs and vulnerabilities as well as the 
potential for failure and cheating [10].  
 
2.5. Transparency 
 
The general aims of transparency are to contribute to confidence- and security-
building, and to foster public and political support by explaining the rationale of a 
specific nuclear policy and posture [11]. But a universal understanding of the meaning 
of transparency does not exist even within the arms control and nonproliferation 
communities [12]. Transparency is, as we see it, a process in which information about 
actions, preferences, intentions, and capabilities is made available—or more properly, 
allowed to flow—to citizens and the international community in an isotropic and 
unconstrained manner.9 Where governments choose to engage in transparency, this 
should be regarded as fundamentally a unilateral act performed for an international 
audience, neighboring countries, or domestic citizens.  
 
Ideally, transparency surpasses required activities, such as reporting obligations 
mandated by treaty.  In fact, voluntary release is the true meaning of transparency; 
taking extra steps of openness beyond expectations or promises is the true test [13].  
The extra steps are likely to promote higher levels of trust.  Transparency is “permitted 
knowledge” [12] and may be viewed as the opposite of secrecy.  Secrecy means 
deliberately hiding intentions, capabilities, and actions; transparency means 
deliberately revealing them [14].  Transparency and secrecy are not either/or 
conditions.  As ideals, they represent two ends of a continuum. Based on voluntary 
measures, transparency permits outsiders to accumulate data from a wide range of 


                                                 
9 This definition is based on [15].  
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sources, over an extensive period of time to build confidence that behavior of a country 
or a collection of countries is consistent with agreements and norms [13].  
 
3. DISCUSSION 
 
Increased global nuclear security will require arms control regimes that move beyond 
mere delivery-vehicle treaties, strengthened physical protection for nuclear material, a 
fissile material cut-off treaty, and accelerated disposing of excess fissile material.  
These measures, in turn, will demand more effective domestic MPC&A, improved 
treaty monitoring and auditing, and increased nuclear transparency.   
 
While the transparency process can involve elements of cooperation and mutual 
negotiability, transparency is purely decided and performed by a sovereign state in its 
own territory.  As such, it may turn out to be a strong supporting tool for international 
nuclear arms control, if cultivated and applied in a correct manner. A nation does not 
need the assistance, cooperation, or permission of another state to engage in 
transparency, nor to decide the timing or degree of openness that will be allowed.  
Unfortunately the term “Transparency” has, in our minds, come to mean a grab bag 
that encompasses all kinds of unrelated nuclear monitoring and disarmament activities 
that had to be implemented in the first place because there was such little true 
transparency. All to frequently for instance, we see scholars and arms control experts 
calling for the use of hardware and inspectors to “verify a transparency regime” [15, 
16, 17, 18].   
 
Now of course, it may be desirable to validate the data that comes out of a transparent 
environment. This corroboration can be done with a set of broadly applied, external 
means, rather than by on-site inspectors or conventional inspection technologies and 
techniques. The more established transparency becomes, the more it is self-
corroborating because there are an increasing number of parallel and redundant 
channels of information that intrinsically crosscheck each other.10 Fully established 
transparency, of course, is an ideal and may never be achieved in any society.   
 
The lack of a rigorous, clear-headed understanding of the specific goals and character 
of specific nuclear security activities exist for other nuclear husbandry functions than 
transparency. Today there are for instance at least two distinct and dissimilar uses of 
the word “safeguards” —domestic (U.S.-type) safeguards, and international (IAEA-
type) safeguards. The United States uses “safeguards” in a rather imprecise way, often 
in combination with “security”, to cover a wide range of domestic nuclear non-
proliferation activities, from physical protection and containment to accounting of 
nuclear material (“MPC&A”).  The International Atomic Energy Agency (IAEA) uses 
the terms in an equally ambiguous and open-ended manner, making it hard to assess 
safeguards effectiveness [5]. The IAEA sometimes adds “international” out front, and 
generally understands “safeguards” as “nuclear material verification activities at 
nuclear facilities” [6].  
 
While domestic “safeguards” are designed primarily to detect theft of material by 
rogue individuals or small groups working at cross-purposes to the state that owns the 
facility, international “safeguards” are designed to detect diversion by the state itself. If 
asked, most arms control theorists, nuclear security experts, safeguards program 


                                                 
10 Descriptively, such activities have been denoted “information triangulation” by Ronald Mitchell, 
“Sources of Transparency”, p.189. 
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managers, and US national laboratory personnel will readily agree that domestic 
“safeguards” are not the same thing as IAEA “safeguards”.  In our experience, 
however, many nevertheless seem to operate under the implicit (or subconscious) 
assumption that U.S. domestic MPC&A hardware, methods, and personnel are more or 
less directly applicable to IAEA applications without critical analysis or significant 
modification. People with this view tend to believe that domestic safeguards hardware 
and approaches should be applied in the international context because this is quick, 
easy, and will save money. This entirely overlooks the fact that the mentioned goals, 
adversaries, personnel, costs, environment, consequences of a failure, and other factors 
differ so enormously. 
 
The subject being monitored by the IAEA is the state that signed the treaty—and the 
owner and operator of the nuclear facilities being inspected.  This is a very different 
kind of adversary from that addressed by domestic safeguards.  The resources available 
to a state to try to defeat international nuclear safeguards may exceed those available to 
individuals or small groups by six to nine orders of magnitude.11 Moreover, the 
operational context for the two types of safeguards varies significantly. For 
international safeguards, the items being monitored are owned and controlled by the 
potential adversary (the state itself). For domestic safeguards, the protagonist owns the 
monitored items.  
 
For international IAEA safeguards, not only will the potential adversary always be 
present, but the inspected state may itself install some of the means used for the treaty 
monitoring �e.g. tags and seals�, and the state – the inspected subject – can inspect all 
safeguard equipment. The operational success of the different safeguard activities may 
be further influenced by (local) external factors such as �unknown� variations in the 
physical environment, including weather conditions and the need for site-specific 
training and knowledge. Clearly, the respective abilities of international and domestic 
safeguards to meet such challenges will inevitably vary.  
 
The potential consequences of violating the different sets of safeguards differ both in 
nature and severity. Adversaries trying to defeat the MPC&A system at a facility may 
face severe criminal penalties, or even injury or death with direct confrontation. The 
corresponding consequences for a state violating its international safeguards 
obligations are more obscure and less pronounced. The international community is 
likely to react to treaty violations, but a priori, formalized sanctions have yet to be 
invoked for treaty non-compliance. The time frame for response further differentiates 
the deterring effects of the two types of safeguards. While the response time for 
domestic safeguards violations could be minutes international safeguards inspection 
intervals tend to be in the range of months to years. 
 
Through its treaty monitoring activities, the IAEA is doing international compliance 
corroboration, not MPC&A or U.S.-type domestic nuclear auditing.  Thus, we should 
not assume that U.S. domestic MPC&A hardware, procedures, or personnel are 
automatically suitable for IAEA-like inspections.  Yet this is exactly what is often 
assumed [19,20].  The “knee-jerk” tendency  to insist that (unmodified) seals, radiation 
monitors, intrusion detectors, portal monitors, personnel, and security procedures used 
by the U.S. for its own domestic nuclear MPC&A purposes make the most sense for 


                                                 
11 A nation has millions of people versus the one or relatively few rogue individuals who are the primary 
focus of domestic MPC&A.  See [7]. 
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IAEA “safeguards” or trilateral verification and treaty monitoring should thus be 
avoided.  
 
Given the differences, we should also be suspicious of the idea that domestic auditors 
or domestic MPC&A experts are automatically the correct personnel to assist with 
international compliance monitoring. This lesson should in deed be taken into account 
with regards to a future Fissile Material Cut-Off Treaty, where the IAEA is likely to 
play a prominent monitoring role. It will no doubt be tempting to use familiar domestic 
MPC&A husbandry technologies and approaches for dealing with FMCT compliance 
corroboration, even though the nuclear husbandry functions are extremely different. 
These temptations need to be avoided. Any FMCT monitoring equipment and 
approach fielded should be optimized to meet a specific and new set of adversarial 
capabilities. Moreover, new potential obstacles against its successful implementation 
should be taken into consideration.   
 
Treaty monitoring is definitely more related to international auditing, than to any of the 
domestic functions (P, C, A, or domestic auditing).  This is to be expected, as the latter 
(international auditing) is basically a more comprehensive and aggressive form of the 
former (treaty monitoring). Moreover, the inspected subject (the state) is the same. The 
inherent, intrinsic differences between the two nuclear husbandry functions, however, 
make international auditing much more than a trivial extension of treaty monitoring. 
Due to the different adversaries and potential obstacles international nuclear audits is 
something completely different than domestic nuclear audits. The strengthened 
safeguards system (future nuclear audits) should therefore be based more on the 
traditional safeguards system, i.e., treaty monitoring, than on domestic auditing or 
domestic MPC&A activities. Shared attributes of treaty monitoring and (future) 
international nuclear auditing should be examined in detail so that the international 
community can utilize what is already known about treaty monitoring for developing 
effective international nuclear auditing.12   
 
4. CONCLUSION  
 
We have raised concerns in this paper that the existing arms control concepts are fuzzy 
and in practice, become lumped together in an unfortunate and simplistic way.  This 
may negatively impact how we as arms controllers think about and try to solve 
different practical nuclear security problems. Seven fundamental nuclear husbandry 
functions for the responsible management of nuclear weapons and nuclear material 
have been identified. We have attempted to argue that these basic husbandry activities 
are indeed quite different, with there being a particular disparity between domestic and 
international nuclear husbandry functions. 
 
Despite the differences, however, traditional MPC&A-approaches have e.g. been 
uncritically used for international safeguards, sometimes with a few modest changes. 
Given the extreme discrepancies between the goals, operational context and potential 
adversaries of the two, such easy solutions may be detrimental to long-term nuclear 
security. Domestic MPC&A personnel and hardware are not automatically appropriate 
for international treaty monitoring or for international auditing. International 
inspectors, such as used by the IAEA, need tools and training specific (and optimised) 


                                                 
12 Examples of synergies may include environmental sampling techniques used for the CTBT and the 
non-intrusive monitoring for weapons-usable material in the Trilateral initiative.  
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for their treaty monitoring mission, not just duplicated from (U.S.) domestic MPC&A 
approaches. 
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T.EWING 
Argonne National Laboratory, Chicago, USA 
 
Significant problem during the treatment with nuclear materials is the usage of reliable, rapid, 
integrant automated systems of nuclear material control and account. Thus the dose loading of 
attending technical personnel is essentially reduced. One of the directions of the solution of 
the indicated problems is the usage of bar-code technology. Such integrated system should 
include protection of materials, measuring of materials, and record of materials and drawing 
up of an inventory list. Especially it is important for the enterprises, on which the enriched 
uranium and other nuclear materials, which are under IAEA warranties, are utilized. 
According to US assistance program in the field of MC&A, NSC KIPT has been received 
indispensable equipment and software, including equipment of nondestructive analysis and 
automated inventory material accounting system (AIMAS), which was intended for 
modernizing of nuclear material account system in NSC KIPT. The purpose of operations was 
estimation of generalized procedures on both МС&A and nondestructive analysis, and 
updating them so that they might obey the specific conditions of the Enterprise and demands 
of the Ukraine Regulatory Administration. In NSC KIPT, which is the largest nuclear and 
physics research center in Ukraine, the measures on enactment of bar-code technology for 
nuclear materials control and account with the usage of equipment and software of US leading 
firms (Intermec, Prodigy Max, Tharo Systems, Inc) have been conducting since 1999. 
During the introduction of this technology, it has been installed the software on nuclear 
material control and account (AIMAS data base), which was intended for this activities, on 
NSC KIPT computers. The structure of the NSC KIPT's facility has been determined 
according to demands of the State and IAEA demands. The key measuring points of inventory 
quantity has been determined in nuclear material balance zone and the concrete computers, on 
which is kept nuclear material control and account in each key measuring point, has been 
assigned. The items of information on the structure of the Facility, and data, which was 
verified and prepared for input, on nuclear material for each key measuring point of inventory 
quantity of the material have been set into nuclear material control and account system. 
Not only data fields for the NSC KIPT's facility have been set into nuclear material control 
and account system, but also those fields, which allow utilizing of system advantages 
effectively during IAEA inspections conducting: bookkeeping of seals account and 
determination of the correspondence between old and new places of nuclear material storage 
in each key measuring point. 
Bar-code technology usage has been ensured rapid, reliable multilateral control and account 
of nuclear material in NSC KIPT. Furthermore, the dose loading for attending technical 
personnel has been reduced more than in 2 times. 
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Abstract 
 
Large projects involving intensive handling of nuclear material have a substantial impact on 
the way this material is safeguarded. These projects are a challenge for the Agency with 
respect to finding and allocating the needed resources. Furthermore, new technical means have 
to be developed or adapted for the implementation of safeguards in these facilities which can 
enhance the Agency's capabilities in this field. This paper will describe in detail how the 
Agency managed the implementation of safeguards, in particular the verification of spent fuel 
canning, during a continuous campaign in which the operator of the BN350 fast breeder 
reactor in Aktau, Kazakhstan prepared all the spent fuel assemblies at the reactor for long term 
storage. Emphasis will be given to organizational issues, the provision of resources, both 
financial and human, and to the specific new techniques that were developed for this project. 
 
 
1. INTRODUCTION 
 
The BN-350 Spent Fuel Canning and Transfer Project, called “ALMAZ”, resulted from a 
trilateral agreement between the Governments of Kazakhstan and USA and the IAEA, signed 
on 18 November 1997 (the starting date of the Project). The objective of the Project was to 
ensure safe and secure storage of all irradiated BN-350 reactor fuel by packaging individual 
fuel items together into canisters, and to transfer the canisters to a long-term dry storage 
facility. Under the agreement, Kazakhstan was granted the financial and technical support for 
the task by the USA; the IAEA received from the USA special equipment for safeguards and 
extra-budgetary funds used, in addition to the regular budget, for financing Project-related 
verification activities. 
 
BN-350, a sodium cooled fast neutron reactor in Aktau, Kazakhstan, operated from 1973 until 
1998, sharing its power between electricity generation (350 MW) and steam production for 
water desalination. The reactor loading consisted of two parts:  
�� the inner part with “driver” assemblies containing enriched uranium in the central part and 


depleted uranium in the top and bottom parts; and 
�� the outer part with blanket assemblies containing depleted uranium. 
 
Irradiated assemblies contain large quantities of plutonium. These assemblies presented 
security and safety concerns as there was no appropriate long-term storage facility at the BN-
350 site. The government of Kazakhstan decided to launch the “BN-350 Spent Fuel 
Disposition Project” with the ultimate goal of canning the irradiated assemblies and 
transporting the material to a secure dry storage facility. The USA has provided technical and 
financial aid for this project under the 1993 Cooperative Threat Reduction Umbrella 
Agreement. 
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The following two phases of the Project were subsequently identified: 


Phase I: Canning of fuel (packaging the fuel into 4 or 6-pack canisters, filled with inert 
gas, welded and placed in baskets for temporary storage at BN-350); and 


Phase II: Construction of the dry storage facility and transfer of the canisters in transport 
casks to the facility for long-term storage. 


 
Taking into account the high strategic value and large quantities of nuclear material involved 
and the duration of the Project, IAEA safeguards activities in connection with it represent one 
of the most effort-intensive and complex verification campaigns undertaken by the IAEA 
Safeguards Department.  
 
 
2. CO-ORDINATION AMONG PARTIES 
 
The Atomic Energy Committee of the Republic of Kazakhstan, formerly the Atomic Energy 
Agency of Kazakhstan, is the governmental body directly involved in the Project.  
 
From the USA side, the Department of Energy (DOE) is the coordinating agency for the 
Project. The Nuclear Assurance Corporation (NAC) was engaged in carrying out technical and 
project management work on fuel packaging. Four national laboratories: Argonne (ANL), Los 
Alamos (LANL), Pacific Northwest (PNNL) and Sandia (SNL) are technical contributors to 
the Project, developing and providing specialized measurement and monitoring equipment and 
techniques. 
 
Under the safeguards agreement with Kazakhstan (INFCIRC/504), the IAEA has the 
obligation to apply safeguards to all nuclear material in Kazakhstan. In the IAEA, the Division 
of Operations C, Department of Safeguards, is responsible for implementing safeguards 
verification measures at all stages of the Project. The Division of Technical Services of the 
Department of Safeguards provides technical assistance in matters regarding surveillance and 
NDA equipment and measurement methods. 
 
Given the number of involved organizations on the US and Kazakhstan sides, efficient co-
ordination of activities among the Project participants has been of crucial importance. Formal 
trilateral coordination meetings were regularly held (altogether five until the end of June 
2001). In addition, four trilateral technical review meetings and several bilateral IAEA – USA 
consultations on specific technical issues have taken place. The co-ordination was also 
assured through direct contacts at the working level.  
 
 
3. IAEA VERIFICATION ACTIVITIES DURING PHASE I 
 
Phase I of the Project was initiated in November 1998 and continued until the canning of 
irradiated fuel was completed on 18 June 2001. The canning operations involved the fuel 
stored in the spent fuel pond: both “normal” (non-defective) assemblies and “abnormal” fuel 
items (defective, fragile, cut assemblies and groups of fuel rods), and also the unloading of the 
reactor core and canning of the unloaded fuel assemblies. 
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In order to assure effective and efficient verification in connection with the Project, the 
Agency took the following basic measures: 
�� Arrangements were made locally for the extended stay of inspectors (accommodation, 


transportation, availability of medical services, etc.); 
�� Working places for IAEA staff were organized within the facility, and specialized 


safeguards and general-purpose office equipment was delivered;  
�� Safeguards procedures covering the IAEA verification in connection with the fuel canning 


activities were developed and documented; 
�� Sufficient person-power to implement verification in shifts was assured, inter alia, by 


hiring persons with adequate experience using the US extra-budgetary fund; 
�� Underwater Spent Fuel Neutron Coincidence Counter (SFCC), developed and provided by 


the USA, was installed and calibrated in the spent fuel pond area; 
�� Unattended Multi-Instrument Monitoring System (MIMS) composed of radiation detectors 


and surveillance equipment, developed under the US Support Programme, was installed; 
�� Unattended Fuel Flow Monitor (UFFM), installed earlier with the assistance of Japan to 


monitor the core fuel flow, was incorporated into MIMS; 


�� Containment and surveillance measures applied to irradiated fuel were upgraded to a dual 
Containment/Surveillance (C/S) system. 


 
The regular verification activities in connection with Phase I of the Project included: 
�� verification of all irradiated fuel items with the underwater SFCC for partial defects prior 


to their canning; 
�� the application of continuous C/S measures to maintain the continuity of knowledge 


(CoK) in respect of the items verified; and 
�� after the BN-350 reactor core was unloaded, special inspection activities to verify the 


completeness of the core unloading. 
 
 
4. CANNING 
 
The fuel packaging campaign of Phase I of the Project was completed on 18 June 2001 when 
the last canister was welded and loaded into basket number 69; on the same date the basket 
was moved to the spent fuel pond and placed under the dual C/S system. The overall extent of 
the canning activities are summarized in table 1: 
 
Table 1. Summary of canning activities 
 


Normal fuel assemblies canned 2537 
thereof from the reactor core 681 


Abnormal fuel items1 canned 251 
Abnormal fuel stabilizing containers used 1962 
Canisters loaded with fuel 478 
Baskets loaded with canisters 69 


 
                                                      
1 Damaged fuel assemblies, parts of assemblies, groups of separate fuel rods, etc. 
2 More than one abnormal fuel item can be placed into one stabilizing container. 
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5. VERIFICATION OF FUEL BEFORE CANNING 
 
The IAEA Safeguards Criteria require a quantitative measurement of the irradiated assemblies 
before their canning (which renders them practically inaccessible for high accuracy 
measurements). The underwater SFCC, developed, tested and put into routine operation as a 
result of the cooperative effort of the IAEA, ANL and LANL, has been used to verify the fuel 
items by performing a “partial defect” measurement of plutonium (Pu) in the items.  
 
SFCC exploits the unique feature of the fast breeder reactor spent fuel - the neutron emission 
is caused by plutonium isotopes only, thus making it possible to use well established neutron 
coincidence counting techniques for quantitative plutonium measurements. SFCC is a collar 
type underwater counter containing 20 He3 tubes imbedded in polyethylene and shielded by a 
7 cm thickness lead ring to protect the tubes against spent fuel gamma radiation. Standard 
neutron coincidence electronics and INCC software collect the data. Because direct 
measurement of the plutonium isotopics of the spent fuel was not possible, the relative 
plutonium isotopic abundance determination is based on an ANL validated BN-350 burn up 
code. The neutron measurement results are used in a calculation algorithm which includes the 
physical modeling of the BN-350 reactor and irradiation history dependent distribution of 
elements and isotopes in both driver and blanket assemblies fuel pins. The system was 
calibrated in LANL using plutonium-uranium mixed oxide fuel with adaptation to the actual 
BN-350 fuel through Monte-Carlo calculations. It should be noted that the SFCC is the first 
NDA system used for the Agency safeguards purposes which is capable of direct quantitive 
plutonium measurements in spent fuel. This achievement was possible due to the unique 
characteristics of the spent fuel from the BN-350 reactor, the SFCC detector design, and the 
advanced analysis software. 
 
The combination of MCNP modeling of various BN-350 assembly types with specially 
developed iterative software allowing the harmonization of all multiplication correction 
algorithm parameters for estimation of the verified assembly plutonium content was validated 
through a comprehensive calibration exercise at BN-350 with all types of fuel assemblies. 
Interactive measurement controlling software (IPANIC) performs all required calculations and 
guides the user through all measurement, evaluation and decision making (accepted/rejected) 
processes.  
 
The rejection limit for the verification of the operator’s data on the Pu content was set in the 
IPANIC software of the SFCC at a 3σ level, using the conservative estimate of 16% for 
measurement uncertainty, as estimated for ‘normal’ fuel. 
 
From November 1998 till mid-June 2001, all 2537 assemblies and 251 ‘abnormal’ fuel items 
were measured by the SFCC prior to their canning. Statistical evaluation of data for fuel 
assemblies resulted in the relative measurement error (random plus systematic) estimated to be 
from 10.4 to 13.0% (depending on fuel assembly type). For ‘abnormal’ fuel items measured in 
January – June 2001 the average relative deviation between the operator-declared Pu content 
and the measured Pu quantities (excluding “outliers”) amounted to 16.4%. Reasons for any 
“outliers” were investigated, and the items were canned only after the operator’s data and the 
SFCC measurement results could be reconciled. 
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For items with non-standard fuel composition (e.g., MOX), the SFCC measurements required 
‘manual’ evaluation by NDA specialists before the results were used for comparison with 
operator’s data. For several essentially fresh (only slightly irradiated) fuel items the 
verification consisted of confirming the operator’s declared zero Pu content of the items. 
 
 
6. MAINTAINING THE CONTINUITY OF KNOWLEDGE 
 
A combination of human and unattended optical digital surveillance, MIMS and sealing 
systems (VACOSS, Cobra and E-type) was used throughout Phase I of the Project to maintain 
the CoK on the fuel items verified. The Multiple Instrument Measurement System (MIMS), 
which worked in both attended and unattended mode, enabled the Inspector to observe what 
was occurring at all stages and to verify nuclear material movements and their direction in the 
non-accessible hot cell areas though the use of neutron and gamma radiation monitoring 
graphs and triggered surveillance images. 
 
Initially, integrated surveillance and radiation monitoring also covered the reactor area. It was 
discontinued only after the completeness of the reactor core unloading was verified by the 
IAEA, and the reactor fuel transfer equipment rendered inoperable by the operator (inter alia, 
by removing the fresh fuel drum from its position in the fuel-handling route). 
 
The review of surveillance (DMOS system) and MIMS data was performed on a daily basis 
until the completion of fuel canning activities on 18 June 2001. 
 
 
7. REACTOR CORE UNLOADING 
 
Discharging the last assembly on 17 October 2000 completed the unloading of fuel from the 
reactor core. On 14 November 2000, the IAEA carried out special inspection activities to 
confirm the completeness of the unloading. 
 
The procedure used was developed by the IAEA specifically for BN-350 and included the 
verification of the core content by loading an imitator, under observation of an IAEA 
inspector, into various positions in the core and fuel handling mechanisms. The imitator was 
moved sequentially through the entire fuel-handling route within the difficult-to-access area of 
the reactor. The CoK on the imitator movements throughout the operation was achieved by 
means of direct observation by inspectors of the fuel-handling equipment inside the reactor 
containment. 
 
One blanket assembly remained in the fresh fuel load drum (it was stuck there some 20 years 
ago) until 14 March 2001 when it was finally removed after the removal of the drum from its 
position in the reactor area. This operation resulted in the reactor area being emptied of all fuel 
and the official start of facility decommissioning activities. 
 
 
8. EQUIPMENT 
 
Overall, the safeguards equipment installed at the facility (SFCC, MIMS, DMOS and various 
types of seals) performed reliably throughout Phase I.  In particular, the SFCC was heavily 
used for fuel measurements, and the daily use of MIMS data facilitated the efficient and 
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effective application of C/S measures. Any malfunctions and other difficulties could be 
remedied by the IAEA staff in cooperation with the equipment developers. 
 
Following agreement with the State Authority, satellite and communication equipment was 
installed at BN 350 in January 2001 for a remote monitoring (RM) test to assess the technical 
and economical feasibility of RM for safeguards at BN-350. After some initial problems 
caused by strong winds in the area, a protective housing was built for the roof-mounted 
antenna, and video and radiation data were received successfully at the Headquarters, Vienna. 
The RM test campaign is planned to continue until the end of 2001.  
 
 
9. WORK EFFORT DEPLOYED 
 
To perform the verification activities in connection with Phase I of the Project, the IAEA 
relied on both its regular budget and the extra-budgetary funds provided by the US 
Government. Verification activities during Phase 1 represent one of the most effort-intensive 
safeguards campaigns ever conducted by the IAEA. Since the beginning of Phase I until the 
end of the second quarter of 2001: 
 
�� Regular IAEA inspectors expended almost 1090 person-days of inspection (PDIs) on the 


activities under the Project, 
�� Non-inspection staff (hired persons and some staff of the Safeguards Department and 


UNSC Action Team) spent over 1460 field working days (FWDs), and 
�� The total effort deployed by specialists of the Division of Technical Services amounted to 


60 FWDs. 
 
 
10. CONTINUATION OF THE PROJECT 
 
With all fuel-packaging activities completed in the second quarter of 2001, Phase I of the 
Project has been accomplished. In preparation for Phase II, a calibration campaign remains to 
be conducted for a new Spent Fuel Attribute Monitor (SPAM), which will be used for finger-
print measurements of canisters containing fuel assemblies. The calibration of SPAM will 
involve testing the measurement procedures and performing measurements of a number of 
selected canisters in order to prepare the technique for routine implementation during Phase II 
of the Project. No specific timing for those activities has yet been fixed, but it is hoped to 
complete this work before the end of 2001. 
 
The initiation of Phase II activities (transportation and long-term storage of the canned BN-
350 fuel) depends largely on Kazakhstan’s final decision on the long-term storage location, 
and the US financial assistance for the project. So far, no definite date for the beginning of 
Phase II has been agreed. For the IAEA, activities under Phase II of the Project are expected to 
require a considerable amount of human and budget resources.  
 
 
11. SUMMARY 
 
Throughout Phase I of the ALMAZ Project excellent co-operation between the parties has 
been maintained at all levels, which has allowed: 
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1. the development of unique equipment systems, such as the underwater SFCC for a 
quantitative measurement of plutonium in irradiated fuel, and MIMS which integrates 
data from radiation detectors and surveillance cameras; and 


 
2. the completion of a complicated task of successfully verifying, canning and maintaining 


the CoK on large quantities of weapons-grade nuclear material without any major 
problems and in a relatively short time span. 
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Abstract 
 
While integrated safeguards is how to strengthen safeguards with a maximum efficiency, the 
current safeguarding of COGEMA plutonium-handling facilities (La Hague reprocessing 
plant; Cadarache and MELOX MOX fuel fabrication plants) has already been designed in this 
very same objective. The first main feed-back is the utmost importance of inspectors which 
shall be  knowledgeable of the plants and well informed on the specificity of those type of 
plants; this is clearly related to their continuous or nearly continuous presence on the site, 
allowing an intimate understanding of the facility, and a quick response to would-be 
anomalies. The second main feedback is the value of the enhanced transparency of the 
operator, which agrees to supply a lot of daily information on material management and to 
make accessible to the inspectors some on-line data. Those data shall be treated automatically 
to help the inspector; but the inspector must then make a judgement and a detailed analysis. 
Combining these two facts with the "unannounced factor" in performing controls shall allow 
to reduce some costly measures such as sample taking or sample analyses. 
 
 
1. Introduction 
 
COGEMA is operating since more than 20 years large scale industrial plutonium handling 
facilities :  
 
- La Hague reprocessing plant, with a capacity of 1,600 tHM of spent fuel per year 
corresponding to around 16 t of plutonium separated per year 
- Cadarache MOX fuel fabrication plant, with a capacity of 40 tHM of MOX fuel per year 
recycling 2t to 3t of plutonium per year 
- MELOX MOX fuel fabrication plant, with a current capacity of 100 tHM of MOX fuel per 
year recycling 10t to 12t of plutonium per year ; this plant has a potential for higher capacity 
 
Those plants operate under commercial contracts with European and Asian utilities and fuel 
vendors. They are all under international safeguards : the total inspection effort is impressive, 
being close 2,500 Person Day of Inspection per year, mainly from EURATOM but also from 
IAEA under the French voluntary offer (trilateral France / EURATOM / IAEA safeguards 
agreement). 
 
The experience of safeguarding of our facilities provides valuable feed-back on increasing 
effectiveness and efficiency, two important components of the integration of safeguards. 
While the plutonium-handling facilities are low on the IAEA list of facilities to consider for 
integrated safeguards, we strongly believe that for those facilities also there is scope for 
further savings.  
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2. Background : facilities are within a context 
 
2.1. An integrated fuel cycle 
A Pu-handling facility is not isolated. It is part of the fuel cycle of those countries and utilities 
which have chosen to recycle their spent fuel. Therefore, the need of such a facility can be 
checked against national policy and international contracts. As an illustration, French national 
policy is to recycle spent fuel and COGEMA has contract to perform this service with utilities 
from several countries. Furthermore, input and output of those plants can be easily traced and 
the additional protocol will give even more access for the IAEA to know about the nuclear 
material transfers, including international transfer : from the reactor to the reprocessing plant, 
between reprocessing and recycling plants and then from the MOX fabrication plant to the 
reactor. When the IAEA will have to make an overall assessment of a State having such 
facilities, those elements should certainly be taken into account. 
 
2.2. A commercial operation with international clients 
Those plants operate under commercial contracts. The customers are utilities or their fuel 
vendor : those are public companies, most of the time listed on a stock-exchange. It clearly 
enhances the transparency of operations conducted on their behalf, and the shareholders want 
to make sure the contracts are worth their money. 
 
Under commercial contracts, the customers entrust its nuclear material to the company 
(COGEMA in our case) performing the service : each customer is and remains the owner of 
its material. Our customers certainly do not want any piece of their material being lost and 
they make sure the provider of the service will recover and recycle all their material and will 
minimise the process loss. Such constraint is an important design criteria of the plant and its 
equipment, and encourages the development of sophisticated material management system.  
 
Furthermore, all the plutonium of the customer separated at the reprocessing plant has to be 
manufactured into MOX fuel, and the operator must take into account available quantities in 
defining its fabrication program. 
 
2.3. Quality Assurance : our customers require the highest standard 
On those plants, quality is a necessity. It is true for the reprocessing part, it is all the most true 
for the MOX fabrication plant. The final product, the fuel, will be loaded in the reactor core 
and will play a role in the efficiency of electricity production and in the safety of reactor' 
operation. In addition to the operator's internal quality control, the customer will perform 
himself or through specialised companies its own assessment; among other things, measuring 
equipment as well as NDA and DA process and results are audited and checked. There is in a 
MOX fuel fabrication plant a continuous on-site presence of  the customer or someone acting 
on his behalf. While the aim of those controls has nothing to do with non-proliferation it is 
still a layer of high-standard control on the material flow in both quantity and quality : the 
operator is under high scrutiny when handling the customer's material. 
 
Those facts have certainly to be taken into account when assessing a facility. It can participate 
also, when relevant,  in the assessment of a State as a whole. 
 
3. Operator  data : the value of transparency is highest when processing is efficient  
 
3.1 Transparency increases effectiveness 
Industrial-scale plants are large, and they handle large quantity of material. Material 
accounting is and remain a key element in safeguarding the plant. Material Balance Area are 
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defined, and the inspectorate regularly verify the accounting data. In addition, the inspectorate 
has installed in the plant its own measuring equipment and C/S equipment and perform 
regularly analysis of samples taken [1].  
 
For operation and process control, the operator has designed a sophisticated system to trace 
the nuclear material. This system is also participating in ensuring safety of the plant and 
reporting to customers on their material. The system is a combination of measuring equipment 
(radiation detectors, weighing scales, bar-code readers, etc…) and a powerful computerised 
data processing software, which gives a near real time view of the quantity and location of the 
nuclear material in the plant. It is a highly sophisticated flow monitoring system, which 
provides a reliable basis to prepare the regular MBA accounting report [2]. 
 
While the purpose of this system is not safeguards, it still does contain a lot of information 
which can prove useful to safeguarding the plant. The operator, to increase transparency 
towards inspectors, is providing additional information coming out from this system to the 
inspectors. It is a mix of daily operational data at a sub-level of the MBA (the MBA has been 
divided in "sectors" or "units", corresponding to an homogeneous step of the process) , and 
real-time branching of the inspectorate on some key instrumentation of the operator [3]. 
 
As a matter of fact, providing daily and near real time operational data is real transparency 
which is translating into a concrete strengthening of  safeguard : more data, at more points 
within the plant, and provided at a high frequency  leave few opportunities for the operator to 
"cheat". And it offers the inspectors effective means to perform complementary analysis or 
detailed analysis, thus enhancing its actual capability to detect possible anomalies. When the 
inspector is on-site, and we advocate inspectors to be on-site as much as possible, it offers in 
some respects the possibility of near real time verification on some parameters and quick 
dialogue with the operator. 
 
As an other illustration of increased effectiveness, the additional information provided by the 
operator includes a view of the inventory at each store. This is particularly interesting for 
MOX fuel fabrication plant, where there are a significant number of buffer stores. This "map" 
combined with other pieces of information will enable the inspector to customise when 
necessary the sampling program. 
 
 
3.2. Computerised  information processing increases efficiency in assisting the inspector 
The information provided has a value only if it can be checked and analysed; and the value is 
higher if such an analysis can be performed in a timely manner, which means at the same 
speed than the information provided. Men alone could not process this huge quantity of 
information. 
 
Hence, efficiency requires the help of machine. Computer programs specifically designed by 
the inspectorate will make a preliminary detailed analysis. Those programs can be generic in 
their philosophy but shall be specific for each plant : they must reflect the plant design and 
process, and the type of information available. Such goal can be achieved either by 
developing tailor-made plant-specific programs or a generic program with a comprehensive 
set of parameters to create a plant-specific interface.  
 
The first action will be to check the self-consistency of the data. This is a very effective way 
to detect errors or possible anomalies. Given the volume and the frequency of data, 
performing such task manually would requires a large manpower. Using a computer system 
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will translate into huge gains of productivity for this fastidious task. The initial investment to 
design the program is worth it. And then the computer can provide also some regular analysis 
of the data, daily or otherwise, including relevant indicators, trend and warnings. This is also 
a big boost on efficiency.  
 
Now, the computer will not determine if something is going wrong : only the inspector, from 
those data and from other elements (experience and knowledge, other pieces of information, 
question/answer with the operators, etc ….) can determine if there is an anomaly and how to 
tackle it. Processing of information is efficiency by assisting the inspector, not by replacing 
the inspector. The judgement of a man remains essential. 
 
The principles described above could be possibly relevant not only for large Pu-handling 
plants around the world but may be also for some other type of facilities handling large 
quantity of sensitive material. 
 
Another application of this experience can be in making value from additional "transparency" 
data that some States are willing to provide in the frame of integrated safeguards, such as a 
regular transmission (daily, or weekly or otherwise) of data related to transfers of material 
between each plant of their fuel cycle. 
 
4. The inspector is the key element  
 
4.1. A key element of effectiveness : the inspector 
Even with the best available technology and data crunching system, man remain the key 
element. In our large Plutonium-handling plants, there is a permanent or quasi-permanent 
presence of inspectors. Thanks to this continuous presence, they have gained an in-depth 
knowledge of the plant and of its operation.  
 
This knowledge was acquired in so far as possible at the earliest stage of the project. From the 
very beginning the inspectorate has been associated, could plan and fine-tuned the 
safeguarding approach from the design stage (it is particularly efficient to define the C/S 
measures and integrate it within the original design of the plant). Later the inspector would 
participate in the relevant testing phase of individual equipment and of the plant. And of 
course the inspector will perform on-site Design Information Verification. Such early 
involvement is mutually beneficial to the inspector and the operator. 
 
From the beginning of operation, the inspector is monitoring the plant. He knows the 
operating pattern, the related quantity, the typical flow indicators. He can make regular visit 
to the plant, whether for DIV or for sample taking or inventory verification. He can relate the 
data provided with actual equipment, actual operations. 
 
The continuous presence makes also possible to develop a dialogue between the inspectors 
and the operators. Dialogue is part of the transparency state of mind and it is mutually 
beneficial to the inspector and the operator. Such dialogue plays a major role in educating the 
inspector to the plant, educating the operator to the needs of the inspector, anticipating 
possible problems and solving efficiently question or difficulties which may arise.  
 
When a problem is arising, when a potential anomaly is detected, the inspector can be there 
immediately or within a very short period of time, and he can react quickly. The credible 
knowledge of the plant and the presence on site makes it easy to get answer from the operator. 
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From the operator point of view, it is certainly a strengthening of safeguards to have well-
trained knowledgeable inspectors on-site. This is higher scrutiny, higher degree of relevance 
of their remarks and analysis, and the deterrent effect that you have no time to make up things 
or conceal anything when you have a problem. 
 
The human factor is a key element to the strengthening of safeguards. A very regular presence 
provides in depth understanding, the possibility of accurately analyse data, the wealth of 
knowledge and experience to act or react quickly and purposely. An on-site experienced 
inspector cannot be overlooked. 
 
4.2. The key element of efficiency : the inspector 
To have an inspector on site nearly everyday is a strengthening of safeguards, having a 
knowledgeable well-trained inspectors is also a matter of efficiency. 
 
A knowledgeable inspector knows the plant, the operating pattern, etc… He can quickly make 
the difference between an apparent anomaly due to specific technicalities of operation with no 
safeguard significance and an apparent anomaly which requests additional detailed work. He 
will not waste his time on false alerts, and he can concentrate on more focused analysis. 
 
Being on-site he can easily ask questions and get answers, and he can do it on a timely 
manner. No time is wasted in establishing a communication line, no time is wasted in 
investigating some old event. 
 
The daily analysis of data will provide him with further in-depth knowledge of the plant, will 
participate in forming his "feeling". Being on-site, he can get assistance from the operators in 
understanding the data and their underlying industrial, concrete, reality : it is efficiency. And 
back at his desk he will more accurately examine the flow of data and the preliminary analysis 
of the computers. He can focus on trend analysis or abnormal events : it is increased 
efficiency in non-diversion monitoring. He will develop "advanced indicators" from previous 
patterns, allowing him in some cases to warn the operator before an actual anomaly occur : 
prevention is more efficient than cure. 
 
Productivity and efficiency derives from experience and knowledge. Once the learning curve 
has been climbed, we can expect more efficiency, and hence significantly less Person Day 
Inspection, the presence of inspectors being not necessarily reduced, but the number of 
inspector at a given time being reduced. Now, having reached the plateau of the learning 
curve, it still remains important that inspectors visit very regularly the site to keep abreast of 
any new development in the plant and maintain their high level of expertise. 
 
 
5. The "unannounced factor" : a reality 
 
In the approach taken in those large plutonium handling facilities, the unannounced factor is a 
fact of everyday life : 
- the inspector being present on-site quasi permanently, it is more than easy for him to request 
an access with a short lead time 
- the inspector monitoring some data online and processing daily operation data, the operator 
may receive question nearly anytime 
- on automated plants, inventory verification is close to continuous (weekly basis), on a 
random basis with short notice information with respect both to location and items to be 
verified; and sampling and analysis as well 
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In this type of plants, the unannounced factor is enhanced by the quasi permanent presence of 
inspectors. Such combination is certainly part of an increased safeguards effectiveness : the 
unannounced factor allows at the same time for some level of deterrence and for the inspector 
to focus - when he feels the need - on some specific points.  
 
While it is difficult to "quantitatively" assess its impact, it is clearly for the operator a strong 
incentive to strictly enforce the quality of its nuclear material management. In some ways it 
will also lead to a higher degree of efficiency, assuming that information given by the 
operator will be even more reliable, thus avoiding wasting time in checking minor mistakes. 
 
 
6. Combining factors, soft cost effective measures can partly replace hard expensive ones 
 
The trends described above : additional data provided by the operator on a daily basis - the 
"well-informed factor", quasi-continuous presence on-site of the inspectors and random 
verification - the "unannouced factor", and last but not least knowledgeable and well-trained 
inspectors - the "human factor", are combining to enlarge the perception that the safeguards 
inspectorate have of a plant. 
 
The mechanistic use of set quantitative criteria and statistical formula may lead in such large 
plants to a heavy burden on both the operator and the inspectors for inventory verification 
(number and size of sample to be verified) and sampling analysis. And in some cases such 
procedures could adversely affect the industrial production of those plants. The factors 
mentioned above do participate as effective "additional" measures to safeguarding those 
plants, therefore allowing a reduction of the extent to which classical measures are applied 
[4]. It would certainly be reasonable to reduce the size of samples to be verified and the 
number of analysis performed in light of other non-statistical evidence being available to the 
inspectors. 
 
Such a reduction would not lower the safeguard level of a facility, it would maintain it by just 
taking into account the new "soft" elements along with the "hard" elements of the safeguard 
approach. Reducing the size of the verification sample would certainly reduce the number of  
Person Day of Inspection, while reducing the number of NDA and DA analysis will also have 
the same effect, plus a reduction in the direct cost of such analysis (not mentioning the 
indirect cost such as dose uptake by the inspectors and waste stream from DA analysis). 
 
Such a general approach could certainly be considered also for other type of facilities or 
cluster of facilities. 
 
 
7. Other ways of saving 
 
What has been described above allow to maintain a high level of safeguards with increased 
effectiveness and increased efficiency. In a State were integrated safeguards could be applied, 
we believe that there is scope for additional cost-saving at all type of facilities. 
 
One of the way to go forward, apart from a relaxation of criteria such as timeliness goal, is to 
make a greater use of unpredictability : is it necessary to analyse all nuclear material sample 
taken, provided that the operator does not know whether this particular sample will be 
analysed or not ? is it necessary to perform all the inventory verification weekly, provided that 
the operator does not know whether it will be performed or not ? is it necessary to have a 
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detailed monitoring of all the readings coming out of each measuring equipment available to 
the inspector, provided that the operator does not know whether this particular scale or 
gamma-monitor is not being subject to detailed attention at a given time ? 
 
Another situation where constraints and cost are high while the additional benefit may be only 
incremental in a State where integrated safeguards are applied, and where above mentioned 
approach is taken in consideration, is the Confinement / Surveillance system. For instance it 
could be considered to rely on a single C/S system with back-up instead of a dual system ; or 
in case of a failure of C/S equipment which would not come from the operator, guidance 
could be developed to determine when it is really worth performing a full inventory taking to 
"restore" the continuity of knowledge. 
 
Conclusion 
 
Large scale plutonium handling facilities are already under an effective safeguards regime. 
The nature of those facilities made necessary to implement an efficient way of controlling in 
order to be able to give "safeguards assurance" on those facilities while not using too much 
resources or using an approach which could disrupt the production. Feed-back from 
experience shows that additional relevant data provided by the operator do participate in both 
strengthening and efficiency ; it is worth the initial investment of developing a computer 
system to deliver to the inspector pre-analysed data. Feed-back from experience shows 
however that the investment which offers the greatest rewards is investment in man : the very 
regular presence of the inspector on-site, the "training" and knowledge of the plant that he 
gains are the most valuable assets of safeguard. Increase use of technology is certainly 
necessary, but above all maintaining the expertise of the inspector to make well-informed use 
of the output of technology is the key, at least for those kind of complex plants. 
 
The additional protocol is opening the way to some qualitative work to be performed by the 
inspector. Experience shows that the same trend can be effective at the facility-level, and 
should allow a decrease of more expensive "hard measures". Furthermore, the number of 
inspectors in a facility at a given time can be reduced when there are less "hard measures" 
(inventory verification, sample taking and analysis) to perform and when their high degree of 
competence makes them even more efficient.  
 
Integrating technology and human expertise is an efficient way to effective safeguards, as we 
experience in our large scale plutonium handling facilities. We believe such an integration has 
a high potential also in the planing of integrated safeguards.  
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ABSTRACT 
The integration of INFCIRC/153 and 540 safeguards has two aspects. There are 
strengthening elements which can already be implemented under the existing 
legislation, whereas other elements can only be implemented after the entering into 
force of the Additional Protocol. However, the main thrust of the integration of ‘old’ 
and ‘new’ safeguards will be a tremendous increase of information treatment within 
the IAEA. The paper will describe technological aspects of the new Integrated 
Safeguards and will give some perspectives in which directions technological 
development and future research should be going. 
 
1. Introduction 
 
The International Atomic Energy Agency (IAEA) has the mandate to verify treaty 
compliance by applying a safeguards system which relies on on-site inspections and 
includes unattended monitoring techniques in the non-nuclear weapons states 
parties to the Treaty on the Non-Proliferation of Nuclear Weapons (NPT). Under the 
hitherto applied INFCIRC/153-type agreements treaty violation is to be detected by 
the IAEA on the basis of its verification of states’ – complete (!) – declarations on 
their nuclear activities and materials.  
The first treaty violation, which had not been discovered within the existing 
safeguards system, gave rise to the consensus among the majority of states to 
extend the IAEA's capabilities towards detecting undeclared nuclear activities as well 
as gaining assurance on the completeness and correctness of states' declarations. 
The objectives have been laid down in the Model Protocol Additional to Existing 
Safeguards Agreements (INFCIRC/540). The implementation of this protocol will be 
achieved by integrating the new methods with a reduced set of the conventional 
methods of INFCIRC/153 �1, 2�.  
The integration of INFCIRC/153 and 540 safeguards has two aspects. There are 
strengthening elements which can already be implemented under the existing 
legislation, whereas other elements can only be implemented after the entering into 
force of the Additional Protocol. However, the main thrust of the integration of ‘old’ 
and ‘new’ safeguards will be a tremendous increase of information treatment within 
the IAEA. 
The amount of data generated by conventional safeguards techniques such as 
optical surveillance and radiation monitoring increases, while at the same time the 
IAEA is additionally obliged to evaluate environmental samples, open sources 
information, and expanded declarations and to put all the information gathered into 
one context. Open sources, among others, relate to commercial satellite imagery and 
public media such as newspapers and TV. Given the persisting zero-growth IAEA 
budget the IAEA has to enhance its technical capabilities, in order to be able to cope 
with the challenges. 
The implementation of state-of-the-art technologies for monitoring and information 
processing within the IAEA requires the close co-operation with the Member States 
Support Programmes towards technological development and provision of expertise, 
e.g.,  by the delegation of costfree experts. Moreover, the application of modern low-
power consuming electronic equipment has shown that radiation sensitivity has 







become an important issue. This does not only require appropriate technical designs 
but also the expansion of testing capabilities. Technical solutions to reduce the on-
site inspection effort aim at remote monitoring techniques, i.e. to apply unattended 
monitoring systems with remote data transmission from the facilities to the IAEA 
headquarters. Here, data security aspects play an important role, as it is required to 
authenticate and encrypt the safeguards data.  
The paper will describe technological aspects of the new Integrated Safeguards and 
will give some perspectives in which directions technological development and future 
research should be going. 
 
2. Dynamics in Safeguards 
 
International Safeguards are characterised by a strong dynamical element. The 
international safeguards system started with the design and implementation of the 
INFCIRC/66-based safeguards system. As 'Pre-NPT Safeguards' this agreement is 
exclusively related to those nuclear items which are designated for safeguards. 
Therefore, in principle, it is possible that under this system national nuclear activities 
lie outside IAEA Safeguards. The system itself has a broad scope, so that not only 
nuclear material and activities but also, e.g., heavy water can be safeguarded. The 
next step in the evolution of the safeguards system was the negotiation and 
implementation of INFCIRC/153 as the safeguards system of the NPT. On the one 
hand, NPT Safeguards in NNWS require the verification of all nuclear materials as 
well as activities; on the other hand, the application of safeguards is limited to nuclear 
material. In addition, the inspectors' access in facilities is restricted to so-called 
strategic points at which nuclear material is accessible for measurement or can be 
monitored. 
 
In this evolution one can identify two main directions. The first one is related to 
extending the scope of safeguards; the second one concerns the element of 
universality. To begin with one has to analyse the structure of INFCIRC/153. The 
objective of this safeguards system is the timely detection of the diversion of 
significant quantities of nuclear materials. This safeguards goal implies a quantitative 
resolution in time and material quantity so that appropriate conclusions can be drawn 
by the IAEA. The main elements of the system are accountancy and measurements 
which allow the Agency to perform these quantitative calculations. The general 
objective of INFCIRC/153 to verify the correctness of states' declarations is achieved 
not only by deploying the above mentioned quantitative elements but also by making 
use of some qualitative features such as those which involve design information 
verification. The aspect of  universal application to all was, in the 'pre-540' time, 
covered by voluntary offers on the part of the Nuclear-Weapon States and 
item-related safeguards (INFCIRC/66) by states still outside the NPT. 
 
The new INFCIRC/540 Model Protocol opens the door wider in both directions: scope 
and universality. As regards the universality issue it has been recognised during the 
discussions in the 'Committee 24' of the IAEA Board of Governors that all states must 
be concerned about undeclared nuclear activities, and that globalisation does not 
stop at the nuclear market. In consequence, there are now different INFCIRC/540 
Model Protocols for both NNWS and INFCIRC/66-states which take into account their 
different boundary conditions. So, one can conclude that, in principle, a new vision of 
universality has been reached �3�. 
 







As regards the scope of INFCIRC/540 the following can be stated. Controlling 
nuclear materials and activities to reach credible assurance on the absence of 
undeclared nuclear materials and activities implies a qualitative safeguards system, 
since these conclusions can only be drawn on a qualitative basis. 
 
All this has to be understood under the inherent realization that an absolute 
assurance on the absence of undeclared nuclear material and activities can never 
been reached. The factual situation leads to the conclusion, that new tools and 
technologies for safeguards are needed to cope with the requirements, especially 
with regard to the IAEA achieving better assurance. 
 
3. Further Trends for Safeguards 
 
Strengthening the safeguards system through enlarging its scope and reaching 
universal application relates to improving the effectiveness of the international 
safeguards system. In addition, there is the need to improve the cost-effectiveness 
and efficiency of safeguards. This complex problem will be influenced, e.g., by the 
following factors and driving forces: There is a mainstream development towards 
saving resources and budgets around the globe which will not stop at UN institutions, 
and, therefore, also not at the door to IAEA safeguards. Diplomatic circles are asked 
to discuss and implement such budgetary reductions. On the other hand, integration 
of INFCIRC/153 and INFCIRC/540 means combining old and new safeguards. This 
task should be performed with the expectation of reducing overall inspection effort, 
as already mentioned. Derived from this discussion, it is anticipated that there are 
possible savings in the future safeguards system. 
 
In contrast, additional IAEA safeguards resources may be required due to the 
following. The global energy system is still in a process of growing quantitatively as 
well as qualitatively. There is no evidence that global population increase and energy 
consumption will be de-coupled. As a consequence of this fact, nuclear energy has a 
strong perspective, especially under the concept of sustainable development. 
Presently, there are programmes under way (INPRO and “Generation IV”)1 which will 
study innovative fuel cycles and power plants under the aspects of environmental, 
safety, and economical concerns as well as non-proliferation and safeguards 
aspects. The increase of national nuclear programmes leads to the need for 
additional inspection resources for the safeguarding of nuclear materials and facilities 
by the IAEA. 
 
Future activities in nuclear disarmament or cutting off fissile material production also 
lead to substantial additional safeguards efforts for the IAEA. In the so-called 
Trilateral Initiative it is foreseen that the IAEA will verify weapon-origin and other 
fissile material released from defence programmes in the Russian Federation and in 
the United States of America. In this initiative the USA and the Russian Federation 
determine which fissile materials they will submit to IAEA verification. The IAEA 
should have the right und obligation to verify that fissile materials remain separate 
from the manufacturing of nuclear weapons. 
 


                                            
1 INPRO (Innovative Nuclear fuel cycle PROgram) and “Generation IV“ are initiatives in the IAEA and 
USA to identify nuclear fuel cycle and reactor concepts which will satisfy future energy needs under 
Sustainable Development. 







In order for the Fissile Material Production Cut-off Treaty (FMCT) to become effective 
and efficient, four requirements are of utmost importance [4]: 
�� Universality:  


The FMCT shall be universally applied on a global basis. This requires accession 
to both the future fissile material production cut-off and the comprehensive test 
ban treaties, not only by the present NWS but also by the threshold states India, 
Israel, and Pakistan as well as by the present NNWS. It is anticipated that India, 
Israel, and Pakistan play a key role as regards the entry into force of the FMCT. 
Without these states, the FMCT should not be considered universal. 


�� Non-discrimination:  
All rights and obligations arising from the FMCT have to be equally applied to all 
parties to the treaty. 


�� Irreversibility:  
Fissile material inventories once declared for civilian uses must not be devoted to 
military purposes, thereafter. 


�� Transparency:  
The compliance with both the prohibition of fissile material production for military 
purposes and non-transfer of civilian inventories into military uses must be reliably 
verified. The kind and scope of the remaining military inventories have to be as 
transparent as possible. 


 
Also, the following factors are important for the further structuring of safeguards: 
�� Political and institutional aspects 


One problem of prominent nature is the question as to whether the IAEA, in 
carrying out its verification activities, should be allowed to differentiate between 
states while, at the same time, not violating the principle of non-discrimination. 
There is a challenge by the new protocol INFCIRC/540 towards such a 
differentiation, since hard and soft factors can influence the practical safeguards 
implementation. What are the factors that are of relevance in a state? Here are 
some examples: Fuels cycle specific elements, the rôle/independence of the 
State/Regional System of Accounting and Control (SSAC/RSAC), and 
transparency. 
A top agenda item and question of primary importance is to what extent the IAEA 
should relegate verification activities to the SSAC or RSAC. In this context, it is 
also of interest to know how far the IAEA is able to implement the tool of quality 
control of regional or SSAC safeguards. 


�� Safeguards approaches 
It has already been mentioned that integrating INFCIRC/153 and INFCIRC/540 
aims at combining qualitative and quantitative control structures on an equal level. 
That is a new task for the IAEA and has also to be carefully considered in 
formulating the evaluations and conclusions in its annual Safeguards 
Implementation Report. 
Another important agenda item concerns timeliness and detection probabilities. 
Since the integrated safeguards system presently offers a possibility to obtain 
credible assurance on the absence of undeclared material and activities, one can 
consider a reduction of the classical timeliness and detection goals, e.g., from 
three months to one year for spent fuel and from one month to three months for 
fresh MOX fuel. 
 







Last but not least, another topic on the agenda is to re-visit other classical 
safeguards criteria with the intention to adapting them to the new conditions of the 
integrated safeguards system, also taking into account inspection schemes with 
random or unannounced character. 
 
The recent terrorist attacks in the USA may lead to the re-consideration of the 
general verification goal, which consists of  
- detection 
- deterrence 
- confidence building. 
 
The question arises what specific role these elements should play in the future and 
what importance should be attributed to them. 
 
The second question is related to the element of prevention and how this element 
can be strengthened. 
 
4. Status of the Development of New Verification Technologies 
 
The IAEA Strengthened Safeguards System will have to be based on improved and 
cost-effective verification techniques taking into account new facility projects in 
advanced nuclear fuel cycles. To this end the IAEA had been advised to embark on 
what has become known as the IAEA Integrated Safeguards Instrumentation 
Programme (I2SIP). The objective is to enhance the IAEA's inventory of mutually 
compatible instruments by introducing the concepts of standardization and 
modularity, in order to facilitate the design of customized integrated verification and 
monitoring systems which can operate unattendedly with remote data transmission. 
This concept will also facilitate implementation procedures, servicing and training for 
technicians and inspectors [5]. 
 
In general, advanced safeguards techniques comprise measurement sensors, optical 
(or image) surveillance units, seals, and components for the collection of data. As far 
as safeguards specific requirements are not addressed by the commercial market 
safeguards specific development efforts need to take place. 
 
In the measurement sector, instrumentation is required with specific sensor heads, 
i.e. radiation detectors with high neutron counting efficiency at low gamma sensitivity, 
gamma detectors operating in a wide dynamic dose rate range, high resolution 
gamma detectors operating at room temperature, and small size detector systems 
with high sensitivity. In a first step commercially available detector equipment is being 
screened and tested under realistic conditions for its safeguards appropriateness. In 
the nuclear electronics sector digital signal processing electronics and data 
acquisition modules are being developed. 
 
Combining measurement equipment with optical surveillance techniques will yield 
integrated safeguards systems with new capabilities �6�. However, standardized 
modules for radiation monitoring systems capable of networking and remote data 
transmission are lacking. There is an urgent need for the development of modular, 
miniaturized, digital spectrometer components with data authentication and 
encryption, which will readily lend themselves to integration with digital image 
surveillance techniques. 







The new digital video techniques allow for the configuration of small to very complex 
image surveillance systems as well as the integration with other monitoring 
equipment in unattended systems and implementation of remote data transmission. 
The issue is whether such systems will have the capability of reducing on-site 
inspection effort. This is being analysed in a number of remote data transmission 
field trials performed in various countries under different conditions. Prerequisites are 
the integration capability of devices as well as data authentication and encryption. 
Test criteria are reliability in connection with lossless data acquisition and 
user-friendliness with regard to system operation and data review. A meaningful data 
review also requires powerful data processing by automatically correlating, e.g., 
image and measuring information. 
 
In addition to the objective of reducing the inspectors' routine on-site efforts, the use 
of complex unattended integrated measuring and monitoring systems will allow for 
decreasing the inspectors' exposure to radiation and, last but not least, reduction of 
escorting requirements on the plant operators' side. 
 
Development efforts should also focus on low power consumption components, in 
order to ensure that mains power outages can be bridged using commercially 
available power backup modules in order to ensure uninterrupted data collection. As 
a matter of principle, equipment development and maintenance costs should be kept 
to a minimum by identifying, adapting, testing, and using, as far as possible, 
commercial-off-the-shelf hardware and software. 
 
As the safeguards market is extremely small, the industry is not able to sponsor 
safeguards specific equipment development. In addition, the IAEA's R&D budget is 
limited. Therefore, most of the dedicated technical and methodological development 
is being sponsored by IAEA Member States. At present, there are 15 R&D 
programmes in support of the IAEA (i.e. Member States' Support Programmes) 
including the one sponsored by the Euratom Safeguards Office. The IAEA provides 
management and evaluation support and co-operates on the expert level as the 
future end user of the development results. 
 
In order to improve its ability to detect undeclared nuclear facilities and activities, the 
IAEA is interested in the systematic collection, review and evaluation of open source 
information on states' nuclear activities in addition to all information available to the 
IAEA through its safeguards activities. To this end, the IAEA needs support in 
improving available databases and implementing methodologies of information 
review and analysis. There is a wide variety of open sources which can be 
categorized as follows. 
 
Human sources may include inspectors, industry staff, analysts, consultants, 
university staff, laboratory staff, equipment suppliers, trade association professionals, 
as well as private contacts at meetings and conferences. Published literature 
comprises periodicals and scientific journals, reports, books, brochures, patents, 
news, and media reports. 'Grey' literature refers to company reports, meeting notes, 
conference materials, and white papers. Electronic media include commercial 
databases, the internet, and information services. Organizational contacts can be 
specified as professional societies, lobbying groups, specialized interest groups (e.g. 
Non-Government Organizations), technology or equipment vendors, and government 







sources. Remote and local sensing refers to satellite imagery and environmental 
sampling. 
 
The IAEA's task is not only to acquire the information but also to arrive at a 
knowledge base. To this end the IAEA has to solve the practical problems of 
collecting, classifying, structuring, filtering, categorizing, correlating and analyzing the 
data. This requires the application of appropriate tools which are provided on the 
software market or have to be adapted in consultation with experts. 
 
Important features in coping with the open source data are credibility, diversity, 
relevance of user needs, no data overload, problem of missing key data, and the 
necessity of assessing the relevance and quality of the data. 
 
One particular information source is commercial satellite imagery, which, by itself, is 
not expected to be capable of detecting undeclared nuclear activities. However, it 
has a great potential to indicate anomalies which the IAEA will be able to resolve by 
other means such as special inspections and complementary or managed access. 
Satellite sensors provide a variety of multispectral information, i.e., images in the 
visible, infrared, and radar ranges. This information is to be analysed, e.g., to monitor 
ground activities and changes around nuclear facilities as well as to determine 
operational characteristics and temperature variations in cooling reservoirs. 
Development efforts aim at providing software tools for change detection and site 
characterization using new mathematical algorithms. It should be stated that satellite 
imagery has been identified to have the widest range of application in verification 
treaties, i.e., for NPT, Chemical Weapons Convention, Comprehensive Test Ban 
Treaty, future Fissile Materials Production Cut-off Treaty, and future Biological 
Weapons Convention. 
 
Another method to detect undeclared nuclear activities is environmental sampling, 
e.g., swipe sampling inside declared enrichment plants and hot cell facilities, to 
detect undeclared high enrichment of uranium and plutonium separation. 
Development efforts are needed to adapt the analytical techniques to the facilities 
under consideration, provide reference materials, and organize a network of qualified 
analytical laboratories. 
 
In addition, the INFCIRC/540 Model Protocol foresees environmental sampling of air, 
water, vegetation, soil, and smears, in order to enable the IAEA to draw conclusions 
about the absence of undeclared nuclear activities over wide areas. Efforts are 
required to characterize source terms, model atmospheric as well as waterborne 
transport of nuclear signatures, and to develop screening methodologies, sampling 
procedures and analytical methods. 
 
For both satellite imagery and environmental monitoring the advantage of there being 
no need to perform on-site inspections is not only of paramount importance for 
nuclear safeguards but also for other verification regimes. The other positive aspect 
of these technologies is the huge technological future potential and therefore the 
overwhelming perspectives, e.g., through improving resolution of multispectral 
satellite imagery or through improved particle analysis for environmental monitoring. 
 
 
 







5. Future Trends for Research and Development  
 
Additional research and development needs arise from the impacts of integrating the 
old INFCIRC/153 safeguards with the new INFCIRC/540 system. These areas are 
related to: 
 
�� Protection of sensitive information 


The additional access which is expanded in scope and space leads to the need to 
perform managed access and to protect sensitive information. Centrifuge 
enrichment technology is one example. A second related example evolves from 
the Trilateral Initiative. Here, the protection of sensitive weapons materials-related 
information is essential to further implementation of an effective safeguards 
system. 


�� Authentication and tamper-resistance 
The preceding discussion addressed the need for unattended and remote 
safeguards equipment to strengthen the efficiency of safeguards through 
reduction of on-site inspection effort. An essential precondition for the applicability 
of this technology is the availability of an improved authentication and 
tamper-resistance; i.e., the IAEA must have the assurance that it collects 
authentic information and detects any falsification of the data as well as tampering 
with the safeguards equipment. Experience has shown that commercial-off-the-
shelf systems are not applicable in any case. Normally, sensor heads and data 
generators have to be newly developed. 


�� Environmental testing of equipment 
With the implementation of modern low-power-consuming digital image 
surveillance systems in control areas a new problem has recently been 
discovered: Single Event Upsets (SEU) induced through neutrons, e.g., from the 
reactor environment [7]. These events have caused a general reconsideration of 
the structure of environmental qualification of safeguards equipment. These 
effects have to be taken into account in the planning and performing of 
development tasks for safeguards equipment. 


�� Social and institutional transparency 
As already mentioned there is a need to take into account socio-political aspects 
in safeguards. One research area could reflect the necessary flow of information 
and budgets in a country associated with the clandestine development of a 
weapons programme. Indicators for the detection of such a programme could be 
gained through open information which could be released, e.g., by institutions 
which are concerned with the programme and have a constitutionally independent 
function in the state. These aspects could complement the IAEA’s so-called 
“physical model”, which gives technical indications for the development or 
production of materials and technologies which are needed for a nuclear weapons 
programme in a state. 


�� Modeling 
Modeling of inspection strategies, e.g., the impact of unannounced inspections or 
the connection and interaction of different factors to determine the effectiveness 
and efficiency of safeguards will become more important. 


�� Software development 
Especially for satellite imagery, further software development is needed. This 
software could support the application and implementation of tools, e.g., for 







change detection in the structure of buildings or infrastructure, which are of 
relevance for undeclared activities. 


All these necessary research activities have to be performed in an interdisciplinary 
way. The following different scientific disciplines and technology areas are of 
relevance �8�. 
 


Physics: sensor development, particle analysis, mass spectroscopy, acoustics. 
 
Mathematics: game theory, fuzzy logics, neural networks, simulation. 
 
Electronics: digitization, remote monitoring, data compression, data encoding. 
 
Biotechnology: development of biosensors. 
 
Nanotechnology: microsystems. 
 
Further relevant fields are satellite technology, chemistry and information 
technology.  
 
In addition to these technical disciplines aspects to be dealt with under social and 
political sciences have to be taken into account. 


 
Having the above mentioned disciplines in mind, the possible trends in future 
safeguards could be outlined as follows: 
- A stronger networking and combination of different sensor types, 
- effectively, a further miniaturization based on nanotechnology, 
- portable or mobile application of sensor systems, 
- remote monitoring with the possibility of real time and delayed data retrieval, 
- improved and more appropriate visualization of safeguards results. 
 
The potential of the mentioned scientific disciplines and technologies have previously 
been presented and analysed in three INMM-ESARDA workshops which took place 
in the period 1996 to 2000 �9, 10�. 
 
7. Summary 
 
The further improvement of the effficiency and effectiveness of nuclear safeguards 
continues to require the development of new safeguards systems. Experience from 
the past as well as future perspectives show that this problem can only be tackled by 
implementing a comprehensive interdisciplinary research approach. It will be 
reasonable to perform this research taking into account the requirements from other 
verification fields such as the Chemical Weapons Convention and the Biological 
Weapons Convention. 
 
For reasons of sharing the burden, making efficient use of resources and gaining 
international acceptance it will be necessary both to use national research capacities 
and to build up research networks on the multinational and international levels. 
Existing examples are the Member States Programmes in Support of the IAEA, but 
also the European Safeguards R & D Association (ESARDA) and its cooperation with 
the US Institute of Nuclear Materials Management (INMM). The positive experience 
from the INMM-ESARDA workshops should be further pursued in future workshops. 
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Abstract 
 
MAKING SENSE OF SITE DECLARATIONS: CANADIAN DECLARATIONS UNDER ARTICLE 2.a.(iii) 
OF THE ADDITIONAL PROTOCOL 
 
Site declarations under the Additional Protocol are an important part of strengthened safeguards. As Canada 
prepared its initial declaration under the Additional Protocol, several issues arose which affected site definition 
and the content of their declarations. These included, but are not limited to, site complexity, geographic 
considerations, regulatory control, ownership and private leasing arrangements. Early and effective 
communication with the IAEA during the preparation of the declarations proved very useful. It is hoped that the 
insights into this process will assist other Member States in the preparation and maintenance of their Additional 
Protocol declarations. 
 
 
 
1.  INTRODUCTION 
 
As a strong supporter of nuclear non-proliferation and international safeguards, Canada placed great 
importance on the work of the open-ended committee that negotiated the text of the Additional 
Protocol. Following the approval of the text of INFCIRC/540 in May 1997, the Canadian Nuclear 
Safety Commission (CNSC), which is designated the State System for Accounting and Control and is 
responsible for ensuring the implementation of IAEA safeguards in Canada, entered into discussions 
with the IAEA on the modalities of implementation, including subsidiary arrangements. In September 
1999, Canada signed the Additional Protocol. In maintaining the dialogue started with the Trials in 
Canada for Programme 93+2, a special tripartite meeting involving senior officials from the IAEA, 
the CNSC and the Canadian nuclear industry was held in Toronto in April 2000. Following the 
promulgation of the Nuclear Safety and Control Act later that spring, the Additional Protocol entered 
into force in September 2000. 
 
Following much discussion with the IAEA and the Canadian nuclear industry [1], preparations for 
implementation of the Additional Protocol began in earnest following the above-mentioned meeting 
in April 2000. A specific internal CNSC project team was struck to manage the collection of the 
information and to prepare industry for complementary access. In these regard, a wholly electronic 
initial declaration for Canada under the Additional Protocol was officially submitted to the IAEA on 
a single CD-ROM on March 6, 2001. The IAEA subsequently performed its initial complementary 
accesses in Canada in July 2001. 
 
This paper will focus on a specific, albeit important, component of Canada�s initial declaration under 
the Additional Protocol: site definitions and declarations. A clear description of the difficulties, 
solutions and compromises in making site declarations across a variety of sites in Canada provides a 
useful insight into the process as other States prepare to do the same.  
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2.  NO GERRYMANDERING: DRAWING BOUNDARIES 
 
Through the Additional Protocol, provisions exist to fulfil a longstanding gap in the coverage of 
international safeguards. The success of these new provisions is dependent on the extent to which 
declarations balance the intent of expanded declarations and the practical difficulties in making such 
declarations. 
 
The prerogative to delineate site boundaries lies with the Member State. In doing so, four factors 
merit careful consideration. First, Article 18.b of the Additional Protocol draws connections between 
facility definition and site delineation. Under comprehensive safeguards, information on facilities has 
already been submitted to the IAEA specifying �site layout� in the design information questionnaire. 
Consistency between the �site layout� specifications of the design information and site definition 
under the Additional Protocol is important, as differences will lead to inconsistencies that will have to 
be resolved during implementation. During the preparations and early implementation of the 
Additional Protocol, Member States would be advised to ensure that out-dated design information 
questionnaires are up-dated. Second, while Article 18.b specified that specific �essential services,� 
co-located in close geographic proximity, should be considered as part of the same site, there are 
instances where site definition is complicated by close proximity of other, but separate, safeguarded 
facilities and the existence of services related, but not �essential� according to the definitions of the 
Additional Protocol, to the site. Third, practical limitations come to bear on site definition, including 
presence or absence of natural barriers, regulatory control of the SSAC over the geographic area 
declared and control of the owner or operator over the site. While the IAEA is not supposed to be 
concerned with different owners/operators or private/lease arrangements in its analysis of the 
activities associated with the site, these are real concerns when the State guarantees the IAEA access 
to all places on a site. Fourth, and finally, when the boundaries of a site have been delineated, the 
description has to be clearly communicated to the IAEA. The procedure by which this was done for 
Canada in its initial declaration to the IAEA will be described. 
 
2.1  Case Studies 
 
The above four factors can be considered against three sample sites in Canada: (1) one major 
research site in Canada; (2) one complicated multi-facility site involving two multi-unit CANDU 
stations and waste management facilities; and (3) one unique fuel fabrication facility. Considered 
against the factors above, the sections below describe how the spirit of the Additional Protocol was 
fulfilled using a single-integrated site approach for the first two and how the spirit was maintained, in 
spite of practical considerations, using an island approach for the third site. 
 
2.1.1  AECL Chalk River Laboratories 
 
Much of Canada’s nuclear fuel cycle-related research and development is conducted at Atomic 
Energy of Canada’s laboratories in Chalk River, Ontario, located about 190 km northwest of Ottawa, 
Ontario, Canada’s national capital. The site comprises more than 10 safeguarded facilities, including 
large research reactors, isotope production facilities, hot cells and fuel fabrication facilities as well as 
nuclear material waste management facilities. Employing approximately 1900 people, it occupies 
almost 9000 acres of land along the Ottawa River.  
 
The large number of separate safeguarded facilities, along with individually fenced areas, led to some 
consideration of an islands-approach, whereby each facility would be declared as a separate site. 
Given its history and its importance in understanding Canada’s nuclear fuel cycle, care was, 
however, taken to ensure maximum transparency through the site boundary for AECL Chalk River 
Laboratories (CRL). To this end, the site boundary was drawn around the outermost edge of the 
AECL property boundary for the research site, thereby ensuring a geographically contiguous site that 
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included all of the separate safeguarded facilities and individually fenced areas. This boundary was 
aided through consistency with design information questionnaires and regulatory authority. There 
were also no significant lease/ownership issues complicating site definition. In this instance, the site 
boundary was communicated to the IAEA on a colour site map (in hard copy and electronic format) 
and was described in the “comment” field of the header using the IAEA’s Protocol Reporter 
software. 
 
2.1.2  Bruce Nuclear Power Development 
 
The Bruce Nuclear Power Development lies on the shores of Lake Huron, located approximately 250 
km north-west of Toronto, Ontario. It currently has two multi-unit CANDU stations (one operating 
and one in lay-up status) operated by Bruce Power Inc., waste management and closed-down heavy 
water activities managed by Ontario Power Generation and a decommissioned single-unit CANDU 
reactor under care by AECL. This is one of the most complex sites in Canada. 
 
Given its complexity as well as ownership and regulatory control issues, much consideration was 
given in this case to site definition. In particular, the expediency of an islands-approach was weighed 
against the effectiveness of a single, geographically contiguous, site. In the end, in spite of ownership 
complications, the Bruce Nuclear Power Development site was declared to the IAEA as a single site. 
The site boundary was defined as the outermost perimeter fence surrounding all of the above 
mentioned and associated activities. The communication of the site definition to the IAEA was done 
across six separate site maps (developed separately by two different corporate entities) and two 
different site declarations using the IAEA’s Protocol Reporter software. 
 
2.1.3  General Electric Peterborough 
 
General Electric Canada operates two fuel fabrication facilities in Canada, one in Toronto, Ontario, 
that receives fresh natural uranium powder and ships finished natural uranium dioxide pellets, and 
one in Peterborough, Ontario, that receives the end-product from the Toronto facility and ships 
finished natural uranium CANDU fuel bundles. While the former facility is located within its own 
fenced boundary, the latter facility is located adjacent to other non-nuclear-related manufacturing 
activities. 
 
In drawing the site boundary for GE Peterborough, all of the four factors (i.e., DIQ parameters, 
essential services, practical considerations and clear communication) came to bear. With little 
definitive guidance from the existing design information questionnaire and no essential services lying 
outside the buildings housing the safeguarded facility, careful consideration was given to practical 
issues. No perimeter fence or natural barrier existed around the buildings engaged in the nuclear fuel 
cycle-related activities. Moreover, regulatory control, which guarantees IAEA access to the site, 
exists only for those buildings engaged in the nuclear fuel cycle-related activities, and not to the 
other non-nuclear-related manufacturing activities. These difficulties led to the adoption of an 
islands-approach whereby the four buildings (owned and operated by the Nuclear Products Division 
of General Electric Canada) affiliated with the nuclear fuel cycle-related activities were declared as 
the site boundary. 
 
2.2  Other Issues Affecting Site Definition 
 
Difficult issues surrounding site definition were not limited to the above three case examples. 
Canadian experience drew heavily upon the remaining gamut of possibilities for site definition as 
espoused in the IAEA�s Guidelines and Format Document (August 1997) for preparing Additional 
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Protocol Declarations. Specifically, that document recognises: 
 


“The size and complexity of sites will vary considerably. Some will 
be quite large and include more than one nuclear facility together 
with a full complement of support and related services. Others may 
consist of only a single building, or even a single room in a building, 
and have no co-located services.” [1] 


 
Whereas the first two case studies above highlighted the difficulties in drawing site boundaries 
around complex nuclear activities, the consideration of smaller sites and their boundaries also 
deserves great care. This was especially true for the sites housing small research reactors at Canadian 
universities. In these cases, the nuclear fuel cycle-related activities occur in the room or few rooms 
associated with the SLOWPOKE (Safe LOW Power Kritical Experiment) reactor. Furthermore, 
regulatory control over these activities coincides with these select areas. It was, therefore, decided 
that all of the rooms associated with the nuclear fuel cycle-related activities would be declared as the 
site boundary. 
 
3.  THE DECLARATIONS: BALANCING EFFECTIVENESS AND EFFICIENCY 
 
Site definition is an important aspect of making declarations pursuant to Article 2.a.(iii) but it is less 
than half the task when considered against the information that is sought under the Additional 
Protocol on the buildings on that site. In preparing the initial declaration for Canada, there was a real 
need to find a balance between providing enough information to the IAEA to discern the activities of 
a building in relation to the overall activities of the site and avoiding overburdening Canadian 
operators with making detailed declarations. 
 
In striving for this optimum balance, the collection and assembly of the information in the initial 
declaration was, to the extent possible, a collaborative effort between regulatory authorities and 
Canadian operators at the site being declared. For complex sites, the collaborative efforts and early 
working meetings started almost a year in advance of the submission of the declaration. In some early 
cases, staff from the regulatory authority worked with Canadian operators in an iterative fashion at 
the site to collect the information, to input it into the IAEA’s Protocol Reporter software and then 
proceeded to walk around the site with the declarations and the site maps that had been prepared to 
ensure their correctness and completeness. These early cases then served as models or examples from 
which other sites based their efforts. 
 
An important methodology employed in minimising the effort in assembling and collecting the 
required information was the use of existing documentation. In the case of Canadian sites, this 
included licensing documents, web site information, public and open source documents, such as 
annual reports and company brochures. This minimised effort not only in terms of finding the 
information and avoiding unnecessary duplication but also in terms of the approval process employed 
by some Canadian companies in submitting information to the regulatory authorities.  
 
It is not easy to answer: How much information is necessary? Every Canadian operator asked the 
same question. Just as site definition “varies considerably,” so does the amount of information 
required for a specific building on a specific site. Some buildings required only a sentence or a few 
words; others required much more. Buildings handling nuclear material or engaged in related 
research activities tended to require more information to provide the necessary connections to the 
nuclear fuel cycle. Echoing the IAEA’s guidance documents, eliminating overlap with information 
provided in design information questionnaires can help in this regard. 
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4.  OTHER PRACTICAL CONSIDERATIONS 
 
To assist other Member States as they prepare for implementation of their own Additional Protocols, 
it is worth offering some other practical insights into making site declarations. This includes the 
utility of commercial satellite images, historical handling of nuclear material, highlighting managed 
and other access considerations within the declarations, and sub-dividing buildings/sites across 
different entries or declarations using the IAEA�s Protocol Reporter software. Each is discussed 
briefly below. 
 
4.1  Utility of Commercial Satellite Images 
 
Commercial satellite imagery proved very useful in preparing Canada’s initial declarations under the 
Additional Protocol. Through expertise under the Canadian Safeguards Support Program (CSSP), 
commercially available satellite images were used to check the correctness and completeness of site 
maps, including building locations and scale as well as, in some cases, geographic correctness. 
Satellite images also proved useful in orienting regulatory and operator personnel during the walks 
around the sites in the final stages of declaration preparation. 
 
4.2  Historical Handling of Nuclear Material 
 
Declarations on the past handling of nuclear material would be particularly useful to the IAEA in 
analysing the results of past and future environmental sampling from complementary access. In many 
cases, it was possible to be very specific on the past handling of nuclear material in certain rooms or 
in certain areas on sites in Canada’s declarations. Where the information was not as detailed, more 
general statements were proposed. In all cases, using the IAEA’s Protocol Reporter software, the 
relevant information on past handling of nuclear material was included in the “general description” 
field for the building. 
 
4.3  Highlighting Complementary and Managed Access Situations in the Declarations 
 
Article 7.b of the Additional Protocol and the IAEA in its Guidelines and Format document [2] 
recommend that, to the extent possible, Member States identify in their site declarations managed 
access situations. Where an on-going managed access situation exists due to a health and safety, 
physical protection or commercial proprietary concerns, Canadian operators were asked to include in 
their declarations specific comments on “managed access.” So that these situations could be easily 
found, the information was placed in the “comment” field of the entry for the particular building on 
the site. In some cases, where specific procedures or contact telephone numbers were known, this 
information was also included in the entry. It should be noted here that, in select cases, where health 
and safety or other access considerations were known to be applicable to the whole site, specific 
comments to this effect were placed in the comment field of the header to the declaration for the 
whole site. 
 
4.4  Overcoming Specific Challenges with Complex Buildings/Sites  
 
The collection of the information for declarations on complex buildings and sites with multiple 
owners sometimes proved easier when broken into component parts. Using the IAEA’s Protocol 
Reporter software, this sometimes meant using several entries to declare a single building. This 
particular methodology was used only as long as a unique identifier existed on the site map to link 
the geographic area of the building with the entry in the declaration. In at least two instances, 
ownership situations led to the collection of information for a single site from two difference 
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corporate entities. Rather than attempting to merge the components into a single declaration, two 
different declarations were used to declare a single site. Each was referenced to the other and all 
contiguous geographic areas of the site were covered. 
 
5.  IAEA-CANADA ACTIVITIES 
 
The preparations for implementation of the Additional Protocol in Canada were highlighted by 
several key tripartite meetings (between regulatory representatives, the IAEA and the Canadian 
nuclear industry) and bilateral meeting (between state authorities and representatives of the IAEA). 
The tripartite meetings offered opportunities for open exchanges of information on the 
implementation of strengthened safeguards. They allowed industry the opportunity to share their 
concerns and to understand the importance of successful implementation of the Additional Protocol 
in global nuclear non-proliferation endeavours. The bilateral meetings, particular those involving 
early and iterative discussions of draft Additional Protocol declarations, gave both the IAEA and 
regulatory representatives opportunities to share views on the format and content of declarations 
prior to their formal submission. The exchanges proved valuable in handling the steep learning curve, 
improving the declarations and reducing requirements for clarification after submission. 
 
It is important to remember, however, that while communication proved very valuable during the 
preparation of the declarations, it is also being shown to be equally useful during implementation of 
the Additional Protocol. For example, while the onus for initial site definition lies with the Member 
State, it is the obligation of the IAEA to confirm and to clarify the validity of the site definition using 
its information analysis capabilities. Any outstanding issues, particularly relating to site definition 
and the content of site declarations, must then be a topic for discussion between the IAEA and the 
Member State. Regular and effective communication is integral in resolving questions and 
clarifications arising from initial declarations under the Additional Protocol. 
 
6.  CONCLUSION 
 
Declarations under Article 2.a.(iii) of the Additional Protocol are an important component in 
strengthening safeguards. Canadian experience underscores the importance of constant and open 
communication among the SSAC, IAEA and the nuclear industry. Properly implemented by the 
IAEA and Member States, they will serve to strengthen the IAEA�s ability provide a high degree of 
assurance of the absence of undeclared nuclear material and activities at safeguarded sites�all the 
while doing so with reasonable effort on the part of the nuclear industry. 
 
7.  NOTES 
 
[1] HODGKINSON, J. G., “Preparing for INFCIRC/540 Implementation”, Institute of Nuclear 
Materials Management (INMM), Proceedings of Annual General Meeting, Naples, Florida, USA, 
27-30 July 1998. 
 
[2]  International Atomic Energy Agency. “Guidelines and Format for Preparation and Submission of 
Declarations pursuant to Articles 2 & 3 of the Model Protocol Additional to Safeguards 
Agreements.” August 1997. 
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Abstract 
Australia is the first State in which integrated safeguards are being applied. As such, Australia’s 
experience will be of interest to other States as they consult with the IAEA on the modalities for the 
introduction of integrated safeguards in their jurisdictions. In January 2001, the IAEA approved an 
integrated safeguards approach for Australia on a State-as-a-whole level. This approach relies inter 
alia on unannounced inspections and on complementary access to provide the necessary level of 
assurance as to the absence of undeclared activities. The purpose of the paper is to outline Australia’s 
experience with strengthened safeguards and Australia’s views on the implementation of integrated 
safeguards. 


1.  INTRODUCTION 


Australia brings a special perspective to this subject: 


�� for many years we have given a high priority to the development and promotion of strengthened 
safeguards; 


�� we played a key role in the negotiation of the model Additional Protocol (INFCIRC/540), 
agreed by the IAEA’s Board of Governors in 1997;  


�� we were the first both to sign and to ratify an Additional Protocol, also in 1997;  


�� consequently we experienced three years’ application of strengthened safeguards measures, 
including the Agency’s first exercises of complementary access, managed access under 
INFCIRC/540, and complementary access to a uranium mine;  


�� we are the first State in which integrated safeguards are being implemented (from January this 
year).  


Although Australia has only a small nuclear program, we believe our strong political support for 
strengthened safeguards, reinforced by the high priority we gave to ratification of the Additional 
Protocol, has been a positive example in encouraging other States to do likewise. The experience 
gained by the Agency in implementing new safeguards measures, and the assistance we have given in 
the development of these measures, has made an invaluable contribution to the Agency’s capabilities 
for bringing strengthened and integrated safeguards into general application. 


2.  THE NEED FOR STRENGTHENED SAFEGUARDS 


The classical safeguards system has a strong emphasis on nuclear materials accountancy, and is 
primarily concerned with verifying nuclear activities as declared by the State - what has been termed 
the correctness of States’ declarations. The classical system has provided the international community 
with a high level of assurance that all the nuclear material declared to the IAEA remains in the civil 
nuclear fuel cycle. Following the 1991 Gulf War, however, it has been recognised that the classical 
system does not adequately address the possibility of undeclared nuclear activities - the issue of the 
completeness of States’ declarations. 


The experience with Iraq showed that if a proliferator is able to establish nuclear material upgrading 
capabilities - enrichment or reprocessing - clandestinely, it is more attractive for it to proceed with a 
wholly clandestine program than risk detection by diverting safeguarded nuclear material. Of course, 
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access to safeguarded material and facilities will make the proliferator’s task easier, so safeguards on 
declared nuclear material and activities must be maintained at an appropriate level. The point is, 
however, that we cannot assume declared and undeclared activities will necessarily intersect, so 
classical safeguards by themselves can no longer be considered adequate.  


For safeguards to continue their key confidence-building role, it is essential to adequately address the 
issue of detection of undeclared nuclear activities. At the same time, there is pressure for safeguards to 
become more efficient, to enable the Agency to manage an expanding workload within budget 
constraints. 


3.  THE DEVELOPMENT OF STRENGTHENED SAFEGUARDS 


From the outset of the program to develop strengthened safeguards, it was recognised that under a 
strengthened safeguards system the IAEA would need: 


�� greater rights of access, both at declared nuclear sites and to other places in the State;  


�� greater capabilities to acquire and analyse information; and  


�� deployment of new technologies, particularly environmental analysis (which had proven to be 
highly effective in unravelling Iraq’s clandestine nuclear program).  


Certain safeguards strengthening measures (termed “Part 1” measures) could be carried out under 
existing safeguards agreements, and the Board of Governors endorsed the implementation of these in 
1995. These measures, which have now been in routine application for some time, include: 


�� environmental sampling at nuclear sites;  


�� the systematic evaluation of all the information available to the IAEA about States’ nuclear and 
nuclear-related activities;  


�� greater use of unannounced inspections as part of the routine inspection regime; and 


�� use of advanced technologies, such as remote monitoring.  


For certain other measures (termed “Part 2” measures), it was considered that additional legal 
authority was necessary, or at least desirable, and it was decided to establish a new legal instrument 
for this purpose. This culminated in the Board agreeing, in May 1997, to the text of the model 
Additional Protocol (INFCIRC/540), which serves as the model for each State to conclude an 
individual protocol complementary to its safeguards agreement with the Agency. 


4.  IMPLEMENTATION OF THE ADDITIONAL PROTOCOL – AUSTRALIA’S EXPERIENCE 


As has been noted, the Additional Protocol has been in effect in Australia since the end of 1997. The 
provisions of the Additional Protocol will be covered in greater detail in other presentations at this 
Symposium. The following is an outline of major provisions and how they might affect individual 
States. 


4.1.  Additional information 
The Protocol involves additional reporting, both initially in the Expanded Declaration (Article 2), and 
subsequently through regular updates required by Article 3. Principal aspects can be summarised as 
follows: 


�� detailed information on activities (past and present) at nuclear sites;  


�� capacity and annual production of uranium mines and uranium and thorium concentration 
plants;  


�� holdings, imports and exports of uranium and thorium which have not reached the composition 
and purity suitable for nuclear processing (except material which has been processed into non-
nuclear end-use form);  
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�� holdings and uses of nuclear material exempted from safeguards (again, not including material 
which has been processed into non-nuclear end-use form);  


�� nuclear fuel cycle-related R&D, not involving nuclear material, authorised etc. by the State - 
and every reasonable effort to provide information for such activities when not authorised by 
the State;  


�� manufacture or processing of specified nuclear items, nuclear-related materials (e.g. heavy 
water and graphite), flasks for irradiated fuel, hot cells; etc.;  


�� import and export of specified equipment and non-nuclear material.  


While these items go beyond the scope of basic (INFCIRC/153-type) safeguards agreements - which 
are limited not only to nuclear material, but to nuclear material which has reached “the starting point 
of safeguards”1 - clearly they are very relevant to establishing the possible existence of undeclared 
nuclear material. They are also very relevant to broader non-proliferation commitments, and would 
already be subject to regulation or supervision in many, if not most, States. 


In Australia’s case, existing legislation - the Safeguards Act - had been drafted more widely than 
required solely to give effect to the basic safeguards agreement with the IAEA, and covered not just 
nuclear material but also nuclear-related materials, equipment and technology. This approach was 
taken to give the fullest effect to NPT commitments, as well as to reflect commitments under various 
bilateral agreements. The Safeguards Act therefore already provided for the regulation of materials 
such as graphite, heavy water and zirconium, and nuclear equipment and technology (including 
sensitive information), as well as uranium production. This was very helpful when it came to ratifying 
the Additional Protocol. 


The process of preparing the Expanded Declaration was simpler for Australia than might be the case 
for some other States, as Australia had already spent a number of years clarifying and extending our 
knowledge of our nuclear history in preparation for the Additional Protocol. We had submitted a trial 
expanded declaration to the Agency before ratification of the Protocol, as part of our assistance to the 
Agency in developing Protocol procedures. Even so, this was not an entirely straightforward exercise, 
as Australia’s nuclear site, ANSTO’s Research Establishment at Lucas Heights (near Sydney), has 
been involved in a wide range of nuclear activities since the 1950s, and much of the early history has 
been lost. Australia and the Agency went through an iterative process of examining information and 
obtaining clarifications. This provided the Agency with useful experience of some of the practical 
difficulties involved in reconstructing the history of a nuclear site and early programs, which should be 
helpful for similar exercises in other States. 


As already mentioned, in Australia most of the items to which the Additional Protocol applies were 
already covered by legislation - either the Safeguards Act or, in the case of imports and exports, the 
Customs Act. This is also expected to be the case for most other States, so that preparing initial and 
updated reports is unlikely to cause significant problems.  


The only possible exception would appear to be nuclear-related R&D which does not involve nuclear 
material and which is not authorised, etc., by the State. Here, the State is required to make every 
reasonable effort to provide relevant information. The term “every reasonable effort” is not defined, 
but was intended by the drafters of INFCIRC/540 to recognise that there could be circumstances 
where the State might not know about relevant R&D carried out by the private sector or universities. 
On the other hand, the State is expected to make some effort, it cannot say that it did not know simply 
because it had no process for finding out. 


The procedures followed in Australia to identify relevant R&D include: 


�� Australia’s national safeguards authority, ASNO, has arrangements with the national Patents 
Office to report patent applications of interest;  


                                                      
1.  The “starting point of safeguards” relates to nuclear material which has reached a purity and composition 
suitable for fuel fabrication or enrichment. The term is misleading, since nuclear material before this stage is also 
relevant to safeguards - an aspect now rectified by the Additional Protocol.  
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�� with the assistance of the national nuclear science organisation ANSTO, ASNO regularly scans 
academic journals and thesis topics;  


�� ASNO has regular discussions with private sector companies and laboratories.  


Similar administrative arrangements and processes should be possible for other States. 


4.2.  Complementary Access 


A vital measure introduced by the Additional Protocol is complementary access - that is, access by 
IAEA inspectors to places not covered by routine safeguards inspections. In broad summary, the 
Additional Protocol provides for complementary access: 


(a) to establish the absence of undeclared nuclear activities, at: 


�� nuclear sites;  


�� certain locations where nuclear material is stored or processed (such as uranium mines 
and concentration plants, and holdings of uranium and thorium and exempted nuclear 
material);  


(b) to resolve a question relating to the correctness and completeness of information, or to resolve 
an inconsistency relating to that information, at: 


�� certain other nuclear-related locations (such as those involving R&D without nuclear 
material, production of nuclear-related materials and components, etc.);  


�� other places in the State.  


In case of a question or inconsistency (i.e. locations encompassed by (b) above), the Agency is to 
provide the State with the opportunity to resolve the matter before requesting access, unless delay 
would be prejudicial. The Protocol provides that if the State is unable to provide access it shall make 
every reasonable effort to satisfy IAEA requirements through other means.  


There should be no difficulty for the State to provide access at nuclear sites, as these will be subject to 
regulation by the State. Likewise, it can be expected that nuclear-related locations, such as uranium 
mines and concentration plants, and R&D projects using nuclear material, should present no difficulty. 
Difficulties could arise however with respect to private sector production of nuclear-related materials 
and components, and nuclear-related R&D, not involving nuclear material, by the private sector or 
universities. Here, if necessary, States may have to introduce legislation to cover access (and provision 
of information) relating to such activities. 


In Australia’s case, the Government was not in a position to guarantee access at privately owned 
locations if nuclear or other regulated materials or technology were not involved. A key step in 
ratifying the Additional Protocol, therefore, was to amend the Safeguards Act, to ensure the IAEA 
could be given access for Protocol purposes at any location in Australia. 


Advance notice   The Additional Protocol requires that advance notice of at least 24 hours be given 
for complementary access. There is only one exception - where access on a nuclear site is sought in 
conjunction with a safeguards inspection, notice can be reduced to two hours, or less in exceptional 
circumstances.  


Managed access   This is not a new concept - managed access is allowed for in INFCIRC/153, though 
not referred to by that term. The Additional Protocol specifically provides for the right of the State to 
establish managed access arrangements to protect proliferation sensitive information, to meet safety or 
physical protection requirements, or to protect commercial confidentiality. 


4.3.  Australia’s experience with complementary access  
In the three and a half years that the Additional Protocol has been implemented in Australia, the 
Agency has exercised complementary access on 12 occasions - ten times at our nuclear site, Lucas 
Heights, and twice elsewhere in Australia. One of the complementary accesses at Lucas Heights was 
on a managed access basis. All but two of the complementary accesses were requested during a 
routine safeguards inspection. For eight of the complementary accesses at Lucas Heights, inspectors 
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gave two hours notice, and were given access within this period. For the managed access, and a 
complementary access which was not conducted in conjunction with an inspection, the Agency had 
foreshadowed its request well in advance to allow sufficient time for appropriate arrangements to be 
established. 


One of the cases of complementary access away from Lucas Heights involved a location in South 
Australia, some 1100 km from Lucas Heights. Notice was given during a routine inspection at Lucas 
Heights, for access 24 hours later. The other complementary access was to the Ranger uranium mine 
in the Northern Territory, a remote location difficult to reach, particularly by public transport. Notice 
was given during a routine inspection at Lucas Heights, for access five days later. Even with five days 
notice there were some practical difficulties in arranging transport. 


The managed access involved components remaining from Australia’s former centrifuge enrichment 
program, which had been decommissioned in the 1980s. The access arrangements were negotiated on 
an ad hoc basis. Clearly it is preferable to establish such arrangements well in advance, and the 
Protocol encourages this. Accordingly, Australia and the Agency have agreed on the managed access 
arrangements to apply to the private sector laser enrichment R&D project at Lucas Heights. 


4.4.  Participation of national inspectors  
This is a matter of importance to a number of States, and is relevant both to safeguards inspections 
(including unannounced inspections, discussed below) and complementary access. Both safeguards 
agreements and the Additional Protocol recognise the right of the State to have representatives 
accompany Agency inspectors, provided the inspectors are not thereby delayed or impeded.  


Under Australian law (the Safeguards Act), IAEA inspectors have no authority to enter property 
unless they have the permission of the occupier or they are accompanied by a national (ASNO) 
inspector. A national inspector can, if necessary, obtain a warrant from a magistrate to enter property, 
and can call on police assistance. Although difficulties are unlikely to arise, it is Australian policy that 
Agency inspectors should be accompanied by national inspectors, to ensure full cooperation is 
extended to the IAEA, and to ensure that the Government is immediately aware if there are any 
difficulties. 


Given Australia’s large, relatively uninhabited land mass, access to remote sites will present some 
logistical challenges, for example transport arrangements might take several days to resolve. However, 
ASNO expects that requests for complementary access to distant parts of Australia would be 
infrequent. 


4.5.  Unannounced inspections 


These are not unique to either strengthened or integrated safeguards - INFCIRC/153 provides for a 
proportion of routine inspections to be unannounced. However, the value of unannounced inspections 
- i.e. inspections whose timing is unpredictable to the State or the facility operator - has been 
particularly recognised in the context of strengthened and integrated safeguards. 


It should be appreciated that unannounced inspections do not necessarily - or usually - mean 
immediate access. A distinction is made between the initiation of the inspection - arrival of inspectors 
at the facility - and the time in which the inspectors require access to the area to be inspected. 


In determining the required access time, the IAEA needs to take account of practical matters - 
availability of operators’ personnel essential to the conduct of the inspection, any requirement for 
national inspectors to be present (as discussed above), and so on. There should be a careful balance 
between the objectives of the inspection and these practical considerations. If the scenario the 
inspection is intended to address would remain detectable over a period - e.g. modifications to plant 
that would take days to reverse, environmental traces that could be detected weeks or even months 
after the event - this can be factored into the required access period. Indeed, in many situations it may 
be possible to provide some advance notice of the inspection. To the extent consistent with the 
requirement for detection capability, in ASNO’s view the principal aim should be unpredictability 
rather than surprise in an immediate sense. 
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In Australia’s case, the Agency has agreed to provide 3 hours notice of required access pursuant to an 
unannounced inspection. Notice would normally be given at 7.00 am for an inspection to commence at 
10.00 am that day. This is consistent with the travelling time required for national inspectors to reach 
Australia’s nuclear site, Lucas Heights, from ASNO’s office in Canberra (a distance of 275 km), and 
reflects the Agency’s judgment that any undeclared activity at Lucas Heights could not be concealed 
within that time. If for any reason national inspectors are delayed in reaching the site, the inspection 
can commence in any event after 3 hours. 


It should be noted that unannounced inspections place new requirements on facility operators and 
national safeguards authorities. Apart from the need for the national authority to be on standby for an 
inspection, for unannounced inspections to work efficiently the operator’s accountancy records must 
be maintained on a real-time or near-real-time basis (NRTA - “near-real-time accountancy”). The 
national authority will need to ensure that accurate NRTA records are maintained. 


4.6.  Verification measures for uranium mines   Under classical safeguards uranium production was 
considered to be “before the starting point of safeguards”. Verifying production at a uranium mine on 
any rigorous basis would require continuous inspector presence. Since any diverted ore or source 
material would have to pass through many downstream processes, each of which offers some 
opportunity for detection, before attaining a form suitable for nuclear explosive use, it was not 
considered cost-effective to extend safeguards to uranium mines. 


During the development of strengthened safeguards, it was considered that the possibility of 
verification of uranium production was worthwhile as a complement to conventional safeguards, and 
INFCIRC/540 provides for broad reporting requirements and complementary access at mines. 
Although accountancy-type measures are not practicable, appropriate verification measures could 
identify questions or inconsistencies indicating the need for wider investigation in the State concerned. 
At one extreme is the discovery of totally undeclared production, i.e. an undeclared mine, or a mine 
incorrectly declared to be closed down. Perhaps a more plausible scenario is the under-stating of 
production. Australia is assisting the Agency in developing verification approaches and techniques 
that could identify such a situation, including use of satellite imagery and environmental sampling to 
date production - the results of this Australian Safeguards Support Program task are discussed in a 
separate poster presentation (paper IAEA-SM-367/A/6/01/P) at this Symposium. 


5.  INTEGRATED SAFEGUARDS  


Integrated safeguards do not represent a new system of safeguards. The verification activities relevant 
to integrated safeguards - information analysis, complementary access, unannounced inspections, 
environmental sampling - have been outlined above, in the discussion of strengthened safeguards. 


Rather, integrated safeguards are a rationalisation of classical and strengthened safeguards measures - 
the optimum combination of all safeguards measures available to the IAEA under comprehensive 
safeguards agreements and Additional Protocols which achieves the maximum effectiveness and 
efficiency within available resources. Thus integrated safeguards are to do with efficiency - the 
efficiencies possible under integrated safeguards are essential to fulfilling the IAEA’s commitment 
that to the extent possible the strengthening of safeguards will be budget neutral over time. 


Under classical safeguards, the level of verification effort takes into account the possibility that 
undeclared nuclear activities may exist undetected. For example, the timeliness goal for detection of 
diversion of spent fuel incorporates the assumption that an undeclared reprocessing plant may exist 
ready to use in processing diverted material immediately after diversion. The basis of integrated 
safeguards is that classical and strengthened safeguards are self-reinforcing and to some extent 
redundant – as strengthened safeguards establish credible assurance of the absence of undeclared 
nuclear activities, particularly enrichment and reprocessing, a corresponding reduction should be 
possible in the intensity of classical safeguards effort. Thus, if there is credible assurance that a State 
has no undeclared reprocessing plant, the time required for conversion of diverted spent fuel will be 
extended by the very considerable time required to establish such a facility, and this can be reflected in 
a reduced inspection frequency for spent fuel, from three months to, say, 12 months. 
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The IAEA has determined that the introduction of integrated safeguards can be considered if there are 
positive results from the implementation of both classical and strengthened safeguards activities. For 
each State, therefore, progress to integrated safeguards is a two-stage process, the first stage of which 
is to meet the requirements of strengthened safeguards. 


In Australia’s case, the series of complementary accesses, combined with the results of environmental 
sampling and information analysis, assisted the IAEA in concluding there is no indication of 
undeclared nuclear material or activities in Australia and that the expanded declaration was correct and 
– most importantly – complete. Australia’s cooperation with the Agency in the implementation of 
strengthened safeguards was also a key factor. Once the IAEA had arrived at a credible level of 
assurance that there are no undeclared nuclear activities in Australia, it became possible to proceed 
with the introduction of integrated safeguards. 


5.1.  Whole-of-State approach  
The evaluation of the State as a whole has a central place in developing integrated safeguards 
approaches. The classical safeguards system has been characterised by a uniform approach to 
safeguards implementation, exacerbated by the facility-by-facility approach. This has had unfortunate 
consequences for inspection resources, with effort being expended in a mechanistic way based on the 
category and amount of nuclear material in each facility rather than on any more broadly based 
evaluation of the proliferation risk arising from the use/misuse of the material/facility in context. 
Although INFCIRC/153 provides for flexibility, taking account of factors such as the characteristics of 
the State’s nuclear fuel cycle, its international interdependence, and the effectiveness of the national 
safeguards system, in practice opportunities for flexibility have not been used to advantage. 


Integrated safeguards however provide the opportunity for greater cost-efficiency, to take account of 
State-specific circumstances. Rather than treat each facility type identically regardless of the State in 
which it is located, the facility can be considered in its broader context. For example, the proliferation 
potential of an inventory of high enriched uranium (HEU) at a research reactor will depend on factors 
such as: whether that is the only HEU in the State concerned; whether further processing (reprocessing 
and enrichment) would be required to upgrade the HEU for weapons use; if so, whether the State is 
known to have the necessary processing capability; and so on. It is likely no two States will have 
identical circumstances, and therefore the implementation of safeguards will vary from one State to 
another. This will have to be done, however, in a transparent way, using objective criteria, to avoid 
any suggestion of discrimination. The methodologies for this are being developed by the IAEA with 
the assistance of Member States. This subject is discussed further in another paper presented at this 
Symposium, IAEA-SM-367/12/02, “Integrated Safeguards: How Much Flexibility is Possible, and 
Acceptable?” 


6.  THE INTEGRATED SAFEGUARDS REGIME FOR AUSTRALIA 


Under classical safeguards, the IAEA’s inspection activity was determined primarily by Australia’s 
holdings of research reactor fuel. Australia has large holdings of irradiated HEU fuel - though these 
are being steadily reduced through transfers to the US and France. The classical safeguards criteria 
require this irradiated fuel to be inspected four times a year.  


Australia has five Material Balance Areas (MBAs) - four at Lucas Heights, the principal one covering 
the 10 MWt research reactor and the associated inventory of fresh and irradiated HEU fuel, the fifth 
MBA covering the rest of Australia. Generally Australia was subject to annual Physical Inventory 
Verifications (PIVs) for the four MBAs at Lucas Heights, plus quarterly interim inspections, making a 
total of four inspections a year (PIVs for the different MBAs were conducted concurrently with each 
other or with interim inspections in other MBAs) - although there was a period when the fresh fuel 
inventory exceeded 1 SQ (Significant Quantity), requiring monthly inspections. 


Following the introduction of strengthened safeguards, this pattern of four inspections a year was 
maintained, with the addition of complementary accesses, which in most cases have been undertaken 
at the Lucas Heights site. 


Under the integrated safeguards regime now being applied, the timeliness period for irradiated fuel has 
been changed from three months to 12 months, eliminating quarterly interim inspections. The four 
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inspections each year have been replaced by one PIV (including comprehensive Design Information 
Verification activities), and an average of one unannounced inspection. The objectives of the 
unannounced inspection include, to verify the fresh and spent fuel inventory and if possible the core 
fuel, and to confirm facility design information, the declared operation of the reactor, and the absence 
of undeclared activities. The term “average” is important – to maintain deterrence, once the 
unannounced inspection has taken place, there should always be the possibility of a further 
unannounced inspection in the same year. Where possible, fuel transfers will be verified during the 
PIV or unannounced inspection(s), but the Agency has indicated that if necessary additional 
inspections may be undertaken for this purpose. 


In addition to the inspections outlined above, there will be five or six complementary accesses each 
year, mainly at the Lucas Heights site, but also encompassing uranium mines and LOFs (locations 
other than facilities). In most circumstances it is expected that complementary accesses would be 
carried out when inspectors are in Australia for routine inspections. 


In future the inventory of unirradiated HEU is not expected to exceed 1 SQ. If this does occur, the 
Agency has foreshadowed a return to monthly inspections, or the use of remote monitoring in 
conjunction with additional unannounced inspections. This is a case where the State-as-a-whole 
approach is important – a substantial, criteria-driven, increase in safeguards effort might not be 
warranted if (as in Australia’s case) this was the only HEU inventory in the State and the excess over 
1 SQ was small. The retention of rigid procedural criteria will limit the benefits of integrated 
safeguards, and should be replaced by flexibility guided by expert judgment.  


In Australia the overall savings in inspection effort are expected to be about 45% (a reduction from 18 
to 10 PDI - Person Days of Inspection) a year. In addition are significant savings in travel time and 
cost. However, savings depend on whether additional inspections are required to verify fuel transfers – 
this is an area where ASNO considers remote monitoring could be very useful, and is discussing this 
with the Agency. 


7.  CONCLUSIONS 


The development of strengthened safeguards measures - and even more so the development of 
integrated safeguards - is very much a work in progress - inevitably the approaches developed will 
require refinement in the light of practical experience. 


Major issues being addressed include, how to ensure the verification activities undertaken by the 
IAEA are sufficient to support a credible conclusion of the absence of undeclared nuclear activities. 
This involves both establishing the appropriate methodology and ensuring the methodology is 
implemented at an appropriate quality standard. An important group of issues concerns how to 
implement integrated safeguards in a flexible manner, based on State-specific factors, incorporating 
the expert judgment of the Agency, in a way that avoids discrimination, and delivers the required 
credibility. 


The difficulties encountered in Iraq in the 1990s, where there was a very intrusive verification regime 
following the Gulf War, show that detection of undeclared nuclear activities is not an easy task. On the 
other hand, compared with individual States, the IAEA has considerable advantages to build on in 
pursuing this task. In addition to its expertise, the Agency will have comprehensive information bases, 
extensive access rights (the ability to “get under the roof”), and increasingly sophisticated verification 
methods.  


Clearly the effective implementation of integrated safeguards presents a series of challenging tasks 
both for States and the Agency. The importance of doing this successfully cannot be overstated: the 
general application of strengthened safeguards measures is essential to providing the international 
community with assurance that NPT commitments are being met – and integrated safeguards are 
essential to achieving this in a cost-efficient manner. Australia will continue to be a strong supporter 
of the Agency in the evolution of the safeguards system - it is very much in the interest of all States to 
participate constructively in this effort. 
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Abstract 
 
Near Real Time Material Accountancy (NRTMA) is a leading edge technical solution to in-
process inventory verification in bulk handling facilities. It facilitates non-intrusive inspection 
and allows safeguards conclusions to be drawn without plant shut down. NRTMA is fully 
operational in the Thermal Oxide Reprocessing Plant (Thorp), providing regular assurance of 
high quality material control. At its core are a number of statistical algorithms to process the 
data. This paper covers the techniques deployed by BNFL and Euratom for NRTMA in the 
Thorp facility located at Sellafield. 
 
1. INTRODUCTION 
 
The Operator and the Safeguards Regulator have complementary requirements from the 
working NRTMA system. BNFL requires uninterrupted operation, whilst demonstrating full 
compliance with all regulations. The Safeguards Inspectorate, of course, wants to be assured 
that there has been no diversion of plutonium. 
 
Detailed discussions were started between Euratom and BNFL in 1987. The case of 
reprocessing is unique, in that Euratom has an explicit Euratom Treaty Article (78) relating to 
the reprocessing chemical plant area. Following the submission of plans, operating procedures 
and nuclear materials accounting arrangements, the Commission granted interim approval in 
early 1991. Euratom and BNFL have continued to work closely, in a spirit of co-operation, 
since the commencement of Thorp plutonium operation in 1994. Provision of interim 
inventories and the use of NRTMA were a key component in the full approval process. All 
the goals required for Article 78(2) approval have been met by BNFL. 
 
As Article 78 is not explicit in the criteria to be used, Euratom and BNFL drew up a common 
understanding, the “NRTMA Framework Document”. This included requirements for the 
validation of the NRTMA process models, data collection methods, computational techniques 
and data transmission protocols. 
 
2. PURPOSE 
 
For the Operator, the purpose of NRTMA is to provide timely detection of apparent 
gains/losses of material, and to provide assurance of materials control, to allow Thorp and the 
Sellafield MOX Plant (SMP) to operate continuously for one year between Physical Inventory 
Takings (PITs). For the Inspectorate, the safeguards purpose is to fulfil the timeliness 
criterion without performing interim inventories of the process area (one goal quantity – 8 kg 
Pu within a month). 
 







BNFL has set out to evaluate materials accountancy and control arrangements in plant designs 
at the earliest stage possible. Plant designers, before installation, must ensure that 
instrumentation will meet all these requirements and that the plant will be intrinsically 
safeguardable. The large capacity, automated nature and heavy shielding of these plants 
means that an annual materials balance evaluation would be far too late in the day to be able 
to take realistic corrective action. There is a strong need to have an early warning system and 
this aligns itself to the safeguards need for interim assurance on plutonium. 
 
Conventional Materials Accountancy is thus always retrospective in terms of Inventory 
Difference (ID). Whilst it ultimately can detect possible problems, the questions are how 
soon, and what was the cause? The key features of an effective capability to provide early 
warning of significant gains/losses are the early detection of abrupt losses to allow rapid 
response; the detection of slow losses as soon as possible; the ability to cope with large 
variations; the ability to quantify the size and duration of the anomaly, and to qualify, where 
possible, the physical form and location of the anomaly. From a safeguards perspective, the 
alternatives for tighter continuous assurance lie EITHER with monthly inventory stoppage 
and run out, with more and more independent monitoring and instrumentation such as tank 
monitoring systems, OR to utilise the Operator's NRTMA approach which generates a stream 
of ID data throughout the year, which, whilst based on a lower quality of inventory can be 
subjected to statistical treatment. 
 
The NRTMA early warning system provides a detection and diagnostic system which aims to 
reduce the likelihood of the Inventory Difference, (as calculated by Conventional Materials 
Accountancy at the end of the campaign) falling outside the Inventory Difference Action 
Levels (IDALs). 
 
Euratom uses [1] BNFL’s ability to produce near real time inventories of nuclear material, in 
areas that are not accessible for measurement, in order to provide the appropriate level of 
assurance against the diversion of material, on the basis of specially designed statistical tests 
and through proper authentication of BNFL’s interim declarations. 
 
3.THE OPERATOR'S PERSPECTIVE 
 
3.1. History 
 
In the 1980s a number of important decisions were taken by BNFL in support of safeguards. 
In addition to the pursuit of high precision measurement of nuclear materials flow, BNFL set 
out a comprehensive suite of instrumentation to allow frequent nuclear materials inventory 
determination and materials balancing. These instruments provide Euratom with a 
comprehensive set of plant-specific data in computerized form. 
 
BNFL commitment to the development of NRTMA for commercial plutonium plants began at 
the time of the design for Thorp in the early 1980s, when developments of the statistical 
procedures, which underpin NRTMA were conceived. Well in advance of developing the 
main plant systems based NRTMA System, BNFL developed a PC-based prototype NRTMA 
System and shared this software with Euratom. This PC-based prototype NRTMA System 
was demonstrated using data from a relatively simple simulator in order to demonstrate the 
basic functionality. Looking back at that early working example of NRTMA, it seems 
somewhat rudimentary. It did, nevertheless, embody the essence of the current commercial 
applications in Thorp and SMP. In particular, that prototype utilized the Joint Page’s Test and 







Anomaly Resolution system which had been developed by BNFL and which both make use of 
the Standardized Independent Transformed Material Unaccounted For (SITMUF) statistic. 
 
Between 1990 and 1994 (Thorp start-up), a dedicated Team in the Company’s Safeguards 
Department developed the prototype into a commercial application for deployment in the 
Company's Commercial operations. When the operational Thorp NRTMA System was 
developed, it was populated with realistic data provide by a stochastic model of Thorp. This 
approach has been repeated recently for the development of the SMP NRTMA System, where 
a stochastic model is being used to simulate plant events. There have been further 
improvements, particularly in the gathering and transmission of data. 
 
The latest BNFL NRTMA System is deployed in the Sellafield MOX Plant (SMP), recently 
given Government approval (on 3 October 2001) to produce MOX fuel. The SMP NRTMA 
System uses the same statistical engine as its Thorp counterpart, but includes additional 
functionality and a state-of-the-art graphical interface aimed at making NRTMA available to 
plant operators rather than expert statisticians. This System awaits the start of plutonium 
active commissioning. Collectively therefore BNFL's plutonium recycle business (Figure 1) is 
covered by routine use of NRTMA. 
 


Figure 1: BNFL’s Plutonium Recycle Business 
 


POWDER
PROCESSING


PRODUCT
STORE


FINISHING
LINE


CHEMICAL
SEPARATION


Thermal Oxide Reprocessing Plant (Thorp)


STORAGE
PONDS


Sellafield MOX Plant (SMP)


FUEL
ASSEMBLY


STORE


FUEL
FABRICATION


HEAD END
(SHEARING/


DISSOLUTION)
Spent Fuel


 
 
3.2. Method 
 
At the end of a campaign an IDAL is calculated from the uncertainties associated with the 
opening and closing PITs, receipts and shipments. Conventional Materials Accountancy 
provides the measure by which the materials control of the campaign as a whole is judged to 
be within acceptable limits. NRTMA is used to determine whether the materials measurement 
system of the plant is performing within acceptable limits on a “day-to-day” basis. 
Performance outside the acceptable limits could indicate a wide range of concerns involving 
measurements systems on the one hand and potential loss scenarios on the other. 
 







3.3. Data Requirements 
 
Operator’s samples and process data emanate from Thorp. Samples are analyzed in the 
Sellafield Laboratory and the results are sent to the material accountancy office for entry into 
the Conventional Materials Accountancy System. 
 
Process data (weights, volumes) is captured almost continuously and logged in the Thorp 
CIM/21 System. CIM/21 is a software “viewer” package which copies directly from plant 
instruments and distributed control system and can present this logged data in graphical and 
summarized form with trending capabilities. Thorp technical support staff examine those data, 
which are needed by NRTMA, in order to filter out “noise”. This aspect is described in 
another paper [2]. The trended data is also entered into the Thorp nuclear materials 
accountancy System. 
 
It should be noted that Euratom has additional data from independent analyses, performed in 
the On-Site Laboratory (OSL), for plutonium nitrate, oxide and pellets as well as from 
analyses carried out on input samples directly on the Thorp plant in the Highly Active 
laboratory using K-edge and Anton Paar instruments. In addition, Euratom also has 
instrumentation/data loggers and branches from BNFL's Head End accountancy tanks, 
Separation Plant feedstock buffer tanks, Separation product plutonium nitrate tanks and from 
OML recycle tanks. One of the important considerations from an Operator’s perspective is the 
power that direct measurement and analysis brings to the Inspectorate for rapid on-site 
evaluation. 
 
The transaction (flow) component of the NRTMA data set comes from the same source data 
used to compile the Conventional Nuclear Materials Accounting Book Balance, and hence the 
Inventory Change Reports (ICRs). This is the same source data which Euratom verifies and 
audits each month. Data for the In-Process Inventories (IPIs) originate from plant data logged 
in the CIM/21 database. This source has enabled the NRTMA database to be populated with 
IPIs. 
 
The NRTMA System extracts the necessary transaction, IPI and sample information from the 
Conventional Nuclear Materials Accountancy System into a number of interface files. These 
files are then transferred to a dedicated DEC Alpha server and loaded on to the NRTMA 
Oracle database. The UK government has approved the transmission of a data pack of 
Transactions and IPI data, on a CD-ROM, to Euratom Luxembourg, on a monthly or 
Campaign basis. This allows review and statistical evaluation to be carried out in 
Luxembourg. 
 
3.4. Users 
 
The BNFL Security, Safeguards and International Affairs function are the developers and 
authors of the Thorp and SMP NRTMA Systems. Being a centre of expertise, this is where 
the majority of the analysis of the NRTMA results is carried out. The analysis comprises a 
number of steps, essentially: 
�� calculating short-term materials balances; 
�� applying the Joint Page’s Test to check for materials control relevant alarms, and 
�� in the event of alarm, implementing the advanced diagnostic procedures. 
 
The System, in simple terms, takes the time period between annual run out inventories and 
provides a more frequent series of NRTMA inventory differences generated by comparing the 







book balances with IPIs gathered from plant instruments. It is important to note that this series 
could be weekly, daily or whatever is appropriate for the plant in question. These NRTMA 
System short-term Inventory Differences are not true Conventional Materials Accountancy 
Inventory Differences, because they are not entered into the accounts or safeguards inventory 
change reports. In order to allow the NRTMA System to perform a statistical analysis of the 
NRTMA derived Inventory Differences, this sequence must transposed into a sequence of 
independent components with a standardized variance (the SITMUF sequence). Subsequently, 
statistical tests for significance, the Joint Page’s Tests, are applied. Finally the NRTMA 
System applies mathematical modelling techniques to establish a set of plausible events which 
are presented to the operator with an associated goodness of fit. 
 
Overall, the NRTMA sits philosophically between materials accountancy and statistical 
process control. It is an alarm, rather than a control system and is one of the alarms which the 
plant operator responsible for nuclear material under their custodian (the Material Custodian) 
needs to understand and respond to. Again, the Material Custodian wants to be confident that, 
when the ID for Conventional Materials Accountancy is calculated at the end of the 
campaign, the ID will fall within the IDALs, thereby avoiding stoppage for investigation. 
 
BNFL has a policy of transparency and has granted Euratom extensive access to its systems, 
holding both plant operating records and accountancy records. The original approach to 
NRTMA was that Euratom would have a copy of the NRTMA software and would, using the 
same data be able to authenticate the results from the NRTMA System. Euratom has its own 
independent data to complement the analysis and has its own false alarm probabilities and 
estimates of random and systematic error variances. Therefore the original concept has, at 
least for the time being, been replaced by the development of additional statistical processing 
in Euratom matched with assurances from safeguards inspectors’ process monitoring 
activities. 
 
3.5. Description of the System 
 
There are over 150 components which provide interim inventory values in the Thorp 
Chemical plant. (There are even more in the Sellafield MOX plant.) 
 


Table 1: Predicted distribution of Thorp Plutonium Inventory 
 


Item(s) % of Total
in process


How Measured 


Main buffer tanks 
(HEP/SEP feed buffers) 


63.4 Accountancy tank sample analysis + buffer tank 
level 


In-line tanks 2.5 Tank level + model estimate of concentration 


Pulsed Columns 1.5 Process models 


Pipework and small items 1.4 Calculated volume + model estimate of 
concentration 


Pu Evaporator System 5.9 Process model 


Pu Concentrate 
Accountancy Tanks 


25.4 Weight + design product concentration 


Total 100  







The level of material in process (Table 1) is dominated by the tanks and the distribution of 
material fluctuates roughly in line with that predicted in previous conference papers in 
1987/1988 [3,4]. 
 
During commissioning, BNFL's NRTMA System has focused on identifying any underlying 
uncertainties in the measurements systems. Measurement uncertainty components have been 
identified and quantified by anomaly resolution tools and by process investigations. This has 
been invaluable in identifying specific effects and in providing a running overview of plant 
accountancy performance. The NRTMA process models and methods for IPI determination 
were further refined in this period. 
 
The performance of the NRTMA System can be quantified in the design stage [5]. In 
operation, NRTMA meets user requirements by detecting anomalous behaviour in the stream 
of materials accountancy and control data, and subsequently resolving such anomalies by 
proposing plausible models to facilitate further investigations. 
 
The analytical engine of the NRTMA System has a number of components: 
�� Joint Test derivation and evaluation; 
�� balance selection and calculation; 
�� error propagation; 
�� statistical testing to detect anomalous behaviour; 
�� advanced diagnostics to propose plausible models to explain anomalous behaviour; 
�� provision for user-entered models; 
�� impact analysis to allow the System to be taken out of alarm to view underlying 


anomalies, and 
�� functions to allow recalculation of results after resolution of anomalies. 
 
The System has two alarm states. The amber alarm state alerts the operator that there may be 
a cause for alarm and that preliminary investigations should be considered. A red alarm alerts 
the operator that action should be taken. The cause of such drift into alarm could, for instance, 
be a simple change to an analytical sampling technique. The usefulness of NRTMA is the 
diagnostic tools it brings to explain why the System has gone into alarm, the processes which 
have produced the effect and, evidence of the size type and duration of the anomaly. The 
types of alarm detected are abrupt events or protracted events and whether the error is 
inventory or flow dominated. 
 
The System responds according to the setting for the probability of a false alarm. The operator 
has flexibility in where the false alarm probability is set. Anomaly resolution has parameters 
for goodness of fit requirements and confidence limits and has components for single and 
composite anomaly resolution, flow path and inventory resolution. The toolbox is completed 
by a “What if?” feature which allows the System to model the effect of the removal of 
suspected bias, and changes in random and systematic error contributors or error paths. 
 
3.6. Statistical Aspects 
 
All operators want to identify bias and either correct or remove it. Therefore, the operator 
design brief for NRTMA was to incorporate only random uncertainties for throughput and 
inventory determinations. The systems would then identify systematic errors using Anomaly 
Resolution and follow-up investigations would aim to eradicate them. As measurement bias is 
removed from the System, BNFL has now reached the position where it is extending the 







NRTMA System to integrate remaining estimates of systematic uncertainties. Another 
important point to note is that BNFL’s NRTMA System is equally concerned with apparent 
loss and gain. It is not simply a diversion detector. 
 
The correlation between adjacent balance periods, because of the common inventory, is also 
taken into account. Furthermore, correlations between throughput and inventory 
determinations, and correlations between successive IPIs, caused by the particular way in 
which the plant is operated, are also included when the variance/covariance matrix is 
calculated. The SITMUF statistic [6], which is central to BNFL’s testing and advanced 
diagnostic procedures, is derived from this variance/covariance matrix and the sequence of 
short-term inventory differences calculated for the NRTMA balance periods. 
 
Control of False Alarm Probability and the ability to discriminate between real phenomena 
and spurious background noise are essential elements of the NRTMA System. The False 
Alarm Probability, along with campaign and safeguards parameters, is specified when the 
values for the Joint Page’s Test are derived. The Joint Page’s Test and SITMUF are designed 
to be versatile in responding to abrupt and protracted events occurring at any time during the 
campaign [7]. 
 
3.7. What makes an Alarm? 
 
For Conventional Materials Accountancy, the material balance inventory difference is tested 
for significance by comparison with the total uncertainty in closing the materials account. For 
NRTMA, the sequence of SITMUF statistics derived from the sequence of inventory 
differences (each NRTMA balance period gives rise to an inventory difference) is tested for 
significance using a process of sequential analysis. The parameters of the Joint Test are the 
near real time analogues of the significance threshold used for Conventional Materials 
Accountancy. Whether a single test for significance is carried out at the end of the campaign, 
or a number of tests are carried out as part of a method of sequential analysis, control of the 
campaign false alarm probability at some nominal value is an intrinsic part of any test. 
 
4. STATISTICAL PROCESSING BY EURATOM 
 
4.1. History 
 
Euratom identified the need for a generic software application, which could be used by 
inspectors on mission. The application would need to input those data submitted by the 
Operator and, additionally, data collected by the inspector, in order to come to a conclusion 
whether a safeguards relevant alarm existed. In response to this requirement, the Interim 
Verification System (IVS) was developed in-house by the Euratom Safeguards Office (ESO) 
and implemented in 2000. 
 
4.2. The IVS approach 
 
The methodology used by the IVS provides interim assurance against the loss of material on 
the basis of optimally suited statistical tests, through adequate authentication of BNFL’s 
declarations. 
 
From a verification point of view, following appropriate authentication of the data, NRTMA 
is sufficient to fulfil the timeliness component of the safeguards approach without further 







need to stop the process and carry out interim inventories, the flow component being covered 
by routine verification activities on a continuous inspection basis. 
 
In this context, the Data Evaluation Sector of ESO was assigned the task of studying the 
statistical models and anomaly resolutions tools used by NRTMA from the point of view of 
safeguards evaluation criteria. The analysis rested on the description of a condensed 
operational process model and a related statistical model for the measurement errors and their 
propagation. It included Monte Carlo sensitivity studies of particular testing variables suitable 
for safeguards anomaly detection. The conclusion of Euratom’s statistical analysis was that, 
although BNFL’s NRTMA data collection system is adequate for interim inventory data 
declaration, its anomaly detection system, which was primarily designed to provide a very 
conservative process control tool, is too sensitive for safeguards purposes. For the operator, 
this high sensitivity is a desirable feature which makes it possible to take early corrective 
action, but for the ESO, it would create a resource and efficiency problem if the inspectors 
have no means of discriminating between inevitable process fluctuations and safeguards 
alarms. It was therefore agreed between ESO and BNFL that Euratom would interface the 
NRTMA system at the Interim Inventory declaration level and use their own anomaly 
detection and resolution tool, primarily focussed on apparent loss and designed to ensure 
optimal use of the Inspectorate's resources.  
 
4.3. Statistical aspects 
 
The IVS computational principle rests on the identification of mass measurement error 
sources for all process components such as vessels, piping …etc, which contribute to one or 
more of the four balance terms of each interim Inventory Difference (ID), that is, Beginning 
Inventory (BI), Receipts (R), Shipments (S) and Ending Inventory (EI), according to the 
conventional material balance equation below: 
 


ID=EI-(BI+R-S)                                                                  
 
For every error source identified, an error variance is estimated and all error variances are 
then propagated into an estimate of the ID variance �2(ID) for each interim period, taking into 
account possible correlation between process components and balance terms. The computed 
ID variance is finally used in a statistical analysis designed to detect safeguards relevant loss 
patterns, as follows: 
 
The following three variables and their variances are computed for each of the n interim 
inventory strikes in the Material Balance Period: 
�� The Inventory Difference IDi and its variance �2(IDi) for i = 1 to n; 
�� The CUmulative Inventory Difference CUIDi and its variance �2(CUIDi) for i = 1 to n; 
�� The Inventory Difference Residual IDRi and its variance �2(IDRi) for i = 1 to n 
 
Only the Inventory Difference Residual, which is best suited to react to a modification in the 
process deviation pattern, is used in a formal statistical test giving an alarm response in case 
of significant event. The two other variables are used to support the diagnosis and decision 
making procedure in case of alarm. Each individual IDi classically informs the inspector about 
any abrupt loss for the current strike while the CUIDi value determines the inspector’s 
decision scheme in case of alarm according to the following rule: 
 
 
 







In case of alarm, 
 
(i) if CUIDi is significantly positive, then there is no loss of material, because the CUIDi 


are unbiased estimators of the total loss of material at the moment of strike i. In this 
case, the alarm must be caused by a problem in the measurement system. 


 
�� Suggested Action: The error model and associated uncertainties should be re-


assessed. 
 
(ii) If CUIDi is significantly negative, then from a statistical point of view, it is not 


possible to say if the alarm is caused by the measurement system or if there is a real 
loss of material.  


 
�� Suggested Action: The inspectors should immediately investigate the cause of the 


alarm and require corrective measures from the operator. 
 
4.4. Description of the System and Data Requirements 
 
By using the IVS, Euratom’s safeguards inspection scheme has taken advantage of the BNFL 
NRTMA System. From a verification point of view, NRTMA supports fulfilment of the 
monthly timeliness component of the safeguards approach. The flow component of the system 
is covered by extensive verification activities on a continuous inspection basis using a wide 
range of safeguards techniques such as process monitoring, Containment and Surveillance and 
independent safeguards equipment. 
 
The IVS program is portable and easy to maintain. It was designed to be used by inspectors 
on-site and hence had to be user-friendly and time effective. The loading of BNFL’s NRTMA 
data and execution of the IVS algorithms are controlled by background code. The user 
interface consists of three input/output screens, each corresponding to a printable spreadsheet: 
 
��NRTMA DECLARATION - Treatment of BNFL’s strike declaration file: 
 


This spreadsheet is the main interface used by the inspectors to process routine NRTMA 
declarations with the IVS. On execution, the following material balance data are retrieved 
and imported automatically from the NRTMA loader provided by BNFL: 


 
(i) The EI in all process components for each strike (in grams); 
(ii) The BI in all process components for each strike (in grams); 
(iii) The number of receipts or issues for all process components between strikes; 
(iv) The total quantities transferred in receipts or issues (in grams); 
(v) The declared ID (Inventory Difference) for each strike. 


 
��NRTMA RESULTS – Output of the IVS anomaly resolution system: 
 


For each strike, this spreadsheet shows the result of the IDR statistical test, indicating 
safeguards relevant alarms by a YES/NO flag. The values taken by the statistics 
described in § 4.3 are also given to support anomaly resolution in case of alarm. 


 
 
 
 







��NRTMA UNCERTAINTIES – Maintenance of source measurement error uncertainties 
 


The third spreadsheet is not used on a routine basis but should be updated whenever better 
estimates of the measurement uncertainties are made available from inspector's observed 
data and information provided during BNFL/Euratom bilateral meetings. The maintenance 
of the uncertainty module is essential to avoid false alarms due to the omission of newly 
identified error sources. The uncertainties are expressed in the form of percent systematic 
and random error standard deviations (1() 


 
5. CONCLUDING REMARKS 
 
Thorp and SMP are large scale facilities which exemplify the approach set out years ago by 
the IAEA LASCAR forum that “appropriate combinations of the many possible techniques 
identified for safeguards measures, coupled with timely efforts in the examination and the 
verification of design information, make possible the implementation of effective and 
efficient safeguards”. NRTMA was born out of that approach and has required close 
collaboration and openness between the Safeguards Authorities, the Operator and the State. 
NRTMA is not alone in the safeguards measures employed on Thorp and SMP, but takes its 
place in a system of safeguards in depth. The key success story in NRTMA is the provision of 
inventories on demand, which provides a stream of data which is of major significance to both 
Euratom and BNFL. 
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Abstract 
Automatic, unattended data acquisition is becoming an essential and more common part of 
safeguards. The reasons are the growing number of large plants with automatic handling of 
material, the rising amount of material and the continuous need to  optimize scarce human 
inspection resources. This paper describes the status of the latest development, the software 
program package RADAR (Remote Acquisition of Data and Review), which aims at 
standardizing the unattended NDA systems in use by the Euratom Safeguards Office (ESO). 
ESO has started to use unattended systems particularly in the large bulk handling facilities 
more than a decade ago. As a result of the learning process, the Windows NT based RADAR 
has now been developed in house with close commercial cooperation and has already been 
successfully installed in facilities in several EU member states. The data acquisition layer of 
RADAR can deal with a large variety of sensors. The technical review program, Global 
Surveyor, allows to see the state of health of the system and to check the completeness of 
acquired data. The generic data analysis program CRISP with its user interface SEAT aids the 
inspector in finding safeguards conclusions. RADAR also allows the transmission of data 
remotely, either to a central inspector´s office on a large site or to headquarters in 
Luxembourg. The state of the various components is also discussed in detail. 
 
1. Introduction 
 
Two requirements drive a process of continuously growing automatic data acquisition in 
European safeguards. Firstly, the amount of strategically highly important material handled as 
bulk material is continuously growing and the plants in which this material is treated are 
becoming more and more automated. High throughput and automatization go along with 
stricter safety and security regimes and growing difficulties for the inspectors to access the 
material. Secondly, practically zero-growth of human inspection resources demands to be 
countered by higher efficiency and effectiveness. Supplementing or even replacing man 
power with machine power is one way to cover the widening gap. 
 
At Euratom, this has been recognized well in the past and thus automatic data acquisition 
systems for non-destructive analysis (NDA) methods have been developed and introduced 
more than a decade ago. Several systems, adapted to particular, individual requirements, have 
been developed and successfully employed. These have been reported and  discussed in [1] 
and run under the names of NEGUS, BUD, FPFM, TAP, NOVIS, CONSULHA etc. Among 
the lessons learnt from these systems include the fact that diversity is difficult to manage and  
maintenance becomes a significant issue.  It is also very expensive to reuse components of 
turnkey systems, even for similar but non-identical boundary conditions and it is not 
straightforward to introduce new users. 
 
It was thus concluded that a standardized automatic data acquisition system should be 
developed with a high degree of modularity, easy to adapt to different inspection 
requirements, and easy to train inspectors on with a familiar interface that could be found  not 
only in one but in many installations. It is expected that this concept goes along with an 
overall reduction of maintenance and training effort and in particular also with a faster 
response time to  changing inspection requirements.  







This led to the idea of RADAR. The development was started in the end of 1997 and is 
ongoing; several systems have been deployed, their number continues to grow. 
 
2. RADAR  
 
2.1 Conceptual ideas 
 
Several ideas dominated the construction of RADAR.  
The system was supposed to be of high overall modularity, so that it could easily be tailored 
to varying needs of different installations, and so that new modules could be added (also by 
different software suppliers) and others could easily be reused. 
The system was supposed to exist of several larger, in itself modular, blocks or layers – the 
data acquisition, the technical review, the data analysis and the data archiving. These could 
then be developed and applied independently. Development started with the data acquisition 
layer, which is completed, and continued with the technical review and the data analyis, 
where work is concentrated now. 
The system was to be able to cope with the existing hardware – the various electronics units 
existing and in use for portable data acquisition (where a standardization effort has been made 
as well [2]. 
The system was to be based on standard operating systems and development software as used 
by the European Commission elsewhere – in order to simplify training and use of other 
available resources. 
The system was to incorporate only the absolute minimum of proprietary software, as 
maintenance of the latter is often expensive and slow and requires a high administrative 
effort. 
 
2.2 The data acquisition layer of RADAR 
 
2.2.1 Data Acquisition Modules (DAM) 
 
The data acquisition layer controls the sensors. The whole layer may consist of a network of 
PCs running under Windows NT and controlling a large number of sensors, or of a single PC 
taking care of a single device, e.g. a gamma monitor.  
For a particular system, standard Data Acquisition Modules (DAM) carry out the data 
acquisition, which are specific for each type of equipment or sensor. A DAM is typically 
written in Visual Basic, runs as a service and controls all parameters specific to the sensor – 
e.g. threshold settings, supply voltages, sampling times. The DAM can create alarms – if 
thresholds are exceeded, the countrate drops to zero, a sample is detected, the high voltage 
fails, the container seal is broken etc. or if it loses communication with the sensor. Alarm 
messages can e.g. be used to trigger other systems, in particular the FAST video system [3]. A 
DAM may also change the acquisition mode, e.g. in the case of a gamma monitor from ´total 
rate monitoring´ to additional ´full spectrum acquisition if a threshold is exceeded and it is 
thus recognized that a sample has been placed in front of the detector. 
In general, a DAM creates four file types: data files (with time-stamped countrates, weights 
etc.), alarm files (one per alarm), log files (one file per day) and setting files. The log files 
contain technical information on the DAM, e.g. start and stop time, the corresponding 
parameter set, alarm messages etc. Special DAMs may create additional file types (e.g. 
gamma spectra). Setting files are created when parameters are changed – they contain the new 
configuration parameters and are used by the analysis layer.   
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Fig 1: RADAR data acquisition layer  
 
DAMs have been produced for various instruments and are available now for 
- the neutron coincidence shift register JSR12 (Canberra Eurisys) (this DAM can also 


control the multiplicity shift register AMSR for coincidence applications), used for 
neutron monitoring and coincidence counting 


- the MiniMCA MCA-166 (GBS-elektronik) for gamma spectroscopy (for pulse height 
spectroscopy and for multi channel scaling applications) 


- the electronic VACOSS seal (Aquila) 
- boards for TTL pulse counting (National Instruments) 
- boards for 4-20mA current measurements (National Instruments)  
- boards for switches etc (National Instruments 6B50) 
- instrumentation for tank level measurements (National Instruments SCXI) 
- the Saphymo ionization chamber for gamma monitoring 
- the Grand3 (Davidson) for Fork measurements 
- the MikroMessKanal (FST/Freiberger Sensor Technik) for Fork measurements 
- any serial input via the PCs RS232 interface (important e.g.for ID readers and balances) 
- digital I/O card for PLC switches 
- a video overlay interface  
- a modem DAM to collect messages received via modem 
- a transducer DAM for an electromagnetic identity reader for samples in a glove box 
 
These cover the main applications. Additional DAMs can be easily written as required, when 
e.g. new instruments are being introduced.  
DAMs make use of manufacturer´s software like DLLs or OCXs to control the device and in 
general have a limited functionality, which is supposed to keep them robust. DAMs run as 
services. They communicate (via TCP/IP) periodically with RADAR´s watchdog service, the 
Portserver. The Portserver ensures the correct functioning of the acquisition process. If a 
DAM is not communicating properly, the Portserver kills the process and tries to restart it. It 
will also create corresponding log file entries and alarm messages as required. 







In many cases, like in other safeguards systems, the principles of redundancy and diversity are 
also applied for RADAR systems in order to raise the level of failure tolerance. 
 
2.2.2 File exchange and remote transmission 
 
Throughout the acquisition layer, information is contained in files. These files are regularly 
exchanged throughout the RADAR network. Two services support this file exchange: the 
Replicator service and the Scheduler service. The replicator can copy/move/delete/append 
etc files and has also compression and encryption functionality, including authentication 
features. The scheduler is used to schedule processes, particularly calls of the replicator. 
Typically the replicator configuration will ensure that alarm files are copied to a central server 
within a short time interval whereas log and data files might be copied to the server several 
times per day and backups might be created daily. These services work in local networks but 
can also be used to transfer files to remote on-site offices or to headquarters. The required 
connections are then made with the help of routers connected to public telephone lines 
(ISDN). Running field tests restricted to the transmission of log files show promising results.  
 
2.2.3 Implementation status 
 
The first implementation of a RADAR data acquisition station could already be made several 
months after the start of the development. This was the first success of the high modularity. 
The setup has been described in [4]. In the meantime, many more installations have been 
deployed. They range in complexity from one-sensor applications for gamma monitoring of a 
hot cell to a network with about twenty data acquisition PCs. Those handle about 100 sensors 
in the case of a MOX production plant (incorporating neutron monitors, neutron coincidence 
counters, gamma spectrometers, active length measurements, identity readers, switches, 
balances, seals, position measurements etc.). RADAR data acquisition is now running in more 
than a dozen MBAs. Some of them are in weapons states, a similar number is found in non-
nuclear weapons states of the European Union. The implementation in several more MBAs is 
in preparation. The migration of some of the older installed systems of various designs to 
RADAR has started and will continue as these systems have to be phased out for technical 
reasons. For a couple of the older systems migration to RADAR will not be possible, but it 
can be stated that the attempt to standardize the automatic, unattended data acquisition is on a 
successful path. 
 
Implementations of RADAR can be found in 
- Spent fuel storage ponds - Transfer channel monitors one and two 
- MOX fabrication plant    - large network with many data acquisition PCs and different                           


measurement stations, including several neutron coincidence counters, neutron monitors, 
gamma spectrometers, active length measurement stations, seals, position encoders, 
switches, identity readers, balances 


- MOX plant           - Neutron and gamma portal gate monitor 
-       “            - Gamma monitor spent fuel repackaging station 
-     Pu store                       - Neutron monitors and Vacoss seals 
- “            - Neutron coincidence measurement PuO2 import 
-     MOX plant            - Rod scanning station 
-          “            - Neutron monitors and Vacoss seals    
-      ”                                 - MOX assembly measurement station and store monitoring 
-      “                                 - MOX pin measurement station 
-     Dry storage                     - Neutron monitor and video overlay 
- Dry storage                      - Neutron monitors 







- Spent fuel storage            - Neutron monitors and Vacoss seals 
-     Spent fuel measurement  - Fork measurement system Castor loading station 
-    “                                - Hot cell gamma monitoring 
 
In addition, several portable measurement devices have been equipped with RADAR and are 
used for attended or semi-attended measurements with Fork detectors or neutron monitors.
  
2.3 The technical review: Global Surveyor  
 
Particularly in big data acquisition networks, RADAR produces a large amount of 
measurement data and technical information. It is of utmost importance to know if the 
measurement data are complete, and whether the system and all its sensors were up and 
running throughout the inspection period. In installations with continuous inspections, 
inspectors should even know the technical status of the system at any time. 
To aid inspectors and technicians with this task, a tool for technical review was developed. 
The program Global Surveyor (GS) can check the completeness of data files with periodic 
entries (e.g. neutron monitor files) and it can compile messages contained in the log files. It 
allows easy filtering of the log file messages in order to find the information of interest, e.g. 
all threshold crossings for a particular DAM, all restarts or high voltage failures. GS can be 
configured to mark information found as critical – e.g. a gap in a data file. 
 


 
Fig 2: A Global surveyor screen for technical review 
 
GS can run automatically, periodically, through a set of predefined directories. It then looks 
for new file entries in these directories and analyses them. GS can be applied to a single PC, a 
large network in a big installation or even at Euratom headquarters to all incoming files. 
The information on an individual DAM can be accessed via a tree structure. The highest level 
of the tree is country, branching off to installation, material balance area, point of interest, 
DAM. If new information arrived (after filtering), the corresponding branch of the tree will be 
marked in bold, if the information was defined to be critical, it will be marked in bold in red. 







The information is linked to the file it was extracted from, so that this can be easily accessed. 
On acknowledgement by the reviewer, the highlighting will be reset, so new events are 
immediately obvious when detected. 
GS can also be configured to expect files periodically and create a highlighted entry if a file is 
missing (e.g. if for a daily file the telephone connection was down).  
It should be added that GS is not restricted to files created by RADAR. It can in principle 
handle any type of technical log file and in fact contains modules allowing it to treat Gemini 
single camera system files transmitted to Luxembourg daily, digests messages from the 
enrichment monitoring system CEMO and is being extended to deal with files from Rustrak 
data loggers. 
GS has been introduced several months ago and has been found to be very helpful and quite 
powerful although it is still in the testing phase.  
If larger amounts of data will be transmitted to headquarters eventually, an additional web 
interface, wrapped around GS as engine, will in the future allow inspectors access to data 
concerning ´their´ installation from their office. A GS alarm distribution module is in 
preparation which will inform concerned personnel via e-mail, fax or SMS.  
 
2.3 The data analysis – ViewDam, WBFP, CRISP and SEAT 
 
The analysis of the data files can be done with a variety of software tools.  
Raw data review can be done with ViewDAM, which allows visualisation of the contents of 
data files. For quantitative analysis for the first RADAR implementation in a MOX facility, a 
tailored system was developed [4]. It allows the analysis of measurement data from a neutron 
coincidence collar and the comparison with operator declarations and is now used in two 
installations. Another dedicated tool has been developed for Fork measurements. This 
program extracts the relevant countrates and hands them over to a burn-up code, where the 
comparison with operator declarations is made. 
 
For general data review applications, a generic data evaluation package is being developed, 
CRISP (Central RADAR Inspection Software Package). By design, this is a powerful data 
base system, which will allow the inspector to handle complex multi sensor systems. In big 
automated Pu handling facilities, the number of relevant material movements and 
measurements can be very large and manual analysis of the data is time consuming and 
sometimes hardly feasible. CRISPs aim is to help the inspector by doing a fully automatic 
data analysis and comparison with operator declarations, thus optimizing inspection 
resources.  
CRISP comes with a user interface SEAT (Smart Evaluation and Analysis Tool). SEAT is the 
interface that reduces the application users work to the required minimum. He needs to select 
his plant, the MBA and the point of interest. After definition of the evaluation period, he can 
have a look at the raw data or let SEAT immediately run through the analysis steps and 
present the results.  
In order for SEAT to provide this service, CRISP has to be configured correctly by a database 
administrator. What happens in CRISP ?  
CRISP works mainly at ´Points of Interest` (POI). A POI is a group of sensors, which, among 
them, contain all the interesting information for a move of a particular item. E.g. a PuO2 can 
measurement station may have a neutron coincidence counter, a gamma spectrometer, an 
identity reader and other sensors. These constitute a POI. CRISP knows the entire DAM types 
and which parameters exist to describe them and their data. It reads some of the actual 
parameters belonging to an evaluation period from the setting files. The database holds all 
specific parameters, e.g. the calibration curve for a neutron coincidence counter or the setup 
file for MGA to be used at a specific POI. It has configured values for the time sequence of 







events to be expected at that POI and so on. For a particular POI ´tasks´ are defined in a 
´script´. Such a script is run by SEAT when the user starts the analysis. In fact, a ´script´ is a 
sequence of analysis modules, step by step leading from the raw data to the final report. 
The typical tasks are reduction of the raw data into segments (plateau, slope,…), classification 
of the segments (background, measurement, …) and identification of significant events for 
each sensor. The relevant information is extracted for each sensor – the neutron singles, 
doubles and accidentals rates, the ID for an identity reader or the gamma spectrum for a 
gamma spectrometer. Then, for a gamma spectrum, MGA will be called in order to determine 
the Pu isotopics and other functions will be applied to other data if required. Up to here each 
sensor is evaluated independently. In the next step, time correlations are used in order to 
associate events with each other. This can include the operator declaration, if it is available. 
Then those analysis routines, requiring input from several sensors, are run; e.g. an algorithm 
to calculate the Pu mass from the measured neutron rates and gamma isotopics is called and a 
comparison with the declaration can be made. All extracted information is consolidated in a 
report and presented to the inspector at the end of the SEAT program. It is interesting to note 
that the algorithms tied into CRISP are reused modules, originally developed for WBFP [4]. 


 
Fig 3: SEAT screen showing data available to select for evaluation  
 


 
Fig. 4: SEAT raw data review  







The database, CRISP, does not contain the raw data, but knows where to find them.  
The operator declarations can be read in via a general XML interface. Since operators declare 
their data in a variety of formats, normally a converter to XML needs to be written, but this is 
a limited effort. Likewise the output of CRISP is in XML format, so individual reports, tuned 
to requirements of a particular installation, can be created with reasonable effort. CRISP also 
has an interface where analysis algorithms can be linked in a modular way, so if new 
instruments are added to the acquisition layer or new evaluation algorithms are required, they 
can be bound into CRISP easily. Included at the moment are the algorithm PuCalcMass, 
calculating Pu masses from neutron coincidence rates, with multiplication correction and 
including error calculations and the MGA algorithm to calculate Pu isotopics. Here the MGA 
DLL developed by Lawrence Livermore National Laboratory and Ortec has been chosen. 
Other algorithms are in preparation, e.g. the interpretation of switches used for identity 
purposes. It is also planned to include a state-machine algorithm to automatically follow 
movements of PuO2 cans, measured with a series of sensors, which has been developed for 
another application. 
CRISP exists as a prototype; the first versions of SEAT for a PuO2 can measurement station 
and several neutron monitor applications are to be released soon. 
 
3. Conclusions 
 
The build up of RADAR as standard data acquisition and analysis system for unattended 
safeguards instrumentation has led to a fairly large number of data acquisition systems 
implemented in the field in a relatively short time. This is a direct effect of the modularity of 
the data acquisition layer, which allows us today to respond to queries from inspection units 
in a flexible, adequate and fast way. The structure of the data acquisition layer has proved to 
be stable, efficient and reliable. The necessary tools to supply the acquired data to headquarter 
have been tested successfully and are available as standard options for future use. 
The tools for a convenient and automatic technical data review have reached a level where  
the application is advantageous, and further refinement will be carried out as required. 
In the near future effort  needs to be concentrated on the introduction of the generic data 
review solution and the continuous process to deploy new acquisition systems, as older 
systems need to be replaced for technical reasons. 
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Synopsis 
Following Iraq’s withdrawal from Kuwait, the United Nations Security Council adopted its resolution 
687 (1991), setting out the terms of the ceasefire agreement.  Those terms, inter alia, requested 
the Director General of the International Atomic Energy Agency (IAEA) to carry out immediate on-
site inspection of Iraq’s nuclear capabilities, to prepare and carry out a plan for the destruction, 
removal and rendering harmless of all assets relevant to the design and production of nuclear 
weapons, and to design and eventually implement a plan for the ongoing monitoring and 
verification of Iraq’s compliance with its related obligations under Security Council resolutions. 


This paper summarises the work of the IAEA Iraq Action Team, established by the Director 
General to carry out the practical tasks necessary to implement the requests of the Security 
Council. It also highlights lessons learned from a unique regime of disarmament and verification. 


Introduction 
On 16 April 1991, the Iraq Action Team was established by the Director General of the 
International Atomic Energy Agency (IAEA) to carry out the practical activities necessary to 
implement the tasks requested of him by the Security Council in paragraph 13 of its resolution 687 
of 3 April 1991.  Specifically, the Director General was requested, with the assistance and 
cooperation of the Special Commission established pursuant to paragraph 9 of that same 
resolution: 


�� to carry out immediate on-site inspection of Iraq's nuclear capabilities based on 
Iraq's declarations and the designation of any additional locations by the Special 
Commission; 


�� to develop a plan for submission to the Security Council within forty-five days 
calling for the destruction, removal, or rendering harmless as appropriate of all 
items listed in paragraph 12 of resolution 687 (1991); 


�� to carry out the plan within forty-five days following approval by the Security 
Council; 


�� to develop a plan, taking into account the rights and obligations of Iraq under the 
Treaty on the Non-Proliferation of Nuclear Weapons of 1 July 1968, for the 
future ongoing monitoring and verification of Iraq's compliance with paragraph 
12 of resolution 687 (1991), including an inventory of all nuclear material in Iraq 
subject to the Agency's verification and inspections to confirm that Agency 
safeguards cover all relevant nuclear activities in Iraq, to be submitted to the 
Security Council for approval within one hundred and twenty days of the 
passage of resolution 687 (1991). 


Iraq, for its part, was, under paragraph 11 of resolution 687 (1991), invited 


�� to reaffirm unconditionally its obligations under the Treaty on the Non-
Proliferation of Nuclear Weapons of 1 July 1968 and, under paragraph 12 
required to unconditionally agree:  


�� not to acquire or develop nuclear weapons or nuclear-weapon-usable material 
or any subsystems or components or any research, development, support or 
related manufacturing facilities; 
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�� to submit to the Secretary-General and the Director-General of the International 
Atomic Energy Agency within fifteen days of the adoption of  resolution 687 
(1991) a declaration of the locations, amounts, and types of all items specified 
above; 


�� to place all of its nuclear-weapon-usable materials under the exclusive control, 
for custody and removal, of the International Atomic Energy Agency, with the 
assistance and cooperation of the Special Commission; 


�� to accept, in accordance with the arrangements provided for in paragraph 13 of 
resolution 687 (1991), urgent on-site inspection and the destruction, removal or 
rendering harmless as appropriate of all items specified above; 


�� to accept the plan for the future Ongoing Monitoring and Verification (OMV) of its 
compliance with these undertakings. 


In fulfilling the above-defined tasks requested of the Director General, the IAEA Action Team 
carried out a series of twenty-nine inspection campaigns over the period 15 May 1991 to 24 
October 1995. A thirtieth series took place from 13 May 1996 to 24 July 1997 and was aimed at 
finalising Iraq’s Full Final and Complete Declaration (FFCD). Overlapping these inspection 
campaigns, the Action Team carried out ongoing monitoring and verification activities, 
predominantly through its Nuclear Monitoring Group, which was established in August 1994 and 
maintained an essentially continuous presence in Iraq until December 1998.   


At the time of the Safeguards Symposium in October 2001, the IAEA Action Team continues to be 
prevented from returning to Iraq to resume its inspection activities in connection with the relevant 
Security Council resolutions. 


The Disarmament Phase 
The October 1997 report of the IAEA Director General to the Security Council, document 
S/1997/779, contains an extensive summary of the disarmament activities and achievements. The 
Agency’s Web site WorldAtom contains all the major documents publishedi and is recommended to 
any reader who would like more details on the activities and achievements related to the Agency’s 
UNSCR mandate in Iraq. 


Articles on that phase and associated lessons-learned have been already published in the past, 
including in the context of the last two symposiums on International Nuclear Safeguards in 1994 
and 1997. It is well known that the initial findings of the Agency in Iraq highlighted the need to 
strengthen the IAEA safeguards system, and in fact the non-proliferation regime as a wholeii. 
“Programme 93 + 2”iii was the most extensive exercise, the outcome of which was the 
establishment of the Additional Protocol (INFCIRC 540) and the definition of new approaches in 
the way safeguards are implemented by the IAEA. 


The Coherent Picture of Iraq’s Clandestine Nuclear Programme 
In the Director General’s semi-annual report of October 1997, the Agency indicated that it had a 
coherent picture of Iraq’s past clandestine nuclear programme: 


“As a result of the IAEA's inspection activities a technically coherent picture of Iraq's clandestine 
nuclear programme has evolved – a programme aimed at the production of an arsenal of nuclear 
weapons, based on implosion technology, which had involved: 


�� the acquisition of non-weapons-usable nuclear material through indigenous 
production and through overt and covert foreign procurement; 


�� research and development programmes into the full range of uranium enrichment 
technologies culminating in the industrialisation of EMIS and the demonstration of a 
proven prototype gas centrifuge; 


�� the development of metallurgical technologies necessary for the fabrication of the 
uranium components of a nuclear weapon; 







- 3 - 


�� research and development activities related to the production of plutonium, including 
laboratory-scale reprocessing of irradiated nuclear material and reactor design 
studies; 


�� the development of nuclear weapon designs and weaponisation technologies for 
implosion devices and the establishment of industrial-scale facilities for their further 
development and production; 


�� research and development activities related to the integration of a nuclear weapon 
with a missile delivery system.” 


Since then, the coherent picture, as described in 1997, has been systematically subjected to 
additional analysis of all data accumulated since 1991 and new information that came after 1997. 
In its semi-annual report of October 2001, the Director General stated: 


“[This analysis] has permitted the Agency to refine its technically coherent picture of Iraq’s past 
clandestine nuclear programme and nuclear-related capabilities as of December 1998, but has 
not changed that picture.” 


A coherent picture is a technical view, an understanding, that has been developed using all the 
possible legal (provided by the mandate under UNSCR) and technical resources.  These range 
from in-field activities to thorough analysis.  It is coherent because all of the necessary programme 
elements are visible.  Nothing is missing in the programme-planning sense and all the evidence 
available from all possible sources are consistent, including the engineering consistency of all the 
expected components and project timelines.  


The coherent picture, which evolved, is that Iraq’s clandestine nuclear programme was 
characterised by the following points:  


�� It was very well funded; 


�� It was “prepared” in the 1970s, through the development of cooperation on civilian 
projects (reactors, reprocessing, fuel fabrication) and training abroad of future key 
staff; 


�� It was implemented in the 1980s; 


�� There are no indications that Iraq had achieved its programme objective, i.e. to 
obtain a nuclear weapon; 


�� There are no indications that Iraq produced, or otherwise acquired, any meaningful 
amounts of weapon-usable nuclear material (other than the reactor fuel under 
Agency Safeguards which was removed by the spring of 1994); 


�� There are clear indications that Iraq had made major progress in the direction of its 
objective; 


�� There are clear indications that Iraq still had some major hurdles to overcome even 
in the areas where most efforts had been expended. 


The coherent picture is also consistent.  Information came from many sources and part of the 
analysis was the review of the consistency of these sources.  These included: 


�� Field observations; 


�� The analysis of diverse imagery; 


�� Procurement records; 


�� Interviews with Iraqi personnel; 


�� Member State information; 


�� Physical samples; 
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�� Original Iraqi documents and records; 


�� Iraqi declarations. 


There were no indications that, as of December 1998, Iraq had retained the physical capability 
(facilities and hardware) to be able to produce weapon-usable nuclear material in amounts of any 
practical significance. This was a consequence of the destruction of facilities and equipment 
carried out under the Agency's supervision as requested by its UNSCR mandate.  It should also be 
noted that according to UNSCR 707, Iraq is not allowed any nuclear activities other than the use of 
isotopes for medicine, agriculture or industry.  There were also no indications that after 1991, and 
until December 1998, Iraq diverted its resources to conduct prohibited nuclear activities.  
Unfortunately, after nearly three years without resolution-related inspections, no assurance can be 
provided any longer as of October 2001. 


It has to be stressed that “no indication” of prohibited items or activities is not the same as “non-
existence”, given the inherent uncertainty associated with any verification process. It should be 
recognised, for instance, that no verification measures could guarantee detection of readily 
concealable or disguisable proscribed activities, such as computer-based weaponisation studies. 


The October 1997 report emphasizes that it was and remains the prerogative of the Security 
Council to assess if the achievements obtained through the verification process were sufficient to 
declare Iraq’s compliance with its obligations under United Nations Security Council resolution 687.  
Ongoing Monitoring and Verification 
The Security Council, in its resolution 715 of 11 October 1991, approved the IAEA plan for ongoing 
monitoring and verification, of Iraq’s compliance with its obligations under the relevant Security 
Council resolutions.  This plan specified in detail Iraq’s practical obligations and the rights, 
particularly the rights of access, of the IAEA.  It should be recognised that these rights of access 
are unique in scope and far beyond anything that a state would voluntarily concede.  From the near 
beginning of its inspection activities in Iraq, the IAEA Action Team gave significant attention to the 
scope and application of the technical measures that would be implemented through its OMV plan.  
Monitoring activities were chosen to be credible, defensible, and deterrent.  It is important that the 
Security Council and Iraq both accept them as legitimate.  Many overlaps exist between 
investigative inspections and monitoring.  The very fact that a facility is inspected for a second time 
provides monitoring information regarding possible changes of use. This is contingent upon the 
fact that observations made during the previous inspections are properly recorded.  Many 
technologies, including radiation survey and, in particular, environmental sampling, have common 
use in detection and monitoring. 


As early as November 1992, the Action Team had, with the active assistance of a supporting 
member state, established its programme of routine radiometric survey of Iraq’s principal 
watercourses.  The objective was to detect indications of prohibited nuclear activities.  By August 
1994, the Action Team had established its Nuclear Monitoring Group (NMG) and, through the 
NMG, a “continuous” Action Team presence in Iraq.  The staffing of the NMG relied to an extent on 
technologists provided by an ever widening geographical spread of IAEA member-states, but was, 
almost invariably, headed by an established member of the Action Team.  The personnel system 
required all of the Action Team professional technical staff to assume, on rotation, the role of NMG 
“Chief Inspector”.  Thus, through the “continuous presence” of its NMG, the Action Team was able 
to combine the investigation of Iraq’s clandestine nuclear programme with its implementation of the 
IAEA OMV Plan.  In his periodic progress report to the Security Council in October 1997, the IAEA 
Director General indicated that the technically coherent picture of Iraq’s clandestine nuclear 
programme was sufficiently well established that the few remaining questions and concerns would 
not impede the full implementation of the IAEA OMV Plan.  In subsequent reporting, the IAEA 
Director General reiterated, that provided the IAEA retained the right of access enshrined in its 
OMV Plan, the IAEA was in a position to focus its activities primarily on the implementation of the 
Plan and, as part of that plan, to continue to investigate the remaining questions and concerns or 
any other that matter that may arise from newly obtained information. 
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Such was the framework within which the Action Team conducted its activities in Iraq from August 
1994 until 16 December 1998.  The technical components of the framework included: 


�� routine unannounced inspections of facilities previously associated with or housing 
materials or equipment associated with Iraq’s clandestine nuclear programme; 


�� non-routine unannounced inspections of previously un-inspected sites judged to 
have capabilities useful to a reconstituted clandestine nuclear programme; 


�� interviews, in the workplace, of nuclear technologists; 


�� routine and special radiometric surveys of the Iraq’s principal water-courses;  


�� aerial and terrestrial radiometric surveys;  


�� sampling of airborne and deposited particulate matter, and 


�� vegetation sampling. 


The philosophy followed was that Iraq, as a whole, was subject to monitoring and that the Action 
Team would determine those items and areas that would be routinely subjected to its monitoring 
programme.  In this phase of the operation, priority was given to the implementation and field-
testing of all feasible monitoring technologies in order to establish a proven range of techniques 
that could be selectively applied as experience and changing circumstances might indicate. 


In this latter context, and with a view to the longer-term, focus was given to the design and 
implementation of technologies that might provide the necessary assurances or, as necessary, 
defensible evidence to the contrary, of the absence of prohibited nuclear activities, without the 
need of direct access.  Exercise of the right of access enshrined in the OMV plans of the IAEA and 
UNSCOM has been the subject of much controversy and, on occasions, conflict.  The critical 
importance of that right of access cannot be understated.  The responsibilities that accompany that 
right are also high.  Care must be taken to ensure that access is exercised as a need and not an 
objective in itself.  Denial of access is both illegal and unacceptable.  Reluctance or resistance to 
allow access is, in a minority of instances, understandable and needs to be overcome by 
diplomatic persistence.  


The cost of full implementation of the IAEA OMV plan, assuming the discontinuation of “support in 
cash and kind” from member states, is assessed to total some $10M not including the costs of 
common services anticipated to be funded through the United Nations Monitoring, Verification and 
Inspection (UNMOVIC).  


Post-December 1998 
The Action Team has not been able to operate in Iraq after 16 December 1998. Nevertheless, the 
Team continues to carry out monitoring and verification activities where it can.  Resources have 
been used to consolidate the Agency’s understanding of Iraq’s past programme and residual 
nuclear-related capabilities, analysing in depth original Iraqi documentation, assessing past 
inspection results and planning effective inspections when operations resume. 


A significant quantity of resources had to be dedicated to facing the turnover within the Team and 
maintaining its readiness to resume its OMV activities in Iraq at short notice. Maintaining this 
readiness in spite of such a turnover was one of the motivations for devoting resources to refine 
the structure and content of the Team’s information system in the areas of computer support for 
inspections. Inspections have to resume on the basis of what was known in detail as of December 
1998. It would be fully unacceptable to “rediscover” everything from scratch, even if most of the 
staff involved has changed. 


In the area of computer-based tools, a huge effort has been dedicated to consolidating and 
integrating all the information available to the team in order to facilitate the analytical work.  This is 
necessary for instance to efficiently train new team members and national experts. The 
implementation of the Action Team Integrated Information System (ATIIS, see poster session 
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IAEA-SM-367/B/13/06/P) is aimed at optimising resources and enhancing the efficiency of the 
upcoming efforts. 


The development and optimisation of new monitoring tools have also been systematically carried 
out.  An advanced Geographic Information System (GIS, see poster session IAEA-SM-
367/B/13/05/P) is now part of the Team’s assets to prepare inspections, carry out some elements 
of monitoring in spite of the suspension of in-field activities and interpret results of detection 
campaigns.  Experimental validation of the use of air particulate sampling for the detection of 
clandestine activities is currently ongoing and is expected to reach some practical conclusions in 
the near future. 


Lessons-Learned 
Many of the lessons-learned were drawn immediately after the discovery of Iraq’s programme, 
particularly as far as loopholes in the NPT safeguards system were concerned. In particular, the 
importance of access to facilities through special inspections, the need for design information of 
new or modified facilities and the criticality of indigenous production, import and export of relevant 
equipment and materials. The experience of seven and a half years of on-going verification in Iraq 
taught us many additional valuable lessons, some of which were not obvious at first.  It should be 
remembered that the disarmament conditions and the associated long-term verification system 
applied to Iraq is a unique case caused by their definition in the context of a ceasefire and Iraq’s 
flagrant non-compliance with its NPT obligations.  However, some of those lessons would certainly 
apply to more regular verification activities, such as international safeguards. 


The Importance of Information Format 


The first lesson worth emphasising concerns information. The importance for Safeguards of 
collecting and analysing all available information was already highlighted in the pastiv.  


Given the experience in Iraq, it can be stated that neither a detailed assessment of the 
achievements of Iraq’s past clandestine nuclear programme nor a proper evaluation of Iraq’s 
remaining capabilities of diversion would have been reached without the availability of the broadest 
possible sources of information. This information included: 


�� Declarations, to be verified by all legally possible and practically available means; 


�� Original documents (technical reports, progress reports, blue prints, administrative 
circulars, etc.) produced during the active programme to evaluate achievements of 
clandestine activities or later, to assess the residual nuclear-related capabilities; 


�� Inspection at any facility, most of them without prior announcement, to enhance the 
significance of the absence of detection of prohibited activities; 


�� Interviews of key personnel; 


�� Technical results such as analysis of sampling or gamma detection data; 


�� Analysis of resources (personnel, equipment) in the industrial structure; 


�� Procurement records, the accuracy and comprehensiveness of which verified with 
the help of the exporting countries; 


�� Overhead imagery, including high definition imagery (around 1 m) as now 
commercially available; 


�� All credible information provided by any supporting party (Member States, press, …) 


The amount of information accumulated, in order for the verification body, to understand the 
nuclear capabilities of a country like Iraq and its possible diversion paths, must not only be 
obtained but, to be as complete as possible, must also be stored in a way that optimises its use. 
The ability to retrieve data promptly is vital to the effectiveness of the acquired information; 
therefore, the Action Team has developed its Integrated Information System based on experience 
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accumulated since 1991.  The Action Team Integrated Information system combines various types 
of information structures, with a major emphasis on structured databases.   


Properly structured databases allow the extraction of information in ways that are optimal for both 
the inspector preparing the next inspection and the analyst contributing to the assessment.  Each 
should benefit from the other’s activities in real time.  For instance, a new outcome from field 
activities, even if apparently unspectacular, should be formatted in a way that is readily noticeable 
and not lost in the flow of a mostly uneventful report.  The assessment of press reports, for 
instance, should be recorded in a way that prevents the new inspector from lost time re-evaluating 
information previously proven to be irrelevant or false.  Of course, the matter of confidentiality must 
not be overlooked.  To ensure security, the Action Team data is locked employing the latest 
security software and passwords. 


The Importance of Comprehensive Information Analysis 


The Action Team has also determined that the analysis of data is of utmost priority.  The 
accumulation of information is insignificant if it is not properly processed in order to extract value 
from it and assess its relevance.  Unfortunately, field operations often take priority.  Analysis can 
easily be neglected unless there is a conscious effort to look at data, not just collect it.  The 
cessation of inspections in 1998 has allowed the Action Team the opportunity to investigate its 
acquisitions in detail and categorically establish relevance to Iraq's clandestine past programme 
and to further inspection planning.  


The coherent picture of Iraq’s clandestine programme was already the result of thorough 
investigations and analyses, particularly of inspection results and Iraqi original documentation.  The 
need to establish a long term monitoring and verification plan led to new analysis needs, 
particularly in order to secure credibility, acceptability and efficiency of the plan’s implementation.  
In depth analysis of past programmes and the clues they give to a possible resumption of 
prohibited activities, is necessary, as is further understanding of the residual dual-use nuclear 
related capabilities.  This includes all phases of nuclear activity, from the mine to the weapon and 
its delivery system. 


Comprehensive analysis is one of the essential tools that can allow the early detection of 
proliferation patterns, particularly when supported by Agency Member States, who remain  the key 
contributors to the success of such operations.  Presumably, there is far more information available 
to Member States that might be available to the inspecting body.  Sadly, experience has shown 
that, sometimes, critical information is not shared, even when the holder might not be in the best 
position to exploit it. In the period immediately following the Gulf War, member states provided 
excellent cooperation, sharing which was critical to the success of unmasking the Iraqi programme.  
Within three months, Iraq’s programme was so exposed that Iraq could no longer deny its 
existence and adopted a more cooperative attitude.  Member State cooperation has continued to 
be an important source of information, even in a monitoring phase. It is imperative that information 
holders make relevant information available, in timely and comprehensive fashion, to “task holders” 
such as the Action Team in order that its mandate is most effectively carried out.  For instance, 
information in connection with the export of critical dual-use items is significant value and should 
not be underestimated.  


Another driver of analysis is open source reporting.  This has proven value and should not be 
ignored.  The downside of open source reporting is that much of the information is inaccurate and 
frequently skewed to attract public interest.  Unfortunately, open source misreporting never grows 
old and rumours and falsehoods are constantly recycled.  The Action Team aims to draw a balance 
between open-minded assessment of all data and limited resources.  In periods like the current 
one in particular, everyone would benefit from the improvement of the ethics and professionalism 
of those who spread unreasonable information to a public which is, in its great majority, not in a 
position to sort out truth or disinformation.  
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The Establishment of “Information-Based” Criteria 


The amount of effort to be expended by the inspection body has been traditionally defined by 
objective criteria, such as the numbers and types of declared facilities or the amount of nuclear 
material available. 


Iraq is prevented by Security Council Resolution 707 from developing any nuclear programme 
other than the use of isotopes for medical agricultural and industrial applications. The Action Team 
was required to develop an analytical approach to efficiently apply its resources.  This approach is 
requisite: 


�� to maintain the highest level of credibility by increasing efforts targeted at the 
technical areas where the level of concern is high, 


�� to avoid a mechanistic approach and the associated feeling of harassment of 
the inspected party. 


As resources will always remain limited, it serves common interest if the verification body focuses 
its efforts on the areas where the proliferation concern is highest.  If broadly supported, 
information-based criteria allows for the survival of credible verification systems within the 
perpetual budget constraints. 


The Importance of Personnel 


If the legal frame and the associated technical capabilities are important components of a 
verification regime, the human component is its most critical asset. The consolidated skills of all 
inspectors and analysts provide the best means to reach the highest credibility for an inspection 
task group like the Action Team. 


The Agency’s approach in Iraq has been to combine teams of experienced inspectors, conversant 
with activities undertaken by groups made up of top technical specialists from diverse national 
backgrounds.  Dozens of individuals have brought their expertise to contribute to the work of the 
Action Team.  The difficulty in assembling such a group is that the makeup of each group should 
include a comprehensive set of skills, consisting of nuclear materials experts, material 
accountants, weapons experts, material scientists and chemists, delivery systems specialists, 
experts in international law, etc.  Actually, the responsibility of the inspector in the field often 
requests that a single person exhibit skills that might seem cross-functional.  


Field investigations often take on the appearance of a criminal investigation as facts are collected, 
analysed, and scrutinized with open-mind and scepticism.  Disinformation and dishonesty have 
been noted in many occasions.  It is also important to maintain diplomatic focus and an acceptable 
approach to getting the job done.  Inspections cannot take place in a wholly hostile environment 
and diplomacy must be employed when the process becomes too confrontational.  In Iraq, there 
have been a number of occasions where compromise and cooling off periods led to renewed 
cooperation between the IAEA and its Iraqi counterparts. 


The efficiency of the future verification is dependant on the quality of the staff made available by 
Member States.  These include both long-term Agency personnel, and short-term experts 
participating to assist with technical evaluation.  Needless to say, the costs associated with the 
acquiring the highest quality staff must be supported with the appropriate funding. 


Conclusion 
It is important to remember that the Security Council did not request the IAEA Director General to 
draw conclusions as to Iraq’s compliance with its obligations under the relevant resolutions, but 
rather to report on his progress in the requested tasks.  Recognizing that the assessment of the 
completeness or adequacy of Iraq’s “compliance” is the prerogative of the Security Council, the 
Director General’s reports to the Council were confined to statements of facts and findings and 
deliberately avoided “value judgements”. 
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The IAEA’s October 1997 (S/1997/779) report to the Security Council made it clear that, based on 
its extensive programme of inspections, the IAEA was satisfied that there were “no indications” of 
Iraq having attained its goal of producing nuclear weapons or of having retained any practical 
capabilities for the production of nuclear weapons or meaningful quantities of weapon-useable 
nuclear material.  The October 1997 report and subsequent reports have also indicated that the 
IAEA was satisfied, provided it retained its right to full and free access in Iraq, it was in a position to 
focus its activities on implementing its OMV plan.  Furthermore, the IAEA’s subsequent reporting 
has made it clear that the uncertainties resulting from the few remaining questions and concerns 
did not constitute an impediment to the implementation of the OMV plan.  That same reporting 
recorded the IAEA’s intention, as part of its OMV plan, to continue with the investigation of the 
remaining questions and concerns, as well as any other matters that come to its attention. The 
Action Team would arrange for the destruction, removal or rendering harmless of any prohibited 
item that may be discovered through such investigations. 


Comprehensive implementation of the IAEA OMV plan would make it very difficult for Iraq to carry 
out a clandestine nuclear programme of any meaningful proportion.  This is critically dependent on 
unrestricted access.  Failure to implement this plan makes it impossible for the international 
community to obtain any assurance that Iraq has not reconstituted a nuclear programme.  Equally 
important, it is impossible for Iraq to demonstrate its compliance with the relevant Security Council 
resolutions.  Moreover, almost three years of suspension of resolution-related inspections is a 
period that is significant in the timescale of a possible unknown clandestine programme.  Any 
meaningful solution to the ongoing impasse must involve the resumption of inspections, preferably 
sooner rather than later, for the longer the suspension lasts, the more time the Agency will need to 
re-establish a level of knowledge comparable to the one obtained in December 1998. 


The experience of inspecting Iraq and uncovering its non-compliance with the NPT has been an 
excellent case study for the non-proliferation community.  Implementing a long-term monitoring and 
verification system has brought an additional dimension to the case.  Many valuable lessons have 
been learned about conducting inspections in a difficult environment, structuring inspection teams, 
structuring effective records, implementing specific sampling and detection methodologies.  This 
experience has been documented in such a way that it is accessible and reasonably easy to 
understand, even for those who have not taken part in the original inspections.  The Action Team 
and its accumulated experience remain a fertile ground for reflection for any verification regime as 
we think about a strengthened nuclear non-proliferation regime, taking into account threats of a 
new nature and scale. 


                                                 
i  See www.iaea.org/worldatom and click on Focus series “Iraq Action Team” 
ii  IAEA-SM-330/220 (1994), M. Zifferero 
iii  IAEA-SM-333/223 (1994), R. Hooper 
iv  IAEA-SM-351/122 (1997), A. Nilsson, K. Chitumbo, R.Hooper, K. Murakami, D. Perricos, D. Schriefer 
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ABSTRACT 
CEA (Commissariat a l’Energie Atomique), as nuclear operator, is responsible for the control 
and protection of their nuclear materials.  
 
Inside CEA, DCS (Central Security Division) is in charge of the security matters, DCS 
defines the CEA strategy in this field, especially in physical protection. The paper will present 
the physical protection strategy of CEA. DCS defines the rules and methods, the operators 
have to apply in order to fulfill the security objectives of CEA. 
 
CEA has to provide the regulatory authority with documents proving that it is in accordance 
with the requirements of the 25th July 1980 law and 12th May 1981 decree. It has to 
implement all the necessary means in order to achieve the results requested by the regulatory 
authority.  
 
All these arrangements are described in the “license and control file”. This file should specify 
the facility safeguards and physical protection system. Accounting measures are also 
described. In this file, the petitioner has to justify its capacity for holding nuclear materials 
and for exercising authorized activities on them. So the organization and the installed means 
have to be described in this authorization file.  
For physical protection, containment, surveillance and physical protection  measures are 
presented : 
- Containment measures must prevent the unauthorized or unjustified movements of nuclear 


material in the framework of the authorized activities ; 
- Surveillance measures must guarantee the integrity of the containment, check that no 


material is exiting by an abnormal channel ;  
- Physical protection measures for the materials, the premises and the facilities are intended 


to protect them against malevolent actions by means of security systems. 
 


The Central Security Division has established guidelines to provide guidance to the nuclear 
materials holders in writing such files. 
Each holding unit has to establish a “license and control file” and each CEA site establishes a 
“site license and control file”. Guidelines have been written for both files. 
In the holding unit “license and control file” guideline, activities, nuclear materials, locations 
and organization  of the facility have to be described. 
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About physical protection arrangements, guidelines are fitted to the category of nuclear 
materials.  
The following arrangements have to be presented : 
- for category I,  reinforced protected area, building and vault delay arrangements, detection, 
access control, response force organization, control and maintenance of physical protection 
equipment, 
- for category II, protected area delay arrangements, detection, intervention, control and 
maintenance, 
- for category III, controlled area, access procedure. 
 
Whatever the category, nature and physical shape of nuclear material, containment and 
surveillance of the containment must be described.  
 
For the site, the operator has to present the operations performed on nuclear materials, the 
common means, its quality organization. For physical protection, site fence, gates, and 
surveillance principles have to be described.  
The operating procedures must also be presented : access of people and goods, nuclear 
materials transportation  and patrols. 
The response force organization has to be explained : central alarm station, interruption 
procedures, training exercises and interaction with outside agencies. 
 
The paper will present these guidelines especially the physical protection chapters and will 
explain how CEA shows with this document that the regulatory requirements are fulfilled. 
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I    INTRODUCTION 
 
CEA (Atomic Energy Commission), as nuclear operator, is responsible for the physical 
protection of its nuclear materials and its facilities against theft and radioactive sabotage. It is 
also responsible for the protection of its sensitive information especially in the field of 
defense and its scientific and technologic patrimony. 
 
CEA has to develop all the necessary physical protection means in order to be well protected. 
The physical protection objectives are set up by regulation. 
 
Within CEA, the Central Security Division (DCS) is in charge of security matters, especially 
physical protection. This means : physical protection of their nuclear materials against theft 
and physical protection of its nuclear facilities against radioactive sabotage. 
 
 
II   CEA PHYSICAL PROTECTION STRATEGY 
 
In order to fulfill this mission, the Central Security Division has developed an adapted 
strategy, in order to fulfill the regulatory objectives 
 
So CEA has to implement the necessary physical protection arrangements in order to achieve 
the regulated objectives.  
Our principles are based on the concept of defense in depth : Detection should occur rapidly 
and the physical barriers should provide enough delay so that the response team can interrupt 
and neutralize the aggressors. 
 
Between facilities containing sensitive nuclear materials and the outside, three barriers have 
been implemented : ZPN, ZPR and vault. 
The Normal Protected Area (ZPN) fences the site. 
The Reinforced Protected Area (ZPR) is delimited either by a reinforced fence, either by the 
building walls. 
Inside buildings, significant nuclear materials amounts are kept inside vaults. 
For irradiated materials, containment is taken into account either for theft and for radioactive 
sabotage. 
 
 
III LAW AND DECREE STATEMENTS 
 
The 20th July  1980 law defines the principles and the general guidelines that must be 
implemented in order to prevent any theft of nuclear materials. Its applicable decree defines 
the security objectives that the nuclear materials holders have to achieve. 
The decree specifies the minimum level of protection required for each category of nuclear 
material, which conforms with the terms of the Convention of the Physical Protection of 
Nuclear Materials (INFCIRC 274). 
Category III nuclear materials should be used or stored in a area to which access is controlled. 
Category II nuclear materials should be used or stored within a protected area, where access is 
controlled and which is under constant surveillance, and which is surrounded by a physical 
barrier with a limited number of adequately supervised access points. 
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Category I materials should be used or stored within a highly protected area, as it has  been 
defined for category II, where access is restricted to people whether trustworthiness has been 
determined. This area is under constant monitoring by guards who maintain close link with 
the public response forces.  
 
 
IV LICENSE AND CONTROL FILE 
 
As it’s requested by the 20th July  1980 law, the nuclear operator (also called nuclear materials 
holder) has to provide to the authorities a license and control file. Its must specify the facility 
safeguards and physical protection system (PPS). 
 
The decree stipulates that containment surveillance and physical protection provisions should 
be made against an unauthorized removal of nuclear material. 
 
These arrangements should be adapted to the nature of the nuclear material to the quantities 
which are inside the facility and to the local operating conditions.  
 
 
V  CEA GUIDELINES FOR LICENSE AND CONTROL FILES 
 
V-1 General provisions 
 
100 facilities hold nuclear materials on the 9 CEA sites:  
- 26 category I facilities, 
- 19 category II facilities, 
- 55 category III facilities. 
 
All these facilities differ from one another : there are research reactors, hot laboratories (hot 
cells and glove boxes), waste treatment facilities and disposals. 
 
Because of the very large diversity of these nuclear facilities and nuclear materials contained, 
the Central Security Division has established guidelines for writing such files. Although there 
is a high diversity in the nuclear facilities, the files that CEA has to provide to the Authority 
have to be the most homogeneous as possible. 
 
This file summarizes the principles and arrangements in connection with the physical 
protection objectives, for the facility. These principles and arrangements should be adapted to 
the sensitivity (nature, quantity and quality) of the nuclear materials and its attractiveness 
(shape and dilution). 
 
The measures taken by the operator in order to ensure control and protection of nuclear 
material. are shared between those taken by the site and those taken by the facility. 
 
These files, and especially the chapter physical protection are sensitive information, access to 
these files is limited to those have to get information on these subjects, and whether 
trustworthiness has been determined. 
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V-2  Holding unit “license and control file” guideline 
 
The first chapter presents the activities performed in the facility, the nature and the amounts 
of nuclear materials. Provisions concerning the organization implemented for nuclear material 
protection and control have to be presented. 
The second chapter deals on SNM control and accountancy. 
 
For the third chapter, which deals with physical protection, guidelines are fitted to the nuclear 
material category. 
All necessary information concerning delay, detection and response are reported in this file. 
 
For category III, controlled area is described : barrier (fence, walls) and their week points 
(doors, windows). Access procedures for people, goods, working and non working hours to 
the area containing nuclear materials are presented.  
 
For category II, protected area is described : barrier (fence, walls, doors) and their week 
points ( windows, air ducts..), access control, surveillance measures (sensors) and periodic 
checks. 
 
For category I, reinforced protected area should be described (fence, walls…) , guard post, 
particular crossing (as river for example). If necessary, protection of windows and openings 
are also explained 
Access control is presented for all conditions (working and non working hours, visitors 
groups, goods…) 
Surveillance measures are described (CCTV, fence associated sensors) and the periodic check 
policy. 
Response team organization is specified.  
Certain equipment, as rolling bridge, handling trolleys, are available in many facilities ; they 
could help aggressors for an unauthorized removal of nuclear material. If there are measures 
as blocking up these equipment, it should be mentioned. 
 
Whatever the category of nuclear materials, containment and surveillance of nuclear materials 
is an important point. All the procedures contributing to avoid an unauthorized movement of 
nuclear material are described. Sensors implementation is located. If sensors are not in 
operation during working hours, its should be indicated. 
 
Alarm assessment and response is also presented. Counter measures when the devices are out 
of order should be specified. 
 
Access of people to nuclear materials is described, especially all the arrangements which 
demonstrate that only authorized people, who have to work in the sensitive areas (as vaults), 
can effectively access to them.  
 
For category I and category II nuclear materials, containment is supervised, its means that 
sensors are implemented around equipment containing nuclear materials. For sensitive 
facilities, metal and nuclear materials detection are implemented (combined with access 
control beside emergency exit), their location should be mentioned. In case of alarm 
intervention occurs, associated procedures should be mentioned. Of course, periodic check 
policy is presented. 
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Maps showing facility location, sensors implementation, access paths… are enclosed as the 
references of associated procedures. 
 
V-3  Site “license and control file” 
 
The first chapter deals about administrative information concerning the CEA establishment 
(license number, location…). 
The nuclear materials held by the site should be described (nature, flux). The list of unit 
holders should be enclosed. Quality insurance documents are listed. 
Organization implemented by the site in order to control and protect nuclear materials is 
presented.  
The second chapter deals about nuclear materials accountancy rules. 
 
The third chapter deals about physical protection. The barrier which surrounds the site, called 
normal protected area (ZPN) is described : fence, walls, gates, particular crossings (river, 
sewer..). 
Access control is described (guard post, turnstiles…) and surveillance. 
 
Access procedures for people, should be described, as trustworthiness determination, how 
people are controlled at the entry (including procedures for working hours, non working hours 
and visitors). 
Measures taken when access control is out are also specified. 
 
Rules applied for SNM transportation inside the site are mentioned. 
 
 CEA sites have their own guards : their function are described (patrols, intervention in case 
of alarm, aggression). 
Training programs of the guards  is also presented. 
Central alarm station is described (protection, communication, especially with public response 
force). 
Management  for alarm assessment by the guards  is also explained. 
If many alarms occur in the same time, guards should enforce appropriately, associated 
procedures should be mentioned.. 
 
VI  CONCLUSION 
 
As conclusion, we can say that whatever the category of nuclear materials, they should be 
kept in an enclosed space. The physical protection arrangements of this space should be in 
accordance with the decree requirements, those are fitted to the nuclear materials category. 
Inside this enclosed space, containment and surveillance measures are taken. 
For the enclosed space are described physical barrier, access control, detection and response. 
 
For category I facilities, it will be used for the physical protection system vulnerability 
assessment. This is a regulatory file, where operator has to show that is complying with the 
objectives set by Authorities to be well protected against internal or external acts aiming at 
unauthorized removal of a significant quantity of sensitive nuclear materials. The threats 
taken into account are identified to design basic threats, specified by authorities. To determine 
the potential targets whether vulnerability should be assessed, operator will use the first 
chapter of the facility control and authorization file where nuclear materials are described. To 
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determine the possible paths, he will use the description of the different barriers (site, 
reinforced protected area and containment). 
 
By providing the authorities with such files, they can verify that the operator has implemented 
all the physical protection means in order to fulfill the regulatory objectives.  
It is a reference document, it will be used for the control performed by the authority. For this 
reason, they should be high quality document. 
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THE ADDITIONAL PROTOCOL AS AN IMPORTANT TOOL FOR THE 
STRENGTHENING OF THE SAFEGUARDS SYSTEM 
 
REINHARD LOOSCH 
Former Deputy Assistant Secretary, Federal Ministry for Research and Technology, and 
former Governor for the Federal Republic of Germany on the IAEA Board of Governors 


 
It is an honour and, indeed, a great pleasure to have been invited by the Director-General to 
return to this room, the site of my earlier crimes as Governor and as German delegate to the 
Board's Committee on Strengthening the Effectiveness and Improving the Efficiency of the 
[Agency's] Safeguards System. Thus, I can share with you, in this important and particularly 
timely symposium, some observations and thoughts on Protocols Additional to Agreements 
between States (or groups of States) and the Agency for the Application of Safeguards based on 
the model (INFCIRC/540) which was elaborated by the committee just mentioned. 
 
Before going in medias res, two explanatory remarks might be permitted: 
 
First on the title of my contribution: It is, of course, not the Additional Protocols already in force 
or to be entered into force, let alone the Model Protocol adopted by the Board of Governors and 
ebdorsed by the General Conference in 1997, that are, by themselves, an important tool for 
strengthening the Agency's safeguards system. They are but the necessary legal prerequisite and, 
at the same time, a strong political and moral booster for the Agency and States to develop and 
apply new tools in order to make the international nuclear non-proliferation régime more 
effective and, thus, more reassuring, and, at the same time, more efficient and, thus, more widely 
acceptable. 
 
Second, I should like to add, for obvious reasons, a few observations on the impact which the 
horrendous terrorist acts of 11 September 2001 might, or should, have on the direction and 
implementation of Agency safeguards under the original Safeguards Agreements and Protocols 
Additional thereto.  
 
Now, as regards Additional Protocols:  
 
(1) At this stage, any attempt to assess the value of Additional Protocols for developing and 


applying new tools for the strengthening of international safeguards would be premature. 
The number of Additional Protocols already in force or applied provisionally is still 
comparatively low. The volume of nuclear material, installations and activities subject to 
such Protocols is, relatively speaking, even lower since many countries with large nuclear 
activity or potential have not yet ratified their Protocols - be they Nuclear Weapon States 
or not, be they Parties to comprehensive safeguards agreements or only to limited, 
INFCIRC/66 rev. 2 type agreements or, as yet, to no safeguards agreement at all. 


 
(2) Therefore, the first condition for being able to offer a realistic and sufficiently reasoned 


appraisal of Additional Protocols' impact on reinforcing the international safeguards 
régime is a concerted effort by the Agency and all States together with, as necessary, the 
United Nations Security Council as the supreme international instance for keeping peace 
and helping to assure the non-proliferation of means of mass destruction. This effort must 







be directed at bringing into force as many Additional Protocols as possible, ideally for all 
States on the globe. 
 
In many cases, this will require the conclusion of a basic safeguards agreement without 
which an Additional Protocol is, strictly speaking, impossible and would, if nevertheless 
concluded, hang in the air. In this respect, the list of countries which have not yet signed 
and ratified any safeguards agreement, most of them despite their obligations assumed by 
adhering to the Nuclear Non-Proliferation Treaty of 1970,  is still too long, and, as shown 
in the successive Annual Reports of the Agency, progress in remedying that situation has 
been slow. 


 
(3) In this connection, let me stress once more the vital importance of universality of both the 


Non-Proliferation Treaty and the application of international safeguards. Two recent, or 
fairly recent, developments or realisations have confirmed my conviction that I was right 
in constantly pursuing this idea in the Agency's Board of Governors, in Committee 24 
and elsewhere: 


 
First the revelation of clandestine nuclear weapon development in Iraq, a so-called Full-
scope Safeguards State, which prompted the "93+2-Initiative" including the elaboration 
of the Model Additional Protocol. 


 
Second, the equally shocking realisation on 11 September 2001 that proliferation risks  
lie not only with States and Governments but also with sub-governmental groups and 
organisations which might be active in any country but have, despite James Bond novels 
and similar Hollywood and TV productions, not been targeted by the Non-Proliferation 
Treaty and like-minded international understandings and agreements. 


 
A further argument for universal safeguards is to be derived from globalisation, already 
widely achieved in all spheres of life and, at any rate, unstoppable. In this respect, it is 
particularly alarming to see many indications that individuals and social or economic 
institutions and groupings including organized crime have been quicker and more 
successful than Governments in exploiting the "benefits" of globalisation such as 
increased international mobility of people, goods and money, easy and fast global access 
to latest results of research and technological development, and quick changes in control 
and ownership of means of development and production across national borders. 


 
Therefore, universality of safeguards has become even more imperative and urgent than 
ever. The traditional distinction between "countries with significant nuclear activities" 
and those without, reflected in many Agency reports and statistics, has become obsolete. 
A nuclear threat capability can be developed and used  anywhere including the territories 
of States without any known or suspected nuclear activity as well as in legitimate Nuclear 
Weapon States (as defined by the NPT) and other countries known or assumed to possess 
nuclear weapons. Such threat capability is especially frightening when it is created or 
exercised in the name of religion or persuasive quasi-religions, otherwise known as 
ideologies, regardless of whether those religions and ideologies are supported by 
Governments or not.  


 
(4) Besides progress towards, and eventual achievement of, universal acceptance and global 


implementation of safeguards, there is a second factor which will determine the ultimate  







and, hopefully, quick success of Additional Protocols. That is the ability of the Agency, 
in co-operation with Governments and all expertise available in the field, to assemble the 
measures mandated or made possible by those Protocols and the means provided for in 
the Agency's Statute and the basic safeguards agreements of traditional design into one 
integrated safeguards tool-box together with appropriate instructions how to use it in an 
optimal manner. Since this task was taken up by the Agency's Inspectorate, SAGSI and 
other experts rather early, and since progress already achieved will be presented in 
another session of this Symposium, I can be brief and will only highlight some facets: 


 
– The tool-box must be designed for versatility of the instrumentarium and for 


flexibility of choosing in each case those of its components which are most 
appropriate under the circumstances. In fact, one the stickier problems during the 
negotiations on the Model Additional Protocol was based on widespread concerns 
that newly added tools would simply be added to those available before and, like 
these, be applied everywhere and blanket-wise, i. e. indiscriminately and without 
regard to the particularities of the specific situation in which safeguards were to 
be administered. That problem was finally overcome by the Committee 24 and 
the Board combining three elements: 


 
�� textual changes in the most contentious provisions of earlier drafts; 
�� a masterly statement, delivered on behalf of the then Director-General by the 


present Director-General of the Agency, that, whereas the proposed Protocols 
would be additional to the underlying Safeguards Agreements, the 
implementation of both would be based on their symbiotic and dynamic 
relationship; and lastly, 


�� raising the goal of "higher efficiency" of safeguards to the same level as that 
of "increased effectiveness". 


 
– The real test will come when the Agency, after having designed the integrated 


tool-box and elaborated the set of instructions on how to use it, will actually 
employ the improved safeguards arsenal. Will the Inspectorate use it wisely and 
in a manner differentiating according to the specific characteristics of the case on 
hand, or will it, in the name of so-called "non-discrimination, treat all cases alike 
which would lead not only to a waste of scarce safeguards resources but also to 
one of the worst forms of discrimination.  


 
– For optimising safeguards techniques and procedures, it is not only the texts of 


Safeguards Agreements and Additional Protocols whih have to be taken into 
account. For instance, one of the most effective and efficient measures taken in 
the course of the "93+2-process" may have been the clarification by the Board of 
Governors that, of course, the Agency may use, for the purposes of safeguards 
operations, not only so-called "safeguards information" but equally outside public 
information, such as in technical literature or in other media, and even 
intelligence provided by national services, provided that such information has 
been assessed by the Agency as being sufficiently reliable. 


 
– Finally, a general observation on our endeavours towards making safeguards an 


even stronger element of international security: There exists a mutually beneficial 
interdependence between the objectives of broader acceptance, enhanced 







effectiveness and improved efficiency of safeguards. Obviously, better efficiency 
will lead to wider acceptance and also free resources which could then be used for 
increasing effectiveness. Ever more universal acceptance will, per se, strengthen 
effectiveness and might also permit more efficiency by making wider use of the 
knowledge gained about links between nuclear activities in different countries. 
Perhaps, we need a bit more of public relations to bring these points about 
"synergy of Goals" home to Governments and nuclear operators. 


 
(5) Before concluding, I should like, as promised in the beginning, to add some early 


reflections on the impact of the terrible crimes committed on 11 September and on 
conclusions to be drawn from them as regards international safeguards. 
 
The terrorist acts did, fortunately enough, not involve nuclear material. Nevertheless, the 
safeguards system is affected. The sheer dimensions of these acts committed by "private" 
groups show that we must seriously consider such groups to be potential nuclear 
proliferators whereas the Non-Proliferation Treaty and international safeguards only 
address States and Governments, and it is only Physical Protection which also takes into 
account sub-national groups. It is not yet clear how the new perception of potential 
perpetrators should and could change the ways and means of international safeguards. 
Hopefully, the Friday session of our Symposium will shed some light on the problems 
involved and, better still, give first answers. 


 
In this connection, I should like to support the remark made by Mr. Dhanapala this 
morning about possible threats through the use of radiological substances as a weapon or 
other means of terrorism or crime. Radioactive material which is not nuclear material as 
covered by safeguards is more likely to get into unauthorized hands than nuclear material 
needed for nuclear explosive devices. Now, it might be unrealistic to extend the scope of 
safeguards to all radiological materials; however, it is worth considering to what extent 
information gathered in the course of traditional safeguards activities might also be used 
to learn about diversions of radiological substances from nuclear installations to which 
safeguards apply. 


 
On the other hand, as a perennial optimist I should also like to believe that the shock 
produced on 11 September will make Mr. Dhanapala's "alarm clock" heard by 
Governments and international organisations including the Agency. First signs are 
already visible. For instance, there is a growing tendency to share intelligence and police 
information not only among the security agencies in the same country but also 
internationally. If such network is created and will function well, then Governments 
might be persuaded to transmit relevant information systematically also to the Agency. 
Secondly, the new terrorism, unheard of and even unthinkable before, made Governments 
and Parliaments around the world aware that security has its price. So why not try to 
profit from this awareness when discussing the Agency's safeguards budget, not as a 
substitute for, but as a complement to, the on-going efforts to improve safeguards 
efficiency? 


     
(6) In conclusion, I should like to say only that there has been quite some progress in 


international safeguards over the last ten years or so, among them the Additional 
Protocols. Nevertheless, the job is not completed yet and new problems have been 
revealed which might require novel answers not provided for in traditional safeguards 







 
instruments. May I express the wish that outstanding work will be concluded as 
successfully and quickly as possible, drawing on the legendary Vienna spirit pervading 
the Agency and new insight gained by Governments when facing new threats to national 
and international security in a globalised world.  
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ISOTOPIC MEASUREMENTS ON MICROMETRIC PARTICLES : 
THE FRENCH EXPERIENCE TO DETECT FISSILE MATERIAL 
 
S. BAUDE* and R. CHIAPPINI 
CEA, 
Service Radioanalyses, Surveillance, Environnement, 
Bruyères-le-Châtel, 
France 
 
Abstract 
 
To monitor the impact of a nuclear plant on the environment, common analytical methods consist of measuring 
the entire sample giving an average value for the element or for the isotopic ratios of this element for the 
« bulk » sample content. For uranium and plutonium, quantification or isotopic ratio measurements are routinely 
performed in bulk analysis with mass spectrometry (ICPMS or TIMS), with sensitive limits of detection. 
To assess a better understanding of pollution sources and to get more precise information from environmental 
samples, new methods based on single particle measurements of U and Pu isotopics were developed. 
We discuss the clean-room based process that gives isotopic signatures for micron-scaled grains released in the 
environment by nuclear facilities. It decreases the total sample size needed to be measured in common analytical 
methods, and allows us to eliminate naturally occurring uranium. 
 
1. INTRODUCTION 
 
Airborne particle discharge is one of the main concerns for industrial plants. 
Some common analytical methods (TIMS: thermal ionization mass spectrometry, ICPMS: inductively 
coupled plasma mass spectrometry and associated isotope dilution methods) can provide bulk content 
assessment in environmental samples from nuclear plant using fissile material. 
Therefore, picogram amounts of material give precise isotope ratios and the limits of detection for 
high resolution ICP mass spectrometer are in the very low femtogram range for Pu. 
 
An ultra-sensitive detection for particles is needed to discriminate the tiny amounts of material 
released by nuclear facilities from natural background and global fallout. 
Moreover, these airborne discharges are generally composed of multiple sources of emission. 
That’s the reason why a new methodology has been developed to isolate single grains within a sample 
and run individual particle isotopic measurements. 
This technique gives more sensitivity leading to a better understanding of pollution sources and more 
precise information is collected from environmental samples. 
Then, international safeguards verifications and non-proliferation issues can be addresses by the 
measurement of particles collected on samples like cotton swipes, air sampling filters or foliage 
material. 
 
2. BASIC PRINCIPLES FOR FISSION TRACK/TIMS TECHNIQUE 
 
The basic principles for particle analysis using the so-called fission tracks TIMS technique are as 
follows :  
 
The sample is checked for non contamination by High Resolution Gamma Spectrometry and then 
processed in a class 10 clean laboratory. 
After sample preparation, neutron irradiation is performed to locate U or Pu containing particles by 
locating their fission tracks. Then, after a micro-manipulation step under an optical microscope, 
thermal ionization mass spectrometric analysis is run using a sensitive laboratory built pulse counter. 
 
2.1. Sample preparation 
 
As mentioned before, the sample preparation takes place in a class 10 clean laboratory. 
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Particles are removed from a swipe or from a filter by ultra-soneration or sometime by the mean of a 
low temperature plasma asher. We add collodion to the suspension in ethanol and spread all the 
particles on 30 millimeters polycarbonate disks (Lexan). 
Once dried, each disk is covered with a solid state nuclear track detector made of another thin Lexan 
disk. 30 disks per sample are mounted in a polypropylene rabbit tube and sent to Saclay (CEA center, 
south from Paris) for irradiation on the Orphée research reactor. A neutron flux of 1.3×1013 cm-2·s-1 is 
applied for 1 min and allows us to identify particles that contain fissile atoms from their fission tracks 
revealed after chemical etching of the detector (Figure I). 
 
2.2. Tracking down particles containing fissile atoms 
 
To track down and locate particles containing fissile atoms, the two Lexan disks are placed in a side 
by side assembly on the microscope stage (Figure II). 
Marks recorded before irradiation help shift the stage from a given group of fission tracks on the 
etching disk, to the location of the particle that gave these fissions, on the other slide. 
 
To select particles for analysis, we select the biggest fission track stars which corresponds to the 
largest amount of 235U or 239Pu. It can be either the biggest particle or a high enrichment in these 
isotopes. It is important to remember that the 100 or 200 hundred micrometer stars we can see on 
Figure I Lexan disk come from 1 or 2 micrometer particles which contain a few picograms of U or Pu. 
The particles are collected by micro-manipulation under a reverse optical microscope. 
A carbide needle with a tip of 2-5 micrometers in diameter is used to cut a squared peace of collodion: 
40-50 micrometers (Figure III). 
 
Figure I. Fission tracks for uranium particles   Figure II. Side by side assembly to  
in Lexan after 1 min irradiation. relocate particles from their fission tracks. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure III. Micromanipulation using a carbide needle under reverse optical microscope. 
 
 
 
 
 
 
 
 
 
 
 
 
 


200 µm 


40 µm 
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The peace of collodion is deposited with sucrose onto a boat-shaped high purity rhenium filament used 
for TIMS isotope ratio measurement. 
 
3. APPLICATION TO THE DETECTION OF URANIUM ENRICHMENT 
 
3.1. Analytical capabilities 
 
Here, we will give two examples where emission sources can be identified by particle analysis. 
The plot shown in Figure IV represents the number of particles measured for a given range of 
enrichment. Individual 235/238 ratios are reported in Table 1 with uncertainties. 
 
Figure IV. Identification of discharge sources in a made-up sample1. Particles are plotted with one 
standard deviation in groups corresponding to natural enrichment-like and high enrichment-like. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
In this made-up sample (from IAEA1), 15 particles were found to have 235 close to natural uranium, 
that would probably reveal natural uranium handling. And for this sample, we can see that only 3 or 4 
particles give isotopic signature of a process involving highly enriched uranium. 
In a similar case, the bulk measurement would have revealed a false picture of the discharge in the 
environment and the average isotopic ratio wouldn’t have allowed us to identify the different sources 
of emission. 
 
Table 1. Individual ratios for uranium particles plotted on Figure IV graph. 
 


particle P1-89 P1-86 P1-70 P3-64 P1-90 P1-66 P2-66 P1-63 P1-69 
235U/238U 0.0187 0.0071 0.0073 0.0079 0.0064 0.0059 1.2398 1.3841 0.0051 
Std. Dev. 0.0022 0.0003 0.0011 0.0008 0.0013 0.0004 0.0087 0.0415 0.0002 
particle P5-87 P3-63 P2-86 P1-82 P1-64 P2-63 P2-87 P3-87 P2-60 


235U/238U 0.0071 0.0115 0.0083 0.5301 1.2296 0.0059 0.0044 0.0066 0.0072 
Std. Dev. 0.0002 0.0012 0.0021 0.0212 0.0369 0.0004 0.0011 0.0006 0.0001 
 
 
 


                                                           
1 This sample is a quality control sample provided in the IAEA NWAL (Network of Analytical Laboratories) 
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3.2. Example from the uranium enrichment cycle 
 
The second example we will deal with comes from the uranium enrichment cycle. The plant handle 
uranium from natural to high enriched levels. The swipe was sampled from an auxiliary area. 
Once again, particles are plotted with regards to their 235 enrichment in Figure V. We can see that 
with less than 20 particles analyzed, natural, low enriched and high enriched uranium can be detected 
due to the great sensitivity of fission tracks. 
 
Figure IV. Particles from an auxiliary area plotted according to their 235 enrichment. Errors bars 
represent one standard deviation. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
4. COMPLEMENTARY TECHNIQUES 
 
The very high sensitivity to enrichment in 235U or 239Pu obtained with the combined fission track and 
TIMS techniques has to be balanced with the long time of analysis due to a minute process involving a 
nuclear reactor. Thus, future developments for particle analysis include search for faster screening 
techniques. 
If laser ablation coupled with ICPMS seems to be difficult to set up, X ray micro-analysis and 
secondary ion mass spectrometry are more promising complementary tools. We will just introduce 
their capabilities through the very first tests we performed. 
 
4.1. SEM/EDX capabilities for particles 
 
With energy dispersive X ray micro-analysis, U and Pu particles can be identified directly in the non 
conductive collodion layer if we use a low vacuum electron microscope.  
 
Figure V. Uranium oxide particle of a few micrometers identified by the EDX spectrum shown here. 
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We can also use an automatic search routine, similar to gun shot residue analysis in order to screen the 
sample for U and Pu richness. This method also open doors for further studies with biological effects 
of particles including radionuclides. 
 
4.2. SIMS (Secondary Ion Mass Spectrometry) 
 
Secondary Ion mass spectrometry can be used for particle analysis in two different approaches [1-3]. 
First, image of ion signals like uranium 238 picture on Figure VI can be obtained to locate particles. 
A microprobe mode can then provide a good isotope ratio measurement for each single grain. 
 
On the diagram in Figure VII, we compare the sensitivity to select enriched uranium of the SIMS 
measurement to the fission track TIMS method. from a made up sample 
The results indicate that for 20 particles analyzed by each method, the high sensitivity of fission tracks 
allows us to detect two classes of enriched uranium, where the SIMS measurements1 only suggest one. 
 
Figure VI. 238 uranium ion image for 1-1.5 µm  Figure VII. SIMS and FT/TIMS methods for a  
particles2.      made-up sample3. 


 
5. CONCLUSION 
 
Isotopic signatures on micron-scaled grains can be identified by different methods. Techniques based 
on fission tracks provide a very high sensitivity to detect the higher enrichment but suffer from time 
consuming steps in sample processing. Complementary methods are available and need to be 
investigated in terms of sensitivity to provide a fast screening mode. More information could then be 
obtained for each particle, including chemical composition. 
 
 


REFERENCES 
 
[1]  TAMBORINI, G., et al., “Application of secondary ion mass spectrometry to the identification of 


single particles of uranium and their isotopic measurement”, Spectrochemica Acta B, 53 (1998) 
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1 Measurements were done on a CEA / ENSMP (Ecole Nationale Supérieure des Mines de Paris) shared Cameca 
IMS 6f instrument. Thanks to MM. Louis Raimbault (ENSMP) and Gabriele Tamborini (ITU) for usefull help. 
2 Courtesy of M. Gabriele Tamborini, Institute for Transuranium Elements, European Commission JRC.  
3 This is another a quality control sample provided in the IAEA NWAL (Network of Analytical Laboratories) 
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RECENT ADVANCES IN NUCLEAR FORENSIC SCIENCE – THE IDENTIFICATION 
OF UNKNOWN NUCLEAR MATERIALS AND CO-OPERATION WITH THE LEGAL 
AUTHORITIES 
 
I.L.F. RAY, A. SCHUBERT, R. SCHENKEL 
European Commission Joint Research Centre, Institute for Transuranium Elements 
Karlsruhe, Germany. 
 
 
Nuclear Forensic Science is a new branch of forensic science, which has arisen out of necessity 
following the dissolution of the former Soviet Union and East Block countries.  One result of this 
break up was the emergence of a new form of smuggling, involving nuclear materials, radioactive 
sources and scrap metal contaminated with radioactive substances. 
Since 1994 the Institute for Transuranium Elements of the European Commission Joint Research 
Centre has played a major role in combating the illicit trafficking in nuclear materials and 
contaminated scrap metals.  The Institute has the advantages of extensive experience in handling 
these materials, which require sophisticated instruments mounted in glove boxes.  As part of the 
European Commission Joint Research Centre the Institute is also independent of national 
interests within the European Union and abroad. 
Some twenty-five cases of illicit trafficking have been examined so far. Some of the latest cases 
will be described and the methods developed at the Institute for isotopic and microstructural 
fingerprinting of nuclear materials will be illustrated.  The microstructural fingerprint is a new 
technique developed here, which complements the isotopic analysis of the samples, and is highly 
characteristic of the production process and subsequent history of the materials involved.  
Furthermore, the microstructural fingerprint cannot be disguised by, for example, the addition of 
other substances or isotopes to the sample. 
An extensive database on commercial nuclear materials is maintained by the Institute, and this is 
being enlarged to include microstructural information such as porosity, grain size, precipitation, 
dislocation structures, pellet surface roughness, etc.  The database can be used for comparison 
when samples of unknown provenance are seized. 
The Institute places emphasis on developing close co-operation with the legal authorities to 
optimize the side-by-side working of law enforcement officers and nuclear scientists, and the 
effective preservation of conventional forensic information (such as fingerprints, for example,) on 
seized radioactive samples.  Examples will be given of co-operation with the law enforcement 
authorities. 
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Practical Aspects of Implementing RMS at Swiss Facilities 


 
U. Meyer & B. Wieland 


Swiss Federal Office of Energy, 
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1. Abstract 


Remote Monitoring System (RMS) is viewed as a tool to complement the traditional 
Safeguards instruments and provides an optimal approach to the changing requirements of 
advanced Safeguards application. The objectives of RMS are manifold; among cost savings, 
one main objective is to decrease the overall routine inspection rate at facilities. Incorporating 
RMS into Safeguards approach will lead to an optimisation and a decrease in the number of 
IAEA inspections. Furthermore, RMS can compensate for the trend of increasing IAEA 
activities due to transfer of spent fuel to the interim storage facility, human surveillance 
related to mixed oxide (MOX) fuel activities, and the future implementation of the Additional 
Protocol.  


Switzerland agreed to be a test country for the IAEA and plays a leading role in the 
application and development of RMS. The present paper provides an overview of practical 
aspects which were experienced in contiguity with the commissioning and the application of 
RMS. 
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2. Safeguards implementation in Switzerland 


Historically, Switzerland has demonstrated a strong commitment to peaceful use of nuclear 
energy and application of Safeguards. On 18 March 1957, the Swiss Parliament ratified the 
IAEA Statute which entered into force on July 1957. In 1969, Switzerland signed the Non-
proliferation Treaty (NPT) which was ratified by the Parliament on 9 March 1977. The 
Safeguards Agreement, INFCIRC/161 [1], between the Agency, Switzerland and the United 
States of America entered into force on 28 February 1972. On 6 September 1978, the Swiss 
Government ratified the Safeguards Agreement between Switzerland and the Agency for the 
application of Safeguards in connection with the Treaty on Non-proliferation of nuclear 
weapons, INFCIRC/264 [2]. The subsidiary arrangements became effective on the same day. 
Finally, Switzerland signed the Model Protocol additional to the Agreements between state 
and the Agency for the Application of Safeguards, INFCIRC/540 [3] on 16 June 2000 and 
plans to ratify it in the nearby future. 


3. Safeguards approach at Swiss facilities 


3.1. Actual situation 


There is a total of eleven facilities under the Agency’s Safeguards including five nuclear 
power plants, three research reactors, and four storage facilities. The power plants include 
Mühleberg (CHA), Beznau I & II (CHB, CHC), Gösgen (CHJ), and Leibstadt (CHL). The 
research facilities are located at the University of Basel (CHE), EPF Lausanne (CHI), and 
Paul Scherrer Institute (CHG) whereas the storage facilities include CERN (CHZ), Paul 
Scherrer Institute (CHH, CHY), and ZWILAG (CHN) respectively. These facilities represent 
1.9% of total number of facilities inspected by the Agency in 2000 [4]. 


The inspection efforts at nuclear power plants, as defined in INFCIRC/153 [5], include four 
quarterly inspections and one physical inventory verification (PIV) per year. Three of the 
Swiss power plants are using MOX fuel elements; the Agency timeliness requirements with 
respect to fresh MOX fuel elements stored at the sites necessitate monthly inspections be 
performed. 


Additional inspections may be carried out for the following reasons: post PIV activities, 
receipt of fresh MOX fuel, loading of MOX fuel into reactor, and shipment of partially filled 
transport casks. In 2000, a total of 192 inspections were carried out in Switzerland, 
representing 7.3% of the total number of inspections performed by the Agency [4]. Excluding 
the human surveillance attributed to MOX fuel core loading, every 20th inspection day carried 
by the Agency is in Switzerland. 


3.2. Developments and trends in inspection efforts 


The routine inspections under the terms of the Safeguards Agreement (INFCIRC/264) carried 
out in Switzerland from 1997 to 2001 were reviewed in detail. Table 1 summarises the total 
number of person day of routine inspection for nuclear power plants and storage facilities. 
The number of person day routine inspection increased steadily from 132 in 1997 to about 
204 for the present year. The outlook for 2002 indicates an exponential increase in person day 
routine inspection (pd). Figure 1 shows the person day routine inspection from 1997 to 2001: 
the person day routine inspection increased steadily till 1999, after which it increased 
exponentially. 
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Facility/year 97 98 99 00 01 02
CHA 8 12 8 10 11 49
CHB 44 7 32 62 46 14
CHC 6 62 42 33 14 14
CHJ 39 31 40 40 41 90
CHL 9 15 9 15 53 31
CHH 26 19 17 19 39 24
CHN 0 0 0 0 25 86
sum 132 146 148 179 204 308


Table 1: person day routine inspection for nuclear power stations and 
main storage facilities from 1997 to 2001, including outlook for 2002 


 


Figure 1: Summary of IAEA activities at Swiss facilities from 1997 to 
2001 including outlook for 2002 


Table 2 describes the person day routine inspection for all Swiss facilities in 2002. These are 
best estimate numbers reflecting present knowledge for next year’s planned activities. The 
following assumptions were made in accordance to facility planned activities: 


- Implementation of RMS at facilities in accordance to schedule defined below, see 
section 5.1 


- No MOX loading during outage 


- Receipt of fresh fuel (MOX) at one facility (6 transports, 6 pd) 


- Transport of spent fuel to interim storage facility (5 transports at 17 pd, 10 transports 
at 7 pd) 


- Receipt of spent fuel at interim storage (8 pd for storage cask, 6 pd for shuttle cask) 


- Fuel performance program (6 transports) 


- RMS implementation plan, for details see sub-section 5.1 
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- Facilities with RMS: service (1 pd per facility) and unannounced inspection (1 pd per 
facility) 


- Quarterly inspections (2 pd) 


- Facility outage using 2 inspectors (4 pd) 


Further, external factors including political issues and/or international technical issues may 
significantly influence the planned activities. The current situation shows that IAEA activities 
in Switzerland are permanently increasing. Two major contributors to this trend are MOX fuel 
loading during outage and transfer of spent fuel to interim storage. 
 


 Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec 
CHA 0 0 0 0 1 0 2 2 8 14 15 7 49 
CHB 2 0 0 2 1 2 4 2 0 0 1 0 14 
CHC 2 0 0 2 1 2 4 2 0 0 1 0 14 
CHJ 19 17 17 19 1 2 4 2 0 3 4 2 90 
CHL 2 0 17 2 1 0 2 4 1 0 1 1 31 


              
CHE 0 2 0 0 0 0 0 0 0 0 0 0 2 
CHG 0 2 0 0 0 0 0 0 0 2 0 0 4 
CHI 0 0 2 0 0 0 0 0 0 0 0 0 2 


              
CHH 2 2 2 2 1 1 2 1 1 2 1 7 24 
CHY 0 0 2 0 0 0 0 0 1 0 0 0 3 
CHN 10 8 16 10 1 0 2 0 6 14 13 6 86 
CHZ 0 0 0 4 0 0 0 0 0 0 0 0 4 


 37 31 56 41 7 7 20 13 17 35 36 23 322
Table 2: person day inspection for all Swiss facilities– outlook for 2002 


 


3.3. Description of facilities 


The authority for the state system of accounting and control (SSAC) of nuclear material under 
INFCIRC/264 is the Swiss Federal Office of Energy (BFE), Section Nuclear Energy. The 
main objective is to operate the national system of accounting for and control of nuclear 
material subject to IAEA Safeguards. 


A detailed analysis of the Safeguards approach and containment surveillance at Swiss 
facilities is not the topic of the present paper, as it has been described elsewhere [6]. However, 
a short description of Safeguards approach for the new central interim storage facility 
(ZWILAG), that went in operation in July of the present year, is provided in the following. 


ZWILAG is a joint interim storage facility for spent fuel of all Swiss nuclear power plants. 
Further, the facility can accommodate high level waste from reprocessed fuel (in glass form), 
process and store medium and low level wastes. The Safeguards approach covers only nuclear 
material contained in spent fuel. Storage of spent fuel and high level waste is done by 
applying the dry storage technique, with the main storage hall enabling storage for 200 
transport/storage casks. 
Filled transport casks enter the facility at the receiving area where a RMS camera provides 
surveillance. The leak checking station and the hot cell, foreseen to unload damaged or 
leaking casks, are secured using standard metallic seals. The transport/storage casks are under 
dual Safeguards measures (metallic seals and two RMS cameras located at opposite corners of 
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the hall). An important issue related to the Safeguards approach is that the facility foresees the 
handling of at least three types of transport/storage casks. 


4. Remote monitoring systems at Swiss facilities 


4.1. RMS test phase 


The Agency, the SSAC, and CHH agreed in 1995 to install and operate a prototype RMS 
camera within the vault of the Proteus building (research reactor). The MOX rods of a former 
Proteus core are stored in this vault. The system included digital cameras and VACOSS 
electronic seals. The data was transmitted using a satellite link to the Agency’s Head Quarter 
in Vienna since mid-February 1996. After an upgrade in second quarter 1997 using an ISDN 
link, the test phase successfully was stopped at the end of 1997. After reviewing the 
experience gained, the IAEA, and the SSAC decided to install RMS at all nuclear power 
plants and main storage facilities. 


Consequently, an enhanced RMS was installed in September 1999 at CHA and CHJ while the 
RMS unit at CHH was replaced in January 2000. The RMS units at CHB, CHC, and CHL 
were installed in May 2000. At the end of 2000, one third of RMS worldwide installed were 
in Switzerland [4]. The seventh RMS unit was installed in July 2001 at the interim storage 
facility shortly before it started operation. 


4.2. Technical problems and remedies 


The commissioning period or test phase took place over more than one year, during which 
significant experience was gained. The test phase was run in parallel to the routine inspection 
program as defined by INFCIRC/153. Major technical problems encountered during the 
commissioning period include neutron damage to DCM-14 cameras, ISDN communication 
line, and configuration systems (reset function of modem, software). Figure 2 shows that 
about 50% of technical problems were related to ISDN communication. Implemented 
remedies included the use of radiation resistant cameras, improvements in digital 
communication systems, and improvements in hardware. As a result, the overall RMS unit 
failure rate decreased from about eight to one in six months. 


Figure 2: Technical problems encountered with RMS during the test phase 
 


The technical problems identified above, associated with organisational and administrative 
problems, led to the long commissioning period and to significant delays in implementing 
RMS in Switzerland. 
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Even though RMS was not officially authorised for use, RMS had been exceptionally used at 
several instances where MIV cameras had failed, movement of large components were 
reviewed, and/or the access to a facility was denied due to technical problems. 


Since September 2001, the facility CHA has officially been authorised to use RMS for 
Safeguards routine inspection. 


5. Implementation of RMS at Swiss facilities - Status 


5.1. Schedule 


As of September 2001 the facility CHA has been approved to implement RMS and to replace 
the routine person day inspection as defined in [5]. CHA is world-wide one the first facility to 
eliminate 100% interim inspection and to change the Safeguards regime. 


Following the experience gained by this facility, the Agency provisionally plans to implement 
RMS at two additional facilities (CHL & CHN) during the first quarter 2002. Further, the 
Agency temporarily plans to implement RMS at facilities CHB, CHC, and CHJ during the 
second quarter 2002. In addition, implementation of RMS has been coupled to improvements 
in Safeguards techniques at various facilities (improvements in sealing systems - welded 
structures, redundant seal using cup system, etc.). 


The last facility, CHH, is subject to special consideration due to limited access arrangements 
of material under Safeguards Agreement. The full scope implementation of RMS in 
Switzerland may be planned for the second half 2002. 


5.2. Change in inspection efforts at CHA 


The guidelines of the IAEA [7, 8] provide an overview for Safeguards approach for light 
water reactors incorporating RMS techniques. The inspection schedule proposes to use one 
unannounced inspection next to the PIV performed after refuelling. Unannounced inspections 
may be triggered by on-site operations including receipt of MOX fuel, transport of partially 
filled cask, and/or other IAEA specific activities at a nearby facility. 


For unannounced inspections the facility has the following documents updated and ready for 
review by the inspector: 


- Maps of spent fuel and fresh fuel ponds, reactor core 


- Transport documents for receipts and transfers of spent fuel 


- General ledger 


- Operating records 


5.3. Reporting requirements for CHA 


As part of the implementation of RMS the facility CHA provides the following information to 
the IAEA via Swiss authority: 


- Monthly update of the general ledger 


- Monthly summary of cask movements on refuelling floor 


- Accounting records (ICR, PIL, MBR) as defined in INFCIRC/264 and the subsidiary 
arrangements (facility attachment) 
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5.4. Current RMS performance at Facility CHA 


The IAEA Safeguards routine inspection using RMS is in operation and no problems have 
been reported to date. RMS is performing in accordance to expectations. 


To further improve the co-operation with the SSAC in the implementation of RMS, the SSAC 
has the status of a passive observer. Following the commencement of routine inspection (for 
IAEA Safeguards), the SSAC is entitled 10% of the periodic transmitted data. 


5.5. Financial issues related to RMS 


The financial costs for RMS installations at Swiss facilities is described in Table 3. Purchase 
orders were provided for all facilities; however, the costs did significantly vary from one 
facility to another. The general scope of work enclosed the installation of provisions (through 
wall penetrations, cable trays, cabinets with power supply, emergency lights, etc). The 
significant variations in costs were attributed to through-wall penetrations being available or 
not: two facilities (F4 & F7) used pre-existing penetrations whereas for the remaining 
facilities the penetrations were part of the scope of work of RMS installation. 
 


 costs payed 
 proposal actual costs by IAEA 


F1 17.7 72.5 72.5 
F2 30.5 40 30.5 
F3 118.7 118.7 118.7 
F4 14.1 14.1 14.1 
F5 30.5 40 30.5 
F6 18.8 24.2 24.2 
F7 12 17 17 


Table 3: RMS costs at Swiss facilities 
 


Overruns were observed at five facilities, ranging from 10 kCHF to 50 kCHF. These were 
mainly due to (i) underestimated tender offer, ranging 25 and 56%, (ii) internal costs not 
included ranging between 40 and 230% of the proposal, and (iii) waiver for internal costs up 
to 54% of the total facility expenditure (four facilities). Additional costs were also related to 
unforeseen work on concrete structures, lack of knowledge of cable location, and missing 
cable specifications. 


Further, ISDN costs are billed in two different manners. Firstly; a one-off bill ranging 
between 5 and 15 kCHF over 10 years was requested by three facilities (F2, F3, and F5), 
being included in the overrun. Secondly; yearly running costs amounting to about 0.5 kCHF 
are being billed by remaining facilities to the Agency. 


Summarising the financial issues related to RMS, we observed that the average cost for an 
RMS installation at a facility amounts to about 40 kCHF. However, newer facilities are 
subjected to a twofold increase in RMS installation expenditure, the main reason for this 
being that overruns, internal costs, and waivers are being billed to the Agency. Not neglecting 
the average facility monthly expenditure which range between 0.8 and 3.4 kCHF, the SSAC 
anticipates that incorporating RMS into Safeguards will decrease to the overall inspection 
expenditure for both facilities and the Agency. 
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6. Outlook IAEA routine inspection for 2002 using RMS 


With the implementation of RMS being authorised by the Agency, there is significant 
potential in reducing the overall person day routine inspection at Swiss facilities. Figure 3 
shows the direct comparison of IAEA person day routine inspection, in accordance with [5], 
with and without RMS implementation. Not included are specific IAEA activities such as 
transfers of spent fuel to the interim storage facility, receipts of fresh MOX fuel assemblies 
(one facility, CHJ), and RMS service (1 day per year and facility). Excluding the IAEA 
specific activities enables to compare straight person day routine inspections between 2001 
and 2002 with the benefits of implementing RMS. Further, these activities cause large yearly 
variations in person day routine inspection which are controlled by external factors. Partial 
implementation of RMS in Switzerland shows a decrease of 26% in person day routine 
inspection for 2002. After full implementation of RMS in Switzerland in 2003, savings in 
person day routine inspection up to 60% may be obtained if specific IAEA activities are 
excluded, see Figure 4. Although such observations may be speculative, this decrease in 
person day routine inspection may be balanced with the IAEA specific activities combined 
with the ratification of the Additional Protocol. 


Figure 3: estimated IAEA activities with/without RMS implementation 
at CH facilities, 2002 


 
The Swiss Federal Office of Energy anticipates that incorporating RMS into Safeguards 
approach, as suggested by the IAEA [7, 8], will lead to an optimisation and a decrease in the 
number of IAEA inspections in Switzerland. Furthermore, it shall account for the trend of 
increasing IAEA activities due to the increased number of transport containers being 
transferred to a storage facility and the future implementation of the Additional Protocol. 


7. Conclusions 


RMS has been installed at seven Swiss facilities including nuclear power plants and storage 
facilities. Improvements in RMS technology have significantly reduced the equipment failure 
rate. 
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Figure 4: Outlook IAEA activities using RMS at Swiss facilities in 
2002 and 2003 


 
One facility has been authorised to implement RMS whereby 100% of interim inspection are 
eliminated. Partial implementation of RMS in Switzerland will cause a reduction of about 
30% person day routine inspection while the full scope implementation of RMS may enable 
to save about 60% person day routine inspection. 
External factors strongly contributing to the overall person day inspection in Switzerland 
include transfer of spent fuel assemblies to the interim storage facility and MOX fuel 
activities at facilities. 
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Abstract  
 
The quality control concept of the On-Site laboratory is based on a nested design of 
independent quality checks. It makes use of method intercomparison, subsample comparison, 
measurement of working standards and measurement of certified reference materials. With 
respect to method intercomparison, thermal ionization mass spectrometry is used as reference 
basis for the radiometric methods. This is applied for both isotope analysis and isotope 
dilution analysis.  
The paper discusses the experience gained with the quality control system in thermionic mass 
spectrometry measurements based on two years of operational experience. It describes the 
precisions and accuracies observed for the different types of measurements (isotope 
abundance, minor isotope abundance, isotope dilution) and shows the performance the 
technique has exhibited over two years of routine operation. The main sources of uncertainty 
of the analytical result will be discussed as well. 
 
1. INTRODUCTION 
 
The On-Site laboratory (OSL) is a safeguards analytical laboratory, which performs the 
verification measurements on all the samples taken by Euratom inspectors at the Sellafield 
site. The operational aspects have been described earlier [1]. The concept for a stringent 
quality control was presented in another paper [2]. A multi-level approach was implemented 
in order to assure a constantly high level of quality of the measurements and a high degree of 
reliability of results. It has been pointed out in Ref. [2] that Thermal Ionisation Mass 
Spectrometry (TIMS) is at the heart of this quality control concept. In other words: permanent 
method intercomparison, using TIMS as a reference is an essential part of routine quality 
control. The key role of TIMS is justified by the fact that this method has been attributed the 
status of a “primary method of measurement” due to its short traceability chain and due to its 
potential for high precision and accuracy [3]. In order to fully exploit this potential, trained 
operators and well-established and validated analytical procedures are required.  
Precision and Accuracy of the results obtained by TIMS need to the monitored with great 
care. The present paper describes the experience gained in two years routine operation in the 
OSL. In the following sections we discuss in detail how instrumental control is archived, how 
process control is established and how sample precision is monitored. The quality control data 
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are used to estimate the measurement uncertainty of an individual sample. Finally, we 
describe how the measurement uncertainty is estimated and compare it to a fully orthodox 
uncertainty calculation according to the ISO Guide for the expression of Uncertainty in 
Measurement (GUM). 
 
Thermal Ionisation Mass Spectrometry is basically a technique for measuring isotope ratios. It 
requires a relatively pure sample for carrying out the actual measurement. Hence, a chemical 
purification step precedes the measurement. If the sample has been processed the relative 
isotope abundance, expressed in amount per cent (formerly called atom % or mole %) or in 
weight per cent (formerly called mass %), are derived from the measured isotope ratios. If a 
spike (a known amount of an isotope of the same element) has been added to the sample at the 
beginning of the analytical process, the concentration of the element of interest is determined 
from the measured isotope ratios. This is known as “Isotope Dilution Mass Spectrometry” 
(IDMS).  
 
2. QUALITY CONTROL IN MASS SPECTROMETRY 
 
The On Site Laboratory (OSL) in Sellafield, UK has been in operation for two years. It is 
equipped with two thermal ionisation mass spectrometers (MAT 261 and MAT 262), set up 
for plutonium and uranium isotope ratio measurements.  
 
The samples are chemically separated by liquid-liquid extraction using TBP (tri n-butyl 
phosphate) as extractant, where purified fractions of uranium and plutonium are obtained. The 
radiochemical purity and the approximate concentration of the U (only 233U spiked) and Pu 
fractions are checked by alpha spectrometry. Typically, about 4 ng Pu or 40 ng U are loaded 
onto a Re filament and subjected to measurement. The measurements are performed using the 
total evaporation method with signal integration throughout the measurement [4]. 
 
The quality control system which has been implemented is based on three steps: instrument 
control (level 1), process control (level 2) and sample precision (level 3). Once the analyst has 
confirmed the proper operation of the instrument, he proceeds with sample measurements. A 
computerized quality control system checks the results and suggests the analyst to accept or 
reject the result. The decision and responsibility, however, remains with the analyst.  
 
2.1. Instrument control – level 1 
 
Instrumental performance verification is covered by measuring certified reference materials of 
U and Pu. This is achieved by comparing experimental results to the certified value of e.g 
IRMM 183, 184, 185, 186, 187, 199 for U as well as IRMM 047 and the IRMM 290 serie for 
Pu. These reference materials are directly loaded without any chemical pre-treatment. In the 
sections below we will show typical examples, illustrating the quality control procedures and 
the performance achieved under routine conditions. The results are combined in table 1. 


 
Table 1. Certified and measured ratios of IRMM 185, IRMM 290 F1 and IRMM 1575. 


 
Standard   level Number of 


measure-
ments 


Measured 
n(235U)/n(238U) 


Long-term 
repeatability 


2s (%) 


Bias 
(%) 


Certified value 
n(235U)/n(238U) 


±2s 
IRMM 185  (U) 1 26 0.020050 0.08 0.025 0.020055± 0.000006
IRMM 185  (U) 2 50 0.020054 0.20 0.001 0.020055± 0.000006
   n(242Pu)/n(239Pu)   n(242Pu)/n(239Pu) 
IRMM 290F1 (Pu) 1 25 0.099428 0.03 0.001 0.09943± 0.00011 
IRMM 1575   (Pu) 2 85 0.032328 0.12 0.076 0.032286± 0.000014
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2.1.1. Plutonium isotope ratio measurements 
 
IRMM 290 F1 is used as long-term instrument control sample (Fig.1). This reference material 
is certified to 0.01 % (rel.) for the n(242Pu)/n(239Pu) ratio. The repeatability standard deviation 
for n(242Pu)/n(239Pu) ratio measurements is 0.03% (2s) and hence only slightly higher than the 
certified uncertainty of the reference material. The mean value of the ratio n(242Pu)/n(239Pu), 
based on 25 measurements, is achieved over a period of 14 months and shows a good 
agreement with the certified value. No significant bias was observed. The minor isotopes are 
not certified. However, the standard deviation gained for the ratio n(240Pu)/n(239Pu) is about 
4.5 %. 
 


 
Fig. 1 A) n(242Pu)/n(239Pu) ratio of IRMM 290 F1,        B) n(240Pu)/n(239Pu) ratio of IRMM 290 F1,  
gained over a period of 14 months (UCL, LCL = upper and lower control limit = 3s; UWL, LWL = 
 upper and lower warning limit = 2s; triangle = certified ratio)  
 
 
2.1.2. Uranium isotope ratio measurements 
 
For uranium the standards IRMM 183 to 187 and 199 were used in the starting phase, 
however for long-term stability only IRMM 185 (Fig. 2) is used. Also here the mean value for 
the ratio n(235U)/n(238U) gained over a period of two years shows a good agreement with the 
certified value. The average bias is 0.025% and therefore not significant. The repeatability 
standard deviation of our measurements over this period is 0.08% (2s)(Fig.2A). The achieved 
repeatability standard deviation of the minor isotope ratio n(234U)/n(238U) is inferior to the 
certified uncertainty (Fig. 2 B) and the mean value of the measurements is in good agreement 
with the certified value. 


  
Fig. 2 A) n(235U)/n(238U) ratio of IRMM 185,                B) n(234U)/n(238U) ratio of IRMM 185, 
gained over a period of 2 years (UCL, LCL = upper and lower control limit = 3s; UWL, LWL = upper 
and lower warning limit = 2s, triangle = certified ratio)  
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For level 1 (instrument control) the data collected over a period of two years clearly show 
good repeatability and no significant bias. We can therefore conclude that the instrument and 
the measurement procedure proved to be reliable and provide results of constantly high 
quality. 
 
2.2. Process control – level 2 
 
After having verified the proper operation of the actual measurement instrument, the second 
level of quality control comprises also chemical separation and in case of IDMS – spiking. 
Therefore each set of samples is accompanied throughout the entire analytical process by a 
working standard acting as quality control sample for process control. It is subjected to the 
same chemical treatment as the real samples. Again the experimental result is compared to the 
certified reference value. Additionally, the repeatability standard deviation of the method is 
derived from the last 25 measurements of the QC sample. The most recent QC result is then 
compared to the long-term average and the respective standard deviation. The measurement 
result of the QC sample is accepted if the following criteria are fulfilled: 
1. Minimum one value is inside of the control limits (LCL, UCL = 3s) 
2. two of three consecutive values are inside the warning limits (UWL, LWL = 2s) 
3. no seven consecutive values with decreasing or increasing tendency 
4. no ten consecutive values on one side of the central line 
Results are listed in table 1. 
 
2.2.1. Plutonium isotope ratio measurements 
 
IRMM 1575 was used as process control sample (Fig.3). This material is a secondary 
reference material, which had been used in the early 1990’s for a REIMEP campaign (Regular  
European  Interlaboratory  Measurement  Evaluation  Programme). Almost 90 measurements  
 


 
Fig. 3. n(242Pu)/n(239Pu) ratio of IRMM 1575, chemically treated  


as the samples for process control  
 
have been performed with a long-term repeatability standard deviation of 0.12% (2s) for the 
n(242Pu)/n(239Pu) ratio. The mean value shows a small bias of 0.07. However, the certified 
ratio n(242Pu)/n(239Pu) is inside the control limits of the mean value. The long-term 
repeatability increases as compared to the level 1 measurements. This is due to the chemical 
treatment, which may introduce minute cross contamination, operator dependent effect, and 
variations in chemical recovery and reagent quality. 


 
2.2.2. Uranium isotope ratio measurements 
 
As an example for process control of uranium the results of IRMM 185 of the last two years 
are shown in table 1 and figure 4. The results are obtained by processing the standard in the 
same way as samples. The observed repeatability standard deviation for the ratio 
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n(235U)/n(238U) is 0.20 % (2s) and for the ratio n(234U)/n(238U) 4%, respectively. Both ratios of 
the IRMM 185 show a good agreement with the certified value. The observed average bias of 
0.001 % is insignificant. 


 
Fig. 4. A) n(235U)/n(238U) ratio of IRMM 185          B) n(234U)/n(238U) ratio of IRMM 185,  
 treated as the samples for process control              treated as the samples for process control 


 
As expected also the long-term repeatability for the uranium isotope ratio measurement of the 
standards increases compared to the level 1 measurement. Again, this is due to the chemical 
treatment, which may introduce minute cross contamination, operator dependent effects, 
variations in chemical recovery and reagent quality. However, the results are still in the range 
of the certified value. 
 
2.2.3. Plutonium concentration 
 
Similar to the process control for isotope ratio measurements, process control for isotope 
dilution mass spectrometry (IDMS) is introduced as well. This covers the spiking procedure 
as well as the stability of the spike and the spike/sample equilibration. A synthetically 
prepared solution (IDMS-Input standard) containing U and Pu in an elemental proportion of 
100:1 is used for that purpose. This solution was prepared on gravimetrical basis from high 
purity element reference materials (i.e. CETAMA MP2 and IRMM EC 101). 
 
As can be seen from figure 5 the long-term repeatability is larger than the calculated 
uncertainty of the standard. In addition figures 5 and 6 show clearly clusters of results. This 
grouping correlates with the periods of analysis.  
 


 
Fig. 5. Long-term repeatability of the Pu   Fig. 6. Long-term repeatability of the U assay 


assay of the OSL input standard             of the OSL input standard 
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Still the obtained standard deviation of 0.07 % (2s, f=24) is smaller than the ESARDA target 
value (Tab. 2). However, the mean value of the measurement (0.002653 mg/g) corresponds to 
the calculated value. The bias of 0.02% is insignificant. 
 
2.2.4. Uranium concentration 
 
The same material as described in the previous section is used for process control of uranium 
IDMS. From figure 6 it becomes evident that as already seen for Pu the uncertainty of the U 
measurement is depending on the analysis date. The long-term repeatability is 0.10 % (2s, 
f=24). The mean value, 0.79518 mg/g, shows a good agreement with the calculated value. 
The average bias is 0.06 % and therefore negligible. 
 
As shown for level 1 also for isotope ratio and concentration measurements at level 2 no bias 
occurs. However, long-term repeatability increases for both methods. For the element assay 
clearly a time dependent effect is visible.  
 
2.3. Sample Precision – level 3 
 
In order to estimate the repeatability on the sample level each sample is run in duplicate. The 
duplicates are treated independently. The results obtained on the two subsamples are 
compared and the difference is subjected to a statistical test comparing it with the precision of 
the method as obtained in level 2 (i.e to the standard deviation obtained from 25 repeat 
measurements). The warning and control limits (UCL, UWL, LWL, LCL) are calculated by 
the standard deviation of the standard accompanying the sample run. The solid line represents 
the zero-line. The same ‘out of control criteria’ as for the process control are used to decide if 
a sample is accepted. However, as the standard deviation is depending on the concentration, 
this chart can only be used for samples within the same concentration range as the standard. 
The samples analysed by IDMS are diluted to a concentration of 100 to 400 µg U/g prior to 
chemical treatment. The working standard used for process control (level 2) is at the same 
concentration. 
 
2.3.1. Plutonium and uranium isotope ratio measurements 
 
Figure 7 shows an example of a typical sample run in the OSL daily routine procedure. Five 
samples and a standard, all run in duplicate, are processed together. Each dot represents the 
difference between two sub-samples, typically for isotope ratio measurement in the 10–5 
range.  
 


  
 
Fig. 7. A) difference chart for n(242Pu)/n(239Pu) B) difference chart for n(235U)/n(238U), 
compared to the differences gained by the                 compared to the differences gained by the 
standard IRMM 1575 -  level 3.                                    standard IRMM 185 – level 3. 
(UCL, LCL = upper and lower control limit = 3s; UWL, LWL = upper and lower warning limit = 2s)  
 
2.3.2. Plutonium and Uranium concentration 
 
The plutonium and uranium concentrations obtained on samples by isotope dilution (IDMS) 
are likewise checked by evaluating the difference of two sub-sample measurements relative to 
repeatability of a standard. The examples shown in figure 8 are compared to the IDMS-Input 
standard. 
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Fig. 8. A) difference chart for Pu concentration B) difference chart for U concentration 
 compared to the differences gained by the                 compared to the differences gained by the 
standard IDMS –Input -  level 3.                                  standard IDMS-Input - level 3. 
(UCL, LCL = upper and lower control limit = 3s; UWL, LWL = upper and lower warning limit = 2s)  
 
 
3. Evaluation of the “Combined Uncertainty” 
 
In the previous chapters we described how the quality of measurement results is assumed by 
strict control of the measurement instrumentation and of the entire analytical procedure. This 
multi-level approach offers at the same time another important feature: from the repeatability 
standard deviation as derived from process control we can estimate the “combined 
uncertainty”. This procedure has been described earlier [5]. 
 
As mentioned earlier, thermal ionisation mass spectrometry provides primarily information on 
the isotope abundance ratio. The measured ratios may be subjected to a number of corrections 
(e. g. baseline, amplifier gain, detector efficiency, and isotopic fractionation (K-factor)). The 
corrected ratios are then used to calculate the isotope abundance or � if a spike was added 
before � the isotope concentration is calculated. In either case a reliable uncertainty statement 
has to be attributed to the final result. This uncertainty interval should contain the “true” 
value. 
 
In the OSL a robust method was established to estimate the combined uncertainty from the 
repeatability standard deviation (last 25 repeat measurement of a quality control sample) and 
the other main sources of uncertainty (e. g. spike concentration). 
 
The ISO Guide for the Expression of Uncertainty in Measurement [6] proposed a component 
� by – component approach, where the estimated individual uncertainty contributions of the 
individual steps in the analytical process are combined using standard rules of uncertainty 
propagation. This has been implemented in a commercially available software programme, 
the GUM Workbench [7], which uses a numerical differentiation method. 
 
Both approaches are compared for TIMS, IDMS and for isotope abundance calculation. 
 
Table 2. Comparison of the relative expanded uncertainties of isotope abundance and IDMS 
(Uc = k*uc, with k = 2) of the robust approach implemented in the OSL and the GUM method. 
 


 OSL GUM ITV 2000 
[8] 


U content 0.15 % 0.20 % 0.36 % 


Pu content 0.20 % 0.20 % 0.36 % 
235 U 0.20 % 0.23 % 0.28 % 


n (240Pu)/n(239Pu) 0.12 % 0.11 % 0.22 % 
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A more detailed analysis has shown [5] that the main contributions in the uncertainty budget 
for the U and Pu content arise from the spike material used (NBS SRM 996, MP2, 233U 


Harwell) and the measured n(240Pu)/n(239Pu) ratio in the spiked and unspiked sample, 
respectively. 
 
The main uncertainty contribution, more than 90 %, for the isotope ratio measurement by 
TIMS arises from the measurement itself (repeatability standard deviation). The same is valid 
for the abundance calculation. Here about 97% of the uncertainty contribution arises from the 
measurement, 2.6 % from the instrument calibration.  
 
As can be seen from table 2 the robust approach to estimate the uncertainties in the OSL is 
more or less the same as achieved by the detailed analysis via the GUM workbench.  
 
4. Conclusion 
 
A valid, reliable and pragmatic quality control method is in operation in the On Site 
laboratory. In two years of field experience it could be demonstrated that a useful tool for 
analysts to evaluate their results is available. Taking into account the operational conditions 
(e.g. weekly changing operators, irregular analysis of certain sample types) and the routine 
character of the laboratory work, excellent repeatability standard deviations for U and Pu are 
achieved. The achieved accuracy is at a similarly high level. The introduced three levels of 
quality control in mass spectrometry not only serves for identifying individual results of poor 
quality, it is also used to derive measurement uncertainty statements and to monitor long term 
effects. With respect to the latter we could clearly identify time dependent effects in IDMS 
analysis. The source of this effect is being investigated. The observed uncertainties are well 
below the requirements of the International Target Values. 
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Abstract 
 
Despite repeated international calls for the early 
conclusion of a Fissile Material Cutoff Treaty (FMCT), 
negotiations have not yet begun.  Nonetheless, informal 
discussions have identified a number of key issues that 
will need to be resolved during negotiations.  One of the 
key issues is the scope of verification under the Treaty.  
The United States has proposed a focused approach to FMCT 
verification, and this paper lays out the implications of 
that approach in defining the scope of IAEA verification.  
In general, this approach would apply routine monitoring 
to all production and downstream use of unirradiated 
fissile material (HEU, Pu-239 and U-233) after entry into 
force.  Monitoring would begin at enrichment and 
reprocessing facilities and would end once a suitable 
level of irradiation is achieved.  Other measures, 
including non-routine inspections at undeclared 
locations, would also be necessary in order to ensure the 
absence of undeclared production. 
 
This paper will explore the issues involved in effective 
verification at the starting and ending points of routine 
monitoring.  At the starting point the verification 
objective is to ensure that all newly produced fissile 
material is declared and accounted for.  As with 
safeguards under an INFCIRC/153-type agreement, material 
accountancy would be a fundamental verification measure. 
The verification approach will depend on the type of 
facility and on specific design features relevant to 
material accountancy.  At the ending point the 
verification objective would be to ensure that the 
material subject to monitoring has been suitably 
transformed, for example that reactor fuel containing 
plutonium has been irradiated to a suitable level.  The 
irradiation level necessary to fulfill the objectives of 
the FMCT would depend on the context established by other 
relevant agreements and the effectiveness of measures to 
detect undeclared production. 







1. Introduction 
 
In 1993 the United Nations General Assembly passed a 
resolution calling for negotiation a non-discriminatory, 
multilateral, and internationally and effectively 
verifiable treaty to ban production of fissile material 
for nuclear weapons or other nuclear explosive devices.  
After extensive consultations, the CD agreed in 1995 on a 
mandate for negotiations of a Fissile Material Cutoff 
Treaty (FMCT).  Yet FMCT negotiations have yet to take 
place because of the lack of consensus on the overall CD 
work program. 
 
Anticipating that FMCT negotiations would take place, 
some countries have devoted substantial effort to 
developing proposals for FMCT scope and verification.  In 
particular, the United States and others support a 
"focused approach" to FMCT verification, which would 
focus verification resources on enrichment and 
reprocessing plants and newly-produced plutonium and 
high-enriched uranium (HEU).  This paper describes the 
focused approach and some of the considerations in 
ensuring the effectiveness of this approach. 
 
2. The Focused Approach 
 
The focused approach is based on the premise that the 
scope of the treaty should match the scope of 
verification.  An FMCT would focus on fissile material, 
which is understood to mean fissionable material that can 
be used to make the fission components of nuclear 
weapons.1  To a first approximation, this corresponds to 
the IAEA category of unirradiated direct use material, 
which consists of high-enriched uranium (HEU), plutonium, 
and U-233.  Enrichment and reprocessing are the critical 
"choke points" in the production process necessary to 
obtain such material, and the focused approach 
concentrates on those steps.  Civil reprocessing would 
not be precluded but would be subject to verification to 
ensure that newly produced material is not used in 
nuclear weapons. 
 
There have been proposals for a more comprehensive 
approach to FMCT verification, similar to comprehensive 
safeguards agreements under the NPT.  Presumably such an 
approach would exclude existing stocks of separated HEU 
and plutonium, but it would include natural uranium, 
                     
1 There is a different, more technical definition of fissile material 
– material that has a large cross-section for fission by low energy 
neutrons – but that is not relevant in this context. 







reactors, spent fuel, etc.  Such an approach would 
significantly increase the cost of verification with 
relatively little added benefit.  The countries directly 
affected by an FMCT are precisely those that currently 
have unsafeguarded enrichment or reprocessing plants, and 
the key benefit of an FMCT would be to cut off those 
critical "choke points" to acquiring weapon-usable 
material. 
 
The IAEA knows well how to verify fissile material 
through its experience in applying safeguards to nuclear 
material.  The focused approach includes the following 
basic elements, which would be based on this experience: 


 
- Verification of all fissile material production 
activities.  Production would encompass enrichment -- 
isotopic separation processes involving fissile 
isotopes -- and reprocessing -- separation of fissile 
material and fission products in irradiated nuclear 
material. 
 
- Verification of all enrichment and reprocessing 
facilities.  These would defined in terms of objective 
criteria, based on their designed capability to carry 
out isotopic separation or to separate fissile 
material and fission products, and would have to be 
declared. 
 
- Verification of all newly-produced fissile material 
-- material produced after the cut-off date. 
 
- Verification of all facilities that store, use or 
process newly-produced fissile material. 
 
- Measures to detect undeclared enrichment and 
reprocessing and undeclared enrichment and 
reprocessing facilities.  These would include 
inspections at undeclared locations. 


 
These items are listed separately, despite the similarity 
and the seeming duplication, because verification focused 
on materials, facilities, and activities often have 
distinct objectives. 
 
For example, a key objective of verification at a shut-
down reprocessing facility will be to verify that the 
facility is not operating.  Another paper in this session 
will focus on proposed measures for verification of shut-
down facilities.  This paper focuses on verification of 
actual production activities and on newly-produced 
fissile material, in particular on the scope of the 







measures necessary to account properly for that material.  
This paper does not attempt to define the verification 
measures or criteria in quantitative detail, but rather 
presents the basic objectives of those measures and 
criteria and identify some of the technical problems that 
need to be resolved. 
 
3. Starting and Ending Points of FMCT Verification 
 
The focused approach is based on the fact that enrichment 
and reprocessing are the essential choke points for 
producing weapon-usable material.  A simplified view 
would therefore be that verification of fissile material 
would begin when that material is enriched or 
reprocessed, and would end when the material reaches a 
state, for example as a result of downblending or 
irradiation, where enrichment or reprocessing is required 
once again to convert it to a weapon-usable form.  While 
this is a useful shorthand, it is oversimplified at both 
the starting and ending points, as can be seen by 
focusing on the objectives of verification at each point. 
 
3.1. Starting Point 
 
To provide assurance that newly-produced fissile material 
is not diverted for use in nuclear weapons, the 
verification objective for new production should be to 
ensure that all newly-produced fissile material is 
accurately accounted for.  The means for achieving this 
objective depend on the specific facility in question. 
 
3.1.1 Reprocessing 
 
For a modern reprocessing facility, designed with 
safeguards in mind, these objectives can be achieved 
through a combination of traditional material 
accountancy, process monitoring and design verification 
measures.  Material accountancy by itself cannot provide 
sufficient measurement accuracy to detect diversion of a 
significant quantity of fissile material.  The design 
verification measures, including containment and 
surveillance at key flow points, should be sufficient to 
ensure that there are no undeclared inputs to or outputs 
from the facility that could contain fissile material, or 
undeclared separation processes.  This combination of 
qualitative and quantitative measures can provide 
confidence of non-diversion. 
 
Meeting this verification objective at older reprocessing 
plants is much harder, since these facilities are 
unlikely to have been designed to for safeguards, and key 







portions of the facility are highly radioactive and 
therefore inaccessible for design verification.  In 
addition to accounting for declared separation, it is 
critical to ensure that there is no undeclared 
separation.  Monitoring the dissolver and the input 
accountancy tank (assuming there is one) will be central, 
but it is also necessary to verify that there are no 
undeclared outputs or inputs.  Perimeter monitoring is 
neither feasible nor affordable, but it would be 
important to monitor potential sources of undeclared 
inputs and avenues for undeclared outputs, such as the 
spent fuel pond at the facility input or the high-level 
waste storage and processing areas.  Developing an 
effective and affordable verification approach 
incorporating this type of verification concept will be 
one of the key challenges for FMCT verification. 
 
3.1.2. Enrichment 
 
The same verification objectives apply to enrichment 
facilities, but the practical implications will depend on 
the particular facility or facility type.  Gaseous 
diffusion enrichment plants can take months to reach 
equilibrium or to change outputs in response to changing 
inputs.  The are also difficult to reconfigure without 
creating criticality risks.  These factors make it 
relatively simple to verify the design and configuration, 
reducing the need for frequent reverification.  
Therefore, for a plant producing only LEU, verification 
that there is no HEU production should be relatively 
simple.  If HEU production is taking place, it will be 
important to monitor all locations where HEU could be 
extracted. 
 
Centrifuge enrichment plants have very different 
characteristics: they equilibrate quickly and are 
relatively easy to reconfigure.  It could be possible, 
for example, to segregate a subset of the centrifuges 
into a small isolated cascade, with undeclared LEU feed 
and HEU product lines.  The hexapartite approach to 
safeguards at centrifuge plants was designed in large 
part to provide an assurance against undeclared HEU 
production, and may provide a model for FMCT verification 
at such plants.  For large facilities and for facilities 
with more flexible cascade configurations, it may be 
necessary to rethink this approach. 
 
Other enrichment technologies could also present unique 
considerations, including laser isotope separation if 
such a plant is ever built. 
 







For both enrichment and reprocessing, the starting point 
of FMCT verification is not the point where fissile 
material is first separated.  Rather, verification must 
address the possibility of undeclared activities at the 
production facility, and therefore should encompass as 
much of the facility and the associated site as necessary 
to meet this objective. 
 
3.2. Ending Point 
 
Let me turn to the ending point of FMCT verification.  
Focusing on enrichment and reprocessing as the choke 
points for fissile material production, one might 
conclude that verification should end for material that 
requires enrichment or reprocessing before it could be 
used in a nuclear weapon.  As with the starting point, 
however, verification must also address the possibility 
of undeclared activities.  Specifically, the objective 
should be to verify that the fissile material is 
transformed into a form where it cannot readily be 
transformed into a weapon-usable form without high risk 
of detection by the verification regime.  The main 
processes that lead to such transformation are the 
reverse of enrichment and reprocessing, namely 
downblending and irradiation.  It would seem inconsistent 
with to continue verifying material once it has become 
essentially indistinguishable from other that would not 
be covered, such as fresh or spent LEU fuel. 
 
3.2.1. Downblending 
 
Downblending of HEU involves mixing it with depleted, 
natural, or low-enriched uranium produce LEU, presumably 
for use as reactor fuel.  Such downblending has become 
the method of choice for disposing of HEU from defense 
programs that has been declared excess to defense needs.  
The United States has downblended over 15 tons out of 
roughly 175 tons of declared excess HEU.  The Russian 
Federation has downblended over 125 tons of HEU under a 
purchase agreement with the United States to downblend at 
least 500 tons of HEU over a 20-year period. 
 
It is difficult to imagine why a state would enrich 
uranium to HEU only to downblend it later to LEU.  
Nonetheless, states may change their plans, for example 
converting a reactor to use LEU fuel after producing HEU 
fuel, and the FMCT should provide for this possibility.  
It would seem inconsistent to continue verifying LEU that 
results from downblending if LEU output from an 
enrichment plant is not covered.  Once measurements 
confirm that the enrichment has been reduced below 20%, 







 


the focused approach envisions that verification would 
end. 
 
3.2.2. Irradiation 
 
One way to process fissile material so that reprocessing 
is required before it can be used in nuclear weapons is 
through irradiation.  This was one method identified for 
the disposition of excess weapon-origin plutonium under 
the Plutonium Management and Disposition Agreement (PMDA) 
between the United States and the Russian Federation, a 
program that is currently under review.  To the extent 
that civil reprocessing continues, irradiation of mixed 
oxide (MOX) fuel containing newly produced plutonium 
would be a common practice.  Therefore, it is an 
important practical question how the FMCT verification 
regime would address this situation. 
 
Starting with the assumption that verification of fissile 
material would end at after irradiation, let us consider 
what the appropriate irradiation threshold should be.  
For this purpose, it is useful to examine how irradiated 
material is treated differently from unirradiated 
material in other contexts. 
 
3.2.2.1. Precedent 
 
The Convention on the Physical Protection of Nuclear 
Materials, and the Guidelines for the Physical Protection 
of Nuclear Material establish international standards for 
physical protection that distinguish between irradiated 
and unirradiated material.  These standards are based in 
part on the notion that the intense radiation field from 
spent fuel makes that material "self-protecting."  The 
threshold is therefore set in terms of the radiation 
field: material is treated as irradiated if the 
unshielded radiation field is 100 rads/hr at 1 meter.  
Because of the logistical difficulties of handling highly 
radioactive material, theft is intrinsically more 
difficult and protective measures can be less rigorous.  
Nonetheless, irradiated material must still be protected; 
both the Convention and the Guidelines call for some 
degree of protection for such material. 
 
IAEA safeguards practice also distinguishes in its 
treatment of irradiated and unirradiated direct use 
material, primarily in terms of timeliness goals.  The 
timeliness goal for irradiated direct use material is set 
at three months, compared to one month for unirradiated 







direct use material.2  This difference is based in part on 
the logistical difficulties in handling irradiated 
material, but more importantly on the need for 
reprocessing.  Both factors contribute to the longer 
conversion time required to process irradiated material 
into a weapon-usable form.  As with physical protection, 
the intensity of the verification measures for irradiated 
material is reduced but the basic verification 
obligations remain. 
 
The Standing Advisory Group on Safeguards Implementation 
has been asked for its advice on how to define this 
threshold.  In addition to the radiation field, SAGSI has 
considered other measures, such as the quantity of 
material required for separation of one significant 
quantity or the rate of radioactive decay (e.g. 
disintegrations per gram per second).  By either measure, 
irradiated material will eventually cool enough through 
radioactive decay that would be treated as unirradiated.  
If this cooling means that the conversion time is reduced 
significantly, such treatment is clearly appropriate, 
even though it could lead to a substantial increase over 
time in the level of safeguards effort applied to spent 
fuel. 
 
The most recent standard for distinguishing between 
irradiated and unirradiated material is the threshold in 
the Plutonium Management and Disposition Agreement.  This 
threshold was derived taking into account various studies 
of "spent fuel standards"; roughly speaking, material 
that meets this standard should be no easier to convert 
to a weapon-usable form than spent fuel.  Setting a more 
stringent standard would have little added benefit since 
both the United States and the Russian Federation have 
thousands of tons of unsafeguarded spent fuel in their 
civil nuclear power programs.  Thus, the threshold of 
20,000 MWD/MTHM3 for LWR fuel is comparable to civil spent 
fuel.  In contrast to the standard in safeguards 
practice, once material meets this threshold its status 
is fundamentally changed; the verification obligations 
are substantially reduced, although specific verification 
measures remain to be determined. 
 


                     
2 Although the IAEA is considering changing these goals in the 
context of integrated safeguards, the goal for irradiated material 
would remain longer than for unirradiated material. 
3 The units are Megawatt-days of thermal energy production per metric 
ton of heavy metal (uranium and plutonium).  The PMDA also provides a 
standard for disposition of plutonium if the BN-600 reactor, namely 
the fission of 9% of heavy atoms. 







Each of these standards -- in safeguards, physical 
protection, and plutonium disposition -- results in a 
change in how, but not whether the material in question 
is covered under the corresponding regime.  This is 
different from the approach described above, according to 
which FMCT verification would end altogether (at least 
until the material is reprocessed).  The standard for 
irradiation would play a much more important role under 
an FMCT than in other circumstances and warrants careful 
consideration. 
 
3.2.2.2. Considerations 
 
One way of defining the threshold would be to ask how 
much irradiation is necessary before fissile material 
requires reprocessing before it can be made into a 
nuclear weapon.  That is a question for weapon designers, 
and this paper does not attempt to answer it.  The use of 
irradiated fissile material in nuclear weapons raises a 
number of practical challenges, for example regarding 
shielding and the aging of materials.  As a practical 
matter, therefore, it may be reasonable to assume that 
this irradiation threshold would be quite low.  
Nonetheless, a healthy respect for the talents of weapon 
designers would argue that we should be careful not to 
set the threshold too low. 
 
Another consideration in setting the threshold is on the 
basis of whether the material is "too hot to handle" 
without heavy shielding, such as in a reprocessing plant 
or a hot cell.  This is similar to the considerations in 
the safeguards context, but with an important practical 
difference.  In safeguards implementation, the main issue 
has been the effect on conversion time, which presumably 
is not reduced greatly by the use of less heavily 
shielded facilities.  Under FMCT the key question is 
whether the facility is of a type that would have to be 
declared.  Hot cells equipped for reprocessing would have 
to be declared as reprocessing facilities.  If the 
material in question were no longer subject to a 
verification obligation, the effectiveness of the 
verification regime would depend on measures to detect 
undeclared activities involving facilities (e.g. glove 
boxes or small and thinly shielded hot cells) and 
materials that did not themselves need to be declared. 
 
Yet another consideration in establishing an irradiation 
threshold is the quantity of input material required for 
the separation of a significant quantity of fissile 
material or, correspondingly, the quantity of waste that 
would result from the separation.  Handling large 







quantities of waste implies a large-scale operation, with 
corresponding opportunities for detection.  For MOX, the 
plutonium concentration is typically a few percent, so 
that separating 8 kilograms of plutonium from low-burnup 
MOX leads to a waste stream containing a few hundred 
kilogram of heavy metal dissolved in liquid waste solvent 
and separation chemicals.  The situation is quite 
different for HEU from research reactors.  For low-burnup 
research reactor fuel, the enrichment will remain 
essentially unchanged and the quantity of heavy metal in 
the waste stream would be much lower than in the 
separated HEU.  Even for relatively high-burnup fuel the 
product will be HEU and ratio of waste to product will be 
low.  The same considerations would apply for reactors 
using fuel that is predominantly plutonium. 
 
Any standard for irradiation that is used as a basis for 
ending verification should be expressed in terms of an 
irrevocable threshold: Once material exceeds that 
threshold it should not fall below the threshold through 
radioactive decay.  This suggests a threshold expressed 
in terms of burnup, rather than in terms of the radiation 
field or rate of radioactive decay.  However, standard 
burnup measures in terms of MWD/MTHM may understate the 
degree of irradiation required for research reactor fuels 
with a high density of fissile isotopes.  An alternate 
measure of burnup that may be appropriate in this case 
would be the to normalize not by the mass of heavy metal 
in the fuel but by the mass of fissile isotopes.  Thus, 
LEU enriched to 5% for use in LWRs where it may reach a 
burnup of 40,000 MWD/MTHM would be described by this 
measure as reaching a burnup of roughly 800,000 MWD/MTFI, 
where MTFI stands for "metric tons of fissile isotopes," 
in this case U-235.  The irradiation threshold 
established in the PMDA would be somewhat lower, perhaps 
but at least several hundred MWD/MTFI, depending on the 
concentration of plutonium in MOX.  Even for HEU-fueled 
research reactors that reach a comparable irradiation 
level, the small input and waste streams might still 
argue for maintaining verification on the spent fuel. 
 
Finally, whatever threshold is chosen, it should be one 
that can be confirmed readily.  In any case, as stated 
above, it would be inconsistent to continue verification 
of material that is essentially indistinguishable from 
other spent fuel -- e.g. spent LEU -- in terms of the 
difficulty and detectability of separating plutonium. 
 
 
 
 







 


4. Conclusion 
 
The measures at the starting and ending points of FMCT 
verification require careful consideration, particularly 
in order to address the possibility of undeclared 
activities.  At the starting point the key challenge is 
to ensure that all the fissile material produced is 
accurately accounted for.  There are some technical 
challenges, particularly for older facilities, but the 
concepts are familiar from safeguards. 
 
New concepts may be needed for the ending point of 
verification, and should be given careful consideration.  
Termination after downblending is relatively 
straightforward, but termination after irradiation raises 
a number of issues, in particular the degree to which the 
verification regime should rely on the ability to detect 
undeclared activities.  A new measure of burnup is 
proposed, which may be appropriate for this context, 
assuming that ending verification on irradiated material 
is an accepted approach. 
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LEGAL FRAME WORK AND IMPLEMENTATION OF THE STRENGTHENED 
SAFEGUARDS SYSTEM IN INDONESIA 
 
 
M. SOLICHAH, A. S. ZARKASI  
Nuclear Energy Control Boards (BAPETEN), Indonesia 
 


Nuclear legislation in Indonesia was initiated by Act No.31 Year 1964.  Under the act the 
government established National Atomic Energy Agency (BATAN), which was responsible for 
promotional and development activity as well as for regulatory activity. 


Since 1997 Indonesia has Act No. 10,1997 on Nuclear Energy replaced Act No.31 Year 1964, 
under article 3 and 4 of the Act No. 10,1997 the Indonesian Government established the 
separation of executing body and regulatory body, which are directly responsible to the president. 
Regulatory body have task to control any activity using nuclear energy by establishing 
regulations, conduct licensing processes and inspections.  In 1998 the Indonesian Government 
established the Nuclear Energy control Boards or BAPETEN by the Presidential degree No. 
76/1998. 


Indonesia’s nuclear activity is used for peaceful purposes; it is stated clearly under article 15 Act 
no. 10 that one of the objectives of the control is to “prevent the diversion of the purpose of the 
nuclear energy utilization”.  Indonesia has seven facilities, which are safeguarded. The facilities 
are three research reactor in Serpong (30 MWt.), Bandung (2 MWt), and Yogyakarta (100 kWt), 
four other nuclear facilities are LEU Fuel Element fabrication installation, Experimental Fuel 
Element installation, radiometalurgy installation and Interim Storage for spent fuel. 


Indonesia signed non-proliferation of nuclear weapon NPT in 1970 and ratified in 1978. On 14 
July 1980 Indonesia signed Safeguards Agreement.  The structure and content of the agreement is 
same with INFICIRC/153 (corrected) which called full scope (Comprehensive) Safeguards 
agreement. Based on the agreement, BAPETEN established Chairman decree No. 13/Ka. 
BAPETEN/99 on SSAC. The Chairman Decree is a legal basis for implementation of 
Comprehensive Safeguards in Indonesia.  Based on the Chairman degree, BAPETEN as a 
National Authority has right to verify and inspect the operator’s declaration of nuclear material 
accountancy including accountancy record and supporting source document. BAPETEN should 
evaluate and send Facility’s report (ICR, PIL and MBR) to the Agency. 


Additional Protocol to Safeguards agreement was signed and ratified on 29 September 1999 that 
means Indonesia committed to implement Strengthened Safeguards System. Indonesia has 
already participated in developing Strengthened Safeguards regimes by offered itself for trial of a 
number of new concept before signing the protocol.  Since 1995, Indonesia has reported its 
thorium import every year, which is known as the Voluntary Reporting Scheme.  Indonesia also 
offered itself for trial of environmental sampling test, which are taken during special visit by 
IAEA inspector and during a routine inspection, up to the initial declaration submission of the 
additional protocol. IAEA has already conducted six times location for specific environmental 
sampling and twice wide area environmental sampling. 


The first year declaration was set to the IAEA six batch declaration submission, thee batch of 
them are pursuant to article 2.a (ix) with respect to export of specified equipment and non nuclear 
material listed in annex II.  It was very easy task since we just sent a blank form with statement 
“Nothing to declare” on it.  The second batch declaration pursuant to the additional protocol 







article 2.a (I), 2.a (iii), 2.a (iv), 2.a (v), 2.a (vi), 2.a (vii), 2.a (x), and 2.b (i) ran to about 22 pages 
of information in tabular form of which about half were dedicated to the information of buildings 
on nuclear sites.  The second batch declaration submission was not easy to finish due to a lot of 
information to fill out.  To get and collect this information we conducted several meeting with 
BATAN, and made a lot of phone call for confirmation. The third batch declaration are pursuant 
to the additional protocol article 2.a (v), 2.a (vi) b & c, 2.a (viii), and 2.a (ix), to get source 
material data we sent letters to the private company that operate the mining, and we got it without 
any difficulty. The forth batch declaration submission was update declaration of the second batch. 
It was very easy task since we just sent a blank form with statement “No Change” on it. 


The second year declaration was sent to the IAEA four batches declaration submission, three 
batch of them are pursuant to article 2.a (ix) and one batch is for updating all article that was 
declared, some of updating declaration are amplification and clarification of IAEA equation. In 
the second year, It is useful to fill out declaration form using software provided by IAEA.  In the 
mean time regulation on Strengthened Safeguards System still in process writing.  Hopefully, in 
the end of the year BAPETEN will establish a chairman decree on addition protocol to 
complement chairman decree No13/Ka. BAPETEN/99 on SSAC. 


Even though legal basis of it doesn’t exist yet, Implementation of Strengthened Safeguards 
System is good enough, because of cooperation and understanding between BAPETEN and other 
competent institution.  By signing the additional protocol and implementing Strengthened 
Safeguards System, Indonesia declares to the world that Indonesia’s nuclear activity is used only 
for peaceful purposes.  
 
 
REFERENCE: 
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The International Atomic Energy Agency For The Application Of Safeguards”. 
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Abstract 
 
Over the past few years, partitioning and transmutation (P&T) scenarios have been studied 
world-wide in connection with alternative waste management strategies. In the so-called 
double strata concept the industrial PUREX process is combined with the advanced 
partitioning of MA for subsequent transmutation in a dedicated irradiation facility. For this 
scenario the technical feasibility, the proliferation resistance and the safeguardability are 
investigated and discussed. In the first stratum commercially well established processes with 
mature safeguards measures have been established. The second stratum is at present in a 
development stage; partitioning processes are investigated on a laboratory scale or at best in 
a scale-up phase in the case of aqueous methods. Alternative pyrotechniques are even less 
advanced; transmutation experiments are carried out as irradiation test of small targets in 
experimental reactors. Demonstrators of so-called accelerator driven systems (ADS’s) are 
only in the conceptual phase. It is evident that in parallel proliferation and safeguards issues 
are also far less defined and investigated.  
   


1. Introduction  
 
At the present level of nuclear power production in Europe, approximately 2500 tons of fuel is 
required each year for 145 reactors in operation in the European Union (EU). In addition to heat 
generation from fission, various other by-products are generated by nuclear reactions in the reactor. 
These by-products consist mainly of the elements plutonium (Pu), the fission products (FPs) and the 
so-called Minor Actinides (MAs) neptunium, americium, and curium. Approximately 4 metric tons 
of MA are produced each year. Particularly Pu, MAs and a few long-lived FPs determine the long-
term radiological risk associated with the storage of highly active waste. Figure 1.1 illustrates the 
amounts of spent and processed fuels including the U, Pu and MA inventories. 
 
In order to reduce the long-term radiological hazard arising from waste repositories, the radiotoxic 
and long-lived MA could be separated (partitioning) and transformed into shorter lived fission 
products (transmutation). Different concepts for partitioning and transmutation are under discussion. 
Presently, the so-called double strata fuel cycle appears to be the most likely scenario. The further 
discussion will therefore focus on this particular concept. 
 
The driving force behind industrial reprocessing of nuclear fuel was to exploit the fissile material to 
a maximum, i.e. to optimize the sustainability of nuclear power by recycling. In this classical fuel 
cycle scenario, U and Pu are recovered in the aqueous PUREX process and re-enter the fuel cycle in 
light water reactors. The raffinate is a highly active waste (HAW) containing MA and FP; those are 
not separated from each other and stored (after vitrification) as highly active waste in a final 
repository.  In a so-called double strata concept (foreseen for instance in the Japanese OMEGA [1] 
project), this is considered to be the first stratum. 







 
Fig. 1.1 Cumulated amount and annual change of spent and reprocessed nuclear fuel in the European 


Union, indicating the inventories of Pu and MA. 
 
 
As mentioned above, the option of separation of the MA from the HAW and their subsequent 
transmutation was investigated in order to reduce the long-term radiotoxicity of the HAW. This 
partitioning could either be achieved by an advanced aqueous process or by dry reprocessing. The 
MA would then be converted into appropriate fuel and transmuted (into shorter lived fission 
products), i.e. in accelerator driven systems or in dedicated reactors. This would be the second 
stratum. The reduction of the radiotoxicity through partitioning and transmutation is illustrated in 
fig. 1.2. 
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Fig. 1.2 Ingestion radio-toxicity of 1 ton of spent nuclear fuel. With a separation efficiency of 
99.9% of the long-lived by-products from the waste, followed by transmutation, 
reference radiotoxicity levels can be reached within 700 years 







The proliferation risks associated with the first stratum were investigated and adequate safeguards 
measures have been implemented. The safeguards authorities of Euratom and of the IAEA are 
carrying out inspections and perform verification measurements on key materials. Safeguards 
measures are sufficiently mature to provide assurance that nuclear material cannot be diverted 
without being detected. In contrast to that, the second stratum is still at an early stage of 
development. Consequently, the proliferation resistance and the safeguardability are issues that need 
to be evaluated carefully.   
 
Fig. 1.3 shows schematically the concept of the double strata fuel cycle as it is currently being 
discussed. We will discuss the aspects of feasibility of MA partitioning and transmutation, its 
proliferation resistance and the safeguardability using the example of the double strata concept. 


Fig 1.3. Double strata fuel cycle concept 
 


2. Partitioning 
Partitioning aims at the separation of the MA (and possibly selected long lived fission products) from 
spent nuclear fuel. This separation can be achieved either by an aqueous process or by a dry process. 
In the following sections we will briefly introduce both processes and discuss the respective 
proliferation and safeguards issues. 
 
Hydrometallurgical and pyrochemical reprocessing should not be considered as competing but rather 
as complementary technologies. In the double strata concept the PUREX process (first stratum) 
would be extended with an additional separation of radiotoxic elements from the raffinate or high 
level liquid waste (Fig. 1.1). This should be achieved by a so-called advanced aqueous partitioning. 
In the following transmutation cycle (second stratum), pyroreprocessing should be used, because of a 
number of advantages. These can be summarised as follows: 
 


�� Pyro-processing installations can be highly compact 
 


Partitioning, fabrication, and irradiation can be carried out in an integral unit and thus the present 
difficulties encountered for frequent nuclear material transportation could be eliminated. As a 
consequence considerable cost reduction can be expected. 
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�� Spent nuclear fuel can be processed after very short cooling periods 
 
Due to the higher radiation resistance of the proposed processes in molten salts, the reprocessing of 
short-cooled spent fuel is possible. Cooling times of the spent fuel as short as a few months seem 
possible compared to the present seven years and longer needed for aqueous reprocessing. 
 


�� The process is more proliferation resistant than aqueous reprocessing 
 
Due to the nature of the electro-refining process, fissile materials cannot be separated in pure form. 
Plutonium, for example, is co-deposited together with minor actinides and some fission products 
(lanthanides). 
 


�� Criticality problems are less severe 
 
In dry processes, neutrons are less strongly thermalized. The consequence of this is that higher 
concentrations of actinides can be handled. 
 
 


2.1 Advanced Aqueous Processing 


2.1.1 Feasibility 
Advanced aqueous processes (TRUEX, DIDPA, TRPO, DIAMEX) have been investigated and 
compared at ITU[2]. The common feature of the different approaches consists in a post-processing of 
the highly active waste with the objective of extracting the minor actinides.  
 
For all four extractants, continuous counter-current extraction tests were carried out in the centrifugal 
extractor battery. The extractants investigated have reasonably good extraction properties and should 
allow achievement of the target decontamination factors (DFs) proposed by Koch et al. [3] for an 
effective P&T strategy. The most efficient stripping and the highest recovery rates are achieved in 
the DIAMEX and the TRPO processes. With the DIAMEX process, in contrast to TRPO, no acidity 
adjustment (denitration) of the feed solution is needed. Therefore, the DIAMEX process represents 
the best compromise of all four processes studied, showing good extraction and excellent stripping 
properties. The separation efficiency is given in table 2.1. 


Table 2.1 Separation efficiency for various actinides and fission products in different chemical 
processes 


 
Unfortunately, none of these processes allow the separation of Ln fission products from MAs. For 
the Ln separation from MA, a two step partitioning process in which the aqueous MA/Ln fraction 
generated from the processes mentioned above (i.e. TRUEX, DIDPA, TRPO and DIAMEX) is 
subjected to the so-called SANEX process (Separation of ActiNide(III) elements by EXtraction). 
Here the MAs are selectively extracted from the Ln/MA fraction. The performance of several 


Standard Purex Advanced Aqueous
Reprocessing (DIAMEX)


Pyrochemistry


Status Industry Laboratory Laboratory


U 99,9% 99,9% 99,9% (Prototype)


Pu 99,9% 99,9% 99,9% (Prototype)


Np 95% 99,9% ?
Am - 99,9% ?
Cm - 99,3% ?


La/Ma - � 2%
Cs135 99,9% -
Tc99 99,9% -
I-129 99,9% -







solvents was compared at ITU and excellent results were obtained for the BTP process [4] using the 
n Propyl-Bis-TriazinylPyridine (nPr-BTP) molecule. The experiment, carried out in a centrifugal 
continuous counter-current set-up, achieved a MA/Ln separation with an efficient scrubbing of Ln 
and produced a MA fraction almost free of Ln. MA extraction and back-extraction was efficient and 
a reasonably good recovery of Am (>99%) was achieved. Nevertheless, this process scheme has still 
to be improved to increase the recovery of Cm (at present 97.6 %).  
By means of these tests it could be demonstrated, that an efficient separation of minor actinides from 
genuine spent fuel is possible in a 3-step process (PUREX, DIAMEX, BTP). 
 
For transmutation in a fast neutron flux one would not need such high purification as enhanced 
parasitic neutron capture of certain fission products does not exist in a fast neutron spectrum. 
 
 


2.1.2 Proliferation Resistance 
As pointed out by Bragin et al. [5] the proliferation resistance of a fuel cycle can be increased by 
reducing the strategic value of the material and by design features preventing diversion. In the 
advanced aqueous processing, only material of low Pu content is processed. As mentioned above, the 
processes are not designed to separate the lanthanides from the MA. Amongst the lanthanides we 
find a number of nuclides with high neutron capture cross sections. Furthermore, the MA are not 
mutually separated, Np, Am and Cm remain in the same fraction. The presence of  the Ln and Am 
lead to a high dose rate arising from the material.  
 
The material is due to its isotopic quality and high radiation level not directly suitable for weapons 
purposes and requires further chemical processing. This involves longer warning times and requires 
a high technological standard in order to obtain material suitable for weapons purposes. 
Consequently, a high degree of proliferation resistance is inherent to this scenario. 
 
 


2.1.3 Safeguardability 
HAW solution typically contains 1.5 g Am/L, 1 g Np/L and less than 0.01 g Pu/L. Presently 
available measurement technology allows for Pu assay at this level of concentration after appropriate 
sample preparation. The MA, however, also need to be controlled. A typical reprocessing plant of an 
annual throughput of 800 metric tons of spent fuel is estimated to produce some 400 cubic meters of 
HAW raffinate per year. An advanced aqueous reprocessing of the required capacity of 400 m3 per 
year would then show an annual throughput of 4 kg of Pu, 400 kg of Np and 600 kg of Am.  Hence, 
achieving a measurement uncertainty of 5% relative should enable to detect the diversion of a 
quantity equivalent to the respective critical mass of Np or Am.  Measurement techniques for Np and 
Am were developed [6] and more recently advanced measurement techniques for directly 
determining Np in highly active solutions were successfully tested [7]. These methods can easily be 
applied to advanced aqueous reprocessing and should allow a (near-) quantitative verification of the 
material flows and inventories. Evidently, these concentration measurements need to be 
complemented by tank volume measurements. Advanced aqueous reprocessing facilities will be 
comparable to existing chemical processing facilities, consequently containment and surveillance 
techniques can be applied in analogy, complementing the aforementioned measures.  
 


2.2. Pyroprocessing 


2.2.1. Feasibility of Pyroprocessing 
 
Originally, both aqueous and pyro-processing were applied for military purposes: the PUREX 
process to extract pure enough Pu, the electro-refining process to clean Pu-metal from in-grown Am. 
This latter process was extended to reprocess metallic spent fuel from the EBRII reactor in Argonne- 







West [8]. In contrast to conventional aqueous processing, pyro-processing does not involve 
dissolving spent fuel in an acid solution. Rather, the fuel is chopped and suspended in baskets in a 
molten salt bath in which an electric current is flowing. Most of the spent fuel constituents, including 
uranium, plutonium and fission products, dissolve into the salt. Whereas most of the fission products 
remain in the salt, uranium and plutonium are removed from the salt through deposition on different 
cathodes. 
 
A demonstration of dry reprocessing of metallic U,Pu,Zr based minor actinide (MA) fuels is being 
carried out in the frame of a joint study with CRIEPI [9,10]. A schematic diagram of the pyro-
process is shown in Fig. 2.1. During the process, metal alloy fuel in the anode basket is anodically 
dissolved (oxidized) into the molten salt electrolyte. At the same time U metal is deposited (reduced) 
onto the solid iron cathode. After U recovery, the solid cathode is replaced by a liquid Cd cathode 
into which a mixture of Pu, U, MA and a small amount of lanthanide fission products is recovered 
when the electro-refining is continued. Fission products, less reactive than actinides, are not 
dissolved and remain in the anode basket or fall down into the bottom Cd pool. More reactive fission 
products remain dissolved in the salt phase. 


 
 


 
 
Fig. 2.1. Schematic diagram of the electro-refining process using an eutectic mixture of 


LiCl/KCl as electrolyte. 
 
A successful installation of the electro-refining equipment in a new experimental set-up was 
achieved at ITU. Preliminary electro-refining tests on pure U and Pu metals were carried out using a 
solid cathode and a liquid Cd cathode to prove the operational capability of the facility. 
 
For the reprocessing of (U, Pu, Zr, MA) fuels, U is electrodeposited on a solid iron cathode.  
 
Fig. 2.2 shows a dendritic deposit obtained at a constant current of 1 A for a duration of 4 hours. The 
total amount of uranium metal deposited was calculated from the charge passed to be 12 g. 
 







 
 


 
 
In the next step Pu is co-deposited together with MAs into a liquid Cd cathode. Fig. 2.3 shows the 
Cd ingot (85g) containing about 5 g of Pu and 0.8 g of Am next to the AlN crucible. 
The electro-deposition was carried out at a constant current of 500 mA for 4 hours. The ingot is 
covered by solid salt; the blue color is coming from PuCl3 dissolved in the LiCl-KCl eutectic salt 
mixture. After optimisation of the TRU recovery from un-irradiated (U, Pu, Zr, MA) metal fuels, the 


reprocessing of the irradiated fuel is planned for the coming years. Therefore the experimental 
facility will be installed in ITU’s hot cell laboratory.  


Thus, the feasibility of electrodeposition of U on a solid cathode and of Pu and Am on a liquid Cd 
cathode could be demonstrated. At present no information on recovery rates can be given. 
 
 


Fig.2.3 AIN crucible and recovered Cd-Pu-Am (85-5-0.8g) 
ingot covered by LiCl-KCl-PuCl3. 


Fig. 2.2. Uranium deposit 
(12g) on a solid cathode. 







2.2.2. Proliferation Resistance of Pyro-processing 
  


One of the key features of pyro-processing is that it results in impure plutonium which is not suitable 
for making nuclear weapons. The plutonium removed from the salt (fig 2.1) contains some uranium, 
other transuranic elements and some fission product contamination, it is so impure and highly 
radioactive (table 2.1) that it would not be suitable for the construction of a nuclear weapon. Similar 
observations have already been made for the IFR fuel cycle [11], where the material is considered to 
be  “self-protecting” for the reasons mentioned above. 
 
Table 2.1 Typical composition of the Pu product obtained by pyro-processing in the molten salt 


(assuming 99,9 uranium recovery rate). 


*neutron emission rate is approximately 2-4 times this value. 


 
Otherwise the arguments put forward in section 2.1.2 on the lack of “attractiveness” of the product 
(isotopic quality, chemical purity, heat output, radiation) apply as well.  
 


2.2.3. Safeguardability of Pyroprocessing 
 
It is claimed that effective safeguarding of pyro-processing plants would be more difficult than is the 
case for conventional plants since it is more difficult to measure and keep track of the fissile materials 
in the process. ITU has been working on methods for the quantitative analysis of Pu and the minor 
actinides in salt and Cd matrices.  
 
In order to establish a material inventory, we need to perform a bulk measurement (volume or mass), 
take a sample from the bulk and measure the concentration of the analyte in the sample. With the 
bulk measurement the mass of the initial metal alloy spent fuel and of the electrodes is determined. 
Sampling of the solidified electrolyte or of the metal cathode is more difficult than in aqueous 


Element % Nuclide Half-life % 
Fission rate*  


(/g.s) 
Gamma Dose 
(µSv/MBq.h) 


Heat 
(W/g) 


U 21,98 U233  0,00 2.2e-2 2.6e-2 2.8E-4 


  U234  0,20 4e-3 3.6e-2 1.8e-4 


  U235  0,07 5.6e-6 1.9e-1 6.0e-8 


  U236  0,09 2.3e-3 2.9e-2 1.8e-6 


  U238  21,62 6.8e-3 3.1e-2 8.5e-9 


Np 1,69 Np237  1,69 5.2e-5 2.2e-1 2.1e-5 


Pu 66,84 Pu238 87,76 y 3,25 1.2e+3 3.5e-2 5.7e-1 


  Pu239  19,61 7.1e-3 2.6e-2 1.9e-3 


  Pu240  29,03 4.8e+2 3.2e-2 7.1e-3 


  Pu241  6,25 9.2e-4 5.5e-6 3.3e-3 


  Pu242  8,71 8.0e+2 2.8e-2 1.2e-4 


Am 5,23 Am241 432 y 2,34 5.5e-1 1.2e-1 1.2e-1 


  Am242 16 h 0,00    


  Am242m 141 y 0,22 5.8e+1 1.0e-1 4.5e-3 


  Am243 7375 y 2,66 2.7e-1 6.5e-2 6.4e-3 


Cm 4,25 Cm242 162,8 d 0,19 7.8e6 2.9e-2 1.2e+2 


  Cm243 29,12 y 0,02 9.9e1 2.2e-1 1.8 


  Cm244 18,11 y 2,55 4.0e+6 2.6e-2 2.8 


  Cm245 8505 y 0,80 3.8e+1 1.7e-1 5.7e-3 


  Cm246 4733 y 0,69 3.0e+6 2.4e-2 1.0e-2 


        







processes. At this early stage of process development we have observed that the material sometimes 
suffers from lack of homogeneity, hence a higher number of samples has to be taken for analysis. 
  
With respect to analytical methods, we have the well established chemical methods like isotope 
dilution mass spectrometry (IDMS) or inductively coupled plasma mass spectrometry (ICP-MS) 
which can be applied for the assay of these elements. Chemical sample preparation will be required, 
whichever of the two analytical method will be applied. This purification is necessary to remove the 
matrix and to obtain pure fractions in order to avoid isobaric interferences. It is, however, relatively 
labour intense and requires a careful study of the chemical recoveries of the elements of interest. 
IDMS cannot be applied to Np, due to the lack of an appropriate spike isotope. Am and Cm can be 
measured by IDMS using 243Am and 248Cm as spikes.  ICP-MS can be applied to all the MA 
elements. However, separation chemistry (e.g. ion exchange, extraction chromatography or HPLC) is 
still required to avoid isobaric interferences.  
 
More advantageously radiometric methods can be used for the assay of the MA in samples from 
pyroprocessing. The efforts required for sample preparation can be reduced to a minimum. 
Development work in this context is going on at ITU, in order to systematically study and establish 
an analytical methodology. 
 
Quantitative assay of U, Pu and the MA using non-destructive methods (i.e. where samples from the 
process are measured without further treatment) may suffer from strong matrix effects. Nevertheless, 
non-destructive techniques might be applicable for measuring the spent fuel and for monitoring 
individual process parameters. 
 
These measures need to be complemented by the traditional techniques of containment and 
surveillance, by design information verification and by monitoring essential system parameters.  
 
In case of loss of continuity of knowledge and in order to verify that essential system parameters have 
not been altered with the intention to obtain pure products (Pu or Np), two analytical approaches are 
possible. First, swipe samples taken from inside a hot cell could be checked by particle analysis 
methods for the presence of high purity materials. Second, the presence of pure Pu or pure Np on the 
electrode would indicate anomaly. In either case only elemental analysis has to be performed. 


 


3. Transmutation  


3.1.1. Feasibility of Transmutation 
 
There are two basic scenarios for transmutation. The waste can either be recycled and transmuted in 
available conventional critical reactors (homogeneous fuel cycle option with no separation of 
plutonium and minor actinides), or in dedicated burner reactors as shown schematically in fig. 3.1. 
 
A promising technology for dedicated burner reactors is through the development of accelerator 
driven systems (ADS). In contrast to conventional critical reactors, ADS has the advantage of 
allowing more control and flexibility in the design and operation of the burner. 
 
Recently, the European Technical Working Group on ADS has published “A European Roadmap for 
the Developing Accelerator Driven Systems (ADS) for Nuclear Waste Incineration”. The time 
schedule for the development of an accelerator driven system. The first phase of this is a 12-year 
research program to demonstrate the technical feasibility of ADS. This technical feasibility will cover 
the basic and supporting R&D, design and licensing, and construction of a demonstration plant 
 
This demonstration phase will cover high intensity proton accelerators (power in excess of 1 MW) 
and their coupling with a sub-critical core. In the field of fuels and materials, representative MA-
based fuels and targets will be investigated together with an assessment of the related processing 







methods. Over the next few years, a broad systems analysis will be performed on the two concepts 
under consideration: i.e. Pb-Bi or He-cooling. Start of construction is planned for 2008 and start of 
operation in 2012. Around 2030 construction of a prototype could be started with a view to 
deployment on an industrial scale by 2040. 
 
Similar programmes have already been approved in Japan and the USA. 


 


 
 
Fig.3.1. Comparison of the homogeneous (i.e. MAs are distributed homogeneously throughout the 


fuel cycle) and the double strata (i.e. the MA are restricted to only the second stratum) fuel 
cycles. 


 
 


3.1.2. Proliferation Resistance of Transmutation Reactors 
 


Proliferation resistance of transmutation reactors with their novel technical features needs to be 
addressed at an early stage of development.  


At ITU, we have been involved in assessing the proliferation risks associated with ADS 
technology. In a series of articles [12], we have investigated potential proliferation aspects of both 
high power accelerators and spallation sources. Actually, it has been known since the 1940s that 
bombardment of a uranium target by high-energy protons or deuterons would produce a large yield 
of neutrons and that these neutrons can be used in turn to produce fissionable material through 
nuclear reactions. In 1941, Glenn Seaborg produced the first man-made plutonium using an 
accelerator.  


In our articles, we have shown that relatively small commercial cyclotrons (150 MeV, 2 mA) are 
capable of producing amounts of fissile material greater than the so-called "screening limit". The 
IAEA screening limit is a capability to produce 100g Pu per year or to operate continuously at 
thermal powers greater than 3 MW. On the other hand, accelerators foreseen for accelerator driven 
waste transmutation can be expected to produce tens of kilograms of Pu per year. 


Through these studies, we have shown that this technology is now mature enough for fissile 
material production and that there was a need to issue regulations on this subject. This work was 
considered in issuing of recent regulations13. The Department of Energy in the U.S. has announced 
regulation changes on this subject in a recent (March 27, 2000) federal announcement (10 CFR Part 
810, RIN 1992-AA24). In summary, these regulations restrict the export of accelerator driven sub-
critical systems and their components capable of continuous operation above 5 MWth. Although 







accelerators are not specifically mentioned, there is some room for interpretation as to whether an 
accelerator is a component of a "utilization facility". 
 


 


3.1.3. Safeguardability of Transmutation Reactors  
 
Accelerator driven power units or waste burners will be subject to international safeguards provided 
any of the following conditions are satisfied: 
 
a. fuel or target materials consist of thorium, uranium, or plutonium, which are already subject to 


I.A.E.A. or Euratom safeguards, 
 
b. normal operation, misuse, or clandestine operation of the accelerator could be used for the 


production of significant quantities of fissionable material. 
 
As far as fresh or irradiated fuel is concerned, new verification techniques may need to be developed 
in order to permit verification of receipts to the ADS and shipments of nuclear material from the 
ADS. If the nuclear material becomes difficult to access for verification during the annual physical 
inventory verification, containment and surveillance methods will need to be applied to maintain 
continuity of knowledge on the inventory. Such systems exist and provide effective and efficient 
safeguards verification in different reactor types. 
It is important, that safeguardability criteria be included in the design of the ADS from the beginning 
in order to assure cost effectiveness. 
The production of fissionable materials, either during normal operation or by clandestine operation, 
is a feature which has to be covered already now in existing reactors. Also for an ADS a detailed 
diversion analysis needs to be performed based on the design parameters and the layout of the 
system. Following this analysis, measures will be identified and implemented, which would assure 
the detection of misuse with a very high detection probably within the relevant detection time. 
The most important safeguards measures for ADS would be containment and optical surveillance 
devices and monitoring systems. These systems allow one to “freeze” parts of the ADS such that any 
access for misuse or reconfiguration would be detected. Highly tamper resistant monitoring devices 
permit real time observations of important operational or system control data and would therefore 
indicate any deviation from normal operational practices. 
The fact that the neutron source in the ADS is outside the reactor is a new feature but does not 
present a particular problem. It just requires that the neutron source is included in the safeguards 
system such that any attempt to misuse or re-direct the beam to a non-controlled location of targets 
would be detected. During the shutdown period of the ADS, assurance of “non-breeding” could for 
example be obtained by a tamper -resistant control of the power of the accelerator. 


 
Major inspection activities would be related to the verification of the fuel receipts and fuel 
discharges, the physical inventory and the evaluation of containment and surveillance measures. 
Depending on the detailed layout and operational characteristics of such a facility, and the 
relationship with the fuel fabricator or spent fuel receiver, the safeguards effort could be comparable 
to that of certain critical reactor types.  
 


4. Conclusions 
Technical feasibility, proliferation resistance and safeguardability were investigated for a so-called 
double strata partitioning scenario. 
 
In the first stratum an industrial separation process is defined with well-known proliferation risks and 
a mature safeguards system is in operation. In the second stratum, partitioning and transmutation 
processes are in a development stage and thus both proliferation resistance and safeguardability need 
to be investigated and developed in parallel to the actual process. Aqueous and dry reprocessing 







provide products that are chemically impure, of high radiation level and of significant heat output. 
This results in a reduction of attractiveness for proliferation of these materials. Safeguarding these 
processes therefore should therefore comprise the verification of amounts of material and the 
verification of essential system parameters. The latter essentially to ensure that the process has not 
been altered in order to obtain pure material. Similarly, also in reactors used for transmutation and in 
accelerators the essential system parameters need to be verified.  
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ABSTRACT 
 
This paper summarizes how an Electromagnetic coil (EM coil) measurement technique can be used to 
discriminate between plutonium metal, plutonium oxide, and mixtures of these two materials inside sealed 
storage containers.  Measurement results are from a variety of metals and Aluminium oxide in two 
different container types, the carbon steel AL-R8 and the stainless steel AT-400R.  Within these container 
types two scenarios have been explored.  1.) The same configuration made from different metals for 
demonstrating material property effects.  2.) The same metal configured differently to demonstrate how 
mass distribution affects the EM signature.  This non-radiation measurement method offers verification of 
the “presence of metal/absence of oxide” attribute in less than a minute. 
 
In January 2001, researches at Pacific Northwest Laboratory showed this method to discriminate between 
aluminium and aluminium oxide placed inside an AT-400R (a total wall thickness of over 2.5 cm) storage 
container.  Subsequent experimental and theoretical investigations into adapting the EM coil technique for 
arms control applications, suggests a similar response for plutonium and plutonium oxide.  This 
conclusion is consistent with the fact that all metals are electrically conductive while most oxides are 
electrical insulators (non-conductors). 
 


INTRODUCTION 
 
The Electromagnetic (EM) coil technique is suitable for rapidly determining whether stored fissile 
material is present in metallic or oxide form without also revealing additional sensitive information such 
as isotopic composition.  This is possible using the EM coil technique because it can only provide a 
combined electronic structure signature of all the materials inside the coil.  Properties associated with the 
nuclear structure of items inside the coil remain hidden from this technique.  Since metallic plutonium is 
destined for storage after nuclear weapon dismantlement, there is an expressed interest in determining the 
chemical form of the material.  A particular concern is the storage of weapons grade plutonium oxide, 
derived from ongoing reprocessing of spent nuclear fuel, rather than the metallic plutonium derived from 
weapons dismantlement.  Determining the chemical form (oxide or metal) is a stated US Government 
goal. 







 


Applicability of the EM Coil Technique 
The EM coil technique can measure an oxide attribute in most storage scenarios.  The greatest advantages 
of the EM coil technique are: 


1. Extreme sensitivity to small electrical conductivity changes that result when oxide (or a different 
material) is substituted for a portion of the expected metal, thus altering the metal-to-oxide ratio. 


2. Short measurement times of approximately one minute make it a viable tool for 100 percent 
screening, as well as periodic random sampling. 


3. Inherent information barrier, since the measured signal cannot be analysed to yield sensitive 
information. 


4. A simple, commercial-off-the-shelf instrument is attached to a coil of wire for straightforward 
implementation and operation. 


5. The EM coil technology has been demonstrated. 
 
The short measurement time and inherent information security of the EM coil technique make it suitable 
for additional requirements at fissile material storage facilities.  In particular, the EM coil could be used to 
rapidly verify presence of material in containers removed from storage.  The EM coil can rapidly screen a 
large number of containers to show that they are all similar with regard to their contents.  Further 
progression would be the addition of several smaller sets of coils, positioned near the container weld 
seams, including those on the lid.  These coils would interrogate the welds with eddy currents and thereby 
furnish an intrinsic tag of the container and lid, as well as correlating container and contents.  
 
 
EM COIL FUNDAMENTALS 
 
Principle of Operation 
The Electromagnetic Coil (EM Coil) approach to obtaining a signature of select components in sealed 
containers, as well as verifying their absence from containers declared not to contain these items, utilizes a 
coil that encircles the container in question and connects to an impedance measuring device.  The coil 
consists of copper wire wound around a hollow cylinder.  The coil impedance depends primarily on the 
combination of electrical conductivity, magnetic permeability, mass and mass distribution of the materials 
placed inside the coil. 
 
An impedance measurement device displays electrical impedance change in the coil.  Coil impedance can 
be monitored using either an eddyscope or impedance analyser because both instruments (of equal 
measurement accuracy) will respond similarly to a given change in coil impedance.  A photograph of an 
EM coil system using an eddyscope and coils for two different applications is shown in Figure 1.  There 
are advantages and disadvantages offered by each instrument type depending upon the application.  Some 
of the largest differences between the eddyscope or impedance analyser are in how the measurement 
results are displayed, measurement speed, and differential versus absolute impedance measurement.  An 
instrument choice is typically made after considering what data processing steps are required of the 
measurements.  The impedance analyser is the obvious choice for evaluating the concept because absolute 
coil impedance measurements are available for a quantitative analysis and comparison with the many 
different experimental conditions to be evaluated. 
 
The electrical impedance of the coil is expressed as a complex number signifying its reaction (with respect 
to current flow) to an applied voltage.  The two frequency dependent components of the coil impedance 
are resistance and reactance.  Resistance is the real component, defined using Ohms Law, and reactance is 
the imaginary component, derived from electromagnetic theory to include capacitive and inductive 
properties.  Coil impedance is typically written as 
 


Z � R � iX  , 
 







 


Z being the complex impedance, R the resistance, and X the combined inductive and capacitive reactance, 
all having units in Ohms. 
 


       
FIG. 1  Photograph of Eddyscope (Left, atop AL-R8              FIG. 2.  Equivalent Electrical Circuit. 
container) and EM Coils Held Above AT-400R 
Container with AL-R8 Containers in the background. 
 
Figure 2 shows the electrical impedance arrangement schematically.  A small sinusoidal voltage applied to 
the primary circuit at the left of Figure 2, generates a magnetic field inside the coil which induces current 
into the secondary circuit (container and its contents) at the right of Figure 2, via mutual induction.  
Faraday’s law explains this behaviour by stating that a changing magnetic field generates an electric field. 
 
As the induced current flows inside (stored components) and through the container, it generates a 
secondary magnetic field according to Ampere’s Law.  The total magnetic field influencing the coil is the 
combination of the primary and secondary magnetic fields.  This combined, total field is what determines 
the measured coil impedance.  Therefore, by connecting the impedance analyser to the coil via coax cable, 
a measurement of the coil’s complex impedance can be used as a signature of the electromagnetic 
properties of everything inside the coil. 
 
Parameters Affecting Impedance Measurement 
Although there are many physical parameters that may affect the coil impedance measurement, only two 
of these are material properties—the electrical conductivity and magnetic permeability of all items located 
inside the coil.  Additional physical parameters affecting coil impedance are the distribution, total mass, 
and orientation of items inside the coil.  There are many more physical parameters influencing coil 
impedance than are measured.  Therefore, without additional measurement information, it is impossible to 
invert the EM coil measurements to derive the physical properties of individual items stored inside sealed 
containers. 
 







 


One of the most accurate and most versatile impedance analysers for evaluating the EM coil system is the 
Agilent 4294A with a basic impedance measurement accuracy of ±0.08 percent.  However, with the 
exception of its high-accuracy and sweep frequency mode, very few of the 4294A’s many features and 
options are necessary for implementing this technology.  For example, a convenient feature of the 4294A 
for evaluation purposes is the capability to sweep over a maximum of 800 frequencies, whereas in the 
final implementation fewer than 10 frequencies may be required. 
 
Coil impedance is monitored over a range of frequencies because electromagnetic theory tells us that the 
electromagnetic wave amplitude diminishes exponentially with depth in conductive materials.  When 
plane electromagnetic waves arrive at a conductive surface some of their energy is dissipated upon 
interaction with the material, whereas the remainder is reflected.  The induced current density diminishes 
exponentially with depth.  The formula, from Maxwell’s equations, for estimating induced current 
penetration is: 


 


� � 2 �
�� ,   


where �, the “skin depth,” is the depth at which the induced current has diminished to 36 percent of its 
value at the surface given in inches, � is electrical resistivity of the material in micro-ohm-cm, � is the 
frequency of the voltage applied to the coil in Hertz, and � is the (dimensionless) relative magnetic 
permeability of the material.  Typically, the maximum interrogation depth in a conductive material is 
about two skin depths, or twice the value in equation 2.2, and will be referred to as the penetration depth 
for a given material being evaluated at a given frequency.  Two “skin depths” is where the induced current 
density has diminished to about 13.5 percent of that found at the surface. 
 
The coil excitation frequency range is chosen based on container construction, the metal type, and its 
thickness.  For AL-R8 containers (DOT 17C) the coil is excited over the 40 to 1500 Hz range.  At 1500 
Hz, only the container surface is interrogated.  As the frequency falls into the 700 to 1100 Hz range, the 
contents of the container may begin contributing to the coil impedance (current begins to penetrate items 
inside the container), depending upon container wall thickness.  For the AT-400R container, frequencies 
in the 100 to 2500 Hz range are sufficient to accomplish the same objective. 
 
Temperature 
Electrical resistivity is a temperature dependent property of most conductive materials, primarily metals.  
In most metals resistivity increases with temperature.  This includes the coil itself, made from copper wire, 
a metal container inside the coil and any metal objects of interest stored inside.  Therefore, any template or 
threshold determination devised for the EM coil application to low-intrusive verification must take the 
ambient temperature into account.  This is not a limitation because the coil impedance measurement can 
be calibrated as an extremely accurate thermometer over the range of temperatures that we expect to 
encounter under most weapon component storage scenarios. 
 
Signature of Interest 
As discussed above, the impedance analyser provides a measure of coil impedance when the coil is placed 
over a sealed container and its contents.  The coil’s impedance changes significantly (relative to the coil in 
air) when a container is inside.  The majority of this change results from the coil’s interaction with the 
container, not its contents.  Only a small fraction of the induced magnetic field penetrates beyond the 
container walls and into the items of concern.  This fraction is, however, frequency and container-type 
dependent.  To separate coil impedance changes caused by the container from those caused by its 
contents, and obtain a signature of the items inside the container, the empty container impedance must be 
known or somehow characterized.  In many situations where all containers have the same signature, this is 
as simple as measuring the coil impedance of an empty container placed inside the coil.  However, if 
variances between containers occur this task becomes more complex unless only a finite number of 







 


container signatures exist.  In the case of the AT-400R storage containers, container signature variation 
has not been observed and this is not an issue once a standard empty container signature has been 
established. 
 
The impedance of interest is typically normalized to the “background” using the formula: 


   Zn �
Z � Ro


Xo


�
R � Ro


Xo


� i
X


Xo


 , 


where R0 and X0 represent the background resistance and reactance respectively, and Zn represents the 
normalized impedance.  When evaluating items stored in sealed containers the background values of R0 
and X0 are most often obtained from an empty container measurement. 
 
 
RESULTS 
 
Initial laboratory tests were designed to evaluate the technical feasibility of confirming the presence of 
conductive objects stored inside metal storage containers using a non-intrusive, EM coil measurement.  
Results from these tests clearly demonstrated the EM coil’s capacity to obtain unique signatures of 
different metal objects placed inside a metal container.  After establishing this baseline result, subsequent 
efforts focused on improving the coil design, choosing optimal coil excitation frequencies, determining 
signature sensitivity to variations in metal type and geometry, and developing test procedures for 
enhancing signature content. 
 
One of the first enabling discoveries was that the EM field could not sufficiently interact with internal 
objects unless the coil excitation frequency is less than about 2000 Hz for the stainless steel AT-400R 
container and 1000 Hz for the carbon steel AL-R8 container.  Subsequently, the operating frequency for 
optimal coil impedance response was found to be within the 100 Hz to 400 Hz range, depending on 
container, instrumentation, and coil design details. 
 
Regarding container differences, the AT-400R is constructed from multiple layers of stainless steel, 
amounting to a greater total wall-thickness than found in the low carbon-steel AL-R8 container.  However, 
the magnetic field penetration, and hence coil impedance response, was observed to be more than four 
times greater at a given frequency in the AT-400R.  This result is due in part to the much higher magnetic 
permeability of the low-carbon steel.  Estimates can be found using the skin depth formula derived from 
Maxwell’s equations as: 


� � 2 �
�� , 


� is the skin depth of induced magnetic field in inches, � is electrical resistivity in micro-ohm cm, � is the 
relative magnetic permeability, and � is frequency in Hz.  The ratio of relative magnetic permeability of 
low-carbon steel to the 400 series stainless steel found in the AT-400R is at least 20, whereas the 
resistivity ratio between of the same materials is about three. 
 
By normalizing the EM coil impedance measurements to the empty container, many of the coil and 
container effects are removed from the measurement, leaving changes to the overall coil impedance that 
result from container contents only. 
 
Figures 3 and 4 show impedance measurements, normalized to the empty container, when various objects 
are placed inside a single AL-R8 container.  Figure 3 shows the resulting normalized impedance 
measurements for coil excitation frequencies in the 100 to 1500 Hz range.  Notice the difference between 
the hollow and solid 4.75-inch aluminium spheres.  Each item placed in the empty container is of the same 
material but is a different size.  In contrast, the items used in producing Figure 4 are of different materials 
and have different orientations inside the AL-R8 container. 
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FIG. 3.  Normalized impedance measurements of hollow/solid 
aluminium spheres inside an AL-R8. 


 
A preliminary test using a plutonium pit placed in both an AL-R8 and a stainless steel container clearly 
showed that the resulting coil impedance measurement change is significantly larger than the ambient 
noise.  To more thoroughly evaluate the EM coil measurement concept for verifying the presence or 
absence of plutonium pits, tests were conducted in the 1998—2001 timeframe. 
 
The EM Coil responds to metal displaced by oxide in a way similar to simply removing metal.  This 
makes sense considering the nonconductive (insulating) behaviour that most oxides exhibit.  Figure 5 
below uses aluminium and aluminium oxide to illustrate the extremely large resistivity difference between 
a metal and an oxide, on a logarithmic scale.  Most other metals and their various oxide compounds follow 
this trend as well.  As stated above, electrical conductivity is one of the fundamental material properties 
the EM coil is most sensitive to, making it very responsive to metals and unresponsive to oxides and 
electrical insulators. 
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FIG. 4.  Electrical resistivity of metals compared to an oxide (insulator), Al2O3. 
 
 
To further demonstrate this concept, equal volumes of aluminium metal and aluminium oxide (shown in 
Figure 6) were independently placed inside an AT-400R storage container to observe their affect on coil 
impedance.  Introducing the metal had a significant affect on coil impedance (see Figures 3 and 4), 
however, coil impedance remained the same as for the empty container when only the oxide was 
introduced.  This is the expected result for an insulator like aluminium oxide, having about the same 
conductivity as air when the comparison is relative to a metal. 
 
 
 
 
 
 
 
 







 


 
FIG. 5.  Aluminium metal and aluminium oxide in equal volumes. 


 
 
Taking this demonstration to the next logical step, displacing small amounts of metal with air, coil 
impedance was monitored after successively machining thin layers off the aluminium disk.  Coil 
impedance began showing noticeable and detectable changes at about one percent weight loss from the 
aluminium disk.  It should therefore be possible to use an EM coil technique to detect cases where very 
small amounts of metal (sealed in storage containers) are replaced with oxide or completely replaced by 
oxide and can remain undetected by some of the higher-intrusion types of radiation detection methods. 
 
CONCLUSIONS 
 
In light of the simplicity and extensive development history behind the EM coil method at PNNL the 
following benefits and features have been demonstrated: 


�� The EM coil method can determine if a container does or does not enclose metal in the expected 
configuration.  Radiation detection methods on the other hand may only be able to establish the 
lack of oxide, which thereby implies the presence of metal, a weaker statement.   


�� The EM coil data analysis is extremely simple, requiring the definition of a region of interest in a 
two-dimensional plot. 


�� The EM coil is inherently less intrusive than a radiation measurement since this method reveals no 
classified information (does not reveal properties related to the nuclear structure of stored items), 







 


and only is sensitive to a combination of parameters defining the electronic structure of stored 
components and their configuration.   


�� Additionally, the EM coil’s rapid response time (less than a minute) qualifies it as a screening tool 
suitable for examining a large percentage of containers.  Since a radiation measurement system 
requires measurement times on the order of one hour it could not evaluate nearly as many 
containers in a given inspection schedule. 


�� With the addition of several smaller sets of coils, positioned near the container weld seams, 
including those on the lid, the EM coil method could interrogate the welds with eddy currents and 
thereby furnish an intrinsic tag of the container and lid, as well as correlating container and 
contents. 
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Abstract 
 
Since the beginning of the United Nations Security Council mandate in 1991, the International Atomic 
Energy Agency has used extensive overhead imagery to support, supplement and enhance inspection 
activities. Following the suspension of inspections on 16 December 1998 and the availability of new 
sources of high resolution satellite imagery, the Action Team has continued to develop its capabilities 
in this area, including the development of a multipurpose Geographic Information System (GIS).  
 
1. Introduction 
 
Imagery analysis is an important part of the Ongoing Monitoring and Verification (OMV) 
plan of the IAEA Action Team. Without Action Team inspections in Iraq, the analysis of 
satellite imagery allows one to follow major changes at facilities and to search for new 
‘capable sites’. Additionally the large amount of information gathered in the past is linked to 
imagery and the results documented. Most of the data is now available through a Geographic 
Information System (GIS). 
 
 
2. Geographic Information System 
 
Examples of data retrievable through the GIS are given.  
 
Base maps (see Figure 1) are taken 
from public sources like the Digital 
Chart of the World (DCW) or the 
GTOPO elevation model. 
 
Other public information, such as 
feature databases and earthquake data, 
are also included. 
Satellite imagery from Ikonos, KVR 
1000, Landsat, Spot, and IRS and non-
public data sources can be combined 
(Figure 2). 
Action Team data, such as site 
locations, sampling locations (swipe, 
water, vegetation) including basic 
results, radiation survey data (vehicle 
and helicopter based) are retrievable 
through the GIS. 
 Figure 1, Multipurpose Geographic Information System 
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Applications utilized by the Action Team: 
 
• Geographical location and linkage to 


sites data  
• Planning of wide area sampling 


campaigns 
• Printing of maps for in-field navigation 


(Figure 3) 
 • Display of results from environmental 


sampling campaigns (Figure 4) 
• Simulations e.g. particle dispersion 


modeling (Figure 5)  
• Displaying results from radiation 


surveys (Figures 6 and 7) 
• Geographical analysis e.g. site densities  
• Finding new sites (undeclared sites or 


newly built sites) 
• Production of reports from all available 


information including the GIS 
 
 
 
 
 
 
 
 


Figure 2,  Ikonos multispectral satellite image 
(courtesy of Space Imaging) on top of Landsat 7 
image on top of an ONC map. 


Figure 3, Map production 


Figure 4, Each red spot represents one 
sampling point. By clicking on a point the 
analytical results can be retrieved.  


Figure 5, Computer simulation 
of ground deposition of a 


particle release
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3. Satellite Imagery 
 
To undertake imagery analysis at the building level, high-resolution imagery are required. 
This means that a pixel on the image has to represent at a maximum 5m x 5m on the ground. 
 
In the early 1990’s high-resolution imagery became available to the public. Imagery coverage 
from the Russian satellite KVR1000 with a resolution of about 2m and the Indian IRS 1C 
satellite with 5m resolution are available for most of the world.  
 
At the end of 1999, Space Imaging launched their Ikonos satellite with a ground resolution of 
1m. The Eros A1 satellite launched in December 2000 provides imagery with a resolution of 
1.8m. In October 2001 the satellite Quickbird was launched and will provide imagery with a 
resolution of 61cm from next year on. In addition to the Russian KVR1000 satellite, data 
from DK1 (95cm resolution) and DK2 satellite (1.56m resolution) should soon become 
available. 
 
Imagery provides information about the construction, destruction and other changes of 
buildings in Iraq. In combination with the knowledge accumulated through past field 
activities these imagery will be used for planning the resumption of inspections. Dedicated 
databases have been developed to support field activities (Ref. IAEA-SM-367/B/13/06/p). 
 
Using the example of Nassr Fabrication Plant, AIT photographs taken in 1998, a published 
US Department of Defense bomb damage assessment photograph and an Ikonos satellite 
image from July 2000 demonstrate the capabilities of Imagery analysis (Figures 8 – 10).  


Figure 6, Radiation survey at Tuwaitha. Image is from KVR1000 
satellite (courtesy of Spin 2) taken end of 1990.


Figure 7, Spectrum of vehicle 
based radiation survey
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In this case, the Action Team is aware, thanks to imagery analysis, that building structures 
have changed and it will be prepared to follow up in the field.  
 
Physical Inventory Verification (PIV) inspections by IAEA Safeguards inspectors take place 
at Location C at Tuwaitha once each year. The Action Team provides detailed technical 
support for these inspections, some of it coming from satellite imagery. 
 
 


 
 


Figure 8, AIT photo from 
mid 1998 


Figure 9, Public DoD bomb 
damage assessment photo from 
Dec. 1998 (Federation of 
American Scientists)


Figure 10, Ikonos satellite 
image from July 2000 
(courtesy of Space 
Imaging) 


Figure 14, Location C 
Ikonos satellite image 


(courtesy of Space Imaging)
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Landsat 7 multispectral satellite imagery and imagery analysis software, as shown in 
Figure 11, is one of the methods used to search for new sites. New methods of analysis are 
continuously being evaluated. 
 


 
 
 
 
4. Conclusion 
 
Imagery analysis has proven to be an important tool from the beginning of the inspection 
process in 1991 until now and especially at this time when no Action Team inspections are 
taking place in Iraq. Using a GIS, with its incorporated data, together with imagery similar to 
the examples shown above provide high value analysis tools that can be used to evaluate both 
past and current situations. Even more importantly they will significantly aid to the task of 
planning future inspections and activities to be undertaken in Iraq. 


Figure 15, Landsat 7 imagery analysis 
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GUARDING NUCLEAR REACTORS AND MATERIALS FROM TERRORISTS 
AND THIEVES  
 
GEORGE BUNN 
LYUDMILA ZAITSEVA 
Stanford University, CA, USA 
 
The September 11 attacks were a wake-up call alerting us to the need to strengthen 
standards for protection of nuclear facilities and nuclear material from theft and sabotage, 
the subject of possible revisions to the Convention on the Physical Protection of Nuclear 
Material.  The May 2001 Final Report of the Experts convened to consider amending this 
Convention did not make recommendations for stronger standards for physical protection 
though they did recommend extending the Convention to domestic use, storage and 
transport and to sabotage as well as theft.  Data collected confidentially by the Stanford 
physical protection project shows great variation from country to country on what threats 
countries actually protect against, and what protection they actually provide. For 
example, some countries do not perceive any threat that their weapons-usable material 
may be stolen by insiders for sale to terrorists, or that it may be stolen by the terrorists 
themselves.  The May 2001 Final Report also opposed any form of international 
oversight for physical protection, thus permitting parties to continue to ignore standards 
established by the Convention or recommended by the INFCIRC/225.  In light of the 
September 11 attacks, we urge amendment of the Convention to provide some form of 
cooperative oversight, some basic minimum standards for protection and some 
requirement to take INFCIRC/225 recommendations into account.  Pending such an 
amendment going into force, we urge immediate action to comply with the new 
fundamental principles for physical protection approved by the Board of Governors.  We 
also urge an upgrading of INFCIRC/225 and institution of some form of cooperative 
international oversight for national physical protection programs. 
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The provision of effective, reliable, and user-friendly equipment needed for the implementation 
of safeguards is one of the main objectives of the Division of Technical Services  (SGTS) in the 
Department of Safeguards. As an outcome of a review by an independent external consultant 
firm, the instrumentation sections of the SGTS were reorganized in January 2001 into two new 
sections, the Section for NDA Systems and Seals (TNS) and Section for Installed Systems (TIE). 
Each section has “cradle-to-grave” responsibilities for development, implementation, 
maintenance, and decommissioning of safeguards instruments and measurement systems.  
Unattended assay, monitoring and surveillance instruments are the responsibility of TIE while 
attended nondestructive assay (NDA) instruments and seals are handled by TNS.  The principal 
goals of both sections are to define equipment requirements based on Departmental needs, to 
coordinate Support Programme tasks concerning development and implementation activities, to 
provide system engineering of commercial components, manage laboratory and to do field testing 
and prove system suitability for defined safeguards applications.  In addition both sections 
coordinate equipment and supply needs for the Department, including acquisition, preparation, 
servicing, installation, commissioning, troubleshooting, maintenance and repair, ensuring their 
availability when needed. As required, TIE and TNS provide specialized field support to the 
Operations Divisions.  


 


Each section is working to standardize equipment as much as possible and reduce the number of 
instruments performing the same function. This reduces both inspector and technician training, 
required parts inventories, and overall life-cycle costs.   Development based on User Needs from 
the Operations Divisions follows a strict quality control program that includes a thorough 
qualification testing procedure with the last phase being field-testing under actual facility 
conditions.  A procedure for authorization of equipment systems and instrumentation software 
has been implemented to streamline and simplify the process.  Project Managers for specific 
technology areas have been appointed to oversee the equipment lifecycles.  


The IAEA inspection instruments and systems currently approved for routine use and under 
development are described in this paper.  
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Abstract 
 
Finland is actively taking part in the international effort to develop technical methods for 
the detection of undeclared nuclear activities. Finland has two IAEA support programmes 
funded by the Ministry of Foreign Affairs. Those are the Finnish support programme for 
safeguards, FINSP, and the Finnish support programme for the Action Team. Both 
programmes are coordinated by STUK. In order to utilize the whole Finnish experience in 
this field, the three institutions, STUK, VTT and HYRL, have signed a contract for 
cooperation within safeguards related analysis. The FINUVE contract states that these 
three institutes form a consortium to perform development work and if needed, participate 
in routine safeguards analytical work. 
 
Within both programmes Environmental Sampling (ES) and Wide Area Environmental 
Sampling (WAES) technologies are developed. Finland has specialised in developing 
aerosol sampling and analysis techniques for Wide Area Environmental Sampling (WAES) 
purposes. The Finnish Nuclear verification (FINUVE) has gained experience in the 
utilisation of aerosol sampling for WAES from IAEA samples collected in Iraq and 
Kazakhstan. 
 
1. INTRODUCTION 
 
Finland is an active participant in the international effort to reveal clandestine production 
of nuclear weapons. The development of methods for Environmental Sampling (ES) and 
Wide Area Environmental Sampling (WAEAS) has been carried out. Most of the work has 
been financed by the Finnish Support Programme to the IAEA Safeguards (FINSP) and the 
Finnish Support for the IAEA Action Team funded by the Ministry for Foreign Affairs. 
Examples of activities include the participation in the multilateral IAEA WAES working 
group, in the IAEA Network of Analytical Laboratories (NWAL) trough the Radiation and 
Nuclear Safety Authority (STUK) and in a number of field trials for the IAEA during its 
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field test of WAES procedures. Finland has implemented aerosol sampling as a component 
of the Agency`s OMV system in Iraq. STUK is also one of the 16 certified CTBTO-
radionuclide laboratories. A field trial for testing aerosol sampling has been performed in 
Kazakhstan. 
 
 
2. THE FINUVE ORGANISATION 
 
Three nuclear research laboratories in Finland have joined their efforts in order to offer 
their know how, technology and analytical services both to the Finnish authorities and 
international organisations. These are the Radiation and Nuclear Safety Authority (STUK), 
Technical Research Centre of Finland, VTT Chemical Technology (VTT) and Laboratory 
of Radiochemistry, of the University of Helsinki (HYRL). The organisation chart of this 
Finnish Nuclear Verification organisation (FINUVE) is shown in Fig. 1. 
 
 


Others


IAEA


FINUVE


HYRL


STUK


VTT


 
 
 
 
Fig 1. Co-operation channels of the Finnish Nuclear Verification Organisation. 
 
The FINUVE is co-ordinated by STUK, which makes the required contracts with 
customers, like the NWAL of the IAEA. STUK again makes contracts with HYRL and 
VTT to form the FINUVE. Each institute has its responsible scientist, who will take care of 
the contact with the co-ordinator. The FINUVE serves IAEA, trough the FINSP, it is a 
member of the IAEA NWAL system and it is also prepared to offer services to other 
organisations like the EURATOM. FINUVE might also give service to the CTBT support 
activities in Finland when needed. 
 
3. ENVIRONMENTAL SAMPLING 
 
In swipe samples the most important nuclear signatures are the U-isotope ratios, the U/Pu 
ratio and Pu-isotope ratios. Determination of fission products by gamma-spectrometry and 
elemental analysis are also needed sometimes. FINUVE, trough its participation in the 
IAEA NWAL organisation is analysing bulk swipes for the IAEA. In order to minimise the 
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background, all actinides are preferably determined from individual particles and FINUVE 
is also doing development work in relation to particle analysis. 
 
The international WAES working group concluded in its report, that air and aerosol 
sampling combined with the determination of 85Kr, 137Cs, 134Cs, 90Sr, 129I, Pu-isotope ratios 
are the most promising signatures for reprocessing and the 235U/238U-ratio for enrichment 
[1]. Finland has specialised in developing aerosol sampling and analysis techniques for 
WAES purposes. Within the framework of the Finnish support to the IAEA Action Team, 
the Finnish Nuclear Verification consortium (FINUVE) analyzed aerosol samples as a 
component of the Agency’s OMV system in Iraq during the autumn 1998. Aerosol samples 
were taken in the Baghdad area and these were analyzed for �-emitting fission products, 
Pu-isotopes and total uranium and the 235U/238U-ratio. The Agency had to leave Iraq in the 
end of 1998. FINUVE has also gained experience in the utilisation of aerosol sampling for 
WAES in a field trial in Kazakhstan [2, 3, 4, 5]. The Institutes of the FINUVE organisation 
have a long experience in analysing environmental samples. This experience can now be 
used for analysing environmental samples for safeguards purposes. From aerosol samples 
the following measurements are usually done: �-spectrometry for all gamma-emitting 
radionuclides, �-spectrometry is used to measure 238Pu and 239,240Pu. The �-emitting 241Pu 
is measured by using liquid scintillation counting. Total uranium and the 235U/238U-ratio 
are measured using inductively coupled plasma mass spectrometry (ICP-MS). 
 
 
4. ANALYTICAL TECHNIQUES 
 
4.1 Gamma-ray spectrometry 
 
Gamma-ray spectrometry is performed with low-background high-resolution HPGe 
spectrometers. A semi-empirical efficiency calibration method can be used for cylindrical 
sample containers including Marinelli beakers and point sources. The spectrum analysis 
software is capable of making true coincidence summing corrections. 


 
 


4.2 Analysis of plutonium and uranium 
 


U and Pu are separated chemically from each other and other actinides. The separation 
consists of ashing, leaching with acid and extraction chromatography. The plutonium 
fraction is measured radiometrically after the separation. Activities of Pu isotopes 239 and 
240 are measured by �-spectrometry and 241Pu activity is measured with liquid scintillation 
counting. The uranium concentration- and isotope ratio measurements are performed by 
using ICP-MS. Bi is used as internal standard. In isotope ratio measurements the result is 
calculated as an average of six measurements. By using a micro nebulizer, the 
measurement can be made from a 100 �l sample with the same accuracy. This means that 
by concentrating the sample a much better detection limit may be obtained than using a 
normal nebulizer. This enables also the analysis of small particles. 


 
The accuracy of the 235U/238U-ratio depends on the concentration of the less abundant 
isotope. For natural uranium the relative error is  <  �5 % if the U concentration in the 
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sample solution is >3 ng/ml. When micro nebulizer is used, this corresponds to total 
amount of 0.3 ng/sample. If the uranium isotope ratio is 1:1 the same accuracy can be 
reached with a total amount of 0.006 ng of uranium. 


 
 
 
 


4.3 Analysis of particles 
 


Radioactive particles are routinely located on air filters by autoradiography. These can be 
analysed for their elemental composition by scanning electron microscopy (SEM) 
equipped with an energy dispersive X-ray spectrometer (EDX), or using secondary ion 
mass spectrometry (SIMS).  
 
The radioactive nuclides are identified using gamma �-spectrometry, preferably from 
individual particles when they can be physically separated. The separated particles can also 
be dissolved and measured using �-spectrometry or ICP-MS equipped with a micro 
nebulizer.  
 
Particles of fissionable materials like uranium can de detected using track-etch techniques. 
The particles are located by fission tracks and separated for the analysis. The separation of 
particles is performed using a polarizing microscope and micromanipulators. A detection 
limit of 0.3 pg of natural U, or 2 fg of 235U is theoretically reachable for fission track 
technique. In practice, there are geometrical factors and self-absorption limiting the 
sensitivity, but a 1-2 micron particle of uranium oxide, 4.3 pg of natural uranium, is easily 
detected with this method. With ICP-MS technique used for isotope ratio measurements it 
is possible to select highly enriched U-particles from those with 3 % enrichment down to 2 
µm size. 
 
Uranium determination by using delayed neutron counting can be used as a screening 
method for swipe samples to select samples containing fissionable material. 
 
 
 
5. CONCLUSIONS 
 
Finland is well prepared to give technical assistance to any organisation intending to use 
environmental sampling and WAES for detecting clandestine nuclear processing. 
 
The analytical methods available are sufficient to cover all needs both for screening, 
particle detection and analysis and the measurement of all radionuclides, including 
uranium isotopes and other actinides from a wide variety of samples. 
 
The FINUVE organisation enables close co-operation between different laboratories in 
Finland. Therefore all available analytical techniques can be easily used and international 
organisations can obtain all services from one contact point. For instance NWAL samples 
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are sent to STUK, after which they are distributed to the different laboratories doing the 
measurements. IAEA does not need to intervene. 


 
The accuracy of the used analytical techniques is sufficient to reveal anomalies and there is 
enough capacity to analyse large numbers of samples, when needed. 
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Abstract: 
 
The International Atomic Energy Agency's (IAEA) Department of Safeguards uses complex 
instrumentation for the application of safeguards at nuclear facilities around the world.  Often, this 
equipment is developed through cooperation with member state support programs because the Agency's 
requirements are unique and are not met by commercially available equipment.  Before approving an 
instrument or system for routine inspection use, the IAEA subjects it to a series of tests designed to 
evaluate its reliability.  In 2000, the IAEA began to observe operational failures in digital surveillance 
systems. In response to the observed failures, the IAEA worked with the equipment designer and 
manufacturer to determine the cause of failure.  An action plan was developed to correct the performance 
issues and further test the systems to make sure that additional operational issues would not surface later.  
This paper addresses the steps taken to address operation issues related to digital image surveillance 
systems and the lessons learned during this process. 
 
1. Introduction 
 
The implementation of new equipment by the Department of Safeguards is costly.  Expected costs 
associated with the implementation of equipment include capital costs, training and in some cases travel.  
Performance problems can dramatically raise the costs of implementing equipment by adding expenses 
related to studying the issues, modifying and upgrading the equipment and additional travel.  It is 
expected that adequate testing prior to implementation will help the IAEA avoid expenses related to 
performance problems. 
 
The U.S. Support Program (USSP) believes that the IAEA and its member states must strengthen 
equipment testing programs to ensure that the equipment approved for inspection use is reliable and will 
not place additional burden on the Department of Safeguards' maintenance and inspection staff.  As a 
result of equipment reliability issues that arose during 2000, the USSP encouraged the IAEA to 
investigate additional testing that could be performed to ensure equipment reliability.  Testing can 
improve reliability by identifying design deficiencies and vulnerabilities that can be mitigated through 
modifications or by ensuring compatibility with field environments.  Under one task related to digital 
image surveillance (DIS), the USSP approved funding for system upgrades, design limit and accelerated 
lifetime testing, and a software review.  While this paper will focus on experiences from this exercise 
involving DIS, the lessons learned apply to almost any safeguards instrumentation. 
 
2. The History of Transition from Analog to Digital Surveillance Equipment 
 
In the early 1990s the IAEA began a program to develop digital surveillance systems to replace analog 
ones. The replacement was required because spare parts and manufacturer support for analog systems 
were becoming hard to obtain.  In addition, the transition to digital equipment was intended to facilitate 
compatibility between and integration of instruments, remote communication of data, improved data 
storage, and modernization.  Many of the digital instruments are designed to operate on battery power 
during loss of facility power, and therefore, are designed to consume minimal power. 
 
Testing of DIS systems began in 1996.  Between 1996 and 1998, testing revealed a number of operational 
issues that were corrected.  In 1997, an all-in -one-surveillance system (ALIS) camera failed, exhibiting 
symptoms of changed and corrupted data.  The suspected cause was improper grounding between the 
camera and the server.   This was the only failure in 170 unit-months of field-testing.  DIS was approved 
for use by the IAEA in July 1998 and installation began shortly thereafter.  Failures occurred periodically 







 


over the next year; the failure symptoms were changed image dates and times and lost internal settings.  
The equipment designer suspected that an oscillator circuit was the cause.  This cause was addressed in a 
new version of firmware released in December 1999.  It was expected that when all units were upgraded, 
failures would cease.  But in March through June 2000, additional failures with the same symptoms 
occurred in upgraded units.[1] 
 
The IAEA’s investigation team continued to gather data on the failures through June and July 2000 and 
to conduct extreme tests on units (including magnetic pulse, communication, and electrical tests).  In 
August, the designer and manufacturer were called in to help.  No test was able to reproduce the same 
symptoms as the change of date and time and the corruption of data until the Fraunhofer Institute 
conducted neutron bombardment testing of a DCM-14 camera system in August 2000.  In that test, the 
full range of symptoms was reproduced. Through these and subsequent Agency testing at the Seibersdorf 
Laboratories, there was strong evidence that the cause of the date/time and data corruption was due to 
single event upsets (SEUs). An SEU occurs when induced errors in microelectronic circuits are caused by 
charged particles losing energy by ionizing the media through which they pass, leaving behind a wake of 
electron-hole pairs.  One specific example is the effect of neutron radiation interacting with micro-
processors and digital memory chips and resulting in interruption of operating systems, erratic 
performance or corrupted data.  Because the IAEA’s original specifications and environmental test 
criteria did not address radiation, the developer did not design the DIS systems to operate in a radiation 
environment.  During 2000, the IAEA installed systems in locations with high neutron dose rates.[1] 
 
The discovery of the SEU failure mode demonstrates three weaknesses in the system for equipment 
development.  The first is inadequate characterization of technical requirements.  Second, there is an 
inadequate system for testing safeguards equipment before it reaches the field.  Third, there is a failure to 
consult equipment specifications to ensure compatibility when installing equipment in new field 
environments. 
 
3. Description of Equipment and Installation Environments 
 
To date, the IAEA has installed over 200 digital surveillance units.  The DIS systems selected by the 
IAEA are based on the DCM-14 model developed by the German Support Program.  A number of 
variations of the camera system are used by the IAEA to address different safeguards requirements.  The 
DIS systems employed by the Department of Safeguards include: 
 
ALIS - All-in-One-Surveillance System - includes camera, electronics, and data storage.  It replaces the 
Minolta Photo System and the COSMOS analog video system 
 
SDIS - Server-based Digital Image Surveillance System - Communications server with remote 
monitoring capability - The IAEA can connect up to four DCM-14 cameras to an SDIS. 
 
VDIS - Video Digital Image Surveillance System - VDIS consists of a DCM 14 module, CCD camera, 
and Li-Ion battery sealed in a blue standard camera housing.  
 
DMOS - Digital Multi-camera Optical System - includes up to 16 cameras and has remote monitoring 
capability.  It replaces the analog multi-camera system.  The IAEA has not yet completed its acceptance 
testing of the system. 
 
DSOS - Distributed Surveillance Optical System - The camera head is located separately from the 
electronics module.  This is the digital replacement for the analog distributed video system known as 
MIVS. 
 
The IAEA uses both portable equipment that is used by inspectors to monitor short-term activities and 
installed equipment that is left in the field to operate unattended for long periods of time.  The equipment 
must be rugged to survive shipping and to withstand months of storage or unattended operation.   
 







 


Surveillance equipment is used by the IAEA in all types of nuclear facilities, but predominantly in 
reactors.  The environments in which the instruments are used can be harsh.  The equipment can be 
subjected to temperature and humidity extremes, poor quality power, and radiation.  The specifications 
developed by the IAEA prior to the development of the equipment attempted to comprehensively 
describe the environmental conditions to which the DIS systems would be subjected. 
 
4. Current IAEA Requirements Aimed at Ensuring Equipment Quality 
 
Equipment cannot be used by the Department of Safeguards for inspection until it has been approved for 
use.  Approval for use is based on the results of testing as well as issues such as standardization and need.  
The IAEA Common Qualification Test Criteria for New Safeguards Equipment [2] is a solid foundation 
for safeguards equipment testing.  The document outlines four standard series of tests that each newly 
acquired instrument is subjected to before being considered acceptable for safeguards use.  The test 
categories addressed in this document are operational, thermal and humidity, mechanical, and 
electromagnetic tests.  The document was developed and used jointly with Euratom and builds on the 
experience and lessons learned from earlier development efforts.   
 
Additional IAEA testing activities that lead to approval for use include acceptance testing, field-testing, 
and usability testing.  Acceptance testing ensures that the product meets the requirements as defined by 
the IAEA.  Field testing allows the IAEA to observe the instrument in operation in realistic field 
conditions, rather than more favorable laboratory conditions.  Usability testing studies the reaction of 
users to the instrument to see where difficulties or user error might arise. 
 
In an attempt to force a more standardized approach to equipment development, the IAEA encouraged 
their equipment manufacturers to pursue certification under ISO 9000 standards.  The standard provides a 
rigorous approach to equipment development, including testing and documentation of the process in 
significant detail. Through the detailed documentation process, test results can be duplicated with a high 
level of confidence.  We note that while certification is encouraged, many designers of safeguards 
equipment are not certified under ISO 9000 criteria.  
 
5. Corrective Action Plan 
 
As a result of the identification of performance issues with DIS equipment, the IAEA, the equipment 
designer and the equipment manufacturer held a series of meetings between August 2000 and April 2001 
and undertook a corrective action program to address the issues.  In addition to taking steps to strengthen 
the system to combat the effects of neutron radiation, the corrective actions included steps to increase 
confidence in the systems and to better understand the environments into which equipment is placed.  
Under funding from the USSP, the IAEA participated in independent design limit and lifetime 
determination testing of the DCM-14 camera and the SDIS by Wyle Laboratories and endorsed a 
software audit by the equipment manufacturer.   
 
In addition, the USSP provided access to instrumentation that could be used by the IAEA to characterize 
the environments in which equipment is installed.  By characterizing the environment in advance, the 
IAEA can make an informed decision as to whether equipment can be expected to perform reliably. 
 
6. Testing of DIS Systems at Wyle Laboratories 
 
Two SDIS systems and six VDIS systems were subjected to a test program that consisted of 
environmental extremes, vibration, electromagnetic interference/power quality, and radiation effects. The 
testing program was designed to determine the operating environmental extremes under which the 
systems can properly perform its intended mission. The system had been designed without adequate 
knowledge of the intended installation environments and thus testing to determine the operating extremes 
was warranted.  The operating environment's extremes had been evaluated post deployment and were 
reported to Wyle as follows: 
 
 







 


 
Table I:  Initial Environmental Data 


Environment Outside Containment Inside Containment 
Peak Temperature 55oC (35oC nominal) 50oC (35oC nominal) 
Relative Humidity 95% (20% nominal) 65% 
Radiation (gamma) Background 0.154 gy/hr (15.4 rads/hr) 
Radiation (neutron) Background 30 msieverts/hr (3 REM/hr) 


Voltage Fluctuations 26 ± 0.3 Vdc 24 ± 0.2 Vdc 
Refueling Cycle 1 month outage every 18 months 


 
Wyle Laboratories was involved in all aspects of the test planning including the preparation of the test 
procedure and the testing sequence.  The IAEA provided the acceptance criteria and the operating 
environment data.  Wyle was responsible for defining the test method to be utilized and the selection of 
fixturing when required.  The SDIS was placed in a normal operating mode for all energized tests.   
 
7. Test Results 
 
A formal test procedure was developed for the Design Limit and Life Determination testing on the SDIS 
system.[3] This procedure was submitted for approval to the IAEA prior to commencement of testing 
activities.  The SDIS system testing revealed that the system is adequately designed for its intended 
environment in all but a few areas.  The following aspects of the intended environment pose no 
significant technical risk: humidity, altitude, high and low temperature extremes, vibration, 
electromagnetic compatibility, shock, and design life.  However, there are three areas of concern where 
testing has repeatedly shown the SDIS system, and in particular the DCM-14, to be susceptible to 
environmental conditions where it is installed.  These are fast neutron flux, thermal neutron flux and 
gamma radiation.  A summary of selected testing activities is provided in Table II.  A full testing report is 
available in Reference [4]. 
 
The radiation sensitivity can be corrected in four ways, none of which are optimal.  The DCM-14 
electronics can be relocated to an outside containment location, the DCM-14 circuitry can be radiation 
hardened, the VDIS can be shielded, or the software/hardware system can be redesigned to withstand the 
occurrence of numerous SEUs. 


 
 


Table II: Selected Test Procedures and Test Results[4] 
 


SDIS Design 
Limit Test Test Technique 


Operating 
Environment 


Results 


Humidity Starting at ambient, increase tempera-
ture and humidity to a maximum of 
65oC and 95% RH.  Then conduct three 
cycles where maximum humidity and 
temperature are evaluated 


55oC and 95% 
RH maximum 


System was found to be 
fully operational in a 100% 
condensing humidity 
environment. 


Temperature Starting at 25oC, temperature decreased 
and increased in 10oC increments until 
failure 


Lower bound 
not specified, 
Upper bound 
55oC 


System tested from  
-40oC to 55oC, VDIS did 
not lose data 


Electrostatic 
Discharge (ESD) 


Starting at 4 kV, increase the ESD in 1 
kV increments until failure occurs or 
until 8 kV is reached 


Not specified System was able to 
withstand 8 kV contact and 
16 kV air discharges 


Voltage Dips & 
Interruptions 


Starting at interruptions of 20 milli-
seconds, increase the interruptions in 
100-millisecond  increments until 
failure occurs or until a dropout of 1 
second has been reached. 


Not specified System was able to 
withstand voltage dips of 1 
second 







 


SDIS Design 
Limit Test Test Technique 


Operating 
Environment 


Results 


Lightning Surge Starting at a surge of 1 kV increase the 
surge voltage in 500-volt increments 
until failure occurs or until a level of 2 
kV has been reached. 


Not specified System was found to be 
fully operational after 2kV 
surges had been applied. 


Electric Fast transient 
(EFT) 


Starting at a pulse of 1 kV, increase the 
pulse voltage in 500-volt increments 
until failure occurs or until a level of 2 
kV has been reached. 


Not specified System was found to be 
functional with 750 Volt 
EFT pulses, but was not 
functional at 900 Volts. 


Radiated Immunity 
(Electric Field) 


Starting at radiated field level of 3 V/m, 
increase the voltage in 3-V/m 
increments until failure occurs or until a 
level of 10 V/m has been reached. 


Not specified System was found to be 
fully operational in a 10 
V/m radiated field 


Radiated Immunity 
(Magnetic Field) 


Starting at radiated field level of 1 A/m, 
increase the field strength in 1-A/m 
increments until failure occurs or until a 
level of 3 A/m been reached. 


Not specified System was found to be 
fully operational in a 2 
A/m magnetic field 


Indirect ESD Starting at 6 kV, increase the ESD in 1-
kV increments until failure occurs or 
until 12 kV is reached 


Not specified System was found to be 
fully operational with 8 kV 
ESD pulses delivered to 
the horizontal and vertical 
coupling planes. 


Gamma Radiation 
Exposure 


Radiate the camera only with a field of 
1 x 105 rads/hr until either the camera 
fails to operate or a total integrated dose 
of 1.6 x 106 rad has been achieved 


15.4 rads/hr Camera was found to 
operate at low dose rates 
5.0E+03 rads/hr.  As the 
dose rate was increased 
from this point, the system 
suffered non-recoverable 
errors. 


Fast Neutron 
Radiation Exposure 


Radiate the camera only with a field of 
6.16 x 103 rads/hr until either the 
camera fails to operate or a total 
integrated dose of 1.31 x 104 rad has 
been achieved 
 


3 rem/hr SEUs occurred with 
reactor flux level at 
3.3E+06 n/cm2


, (criticality) 
but the system was 
functional.  As flux level 
increased to 3.3E+07 n/cm2 
the system failed to operate 


Drop Shock Bench Handling drops from 6 inches Not specified System survived 
Inclined Impact 
Shock 


Simulate actual transportation of the 
SDIS 


Not specified System survived. 


 
8. Lessons Learned and Issues Raised 
 
Many valuable lessons have resulted from the yearlong investigation into issues related to the 
performance and reliability of DIS systems.  While this paper focuses on DIS systems as an illustration of 
the challenges facing the Department of Safeguards, the lessons learned during this investigation apply to 
all sophisticated electronic systems currently in use or under development. 
 
8.1. System Simplicity 
The IAEA and its Member State Support Program (MSSP) developers should strive to keep systems as 
simple as possible.  The more complex a system is, the harder it will be for the designer, manufacturer, 
users, and maintainers to work with and understand it.  The concept is crucial when a system is designed 
by one contractor and manufactured by another, as is sometimes the case with MSSP activities in support 
of the IAEA.  Systems must be designed in such a way that allows for another party to thoroughly 
understand them.  This means that detailed design documents for both hardware and software must be 
prepared and the designer must be willing to share them.   
 







 


The concept is also important when performance problems arise.  Correcting performance issues often 
requires modifications to the equipment.  Modifications to a system should be made such that the 
resulting system is as simple as possible.  Additional complexity may result in components that interfere 
with one another.  The casual introduction of additional components may result in a system that is more 
difficult to use, maintain or understand. 
 
8.2. Understanding the Impacts of the Modification 
If proper reviews are not performed and the parties effecting a system redesign do not adequately 
understand the system, a modification to correct one performance problem may result in the creation of 
another problem.  Even if care is taken to simplify the design of a system, electronics are composed of 
hardware and software components that can be disrupted by the addition or subtraction of other 
components meant to correct performance problems.  Whenever a modification is made to a system, a 
new design review should be undertaken to ensure that the modification will not interfere with system 
operation and that every component is understood and will work as expected. 
 
8.3. Configuration Management 
As systems that are already in use are modified to add additional capability or to correct performance 
problems, it is impossible to reconfigure all owned systems to the same design and it is often not 
desirable to do so.  The result is an inventory of systems that are configured in different ways to address 
different applications.   Configuration management is an essential management tool that ensures an 
organization can identify each unit's configuration when necessary.  The lack of a strong configuration 
management system can lead to performance issues when one or more units is installed in an 
environment for which it is not appropriate. 
 
8.4. Costs and Benefits of Testing 
The USSP endorses the concept of independent testing of equipment as a means to maximize the IAEA's 
knowledge of the performance level and limitations of equipment.  The testing performed by Wyle 
Laboratories was designed to evaluate the operating envelope of the SDIS System to determine design 
limits and potential failure modes for evaluation of lifetime expectancy.  Testing was designed to 
minimize the impact on the IAEA's installation schedule.   
 
Professional, independent testing of equipment can be costly.  At first glance it might seem that the cost 
of testing is not justifiable.  However, the costs of testing should be compared to the costs associated with 
system bugs that remain undetected at the time of installation. If a performance problem is identified after 
equipment has been installed in the field, there are significant costs to modify, retrofit, and reinstall 
equipment. There are costs related to identifying the cause of failure, problem resolution, engineering the 
solution, modifying systems, and replacing the unreliable units. Failures also introduce delays in the 
installation and operation schedules.  These delays as well as the loss of safeguards have non-quantifiable 
costs.  These total costs associated with correcting performance problems are significant. As an example, 
the USSP contributed over US$500,000 in addition to the funding approved for independent testing to 
meet only the quantifiable costs associated with identifying the problems of the modified DCM-14-based 
system and correcting them.   
 
The cost per DIS unit is sufficiently high to justify the expense of testing.  The IAEA spent 
approximately US$2.5 million in each of 1999, 2000, and 2001 on DIS equipment needed to replace 
outdated analog counterparts.  In addition to these capital expenses, the IAEA incurred expenses 
associated with the travel of staff installing the units in facilities.  The testing undertaken by Wyle 
Laboratories amounted to less than 10% of the overall expense. 
 
When addressing issues of safeguards implementation, traditional cost/benefit analysis may not be 
appropriate.  Many of the costs and benefits related to safeguards are non-quantifiable.  One cannot put a 
value on the credible conclusion of the nondiversion of nuclear material, but such a conclusion is very 
important in non-monetary terms.  Likewise, the cost associated with the inability to draw that conclusion 
is non-quantifiable yet has a large impact on the IAEA's credibility and the member states' satisfaction 
with the organization.  Therefore, while cost/benefit analyses are important in understanding the financial 







 


costs of an activity, an activity such as testing of equipment should not be discounted because the 
quantifiable costs outweigh the quantifiable benefits. 
 
8.5. Assessment of Environmental Conditions 
A weakness encountered in the testing of DIS systems was the lack of formality in the assessment of the 
environmental conditions under which the SDIS system is utilized. The environmental conditions upon 
which testing was based were obtained via telephone communication. At the time, no written document 
was available to Wyle.  These conditions must be well known, formally documented, and shared with 
designers and testing organizations to ensure that future testing activities are consistent with field 
conditions.  
 
8.6. Avoid Testing "In the Dark" 
Testing should not be the last step in equipment development.  The qualities of reliability and security 
must be built in right from the start.  A testing organization should participate in planning the 
development of such a system in order to ensure that the system requirements can be verified through 
testing.  Moreover, testing should take place as soon as possible and at various points in the development 
process.  Specifically, preliminary prototypes should undergo testing and all testing should be completed 
before implementation begins.  Testing efforts undertaken after implementation may identify how the 
technology fails to meet its requirements, but the information can only be used to "fix" the product within 
the constraints of the existing design rather than fixing the design to ensure that it meets the intended 
requirements.  Testing that is performed after products have been fielded can result in expensive analysis, 
modifications, and testing to prove the device is acceptable for the intended application.  
 
Naturally, the IAEA would prefer not to be in the test-in-the-dark situation at all.  However, if an 
organization is forced into a test-in-the-dark situation, the following approach is recommended to 
determine what testing should be undertaken: 
 
�� Determine the system requirements to know what testing needs to be done;  
�� Define the importance of quality to the project to decide how much time and effort can be devoted to 


testing;  
�� Define a test plan, including acceptance criteria, to build a consensus of the important elements of the 


system, and to know when purchase and installation are warranted 
 
8.7. Need for Testing Standard Components 
There is a need for an on-going, independent testing and certification program to identify robust, reliable 
and serviceable components for safeguards systems that require high reliability. The components may 
consist of uninterruptible power supplies, batteries, DC power supplies, industrial computers, data 
storage units and modems.  Challenges facing the Agency include the rapid change in availability of 
critical components, the production of safeguards systems by third parties, and the Agency’s lack of 
resources.  An on-going, independent testing and certification program is the only way to identify robust 
and reliable components that can become the Agency standard. Such a testing and certification program 
can reduce costs by reducing maintenance of unreliable components, reducing nuclear material 
safeguards re-verifications required by equipment failures, and reducing the effort associated with 
technical support and training on a reduced number of components.  
 
8.8. How Much and What Kind of Testing 
As a part of the initial testing effort, Wyle Laboratories contracted with Quanterion Solutions 
Incorporated to develop the IAEA Reliability and Maintainability Guidance Template.[5] This document 
provides an overview of the reliability process in the development of critical systems such as the SDIS.  
Of particular note is the section on Reliability and Maintainability (R&M) Testing where different testing 
techniques are addressed.  The testing techniques include reliability demonstrations, reliability growth 
testing, accelerated reliability testing, environmental stress screening, Bayesian reliability testing, 
maintainability demonstrations, and HALT/HASS1 testing. 
 
                                                 
1 The acronyms HALT and HASS stand for highly accelerated limit testing and highly accelerated stress screening. 







 


Quanterion concluded that the reliability demonstrations, Bayesian reliability testing and the 
maintainability demonstrations are either very costly or difficult to implement.  All of the other 
techniques were involved in the design limit and life determination testing on the SDIS that was 
completed by Wyle Laboratories.  It is concluded that each of these techniques has a role in finding the 
right solution for a more reliable digital surveillance system. 
 
The selection of testing methods must consider all aspects of the project including the following areas of 
technical and programmatic concern: 
 
�� Cost of the product 
�� Cost of testing 
�� Cost of product modification 
�� Time to complete testing 
�� Product deployment schedule 
 


�� Testing capabilities available 
�� New technology needed for testing 
�� Possibility of over-testing the product 
�� Ability to analyze the test results 
 


Once these parameters have been considered and the available R&M Testing techniques are reviewed, 
the right solutions on the product design and testing can be made. 
 
8.9. Acceptable Failure Rates 
Despite efforts to design and manufacture reliable safeguards systems, the equipment will always fail in 
the field at some rate, albeit low.  It is not realistic to expect safeguards systems to operate for year after 
year without any failures.  The IAEA must develop a contingency plan for the instances when equipment 
will fail.  
 
Conclusion 
 
This paper addresses the steps taken to address operational issues related to digital image surveillance 
systems and the lessons learned during this process.  The test methods, test results, conclusions and 
program recommendations from the Design Limit, Reliability and Life Determination Testing conducted 
on the SDIS by Wyle Laboratories personnel during testing completed in 2001 were provided.  During 
this testing it was determined that the design of the SDIS system is mostly compatible with the 
environment in which it is used.  The one major exception is the system's susceptibility to gamma and 
neutron radiation.  Further testing at lower dose rates and total accumulated doses are currently planned 
or in progress at other facilities.  
 
The lessons learned during testing of the SDIS are relevant to all sophisticated electronic equipment in 
use or under development by the IAEA. 
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The verification of UF6 shipping cylinders is an important activity in routine safeguards 
inspections.  Current measurement methods using either sodium-iodide or high-purity germanium 
detectors requires calibrations that are not always appropriate for field measurements, because of 
changes in geometry or container wall thickness.  The introduction of the MGAU code 
demonstrated the usefulness of intrinsically calibrated measurements for inspections.  MGAU 
uses the 100-keV region of the uranium gamma-ray spectrum.  The thick walls of UF6 shipping 
cylinders preclude the routine use of MGAU for these measurements. 


We have developed a uranium enrichment measurement method for measurements using high-
purity germanium detectors, which do not require calibration and uses uranium gamma rays 
above 100 keV.  The method uses seven gamma rays from U-235 and U-238 to determine their 
relative detection efficiency intrinsically and with an additional gamma ray from U-234 the 
relative abundance of these three uranium isotopes.  The method uses a function that describes 
the basic physical processes that predominately determine the relative detection efficiency curve.  
These are the detector efficiency, the absorption by the cylinder wall, and the self-absorption by 
the UF6 contents.  We will describe this model and its performance on various uranium materials 
and detector types. 


*Work performed under the auspices of the U.S. Department of Energy by Lawrence Livermore 
National Laboratory under Contract W-7405-Eng-48. 
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National Science Center "Kharkov Institute of Physics & Technology" (KIPT), 
Kharkov, Ukraine 
 
K. THOMPSON 
Oak Ridge National Laboratory, Oak Ridge, USA 
 
J. LEICMAN 
International Atomic Energy Agency, Vienna, Austria 
 
An important technological problem in the sphere of non-proliferation and safeguards is 
nondestructive analysis (NDA) methodology for qualitative and quantitative characterization 
of nuclear materials.  Additionally, NDA tends to be labor and time intensive.  Two NDA 
techniques used at KIPT included Gamma Spectroscopy (for qualitative analysis) and 
Neutron activation (for quantitative analysis).  Gamma Spectroscopy was used to confirm the 
presence of radionuclides within the samples, whereas an Active Well Coincidence Counter 
(AWCC) in the active mode was used to quantitatively determine the 235U content in 
particular types of fissile materials at KIPT. 


This paper describes the usage of the AWCC at NSC KIPT for characterizing nuclear 
materials for IAEA safeguards.  It was also an opportunity to estimate fissile materials of 
unknown composition.  The equipment used was a model JCC-51 AWCC using a shift 
register model JSR-12 from Canberra and two neutron sources [AN-HP (241AmLi)]. A 
Compaq Presario computer using Windows version of NCC (Los Alamos software) was used 
to operate the AWCC.  


Materials studied in this project included highly enriched nuclear material in the form of 
powder, compacts (tablets, microspheres, rods), salt and scrap.  The chemical composition of 
nuclear material included uranium metal, uranium dioxide, uranium nitride, uranium 
carbonitride, thorium dioxide, and mixtures of these compounds. Scrap consisted of uranium 
and impurities of hydrocarbons, carbon, silicon, tungsten, etc. 


In the first attempt to characterize the 235U using the AWCC, the results were not accurate due 
to the calibration curves.  The discrepancy between the measured results and the declared 
values were as high as 100% due to the difference between the calibration materials and the 
samples being measured.  The initial calibration curves were acquired at Los Alamos, U.S.,  
using U3O8 powders in containers much different than the samples being measured at KIPT. 
Thus two factors contributed to the discrepancy, the composition and the geometry.   An 
attempt was made in the US to create calibration curves for uranium metal and uranium oxide, 
but other compounds could not be anticipated nor easily obtained to make the calibrations 
before the measurements at KIPT.  Additionally, the sample geometry factor was minimized 
by offsetting the sample from the bottom of the AWCC (the sample was roughly centered in 
the AWCC).  Even with these precautions, the discrepancy was too large to ignore.  Thus new 
standards were used to recalibrate the AWCC using material obtained at KIPT with 
documented compositional values more similar to the materials to be measured, and in similar  
containers as well.  


During this study, the AWCC calibration curves were obtained for uranium metal and 
uranium dioxide with different enrichments up to 90 % for 235U. 







 


A broad spectrum of other fissile materials of unknown composition with differing 
enrichments has also been studied, and the items’ isotopic and quantitative compositions have 
also been determined. 


Using the new calibration curves, 235U was determined with accuracy of ~1.2% for samples 
<100g and with accuracy of ~3.5% for samples <2kg compared to original values, that are 
confirmed by results of destructive analysis in IAEA Safeguard Analytical Laboratory. 
[QUESTION: usually, large samples can be measured with better accuracy than small 
samples.  Is it possible that the numbers got retreatment?]. 
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Minsk, Belarus 
 
 
Abstract 
 
In this paper the existing system of nuclear material accountancy and control is briefly 
discussed  as well as system of physical protection of nuclear materials, export/import 
measures and measures to combat illicit trafficking. Certain further developments are 
considered. 


 
1. INTRODUCTION 


 
It is a matter of common knowledge that non-proliferation regime includes such components 
as accounting for and control of nuclear materials, physical protection of nuclear materials, 
export/import control and measures to combat illicit trafficking of nuclear materials. 


 
The Republic of Belarus is a Party to the following international agreements in the area of 
safeguards:    


��Non-Proliferation Treaty (NPT) and Safeguards Agreement with the IAEA; 
��Convention on the Physical Protection of Nuclear Materials. 


Also the Republic of Belarus became a member of the Nuclear Supplies Group in 2000. 
 


The Law «On Radiation Protection of the Public», which entered into force in January 1998, 
provides that «regulation of export and import of ionising radiation sources, including nuclear 
materials, as well as control over their export, import, movement and transit» is one of the 
functions of the state in the field of radiation safety. 
 
The Committee for Supervision of Industrial and Nuclear Safety (PROMATOMNADZOR) 
was assigned the functions of the national competent authority in the area of nuclear and 
radiation safety.  


 
Thus the Committee is responsible for: 


 
�� fulfilment of the Agreement with the IAEA on the application of safeguards; 
�� establishment and implementation of the state system of accounting for and control of 


nuclear materials (SSAC), including reporting safeguards information to the IAEA; 
�� establishment of requirements for physical protection of nuclear materials; 
�� control of domestic movements and transit of nuclear materials; 
�� licensing and state supervision of activities involving use of nuclear materials; 
�� issuing permits on movement of nuclear materials across the borders of Belarus.  


 
Promatomnadzor is also a central contact point in case of a loss, unauthorized use or removal 
of nuclear materials and carry out expert function in the system of export-import control. 
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2. SYSTEM OF ACCOUNTING FOR AND CONTROL OF NUCLEAR MATERIALS 
 


In accordance with the NPT, the Safeguards Agreement was concluded with the IAEA based 
on INFCIRC/153, which requires to establish and maintain systems of accounting for and 
control of all nuclear materials subject to safeguards. System of accounting and control has 
been set up in Belarus in parallel with the establishment of the state supervision of nuclear 
safety. 


 
2.1. Legal aspect 


 
The tasks of establishing and implementing the SSAC were assigned Promatomnadzor by 
Resolution 373 of the Council of Ministers entitled “On measures to Ensure the Fulfilment of 
the Treaty on the Non-Proliferation of Nuclear Weapons” of 8 June 1993. 
 
By Promatomnadzor’s ordinance  of February 28, 1995 basic regulatory documents governing 
functioning of the SSAC both at the state and facility levels were put in force. They are: 
 


�� Structure  of the state system  of  accounting for  and control of nuclear materials in 
the Republic of Belarus  (K129-96); 


�� Procedures for exercising  supervision  of  accounting and  control of   nuclear 
materials in the  Republic of Belarus (K114-95); 


�� Provisional rules governing operation of the state system of accounting and control of 
nuclear materials in the Republic of Belarus (K113-95); 


�� Requirements on the organization and conduction of accounting and control of   
nuclear materials in the process of their use, storage and transportation in storage 
facilities, research and experimental reactors, critical and subcritical assemblies,   
research laboratories and research installations  (K115-95); 


�� Requirements on the submission of accounting documentation to the national  
supervisory  authority (K116-95); 


�� Regulations for the  implementation of the IAEA Safeguards (K128-96). 
 
These documents define basic rules and procedures concerning the conduct of accounting and  
control of nuclear materials  as well as preparation and  submission of  reports to the state 
supervisory authority and the IAEA. Liability for violation of the accounting/control  
requirements is in place. 


 
2.2. Information and measurement support 
 
Nuclear material accounting is based on a computer program developed with due regard to the 
requirements of the IAEA.  The program is written on  FoxPro under control of the 
MSWINDOWS operating system. The program allows us to work with archives, to take 
account of material movements in real time, to prepare accounting documents and reports and 
to record measurement results. The system of measurement of nuclear materials provides 
authenticity and reliability of data. Measuring instrumentation was selected according to types 
of material available. At the moment the operator uses the following devices:      
 
 


�� U-Pu Gamma spectrometer ‘Canberra’ with germanium detector;  
�� multi-channel  analyzer ‘Davidson’ with  NaI detector: 
�� ultrasonic thickness meters,  
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�� scales; 
�� neutron coincidence counter with AWCC. 


 
With the above equipment it is possible to realize two independent measurement variants:     


�� measurement of sample mass - measurement of casing thickness - measurement of 
enrichment of uranium and calculation of uranium 235 mass;  


�� measurement of uranium 235 mass by means of neutron coincidence counter with 
AWCC. 


 
Measurement error is normally about 5 to 6 %. In principle, the instrumentation makes it 
possible to conduct measurements with an 1% error.   
 
The measurement program is based on the ‘Genie’ spectrometric software and a software 
package ‘MGAU’ designed for analysis of uranium. As it is known, the U-Pu Gamma 
spectrometer ‘Canberra’ requires only calibration by energy. Neutron coincidence counter 
requires an effective calibration and uses a special program (MCNP-4A) based on Monte-
Carlo method. 
 
Promatomnadzor ensures accuracy of measurements conducted by the operator but it does not 
conduct measurements of his own as there are almost no movements of nuclear materials 
to/from MBA. 
 
Promatomnadzor, including completeness and authenticity of reports, processes accounting 
documents and reports. Archived data are kept with respect to material quantities in MBA’s, 
inventory changes, etc. Information coding is based on the code 10 of the IAEA. Operator 
maintains accounting data for each material item. Only batch data are submitted to 
Promatomnadzor, which reduces data flows, information processing time with no adverse 
effects on information reliability.   Processing and preparation of accounting documents and 
reports is performed with the aid of computer programs. Use is made of both standard 
(Access, Excel,...) and specialized software, basically on Windows-95. The SSAC calls for 
the use of a range of computer programmes. However, no standard requirements have yet 
been established for software/hardware intended for the SSAC and its components.  


 
2.3. Types of installations and nuclear materials  


 
In the Republic of Belarus there are two  material balance areas (BY-A), “Sosny” Academic 
Scientific  and Technical Centre and  “Ekores” (BY-E), the state-owned  enterprize. These 
MBA’s have two critical assemblies, a “dry” storage of nuclear  materials,  a “wet” storage of 
spent nuclear fuel, research  laboratories, and a neutron generator with subcritical assembly.  
Material accountancy and control conducted at the installations are based on their design 
features and the character of material used.  
 
The installations make use of the following types of nuclear material: 
 


�� high enriched uranium (over 20% enrichment by U-235) in the form of fuel elements 
and cassettes; 


�� enriched uranium (up to 20% enrichment by U-235) in the form of fuel elements, 
powders and pellets; 


�� natural and depleted uranium  and their compounds  in the form of fuel elements, 
powders, solutions and  pellets; 
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��   small quantities of material  representing parts or mixtures of the above-mentioned 
materials, including scrap; 


�� small quantities of plutonium and  thorium. 
 


2.4. Organization and functioning of the system of accounting and control 
 


Responsibility for the system of accounting and control in  MBA’s lies with enterprizes 
holding permits (licenses) for carrying out activities involving use, storage, transportation of 
fissionable nuclear materials, i.e. the operators. 
 
According to the national regulations and standards, a system of accounting and control set up  
at the facility level shall report to the state on how it exercizes an internal control over   uses, 
quantities and flows of nuclear material available at  installations. Facilities must have 
material accountancy staff  responsible for: keeping  accounting/control documents; keeping 
records of shipped/received materials;  recording  changes in quantities arising from material 
burnout and reproduction;  control of material transfers between KMP’s within an MBA;  
physical inventory checks within an MBA followed by balance-striking and determination of 
material unaccounted for (MUF);  analysis of  accounting data and reporting them to the 
supervisory authority  with the observance of  prescribed time limits and forms. 
 
In conformity with the above requirements, the system of accounting and control at the 
facility level is characterized by the following: 
 


�� personal responsibility is introduced for the organization and functioning of the 
system at the facility; 


�� structure of MBA’s, KMP’s, inventory listings and material flows are clearly defined; 
�� nuclear material is split into categories; 
�� changes in  physical inventory  are reflected in the book reflecting material transfers 


into and out of an MBA; 
�� accounting and operating records are maintained for MBA’s and KMP’s; 
�� accounting reports are generated for each MBA and submitted to the national 


supervisory authority; 
�� physical inventory is taken, balance striking is performed, and  MUF is assessed; 
�� adequate containment and surveillance measures are taken; 
�� if necessary, automated systems are used for collection, storage and presentation of 


material-related information at the facility. 
 
Promatomnadzor exercizes the following functions: 


 
�� determines, in co-operation with the IAEA, the starting point for application of 


safeguards to nuclear materials; 
�� organizes work in connection with the termination of the application of safeguards in 


cases foreseen by the Safeguards Agreement; 
�� organizes work in connection with exemptions from and re-application of safeguards; 
�� accompanies IAEA inspectors; 
�� inspects accounting and control system at a facility; 
�� notifies enterprizes about the IAEA inspections; 
�� receives from enterprizes, evaluates, prepares and sends accounting documents to the 


IAEA in accordance with the Safeguards Agreement; 
�� organizes approval of candidatures of IAEA inspectors; 
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�� acts as a contact point receiving information from the IAEA and remittance of this 
information to governmental bodies and other entities. 
 


Supervision of the adequacy of accounting and control measures in respect of nuclear 
materials is carried out by the Promatomnadzor’s through making inspections of enterprizes 
and facilities.  The requirements on and periodicity of inspections are established depending 
on the material category, type and design of installation, and containment/surveillance 
measures used.  


 
3. PHYSICAL PROTECTION OF NUCLEAR MATERIALS AND FACILITIES 


 
Though Resolution 338 of 24 May 1993, issued by the Council of Ministries, Promatomnadzor 
was appointment as the authority responsible for ensuring co-ordination of activities of 
ministries and other bodies concerning physical protection (PP) of nuclear materials. By 
Promatomnadzor’s ordinance basic regulatory document “Regulation on Physical Protection of 
Nuclear Materials during Use, Storage and Transport” governing functioning of the PP was put 
in force in 1994. In general, Promatomnadzor is empowered to carry out the following 
functions relating to physical protection: 


 
�� issue regulations; 
�� license activities; 
�� supervize nuclear facilities and materials 
�� co-operate and develop relations with international organizations and competent 


authorities of other states.  
 


In the Republic of Belarus nuclear materials are located at “Sosny ASTC.  Modern system of 
physical protection was created and started its operation in 1996 as a result of a multilateral 
co-operative effort between Belarus, Swedish, Japan and USA. The main components of the 
system are the following: 
 


�� detection system including magnetic, microwave and infrared sensors, 
�� video-surveillance system, 
�� system of delay of access including electronic blocking devices, 
�� system of authorized access including magnetic cards, 
�� system of computer control of all components and the communication system.  


 
Without going into details, it can be mentioned that the system of physical protection makes it 
possible to maintain automatic control of access to the most sensitive zones and the facility as 
a whole, automatic detection and testing of all components, automatic generation of alarm 
signal in case of an incident and writing of video signal. 
 
During operation and maintenance of the system we have encountered some difficulties like 
the absence of national producers of necessary spare parts and expensive prices of such parts 
produced abroad, the dependence on foreign companies in repair and maintenance of specific 
components of the system, the necessity of adaptation of some system components to local 
climatic conditions, etc. In any case, in the future it will be necessary to continue upgrading of 
physical protection system on the basis of modern technological and information 
achievements. It will allow a decrease in the number of staff involved and an enhancement of 
the confidence level.    
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In May 2000 upon requested of Promatomnadzor we had a mission from the IAEA 
International Physical Protection Advisory Service (IPPAS), which became another step 
towards strengthening of physical protection system. 


 
4. EXPORT/IMPORT CONTROL AND PREVENTION OF NON-AUTHORIZED USE OF 
NUCLEAR MATERIALS 


 
Export and import control of nuclear materials and dual-use commodities is an important 
component of the safeguards system. 
 
The Law of the Republic of Belarus  «On Exports Control» came into force in January 1998. 
This law defines the legal basis for activities of state bodies, legal and natural persons of the 
Republic of Belarus in the field of export control and regulates relations arising in connection 
with the movement of objects subject to export control across the customs border of the 
Republic of Belarus and their subsequent use. The objects subject to export control (specific 
goods) include such items «as goods, technologies and services connected with nuclear fuel 
cycle and production of nuclear materials which can be used for production of nuclear 
weapons and nuclear explosive systems» as well as  «dual-use commodities».  
 
The Law sets up, in particular, such requirements as: 
 


�� licensing of imports/exports of objects subject to control; 
�� making pre- and post-licensing inspections of objects subject to export control; 
�� provision of state guarantees for the use of dual purpose commodities for the   


declared purposes; 
�� interaction with international organizations and export control bodies of other states; 


 
In order to implement the Law «0n Export Control”,  in January 1998 the Council of Ministers 
adopted a Decree N° 27 entitled «0n the Improvement of the State Control over the 
Movements of Specific Goods (Works, Services) across the Customs Border of the Republic of 
Belarus”. The decree brings into force two regulations which are aimed at the implementation 
of the Law: 


 
�� Regulation on the Order of Licensing of Export (Import) of Specific Goods (Works, 


Services, Nuclear Materials) and 
�� Regulation on the Order of Official Registration of Obligations for the Use of 


Exported (Imported) Specific Goods (Works, Services, Nuclear Materials) for 
Declared Purposes and Organization of Control over the Fulfilment of Such 
Obligations. 


 
The Decree defines functions of ministries and other authorized bodies in the field of export 
control. The Ministry of Foreign Affairs (earlier the Ministry of External Economic 
Relations) is assigned to be a body empowered to issue licenses for export of specific goods 
(works, services,) as well as to co-ordinate activities of all agencies and institutions involved 
in the export control work. The decree establishes the procedure and size of payments to the 
state budget for licensing and other services. 
 
Information support of the export/import control system is provided by ORACLE-controlled 
computer databases.  The system includes the Ministry of Foreign Affairs, which issue export 
licences, the Customs Committee, the Academy of Sciences and other agencies.  
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State Customs Committee is responsible for detection of unauthorized imports and exports of 
nuclear and other radioactive materials at the customs border of the Republic of Belarus. They 
report each case to other responsible authorities.  


 
Situated in a high-risk trafficking area, Belarus considers the task of combating illicit 
trafficking essential to ensure state security, public health and environmental protection. 
Belarus has always been a strong supporter of the activities aimed at stopping illicit 
trafficking carried out at the international level. Thus Belarus has been participating in the 
IAEA Illicit Trafficking Database in which 67 more States are participating. At the national 
level there have been also a series of activities underway to prevent, intercept and respond to 
illicit trafficking, such as strengthening regulatory control, detection of illegal cross-border 
movements, provision of training opportunities for the relevant personnel.  
 
5. FURTHER CONSIDERATIONS  


 
The basic concepts of the further developments are as follows: 


 
�� to create such a regime for the uses of nuclear energy as to minimize, at the lowest 


possible costs, the possibility of unauthorized removal or misuse of nuclear materials 
or acts of sabotage; 


�� to ensure the use of nuclear materials with maximum economic efficiency; 
�� to ensure the fulfilment of international commitments of the Republic of Belarus and 


strengthen international co-operation in the non-proliferation area. 
 


It should be noted that control over use of nuclear materials and facilities, which is still of 
crucial importance can not ensure the absence of undeclared nuclear activities as required. 
The IAEA has developed the strengthened safeguards system (INFIRC/590) the essence of 
which is to expand control over relevant technologies, dual-use commodities and services. Of 
course, the implementation of the system provides for more effective and efficient safeguards. 
Belarus is considering signing the Protocol Additional to the Safeguards Agreement. Anyway 
it is clear that volumes of information to be acquired, processed and submitted to the Agency 
will be considerably expanded. It will require a wider use of information processing 
equipment and technologies.  Therefore, further co-operation with the Agency in enhancing 
information support of safeguards is regarded by Belarus as an important component of 
strengthening the safeguards system. 


 
The following steps may be proposed to improve: 


�� the SSAC:  
 


- to ensure that accounting and operating records are maintained to a high 
standard at the facility; 


- to upgrade relevant procedures and formats of data transmitting and reporting; 
- to ensure that legislative basis of the SSAC meets up-to-date international 


standards; 
- to improve the measurement system, in particular to certify  the instruments, 


to work out and approve quality assurance procedures; 
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�� the system of PP: 
 


- to revize the national normative documents to bring them in line with 
INFCIRC/254/Rev.4; 


- to develop a DBT as a basis for evaluating the effectiveness of current PP 
measures and in deciding what further upgrades are warranted; 


- to further train and re-train personnel; 
 


�� the measures to combat illicit trafficking: 
 


- to develop technical capacities of border checkpoints: 
- to improve the national system of mutual notification of incidents by setting 


uniform requirements for information to be submitted and through setting up a 
computerized database to register all the incidents; 


- to explore a possibility of setting up a national laboratory capable of 
conducting complex measurements for identification of revealed nuclear 
materials, including destructive analysis. 
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Abstract 
 
A new method for the nondestructive analysis of shielded highly enriched uranium (HEU) is 
presented. This method uses a source of 14-MeV neutrons to penetrate the shielding material and 
induce fission in the HEU sample. The 14-MeV neutron source is pulsed at a rate of 50 Hz. 
Between pulses neutrons are detected with a medium efficiency 3He based neutron detector. 
These neutrons are delayed neutrons from fission products resulting from HEU fission events 
induced during the pulse, as well as from fission events induced by the delayed neutrons from the 
fission products. The time history of neutron detection is recorded and subsequently analyzed 
according to the Feynman reduced variance method to yield rates of detection of one (N1), two 
(N2) and three (N3) neutrons from fission events. Ratios of N2/N1 and N3/N1 are compared to 
model calculations to extract the neutron multiplication. The rate N1/sec is used to deduce the 
HEU system mass.  Measurements were performed on a bare 4.79 kg HEU system, and this HEU 
system shielded within lead, iron, carbon, and beryllium hemispheres. The major effect of the 
shielding materials was to increase the system neutron multiplication, resulting from reflection of 
neutrons back onto the HEU. 


 
 


 
1. INTRODUCTION 
 
In previous measurements [1] we have developed a method for determining the neutron 
multiplication of sub-critical bare metal systems of highly enriched uranium (HEU). This method 
uses delayed neutrons from fission products as the driving neutron source for bare metal HEU 
systems. In this work we present results for HEU system enclosed within various shielding 
materials of low density, (carbon and beryllium), medium density (iron) and high density (lead ).  
 
The method presented here uses delayed neutrons from fission products distributed throughout 
the HEU sample as a source of interrogating neutrons. The fission products are from fission 
events produced by an external radiation probe of pulsed 14-MeV neutrons. Neutrons are 
detected between pulses of the interrogating probe by a medium efficiency neutron detector 
system. The neutron detection times are recorded, and subsequently analyzed with the Feynman 
reduced variance method [2,3,4]. This analysis provides a measure of the number of “single”, 
“double”, and “triple” neutron events detected from fission events. Ratios of doubles/singles and 
triples/singles are compared to model calculations to extract values for the multiplication of the 
HEU sample. Neutron detection probabilities are determined for each shielding configuration by 
multiplicity measurements on a 252Cf neutron source. 







 
2.  Experimental Apparatus 
 
2.1. External Interrogation Probe 
 
The external radiation probe consisted of 14-MeV neutrons from a pulsed neutron generator. The 
neutron generator produced neutrons by means of the deuteron + triton nuclear reaction which 
yields ~14-MeV neutrons and ~3.4-MeV alpha particles. The neutron generator produced pulses 
of neutrons of approximately 20��s width at a frequency 50 Hz. The neutron intensity was 
~1*106 neutrons /pulse providing a total neutron output of approximately 5*107 neutrons/sec into 
4�� steradian.  
 
2.2.  Neutron Detector System 
 
The neutron detector system contained forty-eight 3He gas ionization tubes, arranged into sixteen 
modules, each containing three tubes. The three tubes were within a polyethylene cavity, which 
thermalized the neutrons. The neutron detection occurs by the neutron + 3He � proton +triton 
reaction. The 3He gas pressure was two atmospheres. The half-life for neutron die away in the 
detector was determined to be 54.1 microseconds from a Rossi-��type time distribution 
measurement of a 252Cf  neutron source. The detector modules formed an enclosure  40 cm x 40 
cm x 116 cm. The ends of  the enclosure  were open. The experimental geometry is shown 
schematically in Fig. 1. The total efficiency for detection of fission neutrons was  
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FIG. 1. Plan view of the experimental apparatus. 
 
approximately 27% determined from a multiplicity analysis for a 252Cf  neutron source located at 
the center of the enclosure. The HEU sample within the various shielding configurations was 
placed within a cadmium-lined box to prevent low energy neutrons from reaching the sample. 
The neutron generator was located at one of the open ends of the detector 60 cm from the center 
of the HEU sample 
  







Signals from the 3He neutron detectors were amplified and discriminated to form logic pulses in 
the Los Alamos designed preamplifier, amplifier, discriminator, ECL logic pulse module, 
(PADEM) [5] then configured as input to the 15 channels of the custom Los Alamos designed 
pulse arrival time recording module (PATRM) [6]. The PATRM uses a logic pulse, designated 
VETO, to control data acquisition in active mode. At the onset of the VETO pulse, the PATRM 
disables all data inputs, writes a code marker to its internal memory at the next two memory 
locations, stops the internal clock counter and resets this counter to zero. Upon lifting of the 
VETO, the clock counter and all data inputs are enabled. The result of the measurement is a 
history of the signal arrival times relative to the end of the VETO pulse. The clock frequency of 
the PATRM was 5 megahertz, allowing  the signal arrival time to be measured with an accuracy 
of  0.2 �s. Up to a million events can be recorded before transferring the data to a small computer 
for analysis and archiving. The VETO input to the PATRM was the logic pulse of length 1000 us 
derived from the trigger pulse from the neutron generator. The PATRM was disabled during  the 
beam  pulse and for most of the time in which the 3He detectors were able to detect neutrons 
from the interrogating probe burst. The majority of pulses recorded by the PATRM were from 
delayed neutrons from fission products and neutrons from fission events induced by the delayed 
neutrons.  
 
3.  Highly Enriched Uranium Sample And Shielding Materials 
 
The HEU sample used was configured as a solid sphere of radius 4.0 cm and mass 4.79 kg, from 
a of set of nesting hollow hemispheres of average density 18.675g/cm3, enriched to 93.12%  
235U[7].  The shielding materials, listed in Table I, were hollow hemispheres that enclosed the 
HEU. The thickness of the shielding materials is also listed in the table.  
 
4.  Measurement Protocol. 
 
Each configuration of the HEU shells was investigated with delayed neutrons from fission events 
initiated by 54,000 14-MeV neutron pulses. A small plastic scintillator viewed by a fast photo-
multiplier tube was placed at a distance of one meter from the neutron source and was used as a 
relative 14-MeV neutron flux monitor.  
 
5.  Experimental Observables, Feynman Variance Analysis 
 
We have applied the reduced variance method of analysis developed initially by Feynman, 
deHoffmann, and Serber [2], and used by other investigators [3,4] of spontaneous fissioning 
systems. The time history of the neutron events recorded in the PATRM module, is examined to 
construct the Feynman histograms, FNORDER,  formed by randomly opening an inspection time 
interval of fixed width and then counting the number of neutron signals that are present within 
this time interval. A histogram array is then incremented according to the number of neutrons 
found, and the process is repeated for the duration of the measurement. The resulting distribution 
then contains the number of times that zero, one, two, three, etc., neutrons were found within the 
inspection interval. The FNORDER  distributions are converted to probability distributions PORDER  
by dividing the FNORDER  by the number of times the inspection interval  (NUM_INT) was 
opened. 
 


PORDER = FNORDER /( NUM_INT ). 
 







The first, second and third reduced factorial moments of the PORDER  distributions are then 
formed. 
 


Mom1 = �{m�Pm } and 
 


Mom2 = �1/2*{m�(m-1)�Pm }.      
 


Mom3 = �1/6*{m�(m-1)*(m-2)�Pm }. 
 


 
The first moment is the average, or mean, number of neutrons found in the time interval  
The first moment divided by the interval value (���is the average neutron counting rate during 
the measurement,  
  


N1/sec= Mom1 /�.  
 
The second moment represents the variance of the distribution. The difference between the 
variance and the square of the mean is a measure of the amount of correlation present in the data.  
This difference divided by the inspection interval width  is then the number of correlated 
neutrons per second, N2/sec, present in the data; 
 


N2/sec = {� m(m-1) �Pm - ½*(� m�Pm ) �(� m�Pm)}/ �. 
 
 
The following combination of the first, second and third reduced moments divided by the interval 
width is the number of triplet neutrons per second, N3/sec, present in the data, 
 


N3/sec = (Mom3 -*Mom2*Mom1+(1/3)*Mom13)/ �. 
 
For a neutron source that has no correlation’s, such as neutrons from an Americium-Lithium 
source, the above distributions are those of a pure Poisson distribution, and N2/sec and N3/sec 
are identically zero. Thus the observation of nonzero values for N2/sec and N3/sec are positive 
indicators of correlations in the neutron signal, which in turn is a positive indicator of neutrons 
from fission events. 
  
For a passive interrogation of a system containing a spontaneously fissioning system such as 
240Pu or 252Cf, the fission rate is essentially constant with time, although the time between any 
two fission events is completely random. The fission rate is not necessarily constant for a system 
such as 235U undergoing active interrogation. In order to at least partially compensate for any 
time dependence, we form many separate Feynman distributions. The first distribution is for an 
interval starting 1000 �s after the neutron generator burst. The inspection window is opened once 
for each probe burst to form this first Feynman histogram.  The inspection time interval was 
chosen to be 200 �s. The second Feynman histogram begins one inspection time interval later, 
the third Feynman histogram  two time intervals later, etc. For the data described here, the 
neutron generator  produced a beam burst every 20,000 �s. Thus, ninety-five Feynman 
distributions were generated. From these Feynman distributions ninety-five values for N1/sec, 
N2/sec and N3/sec were calculated. Each of these distributions are for inspection intervals that 
are random in time with respect to any fission event. 
 


 







6. Experimental Results 
 
  6.1. The time dependence of N1/sec, N2/sec and N3/sec  
 
The N1/sec, N2/sec and N3/sec distributions for the 4.79 kg HEU sphere are shown on a log 
scale in Fig. 2. The curve for the “singles” measurement N1/sec is shown as diamonds, 
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FIG. 2. The time dependence of N1/sec(diamonds), N2/sec (triangles) and N3/sec (squares) after 
the 14-MeV neutron beam bursts for the bare configuration containing 4.79 kg of HEU.  
 
the “doubles”, N2/sec, distribution as triangles and the “triples”, N3/sec, distribution as squares. 
No data is recorded during the burst and for the following 1000 �s. At the earliest times, there 
are a substantial number of neutrons from the neutron beam burst and from fission events 
induced during the burst. From 1000 to 2000 �s, a sharp decrease in the N1/sec distribution is 
observed, reflecting the  time constant associated with the neutron detector.  The N2/sec and 
N3/sec distributions are essentially constant throughout the full time of the measurement. Similar 
distributions were obtained for each of the HEU plus shielding configurations listed in Table I. 
After background corrections, average values for N1/sec, N2/sec and N3/sec were calculated 
from the data between 8000 and 16000 �s, and a statistical error assigned by calculating the 
variances about the mean for the forty independent measurements. 
 
C.  N1/sec, N2/sec  and N3/sec Observables for Shielded HEU Configurations 
 
The values for the ratios N2/N1 and N3/N1 are shown in Fig. 3 for the HEU bare, and in   
1.27 cm, 3.18 cm and 4.45 cm of lead shielding, in Fig. 4 for the HEU bare and in 1.27 cm and 
3.18 cm of iron shielding, and in Fig. 5 for the HEU bare and in 1.27 cm and 3.18 cm of 12C, and 
4.13 cm of  9Be.  For all cases the N2/N1 and N3/N1 ratios are larger for the shielded 
configurations compared to the bare HEU configuration. 
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FIG. 3. N2/N1 and N3/N1 for the HEU sample bare and in 1.27 cm, 3.18 cm and 4.45 cm of lead. 
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FIG. 4. N2/N1 and  N3/N1 for the HEU sample bare and in 1.27 cm and 3.18 cm of iron. 
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FIG. 5. N2/N1 N3/N1 for the HEU sample bare and in 1.27 cm and 3.18 cm of 12C, and 4.13 cm  
of 9Be. 







7. Multiplication Determination. 
 
We compare the ratios of N2/N1 and N3/N1 to values calculated within the Hage-Cifarelli[4] 
model to extract values of multiplication. According to this model N2/N1 and N3/ N1 have the 
following dependence on the neutron leakage multiplication ML: 
 


N2/N1 = (�)�[ML *{( ML -1)��	I2 /(	I1 -1)} ]  and, 
 
N3/ N1 = (�2)� ML


 2�{( ML -1) /(	I1 -1) �[	I3+2*( ML -1) �	I2
2/(	I1 -1)}]}. 


 
Here � is the neutron detection probability, and 	I1, 	I2, and 	I3 are the first, second, and third 
moments of the neutron emission probabilities for induced fission. The ML values are 
converted to total multiplication values MT using the relationship from Serber[8] 
 
  MT  = (ML�	 - 1 -��)/(	 -1-��), 
 
where 	�is the average number of neutrons emitted /fission and � is the ratio of neutron capture 
cross section to fission cross-section. For the case of  235U, we use � =0.03, and 	 =2.62. 
 
8. Mass Determination 
 
According to the Hage-Cifarelli[4] model, the singles counting rate N1/sec should vary as 
 
 N1/sec = ��ML�Sd , 
 
where Sd is the number of delayed neutrons emitted per second, ML is the leakage multiplication 
and � is the neutron detection probability. Sd should be proportional to the 14-MeV neutron flux, 
the 14-MeV n-fission cross-section, the number of delayed neutrons emitted per fission, the mass 
of the 235U and the multiplication. Thus the following relationship is obtained: 
 


N1/sec = ML�(Mass�ML�A). 
 
The constant A contains the dependencies on the 14-MeV neutron flux, the 14-MeV n-fission 
cross-section, the number of delayed neutrons emitted per fission and the neutron detection 
probability. Here A is determined from the measurement on the bare HEU system. Table I 
contains the mass values obtained using this approach. 


 
 
 
 
 
 
 
 
 
 
 
 
 







Table 1. Values for the experimental  and calculated neutron multiplication and HEU mass. 
 
Material Thickness Multiplication  Multiplication Ratio Mass 


 cm Total Experiment Total Onedant Exp/Calc Experimental 
      
None 0.00 1.89 1.85 1.02 4.79 
Beryllium 1.59 2.17 2.44 0.89 4.33 
Carbon 2.54 1.84 1.89 0.97 5.08 
Iron 3.18 1.97 1.92 1.03 4.67 
Iron 1.27 1.92 1.89 1.02 4.71 
Lead 4.45 2.01 1.92 1.04 4.60 
Lead 1.27 1.92 1.89 1.02 4.71 


 
 
9. Summary 
 
A new method to determine neutron multiplication values using delayed neutrons has been 
developed and applied to shielded HEU systems. The neutron multiplication values are found to 
be within four percent of those calculated using the Onedant computer code, except for the 
beryllium case where the experimental value disagrees with the calculation by eleven percent.  
The primary effect of the shielding material is to increase the system neutron multiplication as a 
result of the reflection of neutrons back onto the HEU. The mass values for the shielded cases 
agree with the true mass to better than 10 percent. 
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In the year 1999 there were 504 different fuel cycle facilities worldwide, out of these 250 were in 
operation (58 uranium mills, 31 conversion plants, 22 enrichment plants, 49 fuel fabrication 
plants, 67 interim storage facilities, 13 reprocessing plants and 10 MOX plants) /1/. At the end of 
year 2000 there were 438 power reactors operating /2/. At the same period there were also 260 
research reactors in shutdown state but not decommissioned and 278 research reactors were in 
operation /3/. Nuclear materials in all these facilities and during transport could be potential target 
for theft or sabotage as well as these facilities could be potential targets for sabotage. Threats 
involving theft of nuclear material constitute a clear proliferation risk, and sabotage of nuclear 
material and nuclear facilities may have radiological consequences for the public and the 
environment. The risk imposed by criminal, including terrorist activities, both as regards theft of 
nuclear material and sabotage of nuclear material or nuclear facilities, needs to be taken seriously, 
and as far as possible, prevented. This situation is not new and special care is taken by States to 
protect and safeguard nuclear material and fuel cycle facilities under their jurisdiction. Despite 
this during the last decade illicit trafficking occurs as can be observed from the IAEA Illicit 
Trafficking Data Base. Although the responsibility for establishing comprehensive system for the 
protection of nuclear material and nuclear facilities in a State rests with that State, it is also a 
matter of international concern. The IAEA involvement and guidance in this area is very 
important and is directed from safeguards and safety perspective. 
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ABSTRACT 


 


The Indonesian government has a great concern toward the development of safeguards 


technology and therefore established a new division in National Nuclear Energy Agency 


(BATAN), named as Center for Nuclear Material Safeguards Technology (PTPBN). In this 


paper, all PTPBN’s programs both running and being planned is briefly described. 


 


INTRODUCTION 


 


Center for Nuclear Material Safeguards Technology (PTPBN) as a unit in BATAN has tasks 


and responsibilities to develop safeguards technology and assess the technical aspect of the 


implementation of international conventions on nuclear energy. The main objective of the 


research and development program is the fulfilment of the technical requirements of 


safeguards standard. Therefore accurate measurement technique and adequate physical 


protection of nuclear installation have to be accomplished. 


The research and development programs consist of both long term and short-term programs, 


depending on the nature of the programs themselves. Usually, the schedule and the allocated 


budget for the programs are planned 6 months in advance. 


 


BACKGROUND 


 


Nuclear technology in Indonesia has been developing in the last few decades and now it 


enters the nuclear industry development phase. Accordingly, nuclear materials are handled 


based on safety and security standards as regulated by international convention. Indonesia has 







strong commitment toward the full implementation of international convention in nuclear 


energy. 


As nuclear technology advances, Indonesia has made substantial changes on nuclear energy 


regulations, such as the issuance of the Nuclear Energy Act No 10/1997, followed by 


presidential decree no 197/1998. Correspondingly, the chairman of BATAN has issued 


regulation on the establishment of new unit that especially in charge of safeguard facilities. 


The main responsibility of this unit is to develop safeguards and physical protection 


technology. This unit also analyses the technical aspect of the International Convention on 


nuclear matters. This unit conducts Indonesia’s participation on the implementation of the 


Comprehensive Nuclear Test Ban Treaty (CTBT). 


 


PROGRAMS OF CENTER FOR NUCLEAR MATERIAL SAFEGUARDS 


TECHNOLOGY 


 


All research and development programs in safeguards technology are funded entirely by the 


government through annual state budgets. The main objectives of the development of Center 


for Nuclear Material Safeguards Technology are: 


1. To develop and upgrade model, technology and nuclear material detection equipments 


for the purpose of physical protection. 


2. To develop the technology of measurement and safeguards information system. 


3. To evaluate the technical aspect in implementing International Convention on nuclear 


energy.  


 


The Programs for the Year 2000 


 


In the year 2000, the research and development of safeguards technology programs were 


concentrated on the documentation of the problem of safeguards technology in BATAN 


facilities. The programs for the year 2000 were: 


��Analyses on SSAC implementation in BATAN. 


The analyses aimed to identify the SSAC implementation level in every Material 


Balance Area (MBA) in BATAN, and also functioned as a basis for further safeguards 


development in BATAN. 


Based on the analysis, it is necessary to acquire nuclear materials measuring apparatus 


and develop essential human resources in the coming years. 







��Development of information system on nuclear material safeguards management. 


It aimed to make nuclear material safeguards management more efficient and it also 


served as a database for nuclear materials in all BATAN facilities. 


The outcome of the program was the creation of information database of nuclear 


material safeguards technology  


��Computerization of nuclear material accountancy  


It aimed to develop software for nuclear materials accountancy. In the year 2000, 


computerised accountancy for item facility system was created. 


��Creation of database of physical protection technology for nuclear materials in 


BATAN facilities. 


This aimed to understand the status of physical protection technology in BATAN and 


also functioned as a basis for further safeguards development in BATAN. 


��Physical protection simulator for TRIGA research reactor in Bandung. 


The purpose is to upgrade the physical protection system in Triga research reactor. 


The result was the modelling of physical protection system in Triga research reactor in 


Bandung. 


��Development of detection technology for physical protection system 


It aimed to increase the capability of physical protection system to detect unauthorised 


access of nuclear materials in nuclear facilities. 


��Identification of BATAN activities and facilities that were already submitted to IAEA 


in order to be in line with the Additional Protocol. 


��Seminar on safeguards technology held in September 2000 in Jakarta 


 


Based on study on BATAN facilities, essential programs to be prepared in the coming fiscal 


year were: 


��Safeguards training, especially on measurement technique. 


��Software for nuclear materials accountancy to improve report system to IAEA, both in 


terms of time usage and accuracy. In the long run, integrated nuclear materials 


accountancy system for all Material Balance Area (MBA) would be constructed.  


��Annual seminar on safeguards technology to enhance knowledge on safeguards 


technology. 


 


 


 







The program for the Year 2001 


 


The program of 2001 will be focusing on the continuation of the previous year’s programs as 


well as the creation of new ones, such as: 


��Collaboration with other countries 


At initial stage experts from JNC-Japan were invited to share their expertise on their 


safeguards information system, 


��Education and training for safeguards operators by emphasising more on the 


techniques of nuclear material measurement. 


��International Seminar on Safeguards and Nuclear Test Verification Technology 


scheduled for November 2001 by inviting experts from IAEA and modern countries. 


��Field survey to determine the location of radionuclide station in Indonesia in 


accordance to CTBT. 


 


Conclusion 


 


After more than 1.5 years since the Center for Nuclear Material Safeguards Technology 


established, there are many important activities in the development of safeguards technology 


in BATAN, such as: 


��Enhance safeguards operators’ skill in measurement technology for safeguards 


purposes. This can be done by means of education and training, which emphasize on 


measurement analysis. 


��The application of a computerised system for the accountancy of nuclear materials in 


BATAN facilities is expected to be ready in 2003 and it will definitely improve the 


report system to IAEA in terms of time usage and accuracy. 


��Solve safeguards problem through research and development 


��Assess and evaluate physical protection system in BATAN facilities such that the 


system can be upgraded. Collaboration with IAEA is necessary, such as IPPAS 


MISSION. 


��Invite experts form IAEA and advanced countries in safeguards and physical 


protection technology. 
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Abstract 
In the Plutonium Conversion Development Facility (PCDF) of Japan Nuclear Cycle Development Institute 
(JNC), an improved holdup measurement system has been developed with flat response profile for the blending 
glove box (GB). The geometrical detector arrangement was optimized based on the numerical calculation of 
solid angle subtended by the detectors. The detector setting up procedure was simplified and the detector 
movement was manipulated by remote control. As a result, we have achieved the flatness within 10% deviation 
of the response profile in the region of the GB where holdup might remain and reduced operator’s exposure by 
half. Subsequently, the new system was calibrated using MOX standards and the good calibration equations were 
obtained. We concluded that the performance of the new system was sufficient for our purposes. 
 
1. INTRODUCTION 
Neutron coincidence counting has been developed and used to determine the amount of plutonium 
holdup in a GB as well as small samples and mixed oxide (MOX) product canisters prepared in MOX 
fuel fabrication facilities. In the measurement for small samples and MOX canisters, the detector 
response profile for measured material is almost flat because the material is fixed at the center of the 
cavity and surrounded with larger cylindrical detectors. By contrast for holdup measurement, a pair of 
neutron slab detectors is positioned on both sides of the GB. The region of the GB in which holdup 
may remain is scanned because the detector is smaller than the GB. As a result, the detector response 
profile is strongly dependent on the solid angle subtended by the detectors at the position of holdup as 
shown in Figure 1 (For example, the count rate increases when holdup is close to the GB surface). Part 
of the holdup is widely dispersed in the GB and its distribution is usually unknown. Therefore it is 
important in holdup measurement to optimize the geometrical detector arrangement so as to flatten the 
response profile in the GB. For this purpose, JNC had developed Super Glove Box Assay System 
(SBAS) [1] in cooperation with Los Alamos National Laboratory (LANL) in 1997. 


 
 
 
 
In the PCDF at JNC Tokai works, holdup measurement for the blending GB has been carried out using 
HBAS since 1990. HBAS was designed to measure mainly the in-process material in the blender and 
thus the detectors were positioned in front of the blender as shown in Figure 2. This detector 
arrangement reduced the response for the holdup on the GB floor and inside the cyclone which was at 
a height of over 3m from the floor. Therefore, the careful cleanup operation was carried out before 


Neutron detector 


Glove box 


Holdup position 


FIG. 2. HBAS detector arrangement for 
the blending GB at the PCDF. 


Neutron detector 


Blender


Cyclone


Blending GB


FIG. 1. Solid angle subtended by a pair of
neutron detectors in holdup measurement.
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Physical Inventory Taking (PIT). However, it was difficult to completely recover the holdup and it led 
to excessive workload and radiation exposure for the operators. In 1998, the blending GB was 
dismantled and renewed and so we had a good opportunity to renew the holdup measurement system. 
Since SBAS was designed for the GB which was less than 3m high, it could not be directly applied to 
the blending GB. Consequently, it was necessary to design a new detector arrangement for the GB in 
order to expand measured region and improve material control and accountability. 
 
2. CONCEPTUAL DESIGN AND APPROACH 
We set the design goal of achieving the flatness within 10% deviation of the detector response profile 
in the GB. In HBAS measurement, moreover, it took long time (about 30 minutes) to set the detectors 
at four measurement positions (see Figure 2) because the detectors were large (1.6m × 1m × 0.08m) 
and heavy (150kg) and workspace near the GB was narrow (1m width). Radiation dose from the GB 
was significant so that it increased operator’s exposure. So we established a further design goal of 
reducing operator’s exposure in the setting up of the detectors. 
The conceptual design is: 
 
(a) SBAS detectors with high efficiency are used for the new system. Each two detectors are 


positioned on each side of the GB (SBAS consists of four detectors.). 
(b) To simplify the setting up procedure, the detectors are rotated 90 degrees and aligned horizontally 


with sufficient spacing to cover the full width of the GB. Then each of the two detectors are 
moved vertically from the bottom to the top of the GB. As a result, this scanning procedure can 
omit the horizontal movement of the detectors after setting at the first position. 


(c) Each of the two detectors are loaded on a potable lifter. Vertical movement of the detectors can be 
manipulated by remote control. 


 
Based on this conceptual design, we proceeded with the development of a new holdup measurement 
system as follows: 
 
(a) Calculate the solid angle subtended by the detectors at points in the GB and optimize the detector 


arrangement. 
(b) Manufacture a lifting system which can accurately set the detectors at the optimized positions. 
(c) Carry out the profile test using a Cf source and evaluate the flatness of the detector response 


profile. 
(d) Calibrate the new system using MOX standards and determine the calibration equation. 
 
3. DESIGN OF GEOMETRICAL DETECTOR ARRANGEMENT 
3.1. Calculation method 
The origin of the rectangular coordinate system was set at the center of a pair of detectors as shown in 
Figure 3. The 2a, 2b and 2c are the distance between the detectors, the width of the detector and the 
height of the detector respectively. The solid angle Ω at a point P in the GB subtended by the detector 
is defined as its projected area on the surface of a unit sphere with a center at the point P, that is, the 
area surrounded by θhigh (ϕ), θlow (ϕ), ϕstart and ϕend (four thick solid lines) as shown in Figure 4. 
Therefore, the solid angle Ω at a point P (x, y, z) in the GB can be obtained by solving the following 
equation: 
 


( )cos
S


d dθ θ ϕΩ = ��                                   


( )( ) ( )( )sin sinend


start
high low d


ϕ


ϕ
θ ϕ θ ϕ ϕ� �= −� �� ,                                        (1) 


where 


( ) ( )arctan coshigh
c z
a y


θ ϕ ϕ� �−= ⋅� �−� �
, 


( ) ( )arctan coslow
c z
a y


θ ϕ ϕ� �+= − ⋅� �−� �
, 
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arctanstart
b x
a y


ϕ � �−= − 	 
−� �
 and 


arctanend
b x
a y


ϕ � �+= � �−� �
. 


 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Subsequently, total doubles rate from the point source at a point P in a detector arrangement is 
calculated in the following steps: 
 
(a) Four detectors are positioned symmetrically with x and y axes as shown in Figure 5. The solid 


angle subtended by each detector is summed up because the outputs of four detectors are 
combined into a single pulse stream in the counting system. 


(b) To take into account the neutrons scattered from the facility floor, a mirror image of each detector 
with respect to the floor is supposed as shown in Figure 6. Assuming that neutrons scattered from 
the facility floor enter the detectors at a constant ratio fr, the solid angle subtended by each mirror 
image at a point P is multiplied by fr and summed up. 
（The ratio fr was estimated to 0.8 on the basis of comparison with SBAS response profile.） 


(c) Results in the steps (a) and (b) are summed and squared using the fact that doubles rate is 
approximately proportional to singles rate squared. Thus, doubles rate from the point source at a 
point P can be obtained for a vertical detector position. 


(d) The above steps are repeated at n vertical positions and their results are summed up. Consequently, 
total doubles rate from the point source at a point P can be obtained for a detector arrangement. 


 
This procedure can be written by  
 


( )
2


4


( , ) ( , )
1 1


n


i j r r i j
i j


Doubles f
= =


� �
∝ Ω + ⋅ Ω� �


� �
� � ,                                         (2) 


 
where 
 
Ω(i,j)  is solid angle at a point P subtended by a detector, 
Ωr(i,j)  is solid angle at a point P subtended by mirror image of a detector with respect to the facility floor, 
fr    is ratio at which neutrons scattered from the facility floor enter the detectors and 
n    is number of vertical detector positions. 


FIG. 3. Rectangular coordinate system
in the solid angle calculation. 


FIG. 4. Solid angle subtended by 
a neutron detector at a point P. 
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Finally, the above calculation was performed for all mesh points (13,981 points) in the blending GB 
(4m height × 3m width × 1m depth). The mesh was set at 0.1m intervals. The three-dimensional 
detector response profile in the GB was calculated. 
 
3.2. Optimization of geometrical detector arrangement 
Four geometrical parameters of the detector arrangement, the distance between detectors and the GB 
surface (D), the gap between two horizontal detectors (G), the interval of vertical detector positions (I) 
and the height of the center of detectors at the lowest vertical position from the facility floor (H), were 
optimized by repeating the calculation mentioned above. The optimized detector arrangement is shown 
in Figure 7. The geometrical parameters were D=0.5m, G=0.3m, I=0.8m and H=0.5m. The actual 
detector arrangement was shifted 0.21m in x direction in order to prevent contact between the 
detectors and peripheral pipelines in the facility. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The vertical response profile on the process line, which is passing through the discharge mechanism, 
the blender and the cyclone in the GB (see Figure 7), in this detector arrangement was calculated as 
shown in Figure 8 (dotted lines). The calculated doubles rate was normalized to unity at the center of 


FIG. 5. Summation of solid angles subtended
by each detector at a vertical detector position


FIG. 6. Summation of solid angles subtended
by each mirror image of detector at a vertical
detector position 


Ω(i,j) 


FIG.7. Optimized detector arrangement for the blending ＧＢ. 


Ωr(i,j) 
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the GB. This figure shows that the peak height of the response profile at P1 position is higher resulting 
from the neutron scattering from the facility floor. As height from the floor is increased, total response 
profile, superimposition of all positions, is decreased. To correct this downward trend, normalized 
doubles rate at each position was multiplied by a weighting factor. The weighting factors were set at 
0.15 for P1 position, 0.2 for P2 position, 0.225 for P3 position, 0.225 for P4 position and 0.25 for P5 
position. Weighted response profile is shown in Figure 8 (solid lines). As a result of this correction, the 
flatness within 10% deviation of the response profile in the GB was predicted. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
3.3. Lifting system for positioning the detectors 
The new lifting system, as shown in Figure 9, was manufactured which can accurately set the detectors 
at the optimized positions. This lifting system had the following technical features: 
 
(a) To improve reproducibility of positioning the detectors, the rollers are attached that adjust detector 


position both horizontally and vertically. The lifting system is, moreover, set at fixed positions on 
the facility floor using anchor bolts 


(b) To reduce operator’s exposure, the vertical movement can be manipulated by remote control. 
 
This new holdup measurement system is called modified SBAS (mSBAS) because SBAS detector 
arrangement was modified. 
 
4. PROFILE TEST BY Cf SOURCE 
The profile test for mSBAS was performed using a Cf source to evaluate the flatness of the detector 
response profile. The Cf source was set in the GB and measured by mSBAS at 39 different positions 
while the new GB was cold. Measurement time at each detector position was 10 minutes (60sec/cycle 
× 10cycles) and so total measurement time including the detector movement was about an hour. As a 
result of the profile test, the vertical response profile on the process line is shown in Figure 10 and 
horizontal response profile on the GB floor is shown in Figure 11. Measured doubles rate was 
normalized to unity at the center of the GB. Figure 10 shows that the increase of the peak height at P1 
position caused by the neutron scattering from the facility floor is less than the calculation result and 
the response profile from the GB floor to the cyclone was flat within 10% deviation (1σ = 8.5%). 
Figure 11 shows that the response profile in the region under the process equipments (enclosed by the 
thick solid line) was flat with 10% deviation (1σ = 8.5%) although the response increased near the GB 
surface and decreased near the GB sidewall. Therefore, we concluded that mSBAS achieved the 
flatness within 10 % deviation of the response profile in the region where holdup might remain 
without weighting factor for each detector position. 
 
 


FIG. 8. Vertical response profile on the process
line from the solid angle calculation. 


FIG. 9. New lifting system with
a remote control. 
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5. CALIBRATION BY MOX STANDARD 
5.1. Calibration method 
Plutonium in the blending GB consists of holdup and in-process material in the blender. Since holdup 
is distributed over a large area in the GB, neutron multiplication is negligible. However, in-process 
material in the blender, up to 20kg(Pu), has finite neutron multiplication. Therefore, the boundary 
between holdup (no multiplication) and in-process material (with multiplication) was assumed to be 
1kg(Pu) based on the operational experience. Using representative MOX product as standard material, 
the calibration measurements of mSBAS were carried out by means of the following steps: 
 
(a) Ten MOX standard cans, each containing 0.1kg(Pu), were prepared. Neutron multiplication was 


corrected based on Monte Carlo simulation performed by LANL. Three standard cans were set on 
the GB floor and others were set around the process line as shown in Figure 12. These cans 
represented holdup. 


(b) Known quantities of MOX, containing 1.2, 2.5 and 1.1kg(Pu), were added incrementally into the 
blender to represent in-process material. 


(c) Consequently, mSBAS measurements were carried out with total MOX quantities containing 0.5, 
1.0, 2.2, 4.7 and 5.8kg(Pu). 


 


FIG. 10. Vertical response profile on the process
line from the profile test. 


FIG. 11. Horizontal response profile on the GB 
floor from the profile test. 
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5.2. Evaluation of calibration equation 
Measured doubles rate in the calibration is the sum of doubles rate from holdup (no multiplication) 
and doubles rate from in-process material (with multiplication). The evaluation procedure was: 
 
(a) In the region of no multiplication, ≤ 1.0kg(Pu), measured doubles rate was fitted by a linear 


equation passing through the origin. 
(b) In the region of multiplication, > 1.0kg(Pu), doubles rate from in-process material was obtained by 


subtracting doubles rate from holdup, 1.0kgPu, from measured doubles rate. Subsequently, 
doubles rate from in-process material was fitted by a quadric equation passing through the origin 
with same slope at the origin as the above linear equation. The obtained linear and quadric 
equations were combined at the boundary point (two-equation fitting). 


(c) For practical use, measured doubles rate was fitted by a quadric equation in all regions 
(single-equation fitting). 


 
The results of curve fitting are shown in Figure 13. The calibration equations in two-equation fitting 
and single-equation fitting are given by equations (3), (4) and (5) respectively. 
 
- Two-equation fitting - 


0.0867D M=                             (M ≤ Mb)                          (3) 


( )20.0867 0.0000211 bD M M M= + −          (M > Mb)                          (4) 


- Single-equation fitting - 
20.0815 0.0000161D M M= +                                                  (5) 


 
where  
 
D   is measured doubles rate [cps], 
M  is 240Pueff mass [g] and 
Mb  is 240Pueff mass [g] at the boundary point. 
 
Both of fitting uncertainties were around 3% and there was no significant difference between the 
results of the two fitting methods. Therefore, we confirmed that equation (5) was useful. 
 
 


FIG. 12. MOX standard cans positioned in the blending GB. 
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5.3. Estimation of measurement uncertainty 
The uncertainty of mSBAS measurement was estimated based on the calibration results. Components 
of uncertainty are listed in Table 1. Although some components appear to arise from a systematic 
effect in the fixed measurement condition, they change randomly under various conditions. So the 
measurement uncertainty is obtained by combining the individual components using the 
“root-sum-of-squares” method. As a result, the measurement uncertainty was found to be 10.5%. 
 


Table I  Components of uncertainty in mSBAS measurement 
Component of uncertainty Standard uncertainty [%] 


Counting statistics 5.2 


Flatness of the detector response profile 
(except for the GB surface and sidewall) 8.5 


Curve fitting of the calibration equations 3.0 


Reproducibility of positioning the detectors 1.4 


Weighing and analysis of MOX standards 0.7 


Total 10.5 
 
 
6. CONCULUSION 
We have designed and developed a new holdup measurement system, mSBAS, for the blending GB at 
the PCDF. The geometrical detector arrangement was optimized based on the numerical calculation of 
solid angle subtended by the detectors. As a result of the profile test, we concluded that the response 
profile in the region where holdup might remain was flattened within 10% deviation. Operator’s 
exposure in the detector setting up was reduced by simplifying the procedure and manipulating the 
detector movement by remote control. Two methods of curve fitting, two-equation and single-equation 
fitting, were applied to the calibration using MOX standards. Good fit was obtained with both. We 
confirmed that single-equation fitting was more useful for practical purposes. Although the good 
performance of mSBAS was obtained, the close agreement between calculated and measured response 
profile was not obtained. This disagreement appears to be caused by insufficient evaluation of the 
neutron scattering from the facility floor. We will investigate this discrepancy in detail in near future 
using Monte Carlo Neutron-Particle (MCNP) code. 
 
REFERENCE 
[1]  T. Asano, H. Kobayashi, S. Takahashi et al., “Development of improved hold-up measurement system  


at plutonium fuel production facility,” Proc. 38th INMM annual meeting (1997) 


FIG. 13. Curve fitting in the mSBAS calibration.
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STRENGTHENED SAFEGUARDS: PRESENT AND FUTURE CHALLENGES 


 
Pierre Goldschmidt 
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Introduction 


The IAEA safeguards system is experiencing what can be seen as a revolution and, in doing so, is 
confronting a series of challenges. Strengthening measures have meant the availability of more 
information, increased access to facilities and other locations, and the enhanced use of advanced 
technology. Implementing these measures has demanded a period of rapid development, which is 
far from complete. 


 
These challenges can be grouped into three areas: 


��Drawing and maintaining safeguards conclusions, 


��Designing and implementing integrated safeguards, and 


��Achieving “cost neutrality” while maintaining quality and credibility.  
 


Nuclear Material Security 


In addition to the safeguards issues addressed later in this article, it is worth mentioning that the 
Department of Safeguards is also confronting new challenges related to the issue of nuclear security. 
Effective physical protection of nuclear material by States has always been recognized as a key 
component of the non-proliferation regime. The tragic events in the United States last September 
have demonstrated the organizational capabilities of contemporary terrorist groups and their 
willingness to inflict casualties on a huge scale. The traditional concern of nuclear proliferation by 
States has now been joined by another major concern: the illegal acquisition of nuclear and 
radioactive material by sub-national groups leading to the manufacture of nuclear or radiological 
weapons, and the threat of sabotage of nuclear facilities. These risks are not new but the level of 
public awareness and concern has increased dramatically. 


Since 1995, the Agency has performed a range of activities aimed at increasing the capability of 
Member States to prevent sub-national, terrorist or criminal groups to acquire and use nuclear and 
other radioactive materials. The Agency is now in the process of strengthening its activities in these 
areas and the Department of Safeguards, through its Security of Material Programme and through its 
application of safeguards to nuclear material, will play a central role. There will, inevitably, be 
consequences for Departmental priorities and plans. These activities will present a major new 
challenge in addition to those already faced. 


 
Drawing and Maintaining Conclusions 


 
To ensure a high level of confidence in the Agency’s safeguards conclusions, it is important that 
Member States understand the process that is used to draw these conclusions. The objective of 
implementing safeguards measures in a State with a comprehensive safeguards agreement is to 
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the 1997 Regular Budget and more than $13 million from the extra-budgetary contributions. 
However, this reference point of $100 million does not include the costs associated with major new 
projects such as the large-scale reprocessing plant at Rokkashomura in Japan which, in addition to 
some $9 million in Agency safeguards equipment, will also require a 10% increase in overall 
inspection workload.  


The cost for increased information collection, analysis and evaluation requirements at Headquarters 
and the exponential growth in State evaluation and review work has so far been met largely from 
within the existing budget and staff ceilings – and achieved by a number of internal efficiency 
measures. But it should be clear that if inspectors are performing State evaluations, typically 
involving weeks or months of work, or if they are being trained, they are not performing 
inspections. The scope for finding further efficiency gains and for re-allocating staff to meet the 
increasing demands without endangering effectiveness is exhausted.  If the Secretariat is to deliver 
the high level of assurance of non-proliferation which is expected by Member States, then an 
increase of at least 20 Professional staff is required without delay. 


Attention should also be drawn to the unhealthy reliance on high extra-budgetary funding which is 
often accompanied by limitations on how the funds may be used. This makes it extremely difficult 
for the Agency to fulfill its mandate effectively. 


The discussions about the 2002 Budget during the June 2001 Board of Governors meeting did not 
give the Agency much hope for obtaining an increase in coming years of a Regular Budget above 
the zero-real-growth level. The problem in being some $20 million under-funded is that not only do 
a number of activities have to be postponed, but that there are no staff and no financial reserves to 
face any unforeseen event that would require immediate action. 


As a result, any such event creates a crisis within the Department of Safeguards; a situation which 
bears directly on staff morale and, eventually, on the quality of work. 


Another challenge faced by the Department are the difficulties encountered in recruiting and 
retaining suitably qualified staff. The most experienced of the inspectorate are aging en masse. 
Between 2000 and 2003, 45 inspectors out of a total of 223 will retire. At a time when the 
Department is under unprecedented pressures, it is difficult to cope with the loss of this expertise. 
And in seeking replacements, there is a shrinking pool of potential recruits as fewer and fewer 
bright young people are choosing careers in the nuclear disciplines that are required. 


Conclusions 
Implementation of additional protocols  represents the most dramatic step the international 
community has taken over the past decade to strengthen the Agency’s safeguards system. However, 
the full potential of strengthened and integrated safeguards can be realized only when there is 
universal adherence to the provisions of INFCIRC/540 (Corr.). In 1997, when the Board of 
Governors approved the Model Additional Protocol, there was no shortage of supporting statements 
by Member States. It is disappointing, therefore, that so many States have been slow in matching 
their words with deeds. 


The Agency’s safeguards system is changing and presents many challenges. The Agency is working 
to meet these challenges and, as experience is gained, the planning and implementation measures 
are being further developed. At the same time, safeguards activities continue to be conducted, 
covering the 352 facilities with one significant quantity or more of nuclear material. The fact that 
the Agency is managing to conduct these activities with historically high levels of success while 
facing all the challenges that have been outlined is an achievement in which the Agency can take 
pride. 
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Abstract 
 
Nuclear materials under jurisdiction  of the Slovak Republic are located in five nuclear facilities and in location 
outside facilities (LOFs) - nuclear materials for non-nuclear purposes. Nuclear Regulatory authority has been 
authorised to account for and control of nuclear materials . These activities are performed  in accordance  with  
legal regulations and international commitments of the Slovak Republic. 
 
     
1. Introduction 
 
The State System of Accounting for and Control of Nuclear Materials (SSAC) which is 
established in the Slovak Republic was developed by the former Czechoslovak Atomic 
Energy Commission and after splitting of the Czechoslovak Republic in 1993 it has been fully 
accepted by the regulatory authority of the Slovak Republic. This system is based on 
requirements of the safeguards agreement between the government of the Czechoslovak 
Republic and the IAEA (which has been accepted by the government of the Slovak Republic), 
known as INFCIRC/173. The agreement is conforming to INFCIRC/153 i. e. it is reflecting 
requirements of the Treaty on the Non - Proliferation of Nuclear Weapons (NPT) which was 
signed by the government of the Czechoslovak Socialist Republic on 01. 07. 1968 and in 
March 1993 was accepted by the government of the Slovak Republic. [2] 
 
 
 
2. Objectives of SAAC in the Slovak Republic. 
 
      The SSAC in tje Slovak Republic has national and international objectives. 
 
a) National: 
 


- to acount for and control nuclear materials in the Slovak Republic, 
- to contribute to the detection and prevention of unauthorized use of nuclear materials, 


detect loses of nuclear materials, and provide information that could lead to the 
recovery of missing material, 


- to assist the management of nuclear facilities to achieve optimum discharge of the 
obligations imposed on them by the SSAC, 


- to encourage the efficient , safe and economical use of nuclear materials by operators 
through the use of the control measures prescribed by the SSAC,   
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b) International: 
 
      In particular, to provide the essential basis for the application of the IAEA safeguards 
pursuant to provision of the agreement between the SR and the IAEA. 
  
3. Principal Elements of the SSAC in the Slovak Republic. 
 
     Organisational and functional elements of the SSAC in the Slovak Republic can be 
addressed in the following six major areas: 
 
a) Authority and Responsibility 
b) Laws, Regulations and Other Measures 
c) SSAC Information System 
d) Establishment of Requirements for Nuclear Materials Accounting and Control 
e) Ensuring Compliance 
f) Technical Support 
 
4. Legal Basis for the IAEA Inspection Activities 
 
      Legal Basis for the IAEA inspection activities is an Agreement between the government 
of the Slovak Republic and the IAEA (INFCIRC/173). The Agreement is supplemented by 
the Subsidiary Arrangement (SA), which contains in the general part the requirements on 
accountancy documentation, reports and inspections. The Facility Attachment is a part of SA 
which contains information specific for individual MBA, mainly, 


- a brief description of the facility, its purpose, nominal capacity, geographic location, 
the name and address, 


- location and flow of nuclear materials, a description of features of the facility relating 
to material accountancy, containment and surveillance, 


- a description of the existing and proposed procedures at the facility for nuclear 
materials accountancy and control with special reference to material balance areas and 
key measurement points, measurements of flow and procedures for physical inventory 
taking. 


This document is prepared by the IAEA using the Design Information Questionnaire supplied 
by the facility operator. 
 
5. Computerised system. 
 
      The Nuclear Regulatory Authority of the Slovak Republic uses computerised system for 
SSAC - Code ZÁRUKY 3.00. This code should be able to communicate with the database of 
operators, which are allowed to handle nuclear material and it should reflect all limitations 
specified in theirs permissions. It is created on a system with fully satisfactory safety, strictly 
defined confidentiality and in a system, which allows the access of several users in parallel. 
As a new component of the code the system for reporting in accordance with the requirements 
of the Additional Protocol will be incorporated. [1] 
 
6. Illicit trafficking 
 
Starting after political changes in the Central Europe in the beginning of nineties the Slovak 
Republic is facing a new type of crime – illicit trafficking of nuclear and radioactive 
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materials. Direct economical losses in this case are not comparable with the impact on 
proliferation and radiation safety risk. 
The government of the Slovak Republic is aware of the situation and has prepared some 
measures which may help us to cope with this problem. These measures were mostly 
concentrated on detection on the state border as well as inside the state. However, the most 
important is a state system of measures how to prevent removal of material into illegal use. 
 
7. Protocol Additional 
 
The Protocol Additional was signed by the government of the Slovak Republic in September 
1999. However, The Protocol cannot be ratified, as the laws now in effect in the Slovak 
Republic do not make it possible to meet all requirements resulting  from the Protocol. To 
enable the ratification of the Protocol Additional, first of all it is necessary to amend the 
Atomic Law and associated regulations. To do this, it is necessary to analyse the performance 
of inspections, and subsequently to amend all legislative documents. The requirements from 
the Protocol Additional also overlap with areas that are currently not covered by the 
competence of the Nuclear Regulatory Authority of the Slovak Republic ( ÚJD SR ) and are 
frequently related to areas liable to the highest level of confidentiality. 
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Mr. Chairman, distinguished colleagues: 
 
Before the seismic events of September 11, the world nuclear industry had begun, with 
increasing confidence, to embrace the theme of a renaissance in nuclear power.  My purpose 
today is to examine this expectation.  In closing, I will speculate as to how nuclear power might 
be affected by the world’s new focus on international terrorism. 
 
A Backdrop of Pessimism 
 
The theme of nuclear renaissance arose in the late 1990’s against a backdrop of doubt as to 
whether there was any future at all for a technology once heralded as the energy of tomorrow.  
This pessimism was centred in Western Europe and North America, where nuclear power 
originated but where nuclear construction has been curtailed for two decades.   
 
On analysis, the actual cause of this hiatus has been mainly economic – market saturation and 
the availability of cheap fossil alternatives in an extended era of environmental laissez-faire.  
But, in common perception, the problem has been public acceptance.   
 
Public attitudes have, for certain, been a problem.  If in America nuclear energy has faced 
scepticism, in Western Europe the anti-nuclear movement has become entrenched and quasi-
religious.  In both regions, instead of contemplating the vast potential of the atom to alleviate 
threats to the biosphere, environmentalists have responded by nurturing a romantic passion for 
renewables that has only intensified their animosity to nuclear power.   
 
As a result, public debate has moved toward gridlock, wherein those most concerned about the 
environment have often been the most rabid opponents of the major technology available for a 
large-scale global strategy to preserve it.   
 
Factors in the American ‘Renaissance’ 
 
In this context, the theme of a nuclear energy rebirth has gained cogency from two 
developments: an increasing public recognition that the biosphere does indeed face dire 
dangers requiring real solutions and an emergence of practical factors favouring the use of 
nuclear power.  
 
Within the United States, where the term ‘nuclear renaissance’ was coined, one can identify at 
least ten such factors. 
 


�� Increased Operating Efficiency.  A fundamental factor has been steadily increased 
operating efficiency resulting in greater nuclear output and lower costs.  In the 1990’s, 
without a single new power plant, the U.S. nuclear industry increased its production by 
some 28% – the equivalent of building more than 20 new 1,000 MW reactors in that 
decade.  Whereas deregulation had been expected to worsen nuclear power’s problems 
of comparative cost, the actual response to market pressure was a sharply improved 
capacity factor – an intensification of operations that was achieved in parallel with, not at 







 


 


the expense of, improved operational safety.  Thus, in a decade that saw a major 
expansion in U.S. electricity consumption, nuclear maintained its 20% share while 
building of record of highly efficient performance. 


 
�� Improved Public Opinion.  A second factor is more favourable public opinion, 


attributable to a diminishing memory of Three Mile Island and Chernobyl, an absence of 
other nuclear incidents, and the replacement of romance with realism in the discussion 
of national energy policy.  The effect of the California energy crisis was to weaken the 
role of populist ideology and to fortify energy planners who promise to deliver reliable 
supply. 


 
��Wiser Deregulation.  A third, related factor is a widening recognition that deregulation 


schemes must provide for long-term base-load planning – not just spot markets – a 
stipulation that will benefit nuclear fundamentally. 


 
�� Less Burdensome Regulation.  A fourth factor is a more streamlined regulatory climate 


for both nuclear operations and new construction.  The NRC has now pre-approved 
three advanced power plant designs, so that a new reactor will no longer be subject to 
legal challenge regarding safety of design.  Before construction even begins, utilities will 
be able to obtain a single license to construct and operate. 


 
��Reduced Confidence in Alternatives.  A fifth factor is generalized worry over future price 


and availability of natural gas.  From a national defence perspective and in the outlook 
of a utility planner, energy security is a growing concern.  


 
�� Improved Industry Planning.  A sixth factor is the increasing consolidation of ownership 


in the nuclear industry, which is producing new economies of scale and an 
unprecedented focus on efficiency and long-term planning in this single technology.  For 
a nuclear utility, a reactor is not just one technology on a smorgasbord but the very 
essence of the business.  


 
�� Lower Construction Costs.  A seventh factor is expanding confidence in the affordability 


of new reactor construction.  The holy grail is $1,000 per kilowatt, and cost projections 
for new designs are slowly shrinking toward that goal.  Those engaged in developing the 
pebble-bed modular reactor already forecast attaining this goal if and when PBMR’s are 
built in multiple numbers.  Other reactor designs, such as those now being studied by 
this Agency, may also eventually meet that goal. 


 
��Pro-Nuclear Government.  The eighth factor – which arrived compliments of some 


famously low-tech voting machinery in Florida – has been the advent of an explicitly pro-
nuclear Administration with many allies in Congress.  The Bush-Cheney energy plan 
and related legislation have provided both substantive support and psychological uplift 
to the entire U.S. nuclear industry. 


 
��A Solution to the ‘Unsolvable’ Problem.  A ninth and closely related factor is the 


prospect of a solution to the long-standing question of permanent waste disposal.  After 
years of political procrastination and scientific study, an affirmative presidential decision 
on the planed geological repository at Yucca Mountain is expected in the months just 
ahead.  An already legislated fast track scenario should ensure that such a decision, if 
made, is implemented without legislative or legal roadblocks.  


 
��Favourable Environmental Policy.  A tenth and overarching factor is a genuine and 


growing concern – in Congress and among the American people – about the global 
environment.  Despite the impression created by President Bush’s initial stance on 
Kyoto, this concern will eventually be reflected in American domestic and foreign policy.  







 


 


In policy on both fronts, the real-world environmental value of nuclear energy will be 
recognised and rewarded.    


 
These factors combine, I believe, to make the American nuclear renaissance not just an 
industry theme but a very real prospect.   
 
On the World Scene: A Continuing Expansion 
 
The advent of new build in America would surely have trend-setting implications for nuclear 
energy worldwide.  But nuclear power has already been advancing, more than is generally 
realized, on a broad-based global plane.   
 
This distance between perception and reality bears emphasis.  Western journalists and 
policymakers tend to assume that nuclear power has been in widespread decline.  But ethno-
centricity creates illusion.  While people in Europe and America often debate nuclear power as 
if their decisions will determine the global future, nuclear energy has been expanding worldwide 
through the work of decision-makers elsewhere who could hardly care less about the theologies 
flitting through the mind of a green energy minister in Brussels or Berlin. 
 
As evidence for this broader trend, several facts and factors may be cited. 
 


1. Positive Trends in Consumption.  The first of these is the worldwide pattern in energy 
consumption.  Over the last four decades, nuclear energy has, in percentage terms, 
been the fastest growing energy source in the world.  This trend continued in the 1990’s, 
when nuclear energy output grew by 30% worldwide, increasing its share of global 
primary energy supply from 6.5% to 7.6%.  In the 1990’s, nuclear energy grew in Asia 
by 70% and even in Europe by over 20%; and in the countries of the former Soviet 
Union, nuclear power was the only energy source to grow rather than decline. 


 
2. Widespread Construction.  Second, new nuclear construction is alive and well not only 


in much of Asia and Eastern Europe but also in Latin America and South Africa.  In the 
last five years, 24 reactors with 12,000 MWe have been commissioned, and 36 new 
reactors totalling over 30,000 MWe are now under construction.  If, as we may 
reasonably expect in the not distant future, ‘new build’ is approved in Britain as well as 
America, advanced nuclear power reactors will be under construction in every region of 
the world.  Such widespread construction of new reactors will break a barrier of 
perception, shifting the question – everywhere – from ‘whether’ to ‘how many?’   


 
3. Action on Waste Disposal.  Third, on the chronic issue of waste disposition, historic 


progress on repositories and long-term storage is occurring simultaneously on a broad 
front that includes not only America but also Sweden, Finland and Russia.  These 
advances will break another barrier of perception, ending forever the common allegation 
that nuclear waste is an ‘unsolvable’ problem. 


 
4. A Useful Political Debate.  Fourth, nuclear energy’s battle with green ideology has not in 


fact gone badly.  In Sweden and Germany, the entry of greens into government has 
produced something like an inoculation effect, generating a public debate through which 
citizens have come to recognise the real long-term consequences, both economic and 
environmental, when green dogma is converted into public policy.  The phenomenon of 
minority green parties with a hostage-hold on coalition governments will continue to 
amplify green influence in several European countries – the most recent example being 
Belgium.  But political posturing must be distinguished from political outcomes.  
Ultimately, it is difficult to imagine that any West European country, faced with energy 
needs and environmental constraints, would actually abandon a successful program of 
civil nuclear power.  


 







 


 


5. A Better-Organized Market.  Fifth, the limits of deregulation are being widely recognized.  
It has become clear from painful experience that policies that satisfy consumer populism 
in the short term can jeopardise consumer interests over the longer term, bringing 
shortages and price spikes.  Increasingly, governments everywhere understand that 
long-range supply-and-purchase arrangements represent prudent planning and yield 
needed investments. 


 
6. An Improved Context for Affirmative Decision.  The sixth factor is a change in underlying 


economics and in the outlook of those who make energy decisions.  For example, in 
Europe as in America, fundamentals are changing.  In the decade ahead, Europe’s 
energy market will eliminate over-capacity, and the age structure of Europe’s power 
plants will require decisions on new build.  Meanwhile, consolidation is producing ever-
larger power companies that are willing and able to make large, long-term investments.  
Facing a future in which natural gas supplies and prices are uncertain and in which 
carbon emissions are likely to be penalized, these energy investors will surely see merit 
in new nuclear designs that are long-lived, even safer than today’s, and also cheaper 
and quicker to build.  Their decisions will be economic – but with a long-term view 
shaped by nuclear energy’s improved competitiveness and by considerations of 
environmental and energy security.     


 
7. Constructive Integration of Environmental and Energy Policy.  A final and overarching 


factor is that nuclear power is inexorably benefiting from increasing public recognition of 
the enormous stakes embodied in the question of how humanity produces energy in the 
21st century.  Understanding is spreading that the only way to save our environment is 
to infuse economies with incentive systems that motivate environmentally benign 
behaviour and deter activities that are damaging to the local environment and the 
biosphere. 


 
The principal market-based tools will be ‘green taxes’ on emissions and tradable permits 
to pollute.  But whatever the policy technique, the goal will be to harness the power of 
the market for the sake of the planet’s health.  As this transformation occurs – as 
environmental policy is assimilated into the very bloodstream of the international 
economy – it will constitute nothing short of a revolution. 
 
Inevitably, this revolution will benefit nuclear energy – not by subsidising it, but by 
attaching to the use of fossil fuel a cost increment that reflects the true burden of that 
energy source on man and environment.  Even without taking climate effects into 
account, the EU’s ‘ExternE’ study has shown just how great that burden is and that 
when true costs are assessed nuclear is cheap. 


 
Battles Still to be Fought 
 
These favourable factors do not preclude some difficulty for nuclear power in the years ahead.  
In Britain, the coming debate over new-build is likely to produce a dramatic political spectacle, 
and many other political dramas may unfold – in Belgium, Germany, France, on the Austro-
Czech border, in Italy’s flirtation with a return to nuclear, and so on. 
 
These battles must be fought, for there is no greater issue at stake in the world today than the 
question of whether humankind can reconcile the economic advancement of its proliferating 
numbers with the preservation of the environment that allowed civilization to evolve.  Under any 
realistic scenario, this reconciliation requires the widespread use of nuclear energy. 
 
Central among these battles is the shaping of a rational climate change regime to which the 
entire global community can subscribe and adhere.  In the Kyoto process thus far, green efforts 
to stigmatise nuclear energy have temporarily carried onto the global stage two European 







 


 


idiosyncrasies:  the inordinate influence of small political minorities and adamant opposition to 
the one technology best equipped to achieve the desired result.   
 
These early green successes in shaping the climate regime seem sure to be transitory because 
the outcome thus far – which is essentially the result of a backroom collaboration among 
national delegations led by environmental ministries – is too perverse to stand.  The climate 
challenge arises from the economic activity of a rapidly expanding global population; and the 
preponderance of human numbers and economic activity is represented by governments – 
China, India, Russia, Japan, Korea, the United States, Brazil, Britain, France – that hold a 
favourable view of nuclear power and that perceive the environmental benefit.  A climate 
regime that seeks to deny this is at odds not just with scientific – but also with geopolitical – 
reality.   
 
President Bush’s withdrawal from the Kyoto process has been widely lamented as an 
abdication of world leadership.  But in supplying leadership, the Bush administration or its 
successor may yet have a positive role to play.  Earlier, it was the Clinton Administration that 
insisted on the use of market mechanisms as the only realistic and efficient means to achieve 
global greenhouse gas reductions.  At such time as the U.S. re-enters the climate negotiation, 
the American administration will be well positioned to introduce another dose of realism by 
insisting on equitable treatment of nuclear power.     
 
Bringing the global climate change regime into congruence with the very goals it is meant to 
achieve is one obvious imperative.  A corollary goal should be to harness the great multilateral 
development institutions in support of nations that include nuclear power in their strategies for 
sustainable development.  Today, policy in the development institutions is skewed – as in the 
climate talks – by political correctness, bureaucratic timidity, and lowest common denominator 
decision-making that exaggerates minority influence.  This status quo should be challenged in 
the interest of seeing nuclear power realise its full worldwide potential as an urgently needed 
clean energy technology. 
 
The Factor of Terrorism 
 
In my analysis, such steps would serve only to accelerate a worldwide expansion of nuclear 
energy that is already in progress.   
 
The topical question today is how that progress might be affected by a new factor – concerns 
about international terrorism that must be regarded as legitimate, that are already the subject of 
media treatment, and that greens have quickly seized on as a new argument against nuclear 
power. 
 
In an important sense, of course, the industry has been through this before, having for years 
been haunted by concern that still another reactor incident might worsen the psychic legacy of 
Chernobyl – with negative implications for nuclear energy everywhere.  Starting in 1989, this 
worry was turned to constructive action by the World Association of Nuclear Operators, which 
has taken its place by the IAEA as a pillar of the nuclear industry.  Just as IAEA safety 
standards and safeguards are indispensable to nuclear power’s long-term future, WANO’s 
global network of technical exchange and peer review is now essential in ensuring the highest 
feasible levels of operational safety. 
 
No civilised person could hope for the current state of fear.  But just as Chernobyl spurred 
positive action, we in the nuclear industry and those in this Agency can do no better today than 
to use the opportunity to reapply ourselves, with new resolve, to a duty already on our agenda:  
that of identifying and correcting those aspects of the nuclear fuel cycle that may be vulnerable 
to extreme and malicious acts.  We may pray that current fears subside.  But while they exist, 
this Agency and the world industry should seize the moment to institute added precautions that 
will stand nuclear power in good stead for decades to come.   







 


 


In the process, the industry and this Agency must walk a fine line between downplaying the 
danger and inadvertently exacerbating it.  The public must not be deceived.  But care must be 
also taken to avoid an exaggerated perception of vulnerability.  The worst of all worlds would be 
to inflate both public fear and terrorist temptation beyond what the facts merit. 
 
Terrorism may occur at any moment at any place.  But under realistic analysis, nuclear reactors 
are subject to decreasing levels of probability – starting with the limited likelihood that terrorists 
would choose the known tactic of hijacking a jumbo jet to assault a robust structure with few 
occupants instead of a vulnerable location with many occupants.  That level of probability 
diminishes through a series of ‘if’s’: success in the hijacking, success in navigating a large jet 
onto a small target, success in breaching the containment, success in releasing radiation that 
would do more damage than the crash itself.  As to the possibility that a nuclear reactor could 
be made to erupt in a mushroom cloud, the public must be reassured that the probability is zero 
– an educational task that faced us even before September 11. 
 
In contrast, facilities for reprocessing and spent fuel storage have greater vulnerability, and the 
industry must work with this Agency and national governments to achieve fully adequate 
defence.  In some cases, improved physical barriers may be warranted.  Such measures could 
be on-site, such as moving facilities underground or erecting strong open-air geodesic 
frameworks above.  Meanwhile, current concerns are likely to underscore the importance of 
achieving permanent or long-term burial of spent fuel in a limited number of well-prepared sites.   
 
This argument will not go unopposed.  In Nevada, a local congressman has already declared 
that the transport of spent fuel to Yucca Mountain has now become too dangerous to risk.  But 
in the final analysis, the counter-argument – that the sooner spent fuel is underground the 
better – is more likely to prevail.   
 
Viewed in a broader perspective, the current sense of terrorist danger – and the larger and 
more ominous fear of a clash of civilisations – is likely to strengthen an argument that can only 
redound to the benefit of nuclear power: the importance of energy security.  This factor, always 
one of nuclear energy’s great assets, may become increasingly important.  
 
With this factor in the balance, the current crisis will probably strengthen, rather than weaken, 
the impetus toward nuclear power.   
 
But even before September 11, the world faced crisis enough to justify a vast worldwide 
expansion of nuclear technology.  If humankind is to meet the threat posed to the biosphere by 
our very existence, the world will need advanced nuclear reactors not just by the hundreds but 
by the thousands. 
 
In the century ahead, virtually all such reactors will incorporate principles of proliferation 
resistance and inherent safety.  This will enhance our confidence but it will not diminish this 
Agency’s role.  Indeed, in any rational world we can foresee, the IAEA will have crucial and 
expanded responsibilities.  Even after all of its travails, nuclear energy remains today as it 
began – the energy of the future – and to return to the subject of this conference, the work of 
this agency in verification and nuclear materials security remains a growth industry. 
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RAPPORTEUR’S OVERVIEW OF THE IAEA SAFEGUARDS SYMPOSIUM 
2001 AND THE CHALLENGES AHEAD 
 
LAWRENCE SCHEINMAN  
Monterey Institute of International Studies, USA 


 
Effective control of nuclear material is fundamentally important to the credibility 


and reliability of the nuclear non-proliferation regime. Under the Nuclear Non-
Proliferation Treaty (NPT) international safeguards are applied to non-nuclear-weapon 
state parties for the purpose of verifying compliance with their undertakings not to seek 
to acquire nuclear weapons or explosive devices by assuring that safeguarded nuclear 
activities and material are not diverted from their intended peaceful use. Reflecting the 
sovereign state basis upon which the international system rests, the control and protection 
of nuclear materials within the state are the responsibility of the national authority. This 
division of responsibility between international verification of non-diversion on the one 
hand and national responsibility for material protection on the other has worked quite 
well over time but it has not created a seamless web of fully effective control over 
nuclear material. It has been said repeatedly during the course of this symposium that we 
are living in a new world characterized by a terrorism whose appetite is bounded only by 
the capabilities available to it. Nuclear capabilities are among those to which terrorists 
aspire as indicated by Osama Bin Laden’s reference to acquiring weapons of mass 
destruction as a religious duty.  To this might be added access to radiological sources and 
the threat of nuclear sabotage This access must be prevented. The question is how. 
 


To begin with we need to think beyond the boundaries between the sovereign 
state and the international system within which we have lived from the outset of the 
nuclear age; in particular to balance the traditional demands of sovereignty and the 
legitimate demands of the international community to be assured that all states are 
protecting nuclear material adequately. Recognizing that nuclear material is the key 
element in access to nuclear weapons or explosive devices and the most difficult to 
acquire, and that it can also serve as a source for radiological terror, we need to think 
systematically, comprehensively and wholistically about the management and control of 
nuclear material. This means thinking vertically in terms of integrated material control 
structures from the global regime at one end to the local operator of a nuclear facility at 
the other. To be optimally effective, barriers against unauthorized access to nuclear 
material need to be inclusive. We need to explore how to accommodate traditional state 
sovereignty with the demands of an evolving transnational, globalizing environment so 
that we can maximize the effectiveness of tools available to us to prevent unauthorized 
access to dangerous materials, whether by states or by sub-national actors, and where 
necessary craft new ones. Diversion safeguards, physical protection of nuclear material, 
and control over illicit trafficking of nuclear material and preventing sabotage at nuclear 
facilities or locations are all parts of this seamless web. 


 
The IAEA was sharply criticized for failing to spot Iraq’s extensive clandestine 


nuclear program, which only became known in the aftermath of the Gulf War. This led to 
efforts to significantly strengthen the safeguards regime as codified in the May, 1997 







 2 


decision of the IAEA Board of Governors to approve a model Additional Protocol 
(INFCIRC/540) to safeguards agreements. On the positive side the Additional Protocol 
provides the IAEA with important new capabilities including significantly greater access 
to information regarding all state activities related to the use of nuclear material, greater 
inspector access at nuclear sites, very short notice inspections, advanced surveillance 
technologies, and environmental sampling. On the negative side, the rate of accession to 
the Additional Protocol has been slower than anticipated and disappointing. Whether as a 
result of inertia, bureaucratic impediments, concerns about intrusion on national 
sovereignty or for other reasons only 22 of the 187 parties to the NPT (not yet including 
any of the five nuclear weapon states all of whom have voluntary safeguards agreements 
with the IAEA under the NPT regime) have ratified the Protocol and entered it into force. 
Only 2 of these are states with significant nuclear activity. 


 
There are a number of verification-related measures that can and should be 


considered that would strengthen the IAEA – the preeminent international 
nonproliferation institution – and in doing so, contribute to international security, stability 
and predictability.  There are other measures that relate to physical protection of nuclear 
material that also should be pursued with deliberation. What follows is my view of what 
should be done in both of these areas, always having in mind the importance of seeking 
greater coherence and integration in the matter of controlling and managing nuclear 
material. Radiological and sabotage scenarios are not considered in depth for the 
moment. 


 


Measures Regarding International Safeguards: In so far as safeguards are 
concerned, six points are to be made: 


1. INFCIRC/153 agreements: Completion by all NPT parties of the required 
safeguards agreements with the IAEA. As we have been reminded this week, 50 states 
party to NPT still have not entered into treaty-obligated safeguards agreements with the 
Agency. This not only leaves gaps in the system, but it undermines the normative 
strength of the international safeguards regime. There is an additional consideration: in 
concluding a safeguards agreement with the IAEA under INFCIRC/153, states undertake 
to establish a state system of accounting and control (SSAC), reports from which serve as 
a basis for independent verification by the IAEA. Even in situations where only very 
limited nuclear activity is present, that is to say where the small quantities protocol 
applies, these SSACs, as small as they may be, could play a role not only in ensuring a 
full understanding of nuclear-related activity in the state, but also in contributing to 
efforts to ensure physical protection of nuclear material and to thwart its illicit trafficking.  
 
2. Adherence by all full-scope safeguards states to INFCIRC/540. As noted, very 
few states have thus far negotiated and implemented the strengthened safeguards 
arrangements. Until all states under comprehensive safeguards have brought an 
Additional Protocol into force, the gains made by agreeing to the principles it embraces 
will remain unfulfilled. The objective should be rapid completion of the appropriate 
protocols by all states, including the nuclear weapon states pursuant to and consistent 
with their voluntary safeguards arrangements with the IAEA, [and the non-
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comprehensive safeguards states with respect to their more limited safeguards 
undertakings] We should also keep an open mind on whether still further measures might 
need to be considered in the interest of sustaining a robust safeguards regime that enjoys 
the confidence of the international community. We all know that safeguards are a 
dynamic, not a static system, and that we must be ready and willing to take necessary and 
appropriate steps from time to time to adjust to changes in the environment in which they 
operate if they are to continue to fulfill the purposes for which we established them. We 
know it, but we don’t always assimilate it. 
 
3. United Nations Security Council action to take its compliance/enforcement 
related 1992 assertions on proliferation and safeguards a step further. 
In January 1992, the President of the Security Council, speaking on its behalf stated that 
“The proliferation of weapons of mass destruction constitutes a threat to international 
peace and security. The members of the Council commit themselves to working to 
prevent the spread of technology related to the research for or production of such 
weapons and to take appropriate actions to that end…. On nuclear proliferation… the 
members of the Council will take appropriate measures in the case of any violations (of 
safeguards) notified to them (by the IAEA).” Given the importance of compliance and 
enforcement measures to state confidence in the dependability of the regime to support 
national security objectives, reaffirmation by the UN Security Council of its 
pronouncement whether by resolution or in some other form would be an important 
regime-reinforcement measure. Prompt collective reaction to reported safeguards 
violations would be even more important. Would-be proliferators must be made to 
understand that the option of exploiting differences among the permanent members of the 
Security Council is not possible because on this issue, there will be no differences. 
 
4. Non-NPT party support for international safeguards. India, Pakistan, Israel 
and Cuba are not parties to the NPT. Each has determined for one or another reason that 
the NPT does not meet their political-security needs. But there is little evidence that they 
favor nuclear proliferation elsewhere, and they have largely followed the practice of not 
assisting, encouraging or inducing proliferation in other states. There is a case for urging 
their more direct support on the principle that action speaks louder than words. The main 
areas in which they could help reinforce the regime involve safeguards and export 
controls. With respect to safeguards, each, but primarily India, have nuclear facilities and 
locations, not related to their weapons programs, that are outside of international 
safeguards. Voluntarily submitting these facilities to IAEA safeguards (similar to the 
concept of voluntary offers of the nuclear weapon states which themselves vary) would 
send a positive message that they value safeguards, and would help to reinforce the 
importance of the principle of having effective means of inspection to ensure compliance 
with undertakings. In so far as export controls are concerned, they could be strongly 
urged to adopt the practices of the vast majority of nuclear exporters with respect to 
supply conditions and restraints even to the extent of notifications of exports to the 
International Atomic Energy Agency to increase knowledge of national nuclear profiles 
wherever the Agency conducts safeguards. Both actions by the non-NPT states should 
entail establishment of national regulations that could help to tighten controls over 
nuclear material more generally and thus contribute to the objectives of enhanced 
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physical protection of nuclear material and control over potential illicit trafficking. There 
is precedent for this in French non-proliferation policy prior to joining the NPT.  NPT 
states should seek to influence the non-parties to take steps along these lines. 
 
5. Safeguards financing. One of the most serious impediments to 
international safeguards effectiveness and therefore to the confidence that they provide is 
resources.  Since the mid-1980s, the IAEA regular budget, which is the primary source of  
safeguards financing, has operated on the basis of zero-real-growth; in recent years 
suggestions have been made by some that we move to zero nominal growth. At the same 
time the number of states under safeguards has more than doubled, including states with 
substantial nuclear programs such as Argentina, Brazil, South Africa and the republics of 
the former Soviet Union. The amount of nuclear material to be safeguarded has increased 
correspondingly. By way of example, the number of significant quantities of nuclear 
material (the amount of nuclear material the IAEA estimates to be required to produce an 
explosive nuclear device) to be safeguarded has effectively doubled in the past six years 
alone. The shortfall in resources available under the regular budget has largely been 
compensated for by voluntary contributions, the bulk of which comes from the United 
States and one or two others. 
 


But each year increases the strain on the IAEA to fulfill its safeguards mission 
and to contribute to the confidence-building that is so essential to sustaining and 
strengthening non-proliferation. There is a need, now, to focus our attention on revising 
the zero-real growth policies. The notion of continuing to rely on voluntary contributions 
to make up short-falls is deficient in three respects: First, voluntary contributions are just 
that – voluntary. There is no legal obligation to make them, no certainty as to their 
availability and no way to predict with confidence that they will be there to meet the 
demands that they are intended to fulfill. They do not allow the Agency to conduct 
coherent internal planning with full confidence. Second, increased and disproportionate 
reliance by the IAEA on a single or very limited source of support gives rise to the 
opportunity for some states to question the independence of judgment and objectivity of 
the Agency in carrying out its responsibilities. Whether this is factually based or not is 
not the point---we should remember that in international politics perception is often nine-
tenths of reality. Third, safeguards serve the common interest of all states in guarding 
against the diversion of nuclear assets from peaceful to non-peaceful purposes and all 
states should share equitably in providing the level of support necessary for safeguards to 
fulfill their purpose credibly and with confidence. It is an ominous sign when the Director 
General feels compelled to report to the Board of Governors, as Mr. El baradei has done, 
that the Agency is conducting “class B” safeguards and that the risk of having to report 
the inability to confirm that accountability objectives have been met, or even report a 
failure of safeguards, is increasing.  All of us need to internalize the understanding that 
nuclear safeguards are national security and that their failure could threaten not only that 
security but in certain circumstances, national survival.   


 
6. IAEA access to export license information.  Finally, increase the IAEA’s access 
to information on export license actions in two ways. First, take steps to provide the 
Agency with information about exports not only of trigger-list items (as provided for 
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under INFCIRC/540) but also of dual-use items.  Second, take steps to reach agreement 
that export license denials with respect both to NSG trigger list items and dual-use items, 
will be provided to the Agency. It is precisely this kind of information that can arm the 
Agency with information that can substantially improve its ability to develop 
comprehensive profiles of overall state activity in the nuclear and nuclear-related field.  
Legitimate proprietary interests and concerns would need to be taken into consideration 
in moving in this direction. Ensuring the confidentiality of any such information would 
be a necessary first step to meeting this concern. This is done with respect to safeguards 
and it should be equally feasible in regard to nuclear and nuclear related exports. 


 


Measures with regard to physical protection of nuclear material. 
1. Global adherence to Physical Protection Convention.   There is a need to strive for 
universality of participation in the convention so that any gaps are closed and there is 
continuity in the application of standards and in domestic laws and regulations related to 
the convention obligations. 69 states is 122 short of what should be our goal. Compliance 
with the convention requires as a practical matter, the creation of structures and 
legislating laws that cover nuclear material, a matter that may be less well defined and 
addressed in the case of non-parties. 


2. Modification of the Physical Protection Convention to reach more comprehensively 
into domestic state practice, law and regulation. We have been made aware by a number 
of participants during the course of the symposium that active consideration of the 
expansion of the convention is already underway. The focus is on extending the 
convention’s provisions to cover physical protection of nuclear material for peaceful 
purposes in domestic use, storage or transport and to prevent sabotage of such material.  
A universally adhered to and expanded physical protection convention would be a 
significant step in the direction of closing current fissures in the web of global nuclear 
material control. 


3. Commitment of all states to the proposition that although INFCIRC/225 is 
recommendatory in nature, they will consider the recommendations as tantamount to 
binding obligations and take appropriate steps to that end both internally and with respect 
to all international nuclear transactions. This is already the case in some states, but it 
should be the policy and practice of all, and states should take this into account when 
deciding whether or not to enter into cooperation with others. Ideally it should be 
considered a condition for cooperation.       


4. Enlargement of IPPAS, the Agency’s International Physical Protection Advisory 
Service. I must confess that I was totally unaware of the existence of this program when 
the thought crossed my mind that the IAEA should start a program for physical protection 
assessment similar to the OSART (operational safety of reactors) program that had been 
in place for some time.  The program has been described by other speakers. My point is 
that we should seek agreement among all members of the IAEA to invite IPPAS reviews, 
including the nuclear weapon states, due attention being given to the need to ensure that 
facility or location-specific sensitive information that could provide a roadmap for a 
terrorist or any other unauthorized persons seeking to access nuclear facilities or to 
acquire nuclear material is fully protected and not accessible to anyone other than the 







 6 


appropriate national authorities.  The objective should be to establish a database of 
protection strategies, methodologies and practices, drawing on the most thorough and 
advanced, that can become a basis for the recommended improvement of state programs 
everywhere.  


It is not beyond reason to contemplate the possibility that standards or procedures 
may be endorsed as measures that states should individually adopt as if mandatory with 
the potential for ripening into a convention based system. There are examples in other 
fields including the International Civil Aviation Organization. ICAO is based on the 
Chicago Convention which provides that safety standards contained in annexes to the 
Convention are mandatory and failure to meet them could result in restrictions on air 
navigation. ICAO’s oversight program (Universal Safety Oversight Audit Program, 
USOAP), created in 1996 operates on a voluntary basis – member states are free to 
request the audit or not, the purpose of which is to verify compliance with the underlying 
Convention. The audit results in a confidential report to the state which then prepares an 
action plan to remedy deficiencies. A final audit report, which is also confidential, is 
accompanied by a non-confidential summary available to all ICAO contracting parties.  
My thought is that focused attention should be given to considering whether if states 
were, on a voluntary basis to endorse the recommendations of IFCIRC/225 as mandatory, 
the IPPAS program could be mobilized to systematically review and recommend 
improvements in the implementation of physical protection practices.    


The payoff for all would be increased security. In addition, a fund could be 
established to support efforts to bring physical protection programs to a higher level in 
cases where the state is not able to do this entirely on its own. The upgrading of security 
at facilities is a common interest. The U.S. is participating in MPC&A efforts in Russia 
and this could serve as an example for upgrading security at facilities elsewhere as well. 
The cost of IPPAS itself is now divided between assessed budget allocations and 
additional voluntary contributions. Further consideration should be given to how to 
ensure adequate resources for an effective and sustained IPPAS program. 


5. In the aftermath of Chernobyl the international community negotiated two 
conventions, one that deals with notification and the other with mutual assistance. These 
concepts are directly relevant to the threat of nuclear terrorism. If an act of nuclear 
terrorism occurs, early notification is essential if other states are to avoid any trans-
boundary radiological releases and/or have time to take appropriate additional security 
measures to minimize risk to their population. In the event of significant radioactive 
releases, rapid mutual assistance may be required. To provide guidelines for notification 
and a framework for mutual assistance (perhaps through the IAEA in both cases) 
conventions modeled on the post-Chernobyl conventions should be very seriously 
considered. The notification guidelines would have to provide for the prompt 
transmission of clear information, while protecting operational and national security. 
While states are unlikely to commit in advance to assistance, a framework for providing it 
with key points of contact and the like could be instrumental in ensuring rapid effective 
responses in the event of an accident. Conventions along these lines would help to 
reassure the international community that action is being taken at a time of anxiety as 
well as providing a sound basis for responses in the future.  
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Concluding remarks: 


 Three points need to be borne in mind:  first, the need for a conceptual shift in 
managing and controlling nuclear material to include verification safeguards, physical 
protection, illicit trafficking, and sabotage. The latter relates in particular to radiological 
source material that can be turned into a weapon of mass effect.  Second, recognize and 
build on the interfaces of these different aspects of the nuclear material control challenge. 
Third, recognize, and base policy choices on the understanding that strength or weakness 
in any one of the sectors is not easily isolated and has the propensity to spill over into 
other sectors. Only a wholistic and integrated approach will be sufficient to manage the 
long run challenge of nuclear material.   
 


In presenting the U.S, plan for dealing with the atomic age to the United Nations 
in 1946, Bernard Baruch said ‘we are here to make a choice between the quick and the 
dead.’  That observation applies as much if not more today in light of the environment in 
which we now live, where the neatness of the cold war with the disciplines it imposed on 
regional and other conflicts, and where identification of defined adversaries set in motion 
the development and application of deterrence and mutual assured destruction, is gone. In 
its place is a world that includes adversaries that have no clear return address, no frontline 
to tackle head on, no defined assets against which to retaliate, and based on recent 
experience apparently no compunction about how to wage the war it feels compelled to 
pursue, including suicidal attacks.  The challenge we face is immense, the time to address 
it potentially short, the need to transcend the traditional barriers great. Withdrawing 
behind sovereign boundaries will not suffice.  A collective strategy of response is what 
we need.  The question is:  Do we have what it takes?     
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Abstract 
 
The VXI Integrated Fuel Monitor (VIFM) developed under the auspices of the Canadian 
Safeguards Support Program (CSSP) is a generic radiation monitor developed for safeguards 
applications. In recent years, a number of training resources – reference manuals, classroom 
lectures, checklists, a CD-ROM-based self-paced instructional program, and others – have 
been developed to ensure that IAEA Inspectors are able to use all of this sophisticated 
instrument’s capabilities. CSSP personnel have recently developed an integrated approach to 
inspector training that combines all of these elements in a new way calculated to produce 
more effective training for the growing number of relatively inexperienced inspectors.  Early 
evaluations from inspectors who have experienced the integrated training approach indicate 
that the training is more effective than traditional approaches in equipping them to perform 
their data acquisition and analysis tasks. 
 
1. Introduction 
 
The Canadian Nuclear Safety Commission (CNSC), an independent agency of the 
Government of Canada, regulates the use of nuclear energy and materials in Canada, and 
ensures that Canada's international commitments on the peaceful use of nuclear energy are 
respected.  An important dimension of its work is support for the International Atomic Energy 
Agency’s (IAEA’s) program of international safeguards. This work is carried out through the 
Canadian Safeguards Support Program (CSSP).  
 
Recognizing the urgent need for a new generation of radiation monitoring devices to replace 
aging spent fuel bundle counters, the CSSP sponsored the development of the VXI Integrated 
Fuel Monitor (VIFM) by Bot Engineering of Campbellville, Ontario, Canada [1].  The 
development, which began in 1995, conformed with IAEA recommendations on integrated 
safeguard solutions. 
 
The VIFM, now in service at facilities in several countries, is most often used in an integrated 
mode, where a single cabinet can house several modules for various detectors such as bundle 
counters, core discharge monitors, Yes-No monitors, and other devices. It can also be used in 
a stand-alone, transportable mode, in which a detector can be connected to a single module 
linked to a laptop computer. The equipment has a virtual instrument panel and control is 
exercised through the use of a track ball and keyboard. 
 







To ensure that IAEA inspectors are able to use all of this sophisticated instrument’s 
capabilities, it was recognized early in the development process that effective training would 
be essential.  
 
2. The Training Challenge 
 
In a recent paper on training challenges facing the IAEA [2], Colin Carroll and Mike Stein of 
Sonalysts Inc. and Thomas Killeen of the IAEA’s Section for Safeguards Training, explored 
the training implications of changes in the job requirements for IAEA safeguards inspectors, 
which are taking place at the same time the Agency is experiencing high personnel turnover 
among inspectors. 
 
As part of its ongoing training methodology, the IAEA Section for Safeguards Training 
(TTR) continuously monitors and evaluates the training implications of changes in the job 
requirements for IAEA safeguards inspectors. The advent of the Strengthened Safeguards 
System and Additional Protocol, and the introduction of new safeguards devices and 
technologies, have significantly increased the amount of training that inspectors now need. 
Coincidentally, many of the most experienced inspectors have reached retirement age, 
resulting in a high turnover of personnel. Their replacements include individuals with a wide 
variety of work experiences and educational backgrounds, and from a broad range of 
nationalities representing the diversity of the IAEA’s Member States.  
 
TTR relies heavily on experienced safeguards inspectors from the Operations Divisions and 
on outside experts to deliver training modules, both at IAEA Headquarters in Vienna and at 
nuclear facilities in Member States. However, as the smaller numbers of experienced 
inspectors react to an increasing workload, their availability to undertake training-related 
assignments is proportionally reduced. As a result, the availability of qualified instructors has 
been decreasing at a time when the need for training of entry-level inspectors is increasing. To 
further complicate matters, reliance on traditional instructor-led, classroom- and laboratory-
based training often makes participation in formal training courses difficult for inspectors 
because of their rigorous work and travel schedules. The initiative to provide self-paced 
multimedia training has received positive feedback but can be successful only to a limited 
extent. Meanwhile, internal resources have not been capable of providing sufficient effort in 
this area to meet all of the present requirements, particularly in situations best suited to a 
hands-on instructional approach. 
 
The training challenge for coming years is to continue with the implementation of new 
instructional techniques and methodologies that can better meet the needs of the new 
generation of safeguards inspectors. 
 
3. VIFM Training Resources 
 
As part of the development process for the VIFM, the CSSP took on the task of developing a 
suite of complementary training resources designed to meet the immediate and on-going 
needs of facility inspectors who will have to work with the device. The decision was made to 
augment traditional approaches with self-paced training and refresher materials making use of 
current information technologies. 
 







Traditional training tools developed for the VIFM include: 
 


�� a conventional classroom-based course, 
�� demonstrations and hands-on training using a fully-equipped VIFM unit located at     


IAEA Headquarters for this purpose, 
�� a complete set of reference manuals on VIFM equipment and detectors, 
�� quick-reference procedures checklists. 


 
Innovative training tools include: 
 


�� a comprehensive CD-ROM-based multimedia training package that provides 
inspectors with a detailed orientation to the VIFM’s components, functions and 
operating procedures, 


�� a CD-ROM-based multimedia program entitled “CANDU Power Reactor 
Fundaments”, 


�� a series of 11 modular video lectures, recorded on CD-ROM for computer playback, 
entitled “Core Discharge Monitor (CDM) Fundamentals”, 


�� a VIFM software demonstration program, complete with sample data sets, 
�� the VIFM Review Program v2.2, with sample data sets, to demonstrate the analysis of 


Core Discharge Monitor data, 
�� a two-day workshop to complement the self-paced materials. 


 
Although each of the resources identified above is useful in its own right, the real power of 
these materials lies in an integrated approach that makes use of each component for a specific 
training purpose. 
 
4.  An Integrated Training Approach 
 
The VIFM training approach features a two-day workshop preceded by a period of CD-ROM-
based self-paced study. After the workshop, inspectors are able to make use of printed and 
CD-ROM-based reference materials for just-in-time “refreshers”.  
 
4.1. Pre-Workshop Self-Paced Study 
 
A VIFM CD-ROM multimedia training program is provided to inspectors well in advance of 
their participation in a 2-day VIFM workshop. First released in 1999, and since extensively 
updated and reorganized based on feedback from users and subject matter experts, the 
program enables inspectors to familiarize themselves with VIFM components, functions, 
operating procedures, computer screens, and vocabulary. In addition, the CD-ROM includes a 
complete set of reference manuals and a full-featured VIFM demonstration program that 
enables users to experience the VIFM’s “look and feel” as they will encounter it during visits 
to nuclear generating stations. 
 
The program operates in both “Learning” and “Reference” modes – learning mode presenting 
a complete training experience, which includes quizzes, tests and assignments, and reference 
mode serving as an easily-searched just-in-time reference source. 
 
Comprehensive in its scope, the program provides inspectors with access to all the 
procedures, equipment details and screen functions they are likely to need in performing their 







inspection duties (see Illustration 1). Inspectors can go through all of the material 
systematically, or go directly to information they need immediately to perform a task. 
 


 


 
 


Illustration 1:  The VIFM training CD enables inspectors to learn about – 
and practice with – all screen functions in preparation for 
performing their duties in the field. 


 
Presentation screens use photographs, illustrations, animation and full-motion video to 
demonstrate procedures and illustrate concepts as required.  In each “lesson”, inspectors move 
through a series of teaching points represented by page icons at the bottom of the presentation 
screen (see Illustration 2). 
 


 
 
Illustration 2:  A video clip shows inspectors how to remove storage media 


from the VIFM.  Numbered page icons indicate which 
teaching point is currently displayed. 


 
 
 







Recognizing that for many inspectors English is a second language, all teaching points are 
delivered both verbally (voice-over narration) and in text format as an aid to comprehension.  
Inspectors choose the mode that they are most comfortable with – and can change modes as 
required. 
 
Completion of the self-paced training package is a pre-requisite for workshop participation.  
 
4.2. The Workshop 
 
The CD-ROM covers much of the information that would normally be presented in a 
traditional five-day classroom-based course. Consequently, there is no longer the need for so 
lengthy a face-to-face gathering.  Having every inspector come to the workshop with a basic 
understanding of the VIFM enables workshop instructors to concentrate on providing value-
added information such as answers to specific questions, facility-specific pointers, and news 
on recent development.  The workshop is also used to provide expanded opportunities for 
hands-on training with the VIFM. 
 
Day 1 of the workshop covers basic VIFM theory and operation. It is both a review of the 
self-paced learning (providing opportunities for clarifications and questions) and an 
opportunity to apply what has been learned through hands-on use of a fully-functional VIFM.  
 
Day 2 covers CANDU reactor fuelling fundamentals and VIFM Core Discharge Monitor 
(CDM) data interpretation. A subject matter expert from Bot Engineering, manufacturer of the 
VIFM, participates in the second half of Day 2. This portion of the workshop gives inspectors 
experience in analyzing real data, comparing their interpretations with those of the subject 
matter expert.  
 
Every effort is made to present a workshop that is as vividly memorable as possible, using 
well-produced graphics, videos, and presentation screens to support the instructor, and 
making physical samples of all equipment available for inspection and hands-on use by the 
participating inspectors. 
 
4.3. Just-In-Time Reference Materials 
 
A particularly important aspect of the integrated training approach is ensuring that inspectors 
have access to good just-in-time reference materials after their initial training is complete. 
 
Before and during the workshop, each participating inspector is supplied with printed and 
CD-ROM-based quick-reference materials. These include: 
 


�� concise procedures checklists, 
�� searchable reference manuals in electronic form, 
�� the multimedia training program which offers a “Reference Mode” to facilitate access  


to “refreshers” on specific topics. 
 
With these materials at hand, an inspector who may not have used the VIFM for some time 
can quickly refresh himself or herself, greatly reducing the chance of missteps. 
 
 
 







5. Evaluation 
 
To date, evaluations of the effectiveness of this integrated approach to VIFM training have 
been limited to end-of-workshop course evaluations, and the collection of anecdotal 
comments from inspectors in the field about the value of the training they have received.  
These preliminary sources indicate that the integrated training approach is more effective than 
traditional approaches in equipping inspectors to perform their data acquisition and analysis 
tasks. 
 
As part of the on-going development of more effective training products, the CSSP is 
exploring a more systematic approach to evaluation incorporating: 
 


�� the articulation of more concise goals for the VIFM training program, 
�� development of “ formal” measurement tools to verify that program goals are being 


achieved (e.g. structured course evaluations by participants; skill and knowledge tests, 
measurements of on-the-job performance, participation and budget records, tracking 
of use of on-line training materials and reference sources, etc.), 


�� development of less formal “appraisal” tools to capture subjective assessments of the 
program (e.g. attitude surveys of past graduates, access to Internet chat rooms to 
record comments and solicit questions, etc.). 


 
6. Future Directions 
 
The effectiveness of self-paced, individualized training delivered via multimedia in 
addressing the training needs of facility inspectors, suggests that even greater efforts should 
be made in this direction. This is supported by the emergence of new technologies that will 
make it increasingly easy to deliver interactive training remotely.  Some of the opportunities 
that will be explored by the CSSP for VIFM and other training applications include: 
 


�� interactive training delivered on secure LANs, 
�� training and access to reference information at remote locations over the Internet, 
�� interactive training on DVD (rather than CD-ROM) that incorporates a greater 


proportion of dynamic information such as animation, video, and voice narrative, 
�� greater use of realistic simulations to give the user practical experience in using a 


device before it is encountered in the field. 
 


A new generation of authoring software is also becoming available which, in addition to 
supporting media-rich instruction, is able to tailor instruction to individual needs.  
Instructional programs of this kind pre-test the inspector to determine his or her level of 
knowledge and experience. The inspector is then presented only with the training that he or 
she requires. 
 
7. Conclusion 
 
Inspector training is acknowledged to be a key element in the effectiveness of IAEA 
monitoring programs. The integrated, multi-faceted approach developed to impart knowledge 
and skills with respect to the VXI Integrated Fuel Monitor shows promise as a means to 
ensure the highest level of inspection knowledge and skills in all IAEA inspection activities.  
It shows promise as a way to address IAEA training challenges arising out of high personnel 







turnover, changes in inspection job requirements, and changes in the character of the inspector 
population. 
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Abstract 
 
A primary goal of an FMCT will be to have the five declared nuclear weapon states and the three that 
operate unsafeguarded nuclear facilities become parties. One focus in negotiating the FMCT will be 
verification. Most importantly, FMCT verification would focus, in the first instance, on these former 
military fissile material production facilities. After the FMCT enters into force, some of these facilities 
would continue operating to produce civil nuclear power or to produce fissile material for non-explosive 
military uses. However, most of these production facilities would be shut down. Thus, one important 
task of the FMCT verifications will be to confirm the status of these closed facilities. How to manage 
the trade-off between the need for transparency and the concern about the disclosure of sensitive 
information would be a key issue during the negotiations of FMCT verification provision. As case 
studies, this paper will demonstrate what verification measures might be applied to those shutdown 
reprocessing and enrichment plants. 
 
 
FMCT Verification: General Consideration 
 
A universal fissile material cutoff treaty (FMCT), which bans the production of fissile 
material for nuclear weapons, has long been seen as a key building block in nuclear 
disarmament and nonproliferation. There remains strong support for the prompt negotiation 
and conclusion of an FMCT, as demonstrated by the 2000 NPT Review Conference’s call for 
the CD to commence negotiations immediately with a view to their conclusion within five 
years [1]. A primary goal of an FMCT will be to have the five declared nuclear weapon states 
and the three that operate unsafeguarded nuclear facilities become parties. One focus in 
negotiating the FMCT will be verification. Verification measures must be seen as efficient 
and effective, but must also be politically acceptable.  
 
The scope of verification will depend on the facilities and activities subject to an FMCT. In 
principle, all facilities and activities that could be used to produce or divert weapon-usable 
fissile material for weapons would be subject to FMCT verification. However, the scope of 
verification is open to negotiation, and many options have been proposed [2]. The proposed 
scope ranges from focused verification to wide verification. Focused verification would 
concentrate on only sensitive fissile material production facilities, i.e., reprocessing and 
enrichment facilities, and fissile materials produced after an FMCT enters into force along 
with the facilities where these materials are present. A wide-scope approach would also cover 
a variety of less sensitive civil facilities such as fuel fabrication plants and civilian power 
reactors. It is believed that a focused approach would be most likely feasible. 
 
FMCT verification will have to cover the following three classes of facility: declared 
shutdown production facilities; declared operating fissile material production facilities; and 
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undeclared production facilities. The verification objective for a cut-off treaty--to assure that 
no fissile material is being produced for weapons--is similar to the objective of existing IAEA 
nuclear safeguards in non-nuclear weapon states (NNWS) that have ratified the nuclear Non-
Proliferation Treaty (NPT). The basic FMCT verification measures will include: safeguards 
at declared facilities similar to those administered by the IAEA; non-routine inspections 
involving managed access; environmental monitoring, and remote sensing involving satellite 
imagery. Appropriate verification measures should be applied in each case.  
 
Most importantly, FMCT verification would focus, in the first instance, on those former 
military fissile material production facilities in the eight target states. The FMCT verification 
system for those former military facilities in the eight target states would have to be different 
from the IAEA safeguards verification for NNWS. For IAEA safeguards verification, the main 
target nations are NNWS, and these states have confirmed that their nuclear facilities will not 
produce fissile material for weapons or unsafeguarded purpose not only in the future but also in 
the past. Then the IAEA can mainly use on-site safeguards verification measures that could be 
very intrusive. In principle, these states’ nuclear facilities are with very high political 
tolerability. However, for the eight nuclear nations, an FMCT is likely to permit their holding 
of undeclared stockpiles (from past production) and their using or processing of already 
produced fissile material for sensitive military activities (such as the assembly of nuclear 
weapons). These allowed sensitive production facilities and activities could be collocated with 
facilities (such as reprocessing and enrichment plants) requiring verification. Thus, some 
nuclear states could worry about potential loss of sensitive information at those defense-
related nuclear processing sites. Furthermore, some nuclear facilities whose original goal are 
for the military production could be  not established following the requirement of IAEA 
safeguards, so their military classified levels might be lower. Eventually, some on-site 
safeguards and environmental sampling might be seen as too intrusive and might not be 
permitted.  Thus, effective but less intrusive verification measures may be needed.  
 
Verification of Shut-Down Reprocessing Plants 
 
After the FMCT enters into force, all those former military production facilities should be 
declared. Some would continue operating to produce civil nuclear power or to produce fissile 
material for non-explosive military uses. For these operating facilities, the verification 
measures necessary for these facilities would be primarily strengthened IAEA safeguards, as 
currently being applied to NNWS under the NPT. And it is expected that the activities 
safeguarding such operating facilities will require most of the resource available for the 
FMCT verification. However, most former military facilities  would be shut down. Thus, one 
important task of the FMCT verifications will be to confirm the status of these closed facilities. 
To provide assurance that no operations are carried out in these shutdown reprocessing 
plants, verification activities will include on-site inspections ,the use of seals, surveillance or 
monitors on critical plant equipment[3], environmental sampling and  remote sensing. The 
application of the verification methods would depend on the status of  the plant ( such as 
operational stand-by, or being decommissioned) and  plant-specific design features. 
 
Remote sensing and off-site samplings. For satellite monitoring of the status of a 
reprocessing plant, the most likely observable characteristics would be the activity level. 
When a large reprocessing plant is operating, there will be many shipments of various forms 
of nuclear material[4]. If the plant is closed, these activities level should be very low or 
absent. For example, there should be no shipments moving at the railroad cask portals (the 
portals for rail-mounted shipping casks from the reactor), no activity at the shipping dock 







  


(loading point for plutonium product), and no activity at the cold feed loading point 
(reprocessing requires a periodic feed of fresh chemicals). For these activities, transport 
vehicles, such as trucks, should be big enough to be detected by 1m resolution images from 
satellites[5]. Similarly, the activity level at a medium scale reprocessing plant should be 
monitorable. However, there would be too difficult to monitor the cases of using underground 
transport tunnel between reactors and reprocessing plants or the reactor connected with the 
reprocessing facilities. In addition, shipments could be made at night. Other preferred  off-site 
verification could include: off-site sampling of  nuclear and chemical effluents such as 
krepton-85. 
 
On-site verification. However, some kinds of on-site inspections will be required to verify 
that the reprocessing plant is shutdown. For example, on-site visual observation would show 
there is no activities at the spent fuel cask portal. In some cases, sealing essential plant 
equipment or using sensors would detect its operation. On-site sampling would reveal the 
undeclared activities. 
 
To monitor the status of a reprocessing plant, one important and effective verification means 
would be on-site environmental sampling[6]. The samples could be taken from gloveboxes in 
the plutonium product processing sectors, which could allow a determination of the burn-up 
of the spent fuel, plutonium isotopic composition, and the time since separation of the 
plutonium. Another effective approach to detect undeclared reprocessing activities would be  
for inspectors to take samples from high-level waste(HLW) was HLW tanks or the areas 
contampted by HLW, which would for recent plutonium production activities, determine the 
important quantities--the burn-up of spent fuel, plutonium isotopic composition ,the 
irradiation time and  discharge time to reasonable accuracy through measurements of ratios of 
fission product and actinide isotopic ratios. This will help confirm the status of the plant. 
 
However, at the same time, some target states may worry that on-site sampling analysis could 
disclose sensitive information about their past plutonium production activities, such as the 
power level at which production reactors had operated and how much plutonium they had 
produced,  data that will probably not have to be declared under an FMCT. Could the 
sampling activities also reveal the quantity of plutonium produced prior to the FMCT?     
First, although the plutonium isotopic composition would be an important warning signal of 
new production of plutonium after an FMCT comes into force, plutonium isotopic 
composition and burn-up of spent fuel should not be considered sensitive information for 
target states' past production activities (However, some countries could take it as sensitive 
information. Such as, Russia still regards this data as highly classified[7]). This is because, it 
is already assumed that much of the plutonium that produced in the past was for weapons use. 
This is in contrast to the case of non-nuclear weapon states and all states after the conclusion 
of an FMCT. Furthermore, the design and size of nuclear weapons is not sensitive to the exact 
isotopic composition of the plutonium used[8]. Secondly, estimations of discharge time, 
irradiation time and Burn-up will not, by themselves, allow a determination of total 
plutonium produced in the past without additional information, such as the power of a reactor 
or the mass of the fuel in a reactor core. 
 
Thus, the power of past production reactors and the mass of the fuel in the reactor core are 
sensitive information for a country that wishes to conceal the quantity of plutonium in its 
military stockpile. These two quantities could be concealed for shutdown production reactors. 
Similarly, the total quantity of  Cs-137 and Sr-90 in the HLW would be considered sensitive, 
since knowledge of these quantities would allow estimation of total plutonium production. 







  


This means that inspectors could not be permitted to measure the total volume of HLW 
(whether in liquid or sludge form). 
 
Consequently, we find that sampling analysis at reprocessing plants need not reveal sensitive 
information relating to past plutonium production at former military plutonium production 
facilities. Sampling cannot be used to discover such information as long as inspectors are not 
able to measure total quantities of Cs-137 and Sr-90 from HLW produced  at former military 
plutonium production facilities. Sampling methods at reprocessing plants can therefore serve 
as an effective and militarily non-intrusive measure for verification of an FMCT. States that 
do not wish to reveal the quantities of military plutonium that they have produced need not 
worry about such on-site sampling analysis and should be willing to permit a verification 
agency to conduct it.  
 
One major concern about the on-site verification of some former military reprocessing plants 
could be the issues of collocated facilities. Under the FMCT, the nuclear-weapons-related 
activities at some reprocessing sites, such as the processing of plutonium and HEU produced 
in the past into metal, the fabrication of weapons components and the finial assembly of 
weapons, all these sensitive activities should be permitted and continued. Some sensitive 
information, for example,  chemical composition information from these activities  might be 
divulged through sampling and analysis around the facilities. Therefore, it is necessary to 
explore whether  conducting on-site sampling around reprocessing facilities could also get 
such sensitive information, which might depend on how far away such information is 
detectable from the sensitive manufacturing facilities and how close such facilities to the 
reprocessing plant. For such collocated sites, managed access approach will be vital to the 
FMCT verification. 
 
Verification of Shut-Down Uranium Enrichment Facilities 
 
All known uranium enrichment plants in eight target states are either gaseous diffusion or gas 
centrifuge enrichment  plants(CEP). However, research and development (R&D) on laser 
enrichment is well advanced in a number of countries. Under an FMCT, it can be expected that 
most military gaseous diffusion plants (GDPs) would be shut down, because they are energy 
inefficient and therefore much more costly to operate than uranium centrifuge enrichment 
plants with which they are being replaced[9]. 
 
Satellite imaging. A GDP cannot operate without a cooling system because it consumes huge 
amounts of electrical energy and more than 90 percent of the electrical energy is converted into 
compression heat which is dissipated by cooling towers or into a local water body via cooling 
water. Most GDPs, other than those in Russia, have wet cooling towers, such as the three US 
GDPs (at Oak Ridge, Paducah and Portsmouth) and China’s GDP (at Lanzhou) use mechanical 
draft cooling towers. The UK’s GDP at Capenhurst uses a natural draft cooling tower.  
 
One of the telltale signature of the GDP operation should be the water-vapor plume coming 
from the cooling tower[10]. When  the cooling tower is operating, a water-vapor plume will 
ordinarily be seen emerging from its top. The air is almost saturated after it passes through
wet packing at the base of the tower and cools as it rises through the tower. It is therefore
slightly supersaturated when it emerges. Downwind from the tower the air mixes with cooler
ambient air resulting in a mix which is more supersaturated. How far downwind the mix
remains supersaturated depends upon the relative humidity of the ambient air. The plume will 
be easy to detect with 1m-resolution satellite images at visible band. Because of their large 







  


inventory of in-process UF6, the time required for a GDP producing 90% U235 to reach 
equilibrium is about two to three months. A satellite revisit time of several days and 1m 
resolution should therefore be adequate for detection of GDP operation. 
 
Another important signature of the GDP operating would be the hot roof of the enrichment 
buildings[11]. Most of the waste heat from a GDP is discharged from its cooling towers. 
However, since the temperature in the spaces housing the cascades must be kept much higher 
than that of ambient air,  this is because the lowest UF6 temperature in a GDP must be safely 
above the UF6 condensation or freezing temperature. Consequently, the air temperature in the 
areas containing the compressors are typically much higher than the outdoor temperature[12]. 
Thus, the roof above can be expected to be much hotter than ambient air when the GDP is 
operating. Because of the large area of GDP processing buildings, the elevated temperature of 
their roofs would be detectable using commercial satellite thermal infrared (TIR) images. 
Based on our analysis of the Landsat-5 thermal infrared satellite images of US Portsmouth 
GDP, indeed the hot roof of the reprocessing buildings can be detected by the TIR[13].We 
also found that the new satellite TIR such as Landsat-7 and ASTER satellite should be able to 
detect the hot roof of the medium GDPs, such as China’s GDP at Lanzhou, United Kingdom’s 
Capenhurst and France’s Pierrelatte GDPs once they are  operating. In short, the shutdown 
status of  the GDPs should be able to be monitored effectively using satellite images at visible 
band and thermal infrared band. This approach would be the least intrusive. It should be 
easily accept by the target countries. 
 
Monitoring a small CEP, such as that operated by Pakistan at Kahuta, would, however, be 
much more difficult. There are few observable operating signatures for VNIR images. Because 
of their small size and relatively low energy intensity, these plants do not require special 
cooling systems such as cooling towers. A recently released 1m resolution IKONOS image of 
the Khuhuta CEP provides much more detail than the 10m resolution SPOT images did[14]. 
The enrichment buildings at south and north production area are clearly seen. But there is no 
visible operational evidence in the image.  Also the TIR imaging system on current generation 
commercial satellites could not measure the roof temperature increase associated with their 
operation. Verification of the shutdown status of these nuclear facilities with few visible and 
thermal signatures would most likely require other less- intrusively monitoring measures. 
 
On-site inspections. To further confirm the shutdown status of the GDP, some on-site 
inspections would be required, including 1) site visual observation, such as  no plume from 
the cooling towers, no treatment of cooling water,  no electrical service for the enrichments,  
not hot and  not noisy inside the enrichment building. 2)continuous surveillance monitor and  
tamper-proof seal, such as, sealing the high-voltage disconnect switches; sealing  the valves 
on the supply and return headers of the Recirculating Cooling Water system; sealing the inlet 
and outlet block valves for the cascade piping; putting  vibration and or/temperature sensors 
on the process equipment.  
 
The major concerns on such site would be the  diffusion barrier technology information that 
most countries take it as industrial secrets. However, this would be easily protected by some 
prevent measures. Finally, environmental sampling at the site would release the composition 
of the feeds, products and tails of uranium, which could provide information to further 
estimate the amount of HEU produced by the plant. It is not clear whether each target state 
would take such information sensitive. However, sampling is not needed  to confirm the GDP 
shutdown status. 
 







  


Detection of Undeclared Nuclear Facilities 
 
FMCT verification regime would have to be design to detect undeclared nuclear facilities, 
such as reprocessing or enrichment facilities. Such verification measures could include non-
routine inspections including challenge inspection. However, some countries would be 
unwilling to see the abuse of such kind of inspections at its sensitive and non-proscribed 
military and nuclear activities. To protect its national security sensitivities, it is essential to 
have an appropriated manages access mechanism which should be able to realize the aim of 
FMCT verification  as well as  not compromising the national security interests. 
 
To detect and identify undeclared nuclear facilities, the FMCT verification measures 
including satellite imagery, on-site visit, location-specific or wide-area environmental 
sampling could be applied. All these verification measures would be synergistic in an 
effective and efficient FMCT verification system. Based on analysis on recently available 
1m-resolution commercial satellite images of nuclear facilities, it can be expected that the 
high-resolution satellite images can be used to detect and identify the undeclared nuclear 
facilities through their characteristic visible features[15]. Moreover, the construction activities 
of the undeclared nuclear facilities could be detected using satellite imagery. As a potential 
FMCT verification tool, commercial satellite imagery could provide the targets for on-site 
inspections and environmental sampling; The satellite imagery could also be used to confirm 
information acquired by the agency from other sources. Before conducting a challenge 
inspection, it is necessary to investigate and confirm such information, especially when the 
suspect facilities are within or near a sensitive site.  
 
Making final decisions on the clandestine nuclear facilities will have to require some on-site 
inspections.  If the suspected reprocessing or enrichment facilities are within collocated  or 
other sensitive military sites, managed access approach will be vital to FMCT verification. 
For most cases of managed access situations, simple procedures are sufficient. For example, 
the undeclared facilities and activities would be detected by sampling around the site (without 
accessing to the inner of the buildings or the appropriated control security fences) through 
their signatures in the effluents such as fission products from reprocessing and HEU from 
enrichment activities. However, in some location, measures would have to taken to prevent 
overt or covert sampling. Such as, at the fissile material manufacturing facilities, chemical 
composition information—the sensitive information could be divulged through sampling and 
analysis. In some cases where it will be essential for inspectors to have access areas with 
classified activities, appropriated measures would have to employed to protect sensitive 
information. For example, at the nuclear weapons assembly facility,  the sensitive 
information -- weapons component, or process machinery that provided design information-- 
might be vulnerable to the visual access. Thus it had to take measures including shrouding 
and masking of sensitive equipments or other obvious method  to prevent the visual access.  
 
Conclusion 
 
FMCT verification would focus in the first instance on the former military nuclear production 
facilities. The FMCT verification system for former military facilities would have to differ in 
some ways from traditional IAEA safeguards. Effective but less intrusive verification 
measures may be needed.  
 
Verification measures including remote sensing, off-site environmental sampling and on-site 
inspections would be applied to monitor the shutdown status of plutonium production 







  


facilities. One effective verification measure would be on-site environmental sampling. 
Meanwhile some countries may worry that sample analysis could disclose sensitive 
information about their past plutonium production activities. However, we find that sample 
analysis at the reprocessing site need not reveal such information. States that do not wish to 
reveal the quantities of military plutonium that they have produced need not worry about such 
on-site sampling analysis and should be willing to permit a verification agency to conduct it.  
 
The GDPs would be monitored effectively by satellite imagery. This approach would be the 
least intrusive.  As one telltale operational signature of the GDP would be the water-vapor 
plume coming from the cooling tower, which should be easy to detect with satellite images at 
visible band. Also the hot roof of the enrichment building would be detectable using satellite 
thermal-infrared images. Furthermore, some on-site verification measures should be applied, 
such as visual observation, surveillance and tamper-indicating seals. In short, under the 
FMCT, appropriate verification measures would be able to verify the status of shutdown 
reprocessing and enrichment facilities without compromising national sensitive information. 
 
Finally, FMCT verification regime would have to be designed to detect undeclared fissile 
material production activities and facilities. These verification measures could include 
something like special or challenge inspections or complementary access. There would need 
to be provisions to prevent the abuse of such inspections, especially at sensitive and non-
proscribed military and nuclear activities. In such cases, managed access approach would be 
vital to FMCT verification.  
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INFORMATION ANALYSIS IN 
THE STRENGTHENED SAFEGUARDS SYSTEM 


 
Information Analysis is the heart of Strengthened Safeguards.  Certainly as director of the 
Division of Information Technology I should be expected to believe this and YES I DO.  But 
let me explain why you should believe it, too.  
 I will now describe the progress the Department has made in developing the various 
components of enhanced information analysis and the challenges, which remain. 


STRENGTHENED SAFEGUARDS 
As you know, the goal of the strengthened safeguards system is to detect the diversion of 
declared nuclear material and the presence of undeclared nuclear material and activities in a 
State with Comprehensive Safeguards agreements in force.  In other words, under 
Strengthened Safeguards the Department of Safeguards must verify both the correctness and 
the completeness of State declarations concerning their nuclear inventories, facilities and 
activities. 
Why did we have to strengthen Safeguards?  Traditional Safeguards were designed to 
provide assurance regarding the correctness of the State’s declarations.  It was assumed that 
a State had declared all nuclear material, facilities and activities.  There was no way to 
prevent a State from under-declaring its initial inventory nor from building secret nuclear 
facilities.  The Agency had no means to verify the completeness of the initial inventory nor to 
verify that undeclared facilities were not in operation. 
 
The changing political framework of the early 1990’s, including such watershed events as the 
dissolution of the former Soviet Union, the information unearthed about the Iraqi weapon 
program, the declaration by South Africa of its past program, the resistance of the DPRK to 
verifying the completeness of its declarations, and the indefinite extension of the NPT, caused 
the IAEA Member States to demand stronger Safeguards from the Agency and to accept the 
correspondingly more intrusive inspections and more complete declarations requirements. 
 
Two tracks were followed to strengthen safeguards under the 93 +2 Programme:  additional 
measures were proposed under the existing authority of comprehensive safeguards 
agreements and still other measures were proposed which required the additional authority 
captured in a model Additional protocol (INFCIRC/540).  Both types of additional measures 
required the Department to collect and process more information.  Both types required new 
methods for integrating and evaluating this information. 
 
The new measures adopted under existing Comprehensive Safeguards Agreements included: 
�� Voluntary reporting by States of the export of specified nuclear-related equipment and 


non-nuclear materials 
�� Collection and processing of environmental samples collected during inspections 
�� Remote monitoring of facilities and the use of unannounced inspections 
�� Acquisition of information from other Agency Departments  
�� Collection of publicly available, nuclear-related textual information from external sources 
�� Acquisition of commercial satellite imagery, and  
�� Enhanced information analysis; that is, the development of a process for collecting, 


processing, retrieving, evaluating, and integrating all this information at the STATE level. 
Beyond all this, the Additional Protocol provided for even more information and information 
analysis.  This expanded declaration at the State level requires reporting such new 
information as 
�� The status and capacity of uranium and thorium mines, 
�� Nuclear related research that doesn’t involve nuclear material 
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�� Exports of specified nuclear equipment and non-nuclear material  
�� The capacity to manufacture specified nuclear equipment, and  
�� Each State’s long-range plans for nuclear fuel cycle development. 
Given these facts, I’m sure you agree that information analysis forms the core of 
Strengthened Safeguards.  All of this new information has to be collected, processed, 
evaluated, and used by the Agency to draw the conclusion that there is no evidence of 
undeclared nuclear material or activities in that state, for each state with a Comprehensive 
Safeguards Agreement and Additional Protocol in force.  This was, and remains, a 
challenging enterprise.   
 


Enhanced Information Analysis 


Safeguards Conclusions under Strengthened Safeguards 
The criteria for drawing the more-narrowly-defined conclusion that there is no evidence of 
diversion under Traditional Safeguards had been developed many years ago.  Agreements 
had been reached between the Agency and the Safeguarded States on the type and format of 
information to be provided by the States, the type and format of information to be collected 
by Inspectors, a method for identifying discrepancies and inconsistencies between State and 
Agency data and a method for both resolving these discrepancies and evaluating the 
significance of those remaining unresolved.  Information Systems were developed to process 
and store this information and to expedite the retrieval of the information required to 
identify discrepancies and inconsistencies, and to draw the conclusion regarding diversion of 
nuclear material. 
 
 
 
 
However, the much broader conclusion that there is no evidence of undeclared nuclear 
material or activities in a state requires information analysis of a different kind than that 
performed under Traditional Safeguards.   
 
First, the conclusion is to be drawn at the State level, rather than at the facility level.  
Further, it is necessary to use all available information, not just information provided by 
States under their Safeguards agreements or collected by Inspectors during verification 
activities.   
 
These characteristics required that the Department developed several new information 
analysis components.   
 
First we had to define a process for evaluating all this anticipated information.  Then it was 
necessary to identify relevant sources of information and to obtain access to these sources.   
And finally, once the new sources had been identified and obtained, information systems had 
to be acquired or developed to process, store, and efficiently retrieve this information.   
Let us look at each of these components in more detail, reviewing the progress we have made 
and the challenges that remain. 
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Information Analysis Components 


State Evaluation Process 
In addition to the conclusion on declared nuclear material the Department has developed a 
process for arriving at the conclusion of no evidence of undeclared nuclear material or 
activity for a given State.  We call this the State Evaluation Process.  It is based on 
consistency checks performed by state evaluation working groups.  These working groups, 
under the direction of the responsible Operations Division, organize all available relevant 
information into State Files for each country.  They then use the State Files to draft sensitive, 
restricted distribution State Evaluation Reports, which provide a snapshot of what the 
Department knows about each State’s nuclear capabilities and activities and which identify 
inconsistencies between the information declared by the States and all other information 
available to the Department.   
 
 
These reports are examined by the Information Review Committee, which endorses the 
conclusions and recommendations of the reports and may ask for additional information 
from the working groups, or that additional clarifications be requested from States or may 
propose additional actions be taken by the Department to resolve inconsistencies.  The State 
Evaluation Reports are updated on a periodic basis, incorporating the new information 
acquired through follow-up activities.   They are used by the working groups to evaluate 
declarations received under the Additional Protocol and to identify indicators of undeclared 
nuclear material or activities.  The working groups then draft requests for clarification and 
requests for complementary access to resolve any inconsistencies or to substantiate potential 
indicators.  The responses to these requests and results obtained through complementary 
access are folded into the next update of the State Evaluation Report.  
 
As you can see, the process of information analysis is continuous, with information being 
collected and evaluated by the Department throughout the year.   
 
Each protocol declaration evaluation or update to a State Evaluation Report merely captures 
the status of the evaluation at a moment in time. 


Information Sources 
Along with developing a State Evaluation Process, the Department has also identified new 
sources of information to be included in State Evaluations.   Enhanced information analysis 
includes multiple types of information: 


�� State Declared: the information provided to the Agency by States pursuant to their 
Safeguards Agreements and Protocols additional to these agreements, 


��  information collected by Inspectors as part of their verification activities, and 
��  Open Source information. 


 Generally open source information can be grouped into two types:  
�� information collected by other Departments of the Agency (such as TC project reports, 


Travel Reports, and the Nuclear Fuel Cycle Information System) and 
�� outside information, that is, externally produced information which is available for the 


finding, asking, or buying (such as commercial satellite imagery, databases, Internet 
pages and other categories of textual information).  


 
Identifying relevant information within other departments in the Agency has been fairly 
straightforward, and the Department now incorporates such non-Safeguards information in 
the State File for each country.  However, the process of monitoring the activities of the other 
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Departments continues, since there may very well still be relevant non-Safeguards Agency 
information, which has not yet been included in the State Evaluation Process.  
 
The real challenge, however, has been identifying collection mechanisms for relevant open 
source information. 
 


Collection Mechanisms  
The collection mechanisms for both State declared information and inspection information 
are well-defined by agreements between the Agency and the States.    However, recently the 
Department has devoted considerable internal effort to developing collection mechanisms for 
open source information.  These mechanisms include an internal collection effort, assistance 
from organizations doing similar work, and the development of regional collection centres. 


Internal Open Source Collection Effort 
As part of an internal open source collection effort, the Department has convened expert 
groups, developed contracts for consultation and for the supply of information, trained 
personnel, and hired staff with new skills and expertise to accomplish this task.  However, the 
identification of new suppliers is a continuing responsibility.  Information suppliers spring 
into being, change their focus and go out of business.  Monitoring open source suppliers will 
remain a continuing responsibility for the Department. 
   
An important part of identifying suppliers of relevant open source information has been the 
definition of criteria for information selection.  These criteria are based on Department 
standards such as the indicators of nuclear processes captured in the Physical Model, the 
categories of the State File, the information specified by the Additional Protocol, and the 
structure of the State Evaluation Report.  The content of the information specified by these 
standards includes such topics as a State’s political structure, economy, energy requirements, 
nuclear policy, fuel cycle-related activities and capabilities, and any potentially nuclear 
proliferation related activities in a given State.  It is also a Departmental requirement that 
information covering these topics be collected from diverse sources so that geopolitical biases 
are counterbalanced.  
Commercial Satellite Imagery 
One type of open source information, commercial satellite imagery, requires even more 
specialised expertise for both collection and analysis.  Today the Department obtains 
commercial satellite imagery such as SPOT, Landsat and IKONOS through an arrangement 
with Space Imaging.  The Department uses in-house imagery analysts, augmented by Cost 
Free Experts, to identify and analyse commercial satellite imagery to support the State 
Evaluation Process. 
 
 
 
 


Organisations Doing Similar Work 
In addition to strengthening our in-house efforts to collect open source information, we have 
used the expertise of other organisations performing similar work to collect information for 
us.  The Kurchotov and Monterey Institutes have located and collected significant databases 
of relevant information.  We are currently proposing a similar arrangement with Kings 
College in England. 
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Regional Information Centres 
Finally, we also are seeking to identify regional centres of information to increase our 
geographic coverage of open source information.  Both the Japanese and South Korean 
Support Programs have established regional information centres to provide the Department 
with local information relevant to our mission.  We are actively investigating possible 
additional centres in other regions in order to broaden the diversity of our information 
sources. 
 


Existing Software Tools 
One of the lessons learned during the collecting, disseminating, and analysing of information 
is that good software tools are essential to enhanced information analysis.   
 


ISIS 
The Department currently relies on the IAEA Safeguards Information System (ISIS) to 
process and retrieve State declared information and inspection data.  The system includes 
both mainframe and LAN-based databases. A data warehouse is under development to 
improve the user interface to these databases.  The mainframe system itself exists on an 
antiquated architecture with an obsolete user interface.  It is supplemented by newer systems 
such as the Additional INFCIRC/153 Reporting Paragraphs System, and other small, special 
purpose databases.   
  


Protocol Data Systems 
The Department has developed two tools to assist with Additional Protocol Declaration 
processing: the Additional Protocol System, and the Protocol Reporter.  
 The Reporter assists States in preparing an electronic submission of their Protocol 
Declarations.  The other two tools convert hard copy submissions to electronic format and 
create a database of protocol declarations for efficient retrieval and analysis of protocol data 
by the Department. 
 


Open Source Information System 
With regard to open source textual information, we have learned that the efficient retrieval of 
information from full-text documents requires highly specialized software.  We have selected 
Verity’s Search ’97 software as the backbone of our Open Source Information System. 
 
Search ’97 provides the following special strengths: 


�� It allows the construction and use of complex, weighted queries called topic trees.  
o  Technological topic trees based on the physical model have been developed 


by the Department. 
o   In addition, we have constructed geographic topic trees for every country 


with a Comprehensive Safeguards Agreement. 
�� It can index information on remote servers so that our topic trees can be used to 


search these external information sources.  And finally, 
�� Selected open source information can be organised into electronic state files 


through the Knowledge Organiser capability of the software.    
These strengths enable the efficient retrieval of relevant information from full-text open 
source databases. 
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Software Tools for Commercial Satellite Imagery 
The processing and analysis of commercial satellite imagery also requires highly   specialized 
tools.  The Department is adapting commercial software such as Carterra Analyst to our needs 
and we are working with an Institute of the Joint Research Council of the European Union in 
Ispra, Italy, to develop the Site Investigation Tool, which will link Additional Protocol data to 
site information.  


Illicit Trafficking Database 
The Department, with the assistance of some Member States, has also developed a database 
of reports concerning the illicit trafficking of nuclear material.   
The Illicit Trafficking Database captures both open source and state-provided information 
about incidents involving the illicit acquisition, transportation or disposal of nuclear material 
or radioactive sources.  Reports from the databases are provided quarterly to participating 
State. 


The Challenges which Remain 


New Skills  
Many challenges remain for the Department in implementing enhanced information analysis. 
This broad type of information analysis is a new requirement for the Department.  Staff in 
both the Operations Divisions and the Support Divisions have to develop new skills and a new 
mindset in order to identify indicators of undeclared nuclear material or activities in States. 
The Department has developed several in-house courses to train personnel in these new skills:  
these include the Performing State Evaluations Workshop, the Nuclear Fuel Cycle and 
Proliferation Indicators course, Complementary Access Roles and Responsibilities course, 
Satellite Imagery Awareness Course, and Enhanced Observational Skills Training.   
 
In addition, existing job titles require new recruiting profiles, which include such skills as 
well.  New personnel will be expected to integrate State declared, inspection, and open source 
information into a credible assessment of a State’s capabilities.  And finally, the Department 
has defined new jobs specifically tailored to enhanced information analysis, such as imagery 
analyst and senior inspector for state evaluations. 


  Integrated Systems  
Another challenge is to integrate the various information systems used to analyse information 
within the Department.  Members of the State Evaluation Working Groups require a secure, 
integrated interface in their offices to all information used to draft State Evaluation Reports 
and to evaluate and respond to Additional Protocol Declarations.  The information which 
must be accessed to identify indicators of nuclear-related activities includes State Evaluation 
Reports, Information Review Committee minutes, other reports previously produced in the 
Department concerning their countries, including analysis of environmental samples, 
Additional Protocol Declarations, satellite imagery,  
Open source information, Computerized Inspection Reports, and accounting data declared 
by States under their Safeguards Agreements.  In addition, the current system for storing 
and processing information declared under Safeguards Agreements (ISIS) must be 
modernized so that it is capable of providing the integrated information required in a timely 
manner, as required by the State Evaluation Process.  
 
Beyond integration, Department staff participating in State Evaluations require collaborative 
software on an approved secure network which will allow them to record comments, control 
versions of drafts, and obtain electronic review and approval of drafts. 
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As the Department seeks to make integrated information more readily available to working 
group staff, the approaches selected must also meet the demands of Member States for robust 
information security.  Accomplishing both goals, easy access for those with an approved need 
to know and secure protection against those who are not approved, is still another challenge.  


Expanding Access to Information 
Once our existing sources of information have been integrated into a single, secure interface, 
our work will not be finished.  The Department must institutionalise the process of 
identifying new sources of information, both internal and external, which are relevant to 
State Evaluations.  This continuous monitoring will be an essential part of the process over 
time and will result in even more information being fed into the process.  This in turn will 
require constant adaptation of information systems. 
 
For example, at this time most of our open source information is English.   This is a severe 
limitation.  We mitigate it by acquiring translated information from many sources originally 
published in other languages, but we must develop a true multilingual capability.  This 
implies integrating translation tools with multilingual search and retrieval.   
 
 
 
 
 
In addition, Department staff should be able to access electronically documents currently 
maintained only in hard copy archives in the Agency.  This implies a major effort to identify 
relevant paper archives and convert them to electronic files. 


Credibility of Information 
 Assessment of credibility is a challenge, which needs a continuous built up of the capability.  
The factors affecting credibility of information must be defined and a technique for 
credibility assessment developed comprehensively.   


Continuous Evolution and Adaptation 
Finally, in conclusion, the ultimate challenge for information analysis is that it is part of a 
dynamic environment, which requires us to continuously monitor change, adapt to it, and 
adjust our procedures to take advantage of new capabilities on four fronts: 


�� Information Technology, which is constantly upgrading and extending its capabilities. 
 
 
 


�� Sources of Information, which come into existence, cease publication, change formats, 
or change scope, 


�� The State Evaluation Process itself, which continues to evolve, and 
�� The new skills of staff, which are being trained in new areas and being hired with a 


different skill, mix than in the past. 
 
 It is only through constant adaptation in these areas that the Department will meet the 
challenges of enhanced information analysis. 
The Bottom Line is that we have to do all these activities under zero gross budgets.  
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ABSTRACT 
 
The proliferation of nuclear weapons poses great threat to international peace and security. How to 
strengthen the non-proliferation regime has become a central question. In May 1997, the IAEA Board of 
Governors  adopted the Additional  Safeguards Protocol to improve its ability to detect the undeclared 
production of fissile material. This new strengthened safeguards system has opened the door for the 
IAEA to use of all types of information, including the potential use of commercial satellite imagery. 
We have therefore been investigating the feasibility of strengthening IAEA safeguards using 
commercial satellite imagery. This paper explores the new roles of high-resolution commercial 
satellite imagery to monitor the nuclear proliferation. Based on our analysis on a number of one-meter 
resolution IKONOS commercial satellite images of nuclear facilities, we  found that the new high-
resolution commercial satellite imagery would play a new and valuable  role in strengthening IAEA 
safeguards. 
 
INTRODUCTION 
 
After the discovery of Iraq’s clandestine nuclear weapon program and North Korea’s 
noncompliance with its safeguards obligations, the IAEA determined that the traditional 
safeguards system was ineffective for detecting undeclared nuclear facilities and activities. In 
May 1997, the IAEA Board of Governors adopted the Additional Safeguards Protocol to 
expand existing safeguards agreements and improve the IAEA’s ability to detect the 
undeclared production of fissile material[1]. This new strengthened safeguards system has 
opened the door for the IAEA to use of all types of information, including the potential use of 
commercial satellite imagery.  
 
Given the dramatic increase in commercial satellite imagery capabilities, as case studies, this 
paper explains in details how commercial observation satellites could be used for 
strengthening IAEA safeguards. This work will focus on technical aspect of uses of 
commercial satellite imagery to detect undeclared nuclear facilities. The Legal, political and 
financial issues are not discussed here. 
 
HIGH-RESOLUTION COMMERCIAL SATELLITE IMAGERY 
 
Since the early 1960s, US and the USSR/Russia use their satellites (as NTM) to identify and 
monitor each other and other countries’ nuclear facilities and activities. Starting in 1972, these 
satellites as well as other national technical means were used to verify strategic arms control 
agreements, including SALT I and the Anti-Ballistic Missile Treaty. The current capabilities of 


                                                 
* The views expressed in this paper are the author’s alone and do not necessarily represent any government policy. 







 2


these systems are estimated to have 10cm resolution. However, not all countries have access to 
such capabilities, and they are not willing to share widely the information from such satellites. 
However, lower resolution observation satellites were made available for civilian purposes, 
starting with the launch of the US Landsat-1 (with 80 meters resolution) in 1972. Through 
1980s and 1990s, a variety of commercial satellite images (including 10m- resolution 
panchromatic images from France’s SPOT, 30m-resolution images from Landsat 4 and 5; 
5.8m- resolution images from India’s IRS-1C and -1D, and some 5m-resolution images from 
Soviet/Russia satellites) are sold to the public. Particularly, around 90s early, the possible roles 
of these medium-resolution images to monitor the nuclear proliferation were explored[2]. 
However, it was estimated that there was very limited and moderate roles to identify nuclear 
production facilities and to monitor the operating status of nuclear facilities on by these poorer 
resolution images. 
 
The capabilities of commercial observation satellite are being dramatically improved .On 24 
September 1999, the US firm Space Imaging launched the first such satellite—IKONOS—with 
a 1m resolution panchromatic sensor and a 4m a resolution multispectral sensor. The United 
States has now licensed Space Imaging to launch a satellite that can provided 0.5-meter 
resolution images. Space imaging plans to launch such a satellite in 2004. Also US firm 
EarthWatch plans to launch QuichBird2 with 0.5-meter resolution later this year. Moreover,  
the Russian firm Sovinformsputnik has started  to sell Russian 1m ground resolution satellite 
images to customers all over the world. Other companies such as the US companies Orbimage, 
and the Israeli firm West Indian Space , plan to launch their high-resolution commercial 
imaging satellites soon. It is expected that a dozen or so such satellites from several different 
countries will be in orbit over the next few years. All of these new-generation commercial 
observation satellites have: 1m or better resolution; relatively short revisit intervals (one to five 
days); fore-and-aft and side-to-side pointing capability; stereo imaging; huge on-board data 
storage capacity; and the ability to deliver images to customers in hours or days. 
 
Unlike the medium resolution satellite imagery, the capabilities of these new high- resolution 
commercial satellites are good enough to detect and identify the major visible characteristics of 
nuclear production facilities and sites. Furthermore, unlike the classified spy satellite photos 
limited to few countries, the commercial satellite imagery is commercially available to anyone 
who wants to purchase it. Therefore, commercial satellites are opening new opportunities that 
each state, international organizations, and non-governmental groups could use the commercial 
images to play a more proactive role in monitoring the nuclear activities in related countries 
and verifying the compliance of non-proliferation agreements. This could help galvanize 
support for intensified efforts to slow the pace of nuclear proliferation. 
   
IDENTIFYING DEDICATED NUCLEAR FACILITIES AND SITES 
 
One important way for international community to monitor the nuclear proliferation is to 
identify the undeclared nuclear facilities and sites. The new satellites have the advantages of 
searching for and locating clandestine nuclear sites by surveying the whole globe with regular 
and frequent visits and with fine resolution. To produce fissile materials( plutonium and highly-
enriched uranium) for weapons, a country would  operate dedicated plutonium-production 
reactors and the associated reprocessing plants or uranium enrichment plants. These plants 
would have some characteristic visible features which can be seen from 1m-resolution satellite 
images.  
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Figure 1 shows a 1-meter color IKONOS image acquired in July 2000 of an area containing the 
two oldest Russian plutonium-production reactors at Seversk (Tomsk-7). The two sizable 
reactor containments, cooling towers and high stacks are clearly visible. The six towers at the 
upper left and the eight towers at the bottom right are, in all likehood, associated with the EI-2 
(1200MWt) and ADE-3(1900MWt) reactors respectively. And both reactors were closed in 
1990 and 1992 respectively. Also, from a 1m-resolution IKONOS satellite image (acquired in 
February 2000) over Pakistan’s Khushab plutonium production reactor[3], the sizable reactor 
containment (dome), the mechanical-draft cooling tower (with eight vents), and the high stack 
at the reactor site are clearly seen.  It should be noted that this 1m-resolution image shows 
much more details of the reactor facilities than that a released 10m-resolution SPOT image 
(acquired May1992) over the same site which cannot resolve the dome, cooling towers and 
high stack these specific visible features of a reactor. So the medium resolution images provide 
less direct and convincing evidences for the assumed reactor site. However, this 1m-resolution 
image provides undoubtedly the direct evidence of the facilities for Pakistan growing nuclear 
capabilities. 
 
Figure 2 shows a 1m-resolution color IKONOS image of Indian Trombay reprocessing plant 
that used to support the Indian nuclear weapons program. The reprocessing building and the 
high stack (for discharge of gaseous fission products released during the reprocessing) are 
clearly observable in the image. This medium scale reprocessing plant started its commission 
in 1964, shut down in 1974, and was enlarged and re-opened in the early 1980s. This plant 
reprocess spent fuels from Cirus and Dhruva reactors with a capacity of about 50 tonne per 
annum. It is believed this facility provided plutonium for nuclear explosions in 1974 and 
1998 nuclear test. Also the image shows clearly the trucks that parking in the shipment port. 
These trucks are presumably used to ship cut-spent fuel rods from the Cirus reactor. It should 
be noted that the reprocessing building at the Trombay site is smaller than those large scale 
ones, such as the reprocessing plant at Seversk (Tomsk-7). From an image taken by a 
CORONA satellite on September 15, 1971of the Tomsk-7 reprocessing plant[4], the long 
(more than 800-meter long) “canyon-like” building (typical of large reprocessing plants) and 
the very high stack (readily distinguished by its long shadow) can also be seen clearly. 
 
Based on the analysis of the  1m-resolution IKONOS commercial satellite images and 
declassified US Corona satellite images(2-3m resolution), the key fissile material production 
facilities would have some visible infrastructure signatures for high-resolution satellite imagery 
( see Table 1) [5]. In the absence of elaborate concealment measures, all these characteristic 
visible features of  undeclared nuclear sites would be detected and identified using one-meter 
resolution satellite images. However, for smaller scales such as gas centrifuge facilities and 
Laser enrichment facilities which could be a preferred way for future proliferants, they will 
have much less obviously observable characteristic as a GDP have for satellite images. The 
identification of a centrifuge enrichment plant(CEP) had to rely heavily on other collateral 
information. However, the recently 1m resolution IKONOS image of Pakistan Khuhuta CEP 
provides much more details than the once released a 10m- resoluition SPOT images did[6]. 
Besides its security perimeter, the image can identify the enrichment buildings at south and 
north production area, from which one could estimated the production scale.   
 
In addition, dedicated heavy water production facilities providing heavy water for the 
dedicated heavy water production reactor would also have visible features for high-resolution 
satellite imagery. A proliferant could use heavy water production reactors in which plutonium 
can be bred from natural uranium. The importance of heavy water to a nuclear proliferator is 
that it provides one more route to produce plutonium for use in weapons, entirely bypassing 
uranium enrichment and the entire related technological infrastructure. Also heavy-water-
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moderated reactors can be used to make tritium. As such, the production of heavy water has 
always been monitored, and the material is export controlled. Figure 3 show a 1m-resolution 
color IKONOS satellite image of a heavy water plant at Pakistan’s Khustan reactor site. This 
plant likely uses the standard process to produce heavy water as the Kota plant in India and 
the Bruce Heavy Water Plant Canada. For such a plant, it typical uses a dual-temperature 
water-hydrogen sulfide exchange process (Girdler Sulfide process--GS) as a primary process 
to enrich the heavy from 0.015% deuterium to enrichment between 10% and 30% deuterium, 
and finally use water distillation method to get reactor grade heavy water (>99.7% D)[7]. The 
cascade for the GS process usually contains a series of stages in which consists of couple or 
few exchange columns. Each exchanges columns is typical of a few tens meter high and few 
meter diameter[8]. Also GS process typical includes a high tower (several tens meters) used 
to discharge to environment the poisonous H2S gas leaked from the process. In addition, 
because only about one-fifth of the deuterium in the plant feed water becomes heavy water 
product, the production of a single pound of heavy water requires 340,000 pounds of feed 
water. Consequently, a number of water storage tanks would be required .In the image; we 
can see clearly a row of exchange columns (at least four) for the GS process and the high 
tower for discharge pious H2S gas. The three big tanks possibly used to pre-treat or purify 
water. Based on the analysis, we can expect that the characteristic features of a heavy water 
plant are identifiable to 1m-resolution satellite images. 
 
Finally, the constructions of all these nuclear material production facilities include a great many 
activities, such as the shipment of heavy components. Large trucks should be big enough to be 
identified in one-meter resolution images at visible bands. Such activities would take place for 
a considerable period of time[9]. So commercial satellites with several days’ revisit time and 
one-meter resolution could detect these facilities and activities.  
 
 
Table 1. The infrastructure features of dedicated nuclear material production facilities that 
might be observable from high resolution satellite imagery 
 


 
Nuclear facilities 


 


 
Observable characteristic features 


Reactors cooling towers or a natural water  body(with intake and discharge port); a high 
narrow  stack (or its shadow ); a reactor building; security perimeter ; railroads,  
roads; an isolated site, etc. 
 


Reprocessing 
plants 


a very high stack(or its shadow); a long “canyon-like” building(or with vent); 
some holding ponds or reservoirs for waste or sludge; security perimeter ; 
railroads,  roads; an isolated site,  etc. 
 


GDPs large-area (roof) process buildings (the roof of most building have ventilation 
shaft);cooling towers or a nearby river or lakes ; a nearby fossil fuel power plant; 
large electric switchyard(substation) ;waste management and disposal facilities ; 
security perimeter ; railroads,  roads; an isolated site,  etc. 
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FIG.1. 1m-resolution IKONOS satellite image (captured July 2000) of  site of plutonium 
production reactors EI-2 and ADE-3 at Tomsk-7, Russia. Credit:Spaceimaging.com. 
 
 


 
 
FIG.2.  1m-resolution IKONOS image (captured February 2000)  of the reprocessing plant at 
Trombay, India. Credit:Spaceimaging.com. 
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FIG.3. 1m-resolution  IKONOS image (captured February 2000) of the heavy water 
production facilities near Khushab reactor site, Pakistan. Credit:Spaceimaging.com. 
 
 
 
FINDING UNDERGROUND NUCLEAR FACILITIES? 
 
Facing this new challenge of widely available high-resolution satellite imagery, some states in 
the future could take deceptions and antisatellite-imaging countermeasures to make their 
dedicated nuclear facilities hide. For example, one approach to concealment would be locate 
the nuclear facilities amid a major industrial site which could make satellite imagery too 
difficult to detect them. However, it would raise a variety of security and safety concerns, and 
to date, no state seems to have taken up this challenge. Another possible approach would be 
build the nuclear facilities underground. However, the cost of such clandestine program would 
be substantially higher. Also such program will involve many personnel, instrument and 
activities, in a more and more transparent community, it will be more difficult to keep the 
secret. Once get information of the program, commercial satellites will easily target the suspect 
site.  
 
Moreover, based on the experience of a few known underground nuclear facilities, there are 
still some observable characteristic features for high-resolution satellite imagery. Consider, for 
example, the Russian plutonium production facility at Krasnoyarsk-26, where three plutonium 
production reactors, a reprocessing plant, and associated storage and processing facilities were 
built entirely inside a granite mountain on the side of Yenisey River. From the declassified 
Corona satellite images (about 2m, 3m- resolution)[10], it can clearly see the security fence 
around the site. The railroads, roads and the entrances to the underground site can also 
visible. It can also see the cooling water reservoirs nearby the river, which could be used to 
provide cooling water piped in from the Yenisey River for the reactors. The discharge point 
of the cooling water could be detected by the visible photos through the absence of ice on the 
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shadow
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river in the wintertime. Also it can be identified some ventilation shafts   and a high stack 
used to release the gaseous fission products from reactor or reprocessing plant. Also, it can 
detect the underground reprocessing waste injection wells to the northwest of the 
underground complex. 
 
Another underground dedicated nuclear facility is the reprocessing plant at Israel’s Dimona 
nuclear complex. From the 2m-resolution IKONOS image (taken on July4, 2000) and the 
declassified images over this site[11], it can clearly see the high stack associated with the 
reprocessing plant. Also the security fences around the complex, the reactor building(dome) 
and mechanical cooling towers(with two vents) are clearly visible in the images. This 
underground reprocessing plant is reported completed in the mid-1960s, with probably 
reprocessing capacity to produce plutonium for five to ten nuclear warheads a year. The 
declassified Corona Images taken in 1963 and 1965 also reveal a large excavation, which 
could contribution to the construction of the reprocessing plant. From the later Corona images 
acquired in 1971,there was no such excavation, and the site covered with other 
landscapes[12]. These images can show the underground construction of the facilities.  
 
Finally, the proliferant could build  clandestine nuclear facilities inside or near the declared 
nuclear site. It should be easier to detect these facilities than those of the  unknown sites, because 
the satellite would  target and observe these declared sites  frequently. If some new undeclared 
buildings and facilities  appear in these areas or some changes have taken place, the satellite can 
detect these activities by comparing the early photos and later photos. Then it could trigger the 
IAEA to conduct on-site special inspections. Furthermore, besides these characteristic features 
observable on the satellite images in the visible band, when these nuclear facilities operate, 
discharged heat effluents could be detected by thermal infrared imaging[13]. 
 
CONCLUSION 
 
These case studies show that the new high-resolution commercial observation satellite 
imagery would play a new and valuable role to monitor the nuclear proliferation. The 1m -
resolution satellite images would be useful for the detection and identification of  the nuclear 
production facilities through their infrastructure signatures. New changes at known nuclear 
site are readily observable.  
 
Thus, commercial satellite imagery could provide the targets for on-site inspections; this 
would be especially useful for identifying undeclared sites. It could trigger a special 
inspection with on-site sampling and visual observation. The satellite imagery could also be 
used to confirm information acquired by the agency from other sources. Conversely, to assist 
in identifying suspect facilities, other sources could be used to narrow the targets for satellite 
observation. However, it should be noted that, satellite imagery cannot do everything. For 
example, satellite imagery would be less useful for verifying the case of declared operating 
fissile material production facilities. A proliferant in the future could take deceptions and 
antisatellite-imaging countermeasures to make their dedicated nuclear facilities hide. In 
general, commercial satellite imagery cannot be expected to be a stand-alone verification 
method, but should instead be seen as one useful tool in the strengthened safeguards and  the 
integrated safeguards system.  
 
 
 
 







 8


REFERENCE 
 
[1] International Atomic Energy Agency, “ INFCIRC/540: Model Protocol Additional to the 
Agreement(s) between State(s) and the International Atomic Energy Agency for the 
Application of Safeguards,” Vienna, 1997, <http://www.iaea.org/worldatom/infcircs/inf501-
600.html>. 
[2] Michael Krepon, et al., Commercial Observation Satellites and International Security (New 
York: St. Martin’s Press, Inc., 1990). 
[3]http://www.fas.org/nuke/guide/pakistan. 
[4]Hui Zhang, “Uses of Commercial Satellite Imagery in FMCT Verification,” The 
Nonproliferation Review 7, no. 2 (Summer 2000). 
[5]More high-resolution satellite images can be found at websites, such as www.fas.org and 
www.isis-online.org. 
[6] See, http://sun00781.dn.net/nuke/guide/pakistan/facility/kahuta.htm 
[7] Manson Benedict, et., al., Nuclear Chemical Engineering (McGraw-Hill,  Inc., 1981). 
[8] E.W .Becker, Heavy Water Production (Vienna: International Atomic Energy Agency, 
1962). 
[9] United State Congress, Office of Technology Assessment, Nuclear Proliferation and 
Safeguards (New York, 1977), pp. 94-98. 
[10] See, http://sun00781.dn.net/nuke/guide/russia/facility/nuke/krasnoyarsk-26/index.html. 
[11] See, http://sun00781.dn.net/nuke/guide/israel/facility/dimona_pir.html. 
[12] See, www.fas.org/nuke/guide/israel . 
[13] Hui Zhang and Frank N. von Hippel,  “Using Commercial Imaging Satellites to Detect 
the Operation of Plutonium-Production Reactors and Gaseous-Diffusion Plants," Science & 
Global Security , no. 3, 2000. 
 


 
 
 





		Back to Papers






IAEA-SM-367/18/05 


               Verification and the Safeguards Legacy 
                               Demetrius  Perricos 
 


United Nations Monitoring, Verification and Inspection               
   Commission (UNMOVIC) 


 
 
 
In December 1999, the UN Security Council Resolution 1284, created the 
UN Monitoring, Verification and Inspection Commission as a subsidiary 
organ of the Security Council, to replace UNSCOM, the UN Special 
Commission for Iraq. While the rights and duties of UNMOVIC remain 
largely the same as those of the Special Commission, its structure, staffing 
management and conduct of work are modified in several aspects. In 
formulating UNMOVIC verification policies and procedures in order to 
implement inspections through a reinforced system of on-going monitoring 
and verification , which integrates activities related to disarmament and 
monitoring for chemical and biological weapons and for missiles with a 
range greater than 150 kilometers, many aspects of the IAEA international 
safeguards verification system provided useful guidance. 
 
In this respect, UNMOVIC  maybe the latest organization to draw from the 
IAEA verification  experience, but not the only one. A number of inspection 
or monitoring systems throughout the world  over the last decades have been 
structured drawing upon the IAEA experience of setting up and operating its 
verification system. 
 
International verification has taken a long time to be accepted by different 
states. Although the prohibition of use of weapons of mass destruction, 
notably chemical and biological was accepted a long time ago, through the 
Geneva Protocol of 1925, there were no mechanisms for verification of 
compliance. Any proposal for on-site inspection would have been defeated 
since  the old sense of national sovereignty was considered by States as an 
inviolable concept. 
 
The risk of nuclear weapons proliferation changed this concept in the years 
following the second world war. Non–proliferation became an important 
objective when it became obvious that although the use or testing of such 







 


weapons would be visible, their acquisition and possession would not 
become known until too late for the international community to react.  
 
With the promotion of the peaceful uses of atomic energy, it was not 
accepted that national  sovereignty should be used as a shield behind which 
States would hide violations  of their undertakings . On the other hand if a 
State were to accept prohibitions it would require the assurance that other 
states and especially those in its own region had accepted similar 
prohibitions or restrictions.  It was time for inspection and verification to be 
considered. But self -inspection would not help to create confidence.   
 
The first global verification system was born with the creation of the IAEA 
safeguards system, about 40 years ago. It permitted for the first time, 
inspectors of various nationalities through on-site inspections in a State’s 
territory to verify the peaceful use of nuclear material, equipment and 
facilities imported to these States through bilateral agreements, mainly with 
the USA, the main exporter in the late 1950s.  
 
The rights of an exporting state to inspect material and items  under such 
bilateral agreements were  passed on to the IAEA, resulting in a change of 
verification from a  bilateral to a multilateral regime. The early safeguards 
system, set forth in  INFCIRC/26 (1961) covered only the research and 
experimental reactors of that time provided under the US  “Atoms for Peace” 
program.  
 
 The extension of that system, set forth in INFCIRC/66.Rev2 (1965,as 
provisionally extended in 1966 and 1968), covered all types of reactors as 
well as reprocessing plants, fuel fabrication plants and storages of nuclear 
material. The IAEA performed inspections for verification of the use of 
nuclear material and facilities, on the basis of trilateral agreements, between 
the exporting state, the importing state and the IAEA. But it was realized 
from that early stage that verification of compliance with the terms of any 
agreement should be effective since otherwise, if cosmetic, it might generate 
misleading confidence.  India, Pakistan ,Israel and Cuba are still having such 
agreements. 
 
With the conclusion of the NPT in 1968, inspections were to be performed 
under standardized safeguards agreements, concluded directly between the 
IAEA and states parties to the NPT. The model safeguards agreement, set 
forth in INFCIRC/153-corrected (1972), the Blue Book, reflects the extent 







 


of verification and level of intrusiveness that the member states of the IAEA 
were willing to accept at that time. The IAEA developed the safeguards 
system within the limitations reflected in the model agreement such as 
limiting routine access by the inspectors to “strategic points” including “key 
measurement points” within a facility and focusing verification on declared 
nuclear material. 
 
The safeguards system, based as it was on nuclear material accountancy 
supplemented by containment and surveillance, was not designed to provide 
100% assurance that there had been no attempt to circumvent the system. 
The verification approaches developed, took into consideration the 
possibility of the existence of undeclared activities but the system was not 
geared to detect whether a State might secretly build nuclear facilities or 
secretly acquire nuclear material and avoid a declaration to the IAEA. It was 
expected to detect a diversion of declared nuclear material with a high 
probability and within a given time and therefore determine also that there 
had been no diversion of declared nuclear material from peaceful purposes. 
The system was not expected to foresee the intentions of a state regarding its 
political commitments to its legal undertakings and provided no guarantees 
for the future. 
 
 In very special circumstances a request by the IAEA  for special inspections 
could be made if it had  reasons to believe that the information provided by 
the inspected state including explanations and the information obtained from 
routine inspections were not adequate for the IAEA to fulfill its 
responsibilities under the safeguards agreement.  
 
 The most vital element of any verification system is the inspector. 
Technology can assist but cannot replace the inspector in the field. Their 
experience, knowledge, intuition and initiative are invaluable factors 
contributing to the success of an inspection regime. 
 
The inspectors are expected to understand and implement legal instruments 
such as the safeguards agreements or the subsidiaries to such agreements. 
They have to be diplomatic when negotiating with national authorities and 
operators. They must have expertise in various measuring  equipment. They 
must be able to install and maintain surveillance equipment, sensors and 
unattended monitoring systems and to analyze data and evaluate surveillance 
records in the field. They are expected to be good auditors for accounting 
and operating records, to have sharp observation skills  and “a good nose” so 







 


that they can identify and report problem areas, to have a good knowledge of 
computers and to have adequate strength to carry around the world 
portable/transportable equipment  and good health and stamina  to be able to 
face difficult conditions in the field.  
 
 To be credible the inspectors should be technically qualified with 
substantial experience in the  industry or in research and development before 
they are recruited. Well organized and technically competent staff to support 
the inspection work in the field and in headquarters is equally important for 
the successful attainment of the verification objectives. The IAEA inspectors 
are however not part of an international police force that will intervene to 
prevent a violation taking place. They can only report their findings and the 
conclusions they draw from them. 
 
 An extensive training program has been instituted to make sure that the 
inspectors and the support staff retain their professional capabilities and that 
it provides them with new skills. Such vigorous training programs are 
instituted in all inspection related organizations, including UNMOVIC, with 
the expectation that most inspectors will be able to serve for a  long time so 
that  they may utilize  their acquired expertise , provide  continuity of 
knowledge  and develop a  sense of loyalty to the organization . 
 
Over the years, the inspectors and the support staff and through them the 
safeguards verification system gained experience in 


- organization and management of large teams e.g. during the physical 
inventory verification at large bulk handling facilities 


- theoretical and practical aspects of technologies relevant to 
verification objectives  which permitted the elaboration of inspection  
approaches for various facility types. 


- examination of records and evaluation of material balances which 
permitted statements related to material unaccounted for 


- qualitative and quantitative measurements of nuclear material, 
developing statistical approaches, sampling procedures and an 
international  network of analytical laboratories 


- familiarity and access to sensitive technologies related to detection, to 
unattended verification systems, to containment /surveillance and 
sensors 


- examination and verification of design information of large and 
complex facilities including fabrication and reprocessing plants     







 


- analysis of inspection findings and evaluation of their mutual 
consistency and consistency with other available information, with 
parallel development of the Safeguards Implementation Report and 
the annual safeguards statement  


- negotiations on technical issues with facility operators and State 
authorities.  


 
The growing complexity of the nuclear installations requires that the 
verification system must continuously develop and adapt so that the 
techniques and instrumentation it has available, can keep abreast of the 
technologies to be safeguarded as e.g. enrichment technologies. 
 But this cannot be achieved with the serious budgetary constraints for 
safeguards that characterize the last 10 years, where additional activities are 
undertaken with no corresponding increases in the budget. Therefore the 
research and development of verification techniques for the IAEA 
safeguards program is mostly undertaken by laboratories through national 
support programs , which have the available resources and have provided 
invaluable contributions to the  IAEA verification system. Similar programs 
are now available for supporting the activities of other national and 
international verification organizations. 
 
As the  verification system becomes  more complex it is necessary to reflect 
the experience gained in a set of  manuals  which consolidate the policies 
and procedures to be followed in the inspection process, as well as in the 
development of criteria  which provide guidance for verification, evaluation 
and analysis of the inspection findings. The  IAEA Safeguards Manual and 
the Safeguards Criteria reflect the IAEA experience. This experience has 
provided input and guidance to other national, regional or international  
verification organizations on areas  that needed to be adopted or be  further 
developed.    
 
The IAEA infrastructure, its trained inspectorate  and its experience with 
verification permitted,  in 1991, the organization to respond immediately and 
successfully to the tasks required by the Security Council Resolution 
687(1991) on Iraq as well as to the tasks related to the verification of the 
completeness and correctness of the initial declarations by DPRK and S. 
Africa which were performed in parallel  with the  initial verification tasks in 
Iraq . 
 







 


The case of Iraq was a watershed for the field of verification. The discovery 
of its undeclared programs, for highly enriched uranium production and 
weaponization, as well as for the chemical and biological weapons, was 
made possible through the verification experience  existing at that time, 
enhanced by additional access rights, additional information from 
governments and  the application of modern detection technology. Such 
access rights represent the maximum that one can find in any verification 
system established to date or expected in the future.  
 
For inspections in Iraq under the Security Council Resolutions, there is an 
agreement since May 1991, that   the inspectors should  have unrestricted 
freedom of  entry and exit without delay or hindrance,  including expeditious 
issuance of entry and exit visas;  unrestricted freedom of movement without 
notice within the country; right of unimpeded access to any site for the 
purpose of on-site inspection; right to request, receive, examine, retain, 
move or photograph , any item relevant  to the activities of the inspecting 
organization and to conduct interviews; right to install equipment or 
construct facilities for observation ,inspection, testing or monitoring and for 
storage, destruction or rendering harmless proscribed items described in 
Security Council Resolution 687 (1991);right to take photographs from the 
ground or from the air; right to take and analyze samples of any kind; right 
to unrestricted communication by radio, satellite or any other form; right to 
stop and inspect any means of transportation within the state, including 
vehicles, ships and aircraft ; right to inspect any imports or exports  upon 
arrival or departure. For some special circumstances e.g. inspections at 
Presidential palaces a number of modalities were agreed, on how to 
implement these rights. But there are no sanctuaries from inspection.  
 
The verification activities in Iraq  by the IAEA and UNSCOM stimulated 
research  and development  by research institutions  and the industry in new 
technology  and equipment like digital surveillance systems, sensors  and 
remote monitoring   which found wider applications in the safeguards world,   
and the development of techniques for hydrological surveys, radiometric 
mapping and air sampling. 
 
 In terms of  implementation  of new  technology, it was not only imagery 
through the use of satellite and  U2 planes that helped the verification 
process  but also modern detection technology like environmental sampling 
for particle analysis that was a breakthrough for the IAEA verification 
system and provided to the inspectors an important technique which can 







 


generate information not only about the current events but also about past 
activities.  
 
The discoveries in Iraq made it evident that there was a need for an intensive 
development effort (program 93+2) to strengthen the safeguards system and 
to develop a capability to detect undeclared activities. For this purpose it was 
recognized - and stated at an early stage by the Director General of the 
IAEA- that there was need for additional and extended                    


- access to information, to include open media  information, early 
design information for facilities, exports data ,satellite imagery 
and information  from governments 
-access to locations, to include any place on a site, with no-


notice or on  short-notice. 
It was also obvious that access to the Security Council, to bring the IAEA 
closer to the body responsible for maintenance of international peace and 
security, would be a significant additional element to the strengthened 
system .It would also be used for reporting periodically on non-proliferation 
issues  and the results of the IAEA verification activities. 
 
While the case of Iraq was a case of late detection of undeclared activities, 
the case of DPRK was a case of prompt detection of inconsistencies which 
began to emerge, with the first inspections in 1992, between  the initial 
declaration by the DPRK and the IAEA inspection findings .These findings 
covered mainly the measured differences between the plutonium product and 
the plutonium in waste solutions from reprocessing campaigns. Modern 
detection techniques, such as environmental sampling were used by the 
inspectors  as well as  access to imagery and other  information. Access to 
the Security Council became important in view of DPRK  refusal to accept a 
special inspection to additional sites and of the protracted process of non-
compliance. Presently the IAEA is verifying the freeze of the DPRK  nuclear 
program as foreseen in the  1994 Agreed Framework between the USA and 
the DPRK. The verification of the correctness and completeness of the initial 
declaration  under the safeguards agreement, has still to be performed. 
 
In the case of S. Africa, the  verification of the correctness and completeness 
of its initial declaration  and the verification of the dismantlement of its 
former nuclear weapons program, performed by an IAEA inspection team 
supplemented by nuclear weapons experts,  underlined again that the key to 
the ability by the safeguards system to fulfill the verification tasks was 







 


access to information and to locations , which was provided to the  
inspectors on short notice through full cooperation by S. Africa.  
 
This experience showed that the provision of assurance by the verification 
authority depends on the degree of transparency and cooperation provided 
by the inspected party. Inconsistencies, denial of access, failure to clarify 
data, a hostile environment, will create doubts about the completeness of the 
state’s declaration.  The greater the transparency and cooperation the more 
assurance the system can provide. But it was also recognized that the 
conclusions from such verification effort, even from the most intrusive one, 
will always leave a “residue of uncertainty” and that it will be left to the 
judgment of governments whether a statement by the verification authority 
of “no indication of undeclared material or activities” provides a level of 
assurance which is acceptable in any given situation. 
 
But what may be considered an acceptable verification system in most parts 
of the world may not be enough for regions of high tension. In such cases 
the establishment of zones free of weapons of mass destruction and other 
regional approaches to non-proliferation and to other security concerns, can 
provide valuable support to international arrangements by responding to 
specific regional needs. What those needs are will vary from region to region 
but in all cases regional verification arrangements,  respond to the need felt 
by the participating states  rather than by the international community as a 
whole, to generate additional assurances between themselves through further 
mutual  verification. 
 
 If one considers the Nuclear Weapons Free Zones, they cover about half the 
world, comprising the Latin American and the Caribbean countries 
(Tlatelolco, 1967), the South Pacific (Rarotonga, 1985), the African 
countries (Pelindaba, 1996) and the ASEAN countries (Bangok ,1995).For 
verification of compliance use has been  made of  either the IAEA 
verification system or of  agreements based on the IAEA model Safeguards  
Agreement.  
 
While there have been  additional proposals for the establishment of such 
zones e.g. in central Asia it should be noted that in  Security Council 
Resolutions 687 (1991) and 1284 (1999) there is  the aim to establish in the 
future a zone of weapons of mass destruction  in the Middle East something 
endorsed, probably as a visionary goal, by all states in the region, This 
represents a long term ambition which requires notably the neutralization of 







 


Iraq’s capacity for weapons of mass destruction, as a step in that direction. 
The verification experience of  the IAEA and of UNMOVIC will be of great 
value  at that time. 
 
The process which was developed  in connection with  nuclear weapons 
non-proliferation and its verification  influenced two other areas of weapons 
of mass destruction i.e. the chemical and biological and the efforts to agree 
to prohibition of their  production and possession have been successful. The 
on-site verification system elaborated for nuclear non-proliferation showed 
the way for developing a global system for verification of the Chemical 
Weapons Convention, the CWC. 
 
The 1993 Convention for the Prohibition of the Development, Production, 
Stockpiling and Use of chemical weapons created an organization (OPCW) 
and provided for the establishment of a verification  regime which  was  in 
many ways inspired by the IAEA verification system as developed by that 
time  with some improvements concerning simplified procedures for the  
designation of inspectors and visa requirements and introducing challenge 
inspections at the request of a state  and managed access. But there are 
differences between special inspections of the IAEA and the challenge 
inspections of the Chemical Weapons Convention, CWC. The latter can only 
be undertaken at the initiative of a member state  while a special inspection 
can be requested be the IAEA secretariat .But the IAEA must have reasons 
to  believe that the site is safeguards relevant before requesting a special 
inspection ,while a challenge inspection may be triggered by mere  doubts or 
suspicions on the part of a state. It is notable that no challenge inspection has 
taken place up to now . The CWC system reflects again the extent of 
intrusiveness that members states were willing to  accept  for   verification at 
the time . 
 
The Convention on the Prohibition of the Development, Production and 
Stockpiling of Biological Weapons was concluded in 1972 but has not yet a 
mechanism for verification  and the prospects for reaching early  agreement 
on such a mechanism are  not  optimistic. Over the past few years attempts 
have been made to negotiate  a protocol that could give force to the 
prohibitions set out  in the Convention but no consensus has been possible 
on the effectiveness of the proposed measures for verifying the ban against 
the possession and development of such weapons .  
 







 


The recent concerns that biological and radiological  weapons, can be 
developed and used in a way that would be a threat to the security of the 
international community being dispersed in population centers through 
terrorist acts, as “weapons of mass effect”, makes it important  and urgent to 
pursue effective verification mechanisms  and counter the proliferation of 
such technologies. Although the control of exports of sensitive material, 
equipment and technology remains important, this by itself without on-site 
verification, cannot prevent the acquisition through illicit trade or the 
indigenous production of some of these weapons material. 
 
 The Model Additional Protocol (INFCIRC/540) agreed in the IAEA  in 
1997 incorporates the results of the efforts to strengthen the safeguards 
system and as such provides the possibility for more transparency by the 
States and more access to locations by the inspectors on the basis of 
additional information. The inspectors can now have access beyond the 
strategic points and to any building on a site, on very short notice. The 
collection and evaluation of all available information about the activities in a 
state may trigger requests for access to any location in a State, for the 
resolution of questions and inconsistencies, as part of the normal 
implementation of the new strengthening  measures  without having to resort 
to the formal mechanism of  special inspections.  
 
The Additional Protocol does not provide the broad and intrusive access 
rights as in the case of Iraq, since such rights are unprecedented and the 
result of a cease-fire arrangement involving the Security Council. In this 
respect it again reflects the extent of verification that the member states were 
willing to accept in 1997. The expectations are that the implementation of 
the activities under the Safeguards Agreement and the  Additional Protocol 
in an integrated fashion will result in a new breed of inspectors  and in a  
new culture  of verification, based on full transparency by the states  and on  
full cooperation, resulting in an effective and efficient safeguards 
verification  system for the future. But this does not diminish the value to 
non-proliferation of the strengthened system under the comprehensive 
safeguards agreement without the additional protocol. 
 
 The possibility to authenticate inspection data from national or regional 
systems of accounting and control  and to assess the quality of such data 
could permit the IAEA to make use of this information for drawing its 
safeguards conclusions. But attention should be given, to maintain always 
the requirement that the IAEA must draw its own independent conclusions 







 


and to elaborate  the procedures governing the implementation of the access 
rights of the IAEA, in such a way  that these  rights are not diluted and that  
the IAEA inspector presence in the field is not minimized.  
 
The verification of the peaceful use or storage of weapons-usable nuclear 
material moved from the military to the peaceful sector in Russia and the 
USA through the trilateral initiative , the arrangements for the verification of 
a fissile material  cut-off agreement, the protocol for the implementation of 
the Biological Weapons Convention are examples and challenges for  future 
verification schemes  that can benefit from the IAEA experience. At the 
same time, cooperation in the future between existing organizations like the 
IAEA, OPCW, CTBTO,  UNMOVIC  and exchange of information on 
experiences and techniques would be valuable for increased effectiveness in  
the verification of arms control and non-proliferation.  
 
 Overall, especially during the last decade, the IAEA on-site  verification 
system has been quite successful in its nuclear non-proliferation tasks The 
verification systems that have been put into operation in the past or are being 
discussed by States for the future establishment of national or regional 
inspectorates, similar to those of Euratom and ABACC, or for the 
implementation of  disarmament and non-proliferation conventions, related 
to weapons of mass destruction whether nuclear, chemical , biological or the 
delivery systems, have benefited and will benefit in the future from the 
guiding experience -both from the strengths and weaknesses -of the IAEA 
verification system.  This is hopefully the legacy of the safeguards system 
for the future of verification.  
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Abstract 
 The IAEA Board of Governors approved the Model Protocol Additional to 
Safeguards Agreements, INFCIRC/540, (referred to as the Additional Protocol) in 
May 1997. The Additional Protocol provides for new mechanisms that include 
expanded information on State’s nuclear activities to be declared to the IAEA and 
increased physical access to locations for IAEA inspectors. Given the expanded 
capability under the additional protocol for the Agency to draw conclusions regarding 
the absence of undeclared nuclear material and activities, Safeguards Department staff 
have had to broaden their outlook with respect to all safeguards activities being 
conducted. Beyond verification of nuclear material, inspectors are being called upon 
to conduct a wider range of activities, with more emphasis on observation of 
indicators of a State’s nuclear-related activities and consideration of the consistency 
of the other information with a State’s declarations. This includes consideration of 
how the evaluation of all information available to the Agency affects the planning and 
prioritizing of future safeguards activities, for example in resolving questions or 
inconsistencies in the declared information or selecting locations for conducting 
complementary access. The implementation of strengthened safeguards and the 
additional protocol has led to a need to institutionally change the roles of many staff 
members in the various Safeguards Divisions and increase the interaction between the 
Divisions to most effectively draw State-level conclusions regarding the absence of 
undeclared nuclear material and activities. 


This paper focuses on the significant changes in the roles of safeguards 
inspectors, in particular facility officers and country officers, in the implementation of 
strengthened safeguards. It outlines the nature of the changes, and some of the 
challenges being faced in order to adapt to these roles, including changes in the nature 
of interaction between the Operations and Support Divisions in the Safeguards 
Department and the need for new skills, procedures and training.  


 
The Changing Role of Safeguards Inspectors  


In the past, the activities of an inspector were associated predominantly with 
the implementation of “traditional” safeguards, i.e., conducting nuclear material 
accountancy and verification. Activities to be conducted in the field and at 
headquarters were clearly prescribed by safeguards agreements and the associated 
safeguards criteria. Evaluation of the safeguards implementation results have led to 
annual conclusions regarding the non-diversion of material placed under safeguards. 
In this regard, the roles of inspectors, facility officers and country officers in the 
Divisions of Operations have been well defined. 


Based on safeguards agreement and criteria, safeguards inspectors were given 
clear instructions by facility officers on what activities needed to be conducted. The 
quantitative results could be precisely recorded on standard working papers and 
logsheets, and compiled in a standard inspection documentation package, and 
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reviewed by prescribed procedures prior to evaluation of the results. Armed with the 
safeguards manuals; knowledge of safeguards agreements, criteria, facility-specific 
information; and skills in using the relevant equipment, the safeguards inspector could 
conduct the required activities and report on the results. 
 With the implementation of strengthened safeguards measures the inspectors 
have had to learn new techniques, such as the collection of environmental swipe 
samples. But in addition, with the implementation of state evaluation, inspectors have 
been called upon to become familiar with potential indicators of undeclared nuclear 
material and activities associated with the various elements of the nuclear fuel cycle, 
to enhance their awareness and observational skills while conducting verification 
activities, and to document their observations. These inspector activities not only 
require training, but also have posed a fundamental change in the activities expected 
of all inspectors. 
 With the implementation of the additional protocol, the change in the role of 
the inspector has become more profound. In addition to their other activities, 
inspectors are called upon to conduct short-notice complementary access, usually to 
locations or places where the Agency has not previously conducted verification 
activities. Rather than being instructed to conduct a prescribed set of verification 
activities, the inspector is requested to either confirm the absence of undeclared 
nuclear material and activities, confirm the decommissioned status of a facility or 
LOF, or resolve a question or inconsistency regarding information declared to the 
Agency by the State. In order to prepare for this type of access, the inspector should 
be familiar with the provisions of the additional protocol, review all information 
available to the Agency on the location, including States’ declarations and voluntary 
reports, the results of the Agency’s verification activities, if applicable, and open 
source information. Based on the information available, the objectives of the 
complementary access and the activities that are allowed (as prescribed by Article 6 of 
the Model Additional Protocol), the inspector must select, and be familiar with the use 
of, the appropriate equipment and must be prepared to ask relevant questions. While 
in the field, the inspector is called upon to decide which activities to undertake and 
what questions to ask, depending upon the situation. There will be a need for the 
inspector to respond to unanticipated situations. 


Following complementary access, the inspector is called upon to clearly 
document observations and the results of the activities conducted. In some cases, it 
may be straightforward for the inspector to draw conclusions on the results of the 
activities with regard to the objective of the complementary access, but in many cases 
the inspector will need to suggest further evaluation in light of other available 
information and/or further follow-up activities. 


 
The Roles of Facility Officers and Country Officers 
 As with inspectors called upon to meet the requirements of the basic 
safeguards agreements, the role of facility officers in implementing “traditional” 
safeguards have been clearly defined. A facility officer prepares the inspection plans 
for the facilities for which he is responsible, reviews the inspection reports and 
statements, and ensures that all necessary measures for safeguarding the assigned 
facilities are being implemented. In addition, he reviews design information and 
measurement uncertainties annually, assuring that the safeguards approach remains 
valid and provides input to the Safeguards Implementation Report (SIR). A country 
officer’s main responsibilities have been to assure that the safeguards approach at the 
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State level, to address criteria such as borrowing, were being implemented and to 
provide input to the SIR. 
 With the implementation of strengthened safeguards, facility officers and 
country officers also have been tasked with further planning and evaluation of 
measures to assure the absence of undeclared nuclear material and activities. 
Environmental swipe sampling and periodic design information verification (DIV) 
need to be planned and conducted at key locations in facilities and LOFs. 
 To evaluate the nuclear programme of a State as a whole requires 
consideration of all relevant information available to the Agency, including a State’s 
declarations and voluntary reports, the results of the Agency’s verification activities 
and open source information. Evaluation of all aspects of a State’s nuclear related 
activities must be conducted, including evaluation of: the general consistency of the 
present and planned nuclear programme and research programme, consistency of 
information related to specific nuclear activities covering the entire fuel cycle, the 
consistency of nuclear material flows and inventories, the use of nuclear material not 
related to specific facilities (such as for non-nuclear use, exempted material and 
trafficking of nuclear material), and the use of specified non-nuclear material and 
equipment. The evaluation must include consideration of the history of the nuclear 
programme, including previous results of Agency safeguards activities. Based on the 
results of the evaluation, the country officer must recommend and conduct follow-up 
actions. The follow-up actions could, for example, be: to seek further information 
from other internal or external sources, request further information from the State or 
conduct further activities to help clarify the situation. When no additional protocol is 
in force, there is, of course, a limitation in the follow-up activities that could be 
conducted. 
 For States with comprehensive safeguards agreements and additional protocols 
in force, the Agency, in principle, has the capability to conduct activities sufficient to 
draw a conclusion regarding the absence of undeclared nuclear material and activities. 
When an additional protocol is in force, the country officer (with the assistance of 
facility officers and other staff), must review the declarations in light of all other 
relevant information available to the Agency and plan and conduct the necessary 
activities needed to support such a conclusion. In addition to the follow-up activities 
that could be conducted under strengthened safeguards, further follow-up 
implementation activities could include, for example, writing to the State to request 
amplification or clarification of the declaration or to raise a question or inconsistency, 
and conducting complementary access. The planning and follow-up of all of these 
activities are in addition to the activities are to be conducted under “traditional” 
safeguards.  
 When sufficient activities have been conducted and the results of a state 
evaluation lead to a positive conclusion regarding the absence of undeclared nuclear 
material and activities in a State, the Agency can move to the implementation of 
integrated safeguards measures in the State. Although the general approaches for 
integrated safeguards are being developed at the Departmental level, the country 
officer will be called upon to propose the specific integrated safeguards approach and 
procedures for specific facility types (including provisions for unannounced or short 
notice inspection) to be implemented, with the approval of the State authorities. The 
country officer will also be responsible for the implementation of the integrated 
safeguards measures and the evaluation of the results in conjunction with all other 
information available to the Agency to propose the conclusions to be drawn by the 







4 


Agency regarding the non-diversion of nuclear material and absence of undeclared 
nuclear material and activities in the future. 
 
Interaction between Safeguards Divisions 
 The information presented thus far begs the question “how can the inspectors 
and, in particular the country officers, be responsible for such important 
undertakings?” It should first of all be clear that in order to effectively implement 
strengthened safeguards, more time and effort will be needed at headquarters to 
evaluate information and plan and evaluate the activities necessary to draw safeguards 
conclusions on the absence of undeclared nuclear material and activities.  
 But in addition, the roles of staff in Safeguards Support Divisions are also 
changing and the nature of interactions between staff members from the different 
Safeguards Divisions is changing. Inter-Divisional work teams who together assess 
the relevant information are conducting state evaluations. Each work team is 
composed of the country officer, alternate country officer and operations management 
responsible for the country, a staff member from the Division of Information 
Technology and a staff member from the Division of Concepts and Planning. The 
members bring to the team complementary information and expertise necessary to 
conduct a thorough evaluation. 
 
The Need for Development of Further Guidelines, Procedures and Training 


In addition to participation on evaluation work teams, the support Divisions 
are clearly necessary to provide the infrastructure for implementation of strengthened 
safeguards and additional protocols. For example, the Division of Information 
Technology is addressing the needs for provision of more extensive open source 
information and for software evaluation tools to support implementation of new 
measures. The Division of Concepts and Planning have been providing guidelines and 
procedures for strengthened safeguards implementation. The Division of Technical 
Services have been providing new instrumentation, procedures and training in all 
aspects of the enhanced role of safeguards inspectors. Other sections and offices have 
also been called upon to assist in the effective implementation of the new 
strengthened safeguards measures. 


 
Summary 


In summary, the role of Safeguards staff, in particular safeguards inspectors, 
has changed with the implementation of strengthened safeguards. The number of 
activities to be conducted, particularly in association with evaluating information and 
conducting follow-up activities, has significantly increased. To meet these challenges, 
inspectors are called upon to have more skills and conduct a wider range of activities 
than ever before and to spend significantly more time in headquarters on the 
evaluation of the nuclear-related activities of a State. 
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Abstract 
 
The present paper describes the individual analytical methodologies (Thermal Ionization 
Mass Spectrometry, Inductively Coupled Plasma Mass Spectrometry and Alpha 
Spectrometry) that were developed for uranium age determination and discusses their 
advantages and drawbacks. With respect to a potential application of the methods (e.g. Fissile 
Material Cut-off Treaty), the discussion focuses on highly enriched uranium, as this appears 
to be of highest strategic relevance. The different analytical methodologies were tested using 
uranium reference materials of different 235U enrichments and of known ages. 
 
 
1. INTRODUCTION 
 
Obtaining information on the age of nuclear material is of relevance in nuclear forensic 
science in order to determine the date of the production campaign of the material. This might 
be helpful to identify the source of the material. Information on the age of highly enriched 
uranium may also be useful under a strengthened safeguards regime. Furthermore, such 
information will be of key importance for the verification of a Fissile Material Cut-off Treaty 
(FMCT). It will allow to distinguish between freshly produced (i.e. enriched or purified) 
material and material originating from excess weapons material. The same arguments apply 
basically also for plutonium. Age determination for Pu has been demonstrated earlier for bulk 
samples as well as for particles [1,2]. 
The radioactive decay of the actinide isotopes provides a unique chronometer, which is 
inherent to the material. In highly enriched uranium, the parent/daughter relations 234U/230Th 
and 235U/231Pa are advantageously used to determine the age of the material. The obtained age 
refers to the last separation of the daughter nuclide from its parent, i.e. the last purification of 
the material. Evidently, the accuracy of the measured age depends on the quality of this 
separation; hence it is based on the assumption of the complete removal of the daughter 
nuclides during the last separation or purification.  
The age determination of uranium is somewhat more difficult than Pu dating, because of the 
long half-lives of uranium isotopes which lead only to minute amounts of in-growing 
daughter nuclides. This means that either separation of the Th and the Pa from uranium must 
be of high chemical recovery and a highly sensitive measurement technique must be applied. 
In this work the age determination of highly enriched uranium has been studied using three 
different techniques: Thermal Ionization Mass Spectrometry (TIMS), Inductively Coupled 
Plasma Mass Spectrometry (ICP-MS) and Alpha Spectrometry (AS). For TIMS and AS a 
separation of daughter nuclides was required whereas a direct measurement of the sample was 
possible by ICP-MS. 
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2. METHODOLOGY 
 
Age determination of uranium is not a new application. Geologists have determined the ages 
of rocks, sediments etc. already for tens of years. However, there the time scale is completely 
different, because geological samples are thousands of years old, whereas uranium, used for 
nuclear applications, is at the most 60 years old. Because young uranium samples have very 
high parent/daughter ratios (Fig. 1) due to the long half-lives of uranium isotopes, it makes 
the age determination of “processed” uranium rather difficult. 
Uranium has three candidate parent/daughter relations for the age determination: 234U/230Th, 
235U/231Pa and 236U/232Th. The latter relation is valid only for reprocessed U, because the 236U 
is not naturally occurring isotope. Second limitation for the use of this relation is 232Th, which 
occurs in nature. This leads to relatively high 232Th blank levels and thus this relation was 
excluded in the study. 
The 235U/231Pa mass ratio is exceedingly high due to the very long half-life of 235U 
( 8


2/1 107��T  a), which of course limits the possibilities of direct measurement. For a direct 
measurement, an instrument of high dynamic range and high sensitivity is absolute necessity. 
A U/Pa separation, on the other hand, does not solve the problem, because Pa does not have 
any other long-lived and/or alpha-active isotope for spiking, and thus the isotope dilution 
TIMS and AS (ID-TIMS and ID-AS) cannot easily be applied. The best relation for the age 
determination is thus the 234U/230Th. 
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Fig.1. Parent/daughter ratios of uranium. 
 
The age of uranium material is calculated from the equation of basic radioactive decay, 


teNN ��
�� 0 . An example for age calculation from the 234U/230Th ratio is shown below. 
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where 
 
R is the measured 230Th/234U-atom ratio 
 
� is a factor composed of the 234U and 230Th decay contants = )( 230234 ��


� ThU ��  


K is the activity ratio = 
� �234230
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3. MATERIALS 
 
Uranium isotopic standard reference materials U-500, U-800 and U-850 from New Brunswick 
Laboratory, NBL (materials were produced and formerly sold by National Bureau of 
Standards, NBS) were used in the study. They are 50 %, 80 % and 85 % enriched in 235U, 
respectively. The standards consist of U3O8 powders and their preparation dates are rather 
well known [3]. 
Nitric acid and hydrochloric acid solutions were prepared from suprapur grade reagents 
(Merck). Water was obtained from a Milli-Q water purification system. All other chemicals 
were reagent grade and were used as received.  
TEVA ion chromatography resin (50-100�, Eichrom Ind.) was used as purchased without 
further purification. The resin was packed in plastic columns (Bio-Rad), making up bed 
volumes of approx. 0.4 ml. 
 
 
4. U/Th SEPARATION 
 
Prior to TIMS and AS measurements, Th and U had to be separated. The experimental 
procedure used in this work for the separation of Th from bulk U is shown in Fig. 2. It is 
based on already existing procedure [4], but which was modified to some extent to be adapted 
better for this application. After conditioning the TEVA column with approx. 8 bed volumes 
of 2 M HNO3, sample solutions typically containing 10 mg U3O8 dissolved in 2 M HNO3 and 
spiked with 228Th (ID-AS) or 232Th (ID-TIMS) were added onto the column. Typical sample 
volumes were 2.0 ml and average flow rates approx. 0.2 ml/min. 
The column was washed with 10 ml 2 M HNO3 to remove U followed by elution of Th using 
6 M HCl. Approx. 90% of the Th could typically be recovered in 1 ml 6 M HCl. The Th 
fraction was evaporated to near dryness, redissolved in conc. HNO3, evaporated again and 
redissolved in 2 M HNO3. This solution could be used directly for Th quantification by TIMS.  
The preparation of planchets for �-spectroscopy from this solution was not successful due to 
the formation of crusts after sample evaporation, yielding �-spectra of poor resolution. The 
TEVA resin was found to release significant amounts of presumably organic materials when 
treated with 6 M HCl and these residues could not be destroyed even by repeated evaporation 
with HNO3. Therefore a second purification step had to be performed for the analysis of Th 
by ID-AS. The Th fraction, redissolved in 2 M HNO3, was added onto a second TEVA 
column. The column was washed with 10 ml 2 M HNO3 to remove any residual U followed 
by elution of Th with 1 ml 0.02 M HF/0.02 M HNO3, typically recovering 90% of the Th.  
Aliquots of 0.5 ml of this solution could be directly used for the preparation of planchets 
yielding �-spectra of highly improved resolution. 
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Fig. 2: Experimental procedure used for U/Th separation. 
 
 
5. TECHNIQUES 
 
5.1. Thermal Ionization Mass Spectrometry (TIMS) 
 
Two different TIMS instruments were used for performing the isotope ratio measurements to 
determine the n(234U)/n(230Th) ratio indirectly. First, n(234U) was measured by IDMS using 
233U as a spike. A routine measurement procedure was applied using a Finnigan MAT 261 
instrument. The procedure includes double filament assembly and multi-collection by Faraday 
collectors using the total evaporation method [5]. Secondly, the n(230Th) was measured also 
by IDMS using 232Th as a spike. Because Th-fractions had very low concentrations, a more 
sensitive detection method, namely ion counting, was required. This was done by Micromass 
Sector 54 instrument, which has six Faradays, three Channeltrons and a Daly in array [6]. The 
Channeltrons and the Daly are operated in pulse counting mode. n(230Th)/n(232Th) ratio 
measurements were done using peak-jumping by Daly. The acquisition time was 5s/isotope 
and max. 9 blocks (10 cycles/block) were measured. Finally, the n(234U)/n(230Th) was 
calculated and the age of the material was derived according to Eq.2. 
 
5.2. Inductively Coupled Plasma Mass Spectrometry (ICP-MS) 
 
n(234U)/n(230Th) and n(235U)/n(231Pa) ratios were measured using double-focusing, multi-
collector ICP-MS from NU Instruments. The instrument contains 12 Faraday cups and a 
secondary electron multiplier (SEM, operated in pulse counting mode) in array. The ratios 
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were measured using SEM for the 230Th and 231Pa, and Faradays for the U-isotopes. This 
enabled direct ratio determinations and no U/Th/Pa separation was required. 
 
5.3. Alpha Spectrometry (AS) 
 
Samples for alpha spectrometry were prepared by pipetting aliquots of 500 �l of sample 
solution onto stainless steel planchettes (Tracerlab). Planchettes were dried on a heat plate at 
80 ºC, followed by heating to approximately 700 ºC for 5 min, and allowed to cool down 
before measurement. Samples were analyzed using a Tennelec TC 256 alpha spectrometer. 
Detection efficiencies were calibrated using a certified mixed nuclide standard (AMR43, 
Amersham). Typical counting times varied from 20000 s to 60000 s.  
 
 
6. RESULTS AND DISCUSSION 
 
Age determination results of three different techniques are compiled in Tables I-III. 
Uncertainties are expressed according to ISO/BIPM as combined uncertainty kuU c ��  
using a coverage factor of 2 (i.e. 95 % coverage). 
 
6.1. Isotope Dilution Thermal Ionization Mass Spectrometry (ID-TIMS) 
 
The results of the age determination by ID-TIMS are presented in Table I. They are in good 
agreement with the assumed ages, even if the ages show to be slightly negatively biased. This 
can be due to the possible 232Th contamination, and in future more care has to be taken in the 
blank determination. 
The rather large combined uncertainties of the ages (1.0-2.5 %) are mainly caused by the 
standard deviation of the 230Th/232Th ratio measurements. This could be decreased in future by 
reducing the random uncertainty (Type A) contribution (i.e. increasing the number of 
measured filaments). However, combined uncertainty below 1 % appears unrealistic, because 
then the uncertainty contributions of systematic nature (Type B), e.g. the spikes, dominate.  
 
Table I. Age determination from the 234U/230Th ratio by ID-TIMS.


Sample Assumed age (a) Determined age (a) Bias (%)


U-500-I 38.46 38.14 � 0.41 (1.07 %) -0.83


U-500-II „ 38.12 � 0.43 (1.13 %) -0.88


U-800-I 42.67 41.79 � 0.56 (1.34 %) -2.06


U-800-II „ 42.00 � 0.53 (1.26 %) -1.57


U-850-I 43.38 42.61 � 0.55 (1.29 %) -1.78


U-850-II „ 42.15 � 1.07 (2.54%) -2.84


 
 
6.2. Inductively Coupled Plasma Mass Spectrometry (ICP-MS) 
 
The ages obtained from direct measurements of the n(234U)/n(230Th) and n(235U)/n(231Pa) 
ratios by ICP-MS are seen in Table II. The results show to be very inaccurate, which cannot 
be explained even by the large measurement uncertainties. A reason for this is not quite 
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understood yet, because the instrument is new and only few tests were possible to do until 
now. An explanation could be the differences of ionisation potentials of U, Th and Pa (6.19, 
6.31 and 5.89 eV respectively) [7]. This would result lower ages from the 234U/230Th ratio 
than from the 235U/231Pa ratio, which is actually here the case. However, it is well known that 
plasma ion source should ionize all elements till 7 eV > 98 % efficiency [8], thus slightly 
different ionization potentials should not affect the results, at least not to such a great extent. 
 
Table II. Age determination results from the direct 234U/230Th and 235U/231Pa ratio
measurements by ICP-MS.


Sample Assumed
age (a)


Determined age (a)
234U/230Th


Bias Determined age (a)
235U/231Pa


Bias


U-500 38.83 25.00 � 7.14 (28.6 %) -35.6 % 44.09 � 2.16 (4.90 %) 13.5 %
U-800 43.04 29.05 � 5.14 (17.7 %) -32.5 % 48.76 � 5.64 (11.6 %) 13.3 %
U-850 43.75 34.35 � 0.31 (0.90 %) -21.5 % 50.14 � 8.38 (16.7 %) 14.6 %


 
6.3. Isotope Dilution Alpha Spectrometry (ID-AS) 
 
The results of the age determination for the U-500 and U-800 by ID-AS are summarized in 
Table III. These data are based on only a single separation experiment for each of the 
reference materials and need to be further validated. The preliminary data show very good 
agreement with the assumed ages, indicating that ID-AS can be used as a second independent 
method in addition to ID-TIMS for the age determination of highly enriched uranium. 
 
Table III. Age determination results from the 234U/230Th ratio by ID-AS.


Sample Assumed age (a) Determined age (a) Bias (%)


U-500 38.75 37.80 � 1.09 (2.88 %) -2.45
U-800 42.96 42.47 � 1.23 (2.90 %) -1.14


 
 
 
7. CONCLUSIONS 
 
In this work the age determination of HEU has been demonstrated by three different 
techniques. It shows that more laborious techniques, ID-TIMS and ID-AS, give more accurate 
results than the direct determination by ICP-MS, and they are in good agreement with the 
assumed ages. The results are slightly negatively biased, however being mostly within the 
measurement uncertainties. The rather poor preliminary results obtained by ICP-MS show 
that more studies are needed in this area to explain the highly negatively biased results from 
the 234U/230Th ratio, and in as a consequence of this, to improve the method. 
The applicability of the developed method to young uranium materials could not be tested, 
because young highly enriched uranium reference materials are not available, at least 
commercially. However, in theory the ID-TIMS should also be suitable for younger HEU 
samples. This is because 232Th is used not only as a spike but also as a carrier and thus even 
smaller amounts (~20 times less) of 230Th in the sample should be possible to get recovered. 
Of course, the precision will suffer, because the measured 230Th/232Th ratio gets lower. This 
could be compensated using bigger sample amounts, but it is not recommended, not only to 
avoid the handling of big amounts of HEU but also because it will affect the efficiency of the 
U/Th separation.  







 


 7


Acknowledgement 
 
The authors would like to thank Mr. Piet van Belle for his valuable contributions to this work.  
 
 


REFERENCES 
 
[1] Wallenius, M., Mayer, K., “Age determination of plutonium material in nuclear forensics  
      by thermal ionisation mass spectrometry”, Fresenius’ J. Anal. Chem. Vol. 366, No. 3, 
      2000, 234-238. 
[2] Wallenius, M., Tamborini, G., Koch, L., “The age of plutonium particles”, Radiochim. 
      Acta 89, 2001, 55-58. 
[3] Private communication, Margaret Tolbert, DOE, USA. 
[4] Horwitz, E.P., Dietz, M.L., Chiarizia, R., Diamond, H., Maxwell III, S.L., Nelson, M.R., 
      “Separation and preconcentration of actinides by extraction chromatography using a  
      supported liquid anion exchanger: application to the characterization of high-level nuclear 
      waste solutions”, Anal. Chim. Acta 310, 1995, 63-78. 
[5] Romkowski, M., Franzini, S., Koch, L., “Mass-spectrometric analysis of sub-nanocurie  
      samples of uranium and plutonium”, Proceedings of the 8th Annual ESADRA  
      Symposium, 12-14 May 1987, 111-113. 
[6] Wallenius, M., Kühn, H., Mayer, K., Koch, L., “First performance tests of a multi-micro- 
      channeltron thermal ionisation mass spectrometer”, Advances in Mass Spectrometry, 
      Vol.14 (CD-ROM), 1997. 
[7] Lide, D.R. (Editor-in-Chief), CRC Handbook of Chemistry and Physics, 81st Edition. 
[8] Platzer, I.T., “Modern isotope ratio mass spectrometry”, Chemical Analysis, Vol. 145,  
      John Wiley & Sons, 1997. 
 





		Back to Papers






IAEA-SM-367/3/06 


Beyond Integrated.doc 
11/20/01 


BEYOND INTEGRATED SAFEGUARDS:  
PERFORMANCE-BASED ASSESSMENTS  
FOR FUTURE NUCLEAR CONTROLS 
 
Joseph F. Pilat and Kory W. Budlong Sylvester 
Los Alamos National Laboratory 
Los Alamos, New Mexico 87545 
USA 


 
Abstract 
 
In the future, if the nuclear nonproliferation and arms control agendas are to advance, they will likely become 
increasingly seen as parallel undertakings with the objective of comprehensive cradle-to-grave controls over 
nuclear materials and possibly even warheads removed from defense programs along with materials in civilian 
use. This “back to the future” prospect was envisioned in the Acheson-Lillienthal Report and the Baruch Plan, 
and more modestly in the Atoms-for-Peace Proposal. Unlike the grand plans of the early nuclear years, today’s 
and tomorrow’s undertakings will more likely consist of a series of incremental steps with the goal of expanding 
nuclear controls. These steps will be undertaken at a time of fundamental change in the IAEA safeguards system, 
and they will be influenced by those changes in profound ways. This prospective influence needs to be taken into 
account as the IAEA develops and implements integrated safeguards, including its efforts to establish new 
safeguards criteria, undertake technological and administrative improvements in safeguards, implement credible 
capabilities for the detection of undeclared nuclear facilities and activities and, perhaps, provide for a more 
intensive involvement in applying safeguards in new roles such as the verification of a fissile materials cutoff 
treaty. Performance-based approaches offer one promising way to assess and characterize the effectiveness of 
integrated safeguards and to provide a common means of assessing the other key areas of a comprehensive 
approach to nuclear controls as these develop independently and to the extent that they are coordinated in the 
future. 
 
1. INTRODUCTION 
 
In the last decade, nuclear nonproliferation and arms control appeared to be converging, with arms 
control moving in the direction of controlling nuclear materials and warheads excess to defense needs. 
In the future, if these agendas are to advance, they will likely become increasingly seen as parallel 
undertakings with the common objective of comprehensive cradle-to-grave controls over nuclear 
materials and possibly even warheads removed from defence programs along with materials in civilian 
use. 
 
This “back to the future” prospect was envisioned in the Acheson-Lillienthal Report and the Baruch 
Plan, and more modestly in the Atoms-for-Peace Proposal. Unlike the grand plans of the early nuclear 
years, today’s and tomorrow’s undertakings will more likely consist of a series of incremental steps 
with their own legal and institutional basis and political rationale, but which nonetheless share the goal 
of expanding nuclear controls. 
 
Only a year ago, it was widely believed that these steps would or should include: 


�� strengthened/integrated nuclear safeguards; 
�� a fissile material cutoff treaty (FMCT); 
�� further US-Russian strategic (and perhaps nonstrategic) nuclear reductions; 
�� US-Russian materials and warhead transparency; 
�� US-Russian cooperative programs to enhance nuclear security in Russia; 
�� US-Russian excess fissile material disposition; 
�� regional nuclear nonproliferation and material control initiatives; and 
�� perhaps even global nuclear material management initiatives put forward by nongovernmental 


organizations and others. 
 
As we consider this agenda today, we must recall that not all of these steps were destined for 
immediate success. Some of these activities were stalemated, or unlikely in the near term, while others 
had high-level attention and were proceeding rapidly. Today, the situation is even more ambiguous, 
and the commitment that will be given to nuclear controls in the future remains unclear. It may be that 
many such activities will receive increased attention and priority in the new security environment 
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following the terrorist attacks on September 11. Some may not. Resources will obviously be a critical 
factor in determining what can be done. However this may be, any of these steps that go forward in the 
near term will be undertaken at a time of fundamental change in the International Atomic Energy 
Agency (IAEA) safeguards system, and they are likely to be influenced by those changes in profound 
ways. It will be important to assess any influence integrated safeguards will have on the other items of 
this agenda. Performance-based analyses and their underlying criteria and rationale provide a 
promising means to do so. 
 
2. INTEGRATED SAFEGUARDS AND BEYOND 
 
The IAEA is moving to “integrate” safeguards. Integrated safeguards refers to the process of bringing 
together traditional (INFCIRC/153) safeguards measures with new (INFCIRC/540) measures. The 
process of implementing integrated safeguards is not yet complete. Indeed, it is proceeding rapidly but 
still only in its early stages. Yet it appears to portend a fundamental shift in the IAEA safeguards 
system—one, moreover, that is likely to have reverberations well beyond the scope of safeguards. 
 
As currently envisioned by the Agency, integrated safeguards will only directly apply to states that 
have brought into force the Additional Protocol. That number is now very small. Additional 
constraints may occur that affect their full implementation, as, for example, in cases where 
unannounced inspections cannot be undertaken. Will such changes, nonetheless, influence safeguards 
and the way they are implemented for non-Protocol states? For safeguards for nuclear-weapon-free 
zones (NWFZs) or a fissile material cutoff treaty? For other uses of safeguards’ technologies and 
techniques in nuclear nonproliferation and arms control initiatives?  
 
Although it is impossible to give a decisive answer to these questions at present, a few points can be 
made. Even with current limits on the development and implementation of integrated safeguards, it 
seems likely that integrated safeguards will provide a new baseline for safeguards, and by implication 
for all nonproliferation and arms control activities in which either safeguards per se or safeguards 
technologies and techniques are utilized. This prospective influence needs to be taken into account as 
the IAEA develops and implements integrated safeguards, including its efforts to establish new 
safeguards criteria, undertake technological and administrative improvements in safeguards, 
implement credible capabilities for the detection of undeclared nuclear facilities and activities and, 
perhaps, provide for a more intensive involvement in applying safeguards in new roles. 
 
In this sense, and context, the impact of a new safeguards approach and the activities undertaken under 
it are likely to influence thinking about ad hoc regional approaches, including the nature of any 
inspections and long-term monitoring that UNMOVIC, UNSCOM’s successor, will be able to carry 
out in Iraq; the verification of NWFZs that utilize IAEA safeguards for that purpose; arms control 
involving fissile material or even warheads, including a prospective fissile material cutoff treaty, the 
US-Russian-IAEA Trilateral Initiative and bilateral US-Russian initiatives from Mayak Transparency 
to any transparency measures associated with negotiated or nonnegotiated cuts in strategic or 
nonstrategic arms; and possibly other related areas.  
 
The influences of integrated safeguards will likely be indirectly felt in areas of arms control beyond 
the nuclear realm because the IAEA’s systematic development of a comprehensive (including open 
source) information analysis capability is a key element of integrated safeguards. As other arms 
control and nonproliferation regimes are developing, or considering the possible role of, such 
capabilities, this whole world will, literally, be watching. 
 
Politically and institutionally, it is difficult to imagine that IAEA inspection activity in most if not all 
cases will not be influenced by integrated safeguards. In similar fashion, activities using safeguards 
technologies and techniques will also likely be influenced in terms of expectations generated by 
safeguards. To the extent that the impact of integrated safeguards is widely felt, will this have a 
positive or negative impact overall? 
 
The safeguards measures now available to the Agency include information analysis, complementary 
access, and other enhanced capabilities that, in principle, provide it with some level of ability to detect 
undeclared facilities and activities. Beyond integrated safeguards, this capability has the potential 
dramatically to improve verification of NWFZs or an FMCT, and possibly to ensure that an 







3 


appropriate level of confidence in compliance is reached. Information analysis could be effectively 
leveraged in regional contexts. In the bilateral US-Russian sphere, this capability may not be as 
critical, but such an assessment will ultimately depend upon the specific situations in which the 
Agency’s involvement, or the application of safeguards (or related technologies and techniques), are 
foreseen. 
 
Strengthened/integrated safeguards should have a positive impact on all possibly affected activities. 
But they will have the exact opposite effect if they are heavily relied upon and are ultimately not 
effective. Therefore, it is necessary to ensure the effectiveness as well as the efficiency of integrated 
safeguards. Evaluations that assess integrated safeguards in comparison to traditional safeguards are 
important in this regard. Caution is required, as well, to ensure that specific elements of integrated 
safeguards that might have problems or gaps that could affect other applications, but might be deemed 
acceptable overall for integrated safeguards, be identified clearly. 
 
Because all of the incremental steps outlined above likely to be undertaken in the years ahead will not 
follow a grand scheme, how can one assess the influence of the new safeguards system or the 
effectiveness of any of the other steps in the context of the common long-term objective of promoting 
comprehensive nuclear material controls? This also is a task for analysis. 
 
3. POTENTIAL USE OF PERFORMANCE-BASED CRITERIA  
 
Performance-based analytic approaches offer one promising way to address the effectiveness of 
integrated safeguards and to provide a common means of assessing all the other initiatives and activities 
that could comprise a comprehensive approach to nuclear controls as these develop independently and 
to the extent that they are coordinated in the future. 
 
Performance-based approaches offer an alternative to prescriptive means of meeting organizational 
goals, in this case nuclear controls pursued through a number of organizations and by a number of 
states. Rather than specifying in detail the exact set of activities that must be performed for goal 
attainment, multiple means for meeting the goals are allowed. The emphasis is placed on meeting 
functional requirements rather than the means by which they are attained, on output rather than input. 
 
Why are these features important? The common ground between the various steps outlined above is in 
their objectives, and not in the historically-, institutionally- or legally-bound sets of prescriptive 
behaviors they embody. To approach them solely from the latter perspective is to lose sight of their 
interconnections and their ultimate rationale. For this reason, it is desirable to move away from more 
prescriptive to more performance-based approaches. 
 
In the process of doing so, organizational goals are translated into technical parameters against which 
the functional effectiveness of a set of actions can be measured. In a nuclear regulatory context, an 
example would be setting safety limits (e.g., expected core damage frequency) and allowing the 
regulated party flexibility in terms of how those limits are met. As long as it can be demonstrated that 
the limits are being met reliably, the approach used can be deemed acceptable. 
 
Technical performance criteria should always be directly traceable to high-level objectives. For 
international safeguards, performance criteria should reflect the high-level objectives that have 
directed the IAEA since its inception, that is, verifying compliance with safeguards agreements and 
providing for timely detection of any violations of these agreements. For other nonproliferation and 
arms control agreements and activities, it will also be necessary for the organizations or states 
involved to lay out specific high-level objectives in the pursuit of nuclear controls. 
 
In developing performance criteria, we must first translate functional objectives into performance 
measures. These performance measures must capture the intent of an agreement or activity and 
provide a means for measuring the degree to which objectives are being met. A number of different 
performance measures may be necessary to capture all relevant factors. Performance criteria are then 
created by specifying the values required across the set of performance measures deemed necessary 
for goal attainment. 
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Performance criteria could be expressed at a number of levels of analysis and with varying degrees of 
generality, but they allow different approaches to ensuring key objectives are met with various 
activities that affect nuclear controls. In this context, performance criteria can be useful systematically 
to assess integrated safeguards and other nuclear control activities—and their complex interactions—
within some common framework. If integrated safeguards end up having limited application, this 
should be recognized. Any prospective cross-application, as, for example, in NWFZs or an FMCT, 
needs to be debated and addressed on the basis of specific costs and benefits of such an application. 
Demands by states for changes before such analysis and debate have taken place should be resisted. 
 
Effectiveness will mean that performance criteria are being met. However, if the criteria themselves 
are unacceptably low or simply do not support the high-level objective they are purported to embody, 
a crisis of credibility may result. The rationale for selecting performance measures and setting criteria 
must be clear and compelling. 
 
This issue has been evident in the debate over integrated safeguards. A conclusion of no evidence of 
undeclared activities in the past, it has been argued, should lead to a change in safeguards performance 
criteria for a State. While changes in certain safeguards activities may be warranted in such a case 
(e.g., by accounting for Agency abilities to detect the construction of undeclared facilities), changes in 
performance objectives at the State level lack a clear justification. If the only interpretation is that 
safeguards objectives take into account the likelihood of a State to proliferate, the nature of 
international safeguards will change in a fundamental manner with potentially dramatic consequences. 
 
4. CONCLUSION 
 
The stakes of integrating safeguards are high, with the potential dramatically to affect the broader 
nuclear nonproliferation and arms control agendas. The possible changes should be positive and 
should be promoted in that case. But caution is in order to ensure that the implications of what will be 
a new baseline and its specific features do not present unanticipated problems for safeguards and 
related endeavors undertaken by the IAEA as well as by other organization and States. To do this, 
integrated safeguards and their potential implications for other initiatives and activities need to be fully 
understood. Evaluations should take into account not only integrated safeguards but also the various 
areas and contexts in which, and the means by which, they could be influential. This is essential to 
ensure that problems are not inadvertently created. As suggested, performance-based analysis could, in 
principle, be useful to this end because it provides a credible common basis for meaningful cross-
cutting assessments of seemingly disparate activities. 
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Abstract 
 
Part 1 of the Strengthened Safeguards System, approved by the IAEA Board of Governors in 1995, envisages the 
collection and analysis of a wide range of information on States’ nuclear activities, beyond that used in classical 
safeguards.  That information includes open source reports in the media and journals.  The IAEA Division of 
Safeguards Information Technology (SGIT) has established a number of collections of open-source reports held 
in electronic form.  Some of these are very large and comprise general news rather than nuclear-specific 
material.  Special-purpose search mechanisms for use with Verity’s TOPIC/Search 97 software (TOPIC Trees) 
have been designed to search for reports relevant to the subjects covered by the various sections of the IAEA’s 
standard State File format.  Where State File sections deal with nuclear fuel-cycle processes, the relevant search 
trees draw heavily on the IAEA’s Physical Model.  The trees and the associated collections of reports are 
accessible from throughout the Department of Safeguards as a tool to help Country Officers and State Evaluation 
Groups to review, search, and select information useful for State Files and Evaluations.  Users do not need a 
detailed understanding of either the Search 97 software or the Physical Model (although this is needed for report 
selection).  Additional software tools from the same source have been put into service to facilitate the handling 
and organization of the selected reports.  It is now possible to construct an electronic State File that incorporates 
links to the original documents upon which that material in the File is based. 
 
1. Introduction 
 
The IAEA Board of Governors approved the implementation of Part 1 of Strengthened 
Safeguards in June 1995.  Since then, the collection and analysis of information beyond that 
provided by States parties and acquired by inspectors under NPT Safeguards Agreements has 
been an integral part of IAEA safeguards.  The Agency has formally established internal 
structures and procedures to facilitate the effective use of open-source and other information 
not previously used in safeguards. 
 
Over this period the IAEA Division of Safeguards Information Technology (SGIT) has been 
building its collections of electronically held open source information.  Some of these 
collections are quite nuclear-specific, such as material from the Monterey Institute in 
California, and nuclear news collections provided voluntarily by a number of Member States.  
Others are completely general news sources.  Several of these collections contain many more 
reports than could possibly be reviewed, or even skimmed through by a human analyst. 
 
So a need arose for computerised search facilities to identify nuclear-relevant items from 
those collections.  More specifically, the need was for search mechanisms to identify reports 
that would be useful to inspectors responsible for preparing State Files and State Evaluations, 
and for making the comparisons with declarations needed to identify questions and apparent 
inconsistencies. 
 
                                                 
1 The Australian Support Program funded part of Mr Hill’s contribution to this work. 







This paper describes how the IAEA Division of Safeguards Information Technology 
addressed that need. 
 
2. Choice of software 
 
Of the software available to the Agency to help with the searching and analysis of substantial 
collections of reports, Search 97 from Verity was chosen for this particular application.  
Search 97 uses a function called “Concept Retrieval”, a technology which enables users to 
search for subjects or concepts in documents, rather than individual words or phrases.  Search 
97 treats specific words and phrases as evidence of the presence of a concept in a report. 
 
For use in Search 97, search terms are encapsulated in a component called a "TOPIC Tree".  
In the design of TOPIC Trees, each concept is subdivided into different sub-concepts in a 
manner similar to the subdivision of the branches of a tree.  The designer attributes 
importance weights to sub-concepts to reflect the fact that some words, phrases or other 
concepts are more important than others in expressing the overall concept. 
 
Once appropriate TOPIC Trees have been designed, Search 97 is very straightforward to use.  
That was an important consideration in its selection, since it was expected that personnel from 
all over the Department of Safeguards would carry out these searches on a routine basis.  It 
became possible to adopt an approach whereby special-purpose search mechanisms (the 
TOPIC Trees) could be designed for use by a large number of users who then did not need to 
be familiar with the details of the search software.  Such an approach seems to be unusual if 
not unique to the Agency.  So there was no body of professional experience with a similar 
approach upon which to fall back while carrying out this task.  User feedback has been, and 
continues to be, a very important guide in improving and refining the product. 
 
3. Search 97 and the Physical Model 
 
The task began with the use of Search 97 to find reports dealing with each of the proliferation-
relevant fuel-cycle processes.  The Agency’s Physical Model describes each of the nuclear 
fuel-cycle processes that a state with a nuclear weapons program might need to use, from the 
mining and milling of uranium onwards.  At each stage the Model identifies “indicators”, 
which are potential observables that would suggest that a state was undertaking (or envisaged 
undertaking) the fuel cycle step in question. 
 
It is particularly appealing to use Search 97 with the Physical Model.  Both require the 
presentation of information in a tree-like form.  This form proceeds from the most general 
information (for example indicators, or key words, relevant to all uranium enrichment 
processes) at the top level of the tree (on the trunk).  At the second level of generality (or on 
the biggest branches of the tree, coming from the trunk) we would find indicators or key 
words relevant to major groups of processes (for example enrichment using UF6, enrichment 
using UCL4 and enrichment using uranium metal).  And at the lowest level of the tree we find 
indicators or key words specific to individual processes such as centrifuge enrichment. 
 
The similarities in structure between a TOPIC search tree and the Physical Model is evident 
from the following.  In TOPIC, key words for a search are embedded in a tree-like structure 
that describes the logic of the search: 







 
   Top-level concept     
         
        
  Key-words - top-


level concept 
     


        
           
 Second-level 


concept A 
   Second-level 


concept B 
   Second-level 


concept C 
 


           
           
Key-words - second-


level concept A 
  Key-words - second-


level concept B 
  Key-words - second-


level concept C 
 


        
and so on to third-level concepts 


 
The Physical Model identifies indicators, or possible observables, associated with each fuel 
cycle step, include (for example) those associated with equipment acquisition (or 
manufacture), environmental emissions, and training and technology.  The indicators of the 
Physical Model are also laid out with a tree-like structure, eg: 
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So it appeared a promising concept to use the Physical Model, and the structure of its 
description of the various fuel-cycle processes, as the basis for TOPIC search trees to find 
open-source reports dealing with those processes. 
 
From that point on, the detailed design of TOPIC Trees diverged from the structure of the 
Physical Model, because a key word is very different animal from an indicator.  The 
following considerations were relevant at this point in tree design, and they came more fully 
into play at the testing and commissioning stage: 
 







�� the search tree must be equipped with essentially all possible synonyms for terms 
used.  The media from which Agency open-source material are taken will 
typically use more colloquial terms than readily come to the mind of a nuclear 
professional.  Fortunately TOPIC systems handle synonyms easily.  Once lists of 
synonyms have been defined, a defined list can be called upon by any search tree; 


 
�� some terms that appear at first sight to be nuclear-specific technical terms cannot 


easily be used in the most obvious searches.  For example, “enrich” and its 
derivatives cannot easily be used to search for reports about the process of 
enriching uranium, because so many reactors are described as using fuel enriched 
to a particular value, and, more generally, enriched uranium continues to be 
referred to as enriched throughout its life – long after the process of enriching it is 
over; 


 
�� key words are not usually sufficiently specific to the subject of the search to be 


used by themselves without returning many too many irrelevant reports.  (A 
certain number of irrelevant reports are unavoidable if useful material is not to be 
missed.) To ensure that key words are being used in a relevant context, most must 
have a “proximity condition” attached to them.  Such a condition means that if the 
key word is found in a report, the report is only returned if another identified key 
word is found within a prescribed distance of it (eg five words or less away from 
it, within the same paragraph, etc).  In practice, prescribing maximum numbers of 
words distance between key words was found to be more useful than prescribing 
that the key words be found within the same sentence or paragraph. 


 
�� there is a need to address the importance weighting to be given to keywords at this 


stage.  The Physical Model weights indicators as “strong”, “medium”, “weak” or 
“less than weak” according to how unambiguously the existence of the indicator 
suggests the existence of the process in question, i.e. according to how specific the 
indicator is to the process in question.  When dealing with words in text, it is 
necessary also to give consideration to how specific the word is to the indicator.  
For this reason, a five-point scale replaced the four-point scale of the Physical 
Model for this work.  A score of 1 indicates that the presence of a key word 
(perhaps including a proximity condition) shows unambiguously that the report 
addresses the process in question.  A score of 5 indicates that the presence of the 
key word only suggests rather tenuously that the report addresses the process.  
The thinking behind this was that “1”. “2” and “3” were needed to correspond to 
“strong”, “medium” and “weak”, but that there was also a need to extend the scale 
downwards to allow for key words that were not very specific to the relevant 
indicator. 


 
After entry into TOPIC, each new search tree was subjected to a testing process, which often 
resulted in substantial changes to the tree.  The procedure comprised an examination of the 
reports retrieved by the tree to ensure that: 
 


�� straightforward errors, such as typographical mistakes, were eliminated.  It did, 
however, prove necessary to include some common spelling mistakes (eg 
“hexaflouride”) in synonyms to ensure that relevant reports were captured; 







�� the tree had made as much use as possible of the relevant information contained in 
the report when selecting the report for retrieval.  For this purpose, retrieved 
reports were examined for 
�� words that might serve as new key-words; and 
�� excessively restrictive proximity conditions that did not allow combinations 


of key-words to contribute to the retrieval of the report in the manner 
expected; 


 
�� the report was relevant to the subject.  If not, then consideration was given to 


whether some or all of the key-words found were too general in meaning for the 
purpose, and, if so, whether they should be eliminated or used with new or more 
restrictive proximity conditions. 


 
�� the importance weights attributed to sub-concepts resulted in the returned reports 


being ranked broadly in accordance with expectations.  Surprising rankings also 
sometimes from errors in structuring the tree. 


 
Initial testing was carried out using a report collection of manageable size (so that a new 
search with a modified tree could be carried out quickly), and containing exclusively nuclear 
reports (so that no surprises arose from totally irrelevant reports). 
 
Later testing was carried out using much larger and more general collections. 
 
During testing, the initial “top-down” approach becomes more “bottom-up” in nature.  
Nonetheless, the Physical Model provides a very useful starting point. 
 
It should be noted that none of the Physical Model search trees has so far been tested against 
collections of reports expected to have a high technical content.  When they are tested against, 
for example, INIS, it is expected that many more modifications will be required.  Indeed, it 
may turn out that trees are needed for searching technical literature that are quite different 
from those appropriate for searching general news.  To a degree it can be argued that the 
search mechanism that is optimal for searching material from a given source is only optimal 
for that source. 
 
4. Current status and use 
 
A series of TOPIC Trees has been designed and introduced into routine service in the 
Department of Safeguards.  As well as the processes covered by the Physical Model, these 
trees cover certain subject headings in the standard State File structure, and other subjects of 
interest to the Department.  For the trees unrelated to the Physical Model, where there was no 
pre-existing structure of concepts and sub-concepts, it was necessary to create such a 
structure.  In general that proved a straightforward exercise.  Trees currently in service 
include those for: 
 


�� mining and milling of uranium and thorium; 
�� conversion (including re-conversion); 
�� uranium enrichment; 
�� fuel fabrication; 
�� heavy water manufacture; 
�� manufacture of reactor grade graphite; 







�� research reactors (and critical facilities); 
�� power reactors; 
�� plutonium production reactors; 
�� reprocessing; 
�� waste handling and disposal; 
�� research centres and laboratories; 
�� illicit trafficking; 
�� nuclear policies and programmes; 
�� nuclear law and regulation; 
�� nuclear import and export; and 
�� nuclear co-operation agreements. 


 
In addition, a search tree exists for each relevant state, which will normally be used in 
conjunction with one of the above, so as to only return reports relevant to a particular country. 
 
Quality Assurance procedures are being introduced whereby the performance of the trees is 
checked against a “representative” collection of reports, amongst which the reports dealing 
with the concepts covered by the trees have been identified in advance.  It is also possible to 
assess their performance by comparison with search procedures used by other organizations. 
 
SGIT’s mandate is to collect, store, process and disseminate open-source and non-safeguards 
information for use in the overall country-by-country evaluation process and for use in other 
products, such as ad-hoc reports written at the request of various high level Agency officials.  
SGIT uses the above mention TOPIC Trees to organize, cull, and finally select relevant open-
source information for State Evaluation Reports.  
 
5. Managing the derived information for accessibility 
 
As the amount of retrieved information continues to grow, attention has shifted from the 
problem of finding potentially relevant reports to that of managing retrieved material so that it 
can be readily accessed.  To achieve that, reports are stored, by subject, in directories that are 
available for browsing.  Directories and sub-directories are typically arranged in a hierarchical 
structure that goes from a general topic to more specific detail. 
 
But the manual creation of directories is expensive, labour-intensive and time-consuming.  
And maintaining directories requires an ongoing commitment of resources.  It is also difficult 
to incorporate external data.  For that reason SGIT has acquired one of Verity’s newest tools, 
“Knowledge Organiser”. The Knowledge Organiser uses TOPIC Trees to categorize and store 
vast bodies of information in directories together documents dealing with the same subject.  
The hierarchy into which the directories are organised is called a knowledge tree.  In general a 
knowledge tree divides into a number of different categories representing the subjects of 
interest.  These categories are linked to relevant documents available in the open source 
collections.  The most basic category reflects the country with which the report deals.  If, 
however, the country has a developed nuclear programme, then this main category subdivides 
into further sub-categories, each of which corresponds to a chapter of the Physical Model 
(Enrichment, Fuel Fabrication, etc.). 
 
Using this tool, SGIT is able to provide information to the Division of Operations in a way 
that makes it easily accessible for searching and navigating.  This approach has not only 







increases the efficiency and effectiveness of the country evaluations, but will also cut down 
the time needed for carrying out information processing procedures.  
 
So use of the Knowledge Organiser makes the process of collecting and disseminating 
information both more timely and more efficient.  It also allows SGIT to extract reports 
dealing with a particular TOPIC Tree subject (for example, a particular fuel-cycle process as 
described in the relevant chapter of the Physical Model), for a particular country, originating 
within a particular timeframe.  Country Officers typically ask for the most recent reports 
dealing with countries for which they are responsible.  The Knowledge Organiser allows such 
a service to be provided with minimal effort. 
 
The Knowledge Organiser also enables SGIT to implement a long sought-after product, the 
electronic State File.  As a major step forward toward a totally electronic State File, we have 
adapted Knowledge Organiser to provide SGIT’s contribution to the State File in electronic 
form.  Working closely with the Divisions of Operations, we have provided a secure method 
for storing selected documents in electronic format, highlighting relevant portions, 
incorporating the relevant sections into a summary document, and storing the complete 
collection of summary and source documents on the secure ring.  This selected, highly 
relevant information has been manually reviewed and extracted by SGIT staff and 
incorporated into the State File structure.  The software maintains this structure, providing not 
only an easy mechanism for browsing but, in addition, all the advanced search capabilities of 
a sophisticated text retrieval system.  Access is restricted by country, for users approved by 
the Director of the responsible Division of Operations.  The electronic State File interface 
allows the State Evaluation Group to review, search, and select information that will be useful 
for constructing the State Evaluation report. 
 
6. Observations and conclusions 
 
It is possible to devise standardized search mechanisms drawing on all the information in the 
Physical Model, that can be used Department-wide without the need for users to have a 
detailed familiarity with the Physical Model or the Search 97 program.  Certainly users will 
draw on other open sources, such as individual Web sites that they have found report well on 
their areas of interest, and hard-copy publications and journals.  The more creatively they 
address the collection of information the better.  Nonetheless, we would expect the main body 
of open-source information used in most State Files to come from the SGIT system. 
 
Notwithstanding the brief discussion of quality assurance procedures at 4 above, it is not 
possible to be absolutely confident that all relevant reports will be returned by a search using 
one of the trees.  So it is important for the tree designers to remain in touch with users, and for 
failures to find pertinent items to be reported, so that the trees can be continuously improved. 
 
The Agency has not yet established any procedure for checking whether the collections of 
reports maintained by it: 
 


�� are comprehensive (or, conversely, whether there are important groups of reports 
never picked up in any of the collections); 


�� exhibit a great deal of duplication between themselves (or even internally). 
 







If a representative collection of reports is established for testing the search trees, as discussed 
at 4 above, and it is established that all the reports will be retrieved by the appropriate tree, 
then it will be possible to use the trees to investigate: 
 


�� which of the reports contained in the special-purpose representative collection are 
not present in the regular collections; 


�� what information contained in the representative collection is not contained in the 
regular collections (i.e., the regular collections may not have exactly the same 
report as the representative collection, but they may have parallel reports from 
other services that give much the same information); and 


�� where the regular collections cover the same ground.  It may be that some of the 
very large collections entirely embrace the material in some smaller collections. 
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Unattended monitoring systems developed at Los Alamos National Laboratory have been 
installed in facilities for International Atomic Energy Agency (IAEA) use for the last 20 years. 
These systems allow for more efficient use of inspection resources and more rigorous coverage of 
IAEA facilities. As of today, the primary sensor types are radiation, video, and binary switches 
such as seals, but provision to accommodate additional sensor types is an important concept in 
UNARM. Interfaces to vendor hardware are defined, and being developed as needed. A 
component of the UNARM approach is the association of time stamps with every piece of data. 
Additionally, any sensor can trigger any other sensors to record data. For example, radiation 
signals can be used to trigger camera systems, thereby providing a reliable way to screen out 
superfluous images. Alternatively, a door switch can trigger the sensors inside a room, indicating 
whether the activities inside involve nuclear material. 
A second generation of unattended and remote monitoring (UNARM) systems has been 
developed at Los Alamos National Laboratory for use in nuclear fuel cycle facilities. Systems 
have been installed for International Atomic Energy Agency (IAEA) use and evaluation in Japan 
and Kazakhstan. Excerpts of experience in these locations will be presented. An important sensor 
type is radiation, which senses an attribute unique to the radioactive material being safeguarded. 
Several radiation sensor types have been installed successfully to date, they vary from sub-one 
percent nondestructive assay instruments to go/no-go threshold detectors. The reliability of the 
radiation sensors is typically less than one failure per sensor per year, sometimes less than 1 
failure per sensor per 100 years.   


UNARM systems have the following capabilities.  
1. They control the sensor parameters and data collection from a central location in a 


protected, low-radiation environment. 
2. The failure of single components will not cause loss of continuous knowledge about the 


area or material being safeguarded. 
3. The system allows for modular replacement/upgrade of components. 
4. The link between the sensor and supporting electronics is not vulnerable to tampering.  
5. Quality assurance checks are internal to the sensor and supporting electronics. 
6. A local battery back-up is included for each sensor and supporting electronics. 
7. The system can handle multiple types of data (video, radiation, switches, and seals). 
8. Every piece of data is archived with the time the data was obtained. 
9. Every component is time synchronized. 
10. The systems can run unattended for more than one inspection period. 
11. Data archival and storage is automated. 
12. The system has automated analysis and data review. 







UNARM systems allow for more efficient use of inspection resources and more rigorous 
coverage of IAEA facilities. Inspector visits have been reduced substantially for sites in Japan 
and Kazakhstan. UNARM systems are either remote-ready or transmitting data summaries off-
site (if the facility has agreed). Data compaction occurs before transmission to minimize 
transmission costs. However, all of the data is archived on-site if the inspection authority needs it. 
The system is robust; each sensor has local data storage capacity sufficient so that if part of the 
network goes down, no data is lost. If a sensor goes down, the state-of-health component in 
UNARM records when and which sensor went down. If off-site transmission is operational, state-
of-health status can be transmitted off-site daily. Consequently the inspection authority can be 
informed of the need for repair before they start traveling to the site. They can bring spare parts 
and the necessary personnel to address the repair need promptly, instead of scheduling an 
additional trip after arrival.  


UNARM systems include a suite of flexible data review tools. These tools are being refined as 
IAEA needs and experiences dictate. The automated analysis and review points the inspectors to 
the activities which need further evaluation, while allowing the inspector to focuses his or her 
attention on any data. One sensor type detects radiation, an attribute unique to the material being 
safeguarded. This capability allows an inspector to easily distinguish between activities involving 
nuclear material (which are of interest) from a wide variety of activities not involving nuclear 
material (which are not of interest). Sensor positions are selected and thresholds adjusted to 
optimize the sensitivity to events of interest. The chance of missing an event of interest is reduced 
significantly. The data evaluation tool can be configured with various thresholds, and it reviews 
all of the data. Thus the inspector can perform several reviews of the data acquired during the 
inspection period with different criteria. The inspector can schedule his or her activities more 
effectively with this processing of the data. 
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It’s an honor to be here with so many who have devoted their lives and their 


expertise to the study and practice of nonproliferation.   We have come together to 
discuss a great global challenge – how to reduce the threats posed by nuclear weapons, 
stop their spread, and, especially, how to make sure nuclear weapons and nuclear 
weapons materials never fall into the hands of those who would do us harm.   
 


Before I get too far into my remarks, I would like to offer congratulations to Dr. 
ElBaradei on his re-appointment; his leadership both before and after the events of 
September 11 has confirmed the wisdom of asking him to serve a second term as Director 
General.   


 
It is, as always, a pleasure to be here in Vienna – the site of so much historic 


international diplomacy.  It was here in Vienna, 40 years ago this summer – at the height 
of the Cold War – that U.S. President John Kennedy and Soviet Chairman Nikita 
Khrushchev met for a very difficult and contentious summit which increased world 
anxiety about nuclear security.   We made it through the peril of the Cold War.  But today 
we face a new nuclear danger, which in many ways is more complex and insidious.  It is 
no exaggeration to say today that what the people in this room do, and are able to 
persuade their governments to do, may shape our nuclear future every bit as much as any 
summit ever held in this city.   


 
The world is now united in the fight against terror.  We all have our role.   It will 


fall to others to find terrorists and bring them to justice.  It falls to the people in this room, 
in a significant way, to prevent terrorists from acting out an even greater horror by 
acquiring nuclear weapons or the materials to create them.   


 
Nearly three years ago, Osama bin Laden told an interviewer from ABC News 


that acquiring weapons of mass destruction is “a religious duty.”  That ought to alarm us, 
because the attacks of September 11 give us little hope that if these terrorists had them, 
they would hesitate to use them.  They showed their willingness to take innocent lives is 
unbounded; their capacity for killing is limited only by the power of their weapons.  And 
so we are now in a new arms race.  Terrorists and certain rogue states are racing to get 
weapons of mass destruction, and we are racing to stop them.   The outcome of this arms 
race will define global security in the 21st century. 
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When I last came to an IAEA conference, I came as an official of the U.S. 
government.  Today I speak as the President of the Nuclear Threat Initiative – a newly 
formed charitable organization dedicated to reducing as urgently and comprehensively as 
possible, the global threat from nuclear, biological and chemical weapons by scope and 
scale the nuclear danger is the greatest of these threats thus it is our Initiative’s primary 
focus but we recognize that a global security initiative – to be effective – must also 
address the dangers posed by chemical and biological weapons – as the events following 
September 11 demonstrate.   
 


This urgent task united CNN founder, Ted Turner, and former U.S. Senator Sam 
Nunn, who co-chair the Initiative.  And they, in turn, have recruited an experienced, 
distinguished Board of Directors, who come from a wide range of nations and 
backgrounds.  On our Board are:  


 
�� Two sitting U.S. Senators, Pete Domenici and Richard Lugar; 
�� A current member of the Russian Duma, Andrei Kokoshin; 
�� Susan Eisenhower, President of the Eisenhower Institute and a well 


recognized expert in U.S.-Russian relations;  
�� Rolf Ekeus, who led the UN Special Commission on Iraq, which was 


responsible for eliminating the Iraqi infrastructure for nuclear and other 
weapons of mass destruction, and now leads the Stockholm International 
Peace Research Institute; 


�� Gene Habiger, retired U.S. Air Force General and former Commander-in-
charge of the U.S. Strategic Command;  


�� Dr. Amartya Sen, a Nobel Prize winning economist and Master of 
Cambridge University; 


�� William Perry, now at Stanford University and a former U.S. Secretary of 
Defense; 


�� Dr. Nafis Sadik, special adviser to the UN Secretary-General; and former 
head of the UN Population Fund, and   


�� Dr. Jessica Matthews, President of the Carnegie Endowment for Peace. 
 
In the next year, we intend to add other international perspectives to our Board 


and grow the number of directors from 13 to 21.   
 
Those of us who have been in the public sector understand how difficult it is – 


while in government – to step back from handling day-to-day crises to take a strategic 
view, design fresh concepts, or consider new approaches.  So part of what NTI offers is 
fresh thinking on long-standing problems.  But we also aim to do more than think.  We 
mean to match our thought with action.  So we are taking steps we hope will help:      
 


�� Reduce the quantities of nuclear, biological and chemical weapons 
materials, and bring them under secure control;  


�� Restrict the spread of weapons know-how;   
�� Reduce the risk of intentional or accidental use of weapons of mass 


destruction;  
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�� Develop better strategies and means to guard against the emerging threat 
from biological weapons;  


�� Bring about changes in nuclear forces to enhance safety, security and 
stability; and 


�� Increase public awareness, encourage dialogue, catalyze action and 
promote new thinking about reducing the danger from weapons of mass 
destruction on a global basis.  


 
 
Public education is a priority for NTI because:   
 


�� Most people do not know, for example, that large quantities of fissile 
material exist in civilian nuclear reactors and research facilities around the 
world, all defended with different levels of security.  


�� Most people do not know that global inventories of separated plutonium 
are growing by many tons a year.   


�� Most people do not know that Russia alone has enough uranium and 
plutonium to make more than 60,000 nuclear weapons – some of it stored 
in locations that have no surveillance camera in the facility and no detector 
at the door.   


�� Most people do not know that Russia is dismantling its nuclear arsenal and 
reducing its weapons, but as it does so, it is increasing its stock of fissile 
material.  


�� Most people do not know that the rising supply of weapons materials 
greatly multiplies the threat from these materials.  And yet, funds to 
reduce this threat have not kept pace with the dangers.  This has created a 
growing and increasingly dangerous gap between the threat and our 
response.   


 
It is one of NTI’s fundamental missions to make the public aware of these gaps 


between the dangers we face and our response because we believe that if the public 
understood them, they would not stand for them.   


 
Since September 11, the public in many countries has become intensely aware of 


the clear and present danger of terrorist sabotage of nuclear power plants.  Much has also 
been said in the press about the possible threat of radiological “dirty bombs.”  Surely we 
must do more worldwide to address both of these threats – and the IAEA will have a 
critical role to play in that effort.   But I want to focus my remarks today on another issue 
of rising public concern – the threat of terrorism and the threat from poorly protected 
nuclear weapons materials.  Since September 11, people are coming to understand that 
these threats are not separate, but interrelated and reinforcing, and if joined together, 
become our worst nightmare.    


 
The people in this room are keenly aware of the gap between the threat and the 


response, and many have long been urging the world to increase its efforts to prevent the 
theft, trafficking and smuggling of nuclear material.  Until now, too few have listened.  
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But one of the greatest obstacles to addressing the threat is gone now.  And that is the 
view that there is no threat – or rather, that addressing the threat is important, but 
somehow, not urgent.   


 
That view is finished.  The threat is serious, it is immediate, its remedy is urgent, 


and more and more people know it.  As an example – I recently ran a search in major 
world newspapers for news stories about terrorism and nuclear weapons.   In the month 
before September 11, there were 57 stories about terrorism and nuclear weapons.  In the 
month following, there were 1,106.    


 
As people are suddenly ready to support far stronger action to keep nuclear 


weapons out of terrorist hands, we have to make sure people understand that IAEA is the 
only international institution of global scope devoted to controlling access to weapons-
usable material.  There is little hope that we can build an effective global system to secure 
nuclear material from terrorists without an effective and well-financed safeguards system 
at its foundation.   We all need to be able to make the case for the work of the IAEA.  As 
we do so, we must call attention to its funding gap.  It is no longer fiscally prudent or 
rational for an organization whose mission is so important to be asked to do so much, 
with so little, for so long. 
 


Governments, the press, and the public need to understand that the IAEA is 
responsible for monitoring more than 900 facilities to make sure no nuclear materials at 
those facilities are diverted to military use.  They need to know that during 15 years of 
zero real growth in the IAEA’s safeguards budget, the number of states who are part of 
the nonproliferation regime, the number of safeguarded facilities in those states, and the 
amount of plutonium and HEU requiring safeguards have all increased dramatically.  
Fifteen years ago, there was some “fat” in the Agency’s budget.  But we have long since 
passed the point where adding more safeguards responsibilities without adding more 
budget is trimming out fat – we are cutting into the bone. 


 
The IAEA’s safeguards system is facing a “quiet crisis.”  There is already a gap 


between the nuclear threat and our global response.  Zero growth budgets at IAEA widen 
the gap.  Governments, the press and the public need to know that the entire global 
safeguards budget for preventing one of the world’s greatest security threats is under 100 
million U.S. dollars a year (20% of which derives from voluntary contributions).  This 
total budget is less than ten percent of the cost of building a single nuclear power plant – 
and a tiny fraction of the economic cost of the non-nuclear terrorist strikes of September 
11.  They need to know that there is a growing danger that budget constraints will force 
decisions that could irrevocably weaken the safeguards regime.   The time has come, 
instead, for member states to agree to a substantial real increase in the IAEA’s regular 
safeguards budget.   


 
The discovery in Iraq in 1991 of a substantial covert nuclear weapons program led 


to the establishment – for the first time – of an Additional Protocol, with wide-ranging 
new inspection authorities and information access that will give the IAEA what it needs 
to conclude that there are no covert nuclear activities in states subject to the protocol.  
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The adoption of this Additional Protocol is a great advance in nuclear security, but 
Governments, the press and public need to understand that the Board has approved 
Additional Protocols for only 58 member states, and only 22 of those have entered into 
force or are being provisionally applied.  That a decade after the Iraq discovery of the 
weakness in its safeguards regime, the IAEA does not yet have the full authority it needs 
to detect and expose any covert nuclear programs that may be underway around the 
world.  


 
They also need to understand, as the people in this room do, that safeguards – 


even where they are fully in force – offer no assurance against theft, seizure or 
unauthorized acquisition of nuclear material inside the state.    


 
When U.S. President Eisenhower made his 1953 speech to the United Nations 


promoting the peaceful use of atomic energy and proposing the creation of IAEA, he 
said:  “The Atomic Energy Agency could be made responsible for the impounding, 
storage and protection of the contributed fissionable material.  The ingenuity of our 
scientists will provide special safe conditions under which such a bank of fissionable 
material can be made essentially immune to surprise seizure.”   


 
In fact, almost half a century later, that vision is far from realized for the hundreds 


of facilities that have or store fissionable material around the world.  Preventing a 
“surprise seizure” of these materials must be one of our most urgent missions. 


 
Yet Governments, the press and the public need to understand that there is no 


international standard or requirement for the physical protection of nuclear material 
within a state.  There is a Convention on the Physical Protection of Nuclear Materials, but 
as the people in this room know, it covers only transport of materials across international 
borders.   It does not cover transport, storage or use of nuclear materials within a state – 
leaving nations to select whatever level of security they may choose.   This state of affairs 
poses a danger to all nations.  


 
The worldwide system of security for nuclear materials is no stronger than the 


system of security at the weakest, worst-defended site, which in many cases amounts to 
no more than a poorly-paid, unarmed guard sitting inside a chain link fence.   The theft of 
nuclear materials anywhere is a threat to everyone everywhere.   If terrorists want nuclear 
materials, and they do, they are going to go where it’s easiest to get them.  


 
As the people in this room know, the theft of potential bomb material is not just a 


hypothetical worry, but an ongoing reality.  This includes the attempted theft – by a 
conspiracy of insiders – of 18.5 kg of HEU from a weapons facility in the Urals.  It 
includes nearly a kilogram of HEU in the form of fast reactor fuel pellets seized last year 
in the Republic of Georgia.  It includes 600 grams of HEU found by police in Colombia 
in April.  Authorities still do not know the source, but no Latin American nation has a 
facility that uses or is capable of producing such material.  The IAEA illicit trafficking 
database has recorded more than 550 reported incidents of trafficking since 1993.  The 
great majority do not involve weapons-usable material, but 16 cases have involved 
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plutonium or enriched uranium.  Sixteen cases is a disturbing number, but it also may not 
tell us what we really need to know:  what percentage of the actual thefts do we uncover?   
Is it close to one hundred percent – or closer to five or ten percent?   We simply do not 
know.  Nor can we ever know with absolute certainty.  But we can considerably narrow 
the window of vulnerability by strengthening physical protection as we strengthen 
diversion safeguards. 


 
There is now momentum to take more serious action in this area.   A May 


conference in Stockholm called for a comprehensive approach to security of material.  
The General Conference last month passed a resolution calling on the Agency to review 
all its programs to enhance security of nuclear material and facilities. This December, 
Director General ElBaradei will convene an open-ended group of experts to draft an 
amendment to the Convention.  The Convention needs to be toughened, deepened, 
broadened.  We must do all of these things and speed the resulting amendment’s adoption 
and entry into force.  That states are not obligated to meet any standard of security for 
their facilities is a gap in the global security system that must be rapidly closed.  
Whatever the experts may have recommended before September 11, after September 11, 
it seems clear that an amended Convention should include a binding commitment to meet 
high security standards – such as those set out in the IAEA’s recommendations – along 
with a requirement for each nation to report regularly on its procedures, regulations, and 
standards for securing and accounting for its nuclear material.   


 
Right now, it is not possible even to learn which facilities are in the greatest need 


of upgrades.  The only insight the Agency can get into the security of a specific facility 
comes when the country in question invites the Agency to help review security there. And 
even then, there are not the resources to answer every call as it comes.  The IAEA has 
fewer than three full-time staff working on physical protection of nuclear materials and 
preventing illicit trafficking.  The regular budget expenditure for this program in the last 
year was under one million dollars – total.    


 
This staff and resource investment is grossly inadequate to address the dangers we 


face.  The reported price paid for the 600 grams of HEU found in Colombia was $1.5 
million.  And yet, in many facilities around the world, this material is not guarded as one 
would guard something of such value or that could have such catastrophic consequences 
if it should get into the wrong hands.  


 
Binding international standards should be created for physical protection of 


material, for the same reason safeguards were instituted as an international obligation 
more than 30 years ago – to make sure the material isn’t diverted to a destructive purpose.  
Significant security improvements could be made for costs that would be quite small 
when judged against what societies routinely spend for military security, or when judged 
as a percentage of the cost of nuclear generated electricity.  A good start would be 
investing more immediately in the existing IAEA voluntary program for nuclear materials 
security as we move toward binding international safeguards for the security of nuclear 
materials. 
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Earlier in my remarks, I discussed with you the role of my organization, the 
Nuclear Threat Initiative.   Promoting public awareness of the threat is a priority of 
overarching importance.   But we also intend to take direct action where we can to meet 
urgent and immediate needs.   
 


That’s why I am pleased to announce today a 3-year grant from NTI to the IAEA 
in the amount of $1.2 million dollars to expand the Agency’s ability to review security 
for nuclear facilities worldwide, identify needed security upgrades, and organize 
contributions from member states to carry out the upgrades.  We are intending this 
contribution to be matched – and more-than-matched – by member states.  We see this as 
an early installment in what we hope will become a wave of new contributions to this 
important work.  


 
While there is a great deal that the IAEA must do, let me state emphatically there 


is also a great deal that leading nuclear weapons states must now do – to reduce and 
control weapons of mass destruction and their essential ingredients and technologies.  
The attacks of September 11 and the subsequent realignments of international 
relationships create a new unique moment that calls for a new initiative of similar scale.  
At their upcoming summit, President Bush and President Putin should commit their 
countries to a course of action that would ensure that any nuclear, chemical and 
biological weapons and materials are safe, secure, and accounted for – with reciprocal 
monitoring sufficient to assure each other, and the rest of the world, that this is the case.   


 
The United States should develop, with Russia, a plan to secure or neutralize all 


of Russia’s potential bomb material as rapidly as possible; appoint a senior official to 
take charge of getting the job done; and dedicate substantial additional U.S. resources to 
accelerate and strengthen these efforts.  Leading states in Asia and Europe must increase 
their contributions to these efforts as well – not only in Russia, but throughout the Former 
Soviet Union and wherever proliferation vulnerabilities exist. 


 
In the end, we need to ask:  is keeping nuclear weapons out of terrorist hands a 


priority or an afterthought?   If it’s an afterthought, after what?   What comes before it?  
If it’s a priority, do our effort and investment reflect that?  


 
Thanks to the IAEA, the vision of its founders and the stamina of its leaders – the 


world today has an organization ready, capable, competent, and well positioned to meet 
these challenges.   However, that organization needs strengthening and greater financial 
support.  As I noted earlier, Dr. ElBaradei and his fine staff have for too long been asked 
to do too much with too little.  We need to invest more energy, more resources and more 
diplomatic muscle – now – to make more nations more accountable to one another, and 
more willing to minimize the risk they may create for one another.    


 
In summary, that means we need an even stronger and better-financed safeguards 


system. We need many more nations with comprehensive safeguards agreements in place.  
We need many more nations with the Additional Protocol in force.  We need to integrate 
the new safeguards measures with the traditional ones in a way that strengthens the 
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safeguards system – not weakens it.  We need a dramatic increase in national and 
international efforts to ensure that all potential bomb material worldwide is secure and 
accounted for. We need an amended Convention on Physical Protection of Nuclear 
Material that creates international norms for security that are not a matter of choice or a 
question of convenience, but a binding requirement arising from a shared commitment to 
our common security.  In short, we need to make the most of this moment and the 
attention it brings to widen, deepen, and strengthen IAEA efforts -- and send the world a 
proper and reasonable bill for the priceless work the IAEA does to harness the power of 
the atom for peaceful purposes and provide for our nuclear security.    


 
Albert Einstein once famously said:  “The release of atom power has changed 


everything except our way of thinking … the solution to this problem lies in the heart of 
mankind.”   Einstein has a point, but we cannot wait for a solution in the heart of 
humankind.  We have to forge a solution from what we have at hand.   Throughout these 
remarks, I have identified what governments, the press and the public need to know about 
the shortcomings of the existing system.  I have stressed this, because they do not know 
and if they did – I am confident – they would act to close these dangerous gaps in the 
global shield against proliferation.   I am an optimist but also a pragmatist.  So I end these 
remarks with a sincere request.  The insight of people in this room cannot stay in this 
room.  What you know and understand must be known and understood by those in the 
highest circles of the governments you serve.  We need nothing less than a rededication 
to the founding principles of the IAEA and a sustained international commitment to 
reduce toward zero the risk that the power of the atom will ever be employed for an evil 
purpose.   Much will depend on your skills and the strength of your voice.  Thank you.  
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Abstract 
This paper is a case study of a change of the Security Organisation at Forsmark NPP. It gives 
the views of both the operator Forsmark Kraftgrupp AB and the regulatory authority the 
Swedish Nuclear Power Inspectorate. The paper is divided into two main sections Operator’s 
view and Regulator’s view to clearly separate the roles and objectives of the two involved 
organisations. 
 
Background 
Forsmark Nuclear Power Plant consists of three reactor-units. Each unit has separate shift 
crews and separate control rooms for operation of the plant. During 1996, Forsmark 
Kraftgrupp AB (FKA) decided to change the organisation of Security at the site in Forsmark, 
Sweden. Before the reorganisation, the Security Organisation was a mixture of contracted and 
in-house personnel. The Security Organisation on shift consisted of three Security Guards. 
One of the Guards had duties in the Central Alarm Station operating the technical systems i.e. 
cameras, alarms from surveillance systems, and communication systems. In addition a few 
persons worked in the organisation on daytime. 
 
The Swedish Nuclear Power Inspectorate, SKI is the regulatory and supervisory authority 
concerning nuclear activities in Sweden. Before starting operations all nuclear facilities must 
have a security plan approved by SKI. Furthermore SKI must be notified of modifications of 
the security plan before they may be applied.  
 
Operator’s view 
 
Reasons for changing the Organisation 
Experiences pointed out that it was necessary to have a Security supervisor present at site 24 
hours per day. Experiences were basically gained from occasions when malfunctions in the 
technical security systems occurred. Another experience was that the procedures describing 
counter measures to different malfunctions in the technical security systems, did not meet the 
same high requirements, that would be expected in comparison with the Standard Operational 
and Emergency Operational Procedures, which are used for operation of the Nuclear Power 
Plant. 
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Solution  
It was decided to integrate the Security Guards in the shift crew, one guard for each reactor 
unit and shift. Some of the regular Field Operators in the shift-crews for operating the plant 
were educated to competent Security Guards. The Shift Supervisor on each reactor unit 
became in charge for one Security Guard. One of the units also became in charge of the 
Security Central and the Security Guard operating the technical security systems. During 
incidents the supervisor from the fire brigade takes the responsibility for the security. He also 
has additionally two Security Guards from the fire brigade, at his disposition. In case of a 
major incident, this arrangement let the Shift Supervisors proceed taking the necessary 
counter measures concerning the process in the power plant.   
 
Shortcomings 
The attitude to new duties among the regular Field Operators educated to Security Guards 
were not positive, this problem affected also the attitude among the Shift supervisors. It was 
difficult to bring personnel from the different reactor units to work in a uniform way. The 
procedures and standards at each unit deviated after a couple of years. 
 
Benefits 
The security organisation has improved in performance regarding handling of technical 
malfunctions. There is a Supervisor for Security on duty 24 hours per day. 
 
Lessons learned 
When executing an organisational change of this character, the importance of co-ordination of 
procedures, standards, rules, exercise plans and education plans is very essential. Education of 
personnel to double competencies as in this case, is problematic. It is not the best way to 
recruit Security Guards. The involved personnel and their colleagues must accept the benefit 
regarding double competence.  
 
The work with security has restarted as a result of the described shortcomings above. Further 
measures for a successful implementation have been initiated, as shown below. Moreover, the 
approach with double competencies of Field Operators has been rejected.  
 
Actions taken by the Operator after the SKI decision. 
In May 2000 FKA Power Company received the decision from SKI and also got the detailed 
results from the inspection. The decision stated that corrective actions should be taken in the 
long and short-term perspective. Countermeasures were taken in the short-term to get time to 
plan measures in the long-term perspective.  
The following sections provide a summary of the long-term measures: 
 
Technical Projects were initiated with the following objectives. 
�� Extension of the perimeter i.e. extension of the area surrounded with fences and access 


control system. 
�� Minimising car traffic next to the Units. 
�� New surveillance camera system in one of the Units. 
�� Double fences were installed in two of the Units. 
�� New perimeter surveillance system in all three Units.  


 
Administrative actions were taken as follows. 
�� A plan for Security was formed as a top document. The plan describes organisation, 


installations and the structure of all documents used for Security and Physical Protection 
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at FKA. The plan also describes a self-tuning model, where the evaluation results and 
experiences from exercises are supposed to have impact on standards for training and 
education i.e. context and frequency. Documentation, such as procedures, is also tuned in 
the same way. 


�� All possible events such as different intrusions, sabotage or threats were screened. This 
resulted in definition of ten different type cases concerning Physical Protection and six 
other type cases for Security. The type cases formed the basis for new procedures, 
supposed to be used by all involved personnel. The procedures are detailed and describe 
all actions step by step. All personnel involved use identical procedures, so that the co-
operation is improved. 


�� Periodical testing of installations in Security was described in a manner similar to the 
description of periodical testing to Technical Specifications of the Units safety systems. 
The same administrative system is used for follow up. 


�� New standards for education and training were set for all personnel involved in Security 
and Physical Protection. The standards are well described in a document, therefore it is 
easy to check whether every individual fulfil the standards or not.   


 
Actions taken to change the attitude among the personnel, as follows. 
 
�� The top-down approach was used, where the C.E.O. stated the importance of the issue and 


the message was sent to all the managers involved.  
�� All employees were educated in Security. All managers brought the message from the 


C.E.O. to the whole organisation during the education. The purpose was to create an 
understanding for the importance of the work made by the Security Guards. 


�� Seminars were held where all Shift supervisors and Security Guards attended. During the 
seminars different problems were identified and solved. The seminars were a useful 
instrument regarding the implementation of new procedures. 


�� The concept with double competencies Field Operator and Security Guard was rejected. 
�� The Security Guards duties were made more visible for all employees e.g. the frequency 


of periodical tests for Security was increased. 
 
Operator’s  summary 
Several earlier unknown deficiencies in the Security organisation and in the technical 
installations for Security became visible after the change of the organisation. That fact is an 
important experience. Another experience is that, as earlier mentioned in lessons learned 
above, it is essential to thoroughly prepare a change of the Security organisation. The 
administrative actions mentioned earlier, were powerful to improve the performance of the 
new organisation. It is also important to be prepared on the fact that attitude problems can 
occur, and these problems can be solved by using a top-down approach where all the 
managers involved contributes to a good implementation. Our organisation for Security and 
Physical Protection is now completely integrated in the Operation departments and is working 
well. Communication between the personnel involved in Security has improved significantly. 
The technical installations for Security are in a much better condition and are now considered 
as important as any other Safety system in the Units. They are therefore handled with the 
same importance as other Safety systems. The standard of the written operational procedures 
for use in the Security organisation has improved significantly and are supporting the 
involved personnel in a much better way, then earlier. 
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Regulator’s view 
 
Process leading to approval  
SKI was first informed about the plans to change the Security Organisation at FKA in 1995. 
This was followed by an application for approval of the changes in 1996. SKI decided to 
approve a two-year test period to evaluate the new organisation. During the test period FKA 
conducted two internal audits of the new organisation. The results of the audits were reported 
to SKI. Furthermore FKA submitted a final report at the end of the test period. Following the 
test period SKI approved the change of Security Organisation at Forsmark NPP.  
 
Indications of problems  
During the test period there were signals pointing at potential problems connected with the 
change of organisation of Security Guards at Forsmark NPP. Both SKI and FKA identified 
such signals  and this led to measures aiming at solving the problems some of which were 
more successful than others. As indicated above the measures were initiated both by FKA 
themselves and by SKI through requirements to take measures and to submit reports of the 
outcome of the measures. At the end of the test period in May 1998 SKI was reasonably 
satisfied that the organisation was functioning satisfactory and that the still outstanding 
shortcomings could be solved by ongoing corrective activities.  
 
Inspection of the security at Forsmark NPP 
However  the function of the Security Organisation at Forsmark NPP did not develop as 
expected. At the end of 1999 it was clear to SKI that a major inspection had to be carried out 
in order to evaluate the function of the security at Forsmark NPP. The inspection was to focus 
on the physical protection of Forsmark NPP with a specific focus on the abilities of the 
Security Guards to act in accordance with the SKI regulations. 
 
Result of inspection and decisions taken by SKI 
The inspection in January 2000 resulted in severe criticism of the physical protection at 
Forsmark NPP in the following two areas: 
�� Protection of the perimeter, both technical shortcomings and the ability of the security 


guards to act  promptly 
�� Attitudes of Security Guards, Shift supervisors and other operating personnel. This 


included also lack of  repetitive training and exercises for involved personnel 
 
SKI decided in May 2000 that FKA, as a condition for continued operation of the Forsmark 
NPP after the 30 June 2001, should take corrective actions. Both immediate measures to 
compensate for identified shortcomings and measures to ensure proper physical protection in 
the long term. 
 
Going public with the result of the inspection 
The SKI decision was followed by a press release and the decision was published on the SKI 
web page. Since the full inspection report continued information about the deficiencies of the 
physical protection system at Forsmark NPP it was considered as a secret document. However 
a special edition of the inspection report where the most sensitive information was excluded 
was distributed to the other major nuclear operators in Sweden for their information. It was 
furthermore made available to the media and the public on request. 
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Dialog between FKA and SKI 
Immediate actions to ensure a proper level of security and an ambitious and extensive plan of 
measures to improve the physical protection at Forsmark NPP in the long term followed the 
decision by SKI. The development and the implementation of the plan were followed very 
closely by SKI. SKI required FKA to submit periodic reports on the progress of the 
implementation of the measures and in addition to the reports informal meetings were held in 
order to facilitate the formal process. The meetings showed to be effective since they 
minimised the risk for misunderstandings by providing a forum for an open exchange of 
views. Furthermore they helped to build confidence between FKA and SKI. 
 
Follow-up inspection 
During a week in May 2001 SKI conducted a follow-up inspection in order to evaluate the 
physical protection at Forsmark NPP. The inspection team consisting of one security expert 
and one reactor safety inspector interviewed 18 individuals in different functions such as 
managing director, security manager, security guards and shift supervisors. The inspection 
report clearly showed that the measures taken by FKA resulted in a substantial strengthening 
of the security at Forsmark NPP. The inspection team noted that the technical upgrades still 
needed final adjustments in order to function properly. Furthermore given the relatively short 
time, 12 months, for the corrective measures there were no experiences from the 
implementation of the newly established plans for security training and exercises.  
 
Ski’s decision following the inspection required FKA to evaluate and report operational 
experiences from the newly installed security equipment including frequencies of and reasons 
for alarms by the end of October 2001. Furthermore FKA shall evaluate and report 
experiences from security training and exercises by the end of January 2002. 
 
Finally SKI concluded that FKA had carried through the necessary corrective actions 
following SKI’s decision and that SKI no longer had reason to question the license to operate 
the facility after the 30:th of June 2001.  
 
Summary by SKI 
�� The low focus on security, from management to operating level, led to the degradation of 


the security at Forsmark NPP.  
�� SKI did not fully understand some of the signals pointing at problems during the test 


period of the security organisation. A more critical review of audit results and reports 
should have been carried out. 


�� In retrospect it is obvious that SKI should have carried out an inspection at the end of the 
test period before approving the change of organisation to verify the function of the 
security organisation at FKA.  


�� The forceful decision in May 2000 following the first inspection was necessary to make 
the management of FKA to clearly understand that measures for physical protection is one 
condition for having a license to operate a nuclear facility. It resulted in an ambitious and 
extensive plan of measures to improve the physical protection and the necessary resources 
was allocated. 


�� SKI inspectors have had a good working relation with their counterparts at FKA 
throughout the process. Our respective roles have been respected and it has been possible 
to have an open informal dialog in parallel with the formal process. 
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A ‘TUBELESS’ PORTABLE RADIATION SEARCH TOOL (PRST) 
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Nuclear Safeguards and Security Systems LLC (NucSafe) has produced a briefcase packaged 
Portable Radiation Search Tool (PRST) for the IAEA Safeguards Group (Figure 1).  The PRST 
detects Special Nuclear Materials (SNM) by measuring neutrons and gamma rays.  Neutron 
sensors are comprised of scintillating glass fibers, which provide several advantages over 
conventional 3He and 10BF3 tubes.  These 6Li glass fiber sensors offer higher neutron sensitivity, 
increased dynamic counting range, eliminate transport and operational hazards, and have 
significantly less microphonic susceptibility than gas tubes.  Bismuth Germanate (BGO) is used 
as the gamma detector due to its higher intrinsic efficiency relative to Sodium Iodide (NaITl) 
detectors.  Since gamma spectrometry senso stricto is not a system requirement, gross gamma 
counting in six regions of interest was designed for the PRST search functions. 
 


The system must be as light as possible and is now ~8 kg with an overall size of 46 x 36 x 15 
cm.  The unit uses smart lithium ion batteries that may be exchanged with a fresh pack or 
recharged during operation.  Operating time with fully charged batteries is 8 to 10 hours.  The 
PRST does not require an external computer for operation.  Onboard electronics allows the 
system to integrate data over multiple counting times and provides over-sampling and peak 
detection and hold for short alarm events.  Users can independently adjust a number of 
parameters including set points for neutron and gamma channel alarms, but system operation 
is very simple. 


PRST neutron sensors contain 5 layers of glass fiber ribbons vice the 3-layer glass fiber panels 
used in NucSafe SNM monitors for vehicles, portals, and freight.  Five layers provide the 
additional sensitivity needed since detector areas are limited by portability requirements for the 
PRST.  Monte Carlo (MCNP) modeling has demonstrated that moderation is more important 
than detector active area in attaining the highest intrinsic efficiency for a given mass of neutron 
glass fibers.  These and other Monte Carlo and first principal calculations used to determine 
SNM detection limits shall be presented; e.g., assuming a 0.014 n cm-2 sec-1 nominal neutron 
background, the intrinsic neutron efficiency is 20% for this 506 cm2 glass fiber sensor. 
 
Figure 2 shows that the glass fiber PRST detects neutrons from 5 kg of Weapons Grade Pu 
(WGPu) at a distance of 10 meters within seconds.  Accounting for Poisson variability of data 
and an alarm set point of 4.4 sigma over background, required for setting a reasonably low false 
alarm rate, WGPu is unquestionably detected at 10 meters within 18 seconds.  These models 
have been validated with empirical data collected using WGPu and 252Cf sources. 
 
Neutron measurements of 4 WGPu sources acquired with the NucSafe PRST and also with a 
3He tube system are plotted in Figure 3.  The glass fiber and tube systems were packaged in 
nearly identical briefcases, but the fibers can be better moderated.  The glass fiber sensor is 
about twice as sensitive to neutrons as the 3He tube system for equivalent detector masses. 
 
In summary, the NucSafe PRST offers improved performance, reliability, safety, and may be 
transported on commercial carriers. This new solid-state sensor system provides the ideal tool 







for IAEA and UNSCOM inspectors, as well as other law enforcement and customs agencies, for 
use in counter-terrorism, detecting illicit trafficking, and SNM search applications. 
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Figure 1.  Modified 3D CAD drawing of the NucSafe PRST.  The
system has been designed to be as modular as possible. Neutron
and gamma ray sensors are removable and easy to replace with
alternate sensor / detection sub-systems. 
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Figure 2.  A plot of net counts divided by background standard deviation (Sigma) versus time
shows that 5 kg of WGPu can be detected at 10 meters within seconds. 


Comparison of Neutron Glass Fibers vs 3He Tubes
 Neutron Detection  -  IAEA Briefcase PRST Application
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Figure 3. Comparisons of data collected with a glass fiber neutron sensor with those from 5 3He 
tubes at 3 atmospheres measuring 25 cm in length by 2.5 cm in diameter. 
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Abstract 
 
The Two-way Radio-Frequency Seal (TRFS) or T-1 Electronic Sensor Platform (T-1 ESP), 
which is the International Atomic Energy Agency (IAEA) and the Sandia National 
Laboratories (SNL) designator, respectively, is an electronic sensor platform with two-way 
radio-frequency communications.  Use of this seal will provide advantages to both the facility 
operator and the IAEA inspectorate for unattended monitoring of inventory items and 
safeguards equipment.  Implementation of the IAEA inspector’s data review station will 
provide for joint Operator-IAEA use of the TRFS.  The T-1 TRFS is currently in the final 
stages of IAEA evaluation and approval for routine use. 
 
Introduction 
 
Containment and surveillance (C/S) measures are the principal means for maintaining 
continuity-of-knowledge of nuclear materials and safeguards equipment during the absence 
of inspectors between inspections.  A variety of products with a range of capabilities have 
been developed and implemented to provide this C/S function.  Primary examples are 
cameras and seals.  This paper describes the features and application of a new active seal that 
is useful for unattended monitoring systems with or without remote data transmission. 
 
The T-1 Two-way Radio-Frequency Seal (TRFS) consists of the T-1 Electronic Sensor 
Platform (ESP), Interrogator Transceiver (IT), and associated Material Monitoring System 
(MMS) data review software. [1, 2]  The ESP supports various internal and external, analog 
and digital, sensors for item monitoring, environmental sensing, and system State-of-Health 
(SOH).  An active fiber optic loop seal is currently the primary item monitoring sensor in T-
1.  The IT provides two-way radio-frequency communication with multiple T-1 ESPs.  RF 
communications eliminates the need for wiring from the IT to the T-1s with the use of battery 
power for the ESPs.  The IT, in turn, interfaces with the MMS that provides data collection, 
storage, and review capabilities.  End-to-end data security is provided by data authentication 
originating in the T-1 enclosure and validation in a Removable Key Management Computer 
(RKMC), and supplemented by numerous tamper protection features. 
 
The TRFS is currently undergoing evaluation by the IAEA for certification for routine 
safeguards use.  Environmental testing and independent third-party vulnerability assessments 
have been completed.  Modifications to the MMS user interface are being developed to 
provide an IAEA inspector’s Data Review Station (DRS).  The T-1 TRFS is already in 
domestic operational use in the United States and the implementation of the DRS will provide 
for joint Operator-IAEA use. 
 
 
 







Sensors 
 
The T-1 incorporates several types of digital sensors: fiber optic seal, motion sensor, 
high/low temperature tamper indicator, transportation mode switch, case tamper switch, three 
unassigned digital input/output ports, and two digital switch closure ports.  Analog data ports 
include: temperature sensor, battery voltage, and two unassigned analog ports. 
 
The fiber optic seal uses 1 mm diameter plastic fiber with optoelectronics that support at least 
30 m length.  A range of fiber continuity scanning frequencies can be provided by modifying 
embedded code during manufacture.  An analog fiber continuity option is available too. 
 
The motion sensor is optional.  It consists of a printed circuit board with a six-axis mercury 
tilt-switch array and user-programmable filter for eight sensitivity levels.  Due to the 
possibility of unacceptable nuisance alarms in an industrial environment its recommended 
use is for the triggering of other surveillance equipment, such as video camera scene 
recording. 
 
The digital high/low temperature sensors are intended to detect possible tamper attacks that 
make use of temperature extremes.  The standard board is set to the T-1 operational 
temperature limits of +70C and –25C. 
 
The transportation mode port uses a small recessed switch in the T-1 enclosure cover.  When 
the switch is in the transportation position the ESP motion sensor is ignored.  This feature is 
useful when monitoring containers during transport. 
 
Several case tamper switches detect opening of the main T-1 housing cover or the 
programming port and battery cover. 
 
All analog sensors are digitized to 8 bits and the two unassigned ports are configured for 0-3 
VDC operation.  The analog temperature sensor monitors the internal ESP temperature and 
supports a remote sensor option without tamper protection.  The battery voltage sensor 
monitors the ESP internal battery voltage that is an indicator of remaining lifetime. 
 
All the T-1 digital and analog sensors can be individually enabled when the ESP is 
programmed.  ESP Programmer software is available to perform this function via the 
programming port inside the battery cover. 
 
Communications 
 
The T-1 and IT use wireless communications operating at the radio frequency of 916.5 MHz 
and a nominal transmitter power delivered to the antenna of –1 dBm and receiver sensitivity 
of –77 dB.  An operational range of 100m is practical with line-of-sight between the T-1 and 
IT and no major interfering sources in this RF band. 
 
The T-1 (Figure 1) uses a single stub antenna that is switched between transmit and receive 
functions.  Its RF receiver is duty cycled to conserve battery power. 
 







 
 


Figure 1.  T-1 Electronic Sensor Platform 
 
The ESP generates three types of messages: Events, State of Health, and Message Buffer.  
The digital change-of-state and analog threshold sensor events are automatically transmitted 
without polling by the IT.  The event message includes ESP identification, transmit and event 
counts, configuration data, message type, internal clock time, and authentication signature.  
The SOH can be regular SOH, polled SOH (PSOH), or verbose SOH (VSOH).  The ESP can 
be programmed to generate SOH messages at regular predefined time intervals and 
commanded to generate PSOH messages.  The SOH and PSOH messages are identical and 
include the same data as the event messages with the addition of analog (sensor) and serial 
(digital sensor) data.  The VSOH is a polled message with the same information as the 
SOH/PSOH messages with the addition of analog event high and low data and counters for 
IO, digital, and analog events.  The non-volatile message buffer stores a minimum of 100 
messages that are transmitted either FIFO for the entire buffer or for a specific message 
(counter) in response to an IT command message. 
 
The IT (Figure 2) operates at the same radio frequency and transmit power as the T-1.  It 
includes two RF ports to accommodate a variety of commercial and custom antennae, 
including stub, patch, and lossy cable.  It also has three jumper selectable operating modes to 
(1) transmit and receive on one port, (2) use one port for transmit and one port for receive, or 
(3) transmit on one port and toggle receive between the two ports.  This range of antennae 
and modes accommodates the RF characteristics of most facilities to provide reliable two-
way RF communications. 
 







 
 


Figure 2.  T-1 Interrogator Transceiver 
 
IT message types to the T-1 include Wake Up, Transmit VSOH, Transmit PSOH, Transmit 
data buffer, and Go to sleep.  The IT/host computer communications interface has five types 
of messages: (1) reply with status (host to IT), (2) transmit wake up (host to IT to ESPs), (3) 
transmit message (host to IT to ESPs), (4) error (IT to host), and (5) acknowledge.  Error 
messages are invalid command, checksum error, abnormal reset, IT SOH error or failure, RF 
interference (RFI), and end of RFI. 
 
User Interface 
 
The primary user interface for data review is the Material Monitoring System (MMS).  MMS 
is based on hierarchical system architecture for data collection, storage, and review.  The 
immediate connection to the TRFS is an RS-232C serial data line between the IT and the 
Data Collection Computer (DCC) that functions as the host computer in the above discussion.   
Redundant DCCs are used for increased reliability.  The MMS display screens allow the 
inspector to review historical data and observe near real time data.  The user interface allows 
the inspector to query and filter the data in a variety of ways, including by time, message 
type, and sensor.  This facilitates starting with a high-level system status review and 
proceeding as needed to a detailed review of anomalous events. 
 
During TRFS system installation the Operator creates the ESP configuration data for the 
DCC, DSC, and RKMC.  The IAEA configures the ESP and installs its data authentication 
key using the RKMC as a blind programmer (no control of configuration data).  For T-1 
testing, the Operator uses either the DCC or DSC and the IAEA uses the RKMC.  The IT has 







a set of seven colored LEDs on its enclosure for visual monitoring of transmit, message, 
receive, ready, RSSI (Received Signal Strength Indicator), error, and power. 
 
System Security and Reliability 
 
Data authentication begins inside the ESP with a digital signature of the data to be 
transmitted to the IT.  It ends with validation inside the RKMC of the digital signature of the 
data received and stored in the host computer.  The private-key authentication algorithm used 
in the TRFS is a modified TEA (Tiny Encryption Algorithm).  This modified TEA was 
developed by SNL and includes modifications to correct for known TEA vulnerabilities.  The 
64-bit digital signature is performed on all message bytes except the CRC (Cyclic 
Redundancy Check) and the authentication signature itself.  The 128-bit private 
authentication key is stored in volatile RAM inside the ESP enclosure.  The ESPs can be 
configured to overwrite the key on case tamper and high/low temperature sensor events. 
 
The data authentication is one of a complementary set of design features built into the ESP to 
make it difficult to compromise.  This larger set includes: 
 


�� Case tamper switches 
�� High/low temperature indicators 
�� Motion sensor 
�� RF interference detection (IT function) 
�� Unique messages (combination of ESP ID, counters, data, and time) 
�� End-to-end data authentication 
�� Tamper indicating coating 
�� Penetrations mechanically blocked inside case 
�� Connectors not easily removed without inside access 
�� Compound mechanical joints 
�� External ports tamper switch protected (except RF) 
�� Paper seal on transportation mode switch 


 
A high level of system reliability is necessary to maintain continuity of knowledge and avoid 
costly procedures to re-establish physical inventory and equipment security.  Design features 
for high reliability also tend to provide an increased level of system security.  This 
supplementary set of TRFS reliability design features includes: 
 


�� Design based on de-rating electronic components 
�� Watchdog timer to reset the processor should the system halt 
�� Operating program burned into ROM 
�� Configuration data stored in non-volatile RAM 
�� Multiple RF message transmissions to reduce collisions 
�� Non-volatile message buffer for 100 most recent messages 
�� Internal battery power 
�� Super-capacitor holdup device for battery replacement and transmitting 3 events at 


end of battery life 
�� Conformal coating of electronic circuit boards 
�� Limited radiation protection provided by steel housing 
�� MMS DDC redundancy 
�� Error messages (previously described) 







Physical Specifications and Operational Environment 
 
T-1 ESP physical parameters include: 
 
Size 


�� Height  2.0 in, 4.0 in w/antenna 
�� Length  5.25 in, 6.95 in w/battery cover 
�� Width  3.95 in, 4.85 in w/mounting plate 


Weight  4 lb 15 oz 
Power  3.6 VDC Li/SOCl2 D cell 
Battery life Depends on sensor suite, SOH interval, and event rate 
 
Environmental limits include: 
 
Temperature  -25C to +70C 
Relative humidity 3% to 98% condensing 
Shock and vibration T-1 is ruggedized, IT is not 
Gamma dose rate 


�� T-1  10 kRads(Si)/year 
�� IT  1 kRads(Si)/yr 
�� Design life 10 yr 


Neutron flux rate 
�� T-1  1 x 1010 neutrons/cm2/yr 
�� IT  1 x 103 neutrons/cm2/yr 
�� Design life 10 yr 


 
Certification 
 
The T-1 TRFS is currently undergoing IAEA evaluation and approval for routine safeguards 
use.  Environmental testing has been performed by Euratom’s Joint Research Centre in Ispra, 
Italy (JRC Ispra). 
 
JRC Ispra conducted numerous tests of one IT unit and two ESP units monitored by the T-1 
test software following the EURATOM-IAEA test procedure v.1.0 Common Qualification 
Test Criteria For New Safeguards Equipment, including thermal, humidity and mechanical 
tests for both Special Applications Class Equipment and High Class Equipment, and 
Electromagnetic Tests. [3, 4, 5]  All thermal, humidity and mechanical tests were passed; the 
IT unit was damaged when exposed to one special applications test environment by error.  All 
EMI tests were passed with the exception that the IT unit did not resume normal operations 
after an electrostatic air discharge to one point; normal operations resumed after cycling 
power whereupon missed messages were logged. 
 
Independent third-party vulnerability assessments have been completed by Canada’s 
Communications Security Establishment (CSE) and the UK’s Communications-Electronics 
Security Group (CESG). [6, 7]  In addition the U.S. Support Program funded a VA of the 
modified TEA algorithm by Plus Five Consulting, Inc. [8] 
 
CSE performed a vulnerability assessment of the T-1 ESP, including implementation of the 
TEA authentication algorithm, but did not evaluate the strength of the TEA.  Their final 
report presents several recommendations, most of which deal with IAEA doctrine for 







implementation of TRFS.  CESG conducted an independent assessment of the T-1 ESP, to 
assess the strength of the TEA cryptographic algorithm and to study the implementation of 
the algorithm in the product.  They concluded that the modifications made by Sandia did 
indeed defeat the known attacks and that no additional weaknesses were introduced.  In 
addition they made several observations and recommendation regarding key management.  
Plus Five Consulting provided an independent assessment of the cryptographic mechanisms 
used in the T-1 seal.  The primary conclusion of this VA is that the message integrity and 
authenticity mechanism used in the T-1 seal are secure against all the attack models 
considered.  They also cite this system design as an example of tailoring a cryptographic 
solution to fit the requirements by using the strengths of low-level components while 
avoiding their weaknesses. 
 
The remaining steps include modification of the MMS Data Review Station (DRS) 
inspector’s review software interface to satisfy IAEA requirements and IAEA field testing.  
The IAEA user and the SNL developer have an agreed set of DRS requirements and the U.S. 
Support Program has funded this development activity. 
 
Application 
 
The TRFS can be implemented either for sole IAEA safeguards use or for joint Operator-
IAEA use.  For both cases all TRFS messages are stored in the MMS Data Storage Computer 
(DSC).  For the case of sole IAEA use the data review software may reside on either the DSC 
or on a separate data review computer.  For the case of joint use the DSC pushes all the 
(authenticated) messages to a separate IAEA-controlled DRS computer that is used both for 
storage and review.  A separate Removable Key Management Computer (RKMC) is used 
both for programming, including the authentication key assignment, the T-1 ESPs and for 
authentication validation by the DRS.  The authentication keys reside only on the T-1 ESPs 
and the RKMC and are never transferred to either the DSC or the DRS.  The DRS computer 
includes a serial data link for an IT interface to test programmed T-1 ESPs in the inspector’s 
office.  The portable RKMC also has a serial data link to an IT that can be used for T-1 ESP 
field testing. 
 
Key management includes generation, storage, assignment and loading into individual ESPs, 
and use to verify message authentication.  The key generation process uses a cryptographic 
hashing function, SHA-1, operating on random number seeds generated using high resolution 
keystroke timing (microseconds).  The keys are generated and stored on a protected IAEA 
Headquarters computer.  For use the keys are stored on floppy diskette in a file with up to 
100 keys and including ESP ID, key ID, 128-bit authentication key, programmer ID, and key 
used flag.  The floppy diskette is inserted into the RKMC during key assignment and for use 
in message validation. 
 
Use of the TRFS offers benefits to both the IAEA and Operator.  For the IAEA the 
advantages are more reliable C/S data, reduced Person-Days of Inspection (PDI) and 
associated costs, and reduced personnel radiation exposure.  For the Operator the advantages 
are less costly safeguards installations with joint use, less intrusive inspections and associated 
costs, automated inventory, physical inventory period extension, and reduced personnel 
radiation exposure. 
 
 
 
 







Summary and Acknowledgements 
 
This paper describes the features and capabilities of the T-1 TRFS, the status of its evaluation 
for IAEA routine safeguards use, and its application for joint use by the IAEA and Operator.  
As originally anticipated, the first operational installation of T-1 TRFS for joint domestic and 
IAEA use will be at the U.S. Department of Energy’s (DOE) Savannah River Site (SRS) K-
Area Material Storage (KAMS) in Aiken, South Carolina, USA.  The T-1 domestic material 
surveillance system is already installed and approved for operational use by the 
Westinghouse Savannah River Company (WSRC) and DOE.  The IAEA T-1 TRFS KAMS 
implementation awaits a joint agreement regarding KAMS by the U.S. Government (USG) 
and the IAEA, and IAEA approval for use of the T-1 TRFS. 
 
The authors wish to acknowledge useful discussions with Keith Tolk, IAEA, and Robert 
Kinzel, Steve Blankenau, Larry Desonier, Tony Perlinski, Barry Schoeneman, Dennis 
Mangan, Douglas Smathers, and Bobby Corbell, all SNL.  This product was designed by 
Sandia National Laboratories and is manufactured by Honeywell FM&T, Kansas City, 
Missouri, USA. 
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Abstract 
 
Some protagonists of the nuclear industry suggest that MOX fuel fabrication plants are awash 
with nuclear materials which cannot be adequately safeguarded and that material “stuck” in 
the plant could conceal clandestine diversion of plutonium. 
In Europe the real situation is quite different; nuclear operators have gone to considerable 
efforts to deploy effective systems for safety, security, quality and nuclear material control and 
accountancy which provide detailed information. 
The safeguards authorities use this information as part of the safeguards measures enabling 
them to give safeguards assurances for MOX fuel fabrication plants. 


1. Introduction 
 
European MOX fabrication facilities have evolved from early FBR fuel plants into 
commercial scale LWR facilities.  By the Millennium around half a million mixed oxide fuel 
rods had been made for thermal reactor fuel corresponding to more than 1000 t HM and 
utilising more than 50 t of plutonium. The combined capacity of the current MOX fuel 
fabrication plants in Europe is over 250tHM/yr all of which is subject, without discrimination, 
to Euratom Safeguards.  
 
Nuclear operators have gone to considerable efforts to deploy effective systems for safety, 
security and nuclear material control and accountancy, and the safeguards authorities likewise 
have implemented a hierarchy of safeguards measures enabling them to effectively safeguard 
MOX plants. Safeguards authorities and operators have discussed and worked together on the 
safeguards approach from a very early stage in the project. 
 
A variety of definitions of material in-process, in-process inventory, hold-up or hidden 
inventory can be found in the published literature. These definitions are not always consistent 
and can lead to confusion when discussing the concepts involved. The definitions introduced 
below are consistent with the way that the Euratom Safeguards Office treats nuclear material, 
especially with respect to access to the material at monthly and annual inventory taking. It 







describes how work in progress, and in particular material hold-up, is controlled, measured 
and accounted for. 
 


2.What is "hold-up"? 


2.1. A typical MOX plant 
A typical MOX Fuel Fabrication facility is shown in figure 1. At the very simplest level a 
MOX plant can be thought of as being split into a number of zones. Some of these zones will 
be storage areas, where the nuclear material is well defined but, not directly accessible (in 
identified and closed containers like drum or canister or rod or assembly) and where 
safeguards Containment / Surveillance (C/S) measures can be applied if required. The 
remainder will be process areas. All of the material held in the process areas is considered to 
be in-process inventory. The actual in-process inventory at any one time will depend on the 
operational state of the plant. 
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Figure 1 – A typical MOX plant 
 
We can now draw up two definitions : 
�� Process areas are all areas that are not stores. 


�� In-process inventory is the material in the process areas of the plant. It includes all bulk 
material in process vessels, as well as material in identified containers such as pellets, or 
fuel pins. Part of the in-process inventory will be made up of material that is considered to 
be hold-up or "hidden" inventory. 


Given the premise that all material not in store is defined as in-process inventory then next 
consider the different processes and nuclear materials which they hold.  







The rod handling and fuel assembly areas of a MOX plant deal with individual items whose 
weight and composition have been determined earlier and are therefore dealt with at an item 
level. Some nuclear materials are clearly and unambiguously identified, for example the 
engraved serial number on fuel rods. Some materials are in unique containers and have been 
weighed (and/or counted) such as trays or furnace boats of MOX pellets. Therefore material 
which is truly hold-up and "hidden" inventory only occurs in the bulk handling areas. 
The powder and pellet areas of the MOX plant (up to the point the rods are sealed by welding) 
are bulk handling zones where material is subject to direct measurement by weighing and 
chemical analysis. It is in these areas that intrinsic measurement uncertainties lie and which 
determine the material accountancy performance 
 
To distinguish between hold-up and "hidden" inventory, let's have a look at a glove box. 


2.2. A glove box at a glance 
Consider as an example a simple glove box (see Figure 2) which contains a piece of plant 
equipment such as a pellet crusher. Trays of pellets of known weight enter the glove box, the 
pellets are tipped into the crusher and the resultant powder leaves the glove box in containers 
that are also weighed. A forced ventilation system is attached to the glove box and any 
airborne dust that may arise as a result of the crushing operation will be collected on filters. 
During normal operation of the glove box, all material would be considered as belonging to 
the in-process inventory of the glove box. The amount of material which remains in the 
crusher, after it has been ‘emptied’, can be assessed during inactive (uranium) commissioning. 
This reaches equilibrium within a very short time and thereafter remains approximately 
constant. This material constitutes the hold-up; the quantity is reasonably well known but 
cannot be directly measured. It remains in the crusher until it is deliberately removed, either 
for the Interim Inventory Verification (IIV) or, more likely, at Physical Inventory Taking (PIT)  
/ Physical Inventory Verification (PIV). 
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                                            Figure 2– A glove box at a glance 
 







There will be material on glove box surfaces, on the filters in the glove-box ventilation system 
and possibly on associated pipe-work. The material on the filters will normally form the 
majority of this inventory until such time as the filters are removed for disposal and/or an 
appropriate measurement is made. This material, which can be recovered during cleaning or 
maintenance operations, is part of the hold-up (although the quantity is difficult to assess apart 
from feed-back from experience). The remaining material in the pipe-work and glove box 
faces will form part of the “hidden” inventory and will be recovered eventually during the 
decommissioning and/or dismantling of the equipment or of the plant.  
 
We can now precise the definitions of hold-up and "hidden" inventory:  
�� Hold-up refers to material that remains in the process area of the plant when the plant has 


been run down. The amount of material in hold-up can be assessed, but may not be 
directly measurable. This material is recoverable as a result of the periodical thorough 
cleaning of the plant, including routine filter changing. 


�� "Hidden" inventory refers to material that remains in the plant in small quantities after 
the periodical thorough cleaning and which cannot normally be estimated or measured. 
This material is only recoverable as a result of dismantling of whole or parts of the plants, 
e.g. glove box or pipe-work. 


2.3. The inventory of plutonium in a MOX plant 
In large plants, high throughputs are obtained by having a number of parallel process lines and 
this together with the variations of fuel designs and plutonium concentrations lead to 
significant plutonium stocks. 
 
As described above, front-end stocks of plutonium oxide or nitrate in containers or packages 
and back end stocks of finished fuel elements in storage are not part of the in-process 
inventory. Likewise, true in-process inventory does not include intermediate stocks of finished 
pellets and fuel rods held in secure stores under strict item control. 
 
The table below gives a typical breakdown of inventory in stores and in – process. At Physical 
Inventory Taking, the in process inventory is only made of hold-up and "hidden" inventory, 
and is located in glove boxes. 
 
 
 


 During normal operation At Physical Inventory Taking 
In stores 90% 99.8% 
In process equipment 10% 0.2% 


 
 


Table 1 – Distribution of plutonium inventory 
 
 
 
As a matter of illustration, the feed-back from the German plant of Hanau offers some values 
of hold-up (which is not "hidden" inventory) for some key equipment: 
 







�� Ball Mills - The “machine hold-up” was on average about 200 g of MOX powder. If the 
material balance in the mill was higher then mill operation was continued, until this level 
of run out was reached.  


 
�� Blenders - For a 200-kg blender a constant “machine hold-up” lay between 300 g and 800 


g of powder. Before each change of enrichment, the blender was cleaned to avoid 
inhomogeneities in the final product. 


 
The hold up could be less in some other European plants for equipment having the same 
function as the figures are strongly dependent on the equipment design. 
 


 3. The control of hold-up in MOX plant by design and operation 
 
The first way to minimise and control hold-up and "hidden" inventory is to explicitly set this 
target for design and for operation of the plant. The obvious benefit for safeguards assurance 
is joining with the commercial and industrial need of producing high quality product with a 
minimum "process loss" of material. 
The description and examples below are based on the equipment currently installed and on 
current regular practice of the European MOX fabrication plants in France (COGEMA 
Cadarache and MELOX), in Belgium (Belgonucléaire, Dessel), in United Kingdom (BNFL 
MDF and SMP) and the feed back of experience from Germany (Siemens Hanau ; currently 
being decommissionned). This summary is not intended to be exhaustive and several features 
or actions not mentioned here are also applied. 


3.1. Design features of the plant to minimise hold-up 
Taking into account safety and radiological-protection leads to high containment standards 
consisting of multiple barriers, and emergency breach protection systems. Such measures in 
effect make plutonium much less accessible both to the operator (diversion more difficult) and 
to the inspector (calling for tailored safeguard approach). It also translates into several other 
measures such as: 
�� Confining plutonium materials to airtight glove boxes, under constant under-pressure; 
�� Regular and more efficient glove box cleaning to reduce material deposits; 
�� Minimised waste streams. 
 
To reach the high quality product expected by the customer and the safety authorities requires 
extensive control and tracking features at each stage of the process, that are also beneficial to 
nuclear materials accountancy and can be of direct benefit to the safeguards authorities: 
�� control over homogeneity and plutonium concentrations and therefore extensive efforts to 


minimise hold-up; 
�� “bar” coding of containers and components to allow automatic identification of the 


products either in store or as they are transferred within the plant; 
�� fully computerised data capture and tracking for product traceability using a sophisticated 


nuclear material information management system 
 
3.2. Design features of glove boxes to minimise hold-up 
Focusing on glove boxes, a key equipment of the bulk handling part of a MOX fabrication 
plant, some technological features can participate in reducing the "hidden" inventory. New 







glove boxes only use stainless steel and lead glass for their construction, and their internal 
shape is optimised for plutonium recovery: hence the "hidden" inventory can be kept relatively 
low. Hold-up in process vessels is also dependent on the smoothness of the stainless steel 
surfaces in the silos, blenders, homogenisers and other process equipment and the free flowing 
characteristics of the powders. 
 
Glove box extract systems employ high airflow venting through a primary outlet HEPA (High 
Efficiency Particle Arrester) filter to the vent ducting. This outlet filter traps most of the 
possible contamination. Ventilation ducting usual terminates at a single or double HEPA filter 
bank. 
 
3.3. Control of hold-up during plant operation 
Routine cleaning procedures are carried out during tooling-up between different production 
campaigns and also after each change of Pu-enrichment. It allows the amount of hold-up and 
"hidden" inventory to be kept at a low level. In addition hold-up and "hidden" inventory needs 
also to be limited in order to minimise the dose rate of workers and avoid criticality problems; 
measurements and monitoring are done at each glove box, at each working place and at each 
location known to give higher dose rates. 


4. Safeguards specific actions 


4.1. Specific safeguards approach  
In modern plants where processes are difficult or impossible to access, early consultation 
between the operator and the safeguards authorities is vital. During design verification 
activities the safeguards authorities can gain assurance that there are no undeclared 
features/access routes. During commissioning the operator’s measurement systems and 
process operations are verified and process norms established for use in future process 
monitoring. It is during commissioning that hold-up values of each significant piece of 
equipment will be measured : hold-up values established at this time can be verified by the 
inspectors. Later, after the start of industrial operation, each opportunity of feed-back will be 
taken into account.  
An example is the measurement of filters when they are replaced: such values can be used to 
assess the hold-up present in the filter when the filter cannot be replaced or measured just 
before the PIT. 
 
In some plants, where production can be stopped on a regular basis, the safeguards approach is 
based on a monthly Short Inventory Verification (SIV). The operator then ensures that the 
majority of the material is moved into measurable locations, thus reducing in-process 
inventory to hold-up and hidden inventory.  
In continuously operating plants, a safeguards approach based on frequent inventory 
verification of a running process has been adopted by Euratom. This requires the in-process 
inventory to be measured using methods that are as unobtrusive as possible. Usually, 
additional data are provided daily to the safeguards authorities : those operational data greatly 
enhance the means of the inspectors to make sure where the nuclear material is.  


 4.2. Hold-up and Material Balance  
A material balance cycle starts and finishes with a Physical Inventory Taking (PIT) and is 
roughly an annual cycle. At PIT the aim is to make all material available to be accounted for 







in the material accounts and to be verified (PIV) by the safeguards authorities. There should 
be very little material in the plant not in measurable containers; that which is not is the hold-
up and "hidden" inventory. 
 
Material that is known to be in certain locations and is defined as hold-up is reduced to the 
minimum possible, and is accounted for at PIT/PIV. This would most probably be by  
 
estimates established during commissioning trials or from later plant experience. The hold-up 
material is included in the physical inventory and is not part of the Material Unaccounted For 
(MUF).  
 
As far as the "hidden" inventory is concerned, it should be also reduced to a level as low as 
possible, and the operator take appropriate actions as much as possible. "Hidden" inventory 
which remains will automatically become a component of the MUF that is established at the 
end of the Material Balance Period (MBP). It will only be recoverable when the plant, or parts 
of it, is decommissioned. 
 
Two different MUF components can thus be distinguished : the difference between the input 
and output due to the measurement uncertainties and any "hidden" inventory which may be 
present in the plant. The MUF (including its "hidden" inventory component) is written off 
from the books each year. If the component due to the measurement uncertainties has a mean 
of zero then the Cumulated MUF (CUMUF) should be a measure of the "hidden" inventory, 
which remains in the plant. 


4.3. Actions to be taken before PIT/PIV 
During operation, the regularity of cleaning keeps the hold-up and "hidden" inventory 
relatively low and avoids build-up to any “saturation level”. In addition warnings from the 
radiation monitoring or from the accounting system give rise to additional cleaning measures.  
Before the annual PIT, an additional thorough cleaning is performed to further minimise hold-
up and "hidden" inventories and to make those materials available for physical verification. 
For the same reason, some maintenance operations such as filter replacement are scheduled 
before annual PIT /PIV when it can be done without adversely impacting operation of the 
plant. When filters cannot be replaced they can sometimes be measured. 
Also, all pieces of equipment are completely emptied if that is possible, or otherwise are 
operated until the minimum level of hold-up is reached. The actual hold-up in an equipment 
or a glove box can be precisely estimated also thanks to the nuclear material information 
management system and associated measurement equipment, which will provide data for each 
glove box. 


4.4. Hold-up evaluation  
MOX fuel fabrication is a discontinuous, “batch” process. With the help of sophisticated 
nuclear material information management system each production batch (material from the 
same origin, e.g. from a mixing process) can be individually balanced and followed from 
process step to process step, from glove box to glove box, from “accounting position” to 
“accounting position”. A running balance of the expected inventory is recorded for each 
“accounting position”, subdivided into cans, boats, trays etc. for each production batch. 
Routine cleaning is performed between each production campaign. 







The differences between input/output-data of each accounting position are allocated to special 
batches. Following collection and measurement of sweepings from the glove box then the 
difference is split into two special batches, one for sweepings and one for material hold-up 
(still in the process equipment). If in addition the actual process equipment is thoroughly 
cleaned then any remaining difference is regarded as “hidden inventory”. The determination of 
the “hold up” and “hidden inventories” is primarily based on weight measurements but is 
affected by arising of Plutonium Contaminated Materials (PCM). PCM is primarily in the 
form of organic waste and in filters, which are measured by NDA methods.  
 
 
Periodical cleaning therefore is an important measure on the one hand for the reduction of the 
hold-up and inventory and on the other hand for the adjustment of the book accounts. 
The constant monitoring of  accountancy balances gives an indication of the level of hold up 
and "hidden" inventory. In addition, gamma and neutron measurements at selected points in 
the process area, give adequate warning of any apparent increase of hold-up and "hidden" 
inventories.   
 
5. Conclusions 
 
Modern MOX fabrication plants allow for a highly efficient accounting and safeguarding of 
nuclear material, from the design stage up to full operation. The design of the plant and of the 
glove boxes are meant to reduce loss of nuclear material and therefore to reducing material 
unaccounted for. During operation, control of nuclear material is enhanced by monitoring and 
regular cleaning and maintenance of the plant : such operations lead to the routine recovery 
and measurement of most of the material which did not make its way into a MOX pellet.  
 
At PIT / PIV time, hold-up can be assessed and is therefore accounted for, while "hidden" 
inventory becomes part of the MUF because it cannot normally be measured or estimated. 
Even in the MUF, "hidden" inventory is under control : this small quantity of nuclear material 
is in the plant, and is recovered as a result of dismantling of the plant or parts of the plant 
(glove boxes, ..). 
 
The operators of MOX fabrication plants are dedicated to reducing to the minimum the 
"hidden" inventory and to providing the best information to assess hold-up when it cannot be 
directly measured. 
 
The safeguards authorities are implementing a hierarchy of safeguards measures and their 
inspectors have gained an in-depth knowledge of the plants. Combining those factors enable 
the safeguards authorities to give safeguards assurances for MOX plants. 
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Abstract 
 
A team of technical experts from the Russian Federation, the International Atomic Energy 
Agency (IAEA), and the United States has been working since December 1997 to develop a 
toolkit of instruments that could be used to verify plutonium-bearing items that have classified 
characteristics in nuclear weapons states. This suite of instruments is similar in many ways to 
standard safeguards equipment and includes high-resolution gamma-ray spectrometers, 
neutron multiplicity counters, gross neutron counters, and gross gamma-ray detectors. In 
safeguards applications, this equipment is known to be robust and authentication methods are 
well understood. However, this equipment is very intrusive, and a traditional safeguards 
application of such equipment for verification of materials with classified characteristics 
would reveal classified information to the inspector. Several enabling technologies have been 
or are being developed to facilitate the use of these trusted, but intrusive safeguards 
technologies. In this paper, these new technologies will be described. 
 
1.  INTRODUCTION 


 
The verification of plutonium-bearing items that have classified characteristics presents new 
challenges relative to traditional safeguards.  First and foremost the classified information 
cannot be disclosed to the inspector. However, the inspector must have confidence that the 
measurements are robust and are providing authentic results.  These two requirements, 
seemingly in opposition to each other, have motivated a novel technical approach to this kind 
of verification. To protect classified information, an attribute measurement approach has been 
adopted.  In this approach, attributes of the materials are identified and measured using 
familiar, nondestructive assay methods.  A filter is then applied to transform the attribute 
measurement into a simple pass or fail unclassified answer that the inspector may have access 
to. The agreed upon attributes for the Trilateral Initiative are: the presence of plutonium, the 
presence of plutonium with a 240Pu to 239Pu ratio less than 0.1, and the presence of a 
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plutonium mass that is greater than some agreed upon threshold.  For this latter mass attribute, 
the threshold has yet to be defined and will most likely be inventory specific.  


 
The data that are acquired to deduce the attribute information are classified and also must be 
protected. Thus, a new technology called an information barrier has been developed. This 
technology, described further below, consists of technological and administrative methods to 
protect the information from unauthorized access by the inspector while protecting the data 
collection equipment and analysis computers from unauthorized access by the host.  
 
Another challenge to the development of a verification approach for materials with classified 
characteristics is to select measurement methods that do not require representative standards 
for calibration and authentication.  For an inspector to trust the verification technology, he or 
she must be able to reach independent conclusions that the system is operating as it is 
supposed to.  Trusted reference materials that have been independently verified are usually 
used for this purpose.  The best source of these trusted, reference materials is the inventory to 
be verified.  However, for materials with classified characteristics, the inspector cannot 
independently verify reference materials drawn from the inventory because to do so would 
reveal classified information.  Only unclassified reference materials can be made available to 
the inspector, and these cannot truly represent the inventory of materials to be verified.  Thus, 
any measurement method selected also must satisfy the requirement that it can be calibrated 
and authenticated using unclassified reference materials that may be quite unlike the inventory 
to be verified. 
 
To meet these challenges, a team of technical experts representing all three parties to the 
Initiative has met for the last four years to discuss and develop technical methods to address 
these challenges. As a result of these discussions, the technical experts have provisionally 
agreed to general technical requirements (GTR and functional specifications (FS)[1] for an 
attribute measurement system called “Attribute Verification System with an Information 
Barrier Utilizing Neutron Multiplicity Counting and High-Resolution Gamma-Ray 
Spectrometry” or AVNG. Certain other ancillary equipment also has been discussed that 
might be used to provide additional confidence in a Trilateral Initiative verification approach. 
Below we will describe this equipment.  We will also describe the status of the work and 
plans for future development. 
 
2.  THE AVNG  
 
A schematic diagram of the AVNG can be found in Fig. 1. The radiation measurement 
components of the AVNG consist of a combined neutron multiplicity counter and high-
resolution gamma-ray spectroscopy system.   The components of the system are specified to 
have sufficient detection efficiency to produce timely results.  Timeliness is driven both by 
facility requirements and by sample packaging. The latter is an issue because facilities that 
have been discussed as potential sites for Trilateral Initiative verifications will store plutonium 
in highly shielded containers that can dramatically reduce and change their emissions. 
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Fig. 1.  Conceptual schematic of AVNG measurement system. This system is composed of 
standard neutron and gamma measurement systems surrounded by an information barrier. 


 
Preferably the AVNG will obtain all data simultaneously. Because both neutron and gamma 
ray data must be used to deduce plutonium mass, some classified information needs to be 
stored for a short period. Simultaneous data collection is specified in order to reduce the 
amount of time that classified data must be stored in computer memory.  
 
The measurement data are analyzed by software that has similar functionality to standard 
IAEA nondestructive assay software, but all unnecessary functionality is specified to be 
removed. System software is specified to be as minimal as possible. Minimizing software 
reduces the opportunity for classified data to be mishandled by the system and makes the job 
of authentication easier.  
 
The computers that analyze the data are specified to be very simple and contain an absolute 
minimum of non-volatile memory.  All classified data are stored in volatile memory. Software 
resides on non-rewritable programmable read-only memory. There are no hard drives or other 
mechanical drives in the computers.  This is specified to increase their robustness as well as to 
protect the classified information. 
 
All measurements are controlled by simple switches. These switches can be of the push-
button variety or sensors that tell the system what type of measurement to make depending on 
a container type.  These switches provide the only possible operator input. Four types of 
measurements are possible and a specific sequence of measurements is required on system 
start-up.   Start-up includes a gamma-ray calibration, a background measurement, and a 252Cf 
measurement to verify correct operation of the neutron multiplicity counter. The fourth 
measurement type is a verification measurement. 
 
Output from the system consists of a simple yes/no reporting system.  Because this 
information is unclassified, a means of archival storage is allowed by the specification but the 
details have not been developed.   
 
The most enabling part of the AVNG is the information barrier. This barrier is specified to 
include appropriate shields and other devices to prevent the transmission of any 







electromagnetic (EM) signals into or out of the system.  Other means may be applied to 
prevent the transmission of other forms of signals for these purposes, e.g., infrared or audio.  
Shielded cabinets and administrative/physical security measures can be part of the information 
barrier.  All cabinets that protect the measurement equipment and computers are specified to 
have tamper indicating features consistent with normal IAEA safeguards practice.   
 
All input and output communication with the AVNG is specified to use as few 
communication lines as absolutely necessary for the minimum amount of data bits 
transmitted.  Data transmissions—such as those made with security switches, measurement 
selection switches, and output display or archival storage device—are protected by means of a 
data barrier that insures that only the allowed, unidirectional communication can take place 
and that it can only be unidirectional.  
 
The system is designed to operate in two modes: a secure mode and an open mode.  The mode 
is specified to be controlled by simple, non-operator controlled switches. These switches may 
be container controlled.  The default state of the system is secure. All measurement types are 
possible in either security mode.  In open mode, an inspector can have access to raw data and 
results.  These can be viewed via monitors or printers attached to the system.  Secure mode 
operation is intended for the verification of materials with classified characteristics. In secure 
mode, no output other than yes/no answers are available, and no output devices can be 
physically attached to the system. 
 
A “ security watchdog” oversees the modes of operation.  This device, together with an 
emergency “scram” switch, controls all power to the system.  If there is any intrusion into the 
system when it is in secure mode, the watchdog disconnects the power and all information in 
volatile memory is lost. The security watchdog prevents the power from coming back on until 
the system is taken out of the secure state and placed in open mode.  Once in open mode, the 
system’s power is restored after an appropriate time-out period has elapsed. 
 
An important advantage to the AVNG concept, as shown schematically in Fig. 1, is the 
distinct separation of the system security functions from the measurement functions.  Except 
for power, no direct communication takes place between the security watchdog and the 
security switches to the measurement equipment or computers that analyze the results.  Thus, 
in a sense, the measurement equipment does not “know” whether the data being taken is 
classified or not. This gives assurance to the inspector that the equipment will behave the 
same whether the system is in open mode or the system is in secure mode.   
 
3.  ATTRIBUTE MEASUREMENT EQUIPMENT PROTOTYPES 
 
Two prototype attribute measurement systems with information barriers have been built in the 
U. S. The first was demonstrated during a Trilateral Initiative Technical Workshop held at Los 
Alamos in June 1999.[2]  The U.S. technical experts built the system, shown in Fig. 2, based 
on technical discussions up to that time, but used several possible technical solutions in the 
prototype to stimulate further discussion. They employed a variety of solutions ranging from 
standard IAEA software running on a desktop computer platform to a customized 
microcomputer running minimal software.  As a result of this demonstration, the technical 
experts were tasked to develop the FS and GTR referenced above. 
 







 
Fig. 2.  The first prototype attribute measurement system with an information barrier for 
the Trilateral Initiative. 


 
A second prototype, shown in Fig. 3, was built and demonstrated the following summer.[3] 
Although this demonstration was not done within the auspices of the Trilateral Initiative, 
many of the same technical experts from the U.S. and from the Russian Federation were 
involved. In addition, to the extent possible for a demonstration system, the Trilateral 
Initiative GTR and FS were included in this second prototype.  In particular, this system 
allowed for simultaneous neutron and gamma ray measurements.  This prototype measured 
six attributes including the three used in the Trilateral Initiative and thus also demonstrated 
the versatility of the information barrier concept.   
 


 
 
 


Fig. 3.  The second attribute verification system with 
information barrier. 







4.  LESSONS LEARNED AND OTHER EQUIPMENT 
 
In the FS and GTR for the AVNG, the technical experts anticipated the need for robustness 
and a self-diagnostic capability for the equipment. These are important features of standard 
safeguards equipment.  Much investment has been spent over the years in developing user-
friendly, interactive interfaces so that an IAEA inspector can judge when equipment is 
malfunctioning and what is wrong.  Such interfaces, however, are considered non-essential 
functionality from an information protection perspective for the AVNG.  And in secure mode, 
only an OK/ NOT OK status is allowed. 
 
An important lesson learned from the development of the two prototype systems is the 
importance of having diagnostic capability to detect the cause of failures when the system is 
in secure mode.  In the two prototypes, no such capability existed and much time was 
expended trying to track down the causes of intermittent problems that would occur in secure 
mode, but not in open mode—when diagnostic information was available. A modification to 
the GTR and FS may need to include an allowance for a “private” access by the host to obtain 
diagnostic error codes when the self-diagnostics of the system detect a failure when in secure 
mode.  This access may need to be through the information barrier via a data barrier to a host 
access only display.  The data barrier assures the inspector that the host is not “tampering” 
with the system when error codes are being read. 
 
Another lesson learned is that to understand and establish confidence in the performance of a 
complex system like the AVNG requires a great deal of testing using a variety of reference 
materials.  The complexity of this task is not only linked to the number of components in the 
system, but also to the difficulty in obtaining an adequate variety of reference materials that 
represent what the system might measure.  In building the two prototype systems, simulations 
were not used to the extent they could have been to ease this process.  The limited simulations 
were valuable.  More simulations would have made the integration easier and could have 
helped provide greater confidence in these systems. For future field-able systems, simulations 
will be even more important to understand performance when representative reference 
materials cannot be available. 
 
One of the greatest challenges of an information barrier verification is gaining confidence that 
the system is operating as it is supposed to.  Another challenge to verifications envisaged 
under the Trilateral Initiative is to maintain this confidence for a very large inventory of 
material.  These challenges have generated discussions between the technical experts 
concerning what other types of equipment or methods could be used to overcome these 
challenges. 
 
The equipment that has been discussed includes in-site probes, authentication/simulation 
tools, signal splitters,[4] and lower-level measurement equipment that could “screen” a larger 
fraction of the inventory than might be possible with the AVNG.    In-situ probes are simple 
gross radiation measurement devices that could be used to provide confidence that an item 
placed in a storage position has remained in storage.  Monte Carlo simulations of their use to 
measure gamma-ray or neutron emissions from samples in storage indicate that they may 
provide a valuable way to add confidence that materials put into long-term storage arrays have 
remained in place. Tools such as this probe reduce the need to remove materials from their 
storage locations.  Reducing the movement of these materials reduces the opportunity to 
divert them to some other use.  


 







The authentication/simulation tool is an electronic pulse simulator that mimics the output of a 
radiation measurement device.  With this tool, an inspector can exercise a system that has an 
information barrier independent of host controlled reference materials.  This tool has also 
been identified as being potentially very useful in training inspectors, exercising electronics 
packages, and safeguards applications. 
 
Signal splitters are devices that allow for signal sharing while insuring that the information is 
not being degraded or changed by the splitting.  The AVNG system contains some expensive 
components that may also be of use to a facility’s domestic safeguards needs.  Signal splitters 
would enable the same equipment to be used for both domestic and IAEA use, thus saving 
resources. 
 
Lower-level measurement equipment might include systems like the Russian Passport System 
or an AVNG system that has less measurement precision capability.  Efforts have been 
undertaken to analyze what type of lower-level measurement equipment might be useful and 
how this type of equipment might be applied to inventories of materials that might come 
under the Trilateral Initiative. 
 
5.  CURRENT STATUS AND THE FUTURE 
 
Currently work is ongoing to develop contracts that would allow an AVNG prototype and 
reference materials to be produced in Russia.  At the most recent meeting of the Trilateral 
Initiative Principals this past September, this contract work was reaffirmed.  The prototype’s 
goal is to produce an instrument that could be fielded at the Russian Fissile Material Storage 
Facility. 
 
Work in the U.S. is ongoing to develop in-situ probes, authentication/simulation tools, and 
signal splitters.  This work will be showcased during a Trilateral Initiative workshop on 
lower-level support measurements and verification equipment to be held at the Joint Research 
Center in Ispra, Italy.  At this workshop, the technical experts will also mockup a lower-level 
measurement system and compare simulation calculations to what is measured for well-
characterized reference materials in shielded storage containers.  Facilitated discussions on 
equipment authentication and demonstrations of some novel monitoring and surveillance 
capabilities will also be held. 
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Abstract 


The nuclear non-proliferation regime rests on several elements that complement and reinforce each 
other. The political commitment of States against possession of nuclear weapons is reinforced by 
institutional measures, the most important being IAEA safeguards, which provide a high level of 
assurance of compliance with obligations through international verification. The institutional barriers 
against proliferation, such as treaty regimes and associated verification arrangements, can be 
effectively reinforced by technological barriers. This paper discusses basic approaches that could be 
taken to enhance the proliferation resistance of the nuclear fuel cycle. This general discussion is 
followed by illustrative examples of some topical concepts of proliferation-resistant nuclear fuel 
cycles that are being promoted by various experts and countries. 


1. INTRODUCTION 
The nuclear non-proliferation regime can be strengthened by the introduction of proliferation-resistant 
features at relevant stages of the nuclear fuel cycle that would serve as intrinsic technological barriers 
to proliferation. These technological barriers can be used to reinforce the existing institutional barriers 
to proliferation such as treaty regimes and associated verification arrangements. This has not been a 
priority to date, because institutional efforts at containing the spread of sensitive technology have been 
largely effective, and because nuclear power generation programs do not normally involve weapons-
grade material. However, the possibility of increasing the use of plutonium fuels in future is prompting 
renewed interest in technological approaches in support of non-proliferation objectives.  


While there is no such thing as a proliferation-proof nuclear fuel cycle, numerous concepts have been 
put forward by experts of various States with the aim of developing a fuel cycle with enhanced 
resistance to proliferation. Intrinsic technological elements of nuclear facilities can make it difficult to 
gain access to materials, or to misuse facilities to produce weapons-useable materials. The extent to 
which facilities, equipment and processes are resistant to the production of weapons-useable materials 
represents an important technological barrier to proliferation, independent from institutional barriers. 


With the introduction of the Model Additional Protocol (INFCIRC/540) and the move towards 
integrated safeguards, technological barriers to proliferation can be given additional weight in the 
development and practical implementation of safeguards approaches to States as a whole. Hence this 
paper also addresses the safeguardability of the future nuclear fuel cycle, namely: what needs to be 
done to make the proposed innovative systems compatible with the requirements of the current, and 
anticipated future, verification approaches and technologies.  


Starting with a brief discussion of the strategic value of the nuclear material, we proceed to a review of 
basic approaches to enhance proliferation resistance of the nuclear fuel cycle. This general discussion 
is followed by illustrative examples of some topical concepts of proliferation-resistant nuclear fuel 
cycles that are being promoted by various experts and countries.  
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2. THE STRATEGIC VALUE OF NUCLEAR MATERIAL  


2.1. Weapons-Grade Materials 
The strategic value of any particular form of nuclear material is determined by the effort that would be 
required to convert the material into a weapons-useable form. The manufacture of nuclear weapons 
requires either pure uranium metal at very high enrichment levels (though the HEU category starts at 
20% U-235, weapons-grade uranium comprises 93% or more U-235) or pure plutonium metal 
preferably with a very high proportion of Pu-239 (weapons-grade plutonium comprises less than 7% 
Pu-240). Materials that are used or stored in a form suitable for weapons have the highest strategic 
value. Historically such material has been produced in facilities designed and operated for this 
particular purpose. 


2.2. Materials in Civil Programs 
These weapons-grade materials are very different to those normally produced in civil programs: low 
enriched uranium (LEU) typically used in light water reactors and reactor-grade plutonium. The 
utilisation of LEU as a source material for weapons would require chemical, isotope separation and 
metallurgical processes, increasing the time frame for the production of weapons-useable material 
significantly compared to the use of HEU as the source material. Any attempt to utilise reactor-grade 
plutonium for weapons would encounter substantial technological challenges compared to the use of 
weapons-grade plutonium. As discussed below, the strategic value of the materials involved in the 
civil fuel cycles can be reduced further by increases in the proliferation barriers associated with the 
isotopic composition and chemical form of the material. 


2.3. Proliferation Metric 
A first estimate of the suitability of nuclear material for weapons use can be obtained from the 
proliferation metric developed at the Institute for Transuranium Elements [1]. This metric can be used 
to assess the proliferation potential of the uranium or plutonium isotope "vector" at any stage in the 
fuel cycle. The metric consists of four quantities relevant to the construction of a nuclear weapon: the 
bare critical mass (M), which gives an indication on the amount of material required to manufacture a 
weapon, and the radiation vector (R) consisting of the neutron emission rate (N), the heat generation 
rate (H) and the gamma dose rate (D) from this mass, which give an indication of the handling 
problems which can be expected. The proliferation metric can be written as: 
 


(M; R) = (M; D, H, N). 


As an example we consider the proliferation metric applied to weapons- and reactor-grade plutonium. 
For weapons grade plutonium ((94% Pu-239, 6% Pu-240), the metric gives: 


(M; D, H, N) =  (9.6kg, 0, 22W, 7x105neutrons/s). 


The same metric applied to reactor-grade plutonium in spent fuel (47.5 GWd/tHM) gives:  


(M; D, H, N) =  (11.9kg, 0, 217W, 6.7x106neutrons/s). 


From this one can see that although the critical masses of weapons- and reactor-grade plutonium are 
similar in magnitude, the neutron emission and heat generation rates are an order of magnitude higher 
in reactor-grade plutonium that makes this material less suitable for use in weapons. 


3. MATERIAL ACQUISITION PATHS AND TECHNOLOGICAL BARRIERS 
There is a variety of paths available for States that might wish to attempt acquiring fissile material in 
violation of their international commitments. Safeguards provide the international community with 
means to deter or detect such violations. For there to be a high enough probability that any diversion 
of fissile material would be detected in a timely fashion, the IAEA considers each plausible acquisition 
path and introduces verification measures to deal with all feasible paths in an appropriate way. If the 
Agency devoted a great deal of resources to addressing some material acquisition paths at a facility but 
ignored others (even if only one is left uncovered), then the overall result would be less than 
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satisfactory. Hence the Agency performs a thorough "diversion path analysis" and tailors the 
implementation of its safeguards efforts to address the real risks of diversion. 


Technological barriers to proliferation have the potential to facilitate the development and 
implementation of safeguards approaches by rendering some of the material acquisition paths difficult 
or impossible to use, that would make safeguards more efficient and cost-effective. There are at least 
three basic approaches to enhance proliferation resistance of power reactors and associated fuel cycle 
facilities by technological means, namely:  


- reduction of the strategic value of the materials involved in nuclear power generation at all stages 
of the nuclear fuel cycle; 


- incorporating design features that would eliminate some (if not all) of the material acquisition 
paths and make weapons-useable material highly inaccessible; and  


- incorporating design features that would facilitate practical safeguards implementation. 


4. REDUCING THE STRATEGIC VALUE OF NUCLEAR MATERIAL 
This could be achieved by eliminating or at least minimising the use of weapons-useable material at all 
stages of the nuclear fuel cycle. Conceptually there are at least two principal ways in which the 
strategic value of the material can be reduced:  


- by changing the isotopic composition of the materials involved in the fuel cycle to ensure they are 
not (or are less) suitable for weapons purposes; and 


- by increasing the chemical barriers to diversion that would make, for example, reprocessing and 
recovery of fissile material from irradiated material more difficult. 


In general, any reduction in the strategic value of nuclear material will simplify the task of the design 
of a safeguards approach to the facility, and make safeguards both cheaper to the IAEA and less 
intrusive for the operator.  


4.1. Reducing the Isotopic Quality of the Nuclear Material 
The isotopic composition of the material intended for use in weapons directly relates to the relative 
difficulty of manufacturing a nuclear weapon with material of a specific isotopic composition or 
altering its isotopic composition to obtain weapons-useable material. In other words, materials with a 
higher isotopic proliferation barrier would require more advanced (and thus hopefully less available to 
would-be proliferators) weapon designs and technology for their processing into weapons-useable 
form.  


As noted in section 2.3 the attributes that are important for determining the effectiveness of the 
isotopic proliferation barrier and which need to be taken into account when designing and 
manufacturing a nuclear device include:  


- the critical mass of material, an attribute directly associated with its isotopic composition (M); 


- the spontaneous neutron generation rate that might complicate design, and affect a weapon's yield 
and reliability; lower neutron generation rate represents lower proliferation barrier; for plutonium, 
this is strongly dependent on the concentration of Pu-240 and Pu-242 isotopes (N); 


- the heat and radiation generation rates are other factors to be taken into account when designing 
and manufacturing nuclear device; the radiation released by the material itself interferes with the 
handling, processing and design of a nuclear device; lower radiation level represents lower barrier; 
for plutonium, this is dependent on the concentration of Pu-240 and Pu-242; for separated U-233 
this is dependent on the presence of U-232; heating produced by nuclear decay of the material 
complicates device design; lower heat generation rate represents lower barrier; for plutonium, this 
is strongly dependent on the concentration of Pu-238 (D and H). 


In terms of the proliferation metric, maximising the values of the scalar properties M, N, D and H will 
maximise the proliferation metric vector and minimise the attractiveness of any given quantity of 
material to a potential proliferator. 
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Currently safeguards give only a limited recognition of the importance of the isotopic composition of 
the material to its proliferation significance. In the case of plutonium, for example, the only isotopic 
distinction that the IAEA currently acknowledges relates to the proportion of Pu-238 within a given 
batch of plutonium. Plutonium comprising 80% or more Pu-238 is acknowledged as being unsuitable 
for explosive use. For uranium the Agency recognises that uranium that is less than 20% enriched is of 
less immediate use to a proliferator than uranium enriched to 20% or greater. 


As the safeguards system develops, there may be scope for recognising further distinctions in the 
isotopic composition of nuclear material. The proliferation metric provides a quantifiable means of 
ranking the attractiveness of material to proliferators. Consideration of the proliferation metric also 
provides a framework in which consideration of the effectiveness of any proposed method to address 
proliferation concerns (e.g. spiking, isotopic dilution etc.). 


For example, if the material in question would require extensive processing facilities it will clearly be 
less desirable for a proliferator than material that is more readily applicable for weapons use, and there 
may be scope to reflect this in some reduction in inspection effort. This line of reasoning can be 
applied to the production of fuel for new reactor designs. As one example, if a particular proportion of 
Pu-238 degrades the utility of plutonium for explosive use, then introduction of appropriate (possibly 
quite small) quantities of Pu-238 at the fabrication stage may render the resulting fresh (in the case of 
MOX) and spent fuel unattractive to potential proliferators. While the "spiking" of fuel would 
complicate the storage and handling of fresh fuel and have some effect upon the reactivity of the 
reactor, associated costs may be acceptable if they result in spent fuel that has a high intrinsic 
proliferation resistance. It may be possible to reduce the safeguards applied to such material to a much 
lower level than would otherwise be possible. 


4.2. Increasing the Chemical Barrier 
The chemical form of material can also serve as a proliferation barrier. This relates to the relative 
effort required to refine materials into the appropriate form or chemically process fissile material to 
separate it from accompanying diluents, contaminants or any other admixtures that might be 
incorporated to frustrate chemical separation, in order to obtain materials of sufficient purity for 
weapons applications. The chemical barrier effectiveness of some of the more common materials 
involved in the nuclear fuel cycle can be roughly classified in the following order (from simplest to 
most difficult): pure metals, conventional compounds (for example, oxides, nitrides), mixed 
compounds (for example, fresh MOX fuel), spent fuel, non-conventional compounds (for example, 
carbides and silicides), and vitrified wastes (borosilicate glasses and titanium oxide forms). 


If the fuel at a facility has features that render it unsuitable for reprocessing and fissile material 
recovery there is a case to be made for substantially decreasing the intrusiveness of the safeguards 
applied to the facility as part of the application of an integrated safeguards regime. Silicide (and to a 
lesser extent carbide) fuels present substantial difficulties for existing reprocessing technologies when 
compared with oxide or metal fuels. The material is not completely intractable, but the processing of 
this material to recover fissile material is substantially more difficult than for most other fuel forms 
and, in general, it would require far longer conversion times to produce useable weapons components.  


Under an integrated safeguards system the longer conversion times required for fuels which cannot 
readily be reprocessed can be taken into consideration in determining the inspection frequency and the 
intrusiveness of the inspection measures applied to the facility. It should be noted that choosing an 
intractable fuel form might have substantial fuel management implications and it would have to be 
considered in the context of an overall fuel cycle strategy. 


5. DESIGN FEATURES PREVENTING DIVERSION OF MATERIAL 


5.1. Use of Radiation Field 
The radiation hazard associated with nuclear material is a substantial proliferation barrier due to the 
external dose potential to humans and the damage the radiation field could inflict on the equipment 
and non-nuclear materials needed to manufacture a complete operational nuclear device. The 







 5


effectiveness of radiological barriers could be characterised by the associated dose rates or the time 
required for the accumulation of a lethal dose. Thus materials could be categorised by the degree of 
remote handling required: starting with those suitable for unlimited hands-on handling and ending up 
with materials requiring fully remote and/or shielded facilities. 


5.2. Facility Unattractiveness 
The extent to which civil nuclear fuel cycle facilities are resistant to modifications required to convert 
them to the production of weapons-useable materials is another important intrinsic proliferation 
barrier. Those facilities, equipment and processes that cannot be modified to produce weapons-useable 
material would have a higher proliferation barrier. A number of attributes can be used to characterise 
facilities by this criterion: the complexity of modifications needed to convert the facility to production 
of weapon-useable materials, including the need for additional specialised equipment, materials and 
technical knowledge; the availability of such specialised skills, material and knowledge to the country 
of proliferation concern; the safety implications of the facility's modification; the time and effort 
required to perform such modifications; facility throughput or, in the case of reactors, power level; and 
environmental signatures associated with facility modification and misuse. 


5.3. Access to Material 
The extent to which facilities and equipment inherently restrict access to fissile materials represents an 
important barrier independent from institutional barrier including security and access controls that 
limit access. Limiting, for example, the lifting capacity of cranes in the pond area and designing the 
structural limitations of the reactor area to ensure that there are only a limited number of possible 
paths for spent fuel to follow can serve as a useful adjunct to other proliferation limitation strategies. 


6. DESIGN FEATURES FACILITATING SAFEGUARDS IMPLEMENTATION 
Safeguards are most easily applied to facilities in which movements of fuel and all other general 
maintenance activities are conducted exclusively during refuelling outages. Any equipment hatches 
must be able to be readily sealed and remain sealed for the entire time between refuelling outages. 
Provision of suitable locations for the attachment of seals should be incorporated into hatch design. 
Personnel hatches should be designed so that it is impossible for them to be used as an exit point for 
fresh or spent fuel.  


If spent fuel is to remain on the reactor site between refuelling operations, it should be stored either in 
spent fuel ponds inside the reactor containment building or transferred to separate storage ponds 
outside the reactor containment by a transfer channel designed so that it can be readily sealed between 
refuellings. Provision of suitable locations for the attachment of seals should be incorporated in the 
design of the transfer channel – many existing facilities are difficult to safeguard satisfactorily because 
the transfer channel cannot be sealed effectively. 


If spent fuel is stored outside of the reactor containment the engineering design of the transfer channel 
should be such that the only possible path for spent fuel is between the reactor and the storage ponds. 
The external storage pond area should be designed so that the only time its cask transfer hatches need 
to be unsealed is when an offsite transfer of spent fuel is taking place. Additional "safeguards-
friendly" engineering measures include ensuring that cask transfer hatches can only be opened if the 
transfer channel from the reactor containment has been closed and sealed (this ensures that there is no 
path for the removal of unreported fissile material from the core).  


During refuelling operations, the IAEA generally maintains continuity of knowledge on the material in 
the core and covers the "unreported production" scenario by the use of surveillance systems. Provision 
of suitable places for the mounting of cameras and placement of recording equipment should be 
included in the design of the reactor hall. 


In addition to the design features discussed above future nuclear power generating systems could be 
designed in ways that would facilitate the application of advanced verification techniques and 
minimise the interference with routine facility operations. Design features could facilitate a move from 
inspector-carried and -operated verification instruments towards stationary, integrated and computer-







 6


controlled systems used by both the IAEA and the operator. This would include built-in systems for 
unattended measurement, remote monitoring and secure data transmission to the IAEA Headquarters. 
This could also incorporate built-in systems to conduct real time analysis of the information resulting 
from all verification activities at the facility, including measurements of material characteristics and 
facility operating parameters. Future verification systems could probably enable the IAEA to arrive at 
safeguards implementation conclusions much faster than the currently technology allows. This would 
make safeguards implementation more flexible and effective. A useful practical example would be the 
development and installation at future reactors of built-in systems providing and transmitting to 
Vienna real-time information on reactor operations, including outages, power levels, abnormal 
regimes of operation. Another example would be improved monitoring systems for storage, processing 
and use of fissile material. 


7. SOME TOPICAL CONCEPTS OF PROLIFERATION-RESISTANT FUEL CYCLES 
In this section we discuss very briefly selected topical concepts of proliferation-resistant fuel cycles 
that are being promoted by various experts and countries. 


7.1. Direct Use of Spent PWR Fuel in CANDU Reactors (DUPIC) 
An interesting example is the proposed DUPIC process that is being developed through collaboration 
between KAERI, AECL and LANL [2] and that can reduce uranium requirements and spent fuel 
arisings by direct re-fabrication of spent PWR fuel into CANDU reactor fuel. Several features of this 
process enhance its proliferation resistance relative to fuel cycles employing separated plutonium. The 
dry thermal-mechanical fuel processing contrasts with conventional wet reprocessing, in which spent 
fuel is separated into uranium, plutonium and fission products or actinides. The plutonium 
concentration remains dilute throughout the entire fabrication process, making it difficult to divert a 
significant quantity of plutonium. All stages of the fabrication process, as well as final fuel itself, are 
highly radioactive. Thus all processing and handling must be done in a shielded facility, making 
diversion difficult. The processing facility is entirely self-contained: spent PWR fuel is an input to the 
facility, and finished DUPIC fuel bundles are the product. There is no transport of any intermediate 
products. 


7.2. Plutonium Multi-Recycling in Conventional PWRs 
Currently, only partial mono-recycling of plutonium in the form of mixed uranium and plutonium 
oxide (MOX) is applied to PWRs. However, French studies have shown the feasibility of multi-
recycling in conventional PWRs, if a new type of fuel based on plutonium combined with enriched 
uranium is developed. The Advanced Plutonium fuel Assembly (APA) [3], compatible with the 
internals of PWRs, which enables complete multi-recycling of plutonium and potentially of minor 
actinides in PWRs. The design is based on a large annular rod consisting of thin plutonium rings on an 
inert support, cooled on both sides like plate fuel. The absence of plutonium generation and the 
relatively low fuel temperature, reducing the release of fission gases, translate into very high 
achievable burnups. The high moderation ratio, favours plutonium consumption, improves heat 
removal, minimises the production of minor actinides. 


7.3. Proliferation-Resistant Fuels (PRFs)  
PRFs have been proposed by researchers in several countries [4] including France, Italy, Switzerland, 
Japan and the United States as an effective means to dispose of excess plutonium. PRFs are designed 
to behave like standard, low-enriched uranium fuel, enabling them to be used in standard LWRs 
without reactor modification. PRFs encapsulate plutonium and burnable poisons in a non-uranium 
matrix. Because they do not contain uranium or thorium, PRFs do not produce plutonium or uranium-
233 as opposed to MOX or thorium fuels. Consequently, PRFs can destroy more of their plutonium 
charge than MOX over identical reactor cycles. Thus burning plutonium in PRFs will enhance the 
proliferation resistance of the commercial fuel cycle. Spent PRF is less attractive than spent MOX as a 
source for weapons plutonium. In the absence of the in situ production of Pu-239 or U-233 found in 
MOX and thorium fuels, respectively, an extremely deep burn-up of the plutonium is possible, 
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producing a spent fuel that goes well beyond the spent-fuel standard. In place of the UO2 in MOX, 
PRFs blend a non-fertile-oxide-diluent and burnable poisons with PuO2. The resultant ceramic is more 
chemically durable than MOX. Consequently, none of the proposed PRF inert matrices can be 
processed by conventional PUREX reprocessing. In short, more spent PRF would have to be 
processed to recover the same amount of plutonium than could be recovered from spent MOX, it 
would take longer to fabricate a weapon from spent PRF, the weapon design would be more complex, 
and its performance would be much less reliable. 


7.4. Radkowsky Thorium Fuel 
A novel fuel-cycle concept has been developed [5] to address the proliferation issues. The concept 
assumes a once-through fuel cycle without reprocessing. The U-233 that is bred is mostly burnt in situ, 
and the fuel rods that contain the U-233 (which is denatured by non-fissile uranium isotopes) are then 
disposed of. The main idea of the proposed concept is the utilisation of the seed-blanket unit (SBU) 
fuel assembly geometry that allows a spatial separation of the uranium (mostly in the seed) and 
thorium (blanket) parts of the fuel. The central region of the assembly (seed) includes uranium 
enriched to a maximum of 20%. The external region of the assembly (blanket) includes natural 
thorium spiked by a small amount of 20%-enriched uranium. One of the novel features of the RTF 
concept is its in-core fuel management scheme. The standard multi-batch fuel management of a PWR 
is replaced by a scheme, based on two separate (seed and blanket) fuel flow routes. Seeds are treated 
similarly to standard PWR assemblies, ie one-third of seeds are replaced periodically by "fresh" seeds, 
and the remaining seeds are reshuffled together with partially depleted blankets to form a reload 
configuration for the next cycle. For reasons of fuel economy, the thorium blanket in-core residence 
time is about 10 years to achieve an accumulated burnup of 100 GWd/t for the thorium part of the fuel. 
The main design objective of the RTF concept is a reduction in the spent fuel storage requirement and 
in its long-term toxicity. These objectives are achieved by a partial replacement of uranium by 
thorium, and consequently a major reduction in the amount of Pu and other transuranic isotopes. The 
total discharged fuel inventory is approximately one third compared with the PWR inventory. 


7.5. Gas Turbine – Gas Cooled Reactors 
General Atomics is the industrial pioneer of the Gas Turbine – Modular Helium Reactor (GT-MHR), 
an ultra-safe, meltdown-proof, helium-cooled reactor, to meet the need for safe and economical 
nuclear-generated electricity and process heat. The reactor is characterised by inert helium coolant, 
graphite as the core structural material and refractory-coated particle fuel, which retains fission 
products at very high temperatures. In the GT-MHR, the high temperature helium coolant directly 
drives a gas turbine coupled to an electric generator. The efficiency of the system is about 48%. This is 
about 50% more efficient than today's first generation reactors. A typical GT-MHR module yields a 
net output of about 285 MWe. The reactor can be fuelled with uranium or plutonium. This system 
permits sequential construction of modules to match the user's growth requirements. In early 1995, 
General Atomics and Russia's MINATOM began a joint program to design and develop a GT-MHR 
for use in Russia for destruction of weapons-grade plutonium.  


South African Pebble Bed Modular Reactor (PBMR) is another high-temperature helium-cooled 
reactor using a direct cycle gas turbine. Helium is used as the coolant and energy transfer medium to a 
closed cycle gas turbine and generator. Essentially it is a nuclear plant which is inherently safe, 
presents lower-cost options and facilitates problem-free siting. This nuclear power plant uses uranium 
elements (pebbles) encased in graphite to form a fuel sphere (about the size of a tennis ball). About 
400,000 of these fuel balls will lie within a graphite-lined silo that will be 10m high and 3.5m in 
diameter. Helium at a temperature of about 500°C is introduced into the top of the reactor. After the 
gas passes between the fuel balls, it leaves at the bottom at a temperature of about 900°C. This gas 
passes through three turbines. The first two turbines drive compressors and the third the generator, 
from where the power emerges. At that stage the gas is about 600°C. It then goes into a recuperator 
where it loses excess energy and leaves at about 140°C. A water-cooled pre-cooler takes it down 
further to about 30°C. The gas is then re-pressurised in a turbo-compressor before moving back to the 
regenerator heat-exchanger, where it picks up the residual energy and goes back into the reactor. Spent 
fuel balls are passed pneumatically to large storage tanks at the base of the plant where there is enough 
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storage capacity to store all spent fuel throughout the life of the plant. The tanks are also designed to 
hold the spent fuel for 40 to 50 years after shutdown. About 2.5-million fuel balls will be required over 
the 40-year life of a 100 MW reactor. 


The high temperature gas cooled reactors (both GT-MHR and PBMR) serve as good examples of 
systems that provide technical barriers to proliferation.   


The nature of the fuel is such that each fuel item contains only a very small quantity of fissile material. 
In the case of the PBMR it is planned to have 9g of LEU per assembly – the design of the fuel has the 
fissile material dispersed in a relatively large volume of inert matrix material. A proliferating State 
will have to divert a very large number of fuel elements (tens of thousands) in order to obtain a 
significant quantity of fissile material – the inert matrix material will substantially increase of the bulk 
of the material to be diverted and will complicate the handling and storage of the diverted material and 
makes the mechanical crushing of the material physically more difficult. 


The fuel forms chosen for these reactors feature carbides and silicides, which provide natural barriers 
to reprocessing and recovery of fissile material. The fuel itself is not impossible to reprocess – but it 
presents substantial difficulties for all existing, commercial scale reprocessing technologies and may 
allow for relaxation of existing timeliness limits (in the context of integrated safeguards) due to the 
difficulties inherent in reprocessing such fuel. This inert matrix material complicates the acid 
dissolution of the assemblies because the different chemical forms present within each assembly are 
difficult to treat chemically when placed in combination. 


The planned operating cycles of the reactors result in extremely high burn-up for the fuel (typically 
100 GWd/tU) raising the isotopic barrier for proliferation on spent fuel. The plutonium contained in 
PBMR fuel is likely to be less than 55% Pu-239 ensuring that the fissile material within each assembly 
has a heat output level and a high spontaneous fission rate. While the Agency gives little recognition 
of the importance of the Pu isotopics to a proliferator there are clearly additional complications 
involved in designing a weapon using fissile material that is a significant source of both heat and 
unwanted neutrons. In terms of the proliferation metric – M, H, D and N have been maximised and 
this substantially reduces the attractiveness of the spent fuel material to would-be proliferators. 


As a result of the high burnup of the fuel the radiation barrier to proliferation is very high. Each 
individual pebble will have a radiation output that ensures that it can only be handled from behind 
massive shielding and via remote means. Any equipment required for the diversion of the spent fuel 
has to be similarly shielded and managed remotely, complicating diversion scenarios and increasing 
the likelihood of the discovery of the preparations for diversion. 


The designs of the facilities are such that they provide clear points at which fuel flows can be 
measured and safeguarded. The use of LEU fuel will require limited controls on the fresh fuel and the 
centralized nature of the spent fuel handing operations are well suited to the use of unattended 
monitoring systems.  


7.6. BREST Reactor 
Fast neutron reactors are largely on hold at the moment, mainly for economic reasons (depressed 
uranium prices), but also because of engineering complications and public concerns. If nuclear energy 
is to realise its potential as a major source of electricity, however, the efficient use of uranium reserves 
will require programs based on plutonium breeding and recycle. Moscow Research and Development 
Institute of Power Engineering is working on an innovative concept of a fast lead-cooled reactor 
BREST with UN-PuN fuel [6]. The proposed reactor has a number of design features that make it 
proliferation-resistant. The reactor features full plutonium reproduction in the core. There is no use of 
uranium blankets, precluding production of weapons-grade plutonium. The isotopic composition of 
plutonium in fresh fuel and spent fuel will be similar. Plutonium is neither extracted nor added to the 
fuel, to adjust fuel composition U-238 is added to the core to compensate for the fuel burnup. With 
small reactivity margin in the core, it is not possible to load into the proposed reactor source material 
for undeclared Pu production. The design eliminates the need for plutonium separation from spent 
fuel. Spent fuel reprocessing will be reduced to removing the bulk of fission products from spent fuel. 
The remaining transmuted actinides and 1 to 10% of fission products still remaining in the fuel after 
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incomplete purification create a radiation barrier against diversion at all stages of the cycle. Spent fuel 
can be cooled for 3 to 12 months in an in-vessel storage facility and then sent directly for reprocessing 
and re-fabrication at the power plant site. This eliminates long-distance shipments of fuel. 


7.7. Modular Liquid Sodium-Cooled Fast Reactor 
General Electric is developing a modular liquid sodium-cooled fast reactor called Super-PRISM [7]. 
Utilising in this concept a dry pyro-processing system that does not separate plutonium from minor 
actinides enhances the proliferation resistance of the proposed fuel cycle. Due to the compact nature of 
the dry pyro-processing system, on site processing of the spent metal fuel is a design option. In this 
case, the fresh and spent fuel storage and receiving facilities would be replaced by a compact co-
located Spent Fuel Recycle Facility that integrates spent fuel storage, processing and waste storage 
and conditioning operations into a single facility. As S-PRISM fuel assemblies can be fabricated and 
recycled in the SFRF, they do not need to be shipped off-site. 


7.8. Encapsulated Nuclear Heat Source 
Motivated by the goal to develop an encapsulated nuclear heat source (ENHS) which could be 
delivered and retrieved unopened after a long core lifetime, a novel reactor concept of an autonomous 
long-life lead (or lead-bismuth) cooled core was proposed by the University of California at Berkeley 
(UCB) [8]. This concept appears to be highly suitable for the ENHS that would be inserted into, and 
later removed from an in-place power plant comprised of a secondary heat transfer circuit and the 
balance of plant energy conversion equipment. The ENHS would, in fact, constitute a totally new 
refuelling concept. The ENHS is expected to be highly proliferation resistant, as a consequence of the 
following features: once for life core and no refuelling operations throughout life. 


7.9. Secure, Transportable, Autonomous Reactor (STAR) 
LLNL, with the support of ANL, LANL, MIT and others has been working on the concept of a Secure, 
Transportable, Autonomous Reactor (STAR) [9]. It uses small nuclear power stations with the aim of 
reducing the proliferation concern associated with the introduction of nuclear power in developing 
countries. The following features enhance STAR's proliferation resistance: the reactor is delivered pre-
assembled and pre-fuelled, hence there is no access to fresh fuel, that eliminates access to fissile 
materials; highly autonomous operation; reduced requirements for local nuclear infrastructure; reduced 
containment size; and the concept eliminates much ancillary equipment. 


7.10. Double Strata Fuel Cycle 
As a way of reducing the amounts and radiotoxicities of nuclear waste, and thereby reducing the 
burden of nuclear waste repositories, various partitioning and transmutation (P&T) concepts are being 
investigated worldwide. Both advanced aqueous and pyro-processing schemes are being developed in 
which minor actinides (MA) and selected fission products are separated from the waste in addition to 
plutonium. Following separation, the MAs can be fabricated into fuels or targets for transmutation. 


In the transmutation scenario, there are two options. The waste can be recycled and transmuted in 
available conventional reactors (homogeneous fuel cycle option – Pu and MAs kept together), or in 
dedicated burner reactors (heterogeneous fuel cycle option – Pu and MAs are separated). This latter 
option is generally referred to as the Double Strata fuel cycle. In this context, the European Technical 
Working Group on ADS has recently published "A European Roadmap for the Developing 
Accelerator Driven Systems (ADS) for Nuclear Waste Incineration". 


In the Double Strata, the first stratum is based on a conventional fuel cycle. Recovered plutonium is 
recycled as mixed oxide (MOX) fuel in power reactors. The second stratum is primarily devoted to 
waste reduction where rest Pu, MAs, and long-lived fission products are fabricated into fuels and 
targets for transmutation in dedicated accelerator driven systems (ADS). In this Double Strata fuel 
cycle, particularly in the second stratum, there are various proliferation and safeguards issues which 
need to be addressed related to the new reprocessing schemes, the availability of MAs possibly in 
separated form, and the misuse of accelerator and spallation sources for fissile material production. 
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With regard to pyro-processing, it is believed at present that this results in impure plutonium, which is 
not suitable for making nuclear weapons. The plutonium removed from the salt contains some 
uranium, other transuranic elements and some fission product contamination, it is so impure and 
highly radioactive that it would not be suitable for the construction of a nuclear weapon. 


Minor actinides at present do not come under international safeguards. However, in 1999, the IAEA 
Board of Governors issued a recommendation concerning the proliferation risk arising from the minor 
actinides neptunium and americium. Neptunium monitoring is implemented on a voluntary basis 
(regarding the production and transfer of separated neptunium). The monitoring of americium is 
deferred until a later date. Although little has been separated, neptunium and americium are contained 
in spent fuel or reprocessing waste. In the European Union alone, about 4 metric tons are expected to 
be produced each year in discharged fuel from reactors. Consequently, the envisaged controls are 
facing basically two challenges: controls on separated quantities of neptunium and verification that 
neptunium is not clandestinely separated from spent fuel or reprocessing waste. Techniques are being 
actively developed for these purposes. 


Finally, the accelerators and spallation sources foreseen for the dedicated burner reactors present some 
new challenges with regard to non-proliferation. Accelerators and spallation sources do not, at present, 
come under safeguards. It can be shown, however, that even commercially available cyclotrons may 
be able to produce about 100 g Pu per year. The very much more powerful accelerators foreseen for 
ADS do, therefore, present a proliferation problem in this respect. For this reason the safeguardability 
of accelerators and spallation sources is currently under investigation. 


8. CONCLUSIONS 
Developments in the nuclear industry and in nuclear technology should be considered in the context 
that the overwhelming majority of countries have given political and legal commitments against the 
acquisition of nuclear weapons. These commitments are reinforced by the institutional arrangements 
of the non-proliferation regime, especially by IAEA safeguards, and also by limits on the supply of 
sensitive technology. Institutional aspects of the non-proliferation regime continue to evolve, for 
example, through strengthened safeguards, enhanced transparency and current progress towards 
integrated safeguards regimes as more States bring the Additional Protocol into effect.  


The non-proliferation regime can be further strengthened through technological barriers, such as 
proliferation-resistant features at relevant stages of the fuel cycle. This has not been a priority to date, 
because containing the spread of sensitive technology has been largely effective, and because there is 
very little weapons-grade material in civil nuclear programs. However, the possibility of increasing 
use of plutonium fuels in future, and particularly the development of the plutonium breeding cycle, is 
prompting renewed interest in technological approaches in support of non-proliferation objectives.  


Introduction of the plutonium breeding cycle has been delayed by a number of factors, especially 
economics, brought about by the slowdown in the growth of nuclear energy and by depressed uranium 
prices. This delay provides an important opportunity for the international community to ensure that 
non-proliferation aspects are properly addressed at an early stage in the development of new fuel cycle 
concepts. While plutonium recycle could present a substantial challenge to non-proliferation 
objectives, some of the approaches outlined in this paper indicate that, if developed in an appropriate 
way, plutonium recycle could actually bring major non-proliferation advantages. Consideration of 
safeguards issues at the design stage of power reactors can produce benefits for both the operator and 
the IAEA. In an appropriately designed nuclear facility, a simple system of unobtrusive safeguards 
should provide confidence to the international community that the facility does not represent a risk of 
proliferation. 


Currently there are several national approaches to these issues – this paper has touched on just some of 
these. While national efforts in this area are indispensable, clearly there is also a need for international 
co-ordination. To a significant extent this will result from existing and prospective co-operation 
between national programs, but there is also an important role for the IAEA. This July the IAEA 
organised in Como, Italy a topical workshop on proliferation-resistance in innovative reactors and fuel 
cycles. The Workshop was undertaken to define future activities related to proliferation resistance and 
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to consider the broader non-proliferation issues and opportunities that would arise with the 
introduction of innovative reactors and nuclear fuel cycles. The authors consider it is important that 
the Agency should continue to work in the direction of assuring that proliferation-resistance and 
safeguardability are fully taken into account in the development of new technologies, for example, as a 
part of the IAEA project on innovative reactors and fuel cycles (INPRO), and in support of other 
initiatives under way by IAEA Member States. It is important for the IAEA's own work in this area to 
closely involve the Department of Safeguards, and for non-proliferation aspects to be one of the key 
elements in future work. 
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Abstract 
The advent of the Additional Protocol (INFCIRC/540) introduces amongst other things the 
opportunity for the IAEA to exercise greater flexibility and expert judgment in the planning 
and conduct of safeguards inspections and other verification activities. Performing in parallel 
the full range of both classical safeguards measures and safeguards strengthening measures 
would result in substantial redundancy – the realisation of this has prompted the development 
of integrated safeguards. In considering the degree of flexibility that might be incorporated in 
the implementation of integrated safeguards, key questions include: how much flexibility in 
safeguards implementation are Member States prepared to allow the Agency, and how much 
flexibility is the Secretariat prepared to apply? Practical resolution of these challenges will be 
demanding, and the Secretariat may require Member States' support in this regard. The sooner 
these issues are addressed and successfully resolved, the sooner the full potential of integrated 
safeguards can be realised. 


1.  INTRODUCTION 
Integrated safeguards optimally combine elements of both classical and strengthened 
safeguards in a cost-effective way. The basic principles which govern the development of 
integrated safeguards include inter alia that they should be non-discriminatory, ie the same 
technical objectives should be pursued in all States with comparable nuclear activities and 
safeguards obligations, and they should be based on State-wide considerations. All the 
elements of integrated safeguards, whether facility specific or State wide, need to be meshed 
together in a coherent whole. It is recognised that the measures actually used in individual 
States may differ because of the individual State's nuclear fuel cycle and other relevant State-
specific factors. 


Strengthened safeguards measures such as environmental sampling, unannounced inspections, 
enhanced information analysis and complementary access, are difficult to place within the 
uniform approach hitherto adopted for the implementation of classical safeguards. 
Application of these measures involves a substantial degree of qualitative judgment, taking 
account of the overall information available to the Agency about each State's fuel cycle and 
the context in which it operates.  


It is the authors' view that the implementation of integrated safeguards should incorporate 
substantial elements of expert judgment and flexibility. The need for flexibility is most 
apparent in the planning and conduct of complementary access and unannounced inspections. 
These are powerful tools, if used efficiently and effectively. 


Complementary access allows inspectors to undertake verification activities in places that 
were not previously available for this purpose. Unannounced inspections introduce elements 
of unpredictability to the inspection process. The Model Additional Protocol itself emphasises 
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that implementation of complementary access should not be "systematic and mechanistic", 
but rather "selective". This caveat could fruitfully be applied to each element in the 
application of integrated safeguards in a State.  


Judgment and flexibility should also be important in rationalising the implementation of 
routine safeguards in the integrated safeguards context. A "checklist" approach would be 
against the intent of integrated safeguards, as most Member States understand that. The 
introduction of integrated safeguards provides the opportunity to develop a better way of 
applying safeguards.  


2.  HOW MUCH FLEXIBILITY IS POSSIBLE AND REQUIRED? 
In considering the degree of flexibility that might be incorporated in the implementation of 
integrated safeguards, key questions include: 


- How much flexibility are Member States prepared to allow the Agency? How far is 
flexibility consistent with confidence, credibility and impartiality?  


- How much flexibility is the Agency prepared to apply? Do both the Agency and Member 
States have a preference for uniformity?  


All these questions are important, but answers for some of these might not be clear at this 
time. If expert judgment is applied to ensure that the combination of methods applied in each 
State is truly appropriate to the conditions prevailing within that particular State, then the 
outcome can be expected to an integrated safeguards system that is credible as well as 
effective and cost-efficient. A major challenge faced by the Agency is to provide sufficient 
openness and transparency regarding its own operations to enable States to have confidence in 
the outcomes.  


The authors believe some States would be prepared to allow the Agency a great deal of 
flexibility – if only in the expectation that such flexibility would result in substantial 
reductions in the cost and intrusiveness of the safeguards applied in those States. Most States 
however can be expected to have reservations about flexibility in the application of safeguards 
to States they perceive to be their rivals or potential adversaries. To ensure confidence, the 
Agency would have to operate in a way that enabled all States to see that integrated 
safeguards work as they are intended to work, that is, in a way that is impartial, cost-efficient 
and, most importantly, effective (therefore credible). The application of flexibility should 
stand up to the "State-of-concern" test, ie the guidelines and rationale used should have 
sufficient rigour to avoid an unacceptable reduction in safeguards intensity where there is 
considered to be a proliferation risk.  


A significant portion of safeguards practitioners have historically demonstrated a reluctance 
to consider any deviation from the mechanistic application of safeguards at the facility level, 
or to reconsider basic safeguards parameters such as timeliness and quantity goals. A 
reluctance to allow for flexibility in safeguards implementation constitutes a significant 
barrier to the realisation of the full range of potential efficiencies from the implementation of 
integrated safeguards. This barrier will need to be addressed.  


Arguments in favour of uniformity include considerations such as:  


- the maintenance of standardisation and quality assurance processes across the Agency's 
different Operations Divisions; 


- the problems of training and making effective use of an inspectorate consisting of staff 
members with a wide variety of backgrounds (both technical and cultural) and differing 
levels of practical safeguards experience; 
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- protection of the Agency and individual staff members from possible accusations of 
discrimination in the approach to particular States. 


Preference for uniformity appears to underlie current formulae in the complementary access 
guidelines, proposals for the planning of unannounced inspections, and the ongoing exercise 
to develop new criteria for integrated safeguards. If this is the case, there is a need to establish 
whether this preference is soundly based or simply reflects traditional attitudes. Rather than 
prescriptive guidelines, the authors suggest the guidelines should establish a range of 
possibilities within which the Agency could exercise judgment in choosing the level of 
activity most appropriate to the particular circumstances. Without flexibility, integrated 
safeguards will share the problems of the classical safeguards system and result in a 
disproportionate amount of the Agency's efforts being spent in looking where there is nothing 
to see.  


Uniformity may have a significant advantage in relation to the widespread acceptance of the 
safeguards system (it is easier to bear a burden if one knows the "burden" is shared equally) 
but this advantage comes at the cost of a significant concentration of effort in areas of limited 
real proliferation risk. Flexibility, via the application of expert judgment, would allow for the 
cost and effort of safeguards to be concentrated in those areas in which they will have the 
greatest cost-effectiveness in addressing potential risks of proliferation. The continuation of 
the mechanistic application of safeguards in a uniform fashion at the facility level will 
seriously limit the potential for substantial efficiencies from integrated safeguards. 


3.  CHALLENGES OF FLEXIBILITY 
Clearly an approach based on flexibility and expert judgment presents substantial challenges, 
for example:  


- How to ensure an appropriate standard of safeguards implementation?  


- How to ensure outcomes are effective and conclusions credible?  


Resolving these challenges will be demanding, and the Secretariat is likely to require Member 
State support in this effort.  


To be successful, the Agency will have to address technical issues such as: 


- selection of safeguards measures that would constitute safeguards approaches sufficient to 
cover all feasible material acquisition paths in specific cases in a cost-effective manner; 


- need to improve planning of inspections and other verification activities taking into 
account the additional opportunities that might be available through enhanced cooperation 
with State Systems of Accounting for and Control of nuclear material or through regional 
safeguards systems, if in place; 


- development of new safeguards implementation criteria that would be capable of 
incorporating sufficient flexibility in the implementation of integrated safeguards; 


- development of quality assurance systems, a new concept for standardisation and 
appropriate ways of reporting the Agency's conclusions to States.  


Most importantly, the move towards flexibility will require a change in the organisational 
attitudes that have developed under classical safeguards. It might call for a new management 
style, delegating more authority to section heads, unit heads and individual inspectors who 
should fully understand how a flexible safeguards system is supposed to operate in its 
entirety. Conditions should be established where professional staff are confident that they can 
exercise professional judgment in planning and conducting verification activities and in 
evaluating verification results at facility and State-as-a-whole-level.  
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A substantial training effort will be an essential part of ensuring inspectors are able to 
combine flexibility with expert judgment. The assistance of Member States would be 
invaluable in the development of new training programs. To the extent that a new inspector 
culture is required, the expected influx of new inspectors is a positive factor – the substantial 
staff turnover from retirements, although posing practical challenges, also clearly presents 
opportunities. 


4.  VARIETY OF VERIFICATION MEASURES UNDER INTEGRATED SAFEGUARDS 
The need for exercising flexibility is a natural consequence of the variety of verification 
measures available to the Agency under integrated safeguards. The use of any specific 
examples in this paper is not intended to imply that flexibility is only applicable to these 
specific measures. Flexibility should be a key element in consideration of all integrated 
safeguards measures. 


There are cases in which a given nuclear material acquisition path is addressed by a number 
of complementary and/or redundant verification measures under both classical and 
strengthened safeguards. For example, under classical safeguards the undeclared separation of 
direct use material from spent reactor fuel is addressed inter alia by interim inventory 
verifications at intervals set by the timeliness goal for the material in question, where the 
timeliness goal is set to provide a sufficient probability of the diversion being discovered by 
the IAEA before the diverter has achieved its aim.  


Under strengthened safeguards the same acquisition path is addressed by verification 
activities aimed at the discovery of possible clandestine reprocessing capability in a State, 
including measures such as analysis of open source information and satellite imagery, 
complementary access, and environmental sampling. While it is clear that both classical and 
strengthened safeguards measures, in this specific case, provide information relevant to the 
same acquisition path, the extent to which this information is complementary or redundant 
may be subject to some debate.  


The variety of available classical and strengthened safeguards measures enables the Agency 
to develop and implement a range of equally efficient safeguards approaches for a given type 
of facility. The Agency should naturally seek to use the most effective methods available to 
achieve its safeguards aims within tight resource constraints. Some methods may be more 
effective or cost-efficient in some contexts. In cases where non-intrusive methods are not 
considered adequate the Agency may need to use more intrusive methods to achieve its 
safeguards aims. Thus the use of different safeguards approaches in States with similar 
facilities could arise as a result of cost-effectiveness considerations and should not, as long as 
the technical objectives of safeguards do not differ between those States, be seen as 
constituting a violation of the non-discrimination principle. 


5.  AVAILABILITY OF INDEPENDENT INFORMATION 
The points in the preceding paragraph can be illustrated by reference to the field of enhanced 
information analysis (though this is by no means the only area where flexibility in 
implementation is appropriate). 


To periodically verify the correctness and completeness of States' declarations under the 
Additional Protocol, integrated safeguards will make substantial use of enhanced analysis of 
information that has been derived independently. Certain types of information analysis are 
likely to provide more convincing coverage for some States than for others – it does not 
appear realistic to assume that all methods will be equally effective for all States under 
consideration. 
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For example, satellite imagery can play an important part in enhanced information analysis 
for safeguards purposes. Imagery analysis has the potential to be effective at determining the 
level of activity at certain types of facility or other locations of importance to safeguards, such 
as uranium mines and mills. Large open cut uranium mines are obviously amenable to 
imagery analysis, but difficulties may be experienced with imagery analysis in the case of 
mines with different modes of physical operation (for example, in situ leach mining) which 
leave little in the way of visible traces of their operation. Imagery analysis as a technique can 
also be subject to seasonal limitations in some regions (for example, in places with extended 
winter snow/cloud coverage or periods of monsoonal rain). 


Information analysis will also tend to be more effective in its coverage of nuclear power 
reactors and associated infrastructures in States where the nuclear power industry is an 
integral part of the national commercial grid, and even more so where the grid is integrated 
with the commercial grids of neighbouring States. Under such circumstances there are several 
independent sources of information as to the power output and operating cycle of the reactors 
in the State. Such sources of information are not as readily available or as diverse for States 
with isolated grids, or where the nuclear power reactors are not integrated into national or 
transnational grids. 


Similarly, independent information is available to the Agency on the movement of fuel to and 
from nuclear power reactors in States that are integrated into the international, commercial 
nuclear fuel cycle and have only limited domestic involvement in the front and back ends of 
the fuel cycle. The situation is quite different with States operating within a substantially 
domestic fuel cycle. 


While the examples discussed above are unlikely to be controversial, there are other factors 
arising from the social, technical and political development levels of States that are likely to 
affect the effectiveness of information analysis. Some of these are discussed in the following 
paragraphs. Attempts to tailor safeguards approaches in terms of these factors may well be 
controversial, but this should not preclude a serious examination of the issues involved. 


States that traditionally have a system of mass media with a high degree of editorial and 
political independence will produce more open source information to be included in enhanced 
information analysis than States in which the media are either subject to rigid control systems 
or experience limited editorial and political independence.  


States that traditionally have political plurality with parties representing a spectrum of 
ideological positions, and a realistic possibility of regular changes in the ruling parties, will 
find it more difficult to conceal clandestine activities than States subject to control by a 
monolithic political apparatus. Pluralistic States are less likely to have the level of continuity 
of policy control necessary to ensure that information about the clandestine program is kept 
out of the public domain and this is more likely to be detected by information analysis 
methods. 


A different range of publications will emanate within States that have active and vigorous 
non-government organisations (NGOs) which are anti-nuclear than in States in which such 
organisations are either banned or tightly controlled. NGOs have proven quite effective in 
locating and publicising any activities to which they are philosophically opposed, such as 
nuclear activities. A number of States have found that NGO activities can make it difficult to 
keep information about the transport of nuclear material or the building of new facilities out 
of the public domain. 


In the case of States that are open and politically pluralistic, there is likely to be a wider 
variety of independent information sources than States subject to rigid political control. The 







 6


results of information analysis can be regarded with greater confidence when there is a wide 
variety of independent sources of information available. 


6.  THE CRUCIAL ROLE OF EXPERT JUDGMENT  
The range of methods available under integrated safeguards represents a real challenge to the 
Agency. The successful application of many of these methods will require input from a wide 
range of experienced analysts from a number of fields. Expert judgment will be required in 
order to determine the scope and applicability of each of these new methods in a given 
context. The extent to which new methods can be applied to a given situation will not be a 
matter that can be decided a priori on policy grounds. The authors believe the degree of 
reliance that can be placed upon a given verification method in a given context will be a 
matter of expert judgment rather than a matter of political choice. 


In the case of imagery analysis, for example, only experienced analysts are able to determine 
whether images of a given site provide information of a type, consistency and clarity suitable 
for the drawing of conclusions. Decisions on the reliance to be placed upon satellite imagery 
can be made effectively only if there has been expert input as to whether this information was 
effective and reliable. 


Another example is in the area of environmental sampling: the intermediate product of 
environmental sampling could be a profile of the isotopes that have been identified at a given 
site and their relative abundances; and the final product is an analysis of the types of activities 
that could have taken place at a facility and the consistency of those activities with the State's 
declarations. The step from the intermediate product to the final product is a clear-cut 
example of the need for expert judgment. What ratio of U-234/U-235 is to be considered 
anomalous? What explanations would be acceptable for such an anomaly? What ratio of 
U-236/U-234 is anomalous? Is the explanation proposed by the facility operator acceptable? 
These are questions that require a high level of technical expertise and expert judgment – they 
are not amenable to any form of policy-level resolution. 


In similar fashion, the degree of assurance that can be derived from particular combinations of 
methods (safeguards approach) is not something that can be decided at a policy level – it 
requires input from experts in a variety of fields to ensure that the assurance derived is truly 
credible. It is unrealistic to expect that this process of ensuring that the assurance derived is 
credible would lead to the same combination of methods being applied in all States with 
comparable safeguards obligations, even if the States involved also had comparable levels of 
technical, social and political development. The application and evaluation of the varying 
methods required to achieve credible assurance across a range of States will involve 
flexibility, and this flexibility will be required on the part of both the Agency and Member 
States. 


7.  CONCLUSIONS 
Arriving at the optimum combination of classical and strengthened measures needed to 
provide credible assurance of the correctness and completeness of States' declarations of their 
nuclear activities will require the application of expert judgment. The combination of methods 
arrived at are unlikely to be the same across all States. 


An important group of issues concerns how to implement integrated safeguards in a flexible 
manner, based on State-specific factors, incorporating the expert judgment of the Agency, in a 
way that avoids accusations of discrimination, and delivers the necessary credibility. 
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Flexibility, based upon the appropriate exercise of expert judgment as to the effectiveness and 
appropriateness of methods applied to safeguards activities, should allow the Agency to 
realise substantial efficiencies in terms of the costs and effort involved in applying safeguards. 


A major issue to be addressed is how to ensure the verification activities undertaken by the 
Agency are sufficient to support a credible conclusion of the absence of undeclared nuclear 
activities? This will involve both establishing the appropriate methodology and ensuring the 
methodology is implemented at an appropriate quality standard.  


To receive full Member States' support in flexible safeguards implementation, the IAEA will 
have to be transparent to States in its approaches and operations. For the safeguards system to 
provide the necessary degree of assurance to the international community, it is essential there 
is a clear understanding on the part of States of the IAEA's new approaches and 
methodologies, and the way it makes evaluations and reaches conclusions. 
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INTRODUCTION 


The Department of Safeguards and the 16 Member State Support Programmes jointly manage 
about 250 tasks. Recently, in response to a number of events, the Department has reorganized 
the manner in which these tasks are proposed and managed. 


The presentation and paper will document the following: 


 


THE NEED TO CHANGE 


Although there have been a number of significant successes it has been recognised that both 
the way in which tasks are proposed and the management of tasks could be better performed. 
In particular the Report of the External Auditor 1999 stated the following: 


 
�� With respect to the R&D Programme the Agency “has had difficulty in defining and 


prioritising tasks.” 
�� “Ideas for tasks have come from operational units but not always in a coordinated 


manner” 
�� “I support the Agency’s consideration of a move towards more centralised planning of 


task priorities” and the application of the “general principles of good programme or 
project management” 


 


The tone of these comments was generally repeated by Member State Support Programme 
Co-ordinators at their meeting in November 1999 and by the Programme Performance 
Assessment System Report on Equipment Development. Of course the Department already 
knew that improvements could be made. 


 


THE “OLD” SYSTEM 


Prior to the changes three structures dominated the organisation. Firstly, a task approval 
process that did not allow for the application of the Department’s priorities in a coordinated 
manner. Each task proposal was judged on its individual merits. Secondly, the distribution of 
task management responsibilities throughout the Department again did not allow easy 
coordination. Finally the focus on Member State task review meetings which did not allow the 
coordination of tasks in a particular subject area. 


The consequences of this were almost certainly the duplication of tasks, the performance of 
the wrong tasks and poor prioritisation of work. All at a time when the Department was 
generally short of resources. 







THE NEW SYSTEM 
The Department has responded in a number of ways.  


 
�� Strategic objectives have been formulated that allow prioritization.  
�� A number of “projects” have been defined and each Support Programme task has been 


assigned to a project. Project managers have also been appointed who are managerially 
responsible for all the work in a the areas defined by the project, including the 
development of project plans, the coordination of new task proposals and the reporting of 
progress within the project 


�� A new process for the authorization of task proposals utilizing an existing Department-
wide committee structure has been installed. All project managers will have their plans 
endorsed by these committees on behalf of the Department. 


�� Member State Support Programmes have been briefed on the Department’s plans. No 
longer will the coordinators have to rely on educated guesswork to make their own plans. 


 


These measures will improve prioritization and coordination of tasks. They will also clarify 
responsibilities and ensure the best possible use of expertise within the Department. 


 


WHAT HAPPENS NEXT? 


The new system is installed and being used. One of the problems with the old system was that 
it did not objectively measure performance. Therefore any noticeable improvement will be 
subjective. However, a key component of the new system will be the installation of a number 
of performance criteria enabling the Department to measure the current system and of course 
the impact of future improvements. 
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