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ABSTRACT 
The purpose of this work is to develop a safety prediction method, with which we can predict the risk of software 

components based on static testing results at the early development stage. The predictive model combines the major 
factor with the quality factor for the components, both of which are calculated based on the measures proposed in this 
work. The application to a safety-critical software system demonstrates the feasibility of the safety prediction method. 

INTRODUCTION 
Whereas system reliability deals with the problems of 

ensuring that a system performs a required task or mission 
for a specified time in a specified environment, system 
safety is concerned only with ensuring that a mishap does 
not occur in the process. Thus safety should take priority to 
reliability in the evaluation of safety-critical software 
systems. In order to get ‘safe and economical’ safety-critical 
software, it would be beneficial to predict, as early in the 
development process as possible, those components of the 
software system that are likely to have a high risk or that 
need high development effort to allocate due effort to the 
components. In order to succeed with this goal, we have 
proposed a safety prediction method in which the risk of 
basic software components is evaluated from the results of 
static testing. Basic software component means a software 
module that may have only one hazardous state.  

Based on the safety prediction method, we can 
classify functions, anomalies, and types of software. The 
classification will help prioritize the quality assurance 
activities or regulation activities. The classification in 
terms of safety of the software-based system is an 
important factor in determining anomaly investigation and 
resolution priority [1]. 

SAFETY PREDICTION METHOD 
In order to achieve an indication of software quality 

(i.e., risk or safety in this work), the software is subject to 

measurement. However, the measurement is an additional 
heavy burden for the developers because they must 
perform thorough verification for the software, which 
requires great deal of effort. Therefore, it is desirable to 
integrate the measurement and the verification. One way 
to integrate them is to define measures that can be 
obtained from static testing, which is a powerful 
verification method. Since software safety verification 
begins with a hazard analysis and is strongly related to 
requirement analysis, it can be a desirable integration way 
to utilize the measures from the analyses. We have 
proposed the measures, which are summarized as shown 
in Table 1. 
We have selected fault tree analysis as the hazard analysis 
method and have defined the revealed hazard based 
occurrence probability (RHOP) on a fault tree. Using the 
term ‘revealed hazard based’ means that, if a hazard is 
revealed, we evenly set up the occurrence probability of 
all the basic events that have the same parent node as the 
hazard node has. The RHOP of the parent node that has 
no hazard node is zero. If a few nodes (i.e., child nodes) 
are linked to its parent node with AND gate, the 
occurrence probability of the parent node becomes the 
product of the occurrence probabilities of the child nodes. 
On the contrary, in case of the nodes linked with OR gate, 
the sum of the occurrence probabilities of the child nodes 
produces that of the parent node.  

The purpose of requirement analysis is to reveal 
requirement errors. Thus it is natural to choose the number 
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of requirement errors as a measure from requirements 
analysis. Requirement errors consist of errors due to 
inconsistencies, errors due to incompleteness, and errors 
due to misinterpretation. Inconsistency results from the 
inadequate mappings from the same specification item to 
more than one differing requirement. Incompleteness results 
from the decomposition elements that do not completely 
reflect the system requirement specification. On the other 
hand, misinterpretation results from the decomposition 
elements that do not correctly reflect the system requirement 
specification.  

Additionally, we use the following measures, which 
IEEE Std. 982.1 suggested [2], that can be obtained at the 
early development stages: 
• Requirements change requests 
• Cause & effect graphing 
• Requirements traceability 
• Required software reliability 

Table 2 shows the whole measures for the prediction 
method again.  
The prediction method is very similar to a classification 
method in that it uses various measures which represents 
software quality and the results of the application of them 
are equivalent. Generally, developing a classification 
method consists of the following elements [3]: 
1. A measure vector M = {m1, …, mn} based on n 

selected features that contain enough information to 
describe the object in the applications’ domain. M 
exists for each software component under investigation, 
thus resulting in a definite representation of each 
component in the n-dimensional measure space.  

2. A quality factor vector F that consists of single 
attribute of software that contributes to quality. F can 
be defined as a type of measure that provides a direct 
measure of software quality. Elements of F are often 
discrete. Human experts supply them, hence they are 
fuzzy in nature. When combinations of features are to 
be considered, their comprehensibility to human 
experts must be taken into account. Usually F is 
unknown during the project development and therefore 
highest interest lies in its early and accurate prediction. 
F may be defined as a vector {risk} in this work. 

3. A set of validating data (validating vector V) that 
should provide information about the degree to which 
given software possesses the quality attributes that are 

collected in F. As mentioned before, other studies 
suggested quality control methods based on the 
measurement data from other projects that have been 
already performed. They chose the data set V to have 
values such as number of errors or MTTF of a given 
group of software components. However, in this work, 
we tried to classify software components using direct 
measures from on-going projects. Thus, it is very 
important that V is self-evident enough to intuitively 
explain rule vector R. In order to construct and 
evaluate a classification method, the data sets M and V 
need to be divided into two mutually exclusive sets 
before the classification process takes place. 

4. A set of patterns (rule vector R) that reflect the 
experts’ knowledge about how to assign data sets M to 
target classes in F. Such patterns consist of rules for 
differentiating between members and nonmembers of a 
distinct target class.  

Most of the facts and rules that belong to human 
expertise contain fuzzy predicates and thus are fuzzy 
propositions. This is particularly true of heuristic rules 
that often used in the management of software projects. 
Because all the factors in software development 
management are vague and imprecise, an alternative 
method must be used in order to permit approximate 
reasoning from vague inputs. Fuzzy reasoning can be used 
as the alternative. As mentioned in [3], in order to permit 
rule-based approximate reasoning based on external input 
data from software products or documents and vague 
knowledge about the underlying development process, it 
is necessary to permit the formulation of fuzzy rules. The 
reasoning process consists of the following steps: 
1. Describe an exactly defined process environment 

from which the software products under investigation 
are selected. 

2. Select a group of expert development staffs who will be 
asked to develop a consensus concerning measurement 
data (M) and quality factors (F). This jury should consist 
of people with respected knowledge in the areas. 

3. Select a random sample of software components from 
the environment. 

4. Have the jury classify these software items with 
respect to the factors in F by comparing and evaluating 
them. Each case must be explained exactly in order to 
permit a repeatable classification. 

TABLE 2.  The Measures for the Prediction Method 

Category Measures 

Major Measures  Revealed hazard based occurrence probability  
Required software reliability 

Quality Compensating Measures  Average man-hours per hazard  
Number of requirement errors 
Average man-hours per error 

Requirements change requests 
Cause & effect graphing 

Requirements traceability 



 

 

5. Let the experts condense these explanations to a set of 
recursively refined rules R. The rules are usually dominated 
by fuzzy, nevertheless precise, linguistic and qualitative 
descriptions in opposition to qualitative selection formulas 
that might be preferable on the first sight.  

6. Validate R by classifying the software items based on 
V according to the same factors F and observing if the 
classification results are the same as the results that are 
intuitively expected. 
However, the classification or prediction based on 

fuzzy reasoning is inevitably qualitative. In order to make 
it quantitative following the same procedure, we have 
proposed a combinatorial model in order to combine the 
above-mentioned metrics into predicted risk. The model is 
represented as the following equations: 

Risk = RHOP × Severity  
Quality Compensated Risk = Risk × Quality factor  
Basically, RHOP of a component and severity of it (i.e., 

major measures) constitute risk. The model uses required 
software reliability as severity. Severity ratings are ‘very low’, 
‘low’, ‘nominal’, ‘high’, and ‘very high’. For example, the 
effect of a failure of software with ‘very high’ rating can be 
the loss of human life. Example software systems are military 
command/control systems or nuclear reactor control systems. 
Severity is scaled to [0.1, 0.9] linearly.  

Quality factor uses the quality compensating 
measures as input measures. In order to relate individual 
metrics to quality factor, we also have developed shape 
factors, which reflect expert opinion. The shape factor has 
two types, S-type and Z-type. While S-type represents 
positive effect on quality, Z-type does negative effect on 
it. Table 3 shows the quality factor input measures and 
their corresponding shape factors. 

A combining function combines the input measures to 
[0, 1]. For the combining function, all the non-probability 

numbers are scaled to [0, 1] linearly. The function is as 
follows: 

FQ = Σ(wi×fi), 
where Σwi = 1 and fi corresponds to the input measures. 
Each wi reflects experts’ opinions about the system 
property. It is natural to represent software quality in 
linguistic terms. While high quality factor affects on risk 
negatively, low quality factor affects on risk positively. 
The affection degree is system specific and thus experts 
should determine it. Table 4 shows an example quality 
factor according to FQ. 

APPLICATION OF THE SAFETY 
PREDICTION METHOD 

In order to demonstrate the effectiveness of our 
prediction method, we applied the method to a real 
software project. The purpose of the project is to 
implement the variable over power trip (VOPT) 
function, which is one of the functions of Core 
Protection Calculator System (CPCS) software for 
Ulchin 3&4 nuclear power plants in Korea [4]. CPCS 
monitors reactor operation variables such as hot leg and 
cold leg temperatures, pressure, loop pump speeds, and 
ex-core neutron flux levels. Out of the monitored 
operation variables the set point for reactor trip is 
calculated, and if current reactor power is greater than or 
equal to this set point, the system raises a trip signal. 
Through the example application to the real software 
project, the prediction method proved to be feasible. 
Table 5 shows RHOPs and severity values of a few 
CPCS software components. Table 6 shows example 
quality factor input measures for a component of CPCS 
software. Table 7 shows the safety prediction results for 
a few components. 

TABLE 3.  Quality Factor Input Measures 

Measures Shape Range Inflection Points 
Average man-hours per hazard S 0-big(100) 10, 90 
Number of requirement errors Z 0-big(200) 10, 100 

Average man-hours per requirement error S 0-big(100) 10, 90 
Requirements change requests Z 0-big(200) 10, 100 

Cause & effect graphing S 0-1 0.4, 0.9 
Requirements traceability S 0-1 0.9, 0.98 

TABLE 4.  Quality Factor according to FQ 

Natural Language Expressions of 
Quality Estimate 

FQ Quality factor 

very high 
high 

rather high 
standard 

rather low 
low 

very low 

0.9 – 1.0 
0.7 – 0.9 

0.55 – 0.7 
0.45 – 0.55 
0.3 – 0.45 
0.1 – 0.3 
0.0 – 0.1 

0.8 
0.9 

0.95 
1 

1.05 
1.1 
1.2 



 

 

CONCLUSIONS 
High quality is indispensable to instrumentation and 

control systems used in nuclear science or engineering 
fields. Generally, a proper quality control method 
determines the quality of systems. Thus, it is necessary to 
develop a quality control method for acquiring ‘good 
quality’. In this work, a software safety prediction 
technique has been proposed as the quality control 
method. We focused on software quality because it is the 
core of NI&C systems.  

We have tried to classify software items based on the 
risk estimated from the measurement data from one on-
going project. In order to realize the purpose, we defined 
the measure vector with the measurement data from 
hazard analysis and requirement analysis. In addition, we 
tried to integrate the measurement and the verification 
because the measurement is an additional burden for the 
designers.  

Through the example application to the real software 
project, the classification method proved to be feasible 
and we concluded that high-quality NI&C systems could 
be developed effectively and used safely through the 
quality control method. 

Note that we only use the measures that can be 
obtained at the early development stages. If we use the 
measures at different stages, we can predict the safety of 
software components at the stages without major changes 
of the prediction method. 

Based on the predicted risk, we could define the 
severity of anomaly of software quantitatively, which is an 
essential factor for classifying anomalies [5]. In 
qualitative manners, a severity level 1 anomaly, for 
example, is one which directly prevents a function 
important to safety from operating or equivalent one. 
However, we could classify the degree of the anomaly 
according to the predicted risk of the software component 
from which the anomaly stems.  
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TABLE 5.  RHOP and Severity of Some Components 

Components RHOP Severity 
SCALE_D 2×10-3 0.9 

UPDATE_BDT 3×10-3 0.9 
VOPT_Pmax 4×10-3 0.9 

PMS_DataLink 1×10-3 0.7 

TABLE 6.  Quality Factor Input Measures for UPDATE_BDT 

Measures Shape Value FQ 
Average man-hours per hazard S 1 0.1 
Number of requirement errors Z 2 0.99 

Average man-hours per requirement error S 1 0.1 
Requirements change requests Z 1 0.99 

Cause & effect graphing S 0 1 
Requirements traceability S 1 1 

TABLE 7.  Safety Prediction Results 

Components Risk Quality Compensated Risk 
SCALE_D 1.8×10-3 1.44×10-3 

UPDATE_BDT 2.7×10-3 2.16×10-3 
VOPT_Pmax 3.6×10-3 2.88×10-3 

PMS_DataLink 0.7×10-3 0.56×10-3 

 


