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Introduction

Potential proliferation of nuclear weapons is both a national and international concern.
Prerequisites to making such weapons are the nuclear materials and expertise required
to construct such devices. Consequently, there has been much concern with the
possibility that peaceful nuclear technologies could be used to aid in the development of
weapons. Therefore, the necessity has arisen for newly proposed nuclear systems to
be evaluated with regard to their potential aid to any proliferator. Thus, a mechanism is
needed to introduce nonproliferation as a measure in the design phase of a new nuclear
system. To accomplish this, a methodology for quantifying and measuring the
proliferation risk of proposed system options is required. Such quantification has its
difficulties due to inherent uncertainty, e.g. what is the probability that a quantity of
material will be stolen in a given situation? Also, the lack of data on such occurrences
makes the task of quantification nearly insurmountable. A systematic approach is
necessary to estimate the proliferation risk.

Currently, an advanced nuclear power system, the Accelerator Transmutation of Waste
(ATW) program has been initiated to develop a system that will concurrently generate
electricity while destroying long-lived radioactive isotopes. Therefore, because of the
issues noted above, an effort to introduce proliferation risk into the design phase has
been started. The purpose of this paper is to review previous work in quantification of
proliferation risk in an effort to develop the proper basis for the current work. It should
be noted that while proliferation on a national level has been studied extensively, efforts
to quantify proliferation risk of individual nuclear systems or processes have been
limited. Consequently, the available literature base is relatively sparse.

Possible Methodologies

Three general approaches to quantifying proliferation risk have been identified:
multi-attribute utility (MAU) analysis, probabilistic approach, and high-level metrics.
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MAU is an approach associated with the field of decision analysis. Decision analysis
enables complex problems to be systematically analyzed to obtain a solution; thus,
decision-makers can make an educated decision between alternatives. MAU analysis
allows proliferation objectives and metrics to be weighted according to their degree of
influence. MAU enables diverse metrics to be integrated into a model to obtain a value
for comparison.

A probabilistic approach is analogous to probabilistic risk assessments (PRAs), which
have mainly been used for safety analyses. In a probabilistic approach, causal
relationships resulting in an undesirable outcome are identified in the form of event
trees, which are then used to determine the risk of a postulated event. This allows
identification of key risk contributors in the event tree; yet it does not readily allow
comparison between alternatives. Also, the lack of data regarding probabilities of
events leading to proliferation makes assigning probabilities to each node of the event
tree difficult.

Various high-level metrics (e.g., cost and time) have been often proposed for measuring
proliferation risk. These have the advantage of typically being intuitively related to the
problem of interest and easily adaptable to various situations. However, they suffer from
the lack of a systematic and well-defined mathematical approach and are often only
applicable to a small sub-class of problems.

Review of Prior Work

A Multi-Attribute Utility Approach to Generating Proliferation-Risk Metrics [1]

R.A. Krakowski performed in this work an assessment of the MAU approach for
evaluation of proliferation risk. He combined two earlier MAU analyses into a parametric
algorithm, which would subsequently be incorporated into a global, time-dependent
energy model - Edmonds, Reilly, Barns Energy-Economic-Environment (E3) model.
The proliferation-risk metrics focused on attributes of the civilian nuclear fuel cycle as
they related to nuclear weapon source material diversion. Krakowski identified material-
stream utility and proliferation risk index, a discounted value based on time and global
region for material streams, as proliferation-risk metrics.

Four potential material diversion points within a nuclear fuel cycle were chosen for the
analysis: Highly-Enriched Uranium, Separated Plutonium, Mixed Plutonium/Uranium
Oxide, and Total Spent-Fuel Inventory. The risk of diversion from a particular point is
assessed against five criteria from the perspective of the potential proliferator: Minimum
Development Time required to produce a nuclear weapon, Warning Period or detection
probability of clandestine weapons construction, Inherent Technological Difficulty of
Material Processing, Inherent Technological Difficulty of Nuclear Weapons fabrication,
and Total and Marginal Costs. Utility functions represented the worth of diverting
material from a point and criteria evaluated under uncertainty.



Weights, which represent the relative importance of the attribute, were determined using
pairwise comparisons to develop a judgment matrix for each of the material diversion
points. Material-stream and criteria utilities were aggregated using a multiplicative rule.
Utility functions were normalized to a range of zero to one; they had an exponential form
characterized by maximum and minimum values as well as a risk aversion function,
which was the negative ratio of the second derivative of the utility to the first derivative.

Krakowski performed a sample evaluation of the methodology using a Light Water
Reactor cycle with moderate mixed-oxide fuel recycle in the USA. The proliferation risk
of the spent fuel inventory was less than separated plutonium by the end of the century
based on material-stream utilities, or by approximately 2030 based on the proliferation
risk index. The proliferation risk of spent fuel inventory was less than the mixed -oxide
fuel stream by approximately 2010 based on material-stream utilities, or by
approximately 2060 based on the proliferation risk index with a zero discount rate; this
latter value became approximately 2095 using a discount rate of 2%/yr. The evaluation
was insightful as to the methodology behind the proliferation metrics, yet no
comparisons were made between the LWR evaluation and other fuel cycles.

A Methodology for the Analysis and Selection of Alternatives for the Disposition of
Surplus Plutonium [2]

James Dyer outlined in this report a multi-attribute utility theory (MAU) methodology that
was utilized to evaluate various options for the disposal of surplus weapons-grade
plutonium. The first step was to identify alternatives, objectives, and performance
measures. Next, performance of the alternatives with respect to the objectives was
estimated. Subsequently, value functions and weights for the objectives were
developed. Finally, the alternatives were evaluated and a sensitivity analysis was
performed.

The ultimate plutonium disposition goal (objective) was divided into three high-level
goals: nonproliferation, operational effectiveness, and environment, safety and health.
While Dyer's study involved a number of system performance goals beyond
nonproliferation, it is this subgoal that is of particular interest to the present study. The
nonproliferation goal was further sub-divided into theft, diversion, irreversibility,
international cooperation, and timeliness. Each of these sub-objectives was tirther
divided into goals with associated measures that could be assessed quantitatively.
Theft goal was divided into material characterization, environment, and safeguards &
security. Material characterization was measured by DOE Attractiveness levels and the
presence of other fissile material. Environment was measured by bulk throughput,
number of processing steps, maximum plutonium inventory, number of safe-secure
transport (SST) trips, and SST transportation miles. Safeguards & security was
measured by measurement uncertainty, type of nuclear accounting system, accessibility
of material, and US classification of material. Diversion objective was divided in an
analogous fashion to the theft objective except the former was measured with regards to
international (i.e. International Atomic Energy Agency (IAEA)) verification and
acceptance. Irreversibility was measured by material form, a constructed scale based
on DOE Attractiveness levels, and location. International cooperation was measured by
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Russian cooperation and discouraging civil use of plutonium. Timeliness was measured
by time to start and time to complete disposition alternatives. Some of these measures
have inherent means of quantification such as using MT/yr for bulk throughput.
However, when measures could not be naturally scaled, constructed scales were
developed based on expert opinion. For example, for international cooperation,
assessment meetings were held with individuals identified by DOE as experts in
Russian affairs.

An alternative-by-objective (and measure) matrix was formed that allowed a clear
picture of the estimated performance of an alternative with respect to a measure.
Estimated performance entries were developed through assessment meetings with
experts. Aggregation of the performance measures was complicated by the inconsistent
values of the measures. Utility theory provided the means for combining the dissimilar
values. Single attribute value functions encompassed the relative attractiveness of
performance outcomes on a measure. The value functions included the decision-
maker's preference for performance on a measure in a utility score. These value
functions could be combined with probability distributions to obtain a better estimate of
the risk associated with an alternative. Weights were then assigned to each objective,
sub-objective and measure in the hierarchy. The weights representing tradeoffs
between objectives depended on the range of the outcomes considered in the analysis.
Weights could be determined tirough an assessment procedure with decision-maker's,
or experts, in which questions are posed to quantify weight values.

Aggregation of utility scores can be performed via an additive or multiplicative model
depending upon the preferences of the stakeholders. The multiplicative model is used
when there is a weaker independence condition between attributes.

MAU analysis has also been utilized for evaluating nuclear waste repository sites [3] and
tank waste retrieval technologies [4]. These studies, while not directly applicable to
evaluating proliferation risk, indicate that MAU provides a robust methodology for
dealing with a variety of issues in the engineering design of nuclear systems.

Sandia Risk-Informed Proliferation Analysis

Sandia National Laboratories has proposed a probabilistic approach, named Risk-
Informed Proliferation Analysis (RIPA), to quantify proliferation risk of processes,
systems, or facilities that utilize fissile material. The RIPA model begins with identifying
the proliferator's potential in regards to motivation and ability. Next, the specific barriers
(i.e. institutional, technical, and intrinsic) of the process are defined. The consequences
of proliferator acquiring the nuclear material are then defined. Finally, the probability of
material diversion and the probability of material utilization are assessed. The risk of
proliferation is the summation over all possible scenarios of the consequence multiplied
by the product of the probability of material diversion and the probability of material
utilization. This methodology is still in the early stages of development. Extensive work
remains in evaluating the proliferator's potential and the particular process barriers, at
which point the difficult process of assigning probabilities to various events leading to
diversion can be undertaken. Hence, work-to-date on RIPA provides a general
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framework for approaching a probabilistic methodology for evaluating proliferation risk,
but is not yet developed to the point of providing information that is directly applicable to
quantifying proliferation risk of current ATW options. A RIPA approach would have the
advantage of allowing for assessment of the overall proliferation risk of a process as well
as segments of the process.

TOPS Approach

Technology opportunities for increasing the proliferation resistance of global civilian
nuclear power systems (TOPS) task force is a unit sponsored by the Department of
Energy/Nuclear Energy Research Advisory Committee (DOE/NERAC) [6]. The TOPS
task force was chartered to identify qualitative metrics that can be used to assess the
proliferation risk of a given technology as well as identify near and long-term research
and development areas that need to be addressed. The task force was divided into four
working groups with separate problems to address. Working Group 1 has been
assigned the task of identifying intrinsic barriers (i.e. material and technical) to
proliferation. Working Group 2 has been assigned the task of identifying the extrinsic
barriers (i.e. safeguards, security, and MPC&A) to proliferation. Working Group 3
focused on economic, safety, environmental and other factors that may be impacted by
proliferation-resistant approaches. Working Group 4 focused on evaluation
methodologies applied to proposed systems to assess proliferation resistance.

The TOPS committee is not developing particular approaches for evaluating proliferation
risk themselves, but has been tasked with recommending potential approaches that
might be employed. They have preliminarily recommended research and development
into using a PRA approach, comparable to the WASH-1400 study, to quantify the
proliferation resistant elements.

DOE Attractiveness levels

DOE Attractiveness levels per DOE order 5633.31 can be viewed as high-level
proliferation metrics. They encompass the material type and quantity such that a higher
attractiveness level corresponds to a greater proliferation risk. A similar categorization
of materials was made by IAEA in an Information Circular (INFCIRC/225/Rev. 4). Both
categorizations have been proposed as measures in Dyer's disposition study. DOE
Attractiveness levels are more applicable to US materials, while IAEA categories would
apply to other countries inventories.

Management and Disposition of Excess Weapons Plutonium [5]

This report, developed by the Committee on International Security and Arms Control, a
standing committee of the National Academy of Sciences, evaluates the potential
options for disposing excess weapons-grade plutonium. While the committee did not
develop or employee any rigorous method for evaluating the potential proliferation risk of
any particular system or disposition option, the committee did recommend that nuclear
material destined for long-term disposition should meet or exceed a "spent fuel
standard" in which the plutonium would be as roughly as inaccessible for weapons use
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as plutonium in spent fuel. This "standard" can be considered a high-level metric for
evaluating the proliferation resistance of a particular material form. This vague definition
is difficult to characterize quantitatively, yet the concept may be seen as encompassing
various aspects of the material such as chemical form, isotopic content, and radiological
effects. Because this "standard" has been widely accepted and used as a foundational
metric in the plutonium disposition program, these factors may be useful metrics for
characterizing proliferation risk in advanced nuclear systems.

The Dynamics of Nuclear Proliferation [7]

Stephen M. Meyer attained in this work a paramount achievement in analysis of nuclear
proliferation on a national level. His historical study spanning four decades assessed a
country's likelihood of making the decision to "go nuclear," i.e. to initiate a nuclear
weapons program, via testing of three hypotheses. These hypotheses, the
technological imperative, motivational, and sui generis, were developed by means of a
literature survey. The hypotheses were subsequently tested by their accuracy in
forecasting nations' proliferation decisions.

Meyer did not develop or employ a methodology for evaluating the proliferation risk of
any particular nuclear system. Rather, Meyer was interested in what caused the
genesis of a nation's decision to instigate a nuclear weapons program. However, the
technological imperative hypothesis proposed that a nation with a latent capacity to
produce nuclear weapons would inevitably choose to do so. Consequently, this
hypothesis evaluated the technical and skill needs for developing a weapons program in
order to evaluate how many countries that possessed these capabilities actually
instigated weapons development activities. A base case nuclear weapons program in
which one nuclear weapon per year could be produced was utilized for quantifying
economic resource demands and identifying minimum requirements to support such a
program. Therefore, a set of scientific, technological, and industrial indicators were
developed to assess relative capability of producing nuclear weapons; these indicators
can be used as high-level metrics to evaluate the proliferation risk of specific
technologies.

Indicators should be analyzed together, not individually, as to their validity in assessing
a nation's capability of supporting a base case nuclear weapons program. Where
certain indicators could not be assessed directly due to insufficient data, surrogate
indicators were used. Thus, in the case of metallurgists, a nation that had indigenous
steel production for a certain number of years was assumed to have metallurgists that
could be utilized in a nuclear weapons program. Meyer's indicators were used to
construct Table 1, which shows the technological needs and skill sets required for
weapons production. Meyer's indicators along with economic resource demands made
up the two necessary components of a latent capacity. The technological imperative
hypothesis failed to distinguish between countries that decided to "go nuclear" and those
that did not. The motivational and sui generis hypotheses also evaluated by Meyer were
not related to any particular technology characteristics, but rather to socio-political
factors. Hence, they are of little use to the present work.
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Technology Needs

Skill Sets

Attributes Similar to Potential
Weapons' Production

Ability to produce plutonium

Ability to obtain uranium

Ability to enrich uranium

Ability to reprocess spent fuel

Ability to separate heavy metal constituents

Electricity required for operation

Metallurgists - Uranium metal conversion

Metallurgists - Fuel fabrication

Metallurgists - Spent fuel reprocessing

Nuclear Engineers -Production reactor

Nuclear Engineers -Spent fuel reprocessing

Nuclear Physicists - Production reactor

Chemical Engineers- Uranium metal conversion

Chemical Engineers - Production Reactor

Chemical Engineers-Spent fuel reprocessing

Industrial Engineers - Civil/Structural specialty

Industrial Engineers - Electrical specialty

Industrial Engineers - Mechanical specialty

Yes No

Table 1: Technology Needs and Skill Sets Required for Weapons' Production
(Adapted from Meyer)
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Proliferation Resistance Criteria for Fissile Material Disposition [8]

Los Alamos National Laboratory also published a study of proposed metrics for
measuring the proliferation resistance of disposition options. While this study did not
develop a full evaluation methodology such as the Dyer report, it did suggest a set of
seven factors to use in evaluating the proliferation resistance of a materials disposition
process. They subdivided these factors into two categories: factors affecting the
technical difficulty of acquiring material, and factors affecting the difficulty of processing
the material. The factors affecting the technical difficulty of acquiring the material
include:

1) Physical Access - number and types of barriers between threat and
material

2) Safeguards/Physical Protection - quality of safeguards

3) Self-Protection Aspects of the Material - rad/h at 1 m, number of items
required for one significant quantity

4) Physical Form: - size, weight, and radioactivity

The factors affecting the difficulty of processing the material include:

1) Technical difficulty of processing - concentration of plutonium and
chemical form

2) Time of processing - t ime to process 1 significant quantity

3) Financial and technical infrastructure - cost of processing facility

The report goes on to state that the relative importance of each criteria varies with the
threat and the proliferation environment.

Sandia National Laboratories - Cost and Time [9]

Some internally funded efforts at Sandia National Laboratories have also proposed
using the high-level metrics of cost and time for the diversion of weapons-usable
materials. These metrics essentially evaluate the ease of use and accessibility of
materials that might be diverted for weapons. These metrics have the advantage d
allowing the comparison of dissimilar proliferation approaches (e.g., stealing material
versus misusing a nuclear facility) and of quantifying benefits of particular subsystem
options (e.g., how much added time or cost does a particular technology choice result
in). However, these metrics suffer from a similar disadvantage as a probabilistic
approach because quantifying the actual time and cost of particular diversion scenarios
is difficult due to the lack of substantial data in this area.
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Summary and Conclusions

To incorporate proliferation risk into the design phase of a nuclear system or process, a
mathematically robust methodology is required. Either a MAU or probabilistic approach
would be a more desirable foundation to build upon as opposed to direct use of any of
the proposed high-level metrics. However, many of the studies mentioned provide
insight as to potential metrics and measures that could be incorporated into a MAU (and
possibly even a probabilistic) model. To date, more direct analysis on proliferation
resistance has been performed using a MAU approach, and its use in other areas of
decision analysis regarding nuclear systems provides a sound foundation which to build
upon. Interest is gaining in taking a more probabilistic approach, though, as is
evidenced by the ongoing work at Sandia National Laboratories and the
recommendations coming from the TOPS panel. The full development of a probabilistic
approach is likely to take some time, as was the case in the application of this technique
in safety analyses. This makes near-term application of this methodology unlikely.
However, the possibility exists for combining MAU and probabilistic aspects in a single
model: MAU would provide an overarching framework and mathematical structure, while
probabilistic methods would be used to determine individual metrics and measures that
would be input into a MAU model. This approach offers the most promise for producing
near-term usable results, while beginning to move the science of estimating proliferation
risk along the path that proved successful for safety analyses.
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