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Radiation measurement and systems are central to the affirmation of compliance with nuclear
material control agreements associated with a variety of arms control and non-proliferation
regimes. A number of radiation measurement systems are under development for this purpose, and
the correct functioning of these systems will be authenticated. Authentication is the process by
which a monitoring party to an agreement is assured that measurement systems are assembled as
designed, function as designed, and do not contain hidden features that allow the passing of
material inconsistent with an accepted declaration.

Attribute measurement systems are specific examples of radiation measurement systems that are
being developed in the United States and the Russian Federation. Under one bilateral agreement,
the U.S. Department of Defense, Defense Threat Reduction Agency, Cooperative Threat
Reduction (DoD DTRA/CTR) Program is constructing a Fissile Material Storage Facility (FMSF)
at Mayak to hold up to 50 tons of plutonium from the disassembly of Russian Federation nuclear
weapons. Negotiations are being held between the U.S. and the Russian Federation for cooperative
development of attribute measurement systems to provide confidence that the material is of
weapons origin and other purposes. Pacific Northwest National Laboratory is leading the
authentication effort for U.S. interests at FMSF.

There are two basic requirements for an attribute measurement system: protection of classified
information, and assurance of credible performance of the system for the measurement. The
technology used to protect classified information is referred to as an information barrier. An
information barrier consists of technology and procedures that prevent the release of host-country
classified information to a monitoring party during a joint inspection of a sensitive item.
Information barriers are used on monitoring systems that are exposed to host-party classified
materials. Information Barriers impact the system design and authentication methodology.

When sensitive items are to be inspected, the most likely scenario is one of host supply. Under this
scenario, where the host country would supply the system to be used by the monitoring party in a
host facility, the crucial authentication issues are that a measurement system correctly measures
the attributes, and that there be no hidden features in the system that allow it to pass out-of-
specification items. To authenticate a host-supplied system, a set of approaches are used:

• Functional Testing Using Trusted Calibration Sources. Radiation sources play an important
role in verifying the correct function of a system. Functional testing can show that a system
performs correctly, but only for a limited set of conditions. This drives the need for the
other approaches given below to fully authenticate a system.

• Evaluation of Documentation. Thorough examination of documentation and a comparison
to the as-built system are important tools to determine the correct operation of a system and
to define sensitive design points for targeted authentication. Such targeted authentication
could provide a means for effective on-site examination of crucial system elements.
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• Evaluation of Software. Software exists at several levels in any system, from firmware to
analysis software to the operating system. A complete examination of all software,
including a search for hidden switches, is central to authentication. Software reliability is
especially important to unattended operations.

• Evaluation of Hardware. A variety of hardware makes up a system, from detectors to
computers to shielding. An examination of all hardware is necessary for authentication.
Simplicity, robustness, and no extraneous functions are examples of hardware design
principles for authentication.

• Random Selection of Hardware and Software. Random selection of hardware and software
components is one of the easiest authentication tools to implement, and will be one of the
tools used during an on-site authentication process. Examples include random selection of
computer modules, memory units, or software disks.

• Tamper-Indicating Devices. Tags, seals, video monitoring, and other tamper-indicating
devices are important methods for verifying physical integrity.

• Procedures. Procedures will be defined for all aspects of authentication and for any other
activities on-site that affect the reliability of measurement systems.

Measurement systems need to be authenticated throughout their lifecycles, starting with the system
design, moving to off-site authentication, on-site authentication, and ending with authentication
following repair. The most important of these is the initial design of the systems. Hardware and
software design criteria and procurement decisions can make future authentication possible or
impossible. Facility decisions can likewise ease the procedures for authentication since reliable
and effective monitoring systems and tampering indicating devices can provide the assurance
needed in the integrity of such monitored items as measurement systems, spare equipment, and
reference sources.
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