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A team of technical experts from the Russian Federation, the International Atomic Energy
Agency (IAEA) and the United States have been working for almost five years on the
development of a toolkit of instruments that could be used to verify plutonium-bearing items that
have classified characteristics in nuclear weapons states. This suite of instruments is similar in
many ways to standard safeguards equipment and includes high-resolution gamma-ray
spectrometers, neutron multiplicity counters, gross neutron counters and gross gamma-ray
detectors. In safeguards applications, this equipment is known to be robust, and authentication
methods are well understood. This equipment is very intrusive, however, and a traditional
safeguards application of such equipment for verification of materials with classified
characteristics would reveal classified information to the inspector.

Several enabling technologies have been or are being developed to facilitate the use of these
trusted, but intrusive technologies. In this paper, these technologies will be described. One of the
new technologies is called an "Attribute Ferification System with an Information Barrier
Utilizing Neutron Multiplicity Counting and High-Resolution Gamma-Ray Spectrometry" or
AVNG. The radiation measurement equipment, comprising a neutron multiplicity counter and
high-resolution gamma-ray spectrometer, is standard safeguards-type equipment with information
security features added. The information barrier is a combination of technical and procedural
methods that protect classified information while allowing the inspector to have confidence that
the measurement equipment is providing authentic results. The approach is to reduce the
radiation data collected by the measurement equipment to a simple "yes/no" result regarding
attributes of the plutonium-bearing item. The "yes/no" result is unclassified by design so that it
can be shared with an inspector. The attributes that the Trilateral Initiative teams have agreed are
important to a verification regime of this kind include the presence of plutonium, the presence of
plutonium that is of weapons grade (a 240Pu to 239Pu ratio of less than 0.1), and the presence of
plutonium with a mass that is more than some agreed-upon threshold.

347



IAEA-SM-367/17/02

The technical experts have provisionally agreed to general technical requirements and functional
specifications for an attribute measurement system with an information barrier. Discussions of
the general features of such systems can be found in References 1-5. Briefly, the information
barrier must be designed to both physically protect the classified information from unauthorized
access by the inspecting party and to facilitate the use of inspectorate-employed means to detect
tampering by the host party. In addition, the measurement equipment must be able to be
calibrated and validated using unclassified reference materials, and the data obtained from
unclassified measurements must be available to the inspector. Finally, the information barrier
must isolate the security functions from the measurement functions in such a way that the
inspector can have confidence that the measurement equipment and data analysis functions
operate in exactly the same manner whether the system is measuring an unclassified or a
classified item. With careful attention to the design and implementation of these systems, the
technical teams are optimistic that the inspectors will be able to authenticate such equipment and
thus reach independent conclusions.

In addition to the challenge of producing a measurement system that can both protect classified
information and be authenticated, the discussions of the technical experts have revealed some
other measurement challenges associated with the types of plutonium that might come under a
Trilateral Initiative regime. The greatest challenge will be to provide high-confidence, timely
measurements of items that are stored in containers specifically designed to shield the radiation
emissions required for the measurements. The shielding characteristics of these storage
containers, together with the requirement to validate the equipment with unclassified reference
materials, have led to the design requirement that the attribute measurement equipment must be
large and state-of-the-art. The experts also have determined that simultaneous measurement of
attributes is desirable to reduce the amount of classified information that resides in the system at
any time. This adds further complexity to the system.

Certain ancillary equipment has been proposed to provide additional confidence in a Trilateral
Initiative verification approach. In situ probes and a simulation/ authentication tool have been
proposed and are under development. In situ probes are simple gross radiation measurement
devices that could be used to provide confidence that an item placed in a storage position has
remained in storage. The authentication tool is an electronic pulse simulator that mimics the
output of a radiation measurement device. With this tool, an inspector can exercise a system that
has an information barrier that is independent of host-controlled reference materials. This tool has
also been identified as potentially being very useful in training inspectors, in exercising
electronics packages, and in applying safeguards as well.

Two working prototypes of an attribute measurement system with an information barrier have
been fabricated and demonstrated in the United States, and the Russian Federation has begun
preliminary design work for a system that could be built in Russia. This paper will also describe
these systems and give-the status of current activities.
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