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Research is underway at the Atominstitut in Vienna Austria where the objective is to design
and validate quantitatively a safeguards monitoring system (SMS) and its simulation. The
work is novel because the simulation is also used as the basis for automated evaluation of
SMS data. Preliminary results indicate that video and radiation data can be automatically
interpreted using this approach. Application of the technique promises that an investment in a
simulation supports directly the safeguards objective, which is to catch diversion of nuclear
material. Consequently, it is easier for a safeguards agency to also realize other benefits
associated with simulation-based acquisition, in addition to having a quantitative method for
validation.

A modern SMS may include video cameras, radiation detectors, and electronic seals.
Moreover, there is a trend to network electronic monitoring devices and to make their data
remotely accessible to authorized clients [1]. For the most part, analysis of SMS data is done
manually and, when done so, can be expensive and prone to error. Some technologies have
emerged to decrease cost and errors. Scene-change detection systems can, for example,
reduce hours of video review to a few minutes with a better chance of detecting diversion.
This technique, however, only improves detection for facilities where the false alarm rate is
low. It doesn't help with busy facilities where many significant quantities of direct use
material are moving continuously, such as in a highly automated reprocessing plant or
CANDU type reactor.

It is widely believed that simulation technology can improve acquisition, design, testing, and
evaluation in most technical fields [2]. Simulators can be used to train operations and
maintenance staff. The process of creating a simulation also increases understanding about a
system and its underlying phenomena. However, simulation-based technology has yet to be
widely used in many fields, including safeguards. The reason is that the benefits of using
simulation don't clearly outweigh the costs. There is no general theory about the validity of
simulations, which is needed to quantify the benefit. Potential users of simulation are
justifiably deterred from buying one in large part because of both the cost of validation and
the lack of clear benefit of having done so. Alternatively, synergy between validation and
simulation activities could be realized if they served simultaneously the primary objective of
the user, making both more sought after products.

To this end, a technique for validating a simulation and using it to automatically evaluate
SMS data is being developed. It is being demonstrated using a real and simulated SMS. Both
rely on video cameras and radiation detectors to positively identify items and their
movements. Each datum from the real and simulated devices is compared directly and the
quantitative result is called fidelity. When the fidelity exceeds a threshold, defined in the
objective function, items in the real data are identified automatically according to those in the
simulation. The objective function succeeds when the threshold is met and fails when it
doesn't. Applying statistical methods to many such outcomes result in a single quantitative
parameter termed the validity or fitness, which defines the quality of the simulation [3].

The real SMS, or referent, for this research operates inside the reactor hall of the Atominstitut.
It is the source of real data and reproduces the essential elements of most busy nuclear
facilities with respect to the operation of an SMS. There are continuous activities involving
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radioactive sources, frequent use of a crane, electrical noise and, of course, personnel moving
about. Plutonium-Beryllium sources are used to approximate the radioactivity of cans
containing plutonium. A dedicated acquisition computer posts the SMS data to the Internet at
regular intervals. The SMS simulation, which generates images and radiation data like the
referent, runs asynchronously on two networked computers off campus. The simulation under
development uses a modification to the three-dimensional modeling capability common to
entertainment software that incorporates basic mechanical laws and human forms with
rudimentary behavior. Basic radiation transport is being written into the code. Complex
transport calculations will be possible by making calls from within the simulator to MCNP
[4]. The analysis client continuously downloads data from the referent via the Internet and
the simulator via a local network. It performs automated evaluation of the laboratory data and
validates the simulation in quasi-real-time. See Figure 1. The system will be tested via a
series of nominal and diversion scenarios.
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Figure 1. Real data, illustrated by the top right image, originates from acquisition equipment
in the reactor hall described in the top portion of the line diagram. Simulated data,
illustrated by the lower right image, originates from the simulator described in the lower
portion of the line diagram. Both target a vault of nuclear sources and a spent fuel bay. The
simulated image is used to identify items in the real image, and the real image is used to
validate the simulation that created the lower right image. Not shown are radiation data,
which are created and used in a similar way.
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