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BACKGROUND

Forsmark Nuclear Power Plant consists of three reactor-units. Each unit has separate shift
crews and separate control rooms for operation of the plant. During 1996, Forsmarks
Kraftgrupp AB (FKA) decided to change the organisation of Security at the site in Forsmark,
Sweden. Before the reorganisation, the Security Organisation was a mixture of contracted and
in-house personnel. The Security Organisation on shift consisted of three Security Guards.
One of the Guards had duties in the Central Alarm Station operating the technical systems i.e.
cameras, alarms from surveillance systems, and communication systems. In addition a few
persons worked in the organisation on daytime.

OPERATORS VIEW

Reasons for changing the Organisation

Experiences pointed out that it was necessary to have a Security supervisor present at site 24
hours per day. Experiences were basically gained from occasions when malfunctions in the
technical security systems occurred. Another experience was that the procedures describing
counter measures to different malfunctions in the technical security systems, did not meet the
same high requirements, that would be expected in comparison with the Standard Operational
and Emergency Operational Procedures, which are used for operation of the Nuclear Power
Plant.

Solution

It was decided to integrate the Security guards in the shift crew, one guard for each reactor
unit and shift. Some of the regular Field Operators in the shift-crews for operating the plant
were educated to competent Security Guards. The Shift Supervisor on each reactor unit
became in charge for one Security Guard. One of the units also became in charge of the
Security Central and the Security Guard operating the technical security systems. During
incidents the supervisor from the fire brigade takes the responsibility for the security. He also
has additionally two Security Guards at disposal from the fire brigade. In case of a major
incident, this arrangement let the Shift Supervisors proceed taking the necessary counter
measures concerning the process in the power plant.

Shortcomings

The attitude to new duties among the regular Field Operators educated to Security Guards
were not positive, this problem affected also the attitude among the Shift supervisors. It was
difficult to bring the different reactor units to work in the same direction and at the same time,
generally speaking. The procedures and standards at each unit deviated after a couple of
years.
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Benefits

The security organisation has improved in performance regarding handling of technical
malfunctions. There is a Supervisor for Security on duty 24 hours per day. The standard of the
written operational procedures for use of the Security Organisation has improved
significantly.

Lessons learned

When executing an organisational change of this character, the importance of co-ordination of
procedures, standards, rules, exercise plans and education plans are very essential. Education
of personnel to double competencies as in this case is problematic. It is not the best way to
recruit Security Guards. The involved personnel and their colleagues must accept the benefit
regarding double competence.

The work with security has restarted as a result of the described shortcomings above. Further
measures for a successful implementation have been initiated. Moreover the approach with
double competencies of Field Operators has been rejected.

REGULATORY AND SUPERVISORY AUTHORITY VIEW

Process leading to approval

SKI was first informed about the plans in 1995. FKA Power Company applied for an approval
in 1996. This was followed by a two-year test period to evaluate the new organisation.
Following the test period SKI approved the change of Security organisation at Forsmark NPP.

Indications of problems

Both during the test period of the new organisation and after the approval from SKI there
were signals pointing at potential problems connected with the change of organisation of
Security Guards at Forsmark NPP. Both SKI and the FKA Power Company identified
problems with the implementation of the new organisation. This led to measures aiming at
solving the problems some of which were successful and others that were not.

Inspection of the security at Forsmark NPP

At the end of 1999 it was clear to SKI that a major inspection had to be carried out in order to
evaluate the function of the security at Forsmark NPP. The inspection was to focus on the
physical protection of Forsmark NPP with a specific focus on the abilities of the security
guards to act in accordance with the SKI regulations.

Result of inspection and decisions taken by SKI

The inspection in January 2000 resulted in severe criticism of the physical protection at
Forsmark NPP in the following two areas:

• Protection of the perimeter, both technical shortcomings and the ability of the security
guards to act promptly

• Attitudes of Security Guards, Shift supervisors and operating personnel. This included
also lack of repetitive training and exercises for involved personnel

SKI decided in May 2000 that the FKA Power Company, as a condition for continued
operation of the Forsmark NPP after the 30 June 2001, should take corrective actions in
addition to immediate compensatory measures to ensure that the physical protection would be
in compliance with national regulations.
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Dialog between FKA Power company and SKI

Immediate actions and an ambitious and extensive plan of measures to improve the physical
protection at Forsmark NPP followed the decision by SKI. Furthermore FKA Power
Company has submitted a number of reports to SKI on the progress of the implementation of
the measures to improve the physical protection. In addition to the reports informal meetings
have been held in order to facilitate the formal process.

Follow-up inspection

During a week in May 2001 SKI will conduct a follow-up inspection in order to evaluate the
physical protection at Forsmark NPP. The inspection team will interview 18 individuals in
different functions such as managing director, security manager, security guards and shift
supervisors. The result of the inspection will form the basis for a decision by SKI regarding
the operation of the nuclear power plant after 30 June 2001.
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