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Today, much of the stability created by the nuclear standoff between the two former superpowers
has disappeared, replaced by new nuclear proliferation challenges due to excessive quantities of
fissile materials [1]. Inadequately protected and poorly controlled weapons-usable material could
end up in crude nuclear weapons of "states of concern" or a terrorist organization [2]. While the
potential proliferation threats and the consequences of such chilling scenarios are fairly easy to
understand, the problems of fissile weapons-usable material management have proven anything
but simple to solve [3]. Obviously, many of these problems emanate from the inherent
complexities of nuclear arms control, including distrust, cultural differences, political interest,
and money allocation.

Yet, misunderstandings and confusion about basic concepts and different nuclear husbandry1

functions have also likely contributed to errors in planning and implementation of specific arms
control measures. Even something as fundamental as the disparate goals of "P", "C", and "A" in
nuclear Material Protection Control and Accounting ("MPC&A")2 are not always well
recognized. Unfortunately, there tends to be a simplistic "one-size-fits-all" attitude about nuclear
security. Lumping together arms control activities blurs their separate goals, means, methods,
adversaries, and limitations. Consequences may include unrealistic expectations for monitoring
hardware and security systems, overconfidence in the power of verification, and failure to
appreciate critical security vulnerabilities.

Far too often nuclear security equipment is fielded without a serious assessment of its intended
purpose, overall context, expected performance, or vulnerabilities.3 Many of the problems
mentioned above can be avoided if we have an appreciation of the disparate character and nature
of the various arms control functions. To us, and probably to most in the audience, the
differences should be fairly obvious, yet in practice, they often seem to be overlooked—with
potentially serious detrimental consequences for nuclear security.

1 We think of "nuclear husbandry" as encompassing a number of functions in the areas of nuclear security,
safeguards, nonproliferation, disarmament and arms control. Webster's II New College Dictionary defines
"husbandry" as "careful management of resources". It also has an agricultural connotation that isn't far off the mark
in this context: "the cultivation of crops and the breeding and raising of livestock; [involving] the application of
scientific principles." The Merriam Webster Collegiate Dictionary defines "husbandry" as "the control or judicious
use of resources". A "husband" is a manager or steward, especially one that is prudent and thrifty. The lack of
careful thinking may not be as obvious in the literature as in real-world arms control efforts. Through our own work,
we have observed first-hand numerous examples of confusion about key concepts by arms control researchers,
program managers, and security personnel.
2 Broadly speaking, domestic "MPC&A" (Material Protection, Control, and Accounting) systems are intended to
protect material against theft or diversion, and to detect such events if they occur. This is explained succinctly in [4],
3 One of us (Johnston) is aware of over a dozen critical security devices or systems currently in use for domestic
safeguards in the U.S. for which no comprehensive analysis or vulnerability assessments have been done.
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After pragmatically examining the existing nuclear arms control concepts and approaches, we
have identified seven distinct "nuclear husbandry" functions, or key activities for responsible
management of nuclear weapons and material. Each of these functions are characterized with a
unique set of attributes such as their distinct objectives, the means to be applied to meet these
objectives, the potential obstacles to their successful implementation, and the distinctive context
in with the activity must operate and master (including the adversaries to neutralize). In our view,
the seven major functions, covering the spectrum of nuclear husbandry activities, are domestic
nuclear physical protection, domestic control/containment, domestic accounting of nuclear
material, domestic auditing, international auditing, monitoring of international treaties and
agreements, and transparency.

These seven functions constitute the fundamentals of domestic and international nuclear
husbandry. Because they have less overlap, reduced ambiguity, and no multiple interpretations,
this categorization can help clarify issues and avoid pitfalls. For example, a widely used — and
misused — nuclear security term is "safeguards". Today there are at least two, distinct and
dissimilar uses of the word —domestic (U.S.-type) safeguards and international (IAEA-type)
safeguards. The United States uses the word "safeguards" in a rather imprecise way, often in
combination with "security", to cover a wide range of domestic nuclear non-proliferation
activities, from physical protection and containment to accounting of nuclear material
("MPC&A"). The International Atomic Energy Agency (IAEA) uses the terms in an equally
ambiguous and open-ended manner, making it hard to assess safeguards effectiveness [5]. The
IAEA sometimes adds "international" out front, and generally understands "safeguards" as
"nuclear material verification activities at nuclear facilities" [6].

While domestic "safeguards" are designed primarily to detect theft of material by rogue
individuals or small groups working at cross-purposes to the nation that owns the facility,
international "safeguards" are designed to detect diversion by the nation itself. If asked, most
arms control theorists, nuclear security experts, safeguards program managers, and US national
laboratory personnel will readily agree that domestic "safeguards" are not the same thing as
IAEA "safeguards". In our experience, however, many nevertheless seem to operate under the
implicit assumption that U.S. domestic MPC&A hardware, methods, and personnel are more or
less directly applicable to IAEA applications without critical analysis or significant modification.
It thus can, and according to some, should be applied in an international context to provide cost-
effective and quick solutions. This is a fallacy because the mentioned goals, adversaries,
personnel, costs, environment, consequences of a failure, and other factors differ enormously.

The main adversary being monitored by the IAEA is the nation that signed the treaty—and the
owner and operator of the nuclear facilities being inspected. This is a very different kind of
adversary from that addressed by domestic safeguards. The resources available to a nation to try
to defeat international nuclear safeguards may exceed those available to individuals or small
groups by six to nine orders of magnitude.4 Moreover, the operational context for the two types
of safeguards varies significantly. For international safeguards, the items being monitored are
owned and controlled by the potential adversary (the state itself). For domestic safeguards, the
protagonist owns the monitored items. For international IAEA safeguards, not only will the
potential adversary always be present, the inspected state may itself install some of the means
used for the treaty monitoring (e.g. tags and seals), and the state - the potential adversary - can

4 A nation has millions of people versus the one or relatively few rogue individuals who are the primary focus of
domestic MPC&A. See [7].
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inspect all safeguard equipment. The operational success of the different safeguard activities may
be further influenced by (local) external factors such as (unknown) variations in the physical
environment, including weather conditions and the need for site-specific training and knowledge.
Clearly, the respective abilities of international and domestic safeguards to meet such challenges
will inevitably vary.

The potential consequences of violating the different sets of safeguards differ both in nature and
severity. Adversaries trying to defeat the MPC&A system at a facility may face severe criminal
penalties, or even injury or death with direct confrontation. The corresponding consequences for
a state violating its international safeguards obligations are more obscure and less pronounced.
The international community is likely to react to treaty violations, but a priori, formalized
sanctions have yet to be invoked for treaty non-compliance. The time frame for response further
differentiates the deterring effects of the two types of safeguards. While the response time for
domestic safeguards violations could be minutes international safeguards inspection intervals
tend to be in the range of months to years.

Conclusion

Despite the differences, traditionally domestic safeguards approaches have often been used for
international safeguards, sometimes with a few modest changes. Given the extreme discrepancies
between the goals, operational context and potential adversaries of the two, such easy solutions
may be detrimental to long-term nuclear security. Domestic MPC&A personnel and hardware are
not automatically appropriate for international treaty monitoring or for international auditing.
International inspectors, such as used by the IAEA, need tools and training specific for their
treaty monitoring mission, not just duplicated from (U.S.) domestic MPC&A approaches.

Domestic "cost-effective" solutions may turn out to be highly ineffective and thus expensive and
detrimental to long-term nuclear security when applied in new contextual settings. Emphasis
should be given to optimize approaches and hardware specifically designed for international
safeguards and for future treaty monitoring (e.g. under a Fissile Material Cut-Off Treaty). To the
extent international applications are to be borrowed from domestic approaches, much caution
should be given to assess all aspects of the unique nuclear husbandry function in question
(objective, obstacles to implementation, potential adversaries etc.), before any fielding of devices
or systems.
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