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VERIFICATION AND NUCLEAR MATERIAL SECURITY

IAEA-SM-367/1/01

M. ELBARADEI
International Atomic Energy Agency, Vienna, Austria

The Director General will open the symposium by presenting a series of challenges facing the
international safeguards community: the need to ensure a robust system, with strong
verification tools and a sound research and development programme; the importance of
securing the necessary support for the system, in terms of resources; the effort to achieve
universal participation in the non-proliferation regime; and the necessity of re-energizing
disarmament efforts. Special focus will be given to the challenge underscored by recent
events, of strengthening international efforts to combat nuclear terrorism.
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THE NPT REGIME: PROGRESS AND PROMISES

JAYANTHA DHANAPALA
United Nations, New York, NY, USA

Thesis

The "NPT regime" has arrived at a fateful crossroads. Though extended indefinitely in 1995, its
future is my no means secure. The future "progress" of this treaty will depend upon whether the
"promises" of its States parties are fully implemented and, eventually, upon the treaty's success
in achieving fully universal membership.

Challenges

The treaty faces many short-term and longer-term challenges:

Short term

The first Preparatory Committee meeting for the 2005 Review Conference will meet next year.
NNWS will want to see some evidence of progress on nuclear disarmament (Art. VI), along the
lines prescribed in the 13 "practical steps" agreed at the last Review Conference. Yet progress
has been set back by: uncertainties over the future of the ABM Treaty; the failure of START II
and the CTBT to enter into force; the lack of a FISMAT treaty and a treaty establishing a NWFZ
in Central Asia; continued qualitative improvements in nuclear weapons; hints that nuclear
testing may one day resume; the persistence of doctrines of first-use, pre-emptive use, and use
against states that use CBW. Other compliance-related questions will arise over safeguards (e.g.
the inability of the IAEA to conduct inspections in the DPRK; signs of a breakdown of the norm
of full-scope IAEA safeguards, e.g. in South Asia). There are also concerns over the
implementation of non-proliferation commitments (e.g. persisting allegations about nuclear
weapon programmes in existing NNWS). The terrorist attacks in New York and Washington,
D.C. on 11 September should also serve as a reminder of the new terrorist dangers relating to the
possible use of weapons of mass destruction and unorthodox delivery systems.

Longer term

Selectivity in the enforcement of NPT norms; unilateralism; IAEA funding uncertainties and
shortfalls; difficulties in reaching universal membership (India, Pakistan, and Israel); continuing
compliance problems with respect to both non-proliferation and disarmament; weak support in
the public for disarmament (declining support from foundations; efforts to marginalize the
NGOs; lack of transparency)

Responses

It is not yet time to rule out the possibility of major progress on nuclear disarmament, as
unilateral, bilateral, or plurilateral initiatives among the NWS may still occur, the likelihood of
this occurring would grow if the NNWS and the people of all states increase their efforts to
promote this goal. Without such pressure, there is less incentive for progress and hence less
grounds for optimism of progress. Progress on non-proliferation is also essential, recognizing its
close linkage with disarmament. The norm of full-scope IAEA safeguards must be reaffirmed or
it will falter and disappear. Aside from the assistance it receives from the IAEA, the NPT lacks
institutional support: it has no secretariat or executive body, nor have the States parties shown
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much interest in creating such bodies. The world community might consider exploring such
institutional issues — along with the interdependence of the NPT with other disarmament
instruments and arrangements — in a Fourth Special Session of the General Assembly on
Disarmament. The re-invigoration of the UN's existing disarmament machinery, along with
efforts to create new norms in such fields as missiles, missile proliferation, missile defence, and
space weapons, are also desirable paths for the world community to pursue. Supporters of the
NPT must re-double their efforts to ensure that all of the treaty's provisions are scrupulously
observed by all the States parties, and that the treaty is understood and supported by the public.
With respect to terrorism, there is an urgent need for new international efforts to eliminate all
weapons of mass destruction and increased global cooperation to tighten the security of nuclear
materials (their production, storage, and transportation) in the interim.
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THE ADDITIONAL PROTOCOL AS AN IMPORTANT TOOL FOR THE
STRENGTHENING OF THE SAFEGUARDS SYSTEM

REINHARD LOOSCH
Konigswinter, Germany

The following main points win be dealt with and underlined by illustrative examples:

0. A preliminary clarification: Contrary to the title's short-hand language, it is of course, not the
Additional Protocols entered into by the Agency and States and other Parties to Safeguards
Agreements since 1997 nor the Model Additional Protocol adopted by the Board of Governors
and endorsed by the General Conference in 1997 that are, by themselves, an important tool for
the strengthening of the Agency's safeguards system. They are, however, the necessary legal
prerequisite as well as a strong political and moral boost for enabling the Agency to develop
and apply additional tools in order to make the international nuclear non-proliferation regime
more effective and, therefore, more reassuring and at the same time, more efficient and
therefore, more widely accepted.

1. The importance of the new tools cannot be assessed yet. Hopefully, it will grow quickly and
consistently. This will depend primarily on two factors:

- The extent to which Additional Protocols are entered into force and at what speed this is
achieved, and the extent to which these Protocols cover all important peaceful nuclear
activities and resources, whether these exist in states with comprehensive safeguards
agreements or not;

The extent to which the Agency succeeds in merging the new measures with those
applicable before into an optimized, integrated toolbox.

2. The first factor tends to increase effectiveness by permitting the collection of safeguards-
relevant data provided not only in reports from countries in which such activities are conducted
or such resources exist but also in information coming from other sources such as publications
in. or intelligence made available by, other countries. Cross-checking all those data against
each other may, in the best case, reinforce their credibility or, in the worst case, reveal gaps and
inconsistencies, but will at any rate, in one way or other, help to attain primary safeguards
objectives.

3. The second factor may enhance effectiveness by allowing the Agency to choose, in any given
case, the best and fastest-working combination of tools from the wide array created by the
various safeguards instruments (agreements, protocols, Board decisions, and the like). By the
same token, such choice offers great potential for achieving better efficiency (e.g. correlating
information available from several sources independent of each other before proceeding to
further time-consuming, costly and more intrusive inspections).

4. The most important positive impact of these two factors is, however, to be expected from their
interrelatedness, from their promise of mutually reinforcing their positive effects: If, for
instance, the integration of the new tools into the Agency's safeguards arsenal will lead to
higher efficiency, this will promote wider acceptance of Additional Protocols which in turn will
increase effectiveness (as described under 2 above) and, by ever more approaching
"universality" of the Agency's safeguards system, its attraction for countries that have not, or
not fully, adhered to it before.
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Whether all the potential that is added by Additional Protocols will be exhausted to the optimum
will, of course, be decisively influenced by the way in which the now larger toolbox will be put to
use. If the measures made possible by the Protocols are seen in isolation and only as a purely
additive means for complementing an otherwise unchanged implementation of safeguards as
administered before, added value in temls of safeguards effectiveness and safeguards efficiency will
be low. If, however, the implements are chosen wisely and flexibly as appropriate in any given
situation, then the title of my present contribution might become a statement of fact rather than a
mere question or expression of hope.
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THE NUCLEAR THREAT AND THE NUCLEAR THREAT INITIATIVE

CHARLES CURTIS
Nuclear Threat Initiative (NTI), Washington D.C., USA

President and chief operating officer of the Nuclear Threat Initiative (NTI), was invited by the
IAEA Director General to speak about NTI and its mission at the IAEA Safeguards Symposium.

Established by CNN founder Ted Turner and former U.S. Senator Sam Nunn, NTI is a charitable
organization working to strengthen global security by reducing the risk of use and preventing the
spread of nuclear, biological and chemical weapons. The foundation is global, concentrating not
just on the United States, Russia, and other nations of the former Soviet Union, but also on those
regions of greatest proliferation concern in Asia and the Middle East.

NTI is working to close what it perceives as an increasingly dangerous gap between the threat
from nuclear, biological and chemical weapons and the global response.

NTI is supported by a pledge from Mr. Turner of at least $250 million over five years, among the
largest sums any private individual has ever invested in these security issues. NTFs Board of
Directors, an international team of experienced and knowledgeable experts, determines the
overall direction of the foundation.
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STRENGTHENED SAFEGUARDS: PRESENT AND FUTURE CHALLENGES

PIERRE GOLDSCHMIDT
International Atomic Energy Agency, Vienna, Austria

The safeguards system is experiencing what has been seen as a revolution and, in doing so, it
is confronting a series of challenges. These can be grouped into three areas.

Drawing and maintaining safeguards conclusions

The process by which the safeguards conclusions are derived is based upon the analysis,
evaluation and review of all the information available to the Agency. This process is on-
going, but the State Evaluation Reports are compiled and reviewed periodically. For States
with an additional protocol in force, the absence of indicators of the presence of undeclared
nuclear material or activities provides the basis for the safeguards conclusion. Future
challenges center on States' expectations of, and reactions to, the results of the evaluation and
review process.

Designing and implementing integrated safeguards

The conceptual framework of integrated safeguards is being actively pursued. Basic principles
have been defined and integrated safeguards approaches have been developed for various
types of facilities. Work is also progressing on the design of integrated safeguards approaches
for specific States. Complementary access is being successfully implemented, and procedures
for the use of unannounced inspections are being developed with the prospect of cost-
effectiveness gains.

Costs neutrality vs. quality and credibility

The Department faces serious staff and financial challenges. It has succeeded so far in
"doing more" and "doing better" within a zero-real growth budget, but the scope for
further significant efficiency gains is exhausted. There is no capacity to absorb new or
unexpected tasks. Difficulties in recruiting and retaining qualified and experienced staff
exacerbate the problems and add to costs. The Director General of the IAEA has referred
to the need for new initiatives to bridge the budgetary gap; a possible measure is proposed.

The tasks of meeting the challenges and demands of strengthened safeguards have been added
to the tasks of implementing traditional safeguards. New tasks are appearing; a significant
recent example is the consequence, for the Department's Security of Material Programme, of
the September terrorist attacks in the United States. The gap between what is required and the
available resources cannot continue to increase indefinitely.
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VERIFICATION OF CORRECTNESS AND COMPLETENESS OF INITIAL
DECLARATIONS

OJ.HEINONEN
International Atomic Energy Agency, Vienna, Austria

The requirement to verify the correctness and completeness of the information provided by a
State in its initial declaration arises from the comprehensive safeguards agreement between a
State and the Agency. The objective of safeguards is to provide credible assurance of the non-
diversions of nuclear material from declared activities, and of the absence of undeclared nuclear
material and activities based on the Agency's conclusions from activities it performs in a State
and on all information available to it. The cornerstone of the IAEA safeguards is and remains
nuclear material accountancy verification. The strengthening safeguards system including the
provisions of the Additional Protocol have provided the Agency access to a variety of new
information. This together with a number of new tools such as environmental sampling, usage of
satellite imagery, novel NDA methods for spent fuel available combined with enhanced
information analysis provide the Agency with new capabilities is meeting its verification
obligation.

12
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IMPLEMENTATION OF THE ADDITIONAL PROTOCOL: PROGRESS AND
EXPERIENCE

K. MURAKAMI
International Atomic Energy Agency, Vienna, Austria

The Model Additional Protocol (INFCIRC/540) was approved by the IAEA Board of
Governors in May 1997. The implementation of Additional Protocol measures provide, inter
alia, more information and more access rights to the Agency inspectors and are aimed at
significantly enhancing the Agency's capability to detect undeclared nuclear material and
activities in a given State. As of July 2001, the Board has approved Additional Protocols for
57 States and, of these 21 are in force.

States with the Additional Protocol in force are required to submit a 'declaration' to the
Agency regarding the nuclear and nuclear related activities in the country. These declarations
are carefully reviewed by the Agency and compared with the information available to the
Agency. Any inconsistencies or questions, which arise, are clarified and the Agency conducts
visits to confirm the declarations or to resolve the inconsistencies. Based on the evaluation of
all the information, conclusions are drawn once per year regarding the absence of undeclared
nuclear material and activities for the States and reported to the Board. The Agency has
reported such conclusions for 7 States in 2000.

The Agency's preparations for the implementation of the Additional protocol included, e.g.,
development of guidelines for the States for submission of 'declarations', internal guidelines
for the evaluation of the declarations, for conduct of visits (complementary access), and
development of software for submission of the declarations by the State. Consultations,
seminars and field trials have been held with the Member States regarding the scope and
format of declarations as well as arrangements for the conduct of complementary access,
provided for in the Additional Protocol.

The Agency has and continues to evaluate the declarations received from a number of
countries. In addition, a number of Complementary Access visits have been conducted in the
States with Additional Protocol in force.

This paper will describe the progress to date in the implementation of the Additional Protocol,
experience gained in the conduct of field trials, actual implementation activities, prospects for
the future, and how the Agency is coping with the increased workload under constrained
resources.

13
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SECURITY OF MATERIAL

A. NILSSON
International Atomic Energy Agency, Vienna, Austria

From the early days of discovery and experimentation with nuclear science, nuclear and
radioactive materials have held extraordinary potential for being of great benefit to
humankind, as well as for causing significant harm. For the past forty years, the IAEA has
played an important role in ensuring that nuclear technologies and materials are used only for
peaceful purposes. The Agency's safeguards programme has been providing assurances that
States honour their undertakings to use nuclear facilities and materials for peaceful purposes
only.

The potential of nuclear materials and other radioactive materials being used in subversive
activities, such as theft, illicit trafficking, sabotage and threats thereof, has been recognized by
the international community. The tragic events in New York have given new light to and
increased concern for this potential. No target may be considered immune from terrorism.
Since 1993, States have confirmed over 370 cases of illicit trafficking. Information is also
available on potential attempts of and actual acts of sabotage.

For any State, the first step in ensuring the security of their materials is an effective national
system. Such a system must contain multiple elements, including physical protection
measures, material accountability arrangements, reliable detection capabilities, and plans for
rapid and effective response when material is found to be lost, stolen or otherwise not under
proper control. The system must also cover illegal waste dumping and other activities that
would result in the release of radioactive material into the environment. All these measures
should be based on well founded legal and regulatory structures. In many cases, the
responsibility for these various elements lies with different bodies, and co-operation between
them is vital to the success of the national system.

The Agency's programme Security of Material aims at being of service to States in their
efforts to upgrade their security measures for nuclear and radioactive material — through the
transfer of technology, exchange of information, assistance and training in the implementation
of internationally accepted standards.

The paper gives further details on present activities. It also looks into the Agency's process to
review its programmes in the light of the request by the General Conference to the IAEA
Director General to "review thoroughly the activities and programmes of the Agency with a
view to strengthening the Agency work relevant to preventing acts of terrorism involving
nuclear materials and other radioactive materials" (GC(45)/RES/14).
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NUCLEAR DISARMAMENT AND ONGOING MONITORING AND VERIFICATION
IN IRAQ

J. BAUTE
International Atomic Energy Agency, Vienna, Austria

Following Iraq's withdrawal from Kuwait, the United Nations Security Council adopted its
resolution 687 (1991), setting out the terms of the ceasefire agreement. Those terms, inter alia,
requested the Director General of the International Atomic Energy Agency (IAEA) to carry out
immediate on-site inspection of Iraq's nuclear capabilities, to prepare and carry out a plan for the
destruction, removal and rendering harmless of all assets relevant to the design and production of
nuclear weapons, and to design and eventually implement a plan for the ongoing monitoring and
verification of Iraq's compliance with its related obligations under Security Council resolutions.

This paper summarises the work of the IAEA Iraq Action Team, established by the Director
General to carry out the practical tasks necessary to implement the requests of the Security
Council. It also highlights lessons learned from a unique regime of disarmament and verification.
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EVOLUTION OF IAEA VERIFICATION IN RELATION TO NUCLEAR
DISARMAMENT

DIRK SCHRIEFER
International Atomic Energy Agency, Vienna, Austria

The International Atomic Energy Agency (IAEA) has many years of experience in verifying
compliance of States' commitments to the Treaty on the Non-Proliferation of Nuclear
Weapons (NPT) and similar treaties. Over the past few years, this experience has been used to
implement, under the existing "voluntary offer" safeguards agreement with the United States
of America, a verification regime for nuclear material no longer required and irreversibly
released from the nuclear weapons programme in the United States ("excess material"). Such
safeguards measures are currently applied to twelve metric tons of "excess material" in
storage and, additionally, to the downblending of fifty metric tons of highly-enriched
uranium.

For non-nuclear-weapon States, IAEA verification activities under a comprehensive
safeguards agreement pursuant to the NPT are mandatory (Article III). It is one of the
Agency's core activities "to establish and administer safeguards ... and to apply safeguards ...
to any ... State's activities in the field of atomic energy" (IAEA Statute, Article III-5). The
NPT, however, also stipulates "negotiations ... on effective measures ... to nuclear
disarmament ... under strict and effective international control" (NPT, Article VI). These two
issues are different in intention and scope, and while the Agency has clear mandate regarding
NPT safeguards (Article III), it has no mandate under Article VI.

Against this background, the Trilateral Initiative was launched in 1996, between the Russian
Federation, the United States of America, and the IAEA, to develop a new verification system
for weapon-origin material in both States. Agency verification of this material is intended to
promote international confidence that it remains irreversibly removed from nuclear weapon
programmes. In August 2000, the Plutonium Management and Disposition Agreement was
signed by the United States and the Russian Federation. Article VII of this agreement foresees
a verification role for the IAEA. The Fissile Material Cut-Off Treaty (FMCT), banning future
production of fissile material for weapons, will form an important additional component to
prevent the increase of nuclear weapon-usable material. Commitment to the above
arrangements, once in place, will show a commitment to nuclear disarmament.

Nuclear material and facilities to produce and process this material are the essential
prerequisites for nuclear weapons. The Agency has a long experience with the controlling of
the production, the processing, import and export of nuclear material as the principal focus of
IAEA safeguards. Nuclear material and facilities are also the core requirements for the above
disarmament arrangements. The Agency's technical capabilities and experience in
understanding the relevant processes will permit the effective application of monitoring and
verification regimes to assure States that specified facilities cannot be misused for activities
proscribed under an international treaty. The expansion of the IAEA safeguards regime to
compliance monitoring for an FMCT may not be so far away.
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INTEGRATED SAFEGUARDS - CURRENT STATUS OF DEVELOPMENT AND
PLANS FOR IMPLEMENTATION

JILLN. COOLEY
International Atomic Energy Agency, Vienna, Austria

One of the International Atomic Energy Agency's priorities continues to be the development
of concepts for integrating traditional nuclear material verification activities with new
safeguards strengthening measures. Integrated safeguards refers to the optimum combination
of all safeguards measures available to the Agency under a comprehensive safeguards
agreement and an additional protocol to achieve maximum effectiveness and efficiency,
within available resources, in meeting the Agency's safeguards objectives. The process of
defining the optimum combination of measures is being developed on a non-discriminatory
basis for all States that have comprehensive safeguards agreements and additional protocols in
force. Co-ordinated by the Department of Safeguards, the development programme is being
conducted with the assistance of a Group of Experts designated by the Director General, the
technical advice of the Standing Advisory Group on Safeguards Implementation (SAGSI) and
the involvement of Member States.

Substantial progress continues to be made on integrated safeguards as reported in two
information papers prepared for the Board of Governors in March and November 2000. The
concept being developed involves a State-level integrated safeguards approach designed for a
State by combining safeguards approaches for the specific facility types present in the State
with the implementation of measures of the additional protocol taking into account the State's
nuclear fuel cycle, the interaction between facilities, a comprehensive State evaluation and
other State-specific features.

Guidelines have been developed which identify the conditions a State has to meet and the
activities the Secretariat has to perform, in implementing a comprehensive safeguards
agreement and an additional protocol together, to enable the Agency to (a) draw a conclusion
of the absence of undeclared nuclear material and activities in the State as a prerequisite to
implementation of integrated safeguards in that State; and (b) maintain the ability of the
Agency to draw such a conclusion thereafter. The guidelines are in provisional use and will
be revised as appropriate in the light of experience gained.

A conclusion of the absence of undeclared nuclear material and activities establishes the
possibility to reconsider the verification activities and implementation parameters that would
subsequently be appropriate to apply to declared nuclear material at specific types of
facilities. Generic approaches for implementation under integrated safeguards are currently
being developed for specific facility types, which will result in less inspection effort on
declared material than there is with current approaches at such facilities. Proposals have been
prepared and evaluated for light water reactors (LWRs) without mixed oxide (MOX) fuel,
research reactors, spent fuel storage facilities, and on-load fuelled reactors. Work is
continuing on other facility types including LWRs with MOX and low enriched uranium fuel
fabrication plants. Implementation-related aspects of integrated safeguards being further
elaborated are conditions for conducting effective unannounced inspections, procedures for
randomisation of inspections and the role of State systems of accounting and control
(SSACs). The first State-level integrated safeguards approach for a Member State with an
additional protocol in force has been prepared for provisional implementation in 2001.

The paper will provide a current status of the development of integrated safeguards with
particular emphasis on its main elements, progress to date, and plans for implementation.
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INTEGRATED SAFEGUARDS: AUSTRALIAN VIEWS AND EXPERIENCE

J. CARLSON, V. BRAGIN, R. LESLIE
Australian Safeguards and Non-Proliferation Office, Canberra, Australia

Australia has had a pioneering role in assisting the IAEA to develop the procedures and
methods for strengthened safeguards, both before and after the conclusion of Australia's
additional protocol. Australia played a key role in the negotiation of the model additional
protocol, and made ratification a high priority in order to encourage early ratification by other
States. Australia was the first State to ratify an additional protocol, on 10 December 1997,
and was the first State in which the IAEA exercised complementary access and managed
access under an additional protocol.

Australia has undergone three full cycles of evaluation under strengthened safeguards
measures, enabling the Agency to conclude it was appropriate to commence implementation
of integrated safeguards. In January 2001 Australia became the first State in which integrated
safeguards are being applied. As such, Australia's experience will be of interest to other
States as they consult with the IAEA on the modalities for the introduction of integrated
safeguards in their jurisdictions. The purpose of the paper is to outline Australia's experience
with strengthened safeguards and Australia's views on the implementation of integrated
safeguards.

Australia has five Material Balance Areas (MBAs), the principal one covering the 10 MWt
research reactor at Lucas Heights and the associated inventory of fresh and irradiated HEU
fuel. Under classical safeguards, generally Australia was subject to annual Physical Inventory
Verifications (PIVs) for the four MBAs at Lucas Heights, plus quarterly interim inspections,
making a total of four inspections a year (PIVs for the different MBAs were conducted
concurrently with each other or with interim inspections in other MBAs), although there was
a period when the fresh fuel inventory exceeded one SQ, requiring monthly inspections.
Under strengthened safeguards, this pattern of four inspections a year was maintained, with
the addition of complementary accesses, which in most cases have been undertaken at the
Lucas Heights site.

Under the integrated safeguards regime now being applied, the timeliness period for irradiated
fuel has been changed from three months to 12 months, eliminating quarterly interim
inspections. The four inspections each year have been replaced by one PIV (including
comprehensive Design Information Verification activities), and an average of one
unannounced inspection. The objectives of unannounced inspections include, to verify the
fresh and spent fuel inventory and if possible the core fuel, and to confirm facility design
information, the declared operation of the reactor, and the absence of undeclared activities.
The term "average" is important—to maintain deterrence, once an unannounced inspection
has taken place, there will always be the possibility of a further unannounced inspection in the
same year. Where possible, fuel transfers will be verified during the PIV or unannounced
inspection(s), but the IAEA has indicated that if necessary additional inspections may be
undertaken for this purpose. In addition to the inspections outlined above, there are five or six
complementary accesses each year, mainly at the Lucas Heights site, but also encompassing
uranium mines and LOFs (locations other than facilities). In most circumstances it is
expected that complementary accesses would be carried out when inspectors are in Australia
for routine inspections. The overall savings in inspection effort are expected to be about 45%
(a reduction from 18 to 10 PDI) a year. However, this depends on whether additional
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inspections are required to verify fuel transfers—an area where Australia considers remote
monitoring could be very useful.

The paper discusses implementation issues such as the participation of national inspectors in
inspections and complementary access, and the conduct of unannounced inspections. The
value of unannounced inspections - i.e. inspections whose timing is unpredictable to the State
or the facility operator—has been particularly recognized in the context of integrated
safeguards. The paper also discusses the consequences should the IAEA be unable to resolve
significant questions and inconsistencies in a State in which integrated safeguards are being
applied.

The implementation of integrated safeguards is very much a work in progress. Not only is the
development of methods and procedures ongoing, but substantial work remains to be done on
the methodology for evaluation of the Agency's performance and the validity of its
conclusions. Clearly the effective implementation of integrated safeguards presents a series
of challenging tasks for the Agency and also for States. It is in the interest of every State to
participate constructively with the Agency in this effort.
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DEVELOPMENT OF INTEGRATED SAFEGUARDS PROPOSALS FOR EACH TYPE
OF NUCLEAR FACILITY IN JAPAN

HIROMITERADA, SHIZUKO KAKUMI, TAKESHI OSABE
Nuclear Material Control Center, Japan

KINJI KOYAMA
Institute of International Affairs, Japan

Japan's commitment to strengthened safeguards has been amply demonstrated through its
consistent support of Programme 93+2 and the negotiation of the Additional Protocol, the
subsequent conduct of implementation trials of the Additional Protocol at large Japanese
nuclear sites and the early (16 December 1999) entry into force of an Additional Protocol to
Japan's Comprehensive Safeguards Agreement. With the greatly increased nuclear
transparency and openness associated with implementation of the Additional Protocol and an
accompanying conclusion by the Agency that there are no undeclared nuclear material and
activities in Japan, Japan will likely be the first State with a major nuclear programme that is a
candidate for the application of integrated safeguards.

The Agency has defined integrated safeguards to be "the optimum combination of safeguards
measures available to the Agency under comprehensive safeguards and additional protocols,
which achieves the maximum effectiveness and efficiency within available resources in
fulfilling the Agency's right and obligation in paragraph 2 of INFCIRC/153 (corrected)". The
impact of the implementation, both that of the Agency and that of Japan's domestic system, of
the more effective and efficient safeguards embodied in integrated safeguards will be enormous.
The Japanese Government, in an effort to further develop Japan's own views on the
implementation details of integrated safeguards and to support the presentation of those views
in a variety of fora, has established an Advisory Group on integrated safeguards. This Advisory
Group, comprised of experts from the Government and industry working with staff from the
Nuclear Material Control Center (NMCC), has proposed integrated safeguards approaches for
several facility types in concert with reviews of integrated safeguards approaches proposed by
the Agency. The following is a summary of that ongoing work.

LEU FUEL CYCLE FACILITIES

Japan is proposing, for LEU fuel cycle facilities - taken at this point to include LEU fuel
fabrication facilities and LWRs without MOX, the development of a LEU fuel cycle tracking
system. A tracking system that will provide the Agency and Japan's domestic safeguards
system with real-time or near-real-time information on the location and quantities of nuclear
material in these facilities. This information in combination with unannounced inspections
provides for improved flow verification and deals with borrowing and undeclared production
scenarios. Short notice random inspections (SNRIs) for flow verification have already been
implemented in Japan's four operating LEU fuel fabrication facilities. This proposal together
with changes proposed by the Agency (e.g., the extension of the timeliness verification goal for
spent fuel from 3 months to a year) with result in an improved safeguards regime on an
important segment of Japan's fuel cycle. The means to conduct unannounced inspections at
remote LWRs in Japan remains an unsolved problem because of the travel times necessary for
Government inspectors to meet the domestic requirement that Agency inspectors be
accompanied during the conduct of inspection activities.
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URANIUM ENRICHMENT FACILITIES

The combination of LFUAs, environmental sampling and activities under the Additional
Protocol provides added assurance against facility misuse (i.e., enrichment beyond declared
levels) and assurances regarding the absence of undeclared enrichment elsewhere. These
assurances provide the basis for an integrated safeguards proposal that includes a reduced
frequency of interim inspections and eliminates the need for bias defect
sampling/measurements in connection with flow and inventory verifications. In time, it may
prove useful to include the LEU product in the LEU fuel cycle tracking system prior to
shipment.

REPROCESSING FACILITIES

The Rokkasho reprocessing plant (RRP), a large scale reprocessing facility with an operating
capacity of 800 metric tones uranium per year is scheduled to begin operating mid-2003. The
safeguarding experience at the Tokai reprocessing plant and that reported for large scale
reprocessing plants outside Japan indicates that safeguards measures beyond conventional
material accountancy and NRTA will be needed in the solution portions of the RRP. The RRP is
being instrumented in a way that provides the inspectorates with the independent means to
monitor the movement of solutions through the plant. Solution monitoring, a qualitative
verification intended to provide added assurances that the plant is being operated as declared
and that there are no undeclared nuclear material and activities, is an important component of
the integrated safeguards approach proposed for the RRP.

23



XA0200015 IAEA-SM-367/3/04

SAFEGUARDS-RELATED CONSIDERATION OF THE CONVERSION OF
UNIRRADIATED PLUTONIUM TO METALLIC FORM1

GRAHAM ANDREW, MIKE BEAMAN
UK Department of Trade and Industry

TREVOR BARRETT
Thurso, UK

The process of developing integrated safeguards (IS) involves the re-examination of certain basic
safeguards parameters, in particular those associated with timeliness. Initial consideration
focussed on timeliness goals for irradiated fuel, but more recently discussion has extended to
include these parameters as they relate to unirradiated plutonium, particularly the plutonium
contained in fresh mixed oxide (MOX) fuel. In this paper publicly available information has been
used:

a) in describing the kinds of process which could be used to convert unirradiated plutonium in
various forms, in particular fresh MOX fuel assemblies and their components, to plutonium
metal suitable for use in a nuclear device (i.e. the processes required to recover and dissolve
MOX, to separate plutonium from a mixed plutonium-uranium solution, to purify that
plutonium and convert it first to plutonium oxide and then to plutonium in metallic form);

b) in assessing the requirements for these various processes, both in terms of the key equipment
and non-nuclear materials that would be involved and also operational considerations (e.g.
issues of radiation protection and contamination - including the potential release of
radioactivity to the environment, and criticality safety);

c) in estimating the time that would be required for such processing, the time taken for each
individual process step and also, importantly, the time for the process as a whole to be
completed successfully; and,

d) in identifying possible indicators of undeclared processing of unirradiated plutonium, both in
terms of the material, equipment and other resources required as input to such processing and
also possible releases (e.g. of radioactive material) from the processing;

e) in discussing the feasibility and possible detectability of the process as a whole.

The conclusions from this assessment are that:

considerable nuclear sophistication would be required to ensure successful operation of
the various processes involved, but that none of the individual stages pose technical
problems which, given such expertise, would be insurmountable;

much of the equipment and (non-nuclear) materials required are now also used outside the
nuclear industry and none of these requirements could be described as both an
outstanding indicator of and essential to the process; and,

The views expressed in this paper are those of the authors and should not be taken as necessarily
representing Government policy
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although the sum of the various process requirements would not be trivial, the recovery of
plutonium metal in a form suitable for use in a nuclear device from a MOX fuel assembly
could, at least in theory, take as little as two to four weeks (i.e. very much consistent with
current figures for conversion time).

However, it is noted that major assumptions which underpin a minimum possible conversion time
of two to four weeks are optimistic from the perspective of the proliferator. For example, it is
assumed that sufficient nuclear material has been successfully diverted and transported to the
undeclared processing facility, that the necessary plant and equipment is also available, suitably
tested, and all operates successfully first time, and that the undeclared plant has chemical
separation and finishing stages which are of a sufficient scale, and/or sufficiently replicated, to
process in excess of 10kg MOX per day. It is argued that simple summation of the time required
for the individual process stages involved is perhaps better characterised as a 'credible worst case1

scenario for the international community. It is also noted that implementation of the Additional
Protocol will provide the IAEA with a new capability to alert the international community to the
attempted misuse of safeguarded MOX.

The paper concludes with a brief discussion of how such issues and their implications might be
taken into account in the further consideration of timeliness parameters in IS. The main focus of
consideration is whether it is reasonable for judgements on the development of timeliness-related
aspects of future IS approaches to be based on the cumulative pessimistic assumptions which lead
to the "credible worse case' estimates described above or if, instead, account should be taken of
both 'credible worse case' estimates and also more 'realistic' estimates of the time that a
proliferator would probably require for their activities. Such IS approaches (e.g. making use of
random inspections) could provide a detection (and deterrence) capability over a range of
possible conversion times - reflecting the reality that the time which a proliferator could take to
convert diverted material into a nuclear explosive device would be a function of a range of
factors and could vary considerably. It is suggested that the resulting IS timeliness requirements
need not necessarily be represented simply in the "traditional' terms of detecting diversion with a
fixed probability of A% after a fixed period of X (or even Y) months, but could perhaps instead,
or also, consider an 'average time to detection'.
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A MODEL TO IMPROVE EFFICIENCY AND EFFECTIVENESS OF SAFEGUARDS
MEASURES.

EDUARDO D'AMATO, CARLOS LLACER, HUGO VICENS.
Argentine Nuclear Regulatory Authority, Buenos-Aires, Argentina

The main purpose of our current studies is to analyse the measures to be adopted tending to
integrate the traditional safeguard measures to the ones stated in the Additional Protocol (AP). A
simplified nuclear fuel cycle model is considered to draw some conclusions on the application of
integrated safeguard measures. This paper includes a briefing, describing the historical review
that gave birth to the A.P. and proposes a model to help the control bodies in the making decision
process.

In May 1997, the Board of Governors approved the Model Additional Protocol (MAP) which
aimed at strengthening the effectiveness and improving the efficiency of safeguard measures. For
States under a comprehensive safeguard agreement the measures adopted provide credible
assurance on the absence of undeclared nuclear material and activities. In September 1999, the
governments of Argentina and Brazil formally announced in the Board of Governors that both
countries would start preliminary consultations on one adapted MAP applied to the Agreement
between the Republic of Argentina, the Federative Republic of Brazil, the Brazilian-Argentine
Agency for Accounting and Control of Nuclear Materials and the International Atomic Energy
Agency for the Application of Safeguards (Cuatripartite Agreement/INFCIRC 435). In December
1999, a first draft of the above mentioned document was provided as a starting point of
discussion. During the year 2000 some modifications to the original draft took place. These were
the initial steps in the process aiming at reaching the adequate conditions to adhere to the A.P. in
each country in a future

Having in mind the future AP implementation, the safeguards officers of the Regulatory Body of
Argentina (ARN) began to think about the future simultaneous application of the two types of
safeguards measures, the traditional and the non traditional ones, what should converge in an
integrated system. By traditional safeguards it is understood quantitative verification of nuclear
material inventories complemented by containment and surveillance measures and by non-
traditional safeguard it is understood the qualitative measures stated in the A.P. The
implementation of this integrated system will impact directly in the inspection effort, which will
be limited by budget constraints. Besides, considering that the implementation of the new
qualitative measures merely added to the traditional ones will substantially increase inspection
costs related, not necessarily improving efficiency; it seems reasonable to attempt finding new
ways of maintaining an adequate level of detection and deterrence. As a conclusion, an
optimization in the distribution of a nearly fix budget must be strongly considered.

A nuclear fuel cycle model is proposed where the nuclear power plants are fed with only natural
uranium fuels assemblies. The model stated describes some generic sequential stages to be
covered. In addition, a generic acquisition path of nuclear material with their strategic value
associated is assumed. Many factors had been considered in this analysis, such as the diversion at
any stage of the nuclear fuel cycle, the strategic value of the nuclear material and the cost related
to make this hypothesis true. In our approach the cost of the detection measure, considerably vary
from one stage to another in the nuclear fuel cycle. In this exercise some general bounded
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conditions are assumed and they are combined with the factors already mentioned. To carry on
this study the stages at which the lowest detection probability is got are identified. Once these
points had been found, it is possible to define the stages at which the traditional safeguards
measures had better been complemented to the non traditional ones without getting as a result any
significant decrease of the confidence in the total detection probability, improving safeguard
effectiveness and efficiency.
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BEYOND INTEGRATED SAFEGUARDS: PERFORMANCE-BASED ASSESSMENTS
FOR FUTURE NUCLEAR CONTROLS

JOSEPH F. PILAT, KORY W. BUDLONG SYLVESTER
Los Alamos National Laboratory, Los Alamos, New Mexico, US

In the future, if the nuclear nonproliferation and arms control agendas are to advance, they will
likely become increasingly seen as parallel undertakings with the objective of comprehensive
cradle-to-grave controls over nuclear materials and possibly even warheads removed from
defense programs along with materials in civilian use. This "back to the future" prospect was
envisioned in the Acheson-Lillienthal Report and the Baruch Plan, and more modestly in the
Atoms-for-Peace Proposal. Unlike the grand plans of the early nuclear years, today's and
tomorrow's undertakings will more likely consist of a series of incremental steps with the goal of
expanding nuclear controls. These steps will be undertaken at a time of fundamental change in
the IAEA safeguards system, and they will be influenced by those changes in profound ways.
This prospective influence needs to be taken into account as the IAEA develops and implements
integrated safeguards, including its efforts to establish new safeguards criteria, undertake
technological and administrative improvements in safeguards, implement credible capabilities for
the detection of undeclared nuclear facilities and activities and, perhaps, provide for a more
intensive involvement in applying safeguards in new roles such as the verification of a Fissile
Material Cutoff Treaty. Performance-based criteria offer one promising way to address the
effectiveness of integrated safeguards and to provide a common means of assessing the other key
areas of a comprehensive approach to nuclear controls as these develop independently and to the
extent that they are coordinated in the future.
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OPTIMIZING THE INTEGRATED SAFEGUARDS SYSTEM: PRAGMATISM AND
FRESH VIEWS ARE THE KEYS TO A VIABLE SYSTEM

M. -G. ALBERT
Commissariat a l'Energie Atomique, Paris, France

The implementation of the new Integrated Safeguards System is a major responsibility for the
IAEA and its Member States. Providing not only the capability to better control declared
activities, but also to detect clandestine attempts, it is essential to improve the international
nuclear weapons control regime and to increase the credibility of assurances given to the
international community.

Having the sole goal of establishing integrated safeguards in an optimal manner would in
itself be a very challenging and demanding task. Unfortunately, the Secretariat is faced with
other conflicting challenges: statutory obligations, additional programme requests from
Member States and, not the least, the obligation to fit all its activities within a strict budgetary
framework. It is thus at risk of either being ineffective on some of its objectives, which it
would have to sacrifice, or being ineffective across the board if it spread its activities too thin.
In order to avoid that deadly squeeze between rising demands and strictly limited resources, a
fresh, pragmatic, and goal-oriented approach is needed in defining and implementing
Integrated Safeguards.

It is first necessary to clearly delineate a few principles that cannot be compromised.

Universality. Universal and early acceptance is necessary for the system to be fully effective
and credible. It must however be recognised that wide and rapid adherence will be only
achieved if the system is attractive enough and offers shared benefits, that is not only
increased non-proliferation assurances, but also perspectives of optimisation and reduction of
the inspection burden, not to forget the assurance of keeping costs under control.

Non-discrimination. It is essential that the safeguards system be non-discriminatory and
apply the same objectives and implementation principles to all States.

Prior requirements. Integrated Safeguards should only be applied in States which are in good
standing with respect to their obligations under their safeguards Agreements and Protocols,
and for which the Agency has reached positive conclusions after having applied all necessary
verification measures and having performed a complete evaluation of the information
available.

Cost neutrality is obviously a primary constraint for Integrated Safeguards. Even if one has to
recognise the additional costs and difficulties generated in the short term by the
implementation of the new system, it is essential to be conscious that budgetary limits will be
maintained, and to keep the objective of global cost neutrality in the long term.

However, another principle that cannot be compromised is the fundamental objective of
strengthening safeguards. Achieving this objective, while maintaining adherence to the other
principles above, will only be possible through a pragmatic approach to implementation. It
will require seeing further than current rules and practices, going back to the fundamentals,
and taking a fresh view at the ways and means to achieve the final goal of safeguards, that is
to provide conclusions and credible assurance of non-diversion and absence of undeclared
material and activities. In that perspective, the following points will be essential elements to
ensure the effectiveness and efficiency of Integrated Safeguards.
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Flexibility. The implementation of Integrated Safeguards should not be mechanistic, not only
in order to comply with the Additional Protocol, but also because the systematic and uniform
application of undifferentiated measures would not allow to achieve the significant
improvements expected from the new system, nor to keep costs under control. On the
contrary, implementation details should be adapted to the specificity of individual situations
and to the Agency's evaluation of each State's situation. The Agency should in particular
adjust its verification effort and choose, among the set of available measures, to apply those
which are the most relevant to specific situations and provide maximum effectiveness. It
should thus concentrate its efforts on situations where it cannot meet satisfactorily its
objective of reaching conclusions and providing credible assurance.

Update of verification criteria. In addition to adjusting its verification activities to specific
situations, the Agency should also update its criteria to account for the additional information
available and the general evolution of the system. In particular, it should perform a broad
review of material categorisation and timeliness factors to avoid maintaining previous specific
technical goals if Integrated Safeguards make them obsolete.

Transparency. The will and capability of a State to achieve transparency on its nuclear
activities contribute to the implementation of Integrated Safeguards and to the enhancement
of the cost/effectiveness ratio of the Agency's activities. They make it easier for the Agency to
reach its conclusions and improve their credibility. As such, transparency should be an
important element for the Agency to take into account in its evaluation of the State.

Unpredictability. Ensuring that verification activities are partly unpredictable, with respect to
timing, location, and activities performed, is a strong deterrent and can lead to cost savings
while maintaining a high level of assurance. Some level of unpredictability should thus be
introduced in all aspects of verification.

Complementary access is an essential feature of the new Safeguards System. Although it
should not be used in a mechanistic fashion nor as a systematic prerequisite for Integrated
Safeguards, it should take place whenever necessary, not only to ensure the effectiveness of
safeguards, but also to maintain the possibility to have recourse to it.

Needless to say, the Agency should also, in a pragmatic way, seize every technical
opportunity to reduce costs, for instance through the use of advanced technology where it can
provide savings, or through increased co-operation with Regional or State Systems of
Accounting for and Control of Nuclear Material and controlled use of the results of their
work.

In conclusion, it should be tirelessly reiterated that the ultimate goal of the new system is
stronger safeguards and increased assurances for the international community. And this will
only be possible, especially in a context of financial constraints, through a pragmatic, goal-
oriented, fresh and determined approach to the new rules that will make Integrated Safeguards
effective, cost-effective and, in the end, viable.

30





XA0200019 IAEA-SM-367/4/01

NUCLEAR HUSBANDRY FUNCTIONS

MORTEN BREMER MAERLI
Norwegian Institute of International Affairs, Oslo, Norway

ROGER G. JOHNSTON
Applied Monitoring and Transparency Laboratory, Los Alamos National Laboratory, Los
Alamos, USA

Today, much of the stability created by the nuclear standoff between the two former superpowers
has disappeared, replaced by new nuclear proliferation challenges due to excessive quantities of
fissile materials [1]. Inadequately protected and poorly controlled weapons-usable material could
end up in crude nuclear weapons of "states of concern" or a terrorist organization [2]. While the
potential proliferation threats and the consequences of such chilling scenarios are fairly easy to
understand, the problems of fissile weapons-usable material management have proven anything
but simple to solve [3]. Obviously, many of these problems emanate from the inherent
complexities of nuclear arms control, including distrust, cultural differences, political interest,
and money allocation.

Yet, misunderstandings and confusion about basic concepts and different nuclear husbandry1

functions have also likely contributed to errors in planning and implementation of specific arms
control measures. Even something as fundamental as the disparate goals of "P", "C", and "A" in
nuclear Material Protection Control and Accounting ("MPC&A")2 are not always well
recognized. Unfortunately, there tends to be a simplistic "one-size-fits-all" attitude about nuclear
security. Lumping together arms control activities blurs their separate goals, means, methods,
adversaries, and limitations. Consequences may include unrealistic expectations for monitoring
hardware and security systems, overconfidence in the power of verification, and failure to
appreciate critical security vulnerabilities.

Far too often nuclear security equipment is fielded without a serious assessment of its intended
purpose, overall context, expected performance, or vulnerabilities.3 Many of the problems
mentioned above can be avoided if we have an appreciation of the disparate character and nature
of the various arms control functions. To us, and probably to most in the audience, the
differences should be fairly obvious, yet in practice, they often seem to be overlooked—with
potentially serious detrimental consequences for nuclear security.

1 We think of "nuclear husbandry" as encompassing a number of functions in the areas of nuclear security,
safeguards, nonproliferation, disarmament and arms control. Webster's II New College Dictionary defines
"husbandry" as "careful management of resources". It also has an agricultural connotation that isn't far off the mark
in this context: "the cultivation of crops and the breeding and raising of livestock; [involving] the application of
scientific principles." The Merriam Webster Collegiate Dictionary defines "husbandry" as "the control or judicious
use of resources". A "husband" is a manager or steward, especially one that is prudent and thrifty. The lack of
careful thinking may not be as obvious in the literature as in real-world arms control efforts. Through our own work,
we have observed first-hand numerous examples of confusion about key concepts by arms control researchers,
program managers, and security personnel.
2 Broadly speaking, domestic "MPC&A" (Material Protection, Control, and Accounting) systems are intended to
protect material against theft or diversion, and to detect such events if they occur. This is explained succinctly in [4],
3 One of us (Johnston) is aware of over a dozen critical security devices or systems currently in use for domestic
safeguards in the U.S. for which no comprehensive analysis or vulnerability assessments have been done.
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After pragmatically examining the existing nuclear arms control concepts and approaches, we
have identified seven distinct "nuclear husbandry" functions, or key activities for responsible
management of nuclear weapons and material. Each of these functions are characterized with a
unique set of attributes such as their distinct objectives, the means to be applied to meet these
objectives, the potential obstacles to their successful implementation, and the distinctive context
in with the activity must operate and master (including the adversaries to neutralize). In our view,
the seven major functions, covering the spectrum of nuclear husbandry activities, are domestic
nuclear physical protection, domestic control/containment, domestic accounting of nuclear
material, domestic auditing, international auditing, monitoring of international treaties and
agreements, and transparency.

These seven functions constitute the fundamentals of domestic and international nuclear
husbandry. Because they have less overlap, reduced ambiguity, and no multiple interpretations,
this categorization can help clarify issues and avoid pitfalls. For example, a widely used — and
misused — nuclear security term is "safeguards". Today there are at least two, distinct and
dissimilar uses of the word —domestic (U.S.-type) safeguards and international (IAEA-type)
safeguards. The United States uses the word "safeguards" in a rather imprecise way, often in
combination with "security", to cover a wide range of domestic nuclear non-proliferation
activities, from physical protection and containment to accounting of nuclear material
("MPC&A"). The International Atomic Energy Agency (IAEA) uses the terms in an equally
ambiguous and open-ended manner, making it hard to assess safeguards effectiveness [5]. The
IAEA sometimes adds "international" out front, and generally understands "safeguards" as
"nuclear material verification activities at nuclear facilities" [6].

While domestic "safeguards" are designed primarily to detect theft of material by rogue
individuals or small groups working at cross-purposes to the nation that owns the facility,
international "safeguards" are designed to detect diversion by the nation itself. If asked, most
arms control theorists, nuclear security experts, safeguards program managers, and US national
laboratory personnel will readily agree that domestic "safeguards" are not the same thing as
IAEA "safeguards". In our experience, however, many nevertheless seem to operate under the
implicit assumption that U.S. domestic MPC&A hardware, methods, and personnel are more or
less directly applicable to IAEA applications without critical analysis or significant modification.
It thus can, and according to some, should be applied in an international context to provide cost-
effective and quick solutions. This is a fallacy because the mentioned goals, adversaries,
personnel, costs, environment, consequences of a failure, and other factors differ enormously.

The main adversary being monitored by the IAEA is the nation that signed the treaty—and the
owner and operator of the nuclear facilities being inspected. This is a very different kind of
adversary from that addressed by domestic safeguards. The resources available to a nation to try
to defeat international nuclear safeguards may exceed those available to individuals or small
groups by six to nine orders of magnitude.4 Moreover, the operational context for the two types
of safeguards varies significantly. For international safeguards, the items being monitored are
owned and controlled by the potential adversary (the state itself). For domestic safeguards, the
protagonist owns the monitored items. For international IAEA safeguards, not only will the
potential adversary always be present, the inspected state may itself install some of the means
used for the treaty monitoring (e.g. tags and seals), and the state - the potential adversary - can

4 A nation has millions of people versus the one or relatively few rogue individuals who are the primary focus of
domestic MPC&A. See [7].
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inspect all safeguard equipment. The operational success of the different safeguard activities may
be further influenced by (local) external factors such as (unknown) variations in the physical
environment, including weather conditions and the need for site-specific training and knowledge.
Clearly, the respective abilities of international and domestic safeguards to meet such challenges
will inevitably vary.

The potential consequences of violating the different sets of safeguards differ both in nature and
severity. Adversaries trying to defeat the MPC&A system at a facility may face severe criminal
penalties, or even injury or death with direct confrontation. The corresponding consequences for
a state violating its international safeguards obligations are more obscure and less pronounced.
The international community is likely to react to treaty violations, but a priori, formalized
sanctions have yet to be invoked for treaty non-compliance. The time frame for response further
differentiates the deterring effects of the two types of safeguards. While the response time for
domestic safeguards violations could be minutes international safeguards inspection intervals
tend to be in the range of months to years.

Conclusion

Despite the differences, traditionally domestic safeguards approaches have often been used for
international safeguards, sometimes with a few modest changes. Given the extreme discrepancies
between the goals, operational context and potential adversaries of the two, such easy solutions
may be detrimental to long-term nuclear security. Domestic MPC&A personnel and hardware are
not automatically appropriate for international treaty monitoring or for international auditing.
International inspectors, such as used by the IAEA, need tools and training specific for their
treaty monitoring mission, not just duplicated from (U.S.) domestic MPC&A approaches.

Domestic "cost-effective" solutions may turn out to be highly ineffective and thus expensive and
detrimental to long-term nuclear security when applied in new contextual settings. Emphasis
should be given to optimize approaches and hardware specifically designed for international
safeguards and for future treaty monitoring (e.g. under a Fissile Material Cut-Off Treaty). To the
extent international applications are to be borrowed from domestic approaches, much caution
should be given to assess all aspects of the unique nuclear husbandry function in question
(objective, obstacles to implementation, potential adversaries etc.), before any fielding of devices
or systems.
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Swedish Nuclear Power Inspectorate, SKI, Sweden

BACKGROUND

Forsmark Nuclear Power Plant consists of three reactor-units. Each unit has separate shift
crews and separate control rooms for operation of the plant. During 1996, Forsmarks
Kraftgrupp AB (FKA) decided to change the organisation of Security at the site in Forsmark,
Sweden. Before the reorganisation, the Security Organisation was a mixture of contracted and
in-house personnel. The Security Organisation on shift consisted of three Security Guards.
One of the Guards had duties in the Central Alarm Station operating the technical systems i.e.
cameras, alarms from surveillance systems, and communication systems. In addition a few
persons worked in the organisation on daytime.

OPERATORS VIEW

Reasons for changing the Organisation

Experiences pointed out that it was necessary to have a Security supervisor present at site 24
hours per day. Experiences were basically gained from occasions when malfunctions in the
technical security systems occurred. Another experience was that the procedures describing
counter measures to different malfunctions in the technical security systems, did not meet the
same high requirements, that would be expected in comparison with the Standard Operational
and Emergency Operational Procedures, which are used for operation of the Nuclear Power
Plant.

Solution

It was decided to integrate the Security guards in the shift crew, one guard for each reactor
unit and shift. Some of the regular Field Operators in the shift-crews for operating the plant
were educated to competent Security Guards. The Shift Supervisor on each reactor unit
became in charge for one Security Guard. One of the units also became in charge of the
Security Central and the Security Guard operating the technical security systems. During
incidents the supervisor from the fire brigade takes the responsibility for the security. He also
has additionally two Security Guards at disposal from the fire brigade. In case of a major
incident, this arrangement let the Shift Supervisors proceed taking the necessary counter
measures concerning the process in the power plant.

Shortcomings

The attitude to new duties among the regular Field Operators educated to Security Guards
were not positive, this problem affected also the attitude among the Shift supervisors. It was
difficult to bring the different reactor units to work in the same direction and at the same time,
generally speaking. The procedures and standards at each unit deviated after a couple of
years.

38



IAEA-SM-367/4/02

Benefits

The security organisation has improved in performance regarding handling of technical
malfunctions. There is a Supervisor for Security on duty 24 hours per day. The standard of the
written operational procedures for use of the Security Organisation has improved
significantly.

Lessons learned

When executing an organisational change of this character, the importance of co-ordination of
procedures, standards, rules, exercise plans and education plans are very essential. Education
of personnel to double competencies as in this case is problematic. It is not the best way to
recruit Security Guards. The involved personnel and their colleagues must accept the benefit
regarding double competence.

The work with security has restarted as a result of the described shortcomings above. Further
measures for a successful implementation have been initiated. Moreover the approach with
double competencies of Field Operators has been rejected.

REGULATORY AND SUPERVISORY AUTHORITY VIEW

Process leading to approval

SKI was first informed about the plans in 1995. FKA Power Company applied for an approval
in 1996. This was followed by a two-year test period to evaluate the new organisation.
Following the test period SKI approved the change of Security organisation at Forsmark NPP.

Indications of problems

Both during the test period of the new organisation and after the approval from SKI there
were signals pointing at potential problems connected with the change of organisation of
Security Guards at Forsmark NPP. Both SKI and the FKA Power Company identified
problems with the implementation of the new organisation. This led to measures aiming at
solving the problems some of which were successful and others that were not.

Inspection of the security at Forsmark NPP

At the end of 1999 it was clear to SKI that a major inspection had to be carried out in order to
evaluate the function of the security at Forsmark NPP. The inspection was to focus on the
physical protection of Forsmark NPP with a specific focus on the abilities of the security
guards to act in accordance with the SKI regulations.

Result of inspection and decisions taken by SKI

The inspection in January 2000 resulted in severe criticism of the physical protection at
Forsmark NPP in the following two areas:

• Protection of the perimeter, both technical shortcomings and the ability of the security
guards to act promptly

• Attitudes of Security Guards, Shift supervisors and operating personnel. This included
also lack of repetitive training and exercises for involved personnel

SKI decided in May 2000 that the FKA Power Company, as a condition for continued
operation of the Forsmark NPP after the 30 June 2001, should take corrective actions in
addition to immediate compensatory measures to ensure that the physical protection would be
in compliance with national regulations.
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Dialog between FKA Power company and SKI

Immediate actions and an ambitious and extensive plan of measures to improve the physical
protection at Forsmark NPP followed the decision by SKI. Furthermore FKA Power
Company has submitted a number of reports to SKI on the progress of the implementation of
the measures to improve the physical protection. In addition to the reports informal meetings
have been held in order to facilitate the formal process.

Follow-up inspection

During a week in May 2001 SKI will conduct a follow-up inspection in order to evaluate the
physical protection at Forsmark NPP. The inspection team will interview 18 individuals in
different functions such as managing director, security manager, security guards and shift
supervisors. The result of the inspection will form the basis for a decision by SKI regarding
the operation of the nuclear power plant after 30 June 2001.
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THE CONVENTION ON PHYSICAL PROTECTION OF NUCLEAR MATERIAL -
APPROACH OF THE SLOVAK REPUBLIC

ANDREA STEFULOVA
Urad jadroveho dozoru SR, (Nuclear Regulatory Authority of the Slovak Republic)
Trnava, Slovakia

The paper contains short presentation of the impact of IAEA requirements and international
agreements to legislation of the Slovak Republic and. the role of the Nuclear Regulatory
Authority of the Slovak Republic (UJD SR) in bringing them into to valid legislation of the
Slovak Republic.

There are given details on the UJD SR's activities as the state supervisor in the field of the
nuclear safety in the Slovak Republic.

Information is provided on new legislation in the Slovak Republic - the Act No. 130/1998 on
peaceful use of nuclear energy and the new UJD SR's Regulation No. 186/1999 which details
the physical protection of the nuclear facilities, nuclear materials, and radioactive wastes.

Description is given how deep influence have had the IAEA documents (INFCIRC/225/Rev.4
Corr.) and the Convention of the physical protection of nuclear material (INFCIRC/274) to
the strengthening of the physical protection of the nuclear facilities and nuclear materials in
the Slovak Republic.

An approach of the Slovak attitude towards the intended amendment of the Convention of the
physical protection of nuclear material is given.
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PECULIARITIES OF PHYSICAL PROTECTION ASSURANCE OF THE
NUCLEAR MATERIALS AT NUCLEAR INSTALLATION DECOMMISSIONING
STAGE

XA0200022
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Decommissioning of Nuclear Facilities (NNEGC ENERGOATOM), Ukraine.

On December 15, 2000 Unit 3 of Chernobyl NPP, which is the last one in Ukraine having
RBMK-type reactor, was permanently shutdown before the end of its lifetime.

A number of projects related to establishing infrastructure for the plant decommissioning are
being implemented in compliance with the Ukraine's commitments. These projects are funded
by the European Bank for Reconstruction and Development, the US Department of Energy.
A number of projects are implemented in the framework of TACIS Program, under On-site
Assistance Program.

Decommissioning stage includes activities on fuel unloading from the cores of Unit 1 and
Unit 3, fuel cooling in the ponds followed by the fuel transportation to the spent fuel dry
storage facility (currently under construction) for its safe long-term storage. Special facilities
are being created for liquid and solid radioactive waste treatment.

Besides, it is planned to implement a number of projects to convert Shelter Object in
environmentally safe structure.

Physical protection work being an essential part of the nuclear material management is
organized in line with the recommendations of the IAEA, and the Laws of Ukraine "On
Nuclear Energy Utilization and Radiation Safety", "On Physical Protection of Nuclear
Installations and Materials", "Regulations on Physical Protection of Nuclear Materials and
Installations", other codes and standards.

While organizing physical protection on ChNPP decommissioning stage we have to deal with
some specific features, namely:

• Significant amount of fuel assemblies, which are continuously transferred between
various storage and operation facilities.

• Big amount of odd nuclear material at Shelter Object.

• Theft of new fuel fragments from the central hall of the Shelter Object in 1995 with the
intention of their further sale. The thieves were detained and sentenced. The stolen material
was withdrawn, that prevented its possible proliferation and illicit trafficking.

• Human factor - personnel whose professional and social future is indefinite shall be
assumed a key factor in assurance of the proper level of safety culture of nuclear material
management.

At present physical protection of ChNPP does not fully satisfy the needs of the
decommissioning stage and Ukraine's commitments on non-admission of illicit trafficking.

The problems that need solution include: inadequate level of engineering protection of the
areas intended to prevent nuclear material proliferation and lack of equipment for detection
and documented record of unauthorized actions.

In view of the above we carry out work aimed at improvement of nuclear material physical
protection, whose main objective is timely prevention, detection of and response to the
attempts to use accounted nuclear material for illicit trafficking.
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In addition to traditional measures, a centralized automated system to detect unauthorized
intrusion, to register and suppress the penetration attempts and to organize controlled access
to nuclear installation Chernobyl NPP and its internal areas is being established.

This system covers three levels of hierarchical physical protection system of all facilities of
Chernobyl NPP. The distinguishing features of this system are: high level of stability and
reliability, automatic self-diagnostic functions, detection of performance intrusion and
restoration of the normal operability

This system has a number of local physical protection subsystems which are the key data base
users and are capable to operate off-line in case of the short-time loss of connection with the
top level. The access means will include full-height turnstiles and tripods. In the areas of
particular importance video identification is envisaged. Passive remote inductive cards
encoded on-site will be used as passes.

In addition, the issue of control, accountancy and physical protection to be exercised
throughout the whole process of fuel discharge, cooling and transportation to KHOYAT -2
(interim storage facility), which will house nuclear material of the total activity more than 1.2
million Ci and about 4.00 tonnes Pu-239, is under review.

It is envisaged to create complex to support nuclear material management processes.

A provisional engineering solution provides for visual control and video recording, automated
record of processes, casks' integrity control, communication means, blocking of the further
operations when the precedent operations are inconsistent with QA program requirements,
routing control and response forces notification.

It shall be emphasized that so far we do not know for sure the amount of nuclear and
radioactive materials inside the Shelter Object which is its unique feature. In this view,
physical protection and accounting of nuclear materials on the stage of nuclear fuel
transportation shall meet the best standards and, in a way, guarantee non-proliferation.

Thus, decommissioning is a comprehensive process, which sometimes requires extraordinary
approaches to solve comprehensive problems, including those relating to physical protection
of nuclear materials and nuclear installations. It is rather difficult to highlight all the
problems. Though, I hope that you will have a clearer understanding of our situation.
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PREVENTION OF ILLICIT TRAFFICKING OF NUCLEAR MATERIAL AND
RADIOACTIVE SOURCES

N. KRAVCHENKO
Directorate of Special Technique and Automation of Customs Technologies State Customs
Committee of the Russian Federation Moscow, Russian Federation

Countries like Russia, which have a large nuclear industry, export a significant number of
radioactive sources and substances. Some of them are nuclear material. In general, it is the
task of the customs inspectors to verify that the content of the shipment is in agreement with
the declaration (as safeguards inspectors verify operators declarations). In case of other goods,
this is easy. The consignment can be opened and the content can be seen and compared with
the declaration. In the case of radioactive shipments this cannot be done. The radioactive
substance is in a shielded container and opening is often only possible in a hot cell. Opening
of the package and measurement of the removed source in presence of the customs inspector
is impossible because the customs inspector is impossible because the customs control begins
only after the declaration has been registered. Therefore, the Russian customs authorities have
contracted a company to develop a gamma spectrometer, which can be used to verify the
source, even if inside the shielded shipping container. Throughout the country - near the
where many shipments or receivables take place - there are 18 customs offices, equipped with
gamma spectrometers and special software. If a container arrives for customs inspection, its
design is called from a database. Then the gamma spectrum outside the container is measured
and the measured gamma peak energy and intensity is compared with the expected, which is
calculated by software based on the design information of the container. This approach works
well. Several cases were already discovered in Russia, where there were attempts to use legal
shipments for smuggling radioactive sources.

I would like to mention some technical problems concerning control of legal export and
import of radioactive sources:

a) There are not enough commercial suppliers, which offer the needed equipment;
because of lack of competition prices for the equipment are too high

b) Presently available equipment is mainly based on HPGE cooled with liquid
nitrogen.

Therefore, it is difficult to use in customs offices. Alternative detector options, which
do not require liquid nitrogen cooling, should be explored

c) Verification of legal shipments is presently only done is Russia, to extent it
worldwide an international data base containing design information of all shipment containers
would be required; this is also important for the receiving country to verify arriving
shipments. The database must allow integration into available measurement and verification
software

d) Presently no procedures for test, validation and certification of methods to verify
legal shipments are available, therefore in Russia such measurements can only be used in
court if combined with an additional investigation, requiring opening of the container. This is
expensive and there is s strong desire to use measurement results directly to initiate a court
order

e) Even if verification measurements are made, they can be faked when the thickness
of the container is altered. Presently no generic methods are implemented which allow the
verification of the container design
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Actuality of these problems can be confirmed by the real cases of smuggling disclosure, some
of which I am going to adduce.

In view of the above it would be desirable that the International organizations, such as IAEA,
WCO and others, would provide assistance to National Customs Services. The State Customs
Committee of the Russian Federation is willing to cooperate with any International
organizations and National Customs Services in this area.
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RECENT ADVANCES IN NUCLEAR FORENSIC SCIENCE - THE IDENTIFICATION
OF UNKNOWN NUCLEAR MATERIALS AND CO-OPERATION WITH THE LEGAL
AUTHORITIES

I.L.F. RAY, A. SCHUBERT, R. SCHENKEL
European Commission Joint Research Centre, Institute for Transuranium Elements
Karlsruhe, Germany.

Nuclear Forensic Science is a new branch of forensic science, which has arisen out of necessity
following the dissolution of the former Soviet Union and East Block countries. One result of this
break up was the emergence of a new form of smuggling, involving nuclear materials, radioactive
sources and scrap metal contaminated with radioactive substances.
Since 1994 the Institute for Transuranium Elements of the European Commission Joint Research
Centre has played a major role in combating the illicit trafficking in nuclear materials and
contaminated scrap metals. The Institute has the advantages of extensive experience in handling
these materials, which require sophisticated instruments mounted in glove boxes. As part of the
European Commission Joint Research Centre the Institute is also independent of national
interests within the European Union and abroad.
Some twenty-five cases of illicit trafficking have been examined so far. Some of the latest cases
will be described and the methods developed at the Institute for isotopic and microstructural
fingerprinting of nuclear materials will be illustrated. The microstructural fingerprint is a new
technique developed here, which complements the isotopic analysis of the samples, and is highly
characteristic of the production process and subsequent history of the materials involved.
Furthermore, the microstructural fingerprint cannot be disguised by, for example, the addition of
other substances or isotopes to the sample.
An extensive database on commercial nuclear materials is maintained by the Institute, and this is
being enlarged to include microstructural information such as porosity, grain size, precipitation,
dislocation structures, pellet surface roughness, etc. The database can be used for comparison
when samples of unknown provenance are seized.
The Institute places emphasis on developing close co-operation with the legal authorities to
optimize the side-by-side working of law enforcement officers and nuclear scientists, and the
effective preservation of conventional forensic information (such as fingerprints, for example,) on
seized radioactive samples. Examples will be given of co-operation with the law enforcement
authorities.
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MEASURES ADOPTED IN MEXICO TO AVOID THE ILLICIT TRAFFICKING OF
NUCLEAR MATERIALS.

RUBEN RAMIREZ GUERRERO
La Comision Nacional de Seguridad Nuclear y Salvaguardias, CNSNS, Mexico

As is very well known after de cold war, the smuggling of nuclear materials has arisen as a
real and dangerous threat. According to the data provided by the IAEA, since 1993 there have
been over 370 confirmed incidents of illicit trafficking and while most of these incidents don't
involve material that can be used for making nuclear weapons, they have prompted stepped
up efforts to prevent and combat smuggling. This is a world problem that concerns to all
nations. To assure the security of nuclear materials is necessary that each country has an
effective control of such materials by mean of a national control system that includes physical
protection measures, an effective national account of nuclear materials, a reliable detection
system and an efficient response plan in case of a illicit trafficking event. The goal proposed
is to make an evaluation of the situation that prevails in the country to avoid the illicit
trafficking. We know that this goal is a hard one, that is time consuming and requires of a big
effort, but it is also necessary to recognize that it has to be confronted for the benefit of
society as a whole. The task will cover the reviewing of any process related with the matter
that it's currently been carried out, the resources available, training of personal for carrying
the task and the procedures at technical level.
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REDUCING THE THREAT OF NUCLEAR THEFT AND SABOTAGE

MATTHEW BUNN, GEORGE BUNN
STPP Science, Technology, and Public Policy Prog., Belfer Center for Science and International
Affairs, Harvard University, Cambridge.

The appalling events of September 11, 2001 make clear that the threat of well-organized global
terrorist groups bent on causing mass destruction is not hypothetical but real. There can be little
doubt that if the attackers had had access to weapons of mass destruction, they would have used
them, with even more horrifying results. Indeed, there is evidence that Osama bin Laden's Al
Quaida organization is seeking weapons of mass destruction, and has attempted to purchase
stolen nuclear material from the former Soviet Union for use in nuclear explosives. Ensuring that
the technologies and materials of weapons of mass destruction - especially weapons-usable
nuclear materials, whose acquisition is the most difficult part of making a nuclear bomb - do not
fall into the hands of terrorist groups or hostile states must therefore be a central element of the
coming global battle to prevent mass-destruction terrorism. At the same time, nuclear facilities
and radioactive materials - along with a wide range of other especially hazardous facilities and
materials - must be protected from mass-consequence sabotage.

Limited access to fissile materials—the essential ingredients of nuclear weapons—is the principal
technical barrier to nuclear proliferation in the world today. If they could get enough of such
material, most states, and conceivably some particularly well-organized terrorist groups ould
make at least a crude nuclear explosive, capable of obliterating the heart of any major city in the
world. Those seeking to acquire nuclear material will go wherever it is easiest to get, and the
terrorists of September 11 have demonstrated global reach. Hence, vulnerable weapons-usable
nuclear material anywhere is a threat to everyone everywhere. The international community has
an overwhelming interest in seeing that all such material is secure and accounted for.

These events highlight the urgent need to:

Dramatically expand international cooperation to upgrade security and accounting for weapons-
usable nuclear material, in the former Soviet Union and worldwide, with the goal of ensuring that
all such material is protected to stringent standards within a few years;

Ensure that all nuclear facilities and materials (and other particularly hazardous facilities) are
secure from mass-consequence sabotage;

Strengthen national and international standards for security of nuclear materials and facilities;

Greatly expand international efforts to interdict nuclear smuggling, including the difficult but
essential task of strengthening efforts to share intelligence in this critical area;

Reduce the number of sites where significant quantities of weapons-usable nuclear material exist,
and the size of the stockpiles of such materials (through measures such as using these materials as
fuel, blending down highly enriched uranium, or immobilizing plutonium);

Reconsider the design basis threat used in designing and analyzing security systems, in the light
of the magnitude of the threat demonstrated on September 11;
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Provide greatly increased international training in security for nuclear materials and facilities -
including emphasizing the crucial role of such security in preventing the spread of nuclear
weapons and stopping nuclear terrorism.

Many of these steps have been blocked or slowed in recent years because of lack of political
priority, bureaucratic obstacles, penny-pinching budgets, reluctance to make commitments that
would cost money, and the like. In the aftermath of September 11, governments and industry
should work together to sweep these obstacles aside and take the steps needed to ensure that
nuclear materials and facilities do not become the tools of terrorists. This paper analyzes each of
these areas and provides recommendations for specific steps that should be taken toward the goal
of a world in which all weapons-usable nuclear material is secure and accounted for, and all
nuclear facilities secured from sabotage, with sufficient transparency that the international
community can have confidence that this is the case. Over the long term, the paper concludes,
the goal should be to attempt to come as close as possible to the "stored weapon standard"
proposed by a committee of the U.S. National Academy of Sciences in 1994 — that is to say, to
protect and account for weapons-usable nuclear materials as rigorously as the nuclear weapon
states protect and account for nuclear weapons themselves. The road to that objective is a long
one, however.
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PHYSICAL PROTECTION OF NUCLEAR MATERIALS AND FACILITIES IN CEA

M-H. GARNIER-GRATIA, A. JORDA
Commissariat a l'Energie Atomique Fontenay aux Roses, Central Security Division, France

CEA (Commissariat a l'Energie Atomique), as nuclear operator, is responsible for the control
and protection of their nuclear materials.

Inside CEA, DCS (Central Security Division) is in charge of the security matters, DCS
defines the CEA strategy in this field, especially in physical protection. The paper will present
the physical protection strategy of CEA. DCS defines the rules and methods; the operators
have to apply in order to fulfill the security objectives of CEA.

CEA has to provide the regulatory authority with documents proving that it is in accordance
with the requirements of the 25th July 1980 law and 12th May 1981 decree. It has to
implement all the necessary means in order to achieve the results requested by the regulatory
authority.

All these arrangements are described in the "license and control file". This file should specify
the facility safeguards and physical protection system. Accounting measures are also
described. In this file, the petitioner has to justify its capacity for holding nuclear materials
and for exercising authorized activities on them. So the organization and the installed means
have to be described in this authorization file.

For physical protection, containment, surveillance and physical protection measures are
presented:

Containment measures must prevent the unauthorized or unjustified movements of nuclear
material in the framework of the authorized activities ;

Surveillance measures must guarantee the integrity of the containment, check that no
material is exiting by an abnormal channel;

- Physical protection measures for the materials, the premises and the facilities are intended
to protect them against malevolent actions by means of security systems.

The Central Security Division has established guidelines to provide guidance to the nuclear
materials holders in writing such files.

Each holding unit has to establish a "license and control file" and each CEA site establishes a
"site license and control file". Guidelines have been written for both files.

In the holding unit "license and control file" guideline, activities, nuclear materials, locations
and organization of the facility have to be described.

About physical protection arrangements, guidelines are fitted to the category of nuclear
materials.

The following arrangements have to be presented:

- for category I, reinforced protected area, building and vault delay arrangements, detection,
access control, response force organization, control and maintenance of physical protection
equipment,

- for category II, protected area delay arrangements, detection, intervention, control and
maintenance,

- for category III, controlled area, access procedure.
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Whatever the category, nature and physical shape of nuclear material, containment and
surveillance of the containment must be described.

For the site, the operator has to present the operations performed on nuclear materials, the
common means, its quality organization. For physical protection, site fence, gates, and
surveillance principles have to be described.

The operating procedures must also be presented: access of people and goods, nuclear
materials transportation and patrols.

The response force organization has to be explained: central alarm station, interruption
procedures, training exercises and interaction with outside agencies.

The paper will present these guidelines especially the physical protection chapters and will
explain how CEA shows with this document that the regulatory requirements are fulfilled.
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AN INTEGRATED SYSTEM FOR PHYSICAL PROTECTION

RANAJIT KUMAR
Control Instrumentation Division, Bhabha Atomic Research Center, Trombay, Mumbai, India

An Integrated Physical Protection System (IPPS) was developed for the consolidation of all sub
systems, sensors and elements related to physical protection for an efficient and effective security
environment of a facility. An effective physical protection system discharges the functions of
detection, delay, communication, response, access control etc. IPPS performs, controls and
monitors all the above functionality and helps in taking quick action on occurrence of unusual
incidents by instantly reporting the incident in easily understandable audio, video, graphical and
textual format and also by initiating automatic interactions among sub-systems.

Major security sub-systems integrated in the IPPS are access control, intrusion detection, CCTV
surveillance, emergency door monitoring system etc. The access control sub-system utilize
intelligent card readers and interfaces with the PC based central controller through RS 485
communication network. Similarly, intrusion detection system utilize intelligent distributed I/O
controllers for alarm acquisition from field sensors / detectors etc. and communicate to the IPPS
through RS485 bus network CCTV system is controlled by using a dedicated controller which
performs the functionality of matrix switcher and camera control. The distributed CCTV
controller interfaces with the IPPS by RS232 serial interface. All the sub-systems are modular in
nature and can work stand alone without the IPPS. IPPS also monitors individual sub-systems
and indicate their health status on-line. Fig.l gives the overall schematic of the IPPS.

One of the major function of IPPS is to facilitate automatic interaction among sub-systems so that
occurrence of an event in one component can initiate a series of actions in one or many sub-
systems. For example, an intruder alarm can cause homing of video camera of the specified zone
and start recording the scene in the VCR. It is possible to define any input event as logical 'AND'
or 'OR' of two or more independent input events.

Data originating from all sub-systems are integrated and presented to user in easily
comprehensible format (tabular, graphical, audio, textual) on demand. However, appropriate level
of protection is applied to prevent unauthorized access and use of data.

The IPPS was on IBM-PC platform under QNX real time operating system (RTOS) and uses
QNX-Windows GUI.
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FIG 1. SCHEMATIC OF INTEGRATED PHYSICAL PROTECTION SYSTEM
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A 'TUBELESS' PORTABLE RADIATION SEARCH TOOL (PRST)
FOR SPECIAL NUCLEAR MATERIALS

R. SEYMOUR, C. D. HULL, T. CRAWFORD
Nuclear Safeguards and Security Systems LLC (NucSafe), Oak Ridge, Tennessee, USA

M. BLISS, R. A. CRAIG
Battelle, Pacific Northwest National Laboratory, Richland, Washington, USA

Nuclear Safeguards and Security Systems LLC (NucSafe) has produced a briefcase packaged
Portable Radiation Search Tool (PRST) for the IAEA Safeguards Group (Figure 1). The PRST
detects Special Nuclear Materials (SNM) by measuring neutrons and gamma rays. Neutron
sensors are comprised of scintillating glass fibers, which provide several advantages over
conventional 3He and 10BF3 tubes. These 6Li glass fiber sensors offer higher neutron sensitivity,
increased dynamic counting range, eliminate transport and operational hazards, and have
significantly less microphonic susceptibility than gas tubes. Bismuth Germanate (BGO) is used
as the gamma detector due to its higher intrinsic efficiency relative to Sodium Iodide (NalTl)
detectors. Since gamma spectrometry senso stricto is not a system requirement, gross gamma
counting in six regions of interest was designed for the PRST search functions.

The system must be as light as possible and is now ~8 kg with an overall size of 46 x 36 x 15
cm. The unit uses smart lithium ion batteries that may be exchanged with a fresh pack or
recharged during operation.
Operating time with fully charged
batteries is 8 to 10 hours. The
PRST does not require an
external computer for operation.
Onboard electronics allows the
system to integrate data over
multiple counting times and
provides over-sampling and peak
detection and hold for short alarm
events. Users can independently
adjust a number of parameters
including set points for neutron

but

Glass Fiber \
Neutron Sensors

LED Displays

Gamma Spectrometer
(PMT, base, & 5 x 5
cm cylindrical BGO

Polyethylene shell briefcase
container of 46x36x 15 cm

Lithium Ion

Figure 1. Modified 3D CAD drawing of the NucSafe PRST. The

system has been designed to be as modular as possible. Neutron

and gamma ray sensors are removable and easy to replace with

alternate sensor / detection sub-systems.

and

system

layers
layer

gamma channel alarms,
operation is very simple.

PRST neutron sensors contain 5
of glass fiber ribbons vice the 3-
glass fiber panels used in
NucSafe SNM monitors for vehicles, portals, and freight. Five layers provide the additional
sensitivity needed since detector areas are limited by portability requirements for the PRST.
Monte Carlo (MCNP) modeling has demonstrated that moderation is more important than
detector active area in attaining the highest intrinsic efficiency for a given mass of neutron glass
fibers. These and other Monte Carlo and first principal calculations used to determine SNM
detection limits shall be presented; e.g., assuming a 0.014 n cm"2 sec"1 nominal neutron
background, the intrinsic neutron efficiency is 20% for this 506 cm2 glass fiber sensor.
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Figure 2. A plot of net counts divided by background standard deviation (Sigma) versus time shows
that 5 kg of WGPu can be detected at 10 meters within seconds.

Figure 2 shows that the glass fiber PRST detects neutrons from 5 kg of Weapons Grade Pu
(WGPu) at a distance of 10 meters within seconds. Accounting for Poisson variability of data
and an alarm set point of 4.4 sigma over background, required for setting a reasonably low false
alarm rate, WGPu is unquestionably detected at 10 meters within 18 seconds. These models
have been validated with empirical data collected using WGPu and 252Cf sources.

Neutron measurements of 4 WGPu sources acquired with the NucSafe PRST and also with a
3He tube system are plotted in Figure 3. The glass fiber and tube systems were packaged in
nearly identical briefcases, but the fibers can be better moderated. The glass fiber sensor is
about twice as sensitive to neutrons as the 3He tube system for equivalent detector masses.

Comparison of Neutron Glass Fibers vs He Tubes
Neutron Detection - IAEA Briefcase PRST Application
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Figure 3. Comparisons of data collected with a glass fiber neutron sensor with those from 5 3He
tubes at 3 atmospheres measuring 25 cm in length by 2.5 cm in diameter.

In summary, the NucSafe PRST offers improved performance, reliability, safety, and may be
transported on commercial carriers. This new solid-state sensor system provides the ideal tool
for IAEA and UNSCOM inspectors, as well as other law enforcement and customs agencies, for
use in counter-terrorism, detecting illicit trafficking, and SNM search applications.
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USE OF AWCC IN EVALUATION OF UNKNOWN FISSILE MATERIALS

V. MYKHAYLOV, M. ODEYCHUK, V.TOVKANETZ, V. LAPSHYN
National Science Center "Kharkov Institute of Physics & Technology" (KIPT),
Kharkov, Ukraine

K. THOMPSON
Oak Ridge National Laboratory, Oak Ridge, USA

J. LEICMAN
International Atomic Energy Agency, Vienna, Austria

An important technological problem in the sphere of non-proliferation and safeguards is
nondestructive analysis (NDA) methodology for qualitative and quantitative characterization
of nuclear materials. Additionally, NDA tends to be labor and time intensive. Two NDA
techniques used at KIPT included Gamma Spectroscopy (for qualitative analysis) and
Neutron activation (for quantitative analysis). Gamma Spectroscopy was used to confirm the
presence of radionuclides within the samples, whereas an Active Well Coincidence Counter
(AWCC) in the active mode was used to quantitatively determine the 235U content in
particular types of fissile materials at KIPT.

This paper describes the usage of the AWCC at NSC KIPT for characterizing nuclear
materials for IAEA safeguards. It was also an opportunity to estimate fissile materials of
unknown composition. The equipment used was a model JCC-51 AWCC using a shift
register model JSR-12 from Canberra and two neutron sources [AN-HP (241AmLi)]. A
Compaq Presario computer using Windows version of NCC (Los Alamos software) was used
to operate the AWCC.

Materials studied in this project included highly enriched nuclear material in the form of
powder, compacts (tablets, microspheres, rods), salt and scrap. The chemical composition of
nuclear material included uranium metal, uranium dioxide, uranium nitride, uranium
carbonitride, thorium dioxide, and mixtures of these compounds. Scrap consisted of uranium
and impurities of hydrocarbons, carbon, silicon, tungsten, etc.

In the first attempt to characterize the 235U using the AWCC, the results were not accurate due
to the calibration curves. The discrepancy between the measured results and the declared
values were as high as 100% due to the difference between the calibration materials and the
samples being measured. The initial calibration curves were acquired at Los Alamos, U.S.,
using U3O8 powders in containers much different than the samples being measured at KIPT.
Thus two factors contributed to the discrepancy, the composition and the geometry. An
attempt was made in the US to create calibration curves for uranium metal and uranium oxide,
but other compounds could not be anticipated nor easily obtained to make the calibrations
before the measurements at KIPT. Additionally, the sample geometry factor was minimized
by offsetting the sample from the bottom of the AWCC (the sample was roughly centered in
the AWCC). Even with these precautions, the discrepancy was too large to ignore. Thus new
standards were used to recalibrate the AWCC using material obtained at KIPT with
documented compositional values more similar to the materials to be measured, and in similar
containers as well.

During this study, the AWCC calibration curves were obtained for uranium metal and
uranium dioxide with different enrichments up to 90 % for U.
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A broad spectrum of other fissile materials of unknown composition with differing
enrichments has also been studied, and the items' isotopic and quantitative compositions have
also been determined.

Using the new calibration curves, 235U was determined with accuracy of-1.2% for samples
<100g and with accuracy of-3.5% for samples <2kg compared to original values, that are
confirmed by results of destructive analysis in IAEA Safeguard Analytical Laboratory.
[QUESTION: usually, large samples can be measured with better accuracy than small
samples. Is it possible that the numbers got retreatment?].
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CRITERIA FOR PRIORITIZATION OF SITES AND DETERMINING UPGRADES

DAVID EK
Sandia National Laboratories, Albuquerque, New Mexico, USA

Several factors influence the decision to provide physical protection assistance. These factors
include the relative attractiveness of the material with respect to nuclear proliferation, the state of
the current physical protection system, and the financial resources available to the member state
to support the physical protection system. However, identifying, collecting, and evaluating this
information from which to make decisions is not a straightforward task. It requires that a
relationship and forum be established through which physical protection system information can
be shared. Once there is agreement on the need to share PPS information, a more formal
evaluation of the effectiveness of the existing system can be performed. The evaluation should be
conducted using performance-based criteria as well as INFCIRC/225/Rev. 4 recommendations.
The evaluation should take into consideration the material to be protected, the state's design basis
threat, and the ability of the existing security system to detect, assess, delay, and respond to an
attack by adversaries. A limited review of the internal threat to material should also be performed
to ensure appropriate measures are in place to protect material. Analysis tools for this evaluation
would include limited computer models, tabletop timeline assessments, and subject matter expert
review of specific elements of the protection system. Once the effectiveness of an security system
is understood, recommendations for specific upgrades can be discussed with the member state to
determine the most viable improvements to the system considering issues such as operational
needs, cost, potential reduction in risk to material, and sustainability of the system in future years.
To date, the primary mechanism in place for establishing a relationship and forum of information
exchange has been the IAEA IPPAS program and other US Bilateral agreements with respect to
US origin material. The experience gained through these initiatives, the process for evaluating
the effectiveness of a physical protection system, and the decision process for continued support
would be discussed in this paper.
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SUPPORTING PECO COUNTRIES IN COMBATING ILLICIT TRAFFICKING OF
NUCLEAR MATERIALS - STATUS OF ONGOING PROJECTS.

W. JANSSENS, P. DAURES, O. CROMBOOM, K. MAYER, L. KOCH
European Commission, JRC, Institute for Transuranium Elements, Karlsruhe, Germany

In order to support the development of an efficient and validated response to counteract illicit
trafficking of nuclear materials in the EU, the candidate countries and some CIS countries, ITU is
currently executing a series of dedicated projects with the Candidate Countries to the European
Union, based upon the experience gained in previous Phare and Tacis projects [1]. Following the
recommendations of the International Technical Working Group (ITWG), the objectives of the
projects are:

- assessment of the national situation during a fact-finding mission in the country,
- technical upgrade and/or training related to the categorisation of nuclear material on

the spot and assistance for the identification of seized nuclear material, through joint
analysis at ITU,

- implementation of the recommended Model Action Plan in the form of a national
handbook called RITNUM (Response to Illicit Trafficking of NUclear Material),

- validation of the national Model Action Plan by the organisation of a demonstration
exercise in the country involving all the identified services in the field.

After a kick-off meeting held in Karlsruhe in November 2000 and attended by two participants of
each country, 5 fact-finding missions have been already performed (Romania, Slovenia and the
three Baltic States). A general meeting with all the involved parties (Customs, Police,
Intelligence services, Health Physics, Nuclear reference laboratory..,) was organised to describe
the procedure of the integrated response and the national needs were assessed. The corresponding
training sessions are planed in January 2002 at ITU for three participants for each country
(Customs and Police officer and high level scientist dealing with nuclear measurements). This
training session will be organised and supported by IAEA which have a common interest through
its Regional Program on Combating Illicit Trafficking (RER60). This joint action will be
extended to other eastern countries (ex. Belarus) on IAEA request.

The Romanian Police has been equipped with specific personal detection devices and nuclear
data software (Nuclide 2000) upon request.

As EUROPOL showed interest during the kick-off meeting, a close co-operation is being
organised including training for Europol staff and a common follow-up of the above-cited
projects. Participation to the demonstration exercises is foreseen.

Last but not least, as a spin-off of the project with Poland, an additional project for the
improvement of the detection of nuclear material at the Polish/Russian border around Kaliningrad
has recently been submitted.
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THE EXPERIENCE OF RUSSIAN FEDERATION IN ORGANIZATION OF CUSTOMS
CONTROL OF FISSIONABLE AND OTHER RADIOACTIVE MATERIALS

A. PODCHISHAEV
International Cooperation Department
State Customs Committee of the Russian Federation Moscow, Russian Federation

Among the routine inspection tasks of customs offices are tasks stemming from international
commitments of Russia to prevent proliferation of nuclear weapons and material that can be used
for making these weapons. These tasks are:

- radiation monitoring of all vehicles, passengers, their luggage and goods crossing the state
border;
- inspection of fissionable and radioactive materials (FRM) legally transported by participants in
the foreign trade activities with a view to checking that the declared data fully correspond to the
actual radioactive cargo.

(a) Organizational measures

The Sheremetyevo customs office has a department whose personnel is specially trained in
radiation monitoring and can operate radiometric and spectrometric instruments. These specialists
are included in shifts on duty responsible for customs clearing and inspection and carry out
continuous radiation monitoring of passengers and their luggage, vehicles and goods crossing the
border. They work on the 24-hour basis, which allows quickly and skillfully localizing the
detected radiation source and avoiding direct contact of customs, officers, airport personnel, and
passengers with the radioactive item.

(b) Technical measures

They include provision and everyday use of radiation monitoring instrumentation, classified
as
- stationary equipment of primary radiation monitoring (SEPRM);
- hand-held instruments for additional radiation monitoring (RM);
- spectrometric equipment for control of legal FRM transport.

The customs procedure for monitoring of fissionable and radioactive materials is divided into
three stages.

Stage I, primary RM. It is carried out by stationary FRM detection systems Yantar for customs
applications installed on the customs inspection line next to the X-ray inspection equipment
(XIE). These systems operate on a continuous automatic basis in co-ordination with the other
elements of the general customs inspection system. A scheme like this provides comprehensive
RM of everything that crosses the customs border and allows radiation sources to be quickly
detected in the total traffic of passengers and goods. If the Yantar system produces an alarm
signal, the customs clearance of the passenger stops and our officer turns to the second stage of
radiation monitoring.
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It should be mentioned that at stage I the alarm-causing item is recorded by video cameras fixed
on the Yantar racks and automatically switched on in the case of alarm. The recorded picture is
then printed out (with the number of the monitor, date and time of the event) and can be used for
ensuing legal procedure.

Stage II, additional RM. It is carried out by our officer who uses hand-held instruments, His
tasks are:
- to find out the cause of alarm produced by the SEPRM;
- to seek and localize the radiation source in the passenger's luggage;
- to measure the maximum exposure dose rate (EDR) on the luggage surface and to assess the
situation in terms of radiation hazard for the surrounding people;
- to check the passenger's luggage for surface contamination;
- to perform primary identification of the detected radioactive source.

Stage III, profound radiation examination. It is carried out by licensed expert organizations to
draw final conclusions about the detected radiation source.

This scheme is used to fulfill the first of the above nonproliferation tasks. As to the other task, i.e.
control of legal FRM traffic, the scheme is as follows: stage I, check of documentation followed
by standard customs clearance and inspection procedures, and stage 2, direct inspection of the
FRM.

Check of documentation consists primarily of checking the permission documents (licenses,
permits of State Atomic Inspection), certificates permitting transport of FRM, certificates for
container design, quota papers, and other documents required for customs inspection.

In the course of customs inspection with spectrometric instruments without opening the
containers the correspondence of the declared radio-nuclides, their amount, uranium enrichment
level to the transport documents is verified and compliance with the FRM transport safety
regulations is checked. In addition, packages with FRM are weighed and X- rayed with the X-ray
inspection equipment. If any discrepancy is found in the parameters of the goods, customs
clearing is suspended and a statement of customs regulations breaking is made up. The
regulations-breaking item is handed in to one of the appropriate licensed laboratories for expert's
examination and based on the expert's conclusion a decision is taken to start legal proceedings
against the regulations breaker.

This is the scheme of customs radiation monitoring at the international airport Sheremetyevo.

The efficiency of the scheme is illustrated by the following figures. In 1997, when appropriate
technical means and trained personnel were lacking, there were only 2 events of detecting items
with a rather high radioactivity level in the luggage. In 1999, after the entire radiation monitoring
system was fully deployed (i.e. the flight checkpoint was equipped with technical means of RM,
personnel was trained, special technologies and algorithms were developed), there were 61 events
of radiation detection, and in 2000 there have been 90 events, including breaches of legal FRM
traffick regulatins through disagreement of declared and actual parameters.

We believe that the above-considered organization of radiation monitoring allows effective and
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quite reliable control of and adequate response to possible illicit transport of FRM through the
airport Sheremetyevo to other countries, including CIS.

In the near future we plan to increase the efficiency of the radiation monitoring by integrating the
currently operational customs-used stationary FRM detection systems into a single information
network capable of providing simultaneous video-aided continuous nuclear monitoring at three
terminals (Sheremetyevo-1, Sheremetyevo-2, Sheremetyevo-Cargo) with display of information
at the workstation of the duty customs inspector.
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INTERNATIONAL TARGET VALUES 2000 FOR MEASUREMENT UNCERTAINTIES
IN SAFEGUARDING NUCLEAR MATERIALS

H. AIGNER, R. BINNER, E. KUHN
International Atomic Energy Agency, Vienna, Austria

The IAEA has prepared a revised and updated version of International Target Values (ITVs) for
uncertainty components in measurements of nuclear material. This represents the fifth revision of
the original release of such tables issued in 1979 by the ESARDAAVGDA. The ITVs represent
uncertainties to be considered in judging the reliability of analytical techniques applied to
industrial nuclear and fissile material subject to safeguards verification. The tabulated values
represent estimates of the "state of the practice" which ought to be achievable under routine
conditions by adequately equipped, experienced laboratories. The most recent standard
conventions in representing uncertainty and reliability data have been taken into account, while
maintaining a format, which allows comparison to previous releases of ITVs. The ITVs 2000 are
intended to be used by plant operators and safeguards organizations as a reference of the quality
of measurements achievable in nuclear material accountancy, and for planning purposes. They
may also be used for statistical inferences regarding the significance of operator-inspector
differences whenever insufficient measurement data is available.

The IAEA prepared a draft of a technical report presenting the proposed ITVs 2000, and in April
2000 the chairmen or officers of the panels or organizations listed below were invited to co-
author the report and to submit the draft to a discussion by their panels and organizations.

• Euratom Safeguards Inspectorate

• ESARDA Working Group on Destructive Analysis

• ESARDA Working Group on Non Destructive Analysis

• Institute of Nuclear Material Management

• Japanese Expert Group on ITV-2000

• ISO Working Group on Analyses in Spent Fuel Reprocessing

• ISO Working Group on Analyses in Uranium Fuel Fabrication

• ISO Working Group on Analyses in MOX Fuel Fabrication

• Agencia Brasileno-Argentina de Contabilidad y Control de Materiales Nucleares
(ABACC)

Comments from the above groups were received and incorporated into the final version of the
document, completed in April 2001[1]. The final report replaces the 1993 version of the Target
Values, STR 294.

An effort was made to bring the nomenclature in line with the latest recommendations of ISO,
EEC, BIPM, and EURACHEM. In particular, a clear distinction is made between the meaning of
the term "error" and the term "uncertainty". The ITVs 2000 represent target standard
uncertainties, expressing the precision achievable under stipulated conditions. These conditions
typically fall in one of the two following categories: "repeatability conditions" normally
encountered during the measurements done within one inspection period; or "reproducibility
conditions" involving additional sources of measurement variability such as "between
inspections" or "between laboratories" variations.
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The presentation of the 1993 ITVs involved sixteen different tables, whereas the ITVs 2000 are
presented in only six tables. Their format is designed to allow an easy comparison to previous
releases.

• Five tables list the ITVs 2000 for bulk and density measurements, sampling, the
determination of element concentration, of 235U isotope abundance, and of plutonium
isotope ratios, respectively.

• A sixth table gives the ITVs for the direct measurement of the total amount of fissile
element or isotope by NDA techniques in a given item or batch.

• Each table identifies separate ITVs according to the type of material and measurement
method, as appropriate.

• Additional materials and methods are being considered.

• Two parameters characterise the quality, which should be aimed for in a specific
measurement of a given material using a specified method at a single laboratory:

random uncertainty components, u(r), are due to errors varying in an
unpredictable way among individual items or results. Counting statistics
or the repeatability of measurements within a short period of time under
constant conditions are typical examples for random uncertainty sources.
Simply stated, the effects of random uncertainties can be reduced by
repeated measurement, sampling and analysis, but it is not possible to
correct for random errors.,

uncertainty components of a systematic character, u(s), are due to
errors affecting an entire group of items in the same way, like all
measurement results interpreted with the same calibration curve,
normalized with the same normalization experiments, or affected by the
same background subtraction. But also uncertainties in the certified
values of reference materials, nuclear data uncertainties or constant
instrument or laboratory biases will appear to have a systematic
character. The effects of uncertainties of a systematic character cannot
be reduced by repetition under a fixed set of conditions encountered
during a given inspection period. The cause of systematic errors may be
known or unknown. If both the cause and the value of a systematic error
are known, it can be corrected for, but there will still remain an
uncertainty component of systematic character, which is associated with
this correction.

As in earlier publications the values listed in the present document have been derived from an
evaluation of actual measurement data. Four sources of information were considered. The most
relevant and complete set of measurement data still comes from the information gathered by
safeguards inspectorates during the statistical evaluation of the results of the measurements
reported by the facility operators and the results of independent measurements performed on the
same materials by the inspectors. This approach is referred to as the "top-down" approach. These
data were complemented and confirmed by "bottom-up" assessments of measurement
uncertainty components published by measurement specialists and derived according to the ISO,
NIST and EURACHEM guides, hi addition and whenever possible, it was verified that the
proposed ITVs were consistent with the results of laboratory intercomparisons or measurement
quality evaluation programmes. In cases where little or no statistical data was available
(particularly for sampling uncertainties), some values were defined on the basis of expert
opinion.
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ANALYTICAL QUALITY CONTROL CONCEPT IN THE EURATOM ON-SITE
LABORATORIES
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European Commission
Joint Research Centre, Institute for Transuranium Elements, Karlsruhe, Germany

Two on-site laboratories have been developed, installed, commissioned and put into routine
operation by the Euratom safeguards office (ESO), jointly with the Institute for Transuranium
Elements (ITU). These laboratories are operated by ITU staff and provide verification
measurement results on samples taken by Euratom inspectors. The analysts work in weekly
changing shift teams, manage the laboratories and operate the various analytical techniques.
Operating such a laboratory at a remote location, without a senior scientist immediately available
in case of problems, The existing boundary conditions challenge the robustness of the entire
laboratory, i.e. comprising staff and instrumentation. In order to continuously ensure a high
degree of reliability of the measurement results, a stringent quality control system was
implemented.

The quality control concept for the two on-site laboratories was developed at a very early stage
and implemented in the pre-OSL training facility at ITU. This enabled to thoroughly test and
develop further the concept. At the same time the analysts get acquainted with the quality control
procedures in place and they are instilled with the principles.

The quality control concept makes use of a fully computerized data management and data
acquisition system. All measurement devices, including balances, density meters, mass
spectrometers, passive neutron counter, hybrid K-edge instrument, gamma spectrometers and
alpha spectrometers are networked and data exchange is performed on electronic basis. A
specifically developed laboratory information management system collects individual
measurement data, calculates intermediate and final result and shares the information with a
quality control module.

In order to ensure the reliability of the results, which are reported to the ESO inspectorate, five
levels of quality control were implemented. The present paper describes in detail the different
levels of quality control, which check the achieved precision and accuracy and provide the
analyst a reliable basis for acceptance or rejection of an analytical result. This comprises the
measurement of certified reference materials (CRMs), duplicate measurement of each sample,
measurement of secondary standards (carefully calibrated against CRMs), exchange of samples
between different methods and participation in interlaboratory measurement evaluation
programmes. The paper will discuss the advantages and drawbacks of this quality control scheme
and will highlight its fundamental role in the management of the on-site laboratory.
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EVALUATION OF UNCERTAINTIES FOR PU AND U
MEASUREMENTS ACHIEVED IN AN ON-SITE LABORATORY BY
THERMAL IONISATION MASS SPECTROMETRY DURING TWO
YEARS OF OPERATION

L. DUINSLAEGER, E. ZULEGER, K. MAYER
European Commission - JRC
Institute for Transuranium Elements, Karlsruhe, Germany

ABSTRACT

The quality control concept of the on-site laboratory is based on a nested design of
independent quality checks. They make use of method intercomparison, subsample
comparison, measurement of working standards and measurement of certified reference
materials. With respect to method intercomparison, thermal ionisation mass spectrometry is
used as reference basis for the radiometric methods. This is applied for both isotope analysis
and isotope dilution analysis. Thermal ionisation mass spectrometry is recognized as a
primary method of measurement, therefore it is scientifically perfectly justified to use it for
checking the accuracy of the other methods being used in the laboraotry. Consequently, a
stringent quality control has to be executed on the mass spectrometric measurements. The On
Site Laboratory (OSL) in Sellafield, UK has been in operation for two years. It is equipped
with two thermal ionisation mass spectrometers (MAT 261 and MAT 262) for Pu and U
isotopic ratio measurements. A computerized quality control system has been implemented, it
checks the analytical results and suggests the analyst to accept or reject the result. The
decision, however, remains with the analyst.
The samples are chemically separated, where pure fractions of uranium and plutonium are
obtained. The radiochemical purity and the approximate concentration of the U and Pu
fractions are checked by alpha spectrometry. Typically, 4 ng Pu or 40 ng U are loaded onto a
Re filament and subjected to measurement. The measurements are performed using the total
evaporation method with signal integration throughout the measurement (Romkowski et al,
1987).

The quality control system which has been implemented covers instrumental performance
verification by measuring certified reference materials of U and Pu. This is achieved by
comparing experimental results to the certified value of e.g IRMM 183, 184, 185, 186, 187,
199 for U as well as IRMM 047 for Pu. Once the analyst has confirmed the proper operation
of the instrument, he proceeds with sample measurements.

Each set of samples is accompanied by a working standard acting as quality control sample
(QC sample). This QC sample is subjected to the same chemical treatment as the real
samples. Again the experimental result is compared to the reference value, which was
obtained from the preparation of material (make-up value). Additionally, the precision of the
method is derived from 25 repeat measurements of the QC sample. The most recent QC result
is then compared to the long term average and the respective standard deviation.

Furthermore, each sample is run in duplicate. The duplicates are treated independently. The
results obtained on the two subsamples are compared and the relative difference is subjected
to a statistical test comparing it with the precision of the method.

The paper discusses the experience gained with the quality control system in thermionic mass
spectrometry measurements based on two years of operational experience. It describes the
precisions and accuracies observed for the different types of measurements (isotope
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abundance, minor isotope abundance, isotope dilution) and shows the performance the
technique has exhibited over two years of routine operation.

We will furthermore discuss the main sources of uncertainty of the analytical result.
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EXPERIENCE OF DETERMINATION OF PLUTONIUM AND URANIUM

CONTENTS IN MOX FUEL BY IDMS

MIKA YOSHIDA, TORU SUZUKI, HIDEO KOBAYASHI, TETSUO OHTANI

Japan Nuclear Cycle Development Institute (JNC), Ibaraki, Japan

1. PREFACE

In the Plutonium Fuel Center (PFC) of JNC, Isotope Dilution Mass Spectrometry (IDMS) has

been used to determine Pu and U contents of nuclear materials since 1996. In MOX fabrication

plant, many types of sample with wide variation of Pu/U ratio including aged Pu and process

scrap should be analyzed for not only quality control purpose but also material accountancy.

Because IDMS can eliminate influences of coexistence elements and has high accuracy, it is

considered to be the best analytical method for MOX fabrication plant.

This paper summarizes the experience of IDMS in the PFC laboratory including the

preparation of Large Size Dried (LSD) spike, and also describes the evaluation of analytical

error and consideration on procurement of LSD spike for IDMS.

2. SUMMARY OF THE DETERMINATION OF PU AND U CONTENT BY IDMS

2-1 Equipment

PFC introduced the equipment for IDMS to its analytical laboratory in 1996. The equipment

was designed in the corporation with IAEA-SAL. Four thermal ionization mass spectrometers

and other devices being used for MOX dissolution, spiking, ion-exchange, alpha-spectrometry,

gamma-spectrometry and spike preparation are included in the equipment.

2-2 Analytical method and quality control

A MOX fuel sample is divided to two sub-samples, which are dissolved in 7N HN03 with a

few drops of HF. After aliquoting and LSD spike addition, Pu and U are separated by anion

exchange technique and analyzed mass-spectrometrically. The isotope compositions, element

contents and repeatability of the determinations are calculated, and reported if the repeatability

is less than the control limit.

The bias on the determination is evaluated by intercomparison analysis with inspector's

laboratories, which are carried out four times a year. For the purpose to maintain the

performance of mass spectrometers, Pu and U isotope standard materials are measured prior to

each operation. The fluctuation of the data is monitored by the control chart.

2-3 Preparation of LSD spike

High reliability of LSD spike is one of the keys to acquire the precise results in IDMS
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technique. Because of wide variation of Pu/U content of samples, three types of LSD spike

with different Pu/U ratio (2/1, 1/3, 1/20) corresponding to the composition of the sample to be

measured are required. The number of LSD spike utilized in PFC so far is about 4,000 in total.

More than half of them have been prepared at PFC laboratory and the rest have been

introduced from foreign supplier.

3. EVALUATION OF ANALYTICAL ERROR

3-1 Repeatability for routine analysis

Based on the results of routine analysis, repeatability of the determination of Pu and U was

evaluated. These satisfy the random error of the International Target Value (ITV). Table 1

shows the repeatability evaluated from the analytical results of ATR " FUGEN" fuel and FBR

"JOYO" fuel (see Table 1). These results also indicate the high reliability of LSD spikes.

Table 1. Repeatability of the determination of Pu and U by IDMS

Fuel type

JOYO fuel

FUGEN fuel

Number of

samples

19

198

ITV (random error)

Repeatability

Pu cone.

0.091%

0.088%

0.15%

U cone.

0.104%

0.085%

0.15%

3-2 Effect on the introduction of total evaporation method

PFC laboratory introduced the total evaporation method for Pu and U isotope measurement in

1999, which greatly reduce the effect of isotope fractionation. The repeatability of Pu content

determination is well improved in comparison with the conventional method as well as Pu

isotope measurement, (see Table 2)

Table 2. Comparison of two isotope meas. methods on the repeatability of FUGEN fuel

Isotope meas. method

Conventional

Total evaporation

Repeatability

Pu cont.

0.148%

0.063%

240/23 9Pu ratio

0.025%

0.011%
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4. CONSIDERATION ON PROCUREMENT OF LSD SPIKE

Constraint of oversea transportation of nuclear material arise the difficulty of procurement of

LSD spike in Japan. PFC is examining the domestic preparation of LSD spike from MOX

stored in Pu fuel facility and the possibility to obtain the small size Pu metal which can be used

as starting material of spike preparation and be transported by type A container.

5. CONCLUSION

In PFC, about 1500 MOX samples have been analyzed by IDMS so far. IDMS is the best

method for the determination of Pu and U content of the samples of MOX fuel fabrication

facility. Analytical error of routine measurements by IDMS satisfies the requirement for

material accountancy.

Because consumption of a large number of LSD spikes is anticipated in Japan, to secure

enough quality and quantity of the LSD spikes continuously in Japan should be important in

future.
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EXPERIENCE OF BRAZILIAN SAFEGUARDS ANALYTICAL LABORATORY IN DA
ANALYSIS

J.H.B. BEZERRA, R.M.S. ARAUJO, J.C.A PEREIRA
Brazilian National Nuclear Energy Comission, Rio de Janeiro, Brazil.

The Brazilian Safeguards Analytical Laboratory inaugurated in September 1983 performs
uranium analysis in samples of Nuclear Materials taken during National Safeguards Inspections
as well as in samples taken during ABACC's inspections performed in Argentina. The
Laboratory analyzes Intercomparison samples provided by IAEA, NBL, ABACC, CEN and
EQRAIN.

The Method used to perform uranium analysis is the Davies & Gray/NBL. All the steps of the
analytical procedures, as Chemical Kinetics of the reactions and instrumental parameters, are
rigorously controlled [1].

An internal Quality Control of the Measurements is made by means of analysis of Certified
Reference Materials and the performance of the Results meets the ESARDA's Target Values for
Random and Systematic Components both in Intercomparison Samples and in samples taken
during Inspections.

The typical precision, expressed as relative standard deviation, and accuracy obtained in a routine
basis for nuclear grade materials is 0.1% and 0.14% respectively.

The performance of the Results obtained are comparable to the best International Laboratories
witch perform uranium analysis in Nuclear Materials for safeguards purposes.
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DEVELOPMENT AND IMPROVEMENT OF ANALYTICAL TECHNIQUES FOR
Pu/U/Np/Am/Cm AT THE IAEA SAFEGUARDS ANALYTICAL LABORATORY

Y. KUNO, P. DOHERTY, D. DONOHUE, R. LAFOLIE, M. KOHL
International Atomic Energy Agency, Vienna, Austria

The current requirements for the IAEA Safeguards Analytical Laboratory (SAL) can be divided
into the following 5 items; 1) to maintain the services to the Department of Safeguards for
nuclear material and environmental samples at the highest level of quality, 2) to provide support
for the design, planning and implementation of an On-Site-Laboratory (OSL) for the JNFL
project in Rokkasho, 3) to develop and implement methods for the determination of Np/Am/Cm,
for more accurate determinations of U/Pu with less analytical waste, and for more sensitive
determinations of U/Pu in swipe samples with both "bulk" and "particle" techniques, 4) to
participate in the planning and testing of Wide Area Environmental Sampling (WAES), and 5) to
support Member States' requests for analysis of nuclear materials in cases of illicit trafficking.
This paper will focus on 2) and 3), in particular, the development and improvement of analytical
techniques in the area of nuclear material analysis. Three examples from our recent developments
will be presented; a) establishment of analytical techniques for neptunium, americium and
curium, b) implementation of the controlled potential coulometry method for accurate
determination of plutonium, and c) fully automated chemical separation system for nuclear
material samples. The analytical technique consisting of chemical separation with TOPO, TRU
resin column, and TEVA resin column, in conjunction with alpha spectrometry measurements
would allow the determination of Np, Am, and Cm in input and high level liquid waste from
reprocessing with ca. 5 % uncertainties. Plutonium in mg-size samples can be determined very
accurately by the controlled potential coulometry technique, which would produce less
radioactive analytical waste compared to potentiometric titration. A fully automated chemical
separation system has been developed for streamlining the analytical workload at the OSL. These
developments have helped to meet our additional requirements with a minimum increase in the
analytical workload.
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AGE DETERMINATION OF HIGHLY ENRICHED URANIUM

M. WALLENIUS, C. APOSTOLIDIS, A. MORGENSTERN, A. NICHOLL, K. MAYER
European Commission, Joint Research Centre, Institute for Transuranium Elements,
Karlsruhe, Germany

Obtaining information on the age of nuclear material is of relevance in nuclear forensic
science in order to determine the date of the production campaign of the material. This might
be helpful to identify the source of the material. Information on the age of highly enriched
uranium may also be useful under a strengthened safeguards regime. Furthermore, such
information will be of key importance for the verification of a fissile material cut-off treaty
(FMCT). It will allow to distinguish between freshly produced (i.e. enriched) material and
material originating from excess weapons material. The same arguments apply basically also
for plutonium. Age determination for Pu has been demonstrated earlier for bulk samples as
well as for particles [1,2]. The radioactive decay of the actinide isotopes provides a unique
chronometer which is inherent to the material. In highly enriched uranium, the
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parent/daughter pairs U/ Th and U/ Pa are advantegeously used to determine the age
of the material. The obtained age refers to the last separation of the daughter nuclide from its
mother, i.e. the last purification of the material. Evidently, the accuracy of the measured age
depends on the quality of this separation, hence it is based on the assumption of the complete
removal of the daughter products during the last separation or purification.
The age determination of uranium is, however, somewhat more difficult than Pu dating,
because of the long half-lives of uranium isotopes which lead only to minute amounts of in-
growing daughter nuclides. This means that either separation of the Th and the Pa from
uranium must be of high chemical recovery and a highly sensitive measurement technique
must be applied.

In this work the age determination of highly enriched uranium has been studied using three
different techniques: Thermal Ionisation Mass Spectrometry (TEVIS), Inductively Coupled
Plasma Mass Spectrometry (ICP-MS) and Alpha Spectrometry (AS). For TIMS and AS a
separation of daughter nuclides was required whereas a direct measurement of the sample was
possible by ICP-MS. The separation of Th and Pa from uranium was achieved using TEVA
ion chromatography resin. Before the actual separation, the samples were spiked. The spike
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isotopes Th or Th were used for alpha spectrometric determination. A Th spike was
used for the mass spectrometric assay of 30Th.
The present paper describes the individual analytical methodologies that were developed and
discusses their advantages and drawbacks. The achievable uncertainties and the limitations of
the individual methods, especially in view of very young uranium will be highlighted. With
respect to a potential application of the methods, the discussion focuses on highly enriched
uranium, as this appears to be of highest strategic relevance. The different analytical
methodologies were tested using uranium reference materials of different 235U abundances
(enrichments) and of known ages.
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DETECTION OF URANIUM MINING ACTIVITIES

V. MAIOROV, M. RYJINSKI
International Atomic Energy Agency, Vienna, Austria

V. BRAGIN
Australian Safeguards and Non-Proliferation Office, Canberra, Australia

In undisturbed natural uranium ore the 238U decay chain isotopes appear in secular decay
equilibrium with activity ratios equal to one. In the course of ore processing the bulk of the
uranium decay products is separated from the uranium product and concentrated in the tails.
Therefore the disturbed activity ratios of short-lived daughters to long-lived parents can be
indicators of ore processing.

Using 234Th and 238U activities (the short-lived daughter with Ti/2=24.1 days and the long-
lived parent respectively) one can roughly estimate how much time has elapsed since ore
processing occurred. Equilibrium is reached in about three months after processing and the

Th and 238U activity levels are approximately equal (taking into account the error of
measurements). Higher or lower 234Th activity levels, relative to 238U, indicate the material
has been recently processed. Assuming the product is depleted in Th and the tails are
enriched, the activity of 234Th in fresh product should be lower than 238U and higher in fresh
tails.

The 234Th/230Th activity ratio can also be used for age estimations (23 Th is a long-lived
nuclide). In non-processed ore and immediately after processing this ratio should be equal to
one. After that the 234Th/230Th ratio for a product increases from one to a higher equilibrium
value and for tails it decreases from one to a corresponding lower equilibrium value. As a
result for undisturbed uranium ore the 234Th/230Th activity ratio will be equal to one, for
uranium product - significantly higher than one, and for tails - significantly lower than one.
The deviation of the ratio from one for product and tails depends on the U/Th separation
coefficient. The relationship between the 234Th/230Th activity ratios at a given time after
processing (Rt) and for equilibrium (Req) may be expressed as

, = Req

The relationship between the U/Th separation coefficient (Ku/Th) and R«q may be expressed as

Ku/Th= Req(product)/Req(tails).

Five samples were taken from the Ranger Uranium Mine and Concentration Plant in
Australia, and one sample was taken from the Jabiluka mine (10 km far from the Ranger
Mine). The samples included non-processed ore, coarse ore from the stockpile, final crushed
ore, fresh and old tails, and fresh product (U3O8). All the samples were analyzed by HRGS to
measure the activities of gamma emitting nuclides. XRF and IDMS were used to measure
uranium content and isotopic composition.

Subsamples of about 0.5 - 1.5 g were analyzed using XRF (Philips 1480 XRF analyzer) and
IDMS (233U spike, VARIAN MAT-262 mass spectrometer) techniques. The 238U activity was

77



IAEA-SM-367

calculated from these measurement results. The 234Th activity was measured by HRGS with a
planar HPGe detector and a calibrated low activity 241Am solution as an internal standard.

The 234Th/230Th activity ratio was measured using the 60 keV energy region where both
isotopes have gamma lines. Use of gamma lines with close energies (63.29 keV for 234Th and
67.67 keV for 230Th) allows one to reduce the large contribution of geometry and absorption
effects on the measured ratio. This is clear advantage of the method. Disadvantages of the
method include the low intensity of analytical lines (long measurement time) and possible
interference with the 63.9 keV line of 232Th, which can be significant for uranium ores with a
high Th content. The intensity of the 63.9 keV line is about 6 times lower than the 63.29 keV
line if concentrations of both thorium isotopes are equal. The Table below shows the
measurement results.

Sample

ID

97-01

97-02

97-03

97-04

97-05

97-06

Material

Fresh tails

Old tails

Coarse ore

Fine ore

Product

Jabiluka ore

234Th±a, Bq/g
21 July

16 ± 3

4.3± 0.9

5.4± 1.1

20 ± 4

6500 ±1300

1.0± 0.2

238U±a, Bq/g
18 August

3.0± 0.1

3.4± 0.9

6 ± 5

19 ±10

10200

1.1+ 0.1

( 2 3 4 T h / 2 3 0 T h ) ± C T

10 July

0.43 ± 0.06

0.10 ± 0.01

0.84 ± 0.17

0.64 ±0.13

30 ±15

0.70 ± 0.40

(234Th/230Th)±a
20 December

0.08 ± 0.01

0.15 ± 0.02

For samples 97-02, -03, -04 and -06 (old tails and ore samples), the difference between 234Th
and 238U activities is not significant, therefore one can conclude that these samples were not
processed during the three months time period before the analysis date. Sample 97-01 (fresh
tails) has a 234Th/238U activity ratio of about 5 that certainly indicates that the tail material is
fresh. Sample 97-05 (product) has a 234Th/238U activity ratio of about 0.6 which indicates fresh
product material.

One can see a significant difference in 234Th/230Th activity ratios between non-processed ore,
tails and product, and between the fresh and old tails. By using sample 97-01 234Th/230Th
ratios measured in July (non-equilibrium ratio of 0.43±0.06) and in December (equilibrium
ratio of 0.08±0.01), one can estimate the age of the fresh tails. The estimated age is equal to
34±6 days at the time the non-equilibrium sample was analyzed (10 July ). Therefore, the
estimated date the fresh tails were produced is about 6 June.

The 234Th/230Th activity ratios, measured by HRGS in uranium mining samples provide the
inspector with information on the type of material measured (non-processed ore, uranium
product or tails) and can be used for the verification of the operator data on the date of ore
processing. A portable gamma spectrometer with a planar HPGe detector can be used to

234- /230measure the Th/ Th activity ratio in the field.
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IK 18A TAR
SAFEGUARDS MEASUREMENTS
EFFORTS TO SAVE 244Pu IN MARK 18A TARGETS FOR USE IN INTERNATIONAL

STEVEN A. GOLDBERG
U.S. Dept. of Energy, New Brunswick Laboratory, Argonne, IL, USA

JOHN CAPPIS
Los Alamos National Laboratory, Los Alamos, NM, USA

STEPHANIE CLARKE, ROBERT WHITESEL
National Nuclear Security Administration, Office of Arms Control and Nonproliferation,
Washington, D.C. USA

The Office of Arms Control and Nonproliferation and the Office of Security and Emergency
Operations are working collaboratively to evaluate the disposition of a large quantity of the 244Pu
isotope contained in 65 Mark 18A targets at the Savannah River Site (SRS). 244Pu is used as a
standard reference material for plutonium analytical measurements required for both domestic
and international safeguards. 244Pu is particularly valuable for high accuracy measurements of
plutonium in small samples containing trace quantities of plutonmm (environmental analysis) and
for measurements of material through-put in bulk processing facilities handling large volumes of
plutonium and plutonium-bearing materials.

In October 2000, an assessment team was tasked by the U.S. Department of Energy (DOE) Under
Secretary to evaluate pathways and costs for the chemical separation and isotopic enrichment of
the 244Pu identified in the targets. Even though the target materials have recently been designated
as a National Resource, they are scheduled for waste disposal unless funds can be identified and
assigned to the project. Background information on the Mark 18 A targets and a review of the
assessment process are presented below to inform other organizations and governments of current
efforts to examine potential disposition options and to solicit international cooperation for the
extraction of the 244Pu.

BACKGROUND
The United States possesses the bulk of the world's supply of the rare isotope 244Pu. This isotope
was produced by extremely long neutron irradiation of 242Pu in a high-flux reactor during
experiments used primarily to create isotopes of medical interest. In its separated enriched form,
244Pu is regarded as the most accurate and desirable spike for safeguards, forensics, and
environmental analysis of plutonium, allowing the simultaneous measurement of a sample for
isotopic abundances and elemental concentration. Such measurements are a critical component
of Strengthened Safeguards protocols to verify undeclared activities and materials.

Current supplies of enriched 244Pu are considered to be insufficient for long-term safeguards
measurement activities. Approximately 20 grams of 244Pu reside in the highly irradiated Mark
18A targets. The material in the targets must be chemically separated and isotopically enriched
before the 244Pu can be used for safeguards analyses.

79



IAEA-SM-367/A/5/01/P

The Mark 18A targets are presently slated for disposal by the U.S. DOE unless funds and
resources can be identified for the separation of the Pu. The cost may exceed several tens of
millions of dollars, and the time available to secure this funding is limited. A DOE/NNSA
assessment team has been tasked to provide an options paper describing various recovery
approaches and associated cost estimates and to contact other organizations and governments that
also have an interest in retaining the 244Pu to determine whether they would be willing to
collaborate in the process to retain the 2 4Pu material.

REVIEW OF THE ASSESSMENT PROCESS

At the direction of the DOE Nuclear Materials Council (NMC) in November 1999, the Office of
Nuclear Energy, Science and Technology (NE) and the Office of Science (SC) conducted a
review of the need for the various nuclides contained in the Mark 18 A targets. The Office of
Environmental Management (EM) was concurrently tasked to assemble additional information
regarding the costs, timing, risks and benefits of the various options for management of the Mark
18A Am/Cm/Pu materials. NE and SC concluded that "the Am/Cm at Savannah River (SR)
cannot be economically processed, enriched, and sold by the Department of Energy for isotope
sales nor is it needed for science. The material is neither needed nor is retention economically
justifiable from a programmatic perspective."

Based on an analysis provided by the New Brunswick Laboratory (NBL), the Office of Security
and Emergency Operations (SO) subsequently informed the NMC that the United States would
risk losing measurement capabilities that are essential for maintaining an active safeguards
posture in current and future world affairs if the Mark 18A targets were to be disposed of without
separation and recovery of the 244Pu and other high-Z isotopes. SO indicated that no other
isotopic material can perform the unique function of 244Pu in high accuracy measurements of
plutonium for both safeguards and environmental analyses. Accordingly, SO recommended that
DOE retain the Mark 18A target materials, designate them as a National Resource, and fund the
separation of 244Pu and other high-Z isotopes from the targets.

The Office of Defense Nuclear Nonproliferation (NN) joined SO and took a lead role in the effort
to provide information, as requested by the NMC, to justify keeping the 244Pu and to develop a
path forward that offers the potential for accomplishing this goal. NN and SO are reviewing
multiple options, including the possibility of using new isotope production techniques. If
separation and enrichment are assessed to be viable approaches, NN and SO will seek the
requisite funding. Among the options for management of the Mark 18A target materials are
target preparation/vitrification in facilities at SRS, and separation and enrichment
(electromagnetic and reactor-based) at Oak Ridge. If funds cannot be obtained, then EM would
proceed with a disposal alternative.
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QUALITY MANAGEMENT AT THE SAFEGUARDS ANALYTICAL LABORATORY
OF IAEA

H. AIGNER, P. DOHERTY, D. DONOHUE, Y.KUNO
International Atomic Energy Agency, Vienna, Austria

In the year 2000, SAL's quality management system was certified for conforming with the
requirements of the international standard ISO-9002: 1994. The certification incurred
considerable efforts, both in manpower and capital investments. The expected benefits of a
formal quality management system do not directly target the correctness and reliability of
analytical results. SAL believes that it was already performing well in this respect, even before
re-shaping its quality system according to the reference model. Systematic QA and QC
procedures have been applied since the begin of SAL's operations in the mid-70's. The
management framework specified in ISO-9002: 1994 complements these technical measures.
Besides its value of being internationally recognised and thus enhancing perhaps the credibility
in the quality of SAL's services, the quality management system in this form provides additional
advantages for the customer of the services of SAL, i.e. the Department of Safeguards of the
IAEA, but also for the control and management of SAL's internal "business" processes. The
paper discusses if these expected additional benefits are indeed obtained and whether or not their
value is in balance with operational and initial investment costs.
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P.DOHERTY, A.ZOIGNER, K. SIRISENA, E. KUHN
International Atomic Energy Agency, Vienna, Austria

The IAEA maintains a Network of Analytical Laboratories that support the Destructive
Analytical Services to the Department of Safeguards. These Network Laboratories fall into three
categories: those that supply reference materials; those that supply analyses of Environmental
Samples; and those that supply analyses of Nuclear Material Samples. Since 1995, the number
of nuclear material samples analyzed by the IAEA has declined, while the number of
environmental samples has increased. It now appears that the sample throughput is constant at
just over 1000 per year. Based on these changing sample requirements, the IAEA has increased
the number of analyses performed by it's environmental network laboratories and decreased the
no. of samples analyzed by it's nuclear material network laboratories, while the need for
provision of reference materials remains constant. This paper seeks to show the changes and
general trends in the use of the network of analytical laboratories.
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PERFORMANCE OF ISOTOPE CORRELATIONS FOR THE ESTIMATE OF 242Pu

S. ABOUSAHL, P. VAN BELLE, H. EBERLE, H. OTTMAR
European Commission, Joint Research Centre
Institute for Transuranium Elements, Karlsruhe, Germany

The lack of a gamma-ray signature from 242Pu represents an Achilles heel for many plutonium
isotope abundance measurements made by high-resolution gamma spectrometry (HRGS).
This holds in particular for plutonium materials containing a significant fraction of this
isotope. The problem is partially solved through the application of isotope correlations
estimating the relative abundance of 242Pu from relations to ratios of other plutonium isotopes
measurable by HRGS.

In the mid of the nineties a new type of isotope correlation had been proposed for LWR
plutonium based on the following relation /1,21:

2 4 2 Pu = C °239 p u - 239 p u

240pu
2 3 9 Pu

with recommended coefficients Co, C\ and C2 for PWR and BWR fuels, respectively. We
have adopted this type of correlation for the routine analysis of safeguards samples in the
Euratom On-Site Laboratories and in the Institute for Transuranium Elements. In order to
cover the full range of plutonium materials received for analysis, the application of the above
correlation has been also extended to AGR and Magnox-type of plutonium. The differing sets
of coefficients Co, Ci and C2 approximating best the correlation for the additional types of
materials were determined from a set of reference isotopic data.

Since in many instances the origin and the type of the plutonium are not known a priori,
criteria for categorization were established helping to select the appropriate isotope
correlation. Parametric plots of the ratios 238Pu/ Pu versus 24OPu/239Pu generally allow to
discern unambiguously Magnox, AGR and LWR plutonium, and to some extent also BWR
and PWR plutonium, as long as a mixing of the respective plutonium materials has not
occurred. With this kind of categorization implemented in the routine analysis the
performance of the 242Pu estimate is substantially improving in most cases.

Performance data for24 Pu in particular, and for plutonium isotope abundance measurements
by HRGS in general, as derived from a larger set of measurement data are presented and
discussed in terms of their impact on the interpretation of passive neutron coincidence
measurements for the plutonium element assay on small samples.
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PERFORMANCE OF ANALYTICAL SERVICES OF IAEA-SAL IN 1995-2000

P.DOHERTY, A.ZOIGNER, C. HOFFMANN, S. DE ALMEIDA
International Atomic Energy Agency, Vienna, Austria

This paper will present a summary of the analytical services at Safeguards Analytical Laboratory
(SAL), specially focusing on samples received and analyzed in the 5-year period 1995 to 2000.
It will illustrate the trends in uranium, plutonium and spent fuel samples over this time period,
and make reference to the increased need to analyze 'special' samples. The paper will review and
summarize the current analytical techniques for such work, and will make reference to those
techniques in development, which may become contemporary. In addition, the paper will
consider the challenges affecting the operation of a DA Lab (e.g. disposal of analytical residues;
maintenance issues etc.). It will seek to illustrate the continued necessity of destructive analyses.
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PROMOTING WIDER ADHERENCE TO ADDITIONAL PROTOCOLS

P. DE KLERK
International Atomic Energy Agency, Vienna, Austria

Strengthening the IAEA safeguards system depends critically upon States' adherence to the
Additional Protocol. While a number of strengthening measures can be and are being
implemented under INFCIRC/153 type and other safeguards agreements, only the Additional
Protocol gives the Agency the authority to request broad access to information and
complementary access in inspected countries.

The IAEA Secretariat works actively towards the conclusion and entry into force of more
Additional Protocols and has defined as its yardstick for the period 2001-2005 that it wants to
conclude Additional Protocols for a majority of States and for almost all States with nuclear
facilities.

The Secretariat's Action Plan to promote the conclusion of Additional Protocols distinguishes
between States with nuclear material and facilities and States with little or no nuclear material
or activities. Most States in the latter category have concluded an NPT safeguards agreement
with a so called Small Quantities Protocol which has the effect of holding in abeyance the
implementation of most of the provisions of Part II of the safeguards agreement as long as the
State has no significant nuclear activities.

The presentation will discuss the prospects for wider adherence to the Additional Protocol in
both categories of States.
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MAKING SENSE OF SITE DECLARATIONS: CANADIAN DECLARATIONS UNDER
ARTICLE 2.a. (iii) OF THE ADDITIONAL PROTOCOL

J. K. CAMERON, R. BENJAMIN, A. GHOSH
Canadian Nuclear Safety Commission (CNSC), Ottawa, Canada

While this paper will provide an overview of Additional Protocol implementation activities in Canada, this
paper will also deal with a specific, albeit important, component of Canada=s initial declaration under the
Additional Protocol: site definitions and declarations. A clear description of the problems, solutions and
compromises in making site declarations across a variety of sites in Canada would provide a useful insight
into the process as other States prepare to do the same.

Through the Model Protocol Additional to Safeguards Agreements Between Member States and the
International Atomic Energy Agency, provisions exist to fulfil a longstanding gap in the coverage of
international safeguards. The success of these new provisions are dependent on the extent to which
declarations balance the intent of expanded declarations and the practical difficulties in making such
declarations.

The prerogative to delineate site boundaries lies with the Member State. In doing so, four factors merit
careful consideration. First, Article 18.b of the Additional Protocol draws connections between facility
definition and site delineation. Under comprehensive safeguards, information on facilities has already been
submitted to the IAEA specifying Asite layouts in the design information questionnaire. Consistency
between the Asite layouts specifications of the design information and site definition under the Additional
Protocol is important, as differences will lead to inconsistencies, which will have to be resolved during
implementation. Second, while Article 18.b specified that specific Aessential services,= co-located in close
geographic proximity, should be considered as part of the same site, there are instances where site
definition is complicated by close proximity of other, but separate, safeguarded facilities and the existence
of services related, but not Aessential= according to the definitions of the Additional Protocol, to the site.
Third, practical limitations come to bear on site definition, including presence or absence of natural
barriers, regulatory control of the SSAC over the geographic area declared and control of the owner or
operator over the site. While the IAEA is not supposed to be concerned with different owners/operators or
private/lease arrangements in its analysis of the activities associated with the site, these are real concerns
when the State guarantees the IAEA access to all places on a site. Fourth, and finally, when the boundaries
of a site have been delineated, the description has to be clearly communicated to the IAEA. The procedure
by which this was done for Canada in its initial declaration to the IAEA will be described.

The paper will present how Canada applied the above four factors against three sample sites in Canada: (1)
one major research site in Canada; (2) one complicated multi-facility site involving several multi-unit
Candu reactors and waste management facilities; and (3) one unique fuel fabrication facility. Considered
against the factors above, the paper will describe how an island-approach for the first two sites was
dismissed in favour of a single-integrated site but how an island approach was adopted for a third site in
light of practical considerations. To conclude the section on site definition, the paper will also review a
gamut of possibilities for site definition, in light of Canadian experiences, including use of single room
and single building provisions as espoused in the IAEA=s Guidelines and Format Document (August
1997) for preparing Additional Protocol Declarations.

Site definition is an important aspect of making declarations pursuant to Article 2.a.(iii) but it is less than
half the task when considered against the information that is sought under the Additional Protocol on the
buildings on that site. SSAC experiences relating to the assistance provided to the Canadian nuclear
industry in preparing these declarations will be reviewed in this paper. There was a real need to find a
balance between providing enough information to the IAEA to discern the activities of a building in
relation to the overall activities of the site and avoiding overburdening Canadian operators with making
detailed declarations. Methodologies employed in optimising these tasks will be described, including using
existing documentation. In the case of Canadian sites, this included licensing documents, web site
information, public and open source documents.
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Finally, the paper will offer some practical insights into making site declarations, including how
commercial satellite images were used to check quality and completeness of draft declarations, how
historical handling and processing of nuclear material was declared, how managed and other access
considerations were highlighted to the IAEA within the declarations, how buildings and sometimes sites
were sub-divided across different entries or declarations using the IAEA=s Protocol Reporter software,
and how consensus was reached on such issues as Awhen is a >structure= a >building=,= what are
Aessential servicess and what are the consequences of some of the components of the IAEA=s Guidelines
and Format Document (August 1997).

Declarations under Article 2.a.(iii) of the Additional Protocol are an important component in strengthening
safeguards. Properly implemented by the IAEA and Member States, they will serve to strengthen the
IAEA=s ability to detect undeclared activities co-located on a safeguarded site and to deter proliferators
from using such sites through enhanced detection capabilities thereby making proliferation more
difficultXall the while doing so with reasonable effort on the part of the nuclear industry.
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THE CHALLENGES OF ADDITIONAL PROTOCOL IMPLEMENTATION

THERESE RENIS
International Atomic Energy Agency, Vienna, Austria

The IAEA Board of Governors approved the Model Protocol Additional to Safeguards
Agreements, INFCIRC/540, (referred to as the Additional Protocol) in May 1997. The Additional
Protocol provides for new mechanisms that include expanded information on State's nuclear
activities to be declared to the IAEA and increased physical access to locations for IAEA
inspectors. The objective is to provide the basis for gaining assurance of the absence of
undeclared nuclear material and activities in a State. Although the Agency conducted field trials
of various aspects of implementation of the Additional Protocol, the first actual implementation
experience began with the entry into force of Australia's additional protocol in December of
1997. As of late August 2001, 21 states have entered into force an additional protocol and another
35 states have signed the additional protocol but not yet entered the agreement into force.

Because implementation of the Additional Protocol requires new activities to be carried out by
the IAEA, new procedures, guidelines and training have been developed to support these
activities. As more experience is gained these documents are being refined and additional ones
developed to meet unforeseen needs. In addition, evaluation and follow-up of the expanded
information and the results of increased access has required the Safeguards Department to expand
and adapt its procedures and mode of operation. The challenge has been in establishing sufficient
measures and the necessary infrastructure for consistent application of the additional protocol in
such a way that they can be adapted as needed based on Agency experience.

Initial development focused on the logistical aspects of implementing these new activities. These
activities include the processing, handling and review of additional protocol declarations;
planning, conducting and reporting on complementary access activities; and follow-up activities
arising from information review or complementary access.

Given the expanded responsibility under the additional protocol for the Agency to draw
conclusions regarding the absence of undeclared nuclear material and activities, it has been
important for Safeguards Department staff to broaden their outlook with respect to all other
safeguards activities being conducted. This includes consideration of how the evaluation of all
information available to the Agency affects the planning and prioritizing of future safeguards
activities, for example in resolving questions or inconsistencies in the declared information or
selecting locations for conducting complementary access. Beyond the verification of nuclear
material, inspectors are being called upon to conduct a wider range of activities, with more
emphasis on the observation of indicators of a State's nuclear-related activities and consideration
of the consistency of the other information with a State's declarations. It has also led to a need to
institutionally change the roles of many staff members in the various Safeguards Divisions and
increase the interaction between the Divisions to most effectively draw State-level conclusions
regarding the absence of undeclared nuclear material and activities.

It is important that the Agency has the adequate infrastructure to effectively conduct the new
activities provided for under the Additional Protocol, and assure that the conclusions drawn
regarding a State are credible and made in a consistent manner for all States.

This paper gives an overview of many of the areas where the Agency has had to develop, expand
and adapt its procedures and mode of operation in order to implement most effectively additional
protocols, and the challenges that have been encountered in the process.
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IMPLEMENTATION OF THE ADDITIONAL PROTOCOL IN UZBEKISTAN

V. BYTCHKOV, D. HURT, J. VALLEJO LUNA, O. KRAYNOV, K. MURAKAMI
International Atomic Energy Agency, Vienna, Austria

R. SAIDOV, KH. YUNUSOV, KH. KHALILOV
Agency on Safety in Industry and Mining, Tashkent, Uzbekistan

Uzbekistan became independent of the Soviet Union in 1991. Before this independence, the
nuclear activities in Uzbekistan had been part of a nuclear programme of the former Soviet
Union. Uzbekistan acceded to the NPT in 1992 and joined the IAEA the same year. The
safeguards agreement entered into force in October 1994.

Uzbekistan signed and ratified the Additional Protocol with its entry into force in December
1998. This paper will describe the activities involved in the implementation of the Additional
Protocol in Uzbekistan such as evaluation of the Declaration; visits and complementary
accesses as well as evaluation thereof; and the Safeguards Conclusions.

There is no declared uranium enrichment, fuel fabrication and reprocessing activities in
Uzbekistan, but there is a significant uranium mining and milling industry.

APPROACH FOR THE SELECTION OF LOCATION FOR COMPLEMENTARY
ACCESS

Articles 4 and 5 of the Protocol (INFCIRC/540) list and describe the condition and location in
connection with the implementation of complementary access; in the particular case of
Uzbekistan the following objectives were pursued:

i) Assure the correctness and completeness of information submitted by the State and
to resolve inconsistencies, if any, contained in the State declarations;

ii) Assure the absence of clandestine nuclear materials and activities of the State
nuclear sites in the Institute of Nuclear Physics and "Photon" Centre; and

iii) Access uranium mines and concentration plants in order to assure the absence of
undeclared uranium processing activities.

COMPLEMENTARY ACCESSES AND TECHNICAL VISITS PERFORMED UNDER
THE ADDITIONAL PROTOCOL

Upon receipt of the State Initial Declaration, our primary goal was to perform an
authentication of the site maps and plans submitted by the State. Based on information
contained in the State Declaration, as well as on information gathered by inspectors through
observations, several buildings were selected for complementary access in the Institute of
Nuclear Physics and in the "Photon" Centre.

Regarding complementary access in connection with the uranium mines and concentration
plants, the information about the country mining and milling industry contained in the initial
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declaration and that gathered from open sources, was subject to a comprehensive analysis
before the selection of the location for complementary access.

Since June 1999, four technical visits and six complementary accesses have been performed.
The main objectives were to:

• verify correctness and completeness of the State Declaration;

• confirm the absence of undeclared uranium processing activities;
• confirm the non-production of uranium of composition and purity suitable for fuel

fabrication or isotopic enrichment;
• confirm the absence of undeclared reprocessing activities and nuclear material on a

site;
• confirm the absence of undeclared uranium enrichment activities on a site;
• confirm the absence of undeclared heavy water production;
• verify the available information about the Peaceful Nuclear Explosions on the

territory of Uzbekistan, and to determine any possible indicators supporting the
statement that these were not related to nuclear weapons tests; and

• confirm the absence of special equipment and material and of undeclared nuclear
material.

The main activities performed were:

• observation of the sites;

• observation of equipment, industrial methods, plant capacities and activities on site
and in the selected buildings;

• taking of environmental samples, DA samples and soil samples;
• photographing of the sites and buildings visited;
• measurements of radioactive doses, and
• GPS measurements to assess co-ordinates of a site.

The implementation of the Additional Protocol has allowed the Agency to obtain a profound
analysis and understanding of Uzbekistan's nuclear programme. Verification carried out
under the Safeguards Agreement and the Additional Protocol, enabled the Agency to draw
conclusions of the non-diversion of nuclear material from declared activities and of the
absence of undeclared nuclear material and activities in Uzbekistan.
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TO MAKE A NATIONAL BASED HISTORICAL SURVEY OF NON-
PROLIFERATION OF NUCLEAR WEAPONS: EXPERIENCES FROM THE
EXAMPLE OF SWEDEN

T. JONTER
Department of History, Uppsala University, Uppsala, Sweden

This project was initiated by the Swedish Nuclear Power Inspectorate and approved by the
Agency as a Support Programme Task to increase transparency and support the
implementation of the Additional Protocol in Sweden (1). A general model of how such a
historical survey can be conducted has been worked out in order to serve as help for other
countries evaluating their nuclear and nuclear related activities in the framework of the
Additional Protocol. The model consists of the following parts:

1. A State's nuclear activities profile since the mid-forties. In this part the task is to analyse
the State's civil and military nuclear plans in broad terms, as well as to investigate how
these ambitions were carried out in practice. A central ingredient is to map-out how the
nuclear energy projects were organised over time; i. e. to pin-point the government
authorities, organisations, private companies, universities and research institutions who
were involved in the activities and who had the authoritative power at different times
since 1945.

2. A description and analysis of the State's role and interactions in the area of international
non-proliferation. This part of the model includes a list of the national laws that have
regulated the use of nuclear materials since 1945. Are there exceptions in the national
jurisdictions that obstruct the international/national inspections to be carried out in
practical terms? How have the import and export regulations been designed since 1945?
Who are allowed to use sensitive nuclear materials and on what conditions? Another part
of the analysis of the State's international policy of non-proliferation includes a
description of the international and bilateral agreements that were signed and ratified over
the span of the period under consideration. The experiences from the work with the survey
of the Swedish nuclear activities show that not all co-operation necessarily went through
bilateral (government controlled) agreements procedures.

3. A description and analysis of the nuclear-related materials and activities since 1945 (this
is especially important when the state in question has had extended plans to acquire
nuclear weapons capability, as in the case of Sweden). This part of the project lists the
international inspections of nuclear materials and reactor facilities in the specific State (an
important aim is to show how the early inspection routines were designed, and how it was
developed later on, especially in the sense of co-operation with other States and the
Agency). Questions like the following have to be answered: How were the plans intended
to be worked out in theory and practice? Who were involved in the programmes/projects
and what sorts of experiments were carried out? Where were the laboratories located,
which and how much nuclear-related material was used and how did the decommissioning
of the activities take part? Are there any materials or facilities left over from the
programmes/experiments? In addition to this task, there is another important enumeration
to be made: i. e. the national archives (and perhaps foreign archives as well) that comprise
documentation related to both civil and military nuclear energy activities. An important
aim is to show what each archive contains, especially about nuclear materials, facilities
and equipment that can be used to produce nuclear weapons. It is also important to
investigate whether the archives in question are available for the public and/or researchers.
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4. An estimation of a State's capability to produce nuclear weapons? Several models can, of
course, be practicable in terms of evaluating a certain State 's latent capability to produce
nuclear weapons. In the survey of the Swedish nuclear activities, a model from the
American political scientist Stephen M Meyer's The Dynamics of Nuclear Proliferation
was used (2).
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IMPLEMENTATION OF THE ADDITIONAL PROTOCOL IN JAPAN

T. OGAWA
Japanese Safeguards Office (JSGO), Ministry of Education, Culture, Sports, Science
and Technology, Tokyo, Japan

The Additional Protocol between Japan and the IAEA entered into force in December
1999. To come into force the Additional Protocol,

A series of implementation trials of Additional Protocol was carried out at two
Japanese representative nuclear research centers, i.e. Tokai Research
Establishment of Japan Atomic Energy Research Institute (JAERI) and Oarai
Engineering Center of Japan Nuclear Fuel Cycle Development Institute (JNC).
These trials were proposed by Japan and were conducted in cooperation with the
IAEA Secretariat.

Japan amended "the Law for the Regulation of Reactors etc.", to collect adequate
information to submit to the IAEA, to arrange the surrounding for the
complementary access, etc.

In addition, Japan Submitted the Initial Declaration of the Additional Protocol within
180 days of the entry into force of the Protocol, in the middle of June, 2000.

The Japan's Initial Declaration is, in proportion to the brisk nuclear activities in Japan,
a considerable amount of information. For example, Japan declared 4,885 buildings on
151 sites for the Article 2 a. (iii).

Now the IAEA has continued to analyze the Japan's Declaration. In this process, the
IAEA sent questions on the Japan's Declaration and Japan answered them as soon as
possible. Both will continue this process. I believe that Japan and IAEA will finish this
process and conclude in the near future.

In the preparation and analysis of the Initial Declaration by Japan and the IAEA, some
issues that should be improved, were found as follows;

To prepare the Initial Declaration, Japanese Government requested the facility
operators etc. to submit the expanded information. However, this information was
prepared in Japanese and the Japanese Government had to translate it in English. In
the process of translation, there were many errors because of the large volume of
information and a severe deadline.

To analysis of the Japan's Declaration, the IAEA uses the open-source information
effectively. The IAEA requests to clarify the issues based on the open-source
information and sometimes Japanese Government does not know this kind of
information.

Japan takes necessary measures against these issues and now prepares the annual
declaration of the Additional Protocol.
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Another important issue for the implementation of the Additional Protocol is the
complementary access. The first complementary access in Japan was done in
November 2000. After that, 7 additional complementary accesses were implemented
as of the end of March 2001. Each complementary access was implemented confirm
the absence of undeclared nuclear material and activities. Japan recognizes, from the
experience of the complementary accesses, the importance of the explanation to the
facility operators about the detailed process of the complementary access.

As mentioned above, it takes a lot of load to meet the demand of the Additional
Protocol by Japan, to process the information of the Additional Protocol by the IAEA.
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IMPLEMENTATION OF THE ADDITIONAL PROTOCOL: VERIFICATION ACTIVITIES
AT URANIUM MINES AND MILLS

V. BRAGIN, J. CARLSON, R. LESLIE
Australian Safeguards and Non-Proliferation Office, Canberra, Australia

The mining and milling of uranium is the first in a long chain of processes required to produce nuclear
materials in a form suitable for use in nuclear weapons. Misuse of a declared uranium mining/milling
facility, in the form of understatement of production, would be hard to detect with the same high level
of confidence as afforded by classical safeguards on other parts of the nuclear fuel cycle. For these
reasons, it would not be cost-effective to apply verification techniques based on classical safeguards
concepts to a mining/milling facility in order to derive assurance of the absence of misuse.

Indeed, these observations have been recognised in the Model Protocol (DSfFCIRC/540): "the Agency
shall not mechanistically or systematically seek to verify" information provided to it by States (Article
4.a.). Nevertheless, complementary access to uranium mining/milling sites "on a selective basis in
order to assure the absence of undeclared nuclear material and activities" (Article 4.a.(i)) is provided
for. On this basis, therefore, this paper will focus predominantly on options other than site access,
which are available to the Agency for deriving assurance that declared mining/milling operations are
not misused. Such options entail the interpretation and analysis of information provided to the Agency
including, for example, from declarations, monitoring import/export data, open source reports,
commercial satellite imagery, aerial photographs, and information provided by Member States.

Uranium mining techniques are diverse, and the inventories, flows and uranium assays which arise at
various points in the process will vary considerably between mines, and over the operating cycle of an
individual mine. Thus it is essentially impossible to infer any information, which can be used
precisely to confirm, or otherwise, declared production by measuring or estimating any of those
parameters at points within the mining/milling process. The task of attempting to verify uranium
production at the mine site per se would be both extremely difficult and time consuming. In any case,
access to all parts of an underground mining operation could not be guaranteed during a short notice
visit. Verification is feasible only at the last stage of the process where the uranium is present in a
relatively pure form. Accordingly, on-site activities suggested in this paper focus on confirming
consistency between declarations and likely production (to the extent that that is possible) at the
product end of the mill, which is much the same for all technologies.

The extent to which the Agency can have confidence in the production declared may depend on the
degree of independent information available to corroborate production figures. While corroborating
evidence may not verify production per se, it does provide an additional level of assurance that the
information contained in a declaration is reasonably accurate and complete, provided the information
comes from an independent source.

Environmental sampling techniques (eg detection of gamma emitting radionuclides of
uranium/thorium decay daughters, perhaps in tails) could also prove useful during on-site visits,
particularly when inspecting those operations which may, for example, mine for six months of the year
and mill for the remainder of the year. Absence of comparatively short-lived decay products in
effluents would be indicative that the daughters had not been in recent contact with the parent, and
thus that the mill had not been in recent operation. Th-234 (a daughter in the U-238 decay chain),
with a half-life of some 24 days, would seem an ideal candidate to look for in determining whether a
mill had been in recent operation. As an aside, it should be noted that environmental sampling could
also prove a useful technique in providing to inspectors an additional level of assurance that
undeclared nuclear activities, such as conversion or enrichment, were not being carried out
clandestinely in the vicinity of the mine site.

Clearly the effort to comprehensively verify the absence of undeclared nuclear material and/or
activities at mining/milling operations has the potential to absorb substantial IAEA resources. With
this in mind, this paper advocates the use of options other than site access which are available to the
Agency for deriving assurance, including analysis of both open-source reporting and information
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provided by States. However, in those cases where on-site access is considered necessary, it is
suggested that the Agency target verification effort towards the final stages of the production process.
An audit of production records coupled with an estimate of potential throughput capacity of the mill
should provide the best opportunities for inspectors to verify consistency of declarations. Under
certain circumstances, environmental sampling could also prove a useful tool in verifying the absence
of undeclared production.
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APPROACH TO INTEGRATE CURRENT SAFEGUARDS MEASURES WITH
ADDITIONAL PROTOCOL REQUIREMENTS AT NATIONAL LEVEL

R. RAMIREZ
Oficina Tecnica de Autoridad National, IPEN, Lima, Peru

Peru adhered to the Additional Protocol in March 2000 and has also been approved by the
Congress in May 2001 [1]. In fact, at the approval of law the obligations derived from this
additional protocol are going to be in force after 180 days. After signing of the protocol an
approaching was designed to help better fulfill these requirements in an integrated way with
the before measures.

As first stage, a review of current state of safeguards was undertaken.. Under the current
agreement [2] - an INFCIRC/153 type agreement - the reporting is less complicated and
inexpensive to be carried out because these reports include only the declared nuclear material
and the features of declared facilities where the nuclear material is used. None other related
facility or material or activity needs to be declared. In Peru there are only two MBAs where
low enriched uranium (LEU) is used and the record system includes general ledgers,
inventory records and operational books. The results of national inspections and copies of
reports and communications sent to the IAEA are also kept in this system. Under the
agreement and subsidiary arrangements material balance reports (MBR), physical inventory
listings (PIL) and inventory change reports (ICR) are prepared and submitted to the IAEA at
scheduled periods. The MBR and PIL reports are sent after yearly regular inspections carried
out by the IAEA. The ICR is sent just every time when an import or export of nuclear material
is made. The devoted time to carry out all of these activities is not so extensive both to the
State System for Accountability and Control (SSAC) as to the users because the limited
nuclear activities in the country. Because the characteristics and not so large quantities of
nuclear material the efforts for inspection and reporting activities are just a few.

Other subject under review was the procedure for controlling the imports of nuclear material.
Under the current agreement this subject did not mean a problem, as all of the radioactive and
nuclear material are required to be previously authorized. However other type of non-
specifically nuclear material or equipment related which are included in the additional
protocol are not regulated in the same way.

In order to assess the magnitude of efforts or modifications that the additional protocol [3]
will cause to the actual safeguard measures a comprehensive review has been made to
establish exactly the acquired obligations. This analysis is made taking into account both the
additional protocol and also the guidelines to prepare and submit declaration under this new
protocol [4]. As result it is appraised that the information to be submitted about nuclear
materials and facilities currently declared will not mean any difficulty. Also declarations
about other installations or activities, which could be related to fuel cycle, will not be hard to
prepare. But declarations about equipment and material not directly related to fuel cycle could
not be easy to make under current situation. Some of that equipment or material may be used
in conventional industries and currently any restriction is imposed to import these items. It
has been considered that information is needed about the number of industries that use or
could use this items. Also the number of imports of these items is needed to know. All of this
information were requested to Customs Superintendence and Ministry of Industries of the
country and it is expected that a complete picture will be available at mid of 2001.

Another concurrent subject is the legal regulation to import which will need to be modified in
order to bring these items under nuclear regulatory control. Perhaps this measure could bring
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some disturbance to the users because the current regulations on economy matters have
diminished the bureaucratic restrictions to the imports. Perhaps this subject could be solved
through subsidiary arrangements with the IAEA.

The SSAC will also need to increase the volume of records to keep as support of all of the
reports, which will be sent to IAEA. This fact will increase the devoted time to safeguards
activities as SSAC for keeping the records and preparing reports at scheduled times, which are
established in the additional protocol. The time for performing inspections to some additional
sites besides the current facilities would also increase.

It is appraised that the subsidiary arrangements, which may be agreed with the IAEA, will
adjust correctly the activities to fulfill the obligations as established in the additional protocol.
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STRATEGIC PLAN FOR THE DEVELOPMENT OF IAEA SAFEGUARDS
EQUIPMENT

N. KHLEBNIKOV
International Atomic Energy Agency, Vienna, Austria

The need for a top-down Safeguards Strategy to focus departmental objectives was
recognized by the Programme Performance Appraisal System (PPAS) performed on the
Equipment Development Project in 1999. The Department of Safeguards prepared, at the end
of 2000, a 5-year Strategic Plan to identify the changes and improvements expected to take
place over the 2001-2005 period. Those Strategic Objectives were supposed to be used to
properly plan IAEA Safeguards activities and define appropriate and coherent R&D
programmes.

The present paper describes the strategic directions that the IAEA will followed in the area of
equipment development in order to meet the Safeguards Department long-term objectives for
2001-2005. The paper, which is derived from the IAEA Strategic Equipment Development
Plan, prepared by the Division of Technical Support, includes two parts:

- general principles and policies applicable to all equipment development tasks;

- specific strategic guidance;

The paper will not describe the detailed plans, which are prepared, based on the strategic plan,
on a biannual basis.

Equipment development activities have been divided in five major projects (NDA, Seals,
Surveillance, Unattended Monitoring and Remote Monitoring). Strategic directions for each
of these projects will be described in the paper. Separate sections will deal with equipment
development strategic guidance in the area of additional protocol inspections, JNFL projects,
illicit trafficking and Trilateral Initiative.
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SNL MATERIAL MONITORING SYSTEM, THE T-l RF SEAL, AND THE IAEA &
KAMS

LAWRENCE DESONIER
Sandia National Laboratories, Albuquerque, NM, USA

Throughout the world, advanced monitoring systems are needed to help control excess material.
These monitoring systems should be capable of supporting a variety of sensors and video
equipment and operating in a multitude of configurations and modes. The Sandia National
Laboratories (SNL) Material Monitoring System (MMS) fulfills these requirements and more.
The SNL MMS can store and deliver sensor information from storage sites to users anywhere in
the world, which enables personnel to have a continuity of knowledge of the nuclear material. In
addition, the SNL MMS supports various sensor types (e.g., RF and hardwire sensors) and video
systems (e.g., still-frame video). International Safeguards, as applied to storage and control of
special nuclear materials, requires the application of seals to containment for verification that the
material has not been diverted from its agreed upon storage configuration. The ultimate goal of
the SNL MMS is to provide users with the capability of selecting from a list of desired sensors
and video, installing the MMS system, and running the system without needing to develop
additional software to meet unique monitoring requirements. However, at the heart of MMS is
the T-l ESP (Electronic Sensor Platform) is a wireless containment sealing and monitoring
approach designed to satisfy the requirements of the International Safeguards regime as a RFTID
(radio frequency tamper indicating device). However, the T-l ESP concept presents far greater
capabilities than a generic RFTID. The T-l ESP system can be configured to monitor a wide
variety of digital and analog sensors that may be employed in containment sealing. Its primary
sensor, however, is a fiber optic loop that is applied to the material containment by passing the
fiber through mechanical attachment points intended to prevent material removal without
detection. This seal is to be used extensively for monitoring for the KAMS project at the
Savannah River Site. The T-l ESP system has recently undergone an IAEA directed vulnerability
assessment and passed this assessment with favorable results. The assessment evaluated the T-l
ESP vulnerabilities represented by its performance in three main areas: environmental,
mechanical and its authentication technique.
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LESSONS LEARNED IN TESTING OF SAFEGUARDS EQUIPMENT

SUSAN PEPPER, MICHAEL FARNITANO, JOSEPH CARELLI
International Safeguards Project Office, Brookhaven National Laboratory, USA

During the 1990s, the IAEA Department of Safeguards began a transition from analog to digital
equipment. This included surveillance equipment, seals, NDA measurement systems, and other
instruments. The transition to digital equipment was intended to facilitate compatibility between
and integration of instruments, remote communication of data, improved data storage, and
modernization. Many of the instruments are designed to operate on battery power during loss of
facility power, and therefore, are designed to consume minimal power.

In 2000, the IAEA experienced a number of failures in digital image surveillance (DIS)
equipment. A study of the performance data revealed that the failures occurred in "high risk"
environments where the systems were exposed to neutrons. As a supporter of IAEA equipment
development and implementation, the U.S. Support Program worked with the IAEA, the
equipment designer, and the equipment manufacturer in special meetings on DIS to determine the
cause of the failures. It was as a result of these meetings that single event upset (SEU) was
determined to be the root cause of the failures. The meeting participants also identified a list of
actions to improve the reliability of DIS systems.

As a result of the DIS meetings and the identified actions, the U.S. Support Program approved a
request from the IAEA and established Task E.I25, "Remote Monitoring and Unattended Digital
Surveillance Systems." This task is an umbrella task intended to provide a mechanism for
response to IAEA needs related to improving the reliability of unattended, remote monitoring and
DIS equipment. Subtasks approved under this task include:

• E.125.1, "SDIS Software Consolidation and DCM-14 Audit" - This subtask involves the
consolidation of a number of individual upgrades to the SDIS and review of the DCM-14
software. As the sponsor of the design of the DCM-14 by Dr. Neumann, the German Support
Program is also a participant in this subtask.

• E.I25.2, "DIS Upgrade Travel Funding" - This subtask provides funding for the upgrade of
DIS equipment installed in the field.

• E. 125.3, "DIS Radiation Field Characterization" - This subtask provides for the procurement
by the IAEA of radiation measurement equipment and technical assistance for the
characterization of radiation conditions in the locations where DIS will be installed. This will
help the IAEA ensure that the design specifications for the equipment are consistent with the
location where the instrument will be used.

• E. 125.4, "DIS Design Limit Testing and Advise to Strengthen IAEA's Current Equipment
Qualification Criteria" - Under this subtask, Wyle Laboratories and Quanterion Solutions will
conduct SDIS design limit testing, including harsh environmental testing and accelerated
aging, to determine the expected lifetime and produce a design limit report to include
maximum operating environment vs. design limit analysis. Additionally, this task will
include the development of a strengthened environmental qualification test plan and
reliability and maintainability definition methodology for all safeguards equipment.
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The implementation of new equipment by the Department of Safeguards is costly. Expected
costs associated with the implementation of equipment include capital costs, training and in some
cases travel. The cost is dramatically increased when operational issues arise due to the costs of
studying the issues, modifying and upgrading the equipment and additional travel. The U.S.
Support Program believes that the IAEA's Division of Safeguards Technical Support (SGTS)
must strengthen its equipment-testing program to ensure that the equipment it approves for
inspection use is reliable and will not place additional burden on the Department of Safeguards'
maintenance and inspection staff.

The U.S. Support Program recognizes that SGTS already requires a series of fundamentally
important and revealing tests, but we believe that additional tests should be added to the testing
regime to ensure that all aspects of the equipment are fully functional. If problems exist it is
better to know about them prior to implementation.

This paper will discuss the results of the subtasks completed under Task E.125 and the progress
of active subtasks. The cost/benefit of these subtasks will be addressed. Lessons learned by the
U.S. Support Program in undertaking these tasks will be identified.
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"RADAR": EURATOM'S STANDARD UNATTENDED DATA ACQUISITION
SYSTEM

P. SCHWALBACH, L. HOLZLEITNER, S. JUNG, P. CHARE, A. SMEJKAL,
M. SWINHOE, W. KLOECKNER
European Atomic Energy Community Safeguards Office, European Commission, Luxembourg

The physical verification of nuclear material is an essential part of Euratom's inspection
activities. Industrial plants handling large amounts of bulk material typically require large
numbers of measurements. Modern plants, particularly plutonium-handling facilities, are
normally automated and make it difficult for the inspector to access the material. Adapting to the
plant requirements with respect to safety and security as well as economics (throughput),
safeguards instrumentation is today often integrated into the plant. In order to optimize scarce
inspection resources, the required measurements as well as the data analysis have to be done
automatically as far as feasible.

For automatic measurements Euratom has developed a new unattended data acquisition system,
called RADAR (Remote Acquisition of Data and Review), which has been deployed to more
than a dozen installations, handling more than 100 sensors (neutron and gamma radiations
detectors, balances, seals, identity readers, switches, etc.). RADAR is the standard choice for
new systems but is also replacing older automatic data systems slowly as they become outdated.
RADAR and most of the associated analysis tools are the result of an in-house development,
with the support of external software contractors where appropriate. Experience with turn-key
systems led, in 1997, to the conclusion that in-house development would be a more effective use
of resources than to buy third party products.

RADAR has several layers, which will be discussed in detail in the presentation. The inner core
of the package consists of services running under Windows NT. This core has watchdog and
logging functions, contains a scheduler and takes care of replicating files across a network.
Message and file exchange is based on TCP/IP. The replicator service contains compression and
encryption facilities, the encryption is based on PGP. With the help of routers, e.g. from CISCO,
network connections to remote locations can be easily established. Remote transmission of files
to headquarters via public networks has been started in some cases on a field test basis.

The sensor control is done with a fully modular layer of Data Acquisition Modules (DAM). They
have been developed for many different device types, new ones can easily be added as required.
A dedicated DAM handles all control commands for a given sensor. Data are stored in data files,
alarms can be created as necessary and relevant technical information, including device settings,
is stored in logging files.

For the analysis of the files, several tools have been developed. For the technical review, the
Global Surveyor package is being developed and tested. It allows the concerned inspector or
technician to quickly get an overview of the status of the system. The Global Surveyor checks the
completeness of data files with periodic entries and it compiles messages contained in the log
files. A filtering tool allows to concentrate on particular messages.

The analysis of the data files can be done with a variety of software tools.

Raw data review can be done with ViewDAM, which allows to visualize the contents of data
files. For quantitative analysis for the first RADAR implementation in a MOX facility, a tailored
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system was developed (ref. 1). It allows the analysis of measurement data from a neutron
coincidence collar and the comparison with operator declarations.

For general data review applications, a data evaluation package is being developed, CRISP
(Central RADAR Inspection Software Package). By design, this is a powerful data base system
which will allow the inspector to handle complex multi sensor systems. In big automated Pu
handling facilities, the number of relevant material movements and measurements can be very
large and manual analysis of the data is time consuming and sometimes hardly feasible. CRISPs
aim is to help the inspector by doing a fully automatic data analysis and comparison with
operator declarations, thus optimizing inspection resources. Typically quantitative measurements
are done not only with one single sensor but with a combination of sensors. An example is the
measurement of a can with PuO2 powder. At the measurement point one will often find an
identity reader, a gamma spectrometer and a neutron coincidence counter, sometimes also a
balance, switches and other sensors. At such a Point of Interest (POI) a large number of files are
created and the task of CRISP is to do data reduction, correlate the data from the different
sensors, check for completeness, analyze the data (e.g. with MGA for the Pu isotopic analysis)
and compare them with the operator declaration. Under ideal conditions, the inspector will then
receive a completed report with a comparison between operator declarations and measurements
and will be alarmed if moves happened which were not declared or if declared moves did not
happen.

CRISP has an XML interface for the introduction of operator declarations, which come in a
variety of formats and also allows for the application of external algorithms to analyze the data.
This widens the possible scope so that practically all sensors can be analyzed if analysis
algorithms exist.

One user interface of CRISP will be demonstrated.
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VALIDATION OF SAFEGUARDS MONITORING SYSTEMS AND THEIR
SIMULATIONS

V. STANDLEY, H. BOECK, M. VILLA
Atominstitut, Vienna, Austria

Research is underway at the Atominstitut in Vienna Austria where the objective is to design
and validate quantitatively a safeguards monitoring system (SMS) and its simulation. The
work is novel because the simulation is also used as the basis for automated evaluation of
SMS data. Preliminary results indicate that video and radiation data can be automatically
interpreted using this approach. Application of the technique promises that an investment in a
simulation supports directly the safeguards objective, which is to catch diversion of nuclear
material. Consequently, it is easier for a safeguards agency to also realize other benefits
associated with simulation-based acquisition, in addition to having a quantitative method for
validation.

A modern SMS may include video cameras, radiation detectors, and electronic seals.
Moreover, there is a trend to network electronic monitoring devices and to make their data
remotely accessible to authorized clients [1]. For the most part, analysis of SMS data is done
manually and, when done so, can be expensive and prone to error. Some technologies have
emerged to decrease cost and errors. Scene-change detection systems can, for example,
reduce hours of video review to a few minutes with a better chance of detecting diversion.
This technique, however, only improves detection for facilities where the false alarm rate is
low. It doesn't help with busy facilities where many significant quantities of direct use
material are moving continuously, such as in a highly automated reprocessing plant or
CANDU type reactor.

It is widely believed that simulation technology can improve acquisition, design, testing, and
evaluation in most technical fields [2]. Simulators can be used to train operations and
maintenance staff. The process of creating a simulation also increases understanding about a
system and its underlying phenomena. However, simulation-based technology has yet to be
widely used in many fields, including safeguards. The reason is that the benefits of using
simulation don't clearly outweigh the costs. There is no general theory about the validity of
simulations, which is needed to quantify the benefit. Potential users of simulation are
justifiably deterred from buying one in large part because of both the cost of validation and
the lack of clear benefit of having done so. Alternatively, synergy between validation and
simulation activities could be realized if they served simultaneously the primary objective of
the user, making both more sought after products.

To this end, a technique for validating a simulation and using it to automatically evaluate
SMS data is being developed. It is being demonstrated using a real and simulated SMS. Both
rely on video cameras and radiation detectors to positively identify items and their
movements. Each datum from the real and simulated devices is compared directly and the
quantitative result is called fidelity. When the fidelity exceeds a threshold, defined in the
objective function, items in the real data are identified automatically according to those in the
simulation. The objective function succeeds when the threshold is met and fails when it
doesn't. Applying statistical methods to many such outcomes result in a single quantitative
parameter termed the validity or fitness, which defines the quality of the simulation [3].

The real SMS, or referent, for this research operates inside the reactor hall of the Atominstitut.
It is the source of real data and reproduces the essential elements of most busy nuclear
facilities with respect to the operation of an SMS. There are continuous activities involving
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radioactive sources, frequent use of a crane, electrical noise and, of course, personnel moving
about. Plutonium-Beryllium sources are used to approximate the radioactivity of cans
containing plutonium. A dedicated acquisition computer posts the SMS data to the Internet at
regular intervals. The SMS simulation, which generates images and radiation data like the
referent, runs asynchronously on two networked computers off campus. The simulation under
development uses a modification to the three-dimensional modeling capability common to
entertainment software that incorporates basic mechanical laws and human forms with
rudimentary behavior. Basic radiation transport is being written into the code. Complex
transport calculations will be possible by making calls from within the simulator to MCNP
[4]. The analysis client continuously downloads data from the referent via the Internet and
the simulator via a local network. It performs automated evaluation of the laboratory data and
validates the simulation in quasi-real-time. See Figure 1. The system will be tested via a
series of nominal and diversion scenarios.
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Figure 1. Real data, illustrated by the top right image, originates from acquisition equipment
in the reactor hall described in the top portion of the line diagram. Simulated data,
illustrated by the lower right image, originates from the simulator described in the lower
portion of the line diagram. Both target a vault of nuclear sources and a spent fuel bay. The
simulated image is used to identify items in the real image, and the real image is used to
validate the simulation that created the lower right image. Not shown are radiation data,
which are created and used in a similar way.
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Surveillance techniques are based on the detection of changes. These changes can be caused by
moving objects or people, or by modifications made to the environment itself. Visual surveillance
uses optical means, e.g., the analysis of an image acquired by a surveillance camera. These
techniques are effective in detecting objects moving within the surveyed area. There are
situations, however, where optical surveillance may prove to be unreliable. In some cases, the
changes in the image are too small to be properly detected with scene change detectors. In other
cases, alarms are generated without objects (or people) moving. These false alarms may be
caused by changes in illumination, e.g., a faulty lamp or spurious reflections in places near water
pools. Further, the absence of illumination during a blackout (whether it is caused by accident or
on purpose) prevents cameras from their surveillance operation. There are high security
installations for which it is necessary to introduce reliable, independent and effective sensors that
can keep the surveillance work even during a blackout.

Laser range scanners are electronic instruments measuring the distance from the instrument itself
to the outside world along a specific direction. The type of the instrument to use depends on the
range of distances to measure. Indeed, whereas for large distances (e.g. between 1 and 200m) it is
possible to use time-of-flight instruments, for short distances (e.g., from a few centimetres to
about 1.5m) a triangulation laser striping system is used. The deflection of the laser beam (e.g.,
using rotating mirrors) enables the acquisition of the distance profiles (or matrices) of the
surrounding premises in a very short time.

The comparison of an acquired profile, or matrix, of distance measurements with a reference is
most effective for real-time detection of small changes in the environment. Laser range systems
have unique characteristics (see Table 1), which make them effective in Safeguards applications.
Simple and efficient alarm detection algorithms make laser range systems a natural complement
to already installed surveillance systems.

In a typical application the laser scanner is installed facing a Safeguards relevant area. After
setting-up the scanning parameters, i.e., scanning angle (both vertical and horizontal) and spatial
resolution, a first scan (i.e., a matrix of distances) is acquired and used as reference. In routine
operation the instrument would keep measuring the distances in the surveyed area, and signalling
changes to any local surveillance supervisory system.

Self-illumination: the instrument does not depend on external illumination;
Independence of ambient lighting: the instrument works well both in dark
and illuminated conditions;
High accuracy distance measurements: typically about 1 cm for a 100 m
range; Short range scanners: better than 0.5 mm for a 1,5 m range.
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Fast data acquisition: typically more than 10,000 range measurements per
second;
Measurement of the distance of an object, its size, speed and direction of
motion: this information can be most useful for distinguishing normal
moves from security (or safety) related ones;
Stand-alone operation: the instrument may be designed to work on its own,
with no requirement to be connected to a host computer;
Wide scanning angle, typically, 360° by 90°.
High spatial resolution, i.e., number of distance measurements per solid
angle (typical: more than 10 samples per degree).
Easy interfacing: typically RS232, Parallel port or Ethernet.

Table 1: List of characteristics of laser range scanners that are useful for Safeguards.

In summary, the paper reviews the main technologies of laser scanners, analyses the main
specifications for easy equipment selection, and discusses how these technologies can be part of
future safeguards surveillance systems.

(a) (b) (c)

Figure 1: a) JRC mock-up storage area; distance profiles measured with a laser scanning system -
a) Reference profile; b) Detection of a change in the environment.
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Figure 2: Laser range scan of a JRC industrial installation: left - cloud of 3D points; top right -
infrared picture of the scanned area; bottom left - 2D grey level representation of the distance
measurements (range image). The user can interactively select two points (red line) and the
distance is immediately computed: 11.26 metres in this case (red circle).

Figure 3: Two range acquisition systems; a) time of
flight laser range scanner (for large distances up to
200m); b) laser striping (triangulation based) range
scanner (for short distances 5cm to 1.5m).
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DEVELOPMENT AND EVALUATION OF NEW ELECTRONIC SEALS AT THE
IAEA

ROUMEN TZOLOV, MICHAEL GOLDFARB, LAURENT PENOT
International Atomic Energy Agency, Vienna, Austria

The International Atomic Energy Agency, Vienna, is using world-wide a variety of seals to
attain its safeguards objective in the area of Nuclear Non-Proliferation. During the recent 5
years a wide program for evaluation of existing and development of new tamper-indicating
devices was started at the IAEA. The purpose of this program is to assess functionality,
usability and possible vulnerabilities of seals already in use, to define the requirements and
enhanced features of new devices and systems and to test them appropriately.

Emphasis was given to the development and assessment of electronic seals, which represent
the family of multiple use, multiple verification tamper-indicating devices with the capability
to store internally substantial information about the history of their handling. This information
can be retrieved, transferred, processed and evaluated later allowing to establish conclusions
about possible tampering of the protected object as well as assurance about the "state of
health" of the tamper-indicating device and its components. The electronic seals represent the
most sophisticated and user-friendly type of security seals, which can be easily integrated in
small or large unattended automated data acquisition systems for C/S including also Remote
Monitoring Systems at nuclear facilities and elsewhere.

The present paper describes the main features of the currently used VACOSS-S seal as well
as the needs for its replacement, and the most important Agency's requirements for the newly
developed electronic seals. The implementation of these requirements is being shown on the
examples of new developments like the modified enhanced VACOSS 5 seal developed by
Aquila Technology Group, the Electro-Optical Sealing System (EOSS) under development by
the German Support Programme, the Integrable Reusable Electronic Seal (IRES) under
development by the French Support Programme, the Two-way Radio Frequency Sealing
System with wireless information transfer (TRFS) developed by Sandia National Lab, etc. A
table compares the main technical data of the presented electronic seals.

A short description of the necessary steps for the IAEA acceptance testing and authorization
procedure for new electronic seals including lab functional tests, usability check,
environmental and EMC qualification tests, safety and vulnerability assessments as well as
field tests completes the presentation.
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THE T-1 TWO-WAY RADIO-FREQUENCY SEAL (TRFS) AND ACCEPTANCE
TESTING FOR IAEA ROUTINE USE
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DESONIER, KEITH TOLK, DONNIE GLIDEWELL
Sandia National Laboratories, Albuquerque, NM, USA

ROUMEN TZOLOV, THOMAS SHEA, JEAN ARAGON
International Atomic Energy Agency, Vienna, Austria

The Two-way Radio Frequency Seal (TRFS) or T-1 Electronic Sensor Platform (T-1 ESP), which
are the International Atomic Energy Agency (IAEA) and Sandia National Laboratories (SNL)
designators, respectively, is an electronic sensor platform with two-way radio-frequency (rf)
communications. The primary sensor is an active fiber optic loop seal; the ESP accommodates
other internal and external, analog and digital output sensors. An embedded data authentication
algorithm and a tamper resistant housing including active tamper sensors provide sensor-to-
review end-to-end data security. A stainless steel housing provides limited radiation protection.
A Data Review Station (DRS) provides an inspector's interface that is part of an integrated
Material Monitoring System (MMS). Either the MMS/DRS or a separate portable computer is
used to configure the TRFS, including authentication key installation.

The T-1 TRFS is currently in the final stages of IAEA evaluation and approval for routine use.
Environmental testing has been performed by Euratom's Joint Research Center in Ispra, Italy
(JRC Ispra). Canada's Communications Security Establishment (CSE) and the UK's
Communications-Electronics Security Group (CESG) have completed independent third-party
vulnerability assessments. The remaining steps include modification of the MMS/DRS
inspector's review software interface to satisfy IAEA requirements and IAEA testing and
acceptance of the DRS.

The planned first major operational installation of T-1 TRFS is for joint domestic and IAEA use
at the U.S. Department of Energy's (DOE) Savannah River Site (SRS) K-Area Material Storage
(KAMS) in Aiken, South Carolina, USA. The T-1 domestic material surveillance system is
already installed and approved for operational use by the Westinghouse Savannah River
Company (WSRC) and DOE. The IAEA T-1 TRFS KAMS implementation awaits a joint
agreement regarding KAMS by the U.S. Government (USG) and the IAEA, and IAEA approval
and acceptance for use of T-1.

This IAEA 2001 Safeguards Symposium paper describes the SNL T-1 TRFS and the IAEA status
of approval for routine use.
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COMMERCIAL-OFF-THE-SHELF DIGITAL SURVEILLANCE SYSTEMS FOR
SAFEGUARDS

C. NEUFING, C.TSCHRITTER
FAST media integrations GmbH, Friedrichshafen, Germany

P.MEYLEMANS, R.VANDAELE, M. HEPPLESTON, P. CHARE, W. KLOECKNER
Euratom Safeguards Office, European Commission, Luxembourg

The reasons why safeguards authorities are from time to time looking for Commercial-Off-
The-Shelf (C.O.T.S.) equipment for safeguards purposes are for the following reasons:

OPERATIONAL STABILITY

Equipment that is designed from scratch to satisfy specific safeguards requirements is very
likely to go through a period of teething problems. If these problems are only discovered once
the equipment is deployed for routine use, this will be accompanied with large overhead costs
for the safeguards authorities to maintain and repair such equipment. The overhead costs are
much higher if unattended equipment is concerned that is permanently installed on-site. In
that case an extra mission has to be organised to return the faulty equipment to our
headquarters before it can be repaired.

Using C.O.T.S. equipment that is also used by others reduces the risk of teething problems.
At least the burden of going through such kind of problem period is shared with other
customers of the concerned equipment.

EQUIPMENT COST

It is clear that safeguards is not a big market on its own. The non-negligible cost of the
development of equipment that only fits safeguards requirements will therefore have to be
recovered on the expected sales. If the market is small, if the expected number of units that
can be sold is small, a large part of the unit cost will depend on the initial development costs.

Going for C.O.T.S. equipment that is also sold in other markets, would in that respect lower
the equipment cost.

THE PERSPECTIVE OF NEW FEATURES

At the moment, a few handfuls of companies develop specific safeguards equipment
worldwide. With all respect for their know-how and the products they make, it can be noted
that these companies are fairly small and most of them work only or to a large extent of their
business operations on contract with their national support programmes. Even if these
companies have necessary competence to produce new and better equipment with regular
intervals, the restricted size of the market does not allow them to do so as this would require
major financial and human resources.

C.O.T.S. equipment manufacturers, due to the size of the markets they are aiming at not only
can but also have to invest in regular new developments.
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ADDITIONAL SERVICES

Due to the small size of companies that develop specific safeguards equipment, it is more
difficult to them to offer services that for an end user are considered as quite important. To
these services one can count after-sales-support, training, equipment repair, spare parts
warehousing, etc.

Often C.O.T.S. equipment manufacturers have to organise such services to be competitive on
the market and be able to sell their equipment.

That not any safeguards equipment can be obtained commercially off the shelf is clear, but in
certain domains like digital surveillance, the functionality of C.O.T.S. equipment has been
approaching the one needed for safeguards. That is why in 1998 the Euratom Safeguards
Office published an open call for tender for the purchase of a digital surveillance system that
is able to support up to 64 colour camera channels. In response to a successful bid for this call
for tender a contract for the delivery of 3 prototype systems and 6 pre-production systems was
concluded with the our company FAST media integration GmbH based in Friedrichshafen
Germany at the end of 1998. The prototype systems were delivered by mid 1999 and the pre-
production systems in the spring of 2000. These systems are being evaluated by Euratom at
the moment, both in our technical labs in Luxembourg as in-field on two different sites.

The reason why our company FAST could make an interesting offer to the Euratom
Safeguards Office was primarily because we had an existing commercial digital surveillance
system that already fulfilled most of the specified requirements. Those requirements that were
still missing could be easily implemented as the system is mainly software based and uses as
much as possible standard computing and communication equipment.

The following aspects will be further elaborated in the paper:

• The need to adapt the system to be compliant with ESO's user requirements.
• The hardware and the Alpha Kernel software.
• Recording modes (time-lapse, motion detection at the camera, digital input/outputs)
• The software for review (synchronise recorded images in time)
• The chip card (or smart card)
• The Inspector Interface (dedicated development, owned by Euratom)
• The modified AXIS box: JPEG images with authentication
• Standard computer networking technologies throughout the system
• Ready for remote monitoring (modem, ISDN, any TCP/IP based interconnection)
• Openness: the API to the Alpha Kernel
• The link with the past: analogue cameras and legacy cabling
• A glimpse at the future: MPEG2 in an intelligent way
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SAFEGUARDS VERIFICATION OF SHORT COOLING TIME KANUPP
IRRADIATED FUEL BUNDLES USING ROOM TEMPERATURE
SEMICONDUCTOR DETECTORS

IQBAL AHMED1, ROLF DIETER ARLT2, A. HERMANN3, VICTOR IVANOV4 AND
KHAWJA GHULAM QASIM5

[1] Institute for Nuclear Power, Islamabad, Pakistan [2,3] International Atomic Energy
Agency, Vienna, Austria [4] RITEC Ltd., Riga, Latvia [5] Karachi Nuclear Power Plant,
Karachi, Pakistan.

The IAEA has over a decade used non-cryogenic miniature cadmium telluride (CdTe)
detectors for the verification of CANDU spent fuel bundles stored under water on stacked
trays. On account of very high gamma ray count rates, the method in spite of employing
heavy lead / tungsten shield and narrow collimator besides advanced pulse processing
electronics, was limited only to over 1 year cooling time fuel bundles. Recent developments
in semi conductor materials evolving into cadmium zinc telluride (CdZnTe) detector
reflecting in its enhanced energy resolution and yield has allowed exploitation of intermediate
half-life fission products and selective counting in the energy band of interest. Moreover, less
sensitive silicon solid state detectors have also in the mean time become available. Together,
these new and improved detectors were studied at KANUPP (137 MWe CANDU PHWR) to
have the necessary potential for safeguards verification in the cooling time range that had
remained elusive until recently.

An extensive assesment of silicon semiconductor detector was carried out. The detector
appeared particularly attractive in view of its very low sensitivity (3 cps/rad/hr) and moderate
response to high intensity gamma ray fields typical of short cooling time fuel bundles. The
fact that the silicon detector can be exposed to gamma environment in the ultra high range
with low to medium count rate response helps imposing less stringent demands on pulse
processing spectroscopy amplifiers. Such capabilities as base line restoration (BLR) and pole
zero (p/z) cancellation, required for high count rate work assume all of a sudden lesser
significance. The need to work with short time constants gets eliminated and the associated
disadvantages altogether dispensed with. The detector was used to determine the relationship
between the age of spent fuel and the integral count rate.

The silicon detectors can not however provide a spent fuel specific attribute test. In addition,
spatial resolution is reduced due to the use of a gross gamma signal where there is a
significant contribution of scattered gamma rays. These discrepancies are overcome in CZT
detectors, which are now available with much improved resolution (1-3% for Cs-137). Since
they do not require liquid nitrogen cooling, these are particularly suited for remote monitoring
applications. These detectors have now been developed to an extent that coupled with much
improved pulse processing electronics they can provide complete fission product signatures
even at short cooling times (Fig. 1). Compared to silicon the CdTe based detectors have good
intrinsic efficiency on account of high density and high mean value atomic number (Z). This
characteristic is important for spent fuel verification where small well shielded detectors with
good spectral performance are required to obtain spectra in the presence of significant high
energy background.

In this work hemispheric miniature detection probes (SDP310Z 20S) with integrated
preamplifier made by Ritec Ltd., (Riga, Latvia) were used [1]. These make use of raw
material supplied by eV Products (USA). The cooperative effort between the material
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developers and detector fabricators has led to considerably improved reliability and
performance. This room temperature detection probe is characterized by very small
dimensions (diameter 8.2 mm, length 90 mm) and weight, high energy resolution, small
consumption of power and high counts rate capability. It may be mentioned that small volume
of the detector was not only a requirement from the view point of particular application (in-
situ spent fuel verification) but it also helped minimize the characteristic large amount of
charge trapping and transport problems intrinsic to the material poor hole transport
contributing heavily to the low energy tailing problem.

The test verification measurements employing the supergrade CdZnTe detector were carried
out using CANDU Bundle Verifier for Stacks (CBVS) and differential counting in pre-
selected ROIs around the characteristic Zr-95/Nb-95 and Cs-137 gamma ray lines. The
measurement results indicated that super grade CdZnTe held a great promise as it
dramatically reduced the verification threshold to < 1 month (Fig. 2). Further development in
room temperature semi conductor detectors, taking place at a fast pace together with the use
of under consideration depleted uranium shield / collimator might allow the entire spent fuel
storage pond inventory readily verifiable irrespective of the cooling time constraint. Besides
the characteristic fission product gamma rays, special (thin) CZT detector have also been
developed and demonstrated to work reasonably well for spent fuel verification using uranium
x-rays which is a subject of an accompanying paper at this conference [2].
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LEVERAGING PHYSICAL PROTECTION TECHNOLOGY FOR INTERNATIONAL
SAFEGUARDS APPLICATIONS

DON GLIDEWELL
Sandia National Laboratories, Albuquerque, NM, USA

In an effort to improve the effectiveness, efficiency, and reliability of equipment used for
International Safeguards, the European Safeguards Research and Development Association
(ESARDA) Reflection Group requested the ESARDA Containment and Surveillance Working
Group to investigate the feasibility of employing physical protection technologies for
international safeguards applications.

The physical protection market has traditionally been much greater than the international
safeguards market. Consequently, physical protection technology has been subjected to greater
testing and evaluation, and has enjoyed much greater real world experience. The larger market
yields economies of scale, and the greater testing and experience should arguably result in
improved reliability.

This paper will compare requirements for physical protection versus international safeguards
equipment, and identify types of physical protection equipment, which have potential for
safeguards applications. It will evaluate both Commercial Off-the-Shelf (COTS) and non-COTS
equipment. Finally, for selected physical protection equipment, the paper will evaluate the
degree of modification that would be needed to make it acceptable for safeguards applications.
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UNARM (UNATTENDED AND REMOTE MONITORING) OVERVIEW
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MENLOVE, K. ALVAR, J. K. HALBIG, R. F. PARKER, D. G. PELOWITZ, S. E. BUCK, M.
ABHOLD, P. REASS
Los Alamos National Laboratory
Safeguards Science and Technology Group NIS-5, Los Alamos, USA

Unattended monitoring systems developed at Los Alamos National Laboratory have been
installed in facilities for International Atomic Energy Agency (IAEA) use for the last 20 years.
These systems allow for more efficient use of inspection resources and more rigorous coverage of
IAEA facilities. As of today, the primary sensor types are radiation, video, and binary switches
such as seals, but provision to accommodate additional sensor types is an important concept in
UNARM. Interfaces to vendor hardware are defined, and being developed as needed. A
component of the UNARM approach is the association of time stamps with every piece of data.
Additionally, any sensor can trigger any other sensors to record data. For example, radiation
signals can be used to trigger camera systems, thereby providing a reliable way to screen out
superfluous images. Alternatively, a door switch can trigger the sensors inside a room, indicating
whether the activities inside involve nuclear material.

A second generation of unattended and remote monitoring (UNARM) systems has been
developed at Los Alamos National Laboratory for use in nuclear fuel cycle facilities. Systems
have been installed for International Atomic Energy Agency (IAEA) use and evaluation in Japan
and Kazakhstan. Excerpts of experience in these locations will be presented. An important sensor
type is radiation, which senses an attribute unique to the radioactive material being safeguarded.
Several radiation sensor types have been installed successfully to date, they vary from sub-one
percent nondestructive assay instruments to go/no-go threshold detectors. The reliability of the
radiation sensors is typically less than one failure per sensor per year, sometimes less than 1
failure per sensor per 100 years.

UNARM systems have the following capabilities.

1. They control the sensor parameters and data collection from a central location in a
protected, low-radiation environment.

2. The failure of single components will not cause loss of continuous knowledge about the
area or material being safeguarded.

3. The system allows for modular replacement/upgrade of components.
4. The link between the sensor and supporting electronics is not vulnerable to tampering.

5. Quality assurance checks are internal to the sensor and supporting electronics.

6. A local battery back-up is included for each sensor and supporting electronics.

7. The system can handle multiple types of data (video, radiation, switches, and seals).
8. Every piece of data is archived with the time the data was obtained.

9. Every component is time synchronized.

10. The systems can run unattended for more than one inspection period.

11. Data archival and storage is automated.
12. The system has automated analysis and data review.
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UNARM systems allow for more efficient use of inspection resources and more rigorous
coverage of IAEA facilities. Inspector visits have been reduced substantially for sites in Japan
and Kazakhstan. UNARM systems are either remote-ready or transmitting data summaries off-
site (if the facility has agreed). Data compaction occurs before transmission to minimize
transmission costs. However, all of the data is archived on-site if the inspection authority needs it.
The system is robust; each sensor has local data storage capacity sufficient so that if part of the
network goes down, no data is lost. If a sensor goes down, the state-of-health component in
UNARM records when and which sensor went down. If off-site transmission is operational, state-
of-health status can be transmitted off-site daily. Consequently the inspection authority can be
informed of the need for repair before they start traveling to the site. They can bring spare parts
and the necessary personnel to address the repair need promptly, instead of scheduling an
additional trip after arrival.

UNARM systems include a suite of flexible data review tools. These tools are being refined as
IAEA needs and experiences dictate. The automated analysis and review points the inspectors to
the activities which need further evaluation, while allowing the inspector to focuses his or her
attention on any data. One sensor type detects radiation, an attribute unique to the material being
safeguarded. This capability allows an inspector to easily distinguish between activities involving
nuclear material (which are of interest) from a wide variety of activities not involving nuclear
material (which are not of interest). Sensor positions are selected and thresholds adjusted to
optimize the sensitivity to events of interest. The chance of missing an event of interest is reduced
significantly. The data evaluation tool can be configured with various thresholds, and it reviews
all of the data. Thus the inspector can perform several reviews of the data acquired during the
inspection period with different criteria. The inspector can schedule his or her activities more
effectively with this processing of the data.

ACKNOWLEDGEMENTS
This work has been supported by the Office of Nonproliferation and National Security in the US
Department of Energy, the US Department of Defense, the Japanese Nuclear Material Control
Center, the Republic of Kazakhstan, the Japanese Nuclear Fuel Cycle Development Institute, and
the Program of Technical Support to Agency Safeguards.

124



XA0200067 IAEA-SM-367/A/7/08/P

USE OF BAR-CODE TECHNOLOGY IN MC&A SYSTEM
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Significant problem during the treatment with nuclear materials is the usage of reliable, rapid,
integrant automated systems of nuclear material control and account. Thus the dose loading of
attending technical personnel is essentially reduced. One of the directions of the solution of
the indicated problems is the usage of bar-code technology. Such integrated system should
include protection of materials, measuring of materials, and record of materials and drawing
up of an inventory list. Especially it is important for the enterprises, on which the enriched
uranium and other nuclear materials, which are under IAEA warranties, are utilized.

According to US assistance program in the field of MC&A, NSC KIPT has been received
indispensable equipment and software, including equipment of nondestructive analysis and
automated inventory material accounting system (AIMAS), which was intended for
modernizing of nuclear material account system in NSC KIPT. The purpose of operations was
estimation of generalized procedures on both MC&A and nondestructive analysis, and
updating them so that they might obey the specific conditions of the Enterprise and demands
of the Ukraine Regulatory Administration. In NSC KIPT, which is the largest nuclear and
physics research center in Ukraine, the measures on enactment of bar-code technology for
nuclear materials control and account with the usage of equipment and software of US leading
firms (Intermec, Prodigy Max, Tharo Systems, Inc) have been conducting since 1999.

During the introduction of this technology, it has been installed the software on nuclear
material control and account (AIMAS data base), which was intended for this activities, on
NSC KIPT computers. The structure of the NSC KIPT's facility has been determined
according to demands of the State and IAEA demands. The key measuring points of inventory
quantity has been determined in nuclear material balance zone and the concrete computers, on
which is kept nuclear material control and account in each key measuring point, has been
assigned. The items of information on the structure of the Facility, and data, which was
verified and prepared for input, on nuclear material for each key measuring point of inventory
quantity of the material have been set into nuclear material control and account system.

Not only data fields for the NSC KIPT's facility have been set into nuclear material control
and account system, but also those fields, which allow utilizing of system advantages
effectively during IAEA inspections conducting: bookkeeping of seals account and
determination of the correspondence between old and new places of nuclear material storage
in each key measuring point.

Bar-code technology usage has been ensured rapid, reliable multilateral control and account
of nuclear material in NSC KIPT. Furthermore, the dose loading for attending technical
personnel has been reduced more than in 2 times.
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STRENGHTENING OF SAFEGUARDS - REMOTE MONITORING IN SOUTH AFRICA
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In 1994 discussions began with South Africa on special measures to strengthen IAEA Safeguards
for a storage facility containing an amount of highly enriched uranium. This activity served as a
pivotal activity for the remote monitoring aspect of "Programme 93+2" and would then be
utilised in the mainstream safeguards application for Strengthening of the Safeguards System,
application of the Additional Protocol and Integrated Safeguards.

This paper will discuss the experience gained in South Africa from the first experiments to the
current situation where remote monitoring is an integral component of the safeguards
implementation in South Africa.
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EQUIPMENT SUPPORT FOR THE IMPLEMENTATION OF SAFEGUARDS

R. ARLT, G. BOSLER, M. GOLDFARB, M. SCHANFEIN, J. WHICHELLO
International Atomic Energy Agency, Vienna, Austria

The provision of effective, reliable, and user-friendly equipment needed for the implementation
of safeguards is one of the main objectives of the Division of Technical Services (SGTS) in the
Department of Safeguards. As an outcome of a review by an independent external consultant
firm, the instrumentation sections of the SGTS were reorganized in January 2001 into two new
sections, the Section for NDA Systems and Seals (TNS) and Section for Installed Systems (TIE).
Each section has "cradle-to-grave" responsibilities for development, implementation,
maintenance, and decommissioning of safeguards instruments and measurement systems.
Unattended assay, monitoring and surveillance instruments are the responsibility of TIE while
attended nondestructive assay (NDA) instruments and seals are handled by TNS. The principal
goals of both sections are to define equipment requirements based on Departmental needs, to
coordinate Support Programme tasks concerning development and implementation activities, to
provide system engineering of commercial components, manage laboratory and to do field testing
and prove system suitability for defined safeguards applications. In addition both sections
coordinate equipment and supply needs for the Department, including acquisition, preparation,
servicing, installation, commissioning, troubleshooting, maintenance and repair, ensuring their
availability when needed. As required, TIE and TNS provide specialized field support to the
Operations Divisions.

Each section is working to standardize equipment as much as possible and reduce the number of
instruments performing the same function. This reduces both inspector and technician training,
required parts inventories, and overall life-cycle costs. Development based on User Needs from
the Operations Divisions follows a strict quality control program that includes a thorough
qualification testing procedure with the last phase being field-testing under actual facility
conditions. A procedure for authorization of equipment systems and instrumentation software
has been implemented to streamline and simplify the process. Project Managers for specific
technology areas have been appointed to oversee the equipment lifecycles.

The IAEA inspection instruments and systems currently approved for routine use and under
development are described in this paper.
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DEVELOPMENT OF SAFEGUARDS APPROACH FOR THE ROKKASHO
REPROCESSING PLANT
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International Atomic Energy Agency, Vienna, Austria
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Japan Safeguards Office, Ministry of Education, Culture, Sports, Science and Technology, Japan
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Japan Nuclear Fuels Limited, Japan

The Rokkasho Reprocessing Plant (RRP), which is currently undergoing construction and
commissioning by the Japan Nuclear Fuels Limited (JNFL), is scheduled to begin active
operations in 2005. The planned operating capacity is 800 tonnes of spent fuel per year
containing approximately 8 tonnes of plutonium. The International Atomic Energy Agency
(IAEA) and the Japan safeguards authorities are working with JNFL to develop a Safeguards
Approach that is both effective and efficient. In order to accomplish this goal, a number of
advanced concepts are being introduced and many currently applied safeguards measures are
being enhanced. These new and improved techniques and procedures will provide for more
sensitive and reliable verification of nuclear material and facility operations while reducing the
required inspection effort.

The Safeguards Approach incorporates systematic Design Information Examination and
Verification (DIE/DIV) during all phases of construction, commissioning and operation. It
incorporates installed, unattended radiation and solution measurement and monitoring systems
along with a number of inspector attended measurement systems. While many of the
measurement systems will be independent-inspector controlled, others will require authentication
of a split signal from operator controlled systems. The independent and/or authenticated data
from these systems will be transmitted over a network to a central inspector center for evaluation.
Near-Real-Time-Accountancy (NRTA) will be used for short period sequential analysis of the
operator and inspector data which, when combined with Solution Monitoring data, will provide
higher assurance in the verification of nuclear material for timeliness and of the operational status
of the facility. Samples will be taken using a facility installed, but IAEA authenticated,
automatic sampling system and will then be transferred to a jointly used IAEA-JSGO On-Site
Laboratory (OSL).

This paper provides an overview of the Safeguards Approach for the RRP, a review of
completed and planned DIE/DIV activities and the current status of the development and
installation of safeguards equipment and systems.
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TRIPARTITE ENRICHMENT PROGECT: SAFEGUARDS AT ENRICHMENT
PLANTS EQUIPPED WITH RUSSIAN CENTRIFUGES

A. PANASUYK, A. VLASOV, S. KOSHELEV
The Ministry of the Russian Federation on Atomic Energy, Moscow, Russian Federation

T. SHEA, D. PERRICOS
International Atomic Energy Agency, Department of Safeguards, Vienna, Austria

D. YANG, S. CHEN
The China Atomic Energy Authority, Beijing, China

This paper describes the work undertaken in the Tripartite Enrichment Project carried out
under an Agreement between the IAEA and the Department of External Relations of the
Ministry of the Russian Federation on Atomic Energy, Minatom, and under a Contract
between the IAEA and the China Atomic Energy Authority (CAEA).

In 1993, the Government of the People's Republic of China informed the Agency that China
had decided on a voluntary basis to add the Shaanxi Uranium Enrichment Plant to the list of
eligible facilities under the Voluntary Offer Safeguards Agreement (INFCIRC/369). The
Plant was under construction at the time. After consultations, the Agency selected the
Shaanxi Plant in September of 1997 for the implementation of safeguards.

The Agency realized that the safeguards approach used at gas centrifuge uranium enrichment
facilities in other States would not be fully applicable. Chief among the reasons for this
conclusion were the observations that enrichment plants incorporating Russian gas centrifuges
are designed for a much greater degree of operational flexibility than other plants, and that
travel conditions to the Shaanxi Plant at least at present are not compatible with requirements
for unannounced access at the facility for the performance of unannounced inspections in the
cascade area.

The Tripartite Enrichment Project was conceived as a means to develop a safeguards
approach for any plant equipped with Russian centrifuge technology. The Project was created
through a cooperative arrangement involving specialists from Minatom, CAEA and the IAEA.
It comprised seven tasks, the salient products of which are summarized in the following
paragraphs. Each of the tasks has associated with it a Task Report.

As the work proceeded, progress meetings were held in Vienna, Beijing and Moscow, and
critical discussions were held at the Angarsk Enrichment Plant in the Russian Federation and
at the Shaanxi Enrichment Plant in the People's Republic of China.
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NRTMA: COMMON PURPOSE; COMPLEMENTARY APPROACHES

CLAUDE NORMAN, WOLFGANG KAHNMEYER, KLAUS MARTIN JOHN PATTEN
Euratom, Luxembourg

SIMON CHATER, BARRY JONES, JANETTE WARK AND JO WHARRIER
BNFL, Sellafield, UK

Near Real Time Material Accountancy (NRTMA) is a leading edge technical solution to in-
process verification in bulk handling facilities. It facilitates non-intrusive inspection and
allows safeguards conclusions to be drawn without plant shut down. NRTMA is fully
operational in the Thermal Oxide Reprocessing Plant (Thorp), providing regular assurance of
high quality material control. At its core are a number of statistical algorithms to process the
data. This paper covers the techniques deployed by BNFL and Euratom for NRTMA in the
Thorp facility located at Sellafield.

As early as 1982, a number of important decisions were taken by BNFL in support of
safeguards. In addition to the pursuit of high precision measurement of nuclear materials
flow, BNFL set out a comprehensive suite of instrumentation to allow frequent nuclear
materials inventory determination and materials balancing. These instruments provide
Euratom with a comprehensive set of plant-specific data in computerised form.

The operator and the safeguards regulator have complementary requirements from the
working NRTMA System for nuclear material control. BNFL requires uninterrupted
operation whilst demonstrating full compliance with all regulations. In practice, this means
that plutonium plants can remain operational between annual Physical Inventory Takings, and
a system of early warnings and diagnostic indicators are available continuously to the
operator and the inspectors. The Safeguards Inspectorate, of course, wants to be assured that
there has been no diversion of plutonium, in line with safeguards goals.

During commissioning, BNFL's NRTMA System has focused on identifying any underlying
uncertainties in the measurements systems. Error components have been identified and
quantified by anomaly resolution tools and by process investigations. This has been
invaluable in identifying specific effects and in providing a running overview of plant
accountancy performance. The NRTMA process models and methods for in-process
inventory determination were further refined in this period. BNFL is now extending the
NRTMA System to further integrate remaining estimates of systematic uncertainties.

Euratom's safeguards inspection scheme has taken advantage of the BNFL NRTMA System.
From a verification point of view, NRTMA supports fulfilment of the monthly timeliness
component of the safeguards approach. The flow component of the system is covered by
extensive verification activities on a continuous inspection basis using a wide range of
safeguards techniques such as process monitoring, C/S and independent safeguards
equipment. Euratom and BNFL have worked in a spirit of co-operation, co-ordinated within a
Framework Working Group. Provision of interim-inventories and the use of NRTMA were
part of the criteria for European Commission approval of the safeguards techniques in the
chemical plant reprocessing areas. These criteria and general terms of reference regarding the
use of NRTMA were agreed between ESO and BNFL and recorded in a formal NRTMA
Framework Document.

The Data Evaluation Sector of ESO is the principal point of contact with BNFL on NRTMA
statistical aspects. In order to evaluate NRTMA balances, a simplified process model was
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created by ESO, together with a related statistical model for the measurement errors and their
propagation. It included the definition of particular testing variables suitable for safeguards
anomaly detection, and sensitivity studies based on Monte Carlo simulations. ESO's need in
evaluating the statistical analysis was to integrate the alarm probability level required with the
assurance gained from other safeguards verifications, and maximise efficiency and effective
use of inspector resources. The NRTMA data collection system fully supports interim
inventory declaration.

ESO consider alarms as being when all error components have been exceeded. The
Inspectorate is routinely provided with interim inventory declarations at vessel level, in
electronic form, and uses this to complement the BNFL analysis by conducting further
statistical processing in its Interim Verification System (IVS).

The IVS was developed in-house by ESO and implemented in 2000. IVS identifies error
sources for process equipment. The statistical model allows for a systematic error component,
caused for example by legitimate measurement uncertainties related to equipment calibration.
All identified error source variances are propagated into an inventory difference (ID) variance
c?(ffl) used to detect safeguards relevant events.
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CONTROL OF NUCLEAR MATERIAL HOLD-UP: THE KEY FACTORS FOR
DESIGN AND OPERATIONOF MOX FUEL FABRICATION PLANTS IN EUROPE
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KOUTSOYANNOPOULOS[3], J. PATTEN[3], E. PUJOL[9], W.T. STANLEY[4],
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Department of Trade and Industry, UK[1], Belgonucleaire-Belgium[2], Euratom-
Luxembourg[3], British Nuclear Fuel Ltd, UK[4], CEA/IPSN/DSMR-France[5], COGEMA-
France[6], Siemens-Germany[7], MELOX-France[8], Commissariat a 1'Energie Atomique,
France[9]

Some protagonists of the nuclear industry suggest that MOX fuel fabrication plants are awash
with nuclear materials which cannot be adequately safeguarded and that materials «stuck in
the plant» could conceal clandestine diversion of plutonium.

In Europe the real situation is quite different: nuclear operators have gone to considerable
efforts to deploy effective systems for safety, security, quality and nuclear materials control
and accountancy which provide detailed informations. The safeguards authorities use this
informations as part of the safeguards measures enabling them to give safeguards assurances
for MOX fuel fabrication plants.

This paper focuses on the issue of hold-up:

• definition of the hold-up and of the so-called "hidden inventory";

• measures implemented by the plant operators, from design to day to day operations, for
minimising hold-up and "hidden inventory";

• plant operators' actions to manage the hold-up during production activities but also at
PIT/PIV time;

• monitoring and management of the "hidden inventory";

• measures implemented by the safeguards authorities and inspectorate for verification and
control of both hold-up and "hidden inventory".

The examples of the different plant specific experiences related in this paper reveal the
extensive experience gained in european MOX fuel fabrication plants by the plant operators
and the safeguards authorities for the minimising and the control of both hold-up and "hidden
inventory".

MOX fuel has been fabricated in Europe, with an actual combined capacity of 2501. HM/year
subject, without any discrimination, to EURATOM Safeguards, for more than 30 years and
the total output is, to date, some 1000 t.HM.
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Short Notice Random Inspection has been implemented at low enriched uranium balk facilities in
Japan for verification of LEU involved in transfers between facilities.

The main SNRI objective is to provide complete verification coverage of the transfers of
safeguarded material between facilities by randomizing the timing of inspections and projecting
the verification data from collected samples over an Material Balance Period [1].

Randomized inspections at LEU facilities allow achieving full verification coverage of LEU flow
while employing modest inspectorate resources.

To achieve this a form of accounting in real time, referred to as the "mailbox" concept, was
introduced. In this concept, the operator is requested to make daily declarations of flow
information, reporting receipts and shipments of nuclear material in different forms (powder,
pellets, assemblies), as well as packing and production information.

The main features of the SNRI concept are:

• That the operator makes declarations to a mailbox computer each day of the new powder feed
received, new scrap bulk material prepared for shipment, and new fuel assemblies produced.

• That the items so declared remain at the facility for a specified minimum period of time
(residence time) during which they would be available for verification.

• That inspection can be implemented randomly during the material balance period such that all
received UF6 cylinders and cans of powder feed, all shipped cans of powder and scrap, and
all fuel assemblies were part of the verified inventory.

The member states and the agency are looking for the ways to achieve greater transparency in
nuclear material management. An electronic data transmission system, installed to transfer
mailbox data from LEU fabrication and conversion facilities to the JSGO server, and through this
server to the IAEA server at Tokyo Regional Office, should be considered as an important step in
this direction.
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As a mean to reach the highest detection probability achievable by a one day SNRI, it has been
proposed to implement the fixed sample size, uniformly applied for all facilities. The sample is
based upon overall nominal throughput expected rather than the size of the inventory present
during SNRI inspection. Variations in the detection probability owing to variable facility feed
and production rate should be compensated by a corresponding variation in the probability for
scheduling an SNRI.

Strata

Assemblies in Residence
Assemblies out of Residence

Method
H
4
9

F
2

0/1*

D
0
0

UF6 Cylinders in Residence
UF6 Cylinders out of Residence

5
6/11*

3
0/1*

1
from process

cylinder

Powder in Residence
Powder out of Residence

5/10**
5/5**

1/2**
0/1*

1

Scrap in Residence
Scrap out of Residence

5/10**
5/5**

1/2**
0/1*

1

* Only if amount of Material in Residence is zero.
** If only Scrap or only Powder is present.

Table 1. Fixed Sample Size proposal

Implementing Fixed Sample Size will result in increasing the detection probability and
streamlining the actual inspection activities during SNRI [2].
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This Paper describes the main features of Atucha I Nuclear Power Plant and the current
safeguards' approach applied to this installation by the International Atomic Energy Agency
(IAEA) and the Brazilian-Argentine Agency for Accounting and Control of Nuclear Materials
(ABACC). The reasons for not completely fulfilling the IAEA safeguards criteria with the
current approach are also described and a conceptual proposal of an unattended system
developed jointly by ABACC and the Nuclear Regulatory Authority of Argentina (ARN) is
presented. Finally, the paper addresses an alternative proposal to the previous one aiming at
fulfilling the above mentioned objectives.

Atucha I Nuclear Power Plant (NPP) was built in the 70's and has been under operation since
1974. This is an On Load Reactor, moderated and refrigerated with heavy water (PHWR).
From its starting up to about a year ago, this NPP operated with natural uranium fuel
assemblies but presently the reactor core is fed with slightly enriched uranium fuel assemblies
(0,85 %). This Plant generates up to 357 Mwe. An outstanding operating characteristic of this
power reactor is that low burn-up fuels assemblies already discharged into the pond may be
re-used when necessary upon neutron flux requirements (re-shuffling). This installation has a
pond storage capacity of about 10,000 fuel assemblies. At the highest power rate, the reactor
core must be fed with a frequency of about 0,72 fuel assemblies per day.

Before the application of the Agency Safeguards Criteria (IAEA-SC) in (1991), Atuchal had
always satisfied the IAEA safeguards goals. Since 1991 the IAEA-SC demanded for On Load
Reactors the control of the flow of irradiated fuel assemblies that leave or enter into the core
(re-shuffling) .By that time, Atucha I had been working for about seventeen years and there
was no possibilities to install specific safeguards equipment without making significant
construction modifications on this installation. Under the framework of a preliminary
conceptual idea, based on construction modification constraints, stated by ARN; ABACC and
ARN assumed the responsibility to elaborate a joint development on this issue.

Based on the experience gained by the Nuclear Regulatory Authority in the design of an
unattended system and ABACC's safeguards experience in making requirements for such
system, it was jointly developed the conceptual design of a monitoring system for the transfer
of irradiated fuel at Atucha I. This paper describes the conceptual design of the unattended
system above mentioned, that in ABACC and ARN opinion satisfies the IAEA-SC. The
conceptual proposal is already under IAEA consideration.

The Atucha I fuel assemblies are approximately six meters long and there are only four
possible paths through which the spent fuel elements may pass to or from the reactor building.
Two of them are two circular entrances used for big components that are adequately welded.
The other two paths are the transfer's channel and the hole flanged. The first one is directly
connected to the pool and all components and tools to the reactor core are passed through it.
The second one is generally used for introducing tools and no-irradiated channels into the
reactor building.
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The proposal consists of an unattended system, which is composed by gross gamma counting
detectors and underwater surveillance cameras at the storage pond area The two sets of
gamma detectors will measure any gamma emission coming from any object of significant
energy that enters or leaves the pond through the transfer channel. One set of detectors will be
located as close as possible to the transfer tube exit and the other set will be placed
downstream at a distance of about three quarters of the length of a fuel assembly. The
surveillance, that consists of underwater cameras will record all the movements through the
channel into and out the bay. The cameras deters from any attempts to tamper the detectors
with small shields and, of course, will also record events such as the presence of a shielded
flask or the transfer of irradiated tools.

In addition to the proposed containment and surveillance system briefly described above,
ARN and ABACC are considering an alternative safeguard scheme to achieve IAEA
safeguards goals based on unannounced inspections. The paper also describes this approach
and presents a summary of advantages an disadvantages obtained from the comparison of the
two alternatives.
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To provide needed space in the bays for continued CANDU reactor discharges, used fuel must be
moved from the bays to dry storage facilities, which are built on site. Over the next decades, used fuel
in the bays in Canada will be loaded into containers or transfer flasks and moved to the dry storage
facilities.

The IAEA currently verifies the transfer of used fuel to dry storage at the Point Lepreau and Gentilly1

and Pickering CANDU reactor stations. When the Bruce Used Fuel Dry Storage Facility starts
operating in 2002 followed by the Darlington Used Fuel Dry Storage Facility in 2007-2009 increased
Agency safeguards resources will be required. Safeguarding these new facilities and the flow of fuel to
them would place additional demand on IAEA resources if the current approach, which relies heavily
upon inspectors being present at the facility, were used. In a continuous search for more efficient
approaches, the IAEA, the Canadian Nuclear Safety Commission, and the facility operators are
working together to develop a safeguards scheme that depends less upon inspectors and more upon
instruments, operator activity and remote monitoring.

This paper describes the current approach to safeguarding used fuel in transit and in storage at the
Pickering site and how that approach might be applied to the Bruce site. Alternative approaches are
also discussed and their application to existing and future used fuel dry storage facilities is considered.
Safeguards approaches under existing Safeguards Criteria are compared with approaches that might be
possible under a safeguards regime strengthened by the Additional Protocol, and with approaches
optimised under Integrated Safeguards2. The technologies being considered to safeguard used fuel
include position tracking using Global Positioning System (GPS), Geospatial Information System
(GIS), radio frequency techniques, electronic seals, operator activity and remote surveillance and
monitoring.

Safeguards For Interim Dry Storage of Spent Fuel in Concrete Canisters at Canadian
Nuclear Facilities, R. Keeffe, Atomic Energy Control Board, 14th Annual ESARDA Meeting, May 1992

" The Application of State-Level Integration to Safeguards in Canada, L.A. Gourgon, R. Keeffe, Canadian
Nuclear Safety Commission
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When the SAPPHIRE project for the down-blending of HEU material of Khazak origin was
initiated in 1996 at BWX Technologies (BWXT) formally Babcock & Wilcox in Lynchburg, VA
and the Agency was requested to apply its specially designed safeguards measures to the process
with a view to provide assurance to the international community that down-blending had actually
taken place as stipulated in the USA-Khazak agreement a learning process was initiated from this
effort culminating in the current 50 MT downblending process at the same facility with BWXT,
the USA Authorities, and the Agency as partners in this technologically advanced enterprise
aimed at the downgrading of a substantial quantity of weapons grade material.

In the present paper an overview is provided of the road leading to an effective, and mutually
agreeable safeguards approach for carrying out verifications in the sensitive environment of a
facility devoted to HEU uranium processing.
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The Japanese Nuclear Material Control Center (NMCC) is testing techniques to be used for tank
calibration and solution volume measurements using dip-tube bubbler probe systems under large-
scale conditions. For large-size reprocessing plants, such as the Rokkasho Reprocessing Plant
(RRP), high-quality calibration and solution volume measurement techniques are of great
importance for accountancy purposes. NMCC has constructed a test facility, the Large-Scale
Tank Calibration (LASTAC) facility, for the purpose of extensively testing calibration
procedures used to determine solution volume on a large accountancy tank. The LASTAC tank is
structurally equivalent to the input accountancy tank at RRP, containing the same volume (25 m3)
and internal piping, machinery, and instrumentation.

The LASTAC tank calibration exercise consists of 5 experiments with 12 calibration runs
performed under several different conditions. The calibration liquid used, the solution
temperature, solution mixing in the tank, zero-reset between pressure readings, ventilation, and
increment interval times were all varied according to the following experimental set-up:

Experiment

1

2

3

4

5

Runs

1,2,3

4,5

6,7

8,9,10

11,12

Solution

H2O

H2O

H2O

H2O

NaNO3

Temp.

20°C

20°C

40°C

20°C

20°C

Pressure
zero reset

yes

no

no

no

no

Mixing

yes

no

no

no

no

Ventilation

no

no

no

yes

no

Increment
Interval

12 min.

4min.

4 min.

4 min.

4 min.

For each run, the solution was filled into a supply tank and left standing for at least 24 hours in
order for the solution temperature to reach thermal equilibrium with the ambient cell temperature.
The input accountancy tank was then filled via a prover tank using roughly two hundred 100-liter
increments, whereby the weight of the added solution was determined via electrobalance
measurements on the prover vessel. The actual temperature variation of the solution, as
determined by prover temperature measurements, never exceeded 3°C over the course of a
calibration run, and in most instances did not exceed 1°C.

Pressure readings were obtained from 6 dip-tubes in the accountancy tank: 1 reference dip-tube at
the top of the tank, 1 level pressure dip-tube giving a differential pressure reading to the reference
dip-tube, and 4 solution density dip-tubes, which give three pair-wise differential pressure
readings.
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The measurement data obtained from the above runs was standardised to take into account
buoyancy corrections and thermal expansion effects of the tank and dip-tubes. In order to allow a
meaningful comparison between the different calibration runs, a calibration equation was fit to
runs 4 and 5 and used as a baseline to which the other runs were compared.

Runs 4 and 5 were chosen because they exhibit the smallest run-to-run variation of any of the
groups. The differences in the residuals (actual volume - predicted volume using the calibration
equation) for these two runs range from -0.3 litres to +0.7 litres at any given height over the
entire range of volume in the tank, up to the full volume of 20 m3. This small difference between
these two runs can be explained by the small temperature variation seen in the solution
temperature during the runs and by the fact that no mixing or ventilation occurred during these
runs.

Runs 1-3 exhibit a difference to runs 4 and 5 of up to 8 litres at full volume. This can be
explained by considering the effect of performing zero-resets between pressure readings for these
runs, which cause an underestimation of the actual pressure.

Runs 6 and 7 show almost equivalent results to those seen for 4 and 5. The only difference
between these groups lies in the solution temperature, and therefore this shows that as long as the
solution temperature can be kept as constant as possible during the calibration, any difference in
absolute temperature can sufficiently be corrected for in the data standardisation procedures.

Runs 8-10 exhibit a difference to runs 4 and 5 of up to -2 litres at full volume. This difference
apparently results from the fact that the ventilation system was on during these runs, causing a
difference in volume of liquid in the internal piping.

Runs 11 and 12 exhibit a difference to runs 4 and 5 of up to 4 litres, and in general show good
agreement to the calibration function. A major source of uncertainty for these runs lies in the fact
that the density in this case (for the calibration liquid NaNOs) was determined using the density
dip-tube measurements, whereas for all the other runs well-established tabulated values for
density of demineralized water were used. From the H2O runs, it was seen that the probe
separation distance of the density dip tubes decreases with increasing solution level, indicating an
airlift effect in the shrouds surrounding the density dip-tubes. If the density of the solution must
be determined using the dip tubes, this effect contributes to the overall error and will have to be
taken into consideration.

The LASTAC calibration exercise has demonstrated in an impressive way the power of tank
volume measurements by measuring pressure with bubbling probes, showing that run-to-run
variability can be reduced significantly under tightly controlled conditions. This experiment has
proven that the quality of volume measurements is highly dependent on the quality of the density
measurements. This conclusion has long been expected, since the remaining measurements like
weighing of liquid increments and pressure measurements by electromanometer are high quality
measurements.

If demineralized water is used as calibration liquid, then the density is known with very high
accuracy as a function of temperature (the standard deviation of error is approx. 0.002 kg/m3). By
using demineralized water as calibration liquid one can make use of this fact by keeping the
temperature of the calibration liquid as constant as possible throughout the calibration run. In
other words, the quality of the calibration is inversely proportional to the variation of the liquid
temperature during calibration.

For a high quality calibration, not only should the prover temperature be kept constant, but also
the temperature of the calibration liquid should be allowed to equilibrate with the cell
temperature before it is used in the calibration. If a high quality calibration can be performed
during the commissioning of a plant, when these conditions are most easily achievable, the
resulting calibration function should be used for the lifetime of the tank.
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NUCLEAR PROLIFERATION USING LASER ISOTOPE SEPARATION
- VERIFICATION OPTIONS*

STANLEY A. ERICKSON
Lawrence Livermore National Laboratory, University of California, Livermore, CA USA

This paper discusses the use of laser isotope separation techniques for the purpose of nuclear
proliferation by a Non-Nuclear Weapons State (NNWS) that is a signatory of the Non-
Proliferation Treaty (NPT) and is subject to inspections by the IAEA. It includes an analysis of
the feasibility of the technique by a NNWS, what conditions are necessary for success, what
would be required for either the use of the technique as a covert enrichment method or its use as a
non-declared adjunct to a declared enrichment facility, and what signs might be available for the
detection of such activity.

The Atomic Vapor Laser Isotope Separation (AVLIS) technology, developed by LLNL from
1973 through 1999, is used as a concrete example to allow more determination of the questions
of feasibility, requirements, and signatures, as this technology has been further developed than
others, and has been documented extensively.

The question of feasibility of the technique for the enrichment of significant quantities of
uranium or plutonium to produce weapons-grade materials is investigated by decomposing the
development necessary for the technique into steps that can be analyzed for requirements, both in
expertise, equipment, and scientific knowledge. The paper concludes that the technique is usable
for proliferation, although with difficulty, by some nations during the next two decades.

The technique may be developed in a completely covert method, with no declarations and no
public indication that it is under research and development, or alternatively, some admissions
may be made to allow or promote exchange of information. The technique can be disclosed as a
research and development technology for the separation of non-radioactive isotopes, for the
separation of radioactive isotopes including those in commercial use for medical or industrial
purposes, or as part of a nuclear fuel cycle. The ability to translate development work from the
first two of these to a system usable for either uranium or plutonium is discussed, as is the
diversion of a system built for low enriched uranium production to weapons grade HEU
production, either by reuse or by the addition of re-enrichment of fuel.

All of these are feasible options, and the cost and requirements of each are not greatly different,
so that the choice of the level of disclosure by a NNWS would be a political one, rather than
technical or economic.

One attractive pathway for an NNWS to proliferate would be the development of LIS technology
for kilogram-scale production of purified isotopes useful commercially, such as Li6. This allows
for the development of the components of the technology using open interaction within the
scientific community. Use of the developed technology to separate radioactive isotopes of
various elements in milligram quantities would provide for the development of technology for the
handling of radioactive materials[l,2]. This would provide the technology necessary, such as
materials able to withstand the corrosive effects of spent fuel and for developing procedures for

* This work was performed under the auspices of the U.S. Department of Energy by the University of California,
Lawrence Livermore National Laboratory, under contract No. W-7405-Eng-48.
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loading and unloading the housings and for cleaning and maintenance, and other necessary
techniques dealing with highly radioactive materials. In this manner the two developmental tasks,
radioactive material handling methods, and production of the requisite lasers with adequate line
width, stability and power, can be decoupled, and done in separate places, or even in separate
facilities. They could be combined only in the covert facility. As noted elsewhere[3],
deconcentrating the scientific or technical tasks that are precursors to the construction of an
undeclared facility allows the NNWS to take maximum advantage of scientific interchange and to
minimize the requirements for covert activity, including the number of people involved, the size
of the facility, and, most importantly, the length of time for the critical and vulnerable stage of
development from start of the undeclared activities to the production of the first detonable
devices.

There are most likely other ways of minimizing the detectability of the development of a LIS-
based uranium or plutonium enrichment facility by deconcentrating along different lines. This
has the tradeoff of enhancing suspicions on the part of any party investigating the possibility of
nuclear proliferation activity while diminishing the possibility of obtaining any solid, non-
circumstantial proof that undeclared activity exists. It implies that facility inspections, either
announced or unannounced, will be hardly adequate to locate such activity unless they are
preceded by substantial investigative work. This preliminary work might go beyond the creation
of an extensive database of available information [4] involve detecting the interchange of
scientific or technical personnel between the declared and the undeclared facility, by determining
if there is a parallel supply chain for scientific or technical equipment, by looking for signs of
preparation for radiation work, and by establishing reliable sources of personal intelligence.

1 Committee on Separations Technology and Transmutation Systems, Nuclear Wastes: Technologies for Separations
and Transmutations. National Academy Press, Washington, DC, 1996, p450.
2 Pigford, TH & Choi, JS, "Inventory Reduction Factors for Actinide-Burning Liquid Metal Reactors", Transactions
of American Nuclear Society, 64, pl23, 1991.
3 Erickson, SA, "Economic and Technological Trends in Nuclear Proliferation", Nonproliferation Review, Summer
2001 (in press).
4 Killinger, MH, "Improving IAEA Safeguards through Enhanced Information Analysis", Nonproliferation Review,
Fall 1995.
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THE COMMERCIAL APPLICATION OF NEAR REAL TIME MATERIALS
ACCOUNTANCY

S. P. CHATER, B. J. JONES, R. F. JONES, L. N. WESTWOOD, J. A. WHARRIER
British Nuclear Fuels, Risley, Warrington, Cheshire, UK

Near Real Time Materials Accountancy (NRTMA) is the leading edge technical solution
employed by BNFL for in-process verification and timely detection of anomalies. It facilitates
Safeguards inspection without intrusion and safeguards interim assurance without a monthly
plant shut down.

BNFL has been committed to the development of NRTMA for commercial plutonium plants.
This multimedia poster presentation describes the features of Thorp and SMP relevant to the
application of NRTMA, and then the statistical engine of NRTMA, which has many features
in common across the two systems. This final point renders BNFL's implementation of
NRTMA eligible for application to other nuclear and non-nuclear installations.

NRTMA is operational in the Thermal Oxide Reprocessing Plant (Thorp). NRTMA supports
fulfilment of the monthly timeliness component of the safeguards approach so that Thorp can
remain operational between annual Physical Inventory Takings (PITs). The In-Process
Inventory (IPI) is determined by for each vessel, or group of vessels, based on determination
of weight and assay (or volume and concentration) or process models. Data trending enhances
the quality of important sources of data. Plant status rules are used to determine times when it
is appropriate to determine the IPI. The number of IPIs is currently some tens per annual
campaign (PIT to PIT), although the NRTMA System can accommodate more.

NRTMA is an intrinsic element in the safeguards and nuclear materials control and
accountancy arrangements for the Sellafield MOX Plant (SMP). This fulfils the timeliness
component of the safeguards approach and does not require monthly clean out or run down
for verification. The SMP is a batch process. In a plant location, there is a "Window of
Opportunity" for determining that component of the inventory while it is stationary. The IPI
can be determined when the "Windows of Opportunity" for the entire Works Accountancy
Area align. There are potentially many opportunities per day (several thousand per annum) for
IPI determination. Those IPIs when the quality of materials measurement is optimal are used
to close the short-term materials balance. The SMP NRTMA System will have daily balances.

BNFL has a policy that new plants which process direct use materials require superlative
standards of materials control and demonstrable safeguards without affecting operations. The
Company is committed to utilise the extensive range of analytical and diagnostic tools which
have been developed as a modular materials control toolkit provided by the NRTMA System.
At the plant design stage, the NRTMA System has been used to evaluate design options. The
effect of fundamental decisions regarding the number, size, shape and orientation of process
vessels on NRTMA System performance were quantified. Stochastic Models, as surrogates
for the plant and its measurement system, further allowed the NRTMA Systems to be tested
and evaluated in time for plant commissioning. Training experience in the use of NRTMA
before active operations begin, already provided to operators, has been extended to include
inspectors.

The NRTMA System has a module to allow the parameters for the Joint Page's Test to be
derived, based upon the operator's choice of plant and safeguards parameters including
campaign length, balance frequency, measurement uncertainty, timeliness targets, and false
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alarm probability. Once a campaign is under way, IPIs are used, along with information about
Receipts and Shipments, to close the materials balance at frequent intervals. Error
propagation, optionally incorporating systematic as well as random uncertainties is
undertaken as the balances are calculated. The resulting sequence of Inventory Differences is
subjected to a process of sequential analysis to test if the results fall within acceptable limits.
Any alarms from the testing process are further investigated by a comprehensive range of
advanced diagnostic tools designed to respond to single and multiple anomalies involving
flow paths and inventory items as well as apparent abrupt and protracted events. Further
features are included to allow the campaign to be taken out of alarm, pending resolution of
existing anomalies, to maintain the NRTMA System in a constant state of readiness to support
high quality materials control and safeguards.
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THE EURATOM INTERIM VERIFICATION SYSTEM OF NRTMA DECLARATIONS

C. NORMAN, K. MARTIN, W. KAHNMEYER
European Commission, Euratom Safeguards Directorate, Luxembourg

Euratom's inspection scheme at the Thermal Oxyde Reprocessing Plant THORP makes use of
the Near Real Time Material Accountancy (NRTMA) tool developed by the operator to obtain
In-Process Inventory (IPI) information in plutonium containing areas that are not accessible
during operation. From a verification point of view, appropriate authentication of the data
provided, NRTMA is sufficient to fulfil the timeliness component of the safeguards approach
without further need to stop the process and carry out interim inventories, the flow component
being covered by routine verification activities on a continuous inspection basis. Since
commissioning time, the validation of the NRTMA process models, data collection methods,
computational techniques and data transmission protocols has been the subject of extensive
analyses and agreement procedures involving several departments of the Euratom Safeguards
Office (ESO). The Terms of Reference regarding the use of NRTMA by E.S.O are recorded in
the NRTMA Framework Document III.

In this context, the Data Evaluation Sector of ESO was assigned the task of studying the
statistical models and anomaly resolutions tools used by NRTMA. The analysis rested on the
description of a condensed operational process model and a related statistical model for the
measurement errors and their propagation. It included the definition of particular testing variables
suitable for safeguards anomaly detection and sensitivity studies based on Monte Carlo
simulations. A detailed report can be found in 121. The conclusion of Euratom's statistical
analysis was that, although BNFL's NRTMA data collection system is perfectly adequate for
interim inventory data declaration, its anomaly detection margin, which was primarily designed
to provide a very conservative process control tool, is too narrow for safeguards purposes. This
high sensitivity, which, from the operator's point of view, may a desirable feature for taking early
corrective action, would create a resource and efficiency problem for ESO if the inspectors have
no means of discriminating between inevitable process fluctuations and safeguards alarms. It was
therefore agreed between ESO and BNFL that Euratom would interface the NRTMA system at
the interim inventory declaration level and use their own anomaly detection and resolution
system, which was developed in-house 131 and implemented in 2000 as the present Interim
Verification System (IVS) 141.

The IVS principle rests on the identification of error sources for process equipments (vessels,
piping ...) which contribute to one or more of the four balance components that make up each
interim Inventory Difference (ID) -Beginning Inventory (BI), Receipts (R), Shipments (S) and
Ending Inventory- according to the equation ID=EI-(BI+R-S). The overall statistical model of
errors is a multiplicative model that allows for a systematic error component in order to prevent
false safeguards alarms caused by legitimate measurement uncertainties related to equipment
calibration. All identified error source variances are propagated into an ID variance O*(ID) for
each interim period, taking into account possible correlations between equipments and balance
terms. The computed ID variance is finally used in a range of statistical tests designed to detect
safeguards relevant loss patterns.
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The poster presentation includes a description of the process model supporting the IVS software
implementation and of the algorithms used in the statistical tests. The treatment of the operator's
declaration with IVS will be demonstrated on a portable computer.

REFERENCES
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ESTIMATION OF GROSS SYSTEMATIC MULTIPLICATIVE BIASES IN
REPROCESSING PLANT IN-PROCESS TANKS

J. HOWELL, E. C. MILLER
University of Glasgow, Glasgow, UK

The presence of gross, possibly time varying, systematic multiplicative biases in process tanks
affects the estimation of the physical inventory of a chemical separation and concentration
facility. This in turn affects the nuclear materials account, especially the near-real time
account. The proposed implementation of solution monitoring [1-3] on chemical separation
areas will provide appropriate data to enable the estimation of these biases. Central to this
will be the in-tank volume measurements that will be recorded at relatively high frequencies
and analysed to estimate the transfers into and out of each tank. If the tank measurements are
biased, then this will bias these estimates and hence the model of how nuclear material is
progressing through the plant. If only one tank is biased, its effect will be fairly transparent
so that the bias can be isolated and estimated in a straightforward manner; if not, estimation is
more complicated.

A general method is proposed for isolating and estimating gross biases by analysing the
predicted movements of both bulk and nuclear material over time. The foundation for the
method is based on an examination of how a bias would affect the flow rate calculations for
either a buffer or a feed/receipt tank, and how these biases therefore affect tank volume
predictions over time. Equations can then be derived to show how these predictions would
diverge from the volume measurements and how biases would cause the predicted plutonium
inventory in the product accountancy tank to diverge from that measured. Given these
understandings, a method is then proposed to solve the inverse: "if disagreements are
observed between measurements and predictions, what are the biases?"

For simplicity the description is based on a three-tank example, although reference is made to
other types of tank set. In this case a set of disagreement equations, relating measured and
predicted volumes, can be derived as follows:

receipt tank: Vt> - V, =e,(vri - F J - f J ' j ^ l / U ^ O , (1)

buffer tank: Vbt - VK = 0 (2)

{ > f 3)iced tank: V\ - / V = e,{ V,- - V, \ 4 s , —•- \Jt - s h > /<.

where a variable denoted by a letter of the alphabet is used to denote a 'true' quantity, e.g.
volume V; a variable with a 'hat' denotes a measured quantity e.g. measured volume V,
whilst a variable with a 'tilder' denotes an estimated quantity e.g. estimated volume V; 's'
and 'f refer to start and finish times, e are the multiplicative biases and Ik , Ok are the kth
transfers into and out of the buffer tank. Thus, for example, for the receipt tank, if either e r »
£b or £b » sr, then the disagreement between the measured and estimated final volumes will
increase in time. In addition a bias in the buffer tank would affect both neighbouring tank
equations, but not the equation for the buffer tank.
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It is these kinds of features that are exploited by the method. Note that there will be no
divergences if all the biases are similar; another feature of solution monitoring has to be
exploited to observe this eventuality and this depends on how the flow rates into/out of the
various solvent-extraction cycles and concentrator are estimated. If either or both of the flow
rate estimates are derived from biased volume measurements, then the plutonium
concentration out will either be overestimated or underestimated [4], This
overestimate/underestimate will affect plutonium inventory predictions down the plant,
possibly being revised because of errors in the receipt/feed tanks downstream, until it reaches
the product accountancy tank where it would result in a divergence between the measured and
predicted plutonium inventory at this KMP.

The gross biases are estimated by solving disagreement equations like those in Equations 1-3.
This process depends on the mathematical properties of the equations. In particular a
qualitative approach [5,6] is proposed for when the equations are under-defined.

The method has been shown to work on typical plant data where a limited number of tanks
have volume measurements that are biased grossly. The case where all tank volume
measurement systems have gross biases is obviously more difficult; although the method
would give a solution, further experimental work would be needed to establish its validity.
However it is important to remember that the method could be applied repeatedly (say once a
week), although this iterative process has not been researched. Finally the method has been
developed by testing on simulated data; the developers are obviously aware of this limitation,
but real-data was not available.
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CHANGES TO THE WAY SUPPORT PROGRAMME TASKS ARE MANAGED IN
THE IAEA'S DEPARTMENT OF SAFEGUARDS

N, KHLEBNIKOV, A.HAMILTON
International Atomic Energy Agency, Vienna, Austria

INTRODUCTION

The Department of Safeguards and the 16 Member State Support Programmes jointly manage
about 250 tasks. Recently, in response to a number of events, the Department has reorganized
the manner in which these tasks are proposed and managed.

The presentation and paper will document the following:

THE NEED TO CHANGE

Although there have been a number of significant successes it has been recognised that both
the way in which tasks are proposed and the management of tasks could be better performed.
In particular the Report of the External Auditor 1999 stated the following:

• With respect to the R&D Programme the Agency "has had difficulty in defining and
prioritising tasks."

• "Ideas for tasks have come from operational units but not always in a coordinated
manner"

• "I support the Agency's consideration of a move towards more centralised planning of
task priorities" and the application of the "general principles of good programme or
project management"

The tone of these comments was generally repeated by Member State Support Programme
Co-ordinators at their meeting in November 1999 and by the Programme Performance
Assessment System Report on Equipment Development. Of course the Department already
knew that improvements could be made.

THE "OLD" SYSTEM

Prior to the changes three structures dominated the organisation. Firstly, a task approval
process that did not allow for the application of the Department's priorities in a coordinated
manner. Each task proposal was judged on its individual merits. Secondly, the distribution of
task management responsibilities throughout the Department again did not allow easy
coordination. Finally the focus on Member State task review meetings which did not allow the
coordination of tasks in a particular subject area.

The consequences of this were almost certainly the duplication of tasks, the performance of
the wrong tasks and poor prioritisation of work. All at a time when the Department was
generally short of resources.

THE NEW SYSTEM

The Department has responded in a number of ways.
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Strategic objectives have been formulated that allow prioritization.
A number of "projects" have been defined and each Support Programme task has been
assigned to a project. Project managers have also been appointed who are managerially
responsible for all the work in a the areas defined by the project, including the
development of project plans, the coordination of new task proposals and the reporting of
progress within the project
A new process for the authorization of task proposals utilizing an existing Department-
wide committee structure has been installed. All project managers will have their plans
endorsed by these committees on behalf of the Department.
Member State Support Programmes have been briefed on the Department's plans. No
longer will the coordinators have to rely on educated guesswork to make their own plans.

These measures will improve prioritization and coordination of tasks. They will also clarify
responsibilities and ensure the best possible use of expertise within the Department.

WHAT HAPPENS NEXT?

The new system is installed and being used. One of the problems with the old system was that
it did not objectively measure performance. Therefore any noticeable improvement will be
subjective. However, a key component of the new system will be the installation of a number
of performance criteria enabling the Department to measure the current system and of course
the impact of future improvements.
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INSPECTOR TRAINING FOR VIFM EQUIPMENT - AN INTEGRATED
APPROACH

Q.S. BOB TRUONG, R. KEEFFE
Canadian Nuclear Safety Commission, Ottawa, Canada

T. ELLACOTT
International Atomic Energy Agency, Vienna, Austria

K. DESSON
Androcom Interactive Media, Ottawa, Canada

N. HERBER
Eton Systems, Ottawa, Canada

The VXI Integrated Fuel Monitor (VIFM) was developed by the Canadian Safeguards
Support Program (CSSP) as a generic radiation monitor for safeguards applications. The
VIFM equipment features a modular design, where a single cabinet can house several
instruments such as bundle counters, core discharge monitors, Yes/No monitors, and other
devices. VIFM can also be used in a stand-alone, transportable mode, with a detector
connected to a single VIFM module linked to a laptop computer. VIFM equipment is
currently in use at CANDU nuclear generating stations in several countries.

Because each facility may have a different combination of detectors, the training program has
been designed to reflect the modular nature of VIFM. Introductory material is generic and
applies to any facility. More advanced material is carefully compartmentalized to allow IAEA
Inspectors to concentrate their efforts in areas that concern them. Advanced material is
available in a just-in-time reference format that simplifies rapid access to detailed
information.

A number of training resources have been developed, including multimedia and video
material on CD-ROMs. This material has been designed to operate on a laptop computer,
allowing inspectors to review and refresh their knowledge at any time - for example, during
inspection trips.

Although each of these resources is useful in its own right, the CSSP is developing an
integrated approach to inspector training that combines all of these elements in a new way
calculated to produce better training results than in the past.

This new training approach features a two-day workshop preceded by a period of CD-ROM-
based self-paced study. After the workshop, participants are able to make use of printed and
CD-ROM-based reference materials for just-in-time "refreshers". Each step in this integrated
approach to training will be described in the presentation. Briefly, the steps are as follows.

PRE-WORKSHOP SELF-PACED STUDY

A multimedia computer-based training package is made available to participants well in
advance of their arrival at the workshop. First released in 1999, and since extensively
updated and reorganized based on feedback from users and subject matter experts, the
program enables participants to familiarize themselves with VIFM components, functions,
operating procedures, computer screens, and vocabulary. In addition, the CD-ROM includes
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a complete set of reference manuals and a full-featured VBFM demonstration program that
enables participants to experience the VEFM's "look and feel" just as they would encounter it
during visits to nuclear generating stations.

Inspectors are expected to complete the self-paced training package as a prerequisite for
workshop participation. In theory, this means that every participant comes to the workshop
with a basic understanding of the VIFM. In practice, however, many inspectors find that their
busy schedules prevent them from completing the package. This situation is addressed on day
1 of the workshop.

THE WORKSHOP

The core training experience is a 2-day instructor-led workshop.

Day 1 reviews basic VIFM theory and operation. The instructor uses the self-paced training
package in "reference mode" to illustrate key elements in a structured manner. Although
participants should be familiar with the pre-workshop materials, this review enhances their
understanding and provides value-added information (such as facility-specific pointers).

Day 2 covers CANDU reactor fuelling fundamentals and VIFM CDM data interpretation. A
subject matter expert participates in day 2. This allows workshop participants to analyze real
data and discuss their interpretations with the subject matter expert.

To make this workshop as vividly memorable as possible, well-produced graphics, videos,
and presentation screens support the instructor, and physical samples of all equipment are
available for inspection and hands-on use by the participants.

JUST-IN-TIME REFERENCE MATERIALS

After their initial training is complete, inspectors must have access to good just-in-time
reference materials. Before and during the workshop, each participant is supplied with printed
and CD-ROM-based quick-reference materials. These include concise procedure checklists
and reference manuals in electronic format. The multimedia training programs were
specifically designed with a "reference mode" to facilitate access to "refreshers" on specific
topics.

CONCLUSION

Inspector training is a key element in the effectiveness of the IAEA inspection program.
Providing inspectors with a large amount of training and reference materials is only part of
the solution. Inspectors must be given sufficient time and opportunities to use the materials
effectively, and the training and reference materials must be designed from the outset to work
as an integrated whole. The integrated, multi-faceted approach that was developed for VIFM
equipment should be applicable in training programs for other safeguards equipment.
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FMCT VERIFICATION: CASE STUDIES

HUI ZHANG
Belfer Center for Science and International Affairs
Kennedy School of Government, Harvard University, Cambridge, USA

How to manage the trade-off between the need for transparency and the concern about the
disclosure of sensitive information would be a key issue during the negotiations of FMCT
verification provision. This paper will explore the general concerns on FMCT verification; and
demonstrate what verification measures might be applied to those reprocessing and enrichment
plants.

A primary goal of an FMCT will be to have the five declared nuclear weapon states and the three
that operate unsafeguarded nuclear facilities become parties. One focus in negotiating the FMCT
will be verification. Appropriate verification measures should be applied in each case. Most
importantly, FMCT verification would focus, in the first instance, on these states' fissile material
production facilities. After the FMCT enters into force, all these facilities should be declared. Some
would continue operating to produce civil nuclear power or to produce fissile material for non-
explosive military uses. The verification measures necessary for these operating facilities would
be essentially IAEA safeguards, as currently being applied to non-nuclear weapon states under
the NPT. However, some production facilities would be declared and shut down. Thus, one
important task of the FMCT verifications will be to confirm the status of these closed facilities. As
case studies, this paper will focus on the verification of those shutdown facilities.

The FMCT verification system for former military facilities would have to differ in some ways
from traditional IAEA safeguards. For example, there could be concerns about the potential loss
of sensitive information at these facilities or at collocated facilities. Eventually, some safeguards
measures such as environmental sampling might be seen as too intrusive. Thus, effective but less
intrusive verification measures may be needed. Some sensitive nuclear facilities would be subject
for the first time to international inspections, which could raise concerns for states that have
traditionally had "less transparency" in their military sectors.

As case studies, first we investigate how to applied verification measures including remote
sensing, off-site environmental sampling and on-site inspections to monitor the shutdown status
of plutonium production facilities, and what measures could be taken to prevent the disclosure of
sensitive information at the site. We find the most effective verification measure to monitor the
status of the reprocessing plant would be on-site environmental sampling. Some countries may
worry that sample analysis could disclose sensitive information about their past plutonium
production activities. However, we find that sample analysis at the reprocessing site need not
reveal such information. Sampling would not reveal such information as long as inspectors are
not able to measure total quantities of Cs-137 and Sr-90 from HLW produced at former military
plutonium production facilities.

Secondly, we consider verification measures for shutdown gaseous diffusion uranium-enrichment
plants (GDPs). The GDPs could be monitored effectively by satellite imagery, as one telltale
operational signature of the GDP would be the water-vapor plume coming from the cooling
tower, which should be easy to detect with satellite images. Furthermore, the hot roof of the
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enrichment building could be detectable using satellite thermal-infrared images. Finally, some
on-site verification measures should be allowed, such as visual observation, surveillance and
tamper-indicating seals.

Finally, FMCT verification regime would have to be designed to detect undeclared fissile
material production activities and facilities. These verification measures could include something
like special or challenge inspections or complementary access. There would need to be provisions
to prevent the abuse of such inspections, especially at sensitive and non-proscribed military and
nuclear activities. In particular, to protect sensitive information, it is essential to have an
appropriate managed access mechanism, which should be able to realize the aim of FMCT
without compromising the national security interests.

In conclusion, under the FMCT, appropriate verification measures would be able to verify the
status of shutdown reprocessing and enrichment facilities without compromising national
sensitive information.

REFERENCE

[1] Hui Zhang, Analysis of High Level Waste from a Reprocessing Plant—Issues of
On-site Inspection of a Fissile Material Cutoff Treaty, Science and Global Security
(forthcoming).
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SCOPE OF IAEA VERIFICATION OF A FISSILE MATERIAL CUTOFF
TREATY: THE FOCUSED APPROACH

MARK GOODMAN
Department of State, Washington, DC, USA

Despite repeated international calls for the early conclusion of a Fissile Material Cutoff Treaty
(FMCT), negotiations have not yet begun in earnest. Nonetheless, informal discussions have
identified a number of key issues that will need to be resolved during negotiations. One of the
key issues is the scope of verification under the Treaty. The United States has proposed a
focused approach to FMCT verification, and this paper lays out the implications of that approach
in defining the scope of IAEA verification. In general, this approach would apply routine
monitoring to all production and downstream use of unirradiated HEU and Pu-239 after entry
into force. Monitoring would begin at enrichment and reprocessing facilities and would end once
a suitable level of irradiation is achieved. Other measures, including non-routine inspections at
undeclared locations, would also be necessary in order to ensure the absence of undeclared
production.

This paper will explore the issues involved in effective verification at the starting and ending
points of routine monitoring. At the starting point the verification objective is to ensure that all
newly produced fissile material is declared and accounted for. As with safeguards under an
INFCIRC/153-type agreement, material accountancy would be the fundamental verification
measure. The verification approach will depend on the type of facility and on specific design
features relevant to material accountancy. At the ending point the verification objective would be
to ensure that the material subject to monitoring has been suitably transformed, for example that
reactor fuel containing plutonium has been irradiated to a suitable level. This irradiation level
necessary to fulfill the objectives of the FMCT would depend on the context established by other
relevant agreements and the effectiveness of measures to detect undeclared production.
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BUILDING TRANSPARENCY IN NUCLEAR-WEAPON STATES: THE POLITICAL
AND TECHNICAL DIMENSIONS

NICHOLAS ZARMPAS
Stockholm International Peace Research Institute (SIPRI), Stockholm, Sweden

Peaceful nuclear programmes in non-nuclear-weapon states are fully transparent, largely because
of the application of international safeguards administered by the IAEA. By contrast, military
nuclear activities have traditionally been shrouded in secrecy. All aspects of fissile material
production, warhead numbers, deployments and capabilities, were and continue to be closely
guarded and classified as national secrets.

The aim of this paper, which draws upon an on-going SIPRI study, is to discuss a range of
technical and non-technical issues related to establishing transparency for nuclear warheads and
associated materials in nuclear-weapon states, having in mind two overarching considerations:
achieving deeper and irreversible nuclear reductions on the path to elimination. It reviews past
proposed and implemented initiatives and assesses future challenges. Particular attention is paid
on existing obstacles, as well as on the prospects of co-operation amongst nuclear-weapon states.
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PRINCIPLES OF ESTABLISHING A MIDDLE EAST WEAPONS OF MASS
DESTRUCTION FREE ZONE (MEWMDFZ)

F. H. HAMMAD, ADEL M. ALI
Egyptian Atomic Energy Authority, Cairo, Egypt

The Middle East is one of the most dangerous regions in the world. It has suffered conflicts and
wars- with weapons of mass destruction (WMD) implications-at higher frequency and intensity
than any other region during the last 60 years. The Middle East was the largest importer of
conventional weapons in the world since the second gulf war and the UNSCR 687, which aimed
at destroying the Iraqi WMD capabilities and capacity. This arms race is fueled by stockpiles of
nuclear and other WMD. In addition several countries remain outside the global nonproliferation
and disarmament regimes such as the NPT, CWC and BWC.

The situation is further complicated by the serious problems facing the Middle East peace
process, which is not only threatening peace and security in the region but also in the world. This
unstable risky situation cannot continue like this and cannot be handled step by step any more.
The establishing of a MEWMDFZ in the context of a regional security system is the only way
out. It is a difficult and remote objective but a tenable one. It is essential is to work out the
technical, legal and political framework of the envisaged system.

This paper deals with efforts undertaken to establish a (MEWMDFZ) and the development of the
underling principles, based on lessons learnt from the evolution of NWFZs as well as regional
and global nonproliferation, arms control and disarmament (NPACD) developments.

THE SUPPORT TO ESTABLISH A MENWFZ AND A MEWMDFZ

The most important are:

In 1974, following the Oct. 1973 war, Iran and Egypt submitted a draft resolution to the UNGA
on the establishment of a MENWFZ , which was adopted as resolution 3263 on Dec. 1974. Since
then, this resolution is adopted annually.

In April 1990, President Mubarak declared Egypt's support for ensuring that the ME becomes a
zone free from all types of WMD and the establishment of verification measures to ascertain full
compliance by all states in the region.

The Mubarak initiative received the widest regional and global support. The most important are:

The endorsement of UNSC resolution 687 (1991) and 1284 (1999)

The support of the 1995 NPT Review and Extension meeting which extended the NPT expressed
in Decision 2, the principles and objectives document and the ME resolution

The ME resolution was further supported by the 2000 NPT review conference which also called
upon Israel (with name) for first time to join the NPT and place all its nuclear facilities under
IAEA full-scope safeguards. This also gave a strong support to the IAEA relevant General
Conference resolutions.
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LESSONS LEARNT FROM THE NWFZS MOVEMENT AND OTHER RELATED
REGIONAL AND INTERNATIONAL DEVELOPMENTS

The most important are:

Security and political considerations played major roles in establishing the NWFZs. This is why
long times were taken for the development of most of the zones. Some important examples:

-The regional and global threat of the Cuban missile crisis in 1962 was the major driving force
for establishing the Tlatelolco treaty and the NPT.

-The declaration of the denuclearization of Africa in 1964 by the OAU in response to the French
nuclear testing in Algeria gave support to the Latin America movement and was also the driving
force to the African movement to establish the zone.

-The African efforts to conclude the Pelindaba treaty was only possible after the political change
in South Africa which ended the apartheid regime and led to the accession of South Africa to the
NPT in 1991.

-The driving force for the Rarotonga treaty (1985) was the threat to the region from nuclear
testing in South Pacific. The associated protocols were completed in 1996 after the end of the last
French and Chinese tests.

The scope of NWFZs evolved with time.

-While Tlatelolco (1967) and the NPT (1968) allows peaceful nuclear explosions (and the
implicitly the possession or the handling of nuclear devices), Rarotonga (1985) prohibits
stationing of any kind of nuclear weapon (assembled or unassembled). Further, Pelindaba (1996)
prohibits R&D, manufacturing, storing and acquisition of nuclear weapons.

-Verification in all NWFZs is undertaken by the IAEA. The role of commissions created by the
various treaties is nominal. Verification of dismantling of nuclear weapons that existed was
addressed only by Pelindaba, which required multilateral verification.

Cooperative monitoring regional - global verification is also an important development, which is
being applied in the IAEA-Euratom arrangement and the IAEA-ABACC arrangement.

The collapse of the non-cooperative punitive UNSCOM monitoring and verification imposed by
UNSCR 687 (1991) on Iraq.

The development of the IAEA Model Protocol (IAEA InfCirc 540) additional to InfCirc 153 as
well as the CWC with more openness and intrusiveness

ESTABLISHMENT OF MEWMDFZ

In view of the important regional and global developments a set of Principles for nonproliferation
and disarmament were developed in connection with establishment a MEWMDFZ with a co-
operative integrated monitoring and verification system, which deals with nuclear, biological,
chemical and missiles. It is also based on regional-global verification as well as the transparency
embodied in the CWC and the IAEA additional protocol. The essential political factor that has to
be satisfied is that the peace process has to be restored. It is also important to work towards
establishing the MEWMDFZ as a part of the regional security system. Since establishing zones
take long times, it is essential to start addressing and studying the political, legal and technical
aspects of the potential MEWMDFZ.
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ENVIRONMENTAL SAMPLING FOR IAEA SAFEGUARDS: A FIVE YEAR REVIEW

E. KUHN, D. FISCHER, M. RYJINSKI
International Atomic Energy Agency Vienna, Austria

January 1996 marked the beginning of environmental sampling as a new safeguards
strengthening measure by the IAEA. Since then, some 1700 swipe samples have been collected
from 104 facilities worldwide and submitted for analysis in the Network of Analytical
Laboratories (NWAL). Over this time, the program has been continuously subject to adjustments
and improvements in the various areas. This paper will report on the experience gained and
improvements made during the first 5 years of implementation.

The implementation of environmental sampling has moved from establishing baseline signatures,
to conducting routine sampling in many facilities. Initially, the IAEA concentrated on sampling
at enrichment facilities and facilities with hot cells. Recently the types of facilities where
environmental samples are collected have expanded to include facilities without nuclear material
inventories, or at mining operations, as part of Additional Protocol measures.

The NWAL has grown to increase the analytical capacity and the range of available techniques,
such as Secondary Ion Mass Spectrometry (SIMS), fission track analysis on highly active
samples, and Scanning Electron Microscopy. The IAEA and NWAL are continuously working
to improve the sensitivity of analytical techniques and quality control of analysis.

In the area of data evaluation and management an ORACLE database has been developed and put
into operation, and the evaluation procedures and reports have been largely standardized. Over
the years regular consultants' group meetings and workshops have been organized with the
NWAL in order to streamline the services, to simplify the sample shipment procedures and to
ensure uniform reporting of results.

Although the IAEA has experience in collecting and analyzing several forms of samples such as
water, vegetation and soil, swipe sampling has become the preferred method of sampling.
Sampling tools have been refined based on inspector and laboratory experience. Sampling
procedures have improved through the increased use of composite sampling, which results in
fewer samples and a reduction in the analytical workload.

Further study has been done in the area of air sampling, a sampling method proposed for wide
area environmental sampling (WAES). A multi-Member State Support Program project
evaluated the technical feasibility and costs associated with WAES. Based on its conclusions, an
initial air sampling field trial was conducted against reprocessing operations. At this time,
analysis results are not complete but an overview of the trial and latest results will be presented.
Additional air sampling field trials are planned to be conducted against an enrichment facility.
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CURRENT STATUS OF JAERI PROGRAM ON DEVELOPMENT OF

ULTRA-TRACE-ANALYTICAL TECHNOLOGY FOR SAFEGUARDS

ENVIRONMENTAL SAMPLES

T. ADACHI, S. USUDA, K. WATANABE, S. SAKURAI, M. MAGARA,

Y. HANZAWA, F. ESAKA, K. YASUDA, Y. SAITO, M. TAKAHASHI, H. GUNJI,

T. SAKAKIBARA, S. KUROSAWA, Y. MIYAMOTO, D. SUZUKI

Japan Atomic Energy Research Institute (JAERI)

Tokai-mura, Ibaraki-ken, Japan

In order to contribute to the strengthened safeguards system based on the Program 93+2 of the

IAEA, Japan Atomic Energy Research Institute (JAERI) is developing analytical technology

for ultra-trace amounts of nuclear materials in environmental samples, and constructed the

CLEAR facility (Clean Laboratory for Environmental Analysis and Research) for this purpose.

The development of the technology is carried out, at existing laboratories for time being, in the

following fields: screening, bulk analysis and particle analysis. The screening aims at

estimating the amounts of nuclear materials in environmental samples to be introduced into the

clean rooms, and is the first step to avoid cross-contamination among the samples and

contamination of the clean rooms themselves. In addition to ordinary radiation spectrometry,

Compton suppression technique was applied to low energy y- and X-ray measurements, and

sufficient reduction in background level has been demonstrated. Another technique in

examination is imaging-plate method, which is a kind of autoradiography and suitable for

determination of radioactive-particle distribution in the samples as well as for semiquantitative

determination.

As for the bulk analysis, the efforts are temporally made on uranium in swipe samples.

Preliminary examination for optimization of sample pre-treatment conditions is in progress. At

present, ashing by low-temperature-plasma method gives better results than high-temperature

ashing or acid leaching. For the isotopic ratio measurement, instrumental performance of

inductively-coupled plasma mass spectrometry (ICP-MS) are mainly examined because sample

preparation for ICP-MS is simpler than that for thermal ionization mass spectrometry (TIMS).

It was found by our measurement that the swipe material (TexWipe TX304, usually used by

IAEA) contains un-negligible uranium blank with large deviation (2-6 ng/sheet). This would

introduce significant uncertainty in the trace analysis. JAERI is, therefore, studying on the

selective recovery of uranium particles from the swipe samples. Otherwise, alternative swipe

materials with less uranium blank would be preferable.
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The analytical technology for individual particles in the environmental samples is an important
issue to develop. Works are continued with total reflection X-ray fluorescence spectrometry

(TXRF) for screening, electron-probe microanalysis (EPMA) for elemental composition and

morphology of each particle, and secondary ion mass spectrometry (SIMS) for isotopic ratio

measurement. A special mount made of glassy carbon was designed in order that the mount

could be commonly used among the three apparatuses. The detection limit of uranium in

particle screening by TXRF was achieved to 0.4 ng. By combination of TXRF, EPMA and

SIMS, the throughput for analysis on uranium particle of 1 ̂ m was one swipe per day, which is

to be increased by improvement of the technique for particle mapping.

The place of the R&D work will be moved to the CLEAR facility, the construction of which

was completed in December 2000. The facility includes clean rooms (215 m2) with cleanliness

class 100 for chemical sample treatment and those (480 m2) with class 1,000 and 10,000 for

analytical operation, sample storage, etc. The facility performance tests were carried out prior

to the installation of analytical equipment, which gave the satisfactory results, e.g., class 10 on

working surfaces of clean hoods and benches. The full operation of the facility is scheduled for

June 2001.

The first phase of the program continues until March 2003. During this period, fundamental

technology for ultra-trace analysis for uranium and plutonium will be established with

sufficient sensitivity and accuracy for the environmental sample analysis. JAERI will

contribute to the strengthened safeguards system of IAEA by joining the community of

Network Analytical Laboratories as a first member from the Asian area, as well as contribute to

the domestic environmental sample analysis.

* Aportion of the project is being performed under the auspices of Ministry of Education, Culture, Sports,

Science and Technology of Japan.
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WORLD-WIDE CAPABILITIES AND APPLICATIONS FOR HIGH-SENSITIVITY
ENVIRONMENTAL SAMPLING AND ANALYSES IN INTERNATIONAL
SAFEGUARDS AND NUCLEAR MATERIAL SECURITY1

DAVID W. SWINDLE, JR., PHILIP W. KREY, RICHARD E. PERRIN
EG&G, Denver, Colorado, USA

STEVEN A. GOLDBERG
New Brunswick Laboratory, U.S. Department of Energy, Argonne, Illinois, USA

JOHN CAPPIS
Los Alamos National Laboratory, Los Alamos, New Mexico, USA

High-sensitivity nuclear environmental sampling and analysis techniques have been proven in
their ability to verify declared nuclear activities, as well as to assist in the detection of undeclared
nuclear activities and facilities. Environmental sampling and analysis techniques achieved
recognition for potential international safeguards use through their effective application by the
International Atomic Energy Agency (IAEA) in Iraq following the Gulf War. Through
Programme 93+2, the IAEA proved the ability of environmental sampling to support of
international safeguards. Subsequently, they were adopted as routine safeguards measures by the
IAEA Department of Safeguards. Applications of these techniques were openly expanded to
include support in the verification of other nuclear treaties and of nuclear material security
activities. Environmental sampling and analysis techniques are now being applied in six broad
areas in support of nonproliferation, disarmament treaty verification, national and international
nuclear security, and environmental stewardship of weapons production activities. The six areas
are:

1) Nuclear safeguards;
2) Nuclear forensics/illicit trafficking;
3) Ongoing monitoring and verification (OMV);
4) Comprehensive Test Ban Treaty (CTBT);
5) Weapons dismantlement/materials disposition; and
6) Research and development (R&D)/environmental stewardship/safety.

As a result of the international community's recognition of the contributions that environmental
sampling and analysis technologies make to nuclear materials security and treaty verification, an
increase in capabilities for making these measurements has occurred around the world. National
governments and international organizations have expanded their investments in new facilities,
new equipment, and newly trained staff at the cost of millions of dollars. There now exist
varying degrees of capability and performance worldwide. In order for high-sensitivity
environmental sampling and analysis techniques to be more effective in their contributions to
improving international safeguards and other nuclear material security and verification
applications, the international community needs to strengthen and expand communication and
areas of cooperation. This paper will describe current capabilities and applications for high-
sensitivity environmental sampling and analysis, and will provide recommendations on
strengthening international cooperation in these techniques.

1 This work is being supported through the U.S. Department of Energy's International Safeguards Program
Division

170



XA0200092 IAEA-SM-367/10/04

EXPERIENCE WITH ENVIRONMENTAL SAMPLING AT GAS CENTRIFUGE
ENRICHMENT PLANTS

G. ¥SF EKENSTAM, W. BUSH, J. JANOV, E. KUHN, M. RYJINSKI
International Atomic Energy Agency, Vienna, Austria

Environmental sampling has been used routinely by the IAEA since 1996 after the IAEA Board
of Governors approved it in March 1995 as a new technique to strengthen safeguards and
improve efficiency. In enrichment plants it is used to confirm that there has been no production
of highly enriched uranium (HEU), or production of uranium at above the declared enrichment.

The use of environmental sampling is based on the assumption that every process, no matter how
leak tight, will release small amounts of process material to the environment. Even though these
releases of nuclear material are extremely small in gas centrifuge enrichment plants, and well
below levels of concern from a health physics and safety standpoint, they are detectable and their
analysis provides an indication of the enrichment of the material that has been processed in the
plant.

The environmental samples at enrichment plants are collected by swiping selected areas of the
plant with squares of cotton cloth (10 x 10 cm) from sampling kits prepared in ultra clean
condition. The squares of cotton cloth sealed in plastic bags are sent for analysis to the Network
Analytical Laboratories. The analysis includes the measurement of the uranium isotopic
composition in uranium-containing particles by Thermal Ionization Mass Spectroscopy (TIMS)
or Secondary ION Mass Spectroscopy (SIMS).

Since the implementation of environmental sampling, swipes have been collected from 240
sampling points at three gas centrifuge plants of URENCO, which have a total throughput of
more than 8,000 tonnes of uranium per year. The particle analysis results generally reflected the
known operational history of the plants and confirmed that they had only been operated to
produce uranium with enrichment less than 5% 235U. The information about the content of the
minor isotopes 234U and 236U also indicates that depleted and recycled uranium were sometimes
used as feed materials in some plants.

The Figure shows an example of the TIMS particle results obtained for two samples taken in
May 1997 from the cascade hall at one of the enrichment plants. The evaluation of the results,
using model enrichment calculations, showed that at least two enrichment processes had taken
place — feeding with natural uranium and with recycled uranium.
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The effectiveness of environmental sampling was also demonstrated by analyzing a series of
swipe samples taken at regular intervals in the process area of a newly commissioned centrifuge
enrichment cascade in which the product enrichment was stepwise increased up to 5% 235U [1].

Experience is still being gained with environmental sampling at centrifuge enrichment plants but
it is already considered to be a very useful technique, which allows determining past and current
enrichment activities, in particular providing complementary assurance that no clandestine HEU
production has occurred. Sampling both inside cascade areas and in cylinder filling and blending
areas has proven to be useful and appropriate.

A safeguards approach based on the traditional safeguards measures combined with
environmental sampling for routine use is under development. This approach will enhance the
efficiency of inspector's work in the field and the detection probability for clandestine activities.

REFERENCE

[1] C. Charlier et.al. Experiences with Environmental Swipe Sampling in a Newly Built Gas
Centrifuge Enrichment Plant, INMM Annual Meeting Proceedings, Phoenix, 1999.
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ISOTOPIC MEASUREMENTS ON MICROMETRIC PARTICLES: THE FRENCH
EXPERIENCE TO DETECT FISSILE MATERIAL

S. BAUDE, R. CHIAPPINI
Commissariat a l'Energie Atomique, Service Radioanalyses, Surveillance, Environnement,
Brayeres-le-Chatel, France

To monitor the impact of a nuclear plant on the environment, common analytical methods
consist of measuring the entire sample giving an average value for the element or for the
isotopic ratios of this element for the «bulk» sample content.

For uranium and plutonium quantification or isotopic ratio measurements are routinely
performed in bulk analysis with mass spectrometry (ICPMS or TIMS), with sensitive limits of
detection.

To assess a better understanding of pollution sources and to get more precise information
from environmental samples, new methods based on single particle measurements of U and
Pu isotopics were developed.

This capability is used by the International Atomic Energy Agency in the field of the
Additional Protocol for Strengthened Safeguards Verification as part of its Network of
Analytical Laboratories.

The clean-room based process we will discuss includes particle spreading on microscope
slides.

To identify grains containing 235U and/or 239Pu, fission tracks are revealed on a solid state
nuclear track detector. Samples are irradiated in the Orphee reactor and then brought back to
the class 10 clean lab to prevent natural uranium contamination.

Using a carbide needle, U or Pu containing particles are picked up and placed onto a boat
shaped Rhenium filament for TIMS isotopic measurement.

This method gives isotopic signatures for micron-scaled grains released in the environment by
nuclear facilities. It decreases the total sample size needed to be measured in common
analytical methods, and allows us to eliminate naturally occurring uranium.

We will address our experience with the measurement of environmental samples for uranium
enrichment facilities and discuss the limitations due to dissolution of small particles.

Some preliminary results for an alternative technique-secondary ion mass spectrometry- will
also be discussed.
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BULK ANALYSIS OF ENVIRONMENTAL SWIPE SAMPLES.

S.VOGT, P.ZAHRADNflC, H.SWIETLY.
International Atomic Energy Agency, Vienna, Austria

Detailed analysis of environmental swipe samples can be carried out by either "Bulk" or
"Particle" analysis, which are complimentary techniques giving a complete picture of the nuclear
materials handled at the inspected site. Bulk analysis involves the physical destruction of the
swipe medium - usually cotton cloth or cellulose - followed by complete dissolution in mineral
acids. Isotopic tracers (spikes) are added in known amounts; the most common ones are U-233
and Pu-244. Following chemical equilibration, the elements U and Pu are separated using either
reverse-phase liquid chromatography or anion exchange chromatography. The purified fractions
are loaded on filaments for thermal ionization mass spectrometry measurements. The detailed
chemical processing scheme will be described along with examples of actual results. The quality
control and quality assurance measures, which establish the accuracy of the analysis, will also be
described.
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PARTICLE ANALYSIS OF ENVIRONMENTAL SWIPE SAMPLES

D. DONOHUE, S. VOGT, A. CIURAPINSKI, F. RUEDENAUER, M. HEDBERG.
International Atomic Energy Agency, Vienna, Austria

The Safeguards Analytical Laboratory and the Clean Laboratory for Safeguards in Seibersdorf
are equipped with state-of-the-art instrumentation for the elemental and isotopic analysis of
micrometer-sized environmental particles. A scanning electron microscope (SEM) equipped with
energy-dispersive and wavelength-dispersive X-ray fluorescence spectrometers is used to search
for the presence of U or Pu containing particles removed from swipe samples. Once located, the
elemental composition of these particles can be measured with high sensitivity (a few
femtograms) and good accuracy. This information is then used to verify the burn-up and possible
chemical treatment of nuclear materials in the inspected location. Secondary ion mass
spectrometry (SIMS) is used to measure the isotopic composition of U-containing particles
coming from enrichment facilities. A large number of particles - several thousands - can be
measured by SIMS during a single measurement session and the U-235/U-238 ratio measured in
each particle. The sample preparation methods and instrumental parameters used for SEM and
SIMS will be described. Results of actual samples will be presented along with a discussion of
the remaining challenges for optimizing the use of these techniques.
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IMPROVED ANALYTICAL SENSITIVITY FOR URANIUM AND PLUTONIUM
IN ENVIRONMENTAL SAMPLES: CAVITY ION SOURCE THERMAL IONIZATION
MASS SPECTROMETRY

KRISTOFOR INGENERI, LEE RICIPUTI
Oak Ridge National Laboratory, Oak Ridge, USA

Following successful field trials, environmental sampling has played a central role as a routine
part of safeguards inspections since early 19961 to verify declared and to detect undeclared
activity. The environmental sampling program has brought a new series of analytical challenges,
and driven a need for advances in verification technology. Environmental swipe samples are
often extremely low in concentration of analyte (ng level or lower), yet the need to analyze these
samples accurately and precisely is vital, particularly for the detection of undeclared nuclear
activities. Thermal ionization mass spectrometry (TIMS) is the standard method of determining
isotope ratios of uranium and plutonium in the environmental sampling program. TEVIS analysis
typically employs 1-3 filaments to vaporize and ionize the sample, and the ions are mass
separated and analyzed using magnetic sector instruments due to their high mass resolution and
high ion transmission. However, the ionization efficiency (the ratio of material present to
material actually detected) of uranium using a standard TIMS instrument is low (0.2%), even
under the best conditions. Increasing ionization efficiency by even a small amount would have a
dramatic impact for safeguards applications, allowing both improvements in analytical precision
and a significant decrease in the amount of uranium and plutonium required for analysis,
increasing the sensitivity of environmental sampling.

A new thermal ionization source, designed originally for isotope separators and then modified
by by Olivares and coworkers at LANL to operate with a quadrupole mass spectrometer3, has
shown lOx higher ionization efficiency than conventional TIMS filaments for several elements.
Thus, this new source produces 10 times greater signal from the same amount of analyte. If this
source could be coupled with a magnetic sector mass spectrometer capable of high precision
measurements of isotope ratios, the implication for safeguards measures is obvious - it would
provide the ability to obtain isotope ratio data from samples previously too low for detection.

Ion Lens Svstem Filament

.avttv

Case Plate Electron Shield

To support the IAEA and its role in non-
proliferation and nuclear safeguards, we have
developed a high efficiency ion source and
coupled it to a magnetic sector mass
spectrometer. This new source is called a
thermal ionization cavity (TIC) ion source
because it consists of a tungsten rod with a
deep, narrow cavity bored into one end. The
sample is loaded into the cavity and then the
rod is heated by electron bombardment.
Figure 1 is a photo of the TIC source used in
the Oak Ridge National Laboratory
instrument.
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The cavity ion source is able to achieve greater ionization efficiency for two reasons. First, the
Saha-Langmuir equation predicts that ionization efficiency increases at higher temperatures and
the cavity source is able to operate at much higher temperatures compared to conventional
filaments (-3000 °C as compared to ~2000°C). Second, the confined volume of the cavity allows
a greater number of surface interactions compared to the filament source. Figure 2 illustrates the
interaction of atoms with the cavity.

Cavity Ion Source

Cavity Heated To Heated
1600-3000 °C Filament

Tungsten
Cavity

As mentioned previously, we have coupled a
high efficiency cavity source to one of our

4sector instruments at ORNL . The initial
design was able to heat the cavity to ionizing
temperatures and to produce a stable signal
(5% rsd over 1 hour). Using an NBS
uranium sample, U350, the cavity source
demonstrated its ability to deliver highly
precise isotope ratio measurements. A
relative standard deviation of 0.079% was
obtained for the u235/U238 ratio. Precision of
< 0.1% is obtainable for a single nanogram
of U010 on a routine basis. Although the
development of the source is still in its
infancy, tests of ionization efficiency

indicate that the cavity source offers significant improvements compared to the filament source.
However, ionization efficiencies on the order reported by Olivares5 have yet to be realized.

The prototype ORNL source provides the basis for designing a cavity ion source for the
commercial mass spectrometers at the IAEA Safeguards Analytical Laboratory. Results of the
design and testing of this source, scheduled for Spring of 2001, will be reported.

While the cavity ion source is slightly more complex than the conventional filament design, it
offers the potential of an order of magnitude increase in signal for the same amount of sample
during routine analysis. This will result in the lowering of detection limits, while maintaining the
same level of precision in results. These results are achievable, not by extensive chemical
techniques or new instrumentation, but by relatively slight modifications to the source of a
proven instrument.
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USE OF PLASMA-SOURCE MULTICOLLECTOR MAGNETIC-SECTOR MASS
SPECTROMETRY FOR URANIUM AND PLUTONIUM ANALYSIS IN
ENVIRONMENTAL SAMPLES

G. PRICE RUSS, ROSS WILLIAMS
Lawrence Livermore National Laboratory, Livermore, California, USA

The ability to detect and isotopically characterize uranium and plutonium in environmental
samples is of primary importance in the search for nuclear proliferation. The utility of isotope
ratio measurements for environmental monitoring is limited by sample preparation costs,
measurement precision, and sensitivity. This is particularly true for wide-area monitoring where
the number of samples required varies inversely with obtainable precision and sensitivity.
Historically isotopic measurements have been made by thermal ionization mass spectrometry
(TIMS). While requiring extensive sample preparation, no other technique matched its precision
and sensitivity for such measurements.

Inductively-coupled-plasma, magnetic-sector, multicollector, mass spectrometry offers the
prospect of extending the state-of-the-art to higher precision while increasing sensitivity and
reducing costs through more rapid analysis and reduced sample preparation. At LLNL this
technique is being implemented in the form of an IsoProbe (Micromass, UK). This paper will
present data for both standards and IAEA supplied samples demonstrating the power and
limitations of the technique. The precision and sensitivity of the IsoProbe results will be
compared to TIMS performance for comparable samples. For 48 determinations of natural
uranium, using the double spike to correct for bias, a relative standard deviation of 0.04% (la)
for U/ U has been obtained in a preliminary study. This is a substantial improvement over the
TIMS result of 0.1 % reported at the previous conference. Further improvements can be expected
as we gain a better understanding of the background peaks occurring in the IsoProbe spectra.
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M. RYJINSKI, D. DONOHUE
International Atomic Energy Agency, Vienna, Austria

Since 1996 the IAEA has started routine implementation of environmental sampling. During the
last 5 years more than 1700 swipe samples were collected and analyzed in the Network of
Analytical Laboratories (NWAL).

One sensitive point of analyzing environmental samples is evidence of the presence of enriched
U. The U content on swipes is extremely low and therefore there is a relatively high probability
of a false positive, e.g. small contamination or a measurement bias. In order to avoid and/or
control this the IAEA systematically sends to the laboratories blind blank QC samples. In
particular more than 50 blank samples were analyzed during the last two years. A preliminary
analysis of blank swipes showed the swipe material itself contains up to 10 ng of NU per swipe.
However, about 50% of blind blank swipes analyzed show the presence of enriched uranium (see
the Figure). A source of this bias has to be clarified and excluded.

This paper presents the results of modeling of IDMS analysis for quantity and isotopic
composition of uranium in order to identify the possible contribution of different factors to the
final measurement uncertainty. This modeling was carried out based on the IAEA Clean
Laboratory measurement data and simulation technique.

As a rule the laboratories measured only a sample spiked with 233U and isotope abundance of
234U, 235U, 236U for the sample are calculated (stripped) from the isotopic ratios measured for the
mixture spike plus sample. It is assumed that the sample does not contain 233U. In this case, the
magnitude of the spike to sample ratio may have a large contribution to the uncertainty of the
stripped isotope abundances. Using the raw measurement data reported by the Clean Laboratory,
it was shown that for spike to sample ratios higher than ten the relative uncertainties of stripped
234U and 235U abundance can reach hundreds percent. Data reported by some other laboratories
show a similar tendency. However using a purer spike (with a lower content of 234U and 235U)
leads to a decrease in the uncertainty for stripped 234U and 235U abundance in the sample. Using
the raw isotopic ratios measured in the Clean Laboratory, the regression equations for SD versus
the ratios measured were obtained. These equations were used for a simulation to identify the
contribution of various factors to the final analysis uncertainty of U content and isotopics.
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The RSD values of the simulated and experimental U mass are generally consistent and do not
exceed 10% even when the spike to sample ratio equals to 1000. This means that any possible
overestimation of U quantity in a blank sample is not a result of measurement uncertainties or a
non-optimal spike to sample ratio.

A positive bias in the U mass can appear only if the 233U mass in the spike has a negative bias.
This is possible if equilibrium between the spike and the sample is not reached and the U yield
for the sample is higher than for the spike.

The simulation results (as well as experimental data) show that the relative uncertainty of the
235 235Tstripped U abundance goes up with increasing the spike to sample ratio. For U this

uncertainty becomes more than 50% (in case of CL measurements) if the spike to sample ratio is
higher than 100. The comparison of simulated and experimental data shows the scattering of
experimental data is significantly higher than simulation results. This allows concluding that
some experimental results are positively or negatively biased due to "non-statistical" factors such
as mass fractionation, isobaric interference, and/or small contamination. One can assume
reducing the spike to sample ratio reduces the contribution of these "non-statistical" factors.

If the spike to sample ratio is higher than one, the relative uncertainty of the stripped 234U
abundance can reach 1000%. In this case, one can expect negative values of 234U abundance. The
simulated and experimental data are consistent and show that the scattering of the stripped 234U
abundance is mainly caused by statistical factors.

A bias in the stripped isotopic composition of the sample can only appear if the isotopic ratios
measured in the mixture and/or certified in the spike are biased. This can be due to a small
contamination with enriched uranium. Another source of a positive bias might be isobaric
interference, also some form of contamination. The simulation was provided for various possible
bias values (see the Figure). It was shown the contribution of this bias to the stripped 235U
abundance in the sample is a relatively large for the spike to sample ratio higher than 50 and
decreases with decreasing the spike to sample ratio.
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SCREENING AND RADIOMETRIC MEASUREMENT OF ENVIRONMENTAL SWIPE
SAMPLES

V. MAIOROV, A. CIURAPINSKI, W. RAAB, V. JANSTA.
International Atomic Energy Agency, Vienna, Austria

Environmental swipe samples are taken routinely by IAEA Safeguards inspectors inside nuclear
installations such as enrichment facilities and facilities with hot cells. These samples must be
screened by radiometric methods at the Safeguards Analytical Laboratory and the Clean
Laboratory before further processing in order to establish the identity and quantity of radioactive
isotopes present. High-resolution gamma spectrometry and X-ray fluorescence spectrometry are
normally applied using a fixed geometry as much as possible. Subsampling of swipes taken
inside hot cells is also performed using adhesive discs followed by alpha/beta counting. HRGS is
also used to measure more accurately the concentration of fission and activation products in
radioactive samples as a measure of the burn-up of the fuel handled in the inspected facility. The
sample preparation, measurement and data evaluation procedures will be described and examples
given of typical results.
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PHYSICOCHEMICAL CHARACTERISTICSOF URANIUM MICROPARTICLES
COLLECTED AT NUCLEAR FUEL CYCLE PLANTS

G. KAUROV, V. STEBELKOV, O. KOLESNIKOV, D. FROLOV
Laboratory for Microparticle Analysis, Moscow, Russian Federation

Any industrial process is accompanied by appearance of some quantity of microparticles of
processed matter in the environment in immediate proximity to the manufacturing object.
These particles can be transferred in atmosphere and can be collected at some distances from
the plant.

The determination of characteristics of industrial dust microparticles at nuclear fuel cycle
plants (form, size, structure of surface, elemental composition, isotopic composition, presence
of fission products, presence of activation products) in conjunction with the ability to connect
these characteristics with certain nuclear manufacturing processes can become the main
technical method of detecting of undeclared nuclear activity.

Systematization of the experimental data on morphology, elemental and isotopic composition
of uranium microparticles, collected at nuclear fuel cycle plants, is given in Report / 1 / and
Atlas 12 1. The purpose of this work is to establish the relationship between morphological
characteristics of uranium dust microparticles and types of nuclear manufacture and to define
the reference attributes of the most informative microparticles.

All investigated aerosol uranium microparticles in the regions of uranium ore mining are
characterized by an extremely irregular form such as debris or scales. The sizes of an
overwhelming majority of the particles collected in immediate proximity to a ventilating air-
gusher of the mine are within tens of microns, mainly from 10 jam to 50 jam. As a rule, these
particles are composite and are represented by agglomerates of micron-sue objects of irregular
form. The particles collected at 15 kms' distance from the mine are within units of microns
mainly from 2 jam to 3 jam, and have the form of scales. All aerosol uranium microparticles
in the regions of uranium ore mining include oxygen and silicon besides uranium, and almost
all include calcium, aluminum and iron. Isotopic composition of uranium in all these particles
is natural, of course.

Presence of spherical uranium microparticles with fluorine and oxygen in samples, collected
at the plant or near the plant, specifies the process of uranium isotopes' separation in a
uranium hexafluoride. Most of these spherical particles have sizes from 1 jam to 2 jam. Often
in samples, collected at enrichment plants using gaseous technologies, conglomerates of
spherical particles are found. The particles in conglomerates also consist of uranium, fluoride
and oxygen. Sizes of these particles are from 0.3 urn to 0.6 jam as a rule. Isotopic
compositions of uranium in investigated particles correspond to nomenclature of products of
this plant.

Production of uranium fuel is accompanied by formation of a great number of particles with
irregular form such as debris with a smooth surface, sharp ribs and round holes of caverns.
These particles have sizes from 2 (am to 20 jam. Apparently, these particles are formed
through splitting as a result of mechanical actions or thermotensions. Caverns on the particles'
surfaces are the consequences of air bubbles in the thickness of sintered matter. In addition,
particles, having sizes from 2 jam to 10 (am and breccia-like surface with the size of
agglomerated objects ranging from 0.1 jam to 0.3 jam characterize this manufacture.
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The morphologies of uranium microparticles collected from hot cells, are, appearantely,
related to the spent fuel procedures, which are typical for the given hot cell. This thesis is
confirmed by the photos of microparticles collected at two different plants using hot cells.
Characteristic feature of microparticles from hot cells is registration of fission products,
activation products, and plutonium in these particles.

Thus, the information about morphological characteristics of uranium microparticles from
industrial dust at nuclear fuel cycle plants, about isotopic composition of uranium in these
particles as well as about presence of plutonium, fission products and activation products in
these particles can be used nuclear activity types identification.

The data about isotopic composition of uranium and plutonium, about elemental composition
of microparticles including uranium and plutonium, about joint presence of uranium and
plutonium, uranium and thorium as well as uranium and aluminum, zirconium, lithium,
beryllium, oxygen and carbon indicate the purpose of nuclear matter production. Information
about form, size, structure of the surface and elemental composition of microparticles can be
used to determine technological features of product.

Furthermore, these data indicate the kind of equipment used for separation of uranium
isotopes as well as the necessary types of chemical treatment of nuclear matter to transform
this matter into weapon matter or the possibility to use the nuclear matter in weapon programs
without additional chemical treatment.

Morphological attributes: form, size and structure of the surface of individual microparticles
can also be considered as characteristic attributes of formation conditions and, consequently,
parameters of informative particles.
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SCREENING OF IAEA ENVIRONMENTAL SAMPLES FOR FISSILE MATERIAL
CONTENT

DOYLE M. HEMBREE, JR., JOEL A. CARTER, GERALD L. DEVAULT,
J. MICHAEL WHITAKER
Y12 National Security Complex, Oak Ridge, Tennessee, USA

DAVID GLASGOW,
Oak Ridge National Laboratory, Oak Ridge, Tennessee, USA

Analysis of environmental samples for the International Atomic Energy Agency (IAEA)
Strengthened Safeguards Systems program requires that stringent measures be taken to
control contamination. To facilitate contamination control, it is extremely useful to have some
estimate of the fissile content of a given sample prior to beginning sample preparation and
analysis. This is particularly true for laboratories that employ clean rooms during sample
preparation. A review of the analytical results for samples submitted between January 1,
1999 and September 1, 2000 revealed that the total uranium content values ranged from 0.2 to
greater than 500,000 ng/sample. Poor estimates of the uranium or plutonium content in the
samples have caused some of the laboratories in the IAEA Network of Analytical
Laboratories (NWAL) to experience clean laboratory contamination, sample cross
contamination, and non-ideal uranium spike additions. This has led to significant increases in
analysis costs (e.g., recertification of clean rooms after removing contamination, and
rerunning samples) and degradation in data quality. A number of methods have been
proposed for screening environmental samples for fissile material content, including gamma
spectrometry, x-ray fluorescence, kinetic phosphorimetry (KPA), and inductively coupled
plasma-mass spectrometry (ICP-MS). Gamma spectrometry and x-ray fluorescence are
suitable for screening samples with microgram or greater quantities of uranium. ICP-MS and
KPA are used successfully in some DOE NWAL laboratories to screen environmental
samples.

A neutron activation analysis (NAA) method that offers numerous advantages over other
screening techniques for environmental samples has recently been proposed. Fissile materials
such as 39Pu and 235U can be made to undergo fission in the intense neutron field to which
they are exposed during neutron activation analysis (NAA). Some of the fission products
emit neutrons referred to as "delayed neutrons" because they are emitted after a brief decay
period following irradiation. Counting these delayed neutrons provides a simple method for
determining the total fissile content in the sample. Neutron activation analysis is a nuclear
technique, which means that the chemical bonding environment of a fissile atom has no effect
on the measurement process. Therefore, NAA is virtually immune to the "matrix" effects that
complicate other methods. As a result, environmental samples such as pine needles, water,
soil, sediments, or swipes can all be rapidly analyzed with little or no sample preparation. All
of the sources of error in the NAA-delayed neutron counting experiment are known and can
be accounted for. In addition, the method is nondestructive and does not require the use of a
blank measurement.

The neutrons counted as a result of Pu fission cannot be easily discriminated from those
arising from U. Therefore, the delayed neutron method proposed for sample screening will
provide total fissile content; not the quantities of individual radionuclides. However, for most
IAEA samples, it can be assumed that uranium is the predominant fissile material, and the
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method can be usefully employed for screening using this assumption (data collected from a
large number of environmental samples supports this contention). The method is fast (~5
minutes per sample), very sensitive (3-10 pg U), and very accurate.

An initial assessment of the NAA method was conducted using 35 swipe samples. The
uranium results using thermal ionization mass spectrometry (TIMS) ranged from less than
blank values to 332 ng/sample. The comparison of results between TIMS and NAA was quite
favorable; the average percent difference between the two methods for the 35 samples was
less than 5%. The accuracy, large dynamic range, speed, and low cost of the NAA-DN
technique make the method an excellent choice for properly screening environmental
samples.
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PLUTONIUM DETERMINATION BY ACCELERATOR MASS SPECTROMETRY

A.A. MARCHETTI, T.A. BROWN, T.F. HAMILTON, J. P. KNEZOVICH
Lawrence Livermore National Laboratory, Livermore, CA, USA

The ability to measure low levels of actinides and isotopic compositions in environmental
samples is key to nuclear safeguards. At Lawrence Livermore National Laboratory we have
developed a routine accelerator mass spectrometry (AMS) capability for measurement of
plutonium concentrations and isotopic ratios in environmental samples, including soils,
sediments, and waters. Central to this development was the installation of a high-energy
spectrometer capable of transporting and analyzing high-mass isotopes. AMS provides a high
rejection of interferences and a low susceptibility to matrix components. These advantages reduce
the demands on the sample preparation chemistry, allowing a high throughput, cost-effective
method with rapid turn around of results. Measurements of samples containing 1013 238U atoms
indicate that the total rejection of that isotope provided by our AMS system is at least ~107. The
high dynamic range of the AMS system has allowed the measurement of samples over the range
from <106 (background) to >10n Pu atoms. We will report on the status of our developments,
and our AMS measurements to date of 239Pu, and 240Pu concentrations and ratios in
environmental samples, including IAEA reference materials.

This work was performed under the auspices of the U.S. Department of Energy by the University
of California, Lawrence Livermore National Laboratory under contract No. W-7405-Eng-48.
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10 YEARS EXPERIENCE IN THE IMPLEMENTATION OF SAFEGUARDS IN THE
NIS AND ASSISTANCE TO SSACs

K. MURAKAMI, R. OLSEN, V. BYTCHKOV, J. LEICMAN, M. HOSOYA, J. VALLEJO
LUNA
International Atomic Energy Agency, Vienna, Austria

The dissolution of the former Soviet Union in 1991 resulted in the creation of 14 newly
independent states (NIS), besides the Russian Federation. Of these, 11 states are known to have
nuclear activities (including mining activities) while three other States are known to have no
nuclear activity or mining activity. None of the states had the necessary infrastructure or any
experience in accounting and control of nuclear material. A wide variety of different types of
nuclear facilities (uranium mining, fuel fabrication plant, commercial nuclear power plants,
research reactors, and storage facilities) are located in the NIS. A detailed description of the
nuclear facilities and materials in the NIS and the status of the safeguards implementation will be
provided.

With most Newly Independent States becoming parties to the Non-Proliferation Treaty as
Non-Nuclear Weapon States, there has been an acute need in these states for considerable
assistance for the establishment of the necessary structure and resources to ensure that their
commitments to non-proliferation are fully implemented in a timely manner. A number of
IAEA Member States offered and are continuing to provide assistance to the NIS on a
bilateral level to set up an appropriate State System of Accounting and Control (SSAC) which
includes Import/Export Control and Physical Protection of Nuclear Material in each state. The
IAEA and these Member States established the Co-ordinated Technical Support Programme
(CTSP) to ensure that the support given to the NIS was done in a co-ordinated and transparent
manner and to avoid duplication of effort. The IAEA has played a co-ordinating role for the
past 10 years by helping to identify detailed needs in individual States, by providing a
platform for Member States to identify areas where they could provide the optimum support,
and in developing and preparing the Co-ordinated Technical Support Plans. The IAEA
organises review meetings in Vienna attended by all donor and recipient countries to review
the focus and implementation status of the co-ordinated technical support activities.

Significant work has been carried out in introducing safeguards in the NIS over the last ten years.
All nuclear facilities have been placed under safeguards, and the accessible nuclear material
in the initial inventory declarations has been verified for their correctness. Regular or ad hoc
safeguards inspections are conducted regularly. Basic SSACs have been established in States
with nuclear activities. The Additional Protocol has been signed by eight NIS countries, and it
is in force in three. Valuable assistance has been provided by Donor States under the CTSP,
which has included the provision of physical protection and nuclear material accountancy and
control equipment, training, workshops and seminars. However, there is still work to be done.
New requirements are to cover nuclear material being transferred from operating and shut down
reactors to intermediate storage facilities. A strong need still exists to bring the SSACs in the NIS
to an international standard and to meet the requirements of the Additional Protocol. Problems
still exist in logistics and communication. Other aspects of the Strengthened Safeguards System
and the Additional Protocol will also be implemented in due time.

This has been an exemplary undertaking by the IAEA and donor States to bring the NIS to the
present situation in view of the starting point. The dedicated work and co-operation of the facility
operators and state authorities has contributed significantly to this effort.
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GETTING READY FOR FINAL DISPOSAL IN FINLAND - INDEPENDENT
VERIFICATION OF SPENT FUEL

MATTI TARVAINEN, TAPANI HONKAMAA, ELINA MARTIKKA, TERO VARJO-
RANTA,
Finnish Centre for Radiation and Nuclear Safety, STUK, Helsinki, Finland

JOHANNA HAUTAMAKI, ANTERO TIITTA
VTT Chemical Technology, Espoo, Finland

Final disposal of spent nuclear fuel has been known to be the solution for the back-end of the
fuel cycle in Finland already for a long time. This has allowed the State system for accounting
and control (SSAC) to prepare for the safeguards requirements in time.

The Finnish SSAC includes the operator, the State authority STUK and the parties above
them e.g. the Ministry for Trade and Industry. Undisputed responsibility of the safe disposal
of spent fuel is on the operator. The role of the safety authority STUK is to set up detailed re-
quirements, to inspect the operator plans and by using different tools of a quality audit ap-
proach to verify that the requirements will be complied with in practice. Responsibility on the
safeguards issues is similar with the addition of the role of the regional and the international
verification organizations represented by Euratom and the IAEA.

As the competent safeguards authority, STUK has decided to maintain its active role also in
the future. This will be reflected in the future in the increasing cooperation between the SSAC
and the IAEA in the new safeguards activities related to the Additional Protocol. The role of
Euratom will remain the same concerning the implementation of conventional safeguards.
Based on its SSAC role, STUK has continued carrying out safeguards inspections including
independent verification measurements on spent fuel also after joining the EU and Euratom
safeguards in 1995.

Verification of the operator declared data is the key verification element of safeguards. This
will remain to be the case also under the Integrated Safeguards (IS) in the future. It is believed
that the importance of high quality measurements will rather increase than decrease when the
frequency of interim inspections will decrease. Maintaining the continuity of knowledge
makes sense only when the knowledge is reliable and independently verified. One of the cor-
ner stones of the high quality of the Finnish SSAC activities is based on the active independ-
ent verification of declared data

One of the difficulties that may be related to the final disposal will be old fuel, especially fuel
with missing verified knowledge or fuel with poorly maintained continuity of knowledge. The
Finnish SSAC has avoided this potential future problem in time by carrying out NDA verifi-
cation measurements of spent fuel in a systematic manner since the beginning of the interim
storing 1987. Data and spectra of the measurements have been stored into a spent fuel meas-
urement database FISDAM (Finnish Safeguards Database of Measurements) maintained by
the safeguards office of STUK.

The NDA methods used are based on the detection of spent fuel specific signals i.e. fission
product gamma rays or passive neutron emission from actinides. Final verification of spent
fuel upon the final disposal is planned to be based on the FISDAM data followed by partial
defect/rod level verification of all declared irradiated nuclear material. This will allow the
SSAC to gain very high assurance that the data of the disposed material will be correct and
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complete. The SSAC verification activities may also form of close future cooperation with the
IAEA and Euratom according to the principles of the Additional Protocol.

Systematic and accurate measurements are an essential feature of the Finnish SSAC under-
standing of good safeguards. All present and future questions concerning declared data will be
verified in time. The approach selected ensures that no undue burden is transferred to the fu-
ture generations due to partially or poorly filled safeguards obligations

The paper discusses the activities and results gained by the SSAC in addition to the programs
and plans related to preparing for the final disposal safeguards needs, with special emphasis
on the spent fuel NDA verification issues.
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THE EXPERIENCE OF ABACC AFTER TEN YEARS APPLYING SAFEGUARDS

CARLOS A. FEU ALVIN, ELIAS PALACIOS
Brazilian-Argentine Agency for Accounting and Control of Nuclear Materials, ABACC, Rio
de Janeiro, Brazil

JOSE M. ESTEVES DOS SANTOS
National Nuclear Energy Commission, CNEN, Rio de Janeiro, Brazil

ANTONIO OLIVEIRA
Nuclear Regulatory Authority; ARN, Buenos Aires, Argentina.

During the second half of this century, Argentina and Brazil shared a common ambition: to
gain knowledge on and develop the technology required for attaining a full command of the
nuclear fuel cycle. Until mid-1990's, neither of these countries had fully adhered to the
Tlatelolco Treaty, nor had they signed the Non-Proliferation Treaty (NPT), as a way to protect
themselves towards the development of such technology. The discriminatory nature of the
NPT was the argument used to resist the international pressure for its signature. On the other
hand, the text of the Tlatelolco Treaty involved special inspections to non-declared facilities
that meant a threat of industrial espionage which Argentina and Brazil wanted to avoid. This
position -maintained for almost two decades - led the international community to view these
countries as competing for nuclear supremacy.

As of 1985, both Argentina and Brazil, by means of joint declarations, expressed their
decision to provide transparency to their nuclear programs. Consequently, they undertook
several commitments concerning the exclusively peaceful purposes in their use of nuclear
energy and in their respective nuclear programs. This process of joint declarations led to the
signature of a Bilateral Agreement for the Exclusively Peaceful Uses of Nuclear Energy in
July 1991. Through this agreement, they formally established their Common System of
Accounting and Control of Nuclear Materials (SCCC) and created the Brazilian-Argentine
Agency for Accounting and Control of Nuclear Materials (ABACC) in order to implement the
established verification system. Also at that time, the decision was made to start negotiations
with the International Atomic Energy Agency (IAEA) towards a joint agreement on
safeguards based on the SCCC. In March 1994, the Quadripartite Agreement between
Argentina, Brazil, the ABACC and the IAEA entered into force.

The experience in the application of SCCC during its first ten years and the improvements in
the coordination of activities between the ABACC and the IAEA, as well as between the two
organizations and the two countries are described. Additionally, a summary of the main
changes expected with the implementation of integrated safeguards is presented
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DRAWING FROM EXPERIENCE OF SAFEGUARDING FRENCH PU-HANDLING
FACILITIES

CHRISTOPHE XERRI
COGEMA, France

COGEMA operates in France for several years several large Pu-handling facilities: a
reprocessing plant: La Hague, and two MOX fuel fabrication facilities : MELOX and
Cadarache. Those plants are safeguarded and the operator has gone to great length to allowing
inspectorates to perform their duty with a maximum efficiency.

While integrated safeguards is how to strengthen with a maximum efficiency, the current
safeguarding of those facilities has already been designed in this very same objective. One of
the key findings from experience is:

- the importance of inspectors knowledgeable of the plants and well informed on the
specificity of those type of plants

- the importance of continuous or nearly continuous presence of the inspectors on the site,
allowing an intimate understanding of the facility, and a quick response to would-be
anomalies

- the enhanced transparency through the willingness of the operator to supply a lot of daily
information on material management and making accessible to the inspectors some on-line
data;

- those data shall be treated automatically to help the inspector; but the inspector must then
make a judgement and a detailed analysis

- the "unannounced factor" in determining what to control on a given day, or the actual
performance or not of a planed inspection, the limit being to avoid disturbing the smooth
industrial operation of the plant

Those elements shall allow to reduce some costly measures such as sample taking or sample
analyses.
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SAFEGUARDS AT KOZLODUY NPP - EXPERIENCE AND
EXPECTATIONS

TODOR ELENKOV
Kozloduy NPP, Kozloduy, Bulgaria

Bulgaria is a party of Non Proliferation Treaty since 5 September 1969. The agreement
between IAEA and Bulgaria - INFCIRC 178 is in force since 29 February 1972. At that
moment Bulgaria had one research reactor IRT-2000 in Sofia and two power reactors
WWER-440 type under construction.

Now at Kozloduy NPP site there are 4 facilities, which consist of 4 WWER-440 and 2
WWER-1000 type power reactors, producing almost 50 % of electricity in Bulgaria and 1 wet
away from reactor spent fuel storage.

In 1991 under the green movements and social pressure the research reactor in Sofia was
closed and the construction of the second NPP in Belene with 2 WWER-1000 type reactors
was halted. After the transfer in 1994 of the fresh fuel from the research reactor to Kozloduy
due to security reasons practically NPP Kozloduy remains the only significant from
safeguards point of view nuclear site in Bulgaria.

In 1972 at Physicists Department in NPP Kozloduy was formed "Nuclear Fuel" group with
responsibilities to carry out for safeguards records and reports, fresh and spent fuel transport
and control. In 1990 this group was transferred to Safety Section and since 1992 it exists as
"Control and Accounting for of the Nuclear Materials" - a section in Safety Department.
Currently the section serves all four facilities in NPP Kolzoduy and has four people: section
head, chief inspector and two inspectors. The main activities of the section include:

• Control of the nuclear fuel location as well as meeting the storage and transport conditions
regulations;

• Control of the conditions for normal operations of the installed IAEA surveillance
systems;

• Preparation of documents for licensing of fresh and spent nuclear fuel transport;

• Preparation of the official information on nuclear materials location and quantity;

• Preparation of accounting records and the reports for IAEA (ICR, PEL, MBR);

• Co-ordination of the IAEA safeguards inspection activities at NPP Kozloduy.

Till 1986 the reports for the IAEA were transferred as a hard copy and there were often
printing mistakes. After that we started to prepare the reports as computer files and transfer
them by diskettes. I hope that there will be used soon such a practice the reports to be
transferred to the IAEA by e-mail. Now in project is a modern computer system, which will
incorporate all data and activities concerning the nuclear fuel in NPP Kozloduy. The system
will have possibilities to prepare the reports in both formats - fixed and labeled. But I suppose
that soon we will have to implement the EURATOM safeguard system too as a part of
ACCESS project.

Since 1992 the IAEA safeguards inspectors occupy a special room at NPP Kozloduy where
they could prepare reports, review the MIVS tapes or GEMINI disks, set up the measurement

194



IAEA-SM-367/11/05

equipment, to check the facility records, to store spare parts for the surveillance, measurement
equipment and seals. Since 1998 the inspectors have available Internet connection, e-mail
address and a phone number.

Due to different reasons the quantity of the nuclear materials at NPP Kozloduy significant
increased from around 680 HM tons (4 493 fuel assemblies) at the end of 1990 to around 1
243 HM tons (7 593 fuel assemblies) at the end of 2000. This fact affects also of the number
of safeguards inspections at NPP Kozloduy. But since the quantity of the nuclear materials
increases gradually the number of Inventory Changes takes the main effect of the number and
frequency of the inspections. The table below shows the relation of numbers of IAEA
safeguards inspections, the inventory changes (IC) at NPP Kozloduy and the reports for these
inventory changes during the last 4 years.

Number of inspections

Number of inventory changes*

Number of IC reports

1997

14

18

27

1998

14

26

56

1999

8

12

16

2000

12

16

30

average

12

18

32.25

* The inventory change number covers all 4 facilities in NPP Kozloduy

From the "average" column in the table could be concluded the number of the IAEA
safeguards inspections depends on around 67 % of the inventory changes number.

There are two more reasons for further increases of the number of safeguards inspections in
NPP Kozloduy:

In the near 2-3 years here will be constructed a dry spent fuel storage, which will be a separate
facility;

The Additional Protocol, which is in force for Bulgaria since 10 October 2000.

As Article 2 of the Additional Protocol requires a huge amount of information there will be
needed of more efforts in the IAEA for verefication and inspections. The preparation of this
information at NPP Kozloduy took 60 person-days.

Will the IAEA find enough time and resources to meet and inspect the information descended
from the Additional Protocol - the future will show.
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ENHANCED COOPERATION BETWEEN IAEA AND REPUBLIC OF KOREA ON
SAFEGUARDS IMPLEMENTATION AT LIGHT WATER REACTORS

WAN-SOU PARK, BYUNG-KOO KIM, SEUK-SOON YIM
Korea Atomic Energy Research Institute, Taejon, Republic of Korea

In Korea, national inspection has been initiated from the second half of 1997. From 1999,
national inspection has been carried out for all nuclear facilities in Korea. In 2000, national
inspections were performed successfully in 32 nuclear facilities including 12 PWRs, 4
CANDU reactors, 10 research facilities, 4 fuel fabrication plants and others. As the national
inspection system settled down, both the IAEA and Korea were looking for possible ways of
cooperation for mutual benefit. It was expected that considerable saving on inspection
resources as well as more effective safeguards implementation could be achieved, if more
enhanced cooperation work was realized.

In 1999, the IAEA and Korea agreed to establish a working group for the enhanced
cooperation between both sides. A working group, composed of experts from the IAEA and
ROK, reviewed several options for enhanced cooperation on LWRs in Korea and suggested a
measure for implementing the current safeguards approach for LWRs with remote monitoring.

The basic concepts of the Enhanced Cooperation Scheme are; 1. The SSAC shall carry out all
scheduled inspections for each facility for each year, while the Agency shall carry out the
annual PIV and post-PIV, and a random selection of the remaining inspections; 2. The remote
monitoring (RM) data necessary for technical and safeguards review shall be shared between
the Agency and SSAC; 3. The IAEA shall bear the costs of purchasing RM equipment and
communication operating costs from the central hub station in Korea to Vienna; the ROK will
bear the costs of installing all RM equipment and communication operating costs from each
LWR to the central hub station in Korea.

Typically, around 8-9 inspections are performed for one LWR per annum under current
safeguards approach; 1 pre-PIV, 1 PIV, 1 post-PIV, 3-4 interim inspections, fresh fuel
receipts and simultaneous inspection. RM design includes 2 digital cameras (equipment hatch
and spent fuel pond), VACOSS seals (equipment hatch and canal gate), a computer server,
UPS (uninterruptible power supply), communication links with encryption and authentication
capability, and cables. A centrally located hub is employed that processes encrypted LWR
RM data and transmits it to Vienna and the State Authority.

Along with the application of remote monitoring, the IAEA can utilize national inspectors
during interim inspections. In other words, the SSAC will carry out all necessary activities
during interim inspections on LWRs under the audit of the IAEA. For the evaluation, the
IAEA will take advantage of the data submitted by the SSAC, remote monitoring and
unannounced inspection along with a PIV once a year.

The working group report was approved by both the IAEA and Korea on its implementation.
For official agreement, a MOU is under discussion. In parallel, steps for actual
implementation of the new approach are undergoing. These include RM equipment
installation at LWRs, hub station installation, provision of a detailed work plan and joint
procedures. Up to now, RM equipment installation has been completed for 12 LWRs and will
be completed during 2001 for additional 2 LWRs currently under construction. Among these,
3 LWRs (Kori-2, Younggwang-3, and Ulchin-1, one from each LWR site) were selected for
rehearsal to gain practical experience prior to actual implementation. A hub station was
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installed at TCNC in August 2000 and data transmission had started at 3 selected LWRs for
rehearsal. Following the successful conclusion of the rehearsal activities, which are planned
to be concluded by the end of September 2001, the Enhanced Cooperation Scheme, will be
applied to all LWRs in operation in Korea.
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BEYOND NPA AND TOWARD AN INTEGRATED SAFEGUARDS SYSTEM IN
COUNTRIES OF THE EUROPEAN UNION

K. MURAKAMI, G. ZUCCARO-LABELLARTE,L. BEVAART, A. TOLBA
International Atomic Energy Agency, Vienna, Austria

The NPA in its present status is at the end of its physiological life, the AP and the provisions of
the Integrated Safeguards requires a revisit of the present arrangements with EURATOM. In this
regard the following elements could be considered:

• Some of the Euratom functions could be transferred to the State/Operator making

Easier the use of short notice or unannounced inspections,

• The use of authenticated surveillance with remote transmission capabilities,

• Electronic seals and unattended monitoring/measuring systems with simultaneous remote
transmission to the IAEA HQ and to Euratom.

For the Additional Protocol the IAEA has the infrastructure to deal with all requirements of the
AP and this can be taken into account to avoid duplications in Euratom.

Some of the functions of the Euratom could be also taken over by the IAEA in order to avoid
duplications and increase the efficiency provided that the necessary.

Financial resources are made available by the EU.
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DEVELOPMENT OF SAFEGUARDS INFORMATION TREATMENT SYSTEM AT

FACILITY LEVEL IN KOREA

D.S. SO, B.D. LEE, D.Y. SONG

Korea Atomic Energy Research Institute (KAERI), Taejon, Republic of Korea

Safeguards Information Treatment System(SITS) at Facility level was developed to

implement efficiently the obligations under IAEA comprehensive Safeguards Agreement,

bilateral nuclear cooperation Agreements with other countries and domestic law, and to

manage efficiently the information related to safeguards implementation at facility level in

Korea.

Nuclear facilities in Korea are categorized into 8 types based on its accounting characteristics

as follows

(1) Item counting facility or bulk handling facility

(2) Batch follow-up facility or not

(3) MUF(Material Unaccounted For) occurrence or not

(4) Nuclear production facility or not

(5) Operation status of facility

(6) Information management of nuclear material transfer status between KMPs or not

(7) Indication of inventory KMP on the inventory change of nuclear material is required

or not.

Hardware and Software for SITS can be loaded on a personal computer under operation

system of Window 2000 or Window NT. (See Fig. 1) MS SQL server 7 and MS Internet

Information Server were adopted for database management system and Web server,

respectively. Network environment of SITS was designed to include nuclear research institute,

nuclear power plants of PWR and CANDU, nuclear fuel fabrication facilities and other

facilities. (See Fig. 2) SITS can be operated standalone or under the client-server system if

intranet exists.

More detailed contents of SITS are described elsewhere l'2''

Each module of SITS will be tested during incorporation of existing data into SITS and SITS

will be distributed to nuclear facilities in Korea.
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THE CANADIAN SAFEGUARDS SUPPORT PROGRAM - A FUTURE OUTLOOK

R. KEEFFE, Q.S. BOB TRUONG
Canadian Nuclear Safety Commission, Ottawa, Canada

The Canadian Safeguards Support Program (CSSP) is one of the first safeguards support programs with an
overall objective to assist the IAEA by providing technical assistance and other resources and by
developing equipment to improve the effectiveness of international safeguards.

This paper provides a brief discussion of the evolution of the CSSP, from the beginning when the program
was under joint management between the Atomic Energy Control Board (AECB) and Atomic Energy of
Canada Limited (AECL), a Canadian crown corporation, until recent years when the AECB became
responsible for all projects and financial management. Recently, new legislation came into force and the
AECB became the Canadian Nuclear Safety Commission (CNSC). However, the mandate and
management of the CSSP under the CNSC remain fundamentally unchanged.

Major CSSP activities are devoted to the following areas:

(a) Human resource assistance through the provision of cost-free experts (CFEs) to the IAEA;

(b) Training of IAEA inspectors and facility operators, development of training resources and integrated
approaches for training;

(c) System studies, e.g. the development of integrated safeguards approach for CANDU reactors,
geological repository, and physical model;

(d) Equipment development, e.g. the VXI Integrated Fuel Monitor, Digital Cerenkov Viewing Device,
seals, remote monitoring, encryption and authentication;

(e) Information technology which includes satellite imagery, Geographical Information System (GIS),
and position tracking of spent fuel containers.

The CSSP has continued to evolve during the past 25 years. Although formerly larger the CSSP budget
has settled to a stable level of just slightly above (Canadian) $2M. Leveraging of the CSSP budget through
collaborations with several Member State Support Programs and Canadian government departments has
provided mutual benefits for all parties involved and useful results that have been put into practical use by
the IAEA.

201



XA0200112 IAEA-SM-367/B/11/03/P

EVALUATION OF NUCLEAR MATERIAL BALANCE UNCERTAINTY DURING
FABRICATION OF BOR-60 FUEL PINS AND ASSEMBLIES

Y. A. KOUSHNIR
Research Institute for Atomic Reactors - Dimitrovgrad, Russian Federation

M. BONNER
Brookhaven National Laboratory -Upton, New York, USA

L. WANGEN
Oak Ridge National Laboratory - Oak Ridge, Tennessee, USA

This report covers the evaluation of nuclear material (NM) balance uncertainty for U-235
during the typical campaign for uranium granulated fuel production and fuel pins and
assemblies fabrication for the BOR-60 reactor. The BOR-60 reactor is one of the major
facilities at the State Scientific Center (SSC) - Research Institute of Atomic Reactors (RIAR)
in Dimitrovgrad, Russia where the work is being performed. RIAR is a participant in the US-
Russian cooperative program to upgrade materials protection, control and accounting
(MPC&A) practices in the Russian Federation.
In accordance with existing RIAR procedures, a NM balance is calculated for every campaign
to confirm NM safety during technological process implementation, however the need to
quantify the balance uncertainty heretofore has not been a requirement or a consideration.
The report describes an attempt to evaluate NM balance uncertainty for one campaign as a
first step toward complying with the new Russian rules being established, which will require
calculation of inventory difference uncertainty. The report includes the brief description both
of balance components and their measurement procedures, and the quantitative results of the
measurement uncertainty evaluation. Based on a statistical analysis of the results the
conclusion can be made that there are no unaccounted NM losses and gains during the
campaign technological process implementation. Also, major contributors to the overall
uncertainty are identified as the uncertainties of coulometric and mass-spectrometric NM
analytical measurements.
The practical significance of the fulfilled work consists of the following: first,
the quantitative value of NM balance uncertainty is obtained for the typical cam-
paign on nuclear fuel and fuel assemblies production in the specific conditions of
the RIAR closed fuel cycle; second, shortcomings in NM accountancy measure-
ments have been revealed and the recommendations on the measurements im-
provement have been developed; third, the practical basis has been created for the
development of detailed instructions and techniques both on NM measurements
and uncertainties evaluation, and the evaluation of an inventory difference uncer-
tainty during the NM fuel cycle which is being implemented at the Institute.
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US SUPPORT PROGRAMME - THE FIRST 25 YEARS

SUSAN PEPPER, MICHAEL FARNITANO, LESTER EPEL, JOSEPH CARELLI
International Safeguards Project Office, Broofchaven National Laboratory, USA

The U.S. Support Program was established in 1977 to provide a mechanism for the transfer of
technologies available in the United States to the IAEA Department of Safeguards. Since that
time, the USSP has initiated over 800 tasks and completed approximately 700. The support
provided to the IAEA has been aimed at generally supporting the IAEA's safeguards mission and
also at specific safeguards initiatives.

The USSP has sponsored training activities, equipment development and implementation, studies
of safeguards systems, software and hardware development, procedures, analysis, and human
resources. The USSP works with a network of contractors to provide the extrabudgetary support
the IAEA needs.

In recent years, as the safeguards system has matured and evolved, the USSP has contributed
toward new initiatives such as environmental sampling and information analysis. The USSP has
supported the implementation of the strengthened safeguards system and is providing input to the
ongoing process of designing integrated safeguards.

This poster presentation will provide an overview of the activities supported and endorsed by the
USSP and provide information as to its priorities for the future.
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UPDATING DESIGN INFORMATION QUESTIONNAIRE (DIQ) EXPERIENCES

P. PALAFOX-GARCIA
National Nuclear Reseach Institute (NNRI), Salazar; Estado de Mexico.

1. INTRODUCTION

Once the State signed with the International Atomic Energy Agency the Non -Proliferation
Treaty (NPT), the State has to declare to the IAEA their facilities where they handle Nuclear
Material . Each facility will have their own Safeguards Agreement and these are called
Subsidiary Arrangements. In order to have a good control and accountability of this material,
each facility is named Material Balance Area (MBA). Based in the Subsidiary Arrangements
each MBA has to fill a proper IAEA format named DIQ in order to get the Facility Attachment.
The DIQ format varies, relying of the kind of facility.

2. FACILITY

In the NNRI, we have two MBA's and the experiences that we have had to fill the DIQ formats
had been, that it takes quite a time to get the proper Facility Attachment, because first you have
to have the proper format, then you fill it properly with all their respective annexes and once it is
reviewed and approved by the people involved, this is signed and sent to the IAEA, this first
step took six months. Once the format is reviewed by the IAEA, they send it back to the facility,
asking for proper comments in order to clarify it properly, this took three months. The facility
update the comments and send it back, this took three months. With this format the IAEA
prepares the Facility Attachment of the MBA and send it to the facility for its approval or
comments, this took five months. The facility reviewed it and sent it back with some comments
or doubts after tree months. The IAEA clarifies the comments and doubts and send to the
facility the approved Facility Attachment, four months later. So in order to get the proper
Facility Attachments for each of our MBA's, it has been taken 24 months (two years) at least.

3. ACTUAL SITUATION

At present, now that the nuclear activities have been diminished and consequently the nuclear
material movements, because the Fuel Fabrication Pilot Plant (FFPP) we have, was stopped for
financial reasons, we had to update our two DIQ's and we have to go through the previous
mentioned steps, that means that in order to get the updated Facility Attachment for our MBA's,
we have to wait at least two years, and meanwhile the IAEA Safeguards Inspectors have to deal
without the proper Facility Attachment during their inspections in the facility, but the main
problem is that meanwhile we are dealing with the updated DIQ's, unexpected changes have
been occurred in one of the MBA's.

The situation we are facing in the MBA is, now that the Fuel Fabrication Pilot Plant (FFPP) was
stopped, they want to take advantage of certain part of this area and some equipment in order of
work at the facility as a research level, but meanwhile the nuclear material is still there, they
have to comply with all the requirements of security, physical, radiological and safeguards, so
they are planning to leave at the MBA, a small quantity of nuclear material in order that the
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security regulations to comply with, there were no so difficult, laborious and expensive. The
most of the nuclear material is planned to pack it in 200 It. metallic drums and send it to the
other MBA.

4. CONCLUSION

The updated DIQ we are dealing with, was sent after they stopped the FFPP and when we will
get the updated Facility Attachment will send a third more updated DIQ and this it will be as
soon as they could solve all the permissions and requirements needed for the maneuvers
previously described and we do not know how long it will takes, but they are working on it.

As a proposal, in order to avoid that length of time to get the new Facility Attachment, the IAEA
has to establish to the facilities a delivering time for each review.

REFERENCES
[1] INTERNATIONAL ATOMIC ENERGY AGENCY, The Structure and Content of
Agreements between the Agency and the States required in connection with the Treaty on the
Non-Proliferation of Nuclear Weapons. INFCIRC/153 (corrected), Vienna (June 1972).
[2] INTERNATIONAL ATOMIC ENERGY AGENCY, Agreement between the United
Mexican States and the International Atomic Energy Agency for the application of Safeguards in
connection with the Treaty for the Prohibition of Nuclear Weapons in Latin America and the
Treaty on the Non-Proliferation of Nuclear Weapons. IN
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INTEGRATION OF SAFEGUARDS: THE TECHNOLOGICAL DIMENSION

BERND RICHTER, GOTTHARD STEIN
Forschungszentrum Juelich GmbH, Juelich, Germany

The International Atomic Energy Agency (IAEA) has the mandate to verify treaty compliance
by applying a safeguards system, which relies on on-site inspections and includes unattended
monitoring techniques in the non-nuclear weapons states parties to the Treaty on the Non-
Proliferation of Nuclear Weapons (NPT). Under the hitherto applied INFCIRC/153-type
agreements treaty violation is to be detected by the IAEA on the basis of its verification of
states' - complete (!) - declarations on their nuclear activities and materials.

The first treaty violation, which had not been discovered within the existing safeguards
system, gave rise to the consensus among the majority of states to extend the IAEA's
capabilities towards detecting undeclared nuclear activities as well as gaming assurance on
the completeness and correctness of states' declarations. The objectives have been laid down
in the Model Protocol Additional to Existing Safeguards Agreements (INFCIRC/540). The
implementation of this protocol will be achieved by integrating the new methods with a
reduced set of the conventional methods of INFCIRC/153.

The integration of INFCIRC/153 and 540 safeguards has two aspects. There are strengthening
elements, which can already be implemented under the existing legislation, whereas other
elements can only be implemented after the entering into force of the Additional Protocol.
However, the main thrust of the integration of 'old' and 'new' safeguards will be a
tremendous increase of information treatment within the IAEA.

The amount of data generated by conventional safeguards techniques such as optical
surveillance and radiation monitoring increases, while at the same time the IAEA is
additionally obliged to evaluate environmental samples, open sources information, and
expanded declarations and to put all the information gathered into one context. Open sources,
among others, relate to commercial satellite imagery and public media such as newspapers
and TV. Given the persisting zero-growth IAEA budget the IAEA has to enhance its technical
capabilities, in order to be able to cope with the challenges.

The implementation of state-of-the-art technologies for monitoring and information
processing within the IAEA requires the close co-operation with the Member States Support
Programmes towards technological development and provision of expertise, e.g., by the
delegation of cost-free experts. Moreover, the application of modern low-power consuming
electronic equipment has shown that radiation sensitivity has become an important issue. This
does not only require appropriate technical designs but also the expansion of testing
capabilities. Technical solutions to reduce the on-site inspection effort aim at remote
monitoring techniques, i.e. to apply unattended monitoring systems with remote data
transmission from the facilities to the IAEA headquarters. Here, data security aspects play an
important role, as it is required to authenticate and encrypt the safeguards data.

The paper will describe the technological aspects of the new Integrated Safeguards and will
give some perspectives in which directions technological development and future research
should be going.

Topic of Interest: b) Implementation of the Strengthened Safeguards System

• Integration of safeguards measures pursuant to comprehensive
safeguards agreements and Additional Protocols ...
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INTEGRATED SAFEGUARDS: HOW MUCH FLEXIBILITY IS POSSIBLE, AND
ACCEPTABLE?

V. BRAG1N, J. CARLSON, R. LESLIE
Australian Safeguards and Non-Proliferation Office, Canberra, Australia

The advent of the Model Additional Protocol (INFCIRC/540) introduces amongst other things an
opportunity for the IAEA to exercise greater flexibility in the planning and conduct of safeguards
inspections and other verification activities. Performing the full range of both classical safeguards
measures and safeguards strengthening measures would result in substantial redundancy - the
realisation of this has prompted the development of integrated safeguards.

The basic principles which govern the development of integrated safeguards include that they should
be non-discriminatory, ie the same technical objectives should be pursued in all States with
comparable safeguards obligations - recognising though that the measures actually used in individual
States may differ - and they should be based on State-wide considerations, ie that all the elements of
integrated safeguards need to be meshed together in a coherent whole taking into account the
individual State's nuclear fuel cycle and other relevant State-specific factors.

Safeguards strengthening measures such as environmental sampling, unpredictability of inspections,
enhanced information analysis and complementary access are difficult to place within the uniform
approach hitherto adopted for the implementation of classical safeguards. Application of these
measures involves a substantial degree of qualitative judgment and flexibility, taking account of the
overall information available to the Agency about each State's fuel cycle.

It is the authors' view that the implementation of integrated safeguards should incorporate substantial
elements of expert judgment and flexibility. The Additional Protocol itself emphasises that
implementation of safeguards strengthening measures should not to be systematic and mechanistic, but
rather "selective". Judgment and flexibility should also be important in rationalising the
implementation of routine safeguards in the integrated safeguards context. A "checklist" approach is
against the intent of integrated safeguards as most Member States understand it. The introduction of
integrated safeguards provides the opportunity to develop a better way of applying safeguards.

In considering the degree of flexibility that might be incorporated in the implementation of integrated
safeguards, key questions include:

How much flexibility are Member States prepared to allow the Agency? How far is flexibility
consistent with confidence, credibility and impartiality?

How much flexibility is the Secretariat prepared to apply? Is there a preference for
uniformity?

Arguments in favor of uniformity include considerations such as:

the maintenance of standardisation and quality assurance processes across the Agency's
different Operations Divisions;

the problems of training and making effective use of an inspectorate consisting of staff
members with a wide variety of backgrounds (both technical and cultural) and differing levels of
practical safeguards experience;

protection of the Agency and individual staff members from possible accusations of
discrimination in the approach to particular Member States.

A preference for uniformity appears to underlie current formulae in the complementary access
guidelines, and the ongoing exercise to develop criteria for integrated safeguards. If this is the case,
there is a need to establish whether this preference is soundly based or simply reflects established
practice.
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Clearly an approach based on flexibility and expert judgment presents substantial challenges:

how to ensure an appropriate standard of implementation?

how to ensure outcomes are effective and conclusions credible?

Resolving these challenges will be demanding, and the Secretariat will require Member State support.
The sooner these issues are addressed, however, the sooner the full potential of integrated safeguards
can be realized.
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UNANNOUNCED INSPECTION FOR INTEGRATED SAFEGUARDS: A
THEORETICAL PERSPECTIVE

M. J. CANTY
Forschungszentrum Juelich GmbH, Germany

R. AVENHAUS
Universitaet der Bundeswehr, Muenchen, Germany

The application of a safeguards verification regime based on existing agreements under
INFCIRC/153 [1] and on the Additional Protocol, INFCIRC/540 [2], has the potential to
allow the International Atomic Energy Agency (IAEA) to relax its traditional facility and
material-oriented inspection procedures. The relaxation will take into account the IAEA's
enhanced access to information as well as complementary access to locations gained through
the application of extended measures foreseen under the Additional Protocol. It will reflect
the associated confidence achieved at the State level.

It is generally agreed that such a trade-off between the new strengthening measures and the
traditional measures is reasonable and desirable, both from the point of view of the inspected
State, which would like to receive tangible credit for providing increased openness and
transparency in its peaceful nuclear activities, and from the viewpoint of the IAEA, which
must apportion its limited inspection resources efficiently.

An often-discussed proposal to reduce routine inspection effort while maintaining safeguards
effectiveness is to replace scheduled interim inspections with a smaller number of random,
unannounced visits. Intuitively, the unpredictability aspect is appealing, as it places the
potential diverter in a permanent state of uncertainty. There are also some disadvantages,
however, such as the difficulty of planning and implementing truly random inspections and
the burden experienced by facility operators obliged to accommodate them. An objective
evaluation of a randomized inspection regime vis-a-vis conventional routine inspections
requires an objective measure of effectiveness and a means of optimizing that measure - in
other words a theoretical framework for analyzing verification problems. In our paper we
provide such a framework by quantifying the notion of timely detection and by treating the
problem consistently a strategic one. We present a series of models which formalize
timeliness and allow its determination with regard to different interim inspection strategies.

The following simple example [3] will give the flavor of our approach: Over the course of a
year and using an appropriate random number generator, an inspector decides on a daily basis
whether or not to perform an interim inspection at a facility. He chooses the probabilities so
that, on average, three interim inspections take place, and so that the end-of-year PIV
inspection occurs with certainty. The inspectee is informed of this procedure, but not of the
precise probabilities the inspectorate uses. The inspectee wishes to violate in the course of the
year in such a way as to maximize the time interval between violation and the next inspection.
The inspector wishes to minimize that time interval, so that the appropriate effectiveness
measure is the average time to inspection after violation. An analysis leads to the following
conclusions:

1. As formulated above, this inspection problem has no solution: the protagonists ~ inspector
and inspectee - do not possess optimal strategies. In technical terms, the average time to
inspection does not have a saddle point in the space of combined strategies.
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2. If the inspector announces {\it in advance and in a credible way} the probabilities he
intends to use in generating his random inspections, optimal strategies exist and the problem
has a solution.

3. The aforementioned solution states that the average time between illegal action and the
next inspection is greater than or equal to that which would be achieved by performing
exactly 3 interim inspections predictably and at 3-month intervals over the year.

While the above example is an oversimplification of real interim inspections performed by the
IAEA, the conclusions are non-trivial and relevant to any consideration of unannounced
inspection regimes. We discuss several other models in our paper, with and without inclusion
of measurement uncertainty and with and without allowance for the option of legal behavior,
interpreting our results in the light of current discussions of integrated safeguards under the
new Protocol.
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CONSIDERATION REGARDING THE SCHEDULING OF UNANNOUNCED OR
RANDOMIZED INSPECTIONS

J. SANBORN
U.S. Department of State, Washington, DC, USA

Randomized inspection strategies, including unannounced, short notice, or randomly selected
scheduled inspections can play an useful role in integrated safeguards by allowing a reduction in
the number of inspections without sacrificing coverage of diversion scenarios. The Agency and
member states have proposed such strategies as important elements of integrated safeguards
proposals at reactors as well as bulk handling facilities. The Agency, however, has limited
experience with such inspections, and a number of issues need to be addressed before effective
implementation can occur; how these issues are resolved will determine how effective the
inspections will be.

This paper focuses on the question of how to determine the timing of such inspections. It is
pointed out that there are a large number of variants of the idea of "randomized inspection," and
that each option will have advantages and disadvantages from the points of view of the operator,
the logistics of inspection scheduling, and the capabilities for detection. The method chosen
should depend on the type of scenarios that the Agency wishes to detect. The mathematically
purest form of randomized schedule will have broad theoretical applicability, but may prove
more difficult to put into practice, and may be unnecessary, or even sub-optimal, depending on
the inspection objective. On the other hand, each restriction on inspection that provides the
operator with information on when the inspection will occur must be taken into account when
assessing detection probability. The paper reviews a number of scheduling approaches in the
context of different objectives and considers effectiveness, operational impact, and practicality.
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NON-PROLIFERATION AND SAFEGUARDS IN SOUTH AFRICA

ALTA BROODRYK
South Africa Nuclear Energy Corporation, NECSA, Pelindaba, South Africa

INTRODUCTION

South Africa occupies a unique position in the history of the Non-Proliferation Treaty in
being the only country with a nuclear weapons capability that was voluntary terminated
before acceding to the Treaty. The first nuclear device built was completed in December
1982, five more devices followed at an orderly pace of less than one per year and on 26
February 1990 cabinet officially implemented the termination of it's nuclear deterrent
capability.

NON-PROLIFERATION POLICY

The events that flowed from the termination was that South Africa:
• Acceded to the Non-Proliferation Treaty (10 July 1991);
• Signed Comprehensive Safeguards Agreement, INFCIRC/394, (16 September 1991);
• Submitted it's initial inventory of nuclear material (30 September 1991); and
• Received first verification team from the Agency (November 1991).

South Africa, being dedicated to the prevention of the proliferation of Nuclear Weapons
became a party to various non-proliferation treaties, regimes and groups. The National Non-
Proliferation Policy, as published in a Cabinet memorandum, also clearly states this
commitment.

To comply with the requirements of the Treaty and Agreement the following two acts were
published:

• The Nuclear Energy Act;
• The Non-Proliferation of Weapons of Mass Destruction Act.

IMPLEMENTATION OF THE SAFEGUARDS AGREEMENT

The Minister of Minerals and Energy is the State Authority for the implementation of the
Safeguards Agreement in South Africa, however, the Minister delegated this Authority to
NECSA's Safeguards Division.

QUALITY MANAGEMENT SYSTEM

To implement the requirements of the various acts, control regimes and treaties a State
System for Accounting and Control of Nuclear Material, based on the ISO 9001:2000
standard, was designed.

This standard focuses on customer satisfaction, continuous improvement, the demonstration
of commitment and the prevention of non-conformity.

To comply with the requirements of the standard the following procedures were established
and maintained:

• A Quality Manual describing the Quality Management System, documented procedures
and the interactions between processes of the system to ensure effective planning,
operation and control of the processes, the Safeguards Policy and objectives;
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• Customer focus that identifies the requirements for the implementation of safeguards to
ensure that the IAEA expectations are met with the aim of enhancing IAEA satisfaction
and provide for continual improvement thereof;

• Control of documents defining the controls needed to approve, review, available at point
of use and to prevent the use of obsolete documents;

• Control of quality records to ensure that records remain legible, identifiable and
retrievable to provide evidence of conformity to requirements;

• Internal Audits to determine whether the system conforms to the requirements of the ISO
standard, requirements established by the Safeguards Division and whether the system is
effectively implemented and maintained;

• Control of non-conforming products defining the controls, related responsibilities and
authorities for dealing with non-conforming products;

• Corrective Action defining the requirements for reviewing nonconformities (including
IAEA complaints), determining the causes thereof, evaluating the need for action
preventing recurrence, determining and implementing action needed, records and review
of the action taken to ensure adequacy thereof; and

• Preventative Action defining the requirements for determining of potential
nonconformities, evaluating the need for action to prevent occurrence, determining and
implementing action needed for prevention, records and review of the action taken.

The following instructions were prepared to ensure that the IAEA expectations were met and
that the products conform to the requirements as specified.

• Completion of Design Information Questionnaires
• MBA-KMP Structure
• Completion of Accounting Reports and Related Documents
• Planning and Conducting of Inspections, Physical Inventory Taking and Verification.
• Measurement System and Measurement Control Programme
• Shipper / Receiver Differences
• Material Unaccounted For

Technical Specifications were also prepared to define requirements regarding the supply of
support systems, infrastructure and facilities to ensure the successful implementation of
monitoring systems.

The objective of these procedures, instructions and specifications is to provide assurance to
the Safeguards Division that it can state, with a high level of confidence, that the information
and products provided to the IAEA are formally and physically correct and that no diversion
of significant quantities of nuclear material occurred.

TECHNICAL SUPPORT AND TRAINING

There is a saying in Japan that the supplier is a reflection of the purchaser. To achieve the
stated objectives the Facility Operators must understand the Agreement, IAEA requirements
and expectations and the impact that their cooperation has on the quality of the information
and products provided to the IAEA.

To ensure Facility Operators participation, procedures are submitted to the Facilities for their
comments and recommendations. Comments are discussed and included or excluded upon
mutual agreement. A controlled copy is provided to each Facility.

Training and technical support are also provided to enhance the relationship between the
Nuclear Facilities and the Safeguards Division.
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CONTINUAL IMPROVEMENT

To ensure continual improvement within Safeguards, performance remains a permanent
objective. Various processes like IAEA feedback, audit results, analysis of data, corrective
and preventive actions and management reviews are used to identify and manage
improvement activities.

CONCLUSION

Benchmarking is a good method to measure the performance of the SSAC and to enhance
continual improvement. Therefore one of the objectives is to measure South Africa's SSAC's
performance against that of other member states.
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SAFEGUARDS IMPLEMENTATION AND STRENGTHENING IN BELARUS

I.SUDAKOU, O.PIOTUKH
Committee for Supervision of Industrial and Nuclear Safety, Minsk, Belarus

INTRODUCTION

It is a matter of common knowledge that non proliferation regime includes such components
as accounting and control of nuclear materials, physical protection of nuclear materials,
export/import control and measures to combat illicit trafficking of nuclear materials.

The task to establish and implement the state system of accounting and control of nuclear
materials (SSAC) as well functions of the national competent body for physical protection of
nuclear materials (PP) were assigned to the Committee for Supervision of Industrial and
Nuclear Safety (PROMATOMNADZOR) by a resolution of the Council of Ministers in 1993.

Basic regulatory documents governing functioning of the SSAC and PP both at the state and
facility levels were put in force in 1995 by order of Promatomnadzor.

SYSTEM OF ACCOUNTING AND CONTROL OF NUCLEAR MATERIALS

Nuclear material accounting is based on a computer program developed with due regard to the
requirements of the IAEA. The program is written on FoxPro under control of the
MSWINDOWS operating system. The program allows us to work with archives, to take
account of material movements in real time, to prepare accounting documents and reports and
to record measurement results. The system of measurement of nuclear materials provides
authenticity and reliability of data. Measuring instrumentation was selected according to types
of material available. With regard to the measurement system employed there are still some
problems to be solved. Among them, certification of the instruments, working out and
approval of quality assurance procedures, acquisition of standards.

Accounting documents and reports are processed by Promatomnadzor, including
completeness and authenticity of reports. Archived data are kept with respect to material
quantities in MBA's, inventory changes, etc. Information coding is based on the code 10 of
the IAEA.

PHYSICAL PROTECTION OF NUCLEAR MATERIALS AND FACILITIES

Nuclear materials of the Republic of Belarus are located at the Academic Scientific and
Technical Center "Sosny". Modern system of physical protection was started to operate in
October 1996. Without going into details, the system of physical protection makes it possible
to maintain automatic control of access to the most sensitive zones and the facility as a whole,
automatic detection and testing of all components, automatic generation of alarm signal in
case of an incident and taping of video signal.

During operation and maintenance of the system we have encountered some difficulties like
the absence of national producers of necessary spare parts and expensive prices of such parts
with foreign producers, the necessity of adaptation of some system components to local
climatic conditions, etc.
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EXPORT/IMPORT CONTROL AND PREVENTION OF NON-AUTHORIZED USE
OF NUCLEAR MATERIALS

The Law of the Republic of Belarus «On Exports Control» came into force in January 1998.
This law defines the legal bases for activities of state bodies, legal and natural persons of the
Republic of Belarus in the field of export control and regulates relations arising in connection
with the movement of objects subject to export control across the customs border of the
Republic of Belarus and their subsequent use. The objects subject to export control include
such items «as goods, technologies and services connected with nuclear fuel cycle and
production of nuclear materials which can be used for production of nuclear weapons and
nuclear explosive systems» as well as «dual purpose commodities». Information support of
the export/import control system is provided by ORACLE-controlled computer data bases.
This system includes the Ministry of Foreign Affairs, the Customs Committee, the Academy
of Sciences and other agencies. The Republic of Belarus became a member of the Nuclear
Supplies Group in 2000.

According to the decrees of the Council of Ministers 675 dated June 1997, licensing and state
supervision of activities involving use and transportation of nuclear materials is carried out by
Promatomnadzor. Promatomnadzor also issues permits on movement of nuclear materials
across the borders of Belarus.

State Customs Committee is responsible for detection of unauthorised imports and exports of
nuclear and other radioactive materials at the customs border of the Republic of Belarus. They
report each case to other responsible authorities.

Belarus is a transport corridor between the East and West, and the issues relating to regulation
of export and import, exercising control over export, import of nuclear materials, prevention
of smuggling of nuclear materials and maintaining of international co-operation are very
important for us.

FURTHER DEVELOPMENT OF THE SAFEGUARDS SYSTEM

It should be noted that control over use of nuclear materials and facilities, which is still of
crucial importance can not ensure the absence of undeclared nuclear activities as required.
The IAEA has developed the strengthened safeguards system (ESfFTRC/590) the essence of
which is to expand control over relevant technologies, dual use commodities and services. Of
course, the implementation of the system provides for more effective and efficient safeguards.

Co-operation with the IAEA and other international organisations is regarded as one of the
conditions of further improvement of reliability and efficiency of the safeguards.

In conclusion I would like to express my profound gratitude to the IAEA and donor countries,
in particular Japan, USA and Sweden, for their assistance aimed at strengthening safeguards
in Belarus.
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COORDINATION IMPROVEMENT ON THE SAFEGUARDS APPLICATION
BETWEEN ABACC AND IAEA

ORPET PEIXOTO, HORACIO LEE GONZALES, ELIAS PALACIOS
Argentine Brazilian Accounting and Control Agency, ABACC, Rio de Janeiro, Brazil

Application of safeguards, on the scope of agreements that IAEA and Regional Systems shall
participate, is full of details and coordination plays a fundamental role. The principle in
applying safeguards with efficient and efficacy, the requirement of the countries and agencies
to use the minimum effort in applying safeguards and the necessity of each agency have their
own conclusion make the coordination complex and sometimes difficult. Combined with this,
the introduction of new technology and equipment makes even more complex the relationship
between the organizations.

This paper presents a description of the main gains in coordination between ABACC and
IAEA in the scope of the Quadripartite Agreement, INFCIRC 435, on the last three years. The
optimization on inspection effort, the establishment of inspection procedures in non-usual
activities, the application of safeguards equipment in a joint use basis, the coordination on the
equipment supplying and maintenance, and the implementation of new technology techniques
in the field are considered.

The status on how inspection activities are conducted today and discussion on the how the
joint inspection activities can be improved in the near future is presented. Some discussion is
also presented on the future coordination based on the changes necessary for the application
of integrated safeguards.
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THE LITHUANIAN STATE SYSTEM OF ACCOUNTING FOR
AND CONTROL OF NUCLEAR MATERIALS

M. DAVAINIS
State Nuclear Power Safety Inspectorate (VATESI), Vilnius, Lithuania

XA0200122

In March of 1990 Lithuania declared its independence and in 1991 Ignalina nuclear power
plant with two operating units, among the most powerful ones in the world, finally came
under the authority of the Republic of Lithuania.

The same year, 1991, on the 23rd of September Lithuania signed the Treaty on the Non -
proliferation of Nuclear Weapons. One week later, on the 1st of November, the State Nuclear
Power Safety Inspectorate (VATESI) was established. The regulatory control of Ignalina NPP
was assigned to it. This year it will be the 10th anniversary of VATESI.

Agreement between the Government of the Republic of Lithuania and the International
Atomic Energy Agency for the Application of Safeguards in connection with the Treaty on
the Non-proliferation of Nuclear Weapons, Subsidiary Arrangements to the Agreement,
Nuclear energy law and Government's resolution on the state system of accounting for and
control of nuclear materials set the legal basis for the Lithuanian SSAC. VATESI has been
designated a nuclear material accounting and control (NMAC) Authority. Within VATESI
Nuclear Materials Control Department is responsible for the SSAC.
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Fig. 1. Organizational chart of VATESI

The need for the computer based Information System was obvious from the first steps of the
introduction of the SSAC in Lithuania. This, one of the functional elements of the SSAC, was
developed with the help of the Swedish Nuclear Power Inspectorate (SKI). In the beginning
almost all nuclear material subject to safeguards was located in Ignalina NPP. Swedish
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company AMC Konsult AB developed and provided the software for the recording and
processing of information on nuclear material, provided by the facility operator, and also for
preparing of reports to the IAEA. The same company took care of the accounting and
reporting software for the spent nuclear fuel dry storage at the facility level and at the same
time updated the state program. Reports are produced in the labelled format and every month
sent to Vienna in the form of floppy diskette. Close to 20,000 records have been generated
during each year.

VATESI has established requirements of NMAC. Regulations for accounting for and control
of nuclear materials at nuclear facilities and locations outside facilities (LOF) have been
issued. The IAEA technical requirements and criteria have been accommodated to the
nuclear activities in the country. Three material balance areas are established at present: one
for Ignalina NPP, one for the spent nuclear fuel dry storage, which came into operation in
1999, and one for LOFs.

State program of NMAC inspections is integrated into the IAEA Safeguards activities in
Lithuania. Independent national inspections are limited to examination of operator records
and reports, counting and visual check of item identification, what usually is a mere tag
reading. The IAEA inspectors do verification with physical measurements. VATESI inspector
ensures that suitable arrangements are made to allow the Agency to conduct inspections and
accompanies the IAEA team during physical inventory verification and quarterly inspections.
If necessary, the IAEA inspector is also accompanied during domestic shipment and foreign
receipt verifications.

Mainly one member of the Nuclear Materials Control Department staff supervises accounting
administration and various aspects of safeguards implementation in the country. There are two
more persons dealing with the import-export control, physical protection, illicit trafficking
and other nuclear material control related questions in the Department. Having a small
number of personnel at the state level it is essential to have well trained facility operators. The
training courses, workshops in the accounting and safeguards area offered by the IAEA are
available both for the state and facility responsible personnel.

Lithuania ratified the Additional Protocol and it entered into force on the 5th of July 2000. As
the Protocol expands the scope of IAEA safeguards, it also expands the purview of the SSAC.
However, the absence of the separate nuclear industry along with the nuclear power plant in
the country did not make the preparation of the initial declaration very complex task, although
exploration of the scientific sector required some effort.

Lithuania is aiming to become a European Union member. Preparations to join EUR ATOM
system have already started and it is another challenge for the young Lithuanian SSAC.

Reference

Guidelines for States' Systems of Accounting for and Control of Nuclear Material,
IAEA, Vienna, 1980, IAEA/SG/INF/2
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IAEA SAFEGUARDS IMPLEMENTATION IN UKRAINE. CURRENT STATE,
PROBLEMS, PROSPECTS.

O.GALASUN XA0200123
Ukraine Ministry of Fuel and Energy, Department of Nuclear Power,
Nuclear Fuel, Technology and Safeguards Div., Kyiv, Ukraine.

1. The annual volume of nuclear fuel consumption of all units in Ukraine is more than 20
tons. Almost all fuel assemblies, which supplied from the Russian Federation, finally returned
back to Russia. Ukraine ships out to the Russian reprocessing plants the spent fuel from
VVER reactors. Spent fuel of RBMK reactors is stored in the Chernobyl dry storage.

The burnup and the changes of the initial isotope content of uranium dioxide mass inside
spent fuel rods are usually determined by calculated methods. It is quite enough for shipped
out materials. But for the spent fuel, which will be stay for the long time storing at Ukraine, it
is necessary to obtain more detail variable data. So, nearest time after the putting into
operation of a new spent fuel dry storage in Zaporizhe NPP the each spent assembly will be
tested with methods proposed IAEA, such as Fork Detector (FDET) or SFAT instruments.

The prior test measurements of the VVER-440 spent assemblies at Rivno NPP gave an
encouraging results and to a certain extent confirmed the adequacy of applied calculated
technique. The nearest testing of the VVER-1000 are planned to carry on this June and there
is expectation to get a good data as well. All results will be shown at this paper.

2. According to the Ukraine SSAC all nuclear routine activities are realized within the 24
material balance areas. 21 of them belong to Ministry of Fuel and Energy. There mainly are
areas with power reactors WER-1000, VVER-440, nuclear fuel storage and one research
reactor IR-100 at the Sevastopol Nuclear Power Industry Institute. But soon such zoning will
be changed. The number of MBA will be increased probably. It's bounded with a new spent
fuel dry storage which is putting in operation at Zaporizhe NPP, and with completion of new
two W E R units which have been constructed at Rivno and Khmelnitsky NPPs. Besides that,
two or three material balance areas formation for radioactive sources accounting and control
is planned by the Ukraine regulatory body.

Organizational and technical procedures on IAEA Safeguards implementations at the
Ukrainian NPPs today are arranged sufficiently. For this the State nuclear legislation was
noticeably changed and developed, especially, since 1995 when the second version of the
Agreement based on document INFCIRC 153 was signed. Some of fundamental laws were
enacted. A lot of technical norms and rales were edited as well. "The Operator's Instruction
on the Safeguards Implementation", "Rules for Accounting and Control of Nuclear Materials
at the VVER-1000 Facility" essentially amplified the disposable set of the necessary technical
manuals for the Safeguards Groups personnel and the managing staff of the NPPs.

The process of legislative and regulatory basis improving is going on. So, recently very
important "Low on Physical Protection" was enacted in Ukraine. Moreover, since 1998
according to IAEA approved Subsidiary Arrangement for Ukraine the Facility Attachments
have been designing for each facility. The chart of all created documents, their subordination
and correlation are shown in the paper.

3. In august 2000 Ukraine signed the Protocol Additional to Agreement. Now the work on its
ratification is going on in different state bodies. In this area some of problems stay not solved.
It takes some efforts and time. As the Protocol Additional covers the uranium, zirconium,
hafnium industries, nuclear fuel cycle scientific research investigations, which take place in
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Ukraine the current legislative basis of each branches shall be coordinated with all new
conditions. Besides that, some questions concerning the impending circulation of the
confidential information between operators, state bodies and IAEA need the additional
measures. All these questions are solving now and will be reflected in the paper.
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CURRENT STATUS OF THE SYSTEM OF ACCOUNTING FOR AND CONTROL
OF NUCLEAR MATERIALS IN THE PHILIPPINES

JULETTA E. SEGUIS XA0200124
Nuclear Regulations, Licensing and Safeguards Division
Philippine Nuclear Research Institute, Quezon City, Philippines

Prior to the construction of nuclear power plant in 1976, the only safeguarded nuclear
materials in the Philippines were the nuclear fuels of the research reactor (PRR-1). The arrival
of the nuclear fuels of the Bataan Nuclear Power Plant (BNPP) in 1984 increased the number
of safeguarded nuclear materials. Further, the upgrading of the present MTR reactor to a
TRIGA type in 1987 necessitated the acquisition of additional nuclear fuels.

When the Philippine government decided to mothball the Bataan Nuclear Power Plant in
1986, the operator (National Power Corporation) made arrangements to sell the nuclear fuels.
In 1997 Siemen's Power Corporation bought the fuel assemblies. With the removal of the
nuclear fuels, the facility is considered a closed down facility. Nonetheless, the inspectors
have to visit the plant to verify the design information according to the new facility
attachment. It is hoped that integrated safeguards will be applied to the Bataan Nuclear Plant
since there are no more nuclear fuels present at the plant.

In line with the U.S initiative to implement its Record of Decision to accept and manage all
foreign research reactors uranium fuels of U.S. origin, the Philippines accepted the cost-free
shipment of PRR-1 spent fuels to the United States. The spent fuel assemblies of mixed
enrichment from the PRR-1 were shipped to the United States last 14 March 1999.

The agreement between the Philippines and the IAEA for the application of Safeguards in
connection with the Treaty on the Non-Proliferation of Nuclear Weapons is provided for in
the INFCIRC/216, which was ratified on 16 October 1974. Submission of reports to IAEA is
done in hard copy according to Code 10. The Philippines still maintains the six-digit date
format.

In line with the Agency's effort to strengthen international safeguards, the Philippines signed
the Additional Protocol in 1997. Pending its ratification, complementary access is already
available to the IAEA inspectors such as environmental sampling to our isotope laboratories.

Technical assistance in the establishment of computerized system of nuclear materials
accounting and control was solicited from the IAEA in 1985. The computer utilized the
VAX11/750. At present, the data were in text file, which we hope to send by electronic mail.
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ROMANIA NON-PROLIFERATION POLICY

LUCIAN BIRO, VIVIANA GRAMA
National Commission for Nuclear Activities Control, Bucharest, Romania

Non-proliferation concept in Romania is based on the Treaty on the Non-proliferation of Nuclear
Weapons, which was ratified in 1970. According to the Article III of the Treaty, Romania ratified
in 1972, the Agreement between Romania and IAEA for the application of Safeguards in
connection with the Treaty on the Non-proliferation of Nuclear Weapons. In 2000 Romania
ratified the Additional Protocol to contribute through increased transparency, to confidence that
no undeclared nuclear activities are concealed within the declared programme or make use of
elements of that programme.

Under the Additional Protocol Romania understands to increase the transparency of its nuclear
activities lengthways fuel cycle.

Romania has a strong legal framework to control nuclear material and nuclear activities. The Law
111/1996, republished is the Law on the safe deployment of nuclear activities. CNCAN issued
National Regulations for Safeguards and Physical Protection.

Prospecting for uranium in Romania was initiated in 1950. Between 1962 and 1978 all the
uranium ore production was stockpiled at the mine sites. In 1978 the Feldioara Powder Plant was
commissioned, since then both ore stockpiles and ore exploited have been processed to uranium
chemical concentrates.

The Powder Plant Feldioara was conceived and built following the necessity of milling and
processing the uranium ore to UO2, in concordance with the national nuclear programme in order
to produce electric energy from nuclear fuel.

The Nuclear Fuel Plant has capability to manufacture CANDU-6 nuclear fuel. Nuclear Fuel Plant
consists of two Production areas, the Quality Assurance and Engineering Departments. There are
two Production Departments: Pelleting area including granulation, pressing, sintering, pellet
grinding, uranium recycling and Assembling area including components fabrication, beryllium
coating, brazing, graphite coating, fuel element and bundle assembly welding.

Romania's Strategy for Energy Sector is a component of the National Development Strategy for
Romania, presented to the European Union, as a main step in the accession process.

Cernavoda NPP Unit 1 is in commercial operation from 1996 and assures 10% of the overall
national electricity production.

Cernavoda Unit 2 is now about 40% complete, and the Government of Romania has declared its
completion as a national priority. The national participation in this project planne to be completed
by the year 2005 comprises important contribution of the nuclear infrastructure developed in
Romania for the CANDU power plants.

Physical Protection of Nuclear Material is also regarded as a fundamental element of the non-
proliferation regime. Physical Protection comprises those measures that Romania apply to
prevent or deter illegal actions taken against nuclear facilities and nuclear materials, particularly
when such materials, are transported across the country. Romania received IAEA assistance to
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enhance its efforts to prevent nuclear material and other radioactive sources from being use
illegally and to detect and respond to trafficking cases, should they occur. This assistance
included an IP ASS Mission and training for staff involved in physical protection for nuclear
material and nuclear installations.

In 1993 Romania ratified the Convention on Physical Protection of Nuclear Material and has
following requirements for nuclear material transport: the material must be classified according
to its characteristics, the material may be transported only in approved containers, containers
must be marked with safety labels or placards to indicate their contents, for certain radioactive
material the shipper must have in place an emergency response assistance plan.

CNCAN coordinates at national level the activities regarding preventing and combating illicit
trafficking with nuclear materials. From 1993 when the IAEA database was installed, Romania
reported 22 incidents involving nuclear material and radioactive sources.

In respect to non-proliferation policy, Romania ratified bilateral Agreements with USA and
Canada concerning the peaceful uses of nuclear energy.

Romania controls the import export activities through CNCAN and Ministry of Foreign Affairs -
National Agency for Control of Strategic Exports and Prohibition of Chemical Weapons.

CNCAN authorizes all import and export activities concerning materials, devices, equipment and
information pertinent for the proliferation of nuclear weapons or of other explosive nuclear
devices referred in the Law on the safe deployment of nuclear activities, no. 111/1996,
republished.

CNCAN has an active role in preventing and combating the illicit trafficking as a national
responsible and to control all nuclear material and nuclear activities.
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SAFEGUARDS AGREEMENT'S PROJECT BETWEEN THE REPUBLIC OF NIGER
AND THE INTERNATIONAL ATOMIC ENERGY AGENCY ACCORDING TO THE
TREATY ON THE NON-PROLIFERATION OF NUCLEAR WEAPONS (NPT)

A. MAHAMANE
Mining Directorate, Ministry of Mines and Energy, Niamey, Niger XA0200126

The Niger's Republic is a non-nuclear-weapon state, which has signed on 9 October 1992 the
Treaty on the Non-Proliferation of Nuclear Weapons (NPT).

As State party to the NPT, Niger juridically undertakes towards the international community, to
not acquire nuclear weapons or other nuclear explosive devices, in any way. Niger also accepts
the obligation to conclude a Safeguards agreement with the Agency. This agreement will provide
assurance to all the peaceful nature of nuclear activities in the country in application of the
paragraph 1, article III of the NPT.

Just so, the Niger's Republic recently notify to the IAEA's Director General, his acceptation of
the Safeguards Agreement's project, at November 2000.

This agreement's project was in negotiation between Niger and the Agency since 1994.

This present reflection aims to elaborate applicable procedures in Niger when the Safeguards
Agreement bringing into force.
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STATE SYSTEM OF ACCOUNTING FOR AND CONTROL OF
NUCLEAR MATERIALS AND PROTOCOL ADDITIONAL IN THE
SLOVAK REPUBLIC

XA0200127
A. BENCOVA
Nuclear Regulatory Authority of the Slovak Republic, Bratislava, Slovakia

The State System of Accounting for and Control of Nuclear Materials (SSAC) which is
established in the Slovak Republic was developed by the former Czechoslovak Atomic
Energy Commission and after splitting of the Czechoslovak Republic in 1993 it has been fully
accepted by the regulatory authority of the Slovak Republic. This system is based on
requirements of the safeguards agreement between the government of the Czechoslovak
Republic and the IAEA (which has been accepted by the government of the Slovak Republic),
known as INFCIRC/173. The agreement is conforming to INFCIRC/153 i. e. it is reflecting
requirements of the Treaty on the Non - Proliferation of Nuclear Weapons (NPT) which was
signed by the government of the Czechoslovak Socialist Republic on 01. 07. 1968 and in
March 1993 was accepted by the government of the Slovak Republic.

The SSAC in the Slovak Republic has national and international objectives.

Organisational and functional elements of the SSAC in the Slovak Republic can be addressed
in the following six major areas:

a) Authority and Responsibility

b) Laws, Regulations and Other Measures

c) SSAC Information System

d) Establishment of Requirements for Nuclear Materials Accounting and Control

e) Ensuring Compliance

f) Technical Support

Legal Basis for the IAEA inspection activities is an Agreement between the government of
the Slovak Republic and the IAEA (INFCIRC/173). The Agreement is supplemented by the
Subsidiary Arrangement (SA), which contains in the general part the requirements on
accountancy documentation, reports and inspections. The Facility Attachment is a part of SA,
which contains information specific for individual MBA, mainly,

• a brief description of the facility, its purpose, nominal capacity, geographic location, the
name and address,

• location and flow of nuclear materials, a description of features of the facility relating to
material accountancy, containment and surveillance,

• a description of the existing and proposed procedures at the facility for nuclear materials
accountancy and control with special reference to material balance areas and key
measurement points, measurements of flow and procedures for physical inventory taking.

This document is prepared by the IAEA using the Design Information Questionnaire supplied
by the facility operator.

The Nuclear Regulatory Authority of the Slovak Republic uses computerised system for
SSAC - Code ZARUKY 3.00. This code should be able to communicate with the database of
operators, which are allowed to handle nuclear material and it should reflect all limitations
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specified in theirs permissions. It is created on a system with fully satisfactory safety, strictly
defined confidentiality and in a system, which allows the access of several users in parallel.
As a new component of the code the system for reporting in accordance with the requirements
of the Additional Protocol will be incorporated.

Starting after political changes in the Central Europe in the beginning of nineties the Slovak
Republic is facing a new type of crime - illicit trafficking of nuclear and radioactive
materials. Direct economical losses in this case are not comparable with the impact on
proliferation and radiation safety risk.

The government of the Slovak Republic is aware of the situation and has prepared some
measures, which may help us to cope with this problem. These measures were mostly
concentrated on detection on the state border as well as inside the state. However, the most
important is a state system of measures how to prevent removal of material into illegal use.

The Protocol Additional was signed by the government of the Slovak Republic in September
1999. However, The Protocol cannot be ratified, as the laws now in effect in the Slovak
Republic do not make it possible to meet all requirements resulting from the Protocol. To
enable the ratification of the Protocol Additional, first of all it is necessary to amend the
Atomic Law and associated regulations. To do this, it is necessary to analyse the performance
of inspections, and subsequently to amend all legislative documents. The requirements from
the Protocol Additional also overlap with areas that are currently not covered by the
competence of the Nuclear Regulatory Authority of the Slovak Republic ( UJD SR) and are
frequently related to areas liable to the highest level of confidentiality.

REFERENCES

Bezak, S., et al, " Development of State Computerised Accounting System for Nuclear
Material in the Slovak Republic and the Czech Republic towards 2000 ; International Seminar
on Year 2000(Y2K), Vienna, 1-5 February 1999, IAEA-SR-208/16
Bezak, S., et al., "Experience of SSAC in implementation of International Safeguards after the
Split-Up of Czechoslovakoia, IAEA Symposium on International Safeguards, Vienna, 13 -
17 October 1997, IAEA - SM - 351/76
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EFFORTS IN STRENGTHENING ACCOUNTING FOR AND CONTROL OF
NUCLEAR MATERIALS IN RUSSIA

A. DMITRffiV, Y. VOLODIN, B. KRUPCHATNIKOV, A. SANIN
Gosatomnadzor of Russia, Moscow, Russian Federation

Recent state orders, directives, regulations are reviewed as well as practical results of the state
system for nuclear material accountancy and control (NMAC) development in the Russian
Federation are addressed. Based on the Federal Laws and regulations responsibilities of
different agencies related to the NMAC are discussed in view of transforming the existing
nuclear material accountancy and control systems to a new system at the federal level.
Governmental Orders of 10 July 1998 No.746 and of 15 December 2000 No. 962 assigned
Minatom of Russia as the agency in charge of establishing and operating the NMAC at the
federal level while Gosatomnadzor of Russia as the agency responsible for the enforcement of
the MC&A regulation and for the NMAC oversight functions.

Provisions of major regulatory documents that have been or are currently being developed
defining requirements, procedures, conditions and agencies' responsibilities in the area of NM
control and accounting are addressed.

Trends in development of the domestic safeguards system are reported in light of
strengthening regulation, inspection infrastructure and licensing of NM use.

Incorporation of GAN and the agencies in charge of managing nuclear installations is
discussed. Foreign support to the NMAC development in Russia is also reviewed.
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FINNISH NUCLEAR VERIFICATION (FINUVE) IN SUPPORT OF IAEA
SAFEGUARDS

XA0200129
R.J. ROSENBERG, R. ZILLIACUS
Technical Research Centre of Finland (VTT), VTT Chemical Technology, P.O. Box 1404,
FTN-02044 VTT, Finland

M. TARVAINEN, L. BLOMQVIST, R. POLLANEN
Radiation and Nuclear Safety Authority (STUK), P.O.Box 14, FIN-00881 Helsinki, Finland

J. LEHTO, S. PULLI, I. RDSKKINEN, T. JAAKKOLA
University of Helsinki, Laboratory of Radiochemistry (HYRL), P.O. Box 55, FTN-00014
University of Helsinki, Finland

Finland has two IAEA support programmes funded by the Ministry of Foreign Affairs. Those
are the Finnish support programme for safeguards, FINSP, and the Finnish support
programme for the IAEA Iraq Action Team. Both programmes are coordinated by STUK and
several universities and research institutions participate in them. Within both programmes
Environmental Sampling (ES) and Wide Area Environmental Sampling (WAES) technologies
are developed. Both these techniques require chemical and radiochemical measurements.

In order to utilize the whole Finnish experience in this field, the three institutions, STUK,
VTT and HYRL, have signed a contract for cooperation within safeguards related analysis.
The FINUVE contract states that these three institutes form a consortium to perform
development work and if needed, participate in routine safeguards analytical work. The wide
variety of analytical services is available on a commercial basis. The FINUVE organisation is
very simple: it has a coordination group, which consists of a chairman from STUK and one
participant from each organisation. These participants represent the analytical groups in each
organisation.

FINUVE, with STUK as the signatory, is a certified member of the IAEA Network of
Analytical Laboratories, NWAL. FINUVE participated in an NWAL inter comparison for the
analysis of bulk concentrations of fission products, uranium and plutonium isotopes in swipe
samples. The results were quite good when compared with the expected values.

In 2000 a new support programme task on particle analysis was started with the name
"Development of New Methods for Environmental Sample Analysis". Until now the major
effort of FINUVE has been on the development of WAES methods. Since 1994 we have
analysed environmental samples from field trials organised by the Agency. We have also
done several theoretical studies on WAES technologies, in some cases by participating in the
work of international working groups. In 1998 FINUVE organised a field trial on aerosol
sampling in Iraq based on the request of the Action Team. Later on the field trial was
continued in Kazakhstan in 2000-2001.

According to the recommendations of the international WAES group [1], FINUVE has
developed aerosol sampling techniques and analytical chemistry of fission products, uranium
isotope ratios and plutonium isotope ratios using y-spectrometry, oc-spectrometry, liquid
scintillation spectrometry and inductively coupled plasma mass spectrometry. In order to
reduce the background and decrease the total amount of material in the samples, prefiltration
methods have been developed and tested in the field trials.
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Particle separation and analysis methods for air filters have also been developed. SEM, (3-
radiography and fission track radiography have been used for particle identification and
particle separation based on sedimentation has also been studied. The paper will describe the
work of the FESfUVE consortium in more detail.

[1] Rolf Rosenberg Finland, Guy Brachet France, Wolf-Dieter Lauppe Germany, Ingemar
Vintersved Sweden, Ken Nicholson UK, Phil Krey, Dave Swindle, Ned Wogman, Rich
Hanlen USA and several additional contributors. IAEA Use of Wide Area
Environmental Sampling in the detection of Undeclared Nuclear Activities, Member
State Support Programmes to the IAEA STR-321, August 27, 1999.
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THE SYSTEM OF NUCLEAR MATERIAL CONTROL OF KAZAKHSTAN

G.ZH. YELIGBAYEVA XA0200130
Kazakhstan Atomic Energy Committee, Almaty, Kazakhstan

The State system for nuclear material control consists of three integral components. The
efficiency of each is to guarantee the non-proliferation regime in Kazakhstan. The
components are the following: accounting, export and import control and physical protection
of nuclear materials.

First, the implementation of the goals of accounting and control bring into force, by the
organization of the system for accounting and measurement of nuclear materials to determine
present quantity. Organizing the accounting for nuclear material at facilities will ensure the
efficiency of accountancy and reporting information. This defines the effectiveness of the
state system for the accounting for the Kazakhstan's nuclear materials. Currently,
Kazakhstan's nuclear material is fully safeguarded in designated secure locations.
Kazakhstan has a nuclear power plant, 4 research reactors and a fuel fabrication plant.

The governmental information system for nuclear materials control consist of two level:

Governmental level - KAEA collects reports from facilities and prepares the reports for
International Atomic Energy Agency, keeping of supporting documents and other necessary
information, a data base of export and import, a data base of nuclear material inventory.

Facility level - registration and processing information from key measurement points,
formation the facility's nuclear materials accounting database. All facilities have
computerized systems.

Currently, all facilities are safeguarded under IAEA safeguarding standards, through
IAEA inspections. Annually, IAEA verifies all nuclear materials at all Kazakhstan nuclear
facilities.

The government reporting system discloses the existence of all nuclear material and its
transfer intended for interaction through the export control system and the nuclear control
accounting system. Nuclear material export is regulated by the regulations of the Nuclear
Export Control Law. The standard operating procedure is the primary means for regulating
exports and determines the mechanism for the realization of export control policy. KAEC is
the main government organization for nuclear export control. KAEC's provision determines
the functions, orders, and procedures to coordinate nuclear material export and import.
KEAC's database on nuclear material exports and imports aids in the tracking of the transfer
of nuclear materials into, out of, and through Kazakhstan. The consolidated analysis of the
nuclear material accountancy and nuclear material transfer increases the level of the nuclear
control system.

The system of physical protection, which prevents the unauthorized diversion of nuclear
materials from facilities, is another component of the state control system. The main goal of
this system is the organizational activity to block the ability to steal nuclear material or to
sabotage a facility through nuclear material dispersal. Now, physical protection of nuclear
materials and facilities is implemented by different government organizations. They activate
their physical protection programs according to their individual departmental regulations.
From 1994-1998 with the financial and technical support of donor-countries, the Committee
had been able to support the systems modernization of nuclear facilities.
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In 2000, Kazakhstan state boards had agreed upon an Additional Protocol to the
Agreement between Kazakhstan and IAEA, for the application of safeguards. When the
Additional Protocol procedures will be finished and signed, then mining facilities will also be
under safeguards. The National Control List, similar to the European Control List, was also
validated in 2000. Now, new rules considering the recommendation of the Nuclear Supplier
Group for the export and import of nuclear materials, technologies, equipment, dual-use
equipment, materials, and technologies is now being agreed upon by the Kazakhstan state
board.

Thus we have the basics for a nuclear control system in Kazakhstan and now we
carrying out the development of this system.
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NUCLEAR MATERIAL SAFEGUARDS TECHNOLOGY DEVELOPMENT IN THE
NEW STRUCTURE OF BATAN ORGANIZATION

XA0200131
ZURIAS ILYAS
Center for Nuclear Material Safeguards Technology (PTPBN), National Nuclear Energy Agency
(BATAN), Jakarta, Indonesia

The implementation of Nuclear Energy Act No. 10/97 has led to a restructuring in BATAN
organization in July 1999. A new unit, Center for Nuclear Material Safeguards Technology
(PTPBN), was established to be especially in charge of safeguards facilities. The main
responsibility of this unit is to develop the technology of safeguards and physical protection. The
function of this unit is also to analyze the operational technical aspect of the International
Convention of Nuclear.

The duties of Center for Nuclear Material Safeguards Technology can be seen from the various
programs set up for every fiscal year.

The programs for the year 2000 were:

• Analyses of SSAC implementation in BATAN

• Development of Safeguards information system

• Creation of database of physical protection technology

• Physical protection simulator for Bandung reactor research

• Development of detector technology for physical protection system

• Identification of BATAN activities and facilities submitted to IAEA in order to be in line
with the Additional Protocol to the agreement between the Republic of Indonesia and the
International Atomic Energy Agency for the Application of Safeguards in connection with the
Treaty on Non-Proliferation on Nuclear Weapons, which is ratified on September 29th, 1999
in Vienna, Austria.

• Seminar on Safeguards technology held in Jakarta in September 2000

The program of 2001 will be focusing on the continuation of the previous year's program as well
as the creation of new ones, such as:

• Collaboration with other countries. At initial stage experts from JBC-Japan were invited to
share their expertise on their safeguards information system.

• Development of education and training for safeguards operators by emphasizing more on the
techniques of nuclear materials measurement.

• Seminar on Safeguards technology scheduled for December 2001 by inviting experts from
IAEA and modern countries.

• Field survey to determine the location of radionuclide station in Indonesia in accordance to
CTBT.
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The application of a computerized system for the accountancy of nuclear materials in BAT AN
facilities is expected to be ready in 2003 and it will definitely improve the report system to IAEA
in terms of time usage and accuracy.

The objective of BAT AN in establishing PTPBN is to give positive contribution in preventing the
production of nuclear weapons and to develop technology for a wider use of nuclear energy in the
context of peace. The Center for Nuclear Material Safeguards Technology will play an active role
in supporting international collaborations for the development of safeguards system.
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LEGAL FRAME WORK AND IMPLEMENTATION OF THE STRENGTHENED
SAFEGUARDS SYSTEM IN INDONESIA

M. SOLICHAH, A. S. ZARKASI XA0200132
Nuclear Energy Control Boards (BAPETEN), Indonesia

Nuclear legislation in Indonesia was initiated by Act No.31 Year 1964. Under the act the
government established National Atomic Energy Agency (BATAN), which was responsible for
promotional and development activity as well as for regulatory activity.

Since 1997 Indonesia has Act No. 10,1997 on Nuclear Energy replaced Act No.31 Year 1964,
under article 3 and 4 of the Act No. 10,1997 the Indonesian Government established the
separation of executing body and regulatory body, which are directly responsible to the president.
Regulatory body have task to control any activity using nuclear energy by establishing
regulations, conduct licensing processes and inspections. In 1998 the Indonesian Government
established the Nuclear Energy control Boards or BAPETEN by the Presidential degree No.
76/1998.

Indonesia's nuclear activity is used for peaceful purposes; it is stated clearly under article 15 Act
no. 10 that one of the objectives of the control is to "prevent the diversion of the purpose of the
nuclear energy utilization". Indonesia has seven facilities, which are safeguarded. The facilities
are three research reactor in Serpong (30 MWt), Bandung (2 MWt), and Yogyakarta (100 kWt),
four other nuclear facilities are LEU Fuel Element fabrication installation, Experimental Fuel
Element installation, radiometalurgy installation and Interim Storage for spent fuel.

Indonesia signed non-proliferation of nuclear weapon NPT in 1970 and ratified in 1978. On 14
July 1980 Indonesia signed Safeguards Agreement. The structure and content of the agreement is
same with INFICIRC/153 (corrected) which called full scope (Comprehensive) Safeguards
agreement. Based on the agreement, BAPETEN established Chairman decree No. 13/Ka.
BAPETEN/99 on SSAC. The Chairman Decree is a legal basis for implementation of
Comprehensive Safeguards in Indonesia. Based on the Chairman degree, BAPETEN as a
National Authority has right to verify and inspect the operator's declaration of nuclear material
accountancy including accountancy record and supporting source document. BAPETEN should
evaluate and send Facility's report (ICR, PIL and MBR) to the Agency.

Additional Protocol to Safeguards agreement was signed and ratified on 29 September 1999 that
means Indonesia committed to implement Strengthened Safeguards System. Indonesia has
already participated in developing Strengthened Safeguards regimes by offered itself for trial of a
number of new concept before signing the protocol. Since 1995, Indonesia has reported its
thorium import every year, which is known as the Voluntary Reporting Scheme. Indonesia also
offered itself for trial of environmental sampling test, which are taken during special visit by
IAEA inspector and during a routine inspection, up to the initial declaration submission of the
additional protocol. IAEA has already conducted six times location for specific environmental
sampling and twice wide area environmental sampling.

The first year declaration was set to the IAEA six batch declaration submission, thee batch of
them are pursuant to article 2.a (ix) with respect to export of specified equipment and non nuclear
material listed in annex II. It was very easy task since we just sent a blank form with statement
"Nothing to declare" on it. The second batch declaration pursuant to the additional protocol
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article 2.a (I), 2.a (iii), 2.a (iv), 2.a (v), 2.a (vi), 2.a (vii), 2.a (x), and 2.b (i) ran to about 22 pages
of information in tabular form of which about half were dedicated to the information of buildings
on nuclear sites. The second batch declaration submission was not easy to finish due to a lot of
information to fill out. To get and collect this information we conducted several meeting with
BAT AN, and made a lot of phone call for confirmation. The third batch declaration are pursuant
to the additional protocol article 2.a (v), 2.a (vi) b & c, 2.a (viii), and 2.a (ix), to get source
material data we sent letters to the private company that operate the mining, and we got it without
any difficulty. The forth batch declaration submission was update declaration of the second batch.
It was very easy task since we just sent a blank form with statement "No Change" on it.

The second year declaration was sent to the IAEA four batches declaration submission, three
batch of them are pursuant to article 2.a (ix) and one batch is for updating all article that was
declared, some of updating declaration are amplification and clarification of IAEA equation. In
the second year, It is useful to fill out declaration form using software provided by IAEA. In the
mean time regulation on Strengthened Safeguards System still in process writing. Hopefully, in
the end of the year BAPETEN will establish a chairman decree on addition protocol to
complement chairman decree Nol3/Ka. BAPETEN/99 on SSAC.

Even though legal basis of it doesn't exist yet, Implementation of Strengthened Safeguards
System is good enough, because of cooperation and understanding between BAPETEN and other
competent institution. By signing the additional protocol and implementing Strengthened
Safeguards System, Indonesia declares to the world that Indonesia's nuclear activity is used only
for peaceful purposes.

REFERENCE:
1. Indonesia's Act No. 10, 1977 on Nuclear Energy.
2. INFCIRC/153 "The Structure and Content of Agreements between the Agency and States

Required In Connection With the Treaty on the Non - Proliferation of Nuclear Weapon".
3. INFCIRC/540 "Model Protocol Additional To The Agreement (S) Between State (S) And

The International Atomic Energy Agency For The Application Of Safeguards".
4. ZARKASI, A.S., "Promoting Transparency: Indonesian Experiences In Implementing

Safeguards And Additional Protocol" The Workshop On Modality To Implement The
SEANWFZ Treaty With IAEA.
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STATE SYSTEMS OF ACCOUNTING FOR AND CONTROL OF NUCLEAR
MATERIALS IN THE REPUBLIC OF UZBEKISTAN

XA0200133
KHASAN YUNUSOV, HOLBAY HALILOV
Agency on Safety in Industry and Mining of the Republic of Uzbekistan, Tashkent, Uzbekistan

The purpose of this presentation is to discuss about State Systems of Accounting for and Control
(SSAC) of nuclear materials in the Republic of Uzbekistan.

I. INTRODUCTION

After the breakup of the USSR the Republic of Uzbekistan has been working in the following
areas, attaching primary importance to producing a legislative the structure for the safe use of
nuclear energy:

-legal framework for nuclear and radiation safety;

-licensing and control of nuclear facilities and radiation sources;

-regulations for the safe transport of nuclear & radioactive materials;

-emergency preparedness.

II. PRINCIPAL ELEMENTS & THE FUNCTION OF THE SSAC

Authority

The structure of the State organizations Operating directly under the Cabinet of Ministers of the
Republic of Uzbekistan is the Agency on Safety in Industry and Mining (atomic inspection),
which acts as the chief governmental body for the nuclear safety and radiation protection. The
Committee's main activities are the preparation of legislative and regulatory documents, analysis
and supervision of nuclear safety and nuclear material accounting for the State.

At the same time, work has started on reorganizing the State institutions with a view to
concentrating all the main regulatory and supervisory functions in the area of radiation and
nuclear safety in one institution-Agency on Safety in Industry and Mining. The Republic of
Uzbekistan signed the Model protocol Additional to Safeguards Agreement between Uzbekistan
and IAEA on 22 September 1998. In 1998 the Uzbekistan has acceded to the Convention
physical protection of nuclear material.

III. NUCLEAR ACTIVITIES IN UZBEKISTAN

Atomic inspection safeguarded at the beginning of 2001, 9 installations which are as follows:

* 2 Research Reactor

* 2 Uranium mine and reprocessing plant

* 5 Storage installations

-Nuclear research reactor WWR-SM, which is water- water type, work on the 20 %
enriched uranium (total loading weight is 7.5 kg). His warming power -lOMw.Using Russian-
supplied IRT-3M fuel assemblies containing. The reactor is designated to carry out experiments
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in field of nuclear physics and nuclear engineering, neutron activation analysis, solid-state
physics and isotope production.

-Photon Impulse Reactor enriched U total 4,550 kg (liquid), used for industrial purposes
by the industrial group "PotonV

-The creation of large-scale uranium industry in Uzbekistan resulted from the
establishment and development of the Navoi Mining and Metallurgy Group, which in 1965
manufactured its first batch of end product-uranous-uranic-oxide. In 1991, following the
establishment of the independent Republic of Uzbekistan, this group and all its industrial
facilities became the property of Uzbekictan. In 1992 the Novoi Group and a number of
industrial engineering, assembly, design and other organizations were amalgamated into the State
enterprise "Kyzylkumredmetzoloto". The uranium branch of this enterprise made up of
Hydrometallurgical Plant Nl in Navoi and four mining.

IV. LEVELS OF DATA PROCESSING

Atomic inspection distinguishes between three main levels of data processing:

BOTTOM Instrumental Level

PLANT Inspector computer

Operator computer

HEADQUARTERS National System IAEA

- As general rule, the flow of information is from the bottom to the top.

- National inspection activities include:

- Preparing the inspection report, a copy of which is sent to the IAEA, for each
inspection;

- Examination of the records to verify self-consistency and consistency with the
reports:

- Counting & identification of the items of nuclear materials recorded and reported:

- Taking samples, according to a statistical sampling plan for analysis of nuclear
materials:

V. The Processing Cycle

The operators are required by the Regulation to report all inventory changes 15 days after the
month in which they had been accounted for. Upon arrival the reports are immediately input into
the computer and they are checked by the accountancy Unit Atomic inspection for clerical
mistakes, in particular by comparing the calculated book inventory with the reported one. After
that, the reports are dispatched to the IAEA. More than 40% of all the entry lines are reported by
the operators to Atomic inspection in computer-readable. The reports come from the 5
installations. The less than 60% remaining entry lines, which are the reports of over 4 largest
installations, are still on hardcopy.
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A lot of effort is being devoted to encouraging further operators to computerize their reports.
This requires regular and detailed contacts with these operators. As transmission medium, the
Atomic inspection can presently accept:

-hardcopies;

-diskettes.

VI. Summary

The current Uzbekistan's SSAC has been developed & fully satisfies both the IAEA safeguards
requirements. The Republic of Uzbekistan supports the introduction of the "integrated
safeguards". There is need to further strengthen the relationship between the Uzbekistan's SSAC
and the IAEA under an integrated safeguards regime to provide more effective and efficient
safeguards application.
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UPGRADING NUCLEAR MATERIAL PROTECTION, CONTROL AND ACCOUNTING
IN RUSSIA
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I. PROGRAM GOAL AND ORGANIZATION

In this paper we review the Cooperative US-Russia Program of Nuclear Material Protection,
Control and Accounting (MPC&A), whose goal is to reduce the risk of nuclear weapons
proliferation by strengthening systems of MPC&A; thereby the Program enhances US national
security. Based on this goal, the technical objective is to enhance, through US technical
cooperation, the effectiveness of MPC&A systems at Russian sites with weapons-usable nuclear
material, i.e. plutonium and highly enriched uranium. The Program exists because the extensive
social, political and economic changes in Russia arising from the dissolution of the Soviet Union
have increased the risk that these materials would be subject to theft or other misuse, with
potentially grave consequences.

On the US side, the MPC&A Program is administered by the US Department of Energy (DOE)
National Nuclear Security Administration through the DOE national laboratories and other
contractors. On the Russian side, the Program is administered by the Russian Ministry of Atomic
Energy (Minatom) through its nuclear sites, by the regulatory agency Gosatomnadzor, and by
nuclear sites not under Minatom.

To carry out the Program objective, the DOE national laboratories consummate contracts with the
Russian sites to implement agreed MPC&A upgrades. Deciding on what upgrades to perform
depends on a cooperative analysis of site characteristics, materials, and vulnerabilities by joint
US and Russian teams. Once the upgrades are agreed, the DOE laboratories supply technical and
financial support and equipment to the Russian sites. The staff of the Russian sites do the work,
and the US team members monitor the work through some combination—according to contract--
of direct observation and reports, photographs and videotape supplied by the staff of the Russian
sites.

II. MPC&A TASK AREAS

Information in this review covers a selection of topical areas, with a focus on implementation of
the upgrades at the Russian nuclear sites, and on certain national or infrastructure areas:

• Regulatory Development

• Training

• Physical Inventory Taking and Material Balance

• Computerized Material Accounting and Control

• Bar Coding

• Nondestructive Assay Measurements

• Bulk (Weight and Volume) Measurements
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• Tamper-Indicating Devices

• Nuclear Material Pedestrian Portal Monitors

• Access Control

• Building Hardening

• Federal Information System

III. RESULTS

To date, after more than six years of work, significant progress has been achieved in a variety of
ways. For example:

Security improvements are underway on some 750 metric tons of highly enriched
uranium and plutonium at many sites under the supervision of Minatom,
Gosatomnadzor, the Russian Navy, and other Russian entities. Among these are an
ingenious concrete-block delay system for plutonium storage at the Mayak Production
Association and an inventory strategy at the Institute of Physics and Power
Engineering that, by fostering the consolidation of items, reduces the time required to
inventory them.

About 850 kg of HEU have been converted to low-enriched uranium in a project that
is now active at two processing sites;

More than 1000 Russian MPC&A staff have undergone training at the Russian
Methodological and Training Center; and

Hardening of more than 90 transport vehicles has enhanced transport security.

We will illustrate this progress in the paper by describing the MPC&A upgrade work at specific
Russian sites.

IV. DISCUSSION

During its existence, the MPC&A Program has confronted several problems. They include issues
surrounding taxation, exports, travel, assurances, and business practice. Most have been
overcome, but sometimes only after long and sustained effort.

Positive results have been achieved because of the mutual desire of the United States and Russia
to address the need for enhanced nuclear material protection, control and accounting at Russian
nuclear sites. Yet while progress is significant at many sites, much work remains to be done at
others. Achievements also accrue because others contribute to the overall effort. For example,
the European community has played a key role with the US and Russia in supporting the Russian
Methodological and Training Center in Obninsk. Further international cooperation will facilitate
the overall goal.
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SAFEGUARDS TECHNOLOGY RESEARCH AND DEVELOPMENT AT CIAE

QUN YANG
China Institute of Atomic Energy, Beijing, P. R. of China XA0200135

China Institute of Atomic Energy (CIAE) is a multi-disciplinary institute under the leadership of
China National Nuclear Corporation (CNNC). The Laboratory of Technical Research for Nuclear
Safeguards was established at CIAE in 1991 to develop safeguards technology and to provide
technical assistance to competent authorities for nuclear material management and control, which
became one of the key laboratories approved by CNNC in 1993. The main research works for
safeguards at CIAE include: nuclear material control and accounting, facilities license review and
assessment, domestic inspection, NDA and DA analysis, physical protection and technical
training. Research and development of equipment and technique for safeguards has been
continuing at CIAE. A variety of NDA equipment that has different resolution and analysis
capability has been developed. Method of NDA measurement has been investigated for nuclear
material with different characteristics. Mathematics method such as Monte Carlo simulation is
applied in NDA. Advanced destructive analysis (DA) instrument is installed at laboratory of
CIAE, such as TIMS, ICP-MS and electronic chemistry analyzing system. The high accuracy
results of element analysis and isotopic analysis for nuclear material can be obtained. It is
possible to measure the types and quantities of nuclear material in a given area by means of NDA
and DA. Physical protection system has also been developed. It consists of access control and
management, various alarm (including perimeter alarm, intrusion alarms, fire alarms), video and
audio monitors, intercommunication set and central console. The system can meet technical
requirement for safeguards of first rank. Nuclear material accounting is an important aspect of
safeguards research at CIAE. The computer software related to material accounting has been
developed. It is the important task for scientists at CIAE to design and review nuclear accounting
systems in various facilities. For domestic inspection, CIAE is developing necessary elements
such as inspection criteria and procedures, inspection equipment and inspection information
management. CIAE often holds domestic technical training courses to share our experience in
the field of safeguards. At the same time, international cooperation played a very important role.
Many scientists from other countries were invited to give lecture on safeguards. Laboratory also
sent some scientists abroad for academic and technical exchange. Some scientists have received
Agency1 technical training on their areas of interest such as nuclear material accountancy and
physical protection. In addition, CIAE assisted Agency to hold the training courses on physical
protection in March 1998 and June 2000 respectively. In July 1998, Chinese and US scientists
worked together to implement a MPC&A demonstration. The Laboratory of Technical Research
for Nuclear Safeguards of CIAE was chosen as the site. The integrated MPC&A demonstration is
a first project that has brought Chinese and US nuclear scientists together to work for a common
goal. The suite of technologies in this demonstration are illustrative of many safeguards and
monitoring techniques. CIAE has made great achievement on nuclear material accountancy,
physical protection and has developed equipment and technology of NDA and DA. CIAE hope to
made deeper, more concrete and innovative technical solution to the many remaining challenges
on safeguards.
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STATE SYSTEM ACCOUNTING AND CONTROL (SSAC) OF THE REPUBLIC OF
ARMENIA

XA0200136
ASHOT A. KHACHATRYAN
Head of Nuclear Fuel Laboratory, Armenian NPP, Metsamor, Armenia

INTRODUCTION

Nuclear activity of the Republic of Armenia in the area of nuclear energy peaceful use is limited
to operation of Armenian NPP and ISFSI (Independent Spent Fuel Storage Installations) as well
as to import of fresh assemblies from the Russian Federation. This is the reason why the Republic
of Armenia doesn't have such a branchy and complicated State system accounting and control
like Japan, Australia, Canada and others.

Armenian NPP, designed in the early and erected in the mid - seventies, consists of two WWER
- 440 type reactors. Currently unit 2 is operated, whereas Unit 1 is in its extended stand - by
mode,

LEGAL BASIS

Nuclear activity of the Republic of Armenia is based on the following documents:

• Nuclear energy peaceful safe use low of the Republic of Armenia (adopted February,
1999 by the National assembly of the Republic of Armenia);

• The Treaty on non — proliferaion of nuclear weapons;

• Agreement between the Republic of Armenia and the International Atomic Energy agency
for the application of Safeguards in connection with the treaty on non - proliferation of
nuclear weapons (signed in Vienna on 30 September , 1993 and entered into force on 5
may, 1994);

• Statement on nuclear material accounting and control at Armenian NPP.

These documents define obligations, responsibility, plenary powers and interrelations between
ANRA, IAEA and Armenian NPP while ensuring the Safeguards.
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ORGANISATION STRUCTURE OF STATE SYSTEM
ACCOUNTING AND CONTROL

GOVERMENT OF RA

NUCLEAR REGULATORY
AUTHORITY OF RA IAEA

ANPP

FACILITY
OPERATOR

DESCRIPTION OF SSAC

State system accounting and Control in compliance with article 31 of Agreement is based on
area structure of material balance.

For the purpose of achieving the objective set forth in Article 27 of Agreement the material
accounting shall be used as a safeguards measure of fundamental importance with containment
and surveillance as important complementary measures (Article 28).

SSAC designed for implementation of the following two major objectives:

Screening accountancy of physical inventory
conditions at Armenian NPP;

transfers and control of fuel assembly

• Application of IAEA Safeguards in conformance with the Agreement to all nuclear
material available at Armenian NPP.

The first objective is connected with the necessity to ensure safe and efficient use of fuel
assemblies and the second one relates to international obligations of the Republic of Armenia ,
These objectives are reached through recording of parameters characteristic of transfer (data,
coordinate, etc) and condition of each fuel assembly. Accountancy results are issued in the
format of reports (ICR, MBR, PIL) in compliance with Model Code 10 (Fixed Format) and
submitted to IAEA. Recording of parameters takes place in special logs (for each KMP), as well
as in the format of chart diagrams for configuration loading of core, fuel storage pools, unsealed
casks, Dry shielded canister, transfer casks, etc.

Currently, there are two national balance areas in the Republic of Armenia: Armenian NPP
(Facility: AMA -) and ISFSI (Facility: AMC-).
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For Facility AMA - 5 Key Measurement Points:

• KMP - A : Fresh fuel compartment

• KMP - B: Core of reactor No 1

• KMP - C: Fuel storage pool of Unit 1

• KMP - D: Core of reactor No2

• KMP - E: Fuel storage pool of Unit 2.

Nuclear material Flows are also defined:

> KMP 1: Receipt of nuclear material

> KMP 2: Loss and production of nuclear material

> KMP 3: Sending of nuclear material.

Facility AMC- has one KMP: KMP - A and two Flows: KMP 1 (Receipt) and

KMP 2 (Sending).

Nuclear material under Safeguards and liable to accounting - Low Enriched Uranium (LEU) and
Plutonium.

Accounting measuring unit is a fuel assembly.

FACILITY AMA-

Receipt Shipment

f Unit 2 \
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INFORMATION ANALYSIS IN THE STRENGTHENED SAFEGUARDS SYSTEM

Kaluba Chitumbo
International Atomic Energy Agency, Vienna, Austria XA0200137

The changing political framework of the early 1990s revealed the limitations of traditional
Safeguards and led the Member States to strengthen Safeguards. This was done under a two-
pronged approach: while Programme 93 +2 developed the model Additional Protocol
(INFCIRC/540), which would require an expanded declaration, complementary access, and
broader environmental sampling, the Safeguards measures in force under the existing
comprehensive Safeguards Agreements were strengthened through voluntary reporting,
environmental sampling, and enhanced information analysis.

The purpose of both of these initiatives was to broaden the mission of the IAEA to include the
detection of undeclared nuclear material and activities. The effect was to increase
dramatically the amount of information available to the Agency and the challenge was to
develop a method and infrastructure to evaluate all this information.

Since 1992 the Agency has developed a state evaluation process for collecting, organizing,
and analyzing new types of information (open source information, the results of
environmental sampling, commercial satellite imagery) and integrating this information with
the familiar state declared and verification information traditionally collected and evaluated
by the Agency.

This address will describe the components and challenges of information analysis under
strengthened Safeguards, the heart of the state evaluation process.
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A GIS SUPPORT SYSTEM FOR DECLARATION AND VERIFICATION

A. POUCET, S. CONTINI, F. BELLEZZA
European Commission, Joint Research Centre, Institute for Systems Informatics and
Safety (ISIS), Ispra (VA) Italy

The timely detection of a diversion of a significant amount of nuclear material from the civil
cycle represents a complex activity that requires the use of powerful support systems. In this field
the authors developed SIT (Safeguards Inspection Tool), an integrated platform for collecting,
managing and analysing data from a variety of sources to support declarations and verification
activities. Information dealt with is that requested by both INFCIRC/153 and INFCIRC/540
protocols.

SIT is based on a low-cost Geographic Information System platform and extensive use is made of
commercial software to reduce maintenance costs. The system has been developed using
ARCVIEW GIS for Windows NT platforms.

SIT is conceived as an integrator of multimedia information stored into local and remote
databases; efforts have been focused on the automation of several tasks in order to produce a
user-friendly system.

Main characteristics of SIT are:

• Capability to deal with multimedia data, e.g. text, images, video, using user-selected COTS;

• Easy access to external databases, e.g. Oracle, Informix, Sybase, MS-Access, directly from
the site map;

• Selected access to open source information via Internet;

• Capability to easily geo-reference site maps, to generate thematic layers of interest and to
perform spatial analysis;

• Capability of performing aerial and satellite image analysis operations, e.g. rectification,
change detection, feature extraction;

• Capability to easily add and run external models for e.g. material data accounting,
completeness check, air dispersion models, material flow graph generation and to describe
results in graphical form;

• Capability to use a Geo-positioning systems (GPS) with a portable computer.

SIT is at an advanced stage of development and will be very soon interfaced with VERITY, a
powerful Web search engine in order to allow open source information retrieval from
geographical maps.

The paper will describe the main features of SIT and the advantages of using it for declaration
and verification activities; future developments and some sample applications concerning the
additional protocol declaration, the use of GPS and satellite images will also be described.
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IN-FIELD INSPECTION SUPPORT SOFTWARE: A STATUS REPORT ON THE
COMMON INSPECTION ON-SITE SOFTWARE PACKAGE (CIOSP) PROJECT

DIMITRE NOVATCHEV, PAVEL TITOV, BAKHTIIAR SIRADJOV, IOAN VLAD,
XIAOJING
International Atomic Energy Agency, Vienna, Austria

IAEA have invested much thought and effort into developing software that can assist
inspectors during their inspection work. Experience with such applications has been steadily
growing and IAEA have recently commissioned a next-generation software package.

This kind of software accommodates inspection tasks that can vary substantially in function
depending on the type of installation being inspected as well as ensures that the resulting
software package has a wide range of usability and can preclude excessive development of
plant-specific applications.

The Common Inspection Onsite Software Package is being developed in the Department of
Safeguards to address the limitations of the existing software and to expand its coverage of
the inspection process. CIOSP is "common" in that it is aimed at providing support for as
many facilities as possible with the minimum re-configuration. At the same time it has to
cater for varying needs of individual facilities, different instrumentation and verification
methods used. A component-based approach was taken to successfully tackle the challenges
that the development of this software presented.

CIOSP consists of the following major components:

• A framework into which individual plug-ins supporting various inspection activities
can integrate at run-time.

• A central data store containing all facility configuration data and all data collected
during inspections.

• A local data store, which resides on the inspector's computer, where the current
inspection's data is stored.

• A set of services used by all plug-ins (i.e. data transformation, authentication,
replication services etc.).

This architecture allows for incremental development and extension of the software with
plug-ins that support individual inspection activities. The core set of components along with
the framework, the Inventory Verification, Book Examination and Records and Reports
Comparison plug-ins have been developed. The development of the Short Notice Random
Inspection (SNRI) plug-in is planned for this year.

Extensive beta and field testing of the CIOSP software has been performed at several facilities
in Japan and Indonesia. The feedback received has been reflected in the software and the
system is ready to be accepted for inspection use.

The significance of this work cannot be underestimated. It will allow facilities to be supported
by a single automated tool thus streamlining and improving efficiency of inspection activities.
In addition, support for new requirements can be delivered more rapidly.
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SOME TECHNOLOGICAL ASPECTS OF AN EVALUATION AND
VISUALISATION COMPONENT FOR THE SAFEGUARDS INTEGRATED
INFORMATION SYSTEM

A. BELENKI
Lomonosov' Moscow State University (MSU), XA0200140
Moscow, Russian Federation

Y. NISHIWAKI
University of Vienna
Austria

H. MATSUOKA
Japan Atomic Energy Research Institute
Tokyo, Japan

I. FEDOSEEVA
Computing Centre of Russian Academy of Sciences (CCAS),
Moscow, Russian Federation

According to Safeguards strengthening measures which include both Measures under
Comprehensive Safeguards Agreements and Measures under Model Additional Protocol, the
Agency receives much more information than some years before. It makes reasonable to
develop an integrated information system (IIS) because information evaluation and review are
important parts of Safeguards assessments[l]. An integrated information system can include
the following components: information search, primary messages selection, evaluation of
received information, data storage, visualisation and evaluation of State's nuclear programme
(SNP) and elaboration of management decisions. Hereby, IIS is a human-computer system
where all components listed above are implemented.

Within the framework of SNP a human factor plays an important role. SNP has a number of
special properties such as uniqueness, multi-dimensions, subjectivity of its state evaluation,
time variation, incompleteness of its description and the mentioned above human factor [2].

For realistic simulation of SNP development it is necessary to reduce usage of quantitative
methods and apply methods which are closer to perception of the outward things by a human
being. This task requires to convert all available information, both qualitative and
quantitative, into a special format. The format requires methods which are being developed on
the basis of pragmatic, visual and Zadeh's linguistic variables which define corresponding
scales.

A pragmatic scale is defined on a basic metric scale taking into account a particular pragmatic
cut of SNP. In other words pragmatic scale maps a pragmatic cut of the problem which is
important from the point of view of IIS goal. By using pragmatic scales it is possible, for
example, to estimate the speed of development of processes existing within the framework of
SNP.

The visual variable allows to solve the following engineering tasks: input of the expert's
evaluations in the system and interpretations of its output results more effectively than a
linguistic one. Moreover the complexity of algorithms which should be implemented in
software decreases essentially.
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The visual variable, defined on the pragmatic scale, allows to develop graphical user interface
which can be adjusted for a specific expert (see FIG. 1). The interface allows to input
evaluations of an element of SNP on the basis of qualitative and quantitative information
considering individual characteristics of an expert's perception.

Information of different type (numerical, text, images etc.) is available to the Safeguards and
an important task is to structure it the way which will help the Agency experts perform their
assessments the best possible way [3]. Safeguards IIS is oriented on a specific subject area - a
State's nuclear programme. It means that Safeguards IIS should be in correspondence with
recently developed "a physical model" of the nuclear fuel cycle. The physical model contains
refined knowledge about a potential State's nuclear programme. Because of quantitative and
qualitative information has to be processed in IIS it becomes very important to elaborate an
approach of their united processing.

-r beginning advanced nearly ready
term-set

ready

s
set of

pagmatic
variables

V set of
visual variables

FIG. 1. Interrelation of the linguistic and the visual variable

Linguistic descriptions can be used both in IIS input and in its output. Therefore in many
cases it is difficult for the expert to express verbally a precise evaluation the state of the SNP
element. For uniform representation of information the visual variable defined on the
pragmatic scale jointly with Zadeh's linguistic variable and numerical basic variable are being
used. The evaluations of SNP elements which are made by an expert according to available
pieces of information contents are being evaluated in the system. Any piece of information
which relates to SNP can affect the current evaluation of the particular element. The state of
an element is being described by the expert with usage of program interface designed on the
basis of the visual variable. The value of the visual variable is being changed by the IAEA
expert depending on the content of the information received.

m Goldschmidt P. "The IAEA Safeguards system moves into the 21st century".
Supplement to the IAEA Bulletin, vol. 41, no. 4/December 1999.

[2] Albert M.-G. "Databases and Software Tools", IAEA-SR-212/4, International
Seminar on Integrated Information Systems, BOOK OF EXTENDED
SYNOPSES, Vienna, Austria, 10-14 April.

[3] Belenki, A., Fedoseeva, I. "Pragmatic scales in semiotic intelligent systems".
Proceedings of VII All-Russian conference "Neuronal computers and their
applications", ISBN 5-201-09606-9, Moscow, 14-16 of February 2001,
pp. 663-669.
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INFORMATION COLLECTION STRATEGIES TO SUPPORT STRENGTHENED
SAFEGUARDS

L.COSTANTINI XA0200141
International Atomic Energy Agency, Vienna, Austria

J. HILL
Australian Safeguards and Non-proliferation Office, Canberra, Australia

The IAEA Board of Governors approved the implementation of Part 1 of Strengthened
Safeguards in June 1995. Since then, the collection and analysis of information beyond that
provided by States parties and acquired by inspectors under NPT Safeguards Agreements has
been an integral part of IAEA safeguards. The Agency has formally established internal
structures and procedures to facilitate the effective use of open-source and other information
not previously used in safeguards.

Over this period the IAEA Division of Safeguards Information Technology (SGIT) has been
building its collections of electronically held open source information. Some of these
collections are quite nuclear-specific, such as material from the Monterey Institute in
California, and nuclear news collections provided voluntarily by a number of Member States.
Others are completely general news sources. Several of these collections contain many more
reports than could possibly be reviewed, or even skimmed through by a human analyst.

So a need has arisen for computerised search facilities to identify nuclear-relevant items from
those collections. More specifically, the need was for search mechanisms to identify reports
that would be useful to inspectors responsible for preparing State Files and State Evaluations,
and for making the comparisons with declarations needed to identify questions and
inconsistencies.

The Agency has more than one piece of software available to it to help with the searching and
analysis of substantial collections of reports. Search 97 from Verity was chosen for this
particular application because it is very straightforward to use, and it was expected that
personnel from all over the Department of Safeguards would carry out these searches on a
routine basis. The approach whereby special-purpose search mechanisms are designed for use
by a large number of users, who are unfamiliar with the details of the search software, seems
to be unusual if not unique to the Agency.

Search 97 employs a function called Concept retrieval, a technology which enables users to
search for subjects or concepts in documents, rather than individual words or phrases. Search
97 treats specific words and phrases as evidence for the existence of a concept. Search 97
encapsulates its search terms in a component called "TOPIC tree". In designing Topic Trees,
each concept is subdivided in different sub-concepts and be weighted because some words,
phrases or other concepts are more important than others in expressing a concept.

The task began with the use of Search 97 to find reports dealing with each of the proliferation-
relevant fuel-cycle processes. The Agency's Physical Model describes each of the nuclear
fuel-cycle processes that a state with a nuclear weapons program might need, from the mining
and milling of uranium onwards. At each stage the Model identifies "indicators", which are
potential observables that would suggest that a state was undertaking (or envisaged
undertaking) the fuel cycle step in question.
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It is particularly appealing to use Search 97 with the Physical Model, because both require the
presentation of information in a tree-like form, proceeding from the most general information
(for example indicators, or key words, relevant to all uranium enrichment processes) at the top
level of the tree (on the trunk). At the second level of generality (or on the biggest branches of
the tree, coming from the trunk) we would find indicators or key words relevant to major
groups of processes (for example enrichment using UF6, enrichment using UCL4 and
enrichment using uranium metal). And at the lowest level of the tree we find indicators or key
words specific to individual processes such as centrifuge enrichment.

From this point on, derivation of a TOPIC tree diverges from the Physical Model, because a
key word is very different animal from an indicator. Synonyms for key words need to be
introduced, together with conditions governing the return of reports if a key word is not
entirely specific to the process under consideration. Much of this work is done while testing
the tree against real collections. So the initial "top-down" approach becomes more "bottom-
up" in nature. Nonetheless, the Physical Model provides a very useful starting point.

A series of TOPIC trees has been designed and introduced into routine service in the
Department of Safeguards. As well as the processes covered by the Physical Model, these
trees cover certain subject headings in the standard State File structure, and other subjects of
interest to the Department. Quality Assurance procedures have been introduced whereby the
performance of the trees is checked against a "representative" collection of reports, amongst
which the reports dealing with the subjects covered by the trees have been identified in
advance. It is also possible to assess their performance by comparison with search procedures
used by other organisations.

SGIT's mandate is to collect, store, process and disseminate open-source and non-safeguards
information for use in the overall country-by-country evaluation process and for use in other
products, such as ad-hoc reports written at the request of various high level Agency officials.
SGIT uses the above mention TOPIC trees to organize, cull, and finally select relevant open-
source information for State Evaluation Reports.

The expectation is that the State Evaluation Group, comprised of country officers in
Operations Divisions and its support Divisions, will treat the reports returned by the TOPIC
trees as a rough "first cut" from the totality of the open source material available to the
Agency. They would then manually select and use the information they consider being useful
for inclusion their State Evaluation Report.

One of Verity's newest tools, "Knowledge Organizer", uses TOPIC trees to categorize and
store vast bodies of information into directories with like documents. This makes the process
of collecting and disseminating information both more timely and efficient. The Knowledge
Organizer also allows SGIT to extract reports dealing with a particular TOPIC tree subject,
for a particular country, originating within a particular timeframe. Country Officers typically
ask for the most recent reports dealing with countries for which they are responsible.
Knowledge Organiser allows such a service to be provided with minimal effort. It also allows
SGIT to implement a long sought after product, the electronic state file. SGIT was able to
customize the basic Knowledge Organizer feature to develop an electronic state file system.
The electronic state file is essentially an encapsulated set of selected files on a particular
country, categorized and stored into sub-directories based on TOPIC trees that match differing
parts of the of the nuclear fuel cycle. The electronic state file interface allows the State
Evaluation Group to review, search, and select information that will be useful for conducting
the state evaluation report.
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Many states are currently discussing the new additional protocol (INFCIRC/540). This
expanded framework is expected to establish the additional confirmation that there are no
undeclared activities and facilities in that state. The information collected by the IAEA mainly
comes from three different sources: information either provided by the state, collected by the
IAEA, and from open sources. This information can be uncertain, incomplete, imprecise, not
fully reliable, contradictory, etc.

Hence, there is a need for a mathematical framework that provides a basis for handling and
treatment of multidimensional information of varying quality. We use a linguistic assessment
based on fuzzy set theory, as a flexible and realistic approach. The concept of a linguistic
variable serves the purpose of providing a means of approximated characterization of
information that may be imprecise, too complex or ill-defined, for which the traditional
quantitative approach does not give an adequate answer.

In the application of this linguistic assessment approach, a problem arises on how to
aggregate linguistic information. Two different approaches can be followed: (1)
approximation approach using the associated membership function; (2) symbolic approach
acting by the direct computation on labels, where the use of membership function and the
linguistic approximation is unnecessary, which makes computation simple and quick. To
manipulate the linguistic information in this context, we work with aggregation operators for
combining the linguistic non-weighted and weighted values by direct computation on labels,
like the Min-type and Max-type weighted aggregation operators as well as the median
aggregation operator. A case study on the application of these aggregation operators to the
fusion of safeguards relevant information is given.

The IAEA Physical Model of the nuclear fuel cycle can be taken as a systematic and
comprehensive indicator system. It identifies and describes indicators of the existence or
development of a particular process. Each process for carrying out a given step is described
and is characterized in terms of indicators of the existence of that process. The indicators for a
process may be especially designed equipment, dual-use equipment, nuclear and non-nuclear
material, environmental signatures, other observables, technology, training, R&D, etc.
Moreover, the specificity of each indicator has been designated to a given nuclear activity and
is used to determine the strength of an indicator. An indicator that is present only if the
nuclear process exists or is under development, or whose presence is almost always
accompanied by a nuclear activity is a strong indicator of that activity. Conversely, an
indicator that is present for many other reasons, or is associated with many other activities, is
a weak indicator. In between are medium indicators.

Based on the above analysis, we introduce the multi-criteria, multi-expert evaluation
method to get the overall linguistic value of assurance for a given process with consideration
of all indicators related to this process by several experts. This is shown in Table 1, where
E={Ei,..., Ep} represents the experts' activity, 0={0i,..., 9P} represents the importance of each
expert, I={Isi,...Ist, Imiv-Imr, Iwi,...Iwk} represents the indicators related to process A, Ay
denotes the assessment value of the indicator Ii by an expert Ej, and Fs, Fm, Fw represent the
set of strong, medium, weak indicators repectively. W={ws, wm, ww} represents the strength
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of indicators. Di(Fs) (Di(Fm) and Dj(Fw)) means the assessment values of Fs(Fm and Fw) by the
expert E;. Dj(A) means the overall assessment value of Fs, Fm and Fw by the expert Ej under
consideration of the strength of indicators. D(A) means the overall assessment value of D,(A).

As a case study, we assume that the linguistic term evaluation set L for the assessment, the
importance of the experts and the strength of indicators is:

L = {none, very low, low, medium, high, very high, perfect}

The procedure followed can be summarized as follows:

Step 1: Classification of indicators related to a given process A according to the different
strength, i.e., the indicators are divided into three classes, i.e., Fs, Fm, and Fw.

Step 2: Aggregation of the indicators within each class:

- aggregation of Fs: Di(Fs)=Agg s (A sU , As2) i ..., ASP)i)

- aggregation of Fm: Dj(Fm)=Agg m (AmU, Am2ji ..., Amq>i)

- aggregation of Fw: Di(Fw)=Agg w (Awl(i, AW2,i • • •, Awr>i)

where Aggs, Aggm, and Aggw aggregation operators, which are provided with analysis of the
feasibility and the rationality.

Step 3: Aggregation of Fs, Fm, and Fw considering the corresponding strengths:

D;(A)=Agg! (f(ws> Di(Fs)), f(wm, Di(Fm)), f(ww, Dj(Fw)))

where Agg i is analysed and given, f is the corresponding weight transformation function in
different Agg A-

Step 4: Aggregation of several experts' opinions. Steps 1-3 are the procedure to get the
overall assurance degree by each expert. In this step, we consider the group evaluation about
the assurance of process A with consideration of different weight of every expert:

D(A)=Agg E(g(9,, D,(A)), g(92, D2(A)),..., g(6p, DP(A)))

where Agg E is also analysed and given, g is the corresponding weight transformation
function in different Agg E-

An example will be considered for the gaseous diffusion enrichment process.
In conclusion, this method allows the evaluation of multi-criteria, multi-expert information in
safeguards, taking into account the particular nature of the information and the specific
differences among the experts through the aggregation process.
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Table 1. Multi-expert, multi-indicator (classified) evaluation matrix for a process A
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DEVELOPMENT OF THE PHYSICAL MODEL

ZUNQILIU.SAMIRMORSY XA0200143
International Atomic Energy Agency, Vienna, Austria

The Physical Model was developed during Program 93+2 as a technical tool to aid enhanced
information analysis and now is an integrated part of the Department's on-going State evaluation
process. This paper will describe the concept of the Physical Model, including its objectives,
overall structure and the development of indicators with designated strengths, followed by a brief
description of using the Physical Model in implementing the enhanced information analysis. The
work plan for expansion and update of the Physical Model is also presented at the end of the
paper.

The development of the Physical Model is an attempt to identify, describe and characterize every
known process for carrying out each step necessary for the acquisition of weapons-usable
material, i.e., all plausible acquisition paths for highly enriched uranium (HEU) and separated
plutonium (Pu). The overall structure of the Physical Model has a multilevel arrangement. It
includes at the top level all the main steps (technologies) that may be involved in the nuclear fuel
cycle from the source material production up to the acquisition of weapons-usable material, and
then beyond the civilian fuel cycle to the development of nuclear explosive devices
(weaponization). Each step is logically interconnected with the preceding and/or succeeding
steps by nuclear material flows. It contains at its lower levels every known process that is
associated with the fuel cycle activities presented at the top level. For example, uranium
enrichment is broken down into three branches at the second level, i.e., enrichment of UF6, UCU
and U-metal respectively; and then further broken down at the third level into nine processes:
gaseous diffusion, gas centrifuge, aerodynamic, electromagnetic, molecular laser (MLIS), atomic
vapor laser (AVLIS), chemical exchange, ion exchange and plasma. Narratives are presented at
each level, beginning with a general process description then proceeding with detailed
descriptions in the categories of especially-designed or prepared equipment, dual-use equipment,
non-nuclear material, nuclear material, technology/training/R&D, other observables, by-
products/effluents and end products. The most distinguished feature of the Physical Model is to
characterize each technology and process in terms of indicators specifying the existence or
development of the specific technology or process. The specificity of indicators for a given
nuclear technology or process is assessed, based on which relative strength is designated to each
indicator as strong, medium or weak.

The objectives of the development of the Physical Model are three-fold: (i) provide a general and
easily accessible reference for fuel cycle activities; (ii) to provide a model for a State's nuclear
program which would be a subset of the Physical Model and (iii) to provide a simple mapping
function from the indicators to the existence or development of specific nuclear activities. It is
intended to be used as a technical tool in implementing the enhanced information analysis. For
example, it provides a model template to organize the consistency evaluation to justify the
internal consistency of a State's nuclear program. The Physical Model indicators provide a
means to associate a question or inconsistency with a specific nuclear activity. The designated
strength of an indicator provides a reference to assess the proliferation significance of the
question or inconsistency. The indicators and designated strengths will also help determine
clarification or follow-up actions to respond to a given situation. In developing and
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implementing State-level safeguards approaches, the Physical Model will help to characterize a
State's fuel cycle program and assess its potential to acquire weapons-usable materials based on
identification of the acquisition paths at the State level.

Originally issued in eight volumes in October 1998, the need to include Spent Fuel Management,
Intermediate and High Active Waste Management and R&D Activities in Connection with Hot
Cells was recognized. Expansion of the Physical Model was initiated in 1999 with support from
Member States and will be completed by the end of this year. Methodology studies were also
carried out with support of MSSP's, including R&D on the strengths of the Physical Model
indicators when considered in combinations. The Physical Model is anticipated to be subject to
periodic review and update based on technical advances in nuclear fuel cycle activities,
experience gained through its application practice and new requirements for implementing the
strengthened safeguards. Update of the Physical Model is also planned and will be executed in
the near future.
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MOBILE GEONET: ANYWHERE, GLOBAL AND SECURE ACCESS TO YOUR
GEOGRAPHIC ORIENTED INFORMATION

LAURENT DENIZOT XA0200144
EADS Matra Systems & Information, Velizy, France

Today, the mobile technology has set up devices and communication architectures, which
change the way to work and improve efficiency and interactivity.

EADS Matra Systems & Information is involved into these changes and develops a generic
technology, mobile geonet, which brings these new means to improve the link between
people who works together.

Mobile geonet: mobile geonet is a framework to develop mobile applications with a high
security level and geographic capabilities. It is based on fully networked technologies
(intranet/extranet/internet). It uses common mobile devices, enhanced by localisation and
communication add-ons, like GPS, GSM or satellite phones modules.

DB
GEO

ASP

Data & application warehouse: all the information processed and produced by upstream
activities is stored in the DB GEO database system. That can be reports, maps, satellite
images, structured information, points of interest and anything else with an potential
geographic component.

The role of the ASP (Application Service Provider) is to integrate existing applications or
provide new ones. These applications are activated whether server-side, to mine, prepare and
encode data or client-side to decode, present or interact in particular means with the user. The
applications and data are disseminated through an extranet server.

A particular interest of distributing the client applications by the ASP is the deployment cost
on all mobile and fixed terminals, which is very small, because it is automatically downloaded
for each upgrade
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Communication: the communication layer aims delivering applications up to the mobile
device and permits the data exchange between the mobile device and the central data
repository. Different means can be used, GSM network, internet or satellite communications.
The applications are adapted to the available bandwidth, especially when image parts are
downloaded.

Mobility: the mobile device is chosen on the shelf, depending of the requirements of the
application. The computer can be a very small Pocket PC or a typical portable PC. For
instance, GPS modules will allow positioning, navigation through a site or a country. A
modem, GSM or satellite communication module will provide a possible online connection,
obviously with authentication mechanisms, as well as information retrieval, like in an internet
session. The offline mode is also usable, with embedded data and downloaded applications.

All application runs on the web browser of the mobile device, as well as encoding/decoding.

Target applications:
• Military activities
• In-field information assessment, validation, acquisition and verification
• Geography
• Simulation of in-field crisis situations

Company references:

SIR, "Systeme d'Information Regimentaire" for the French army.

HYPERGEO, a European Community Research & Development Program which aims to test
and demonstrate the interest of mobility for tourism applications.
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THE EMERGENCE OF INTERNET-BASED VIRTUAL PRIVATE NETWORKS IN
INTERNATIONAL SAFEGUARDS

HEIDI ANNE SMARTT XA0200145
Sandia National Laboratories, Albuquerque, New Mexico, USA

The costs associated with secure data transmission can be an obstacle to International Safeguards.
Typical communication methods are priced by distance and may include telephone lines, frame
relay, and ISDN. It is therefore costly to communicate globally. The growth of the Internet has
provided an extensive backbone for global communications; however, the Internet does not
provide intrinsic security measures. Combining the Internet with Virtual Private Network
technology, which encrypts and authenticates data, creates a secure and potentially cost-effective
data transmission path, as well as achieving other benefits such as reliability and scalability.
Access to the Internet can be achieved by connecting to a local Internet Service Provider, which
can be preferable to installing a static link between two distant points. The cost-effectiveness of
the Internet-based Virtual Private Network is dependent on such factors as data amount, current
operational costs, and the specifics of the Internet connection, such as user proximity to an
Internet Service Provider or existing access to the Internet.

This paper will introduce Virtual Private Network technology, the benefits of Internet
communication, and the emergence of Internet-based Virtual Private Networks throughout the
International Safeguards community. Specific projects to be discussed include:

• The completed demonstration of secure remote monitoring data transfer via the Internet
between STUK in Helsinki, Finland, and the IAEA in Vienna, Austria

• The demonstration of secure remote access to IAEA resources by traveling inspectors with
Virtual Private Network software loaded on laptops

• The proposed Action Sheets between ABACC/DOE and ARN/DOE, which will provide a
link between Rio de Janeiro and Buenos Aires

• The proposed use at the HIFAR research reactor, located in Australia, to provide remote
monitoring data to the IAEA

• The use of Virtual Private Networks by JRC, Ispra, Italy
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IMAGE INTELLIGENCE ONLINE CONSULTING: A FLEXIBLE AND REMOTE
ACCESS TO STRATEGIC INFORMATION APPLIED TO VERIFICATION OF
DECLARATION

XA0200146

A.F. DE CHASSY, L. DENIZOT
European Aeronautics Defence Space Company, Paris, France

Commercial satellite imagery is giving International Institutions specialized Information
Departments access to a great source of valuable intelligence.

High resolution and multiple sensors have also led to a growing complexity of interpretation
that calls for a greater need of consulting, verification and training in the field in order to
make it eligible as an operational source of verification.

Responding to this need, Fleximage is extending its Image Intelligence (IMINT) training
program to include a fully operational and flexible online consulting and training program.

Image Intelligence (IMINT) Online Program, a new approach to acquiring IMINT expertise,
supported by Internet technologies, and managed by a professional team of experts and
technical staff.
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Thlt (it* H optimltad for th* r«c«nt w«b t«chnotogl«f
> Test yourconfiguraljon

Connexionau ato www/n^-on£ne.com
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1- IMINT ONLINE PROGRAM: TWO NEW SERVICES FOR ACQUIRING
EXPERTISE

Fleximage has developed a virtual learning environment on the Internet for acquiring IMINT
expertise. Called the IMINT Online Program, this dynamic learning environment provides
complete flexibility and personalization of the process for acquiring expertise. The IMINT
online program includes two services: Online Consulting and Online Training.

The Online Consulting service is designed for the technical staff of an organization who are
already operational in the field of image intelligence. Online Consulting enables these staff
members to acquire pertinent expertise online that can be directly applied to their professional
activity, such as IAEA verification tasks.

The Online Training service is designed for the technical staff of an organization who are
relatively new to the field of image intelligence. These staff members need to build expertise
within a formal training program. Online Training is a flexible and structured program for
acquiring IMINT expertise online.

2- IMINT ONLINE PROGRAM: A NEW TECHNOLOGICAL APPROACH

The IMINT virtual Consulting and Training services indicated above are made possible
thanks to the latest in Internet-based technologies including:

• Multimedia CD-ROM

• Internet technologies

• Rich media content (Audio, Video and Flash)

• Application Sharing

• Platform Maintenance Tools

• Secured Connections and Authentication

• Knowledge Database technologies

3- IMINT Online Program: The People who Make it Work

• Specialized Experts in fields relating to IMINT (incomplete list):

o Image analysis

o Remote sensing techniques

o Image processing

o Satellite and airborne imagery

o Intelligence

o Defense and military systems

These experts carry out the tasks of Consultants, Coaches, occasional speakers, and
course content designers.

• Education Specialists
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• Web Masters, Internet Engineers and Developers

• Computer Graphic Artists

• Network Security, Remote Maintenance and Computer System Engineers

• Client Relations and Project Management Professionals

• Key Institutional and Industrial Partners
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IMINT Online Program:

Two New Services for Acquiring Expertise

Online Consulting

Personalized Consulting provided
online by IMINT experts

•S Professional assistance
provided to technical staff for
complex problems

•S Individualized answer to
questions

Privileged access to the IMINT
Knowledge Data Base

S State-of-the-art IMINT
information, data, glossaries

•/ Illustrated Dictionary and
Multimedia Technical Memos

•/ User-friendly research system

Companion Website including:

S Portal to IMINT news,
publications and strategic
information

S Communications Platform
(mail, chat, forum & video-
conferencing)

•S Web Conferences by experts on
a variety of IMINT themes

Online Training

Kick-off Meeting with participants
and coaches

Self-training Modules

S Course contents crafted by
IMINT experts

S Progress and testing traced by
the platform

•f Online on the web

S Offline on multimedia
CD-ROMs

One-to-one Coaching online by
IMINT experts

S Individualized and sustained
interactivity between the expert
and the trainee

S Regular evaluation of progress,
correction of tests

Virtual Communities &
Collaborative Work

S Case studies and project work in
a team environment

S Application sharing

IMINT Knowledge Data Base

Companion Web Site

In this talk, we will demonstrate the operational use of Online consulting and its usefulness
for IAEA specialized staff. Knowledge databases become a real and unvaluable asset for the
organization's need in giving access to expertise in the field of image intelligence, and
consequently to the global information system designed for verification.
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THE USE OF OVERHEAD IMAGERY IN SUPPORT OF THE IAEA MANDATE IN
IRAQ

MARTIN FRANKL XA0200147
International Atomic Energy Agency, Vienna, Austria

Since the beginning of its United Nations Security Council mandate in 1991, the Agency has
used extensively overhead imagery to support, supplement and enhance inspections activities.
Following the suspension of inspection since 16 December 1998 and the availability of new
sources of high resolution satellite imagery, the Action Team has continued to develop its
capabilities in this area, including the development of a multipurpose Geographic Information
System (GIS).

Examples of application of overhead imagery supporting a verification mandate will be
presented.
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THE ACTION TEAM INTEGRATED INFORMATION SYSTEM (ATIIS)

GREGG WHITAKER, MOHAMED AOUN XA0200148
International Atomic Energy Agency, Vienna, Austria

Through out a decade of verification activities in Iraq, the IAEA Iraq Action Team has
developed an extensive information system in order to support inspection activities and the
associated analytical efforts. Original documents, declarations, inspection results, analytical data,
etc. are available through a unique system combining the flexibility of raw data and the
efficiency of structured databases.

Examples of specific tools will be presented.

271



Session 14



XA0200149 IAEA-SM-367/14/01

UTILIZATION OF FLUORESCENT URANIUM X-RAYS AS VERIFICATION
TOOL FOR IRRADIATED CANDU FUEL BUNDLES

IQBAL AHMED1, ROLF DIETER ARLT2, VICTOR IVANOV3 AND KHAWJA GHULAM
QASIM4

[1] Institute for Nuclear Power, Islamabad, Pakistan [2] International Atomic Energy Agency,
Vienna, Austria [3] RITEC Ltd., Riga, Latvia and [4] Karachi Nuclear Power Plant, Karachi,
Pakistan.

The use of fluorescent uranium x-rays for in-situ safeguards verification of irradiated fuel
bundles has always been of interest and on that account remained under active investigation
both at KANUPP (137 MWe CANDU NPP) and elsewhere for several years in the recent
past. The technique had great potential from the viewpoint of doing away with excessively
massive shield/collimator assemblies, characteristic of verification method based on fission
product gamma rays. The development of high-resolution super-grade room temperature
CdZnTe detectors with the required low sensitivity of late has made it possible to monitor
these x-rays superimposed on the high Compton background of fission product gamma rays.

The development of special small volume, hemi-spherical CZT detectors in conjunction with
appropriate charge sensitive pre-amplifiers (Fig. 1) at Riga, Latvia and their testing in-situ on
irradiated CANDU fuel bundles has made it possible not only to optimize the sensitivity of
these detectors but also help develop a scanning mechanism that might hold promise of being
light and easily maneuverable. This revolutionary system, work on which is being separately
pursued at the Agency's head quarters in Vienna, will hopefully make use of true potential of
the miniature room temperature semi-conductor detectors by allowing them to be inserted in
the interstitial positions along the length of the fuel bundles at their storage locations. Besides
the fact that the use of uranium x-rays permits lighter and much less voluminous shield-
collimator assembly, the technique is applicable with equal facility to all fuel bundles
irrespective of their cooling times.

In view of substantial attenuation suffered by the low energy x-rays in the normal scanning
direction with detector facing the bundle end plate, tests were made along the length of fuel
bundles (Fig. 2). In this modified scanning geometry the uranium x-rays had to traverse only
the thin fuel sheath. For the detection they however still had to compete with x-rays
emanating from the tungsten shield-collimator material lying in close proximity on the energy
scale (Fig. 3). The availability of CZT detectors with much improved resolution has made this
possible as mentioned in the fore.
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Fig. 1 Design Features of CdZnTe (SDP311/Z/20S/1) Detector

This paper presents the work undertaken under an IAEA research contract from the view
point of assessment not only of the detectors, but also the shield-collimator assembly for the
required verification of short cooling time fuel bundles. In fulfillment of this objective, this
paper presents results of optimization measurements with respect to collimator aperture and
detector sensitivity. In doing so it identifies future course of work from the viewpoint of
development of a suitable x-ray detector, specifically for the stated purpose of verifying
extremely short cooling time (< 1 month) fuel bundles.

Fig. 2 Test Collimator Loaded In-Situ for Measurements on Irradiated Fuel
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Fig. 3 RESPONSE OF X-RAY DETECTOR TO ONE YEAR OLD FUEL BUNOLE AT STORAGE LOCATION
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ENHANCED FORK DETECTOR FOR PARTIAL DEFECT VERIFICATION OF
BWR FUEL ASSEMBLIES

A. TIITTA, J. HAUTAMAKI XA0200150
VTT Chemical Technology, Espoo, Finland,

M. TARVAINEN
Radiation and Nuclear Safety Authority (STUK), Helsinki, Finland

P. JANSSON, A. HAKANSSON
University of Uppsala, Uppsala, Sweden

K. JANSSON
Swedish Nuclear Power Inspectorate (SKI), Stockholm, Sweden

When the spent fuel becomes difficult to verify, either in a long-term dry storage in Castor
flasks or in the final disposal in a geological repository, a sufficient assurance about each fuel
item must be achieved by physical verification. Partial defect level verification is required for
such a case. According to the IAEA criteria this means that the verification method must be
able to reveal the removal of half or more of the nuclear material or its replacement by
dummies for each fuel item.

For this purpose, the combination of a fork detector with gamma spectrometry has been
studied. This kind of device is called here an Enhanced Fork Detector.

A basic difficulty with the fork detector is that only a limited number of parameters are
measured, whereas the combination of variables leading to one and the same set of
measurable parameters is virtually unlimited. A random error in some parameter in the data
declared by the operator most probably would be detected, but an intelligent falsification of
the data by the operator might pass the verification measurement.

In this study the accuracy of the so-called consistency curve of intact assemblies has been
experimentally established. The consistency curve is defined as the correlation of the 244Cm
neutron signal to a gamma signal representing the burnup. Factors affecting to this
consistency curve and possibilities to make due corrections for these factors have been
studied. The final experimental accuracy of this consistency curve has been compared to the
MCNP and ORIGEN calculations of fuel assemblies of different degree of defect, and the
results have been finally confirmed by a measurement campaign, where a set of BWR reactor
assemblies with missing pins was measured.

A consistency curve with the width of about ±7 % (90 % of the individual measurements hit
within this interval, 5 % hits above and 5 % below this interval) can be achieved with
reasonably careful measurements. A random removal of one third or more of the fuel rods of
one assembly will be unambiguously detected giving a reasonable assurance of detecting a
"partial defect".

Additional information from gamma spectroscopy is important to improve the correctness of
the measure of the burnup for assemblies with cooling times less than about 12 years. For
assemblies with higher cooling times, gamma spectrometry can be used qualitatively to reveal
falsification of the gamma signal by irradiated dummy pins.
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Other important effects affecting the measurement results are the initial enrichment, the
irradiation history (possible off-reactor cycles) and the geometrical configuration of the
missing pins.

If only internal pins are missing, the defect has only a minor effect to the gamma yield, and
the reduction of the neutron signal clearly reveals a defect of about 30 % or greater. If pins of
the outer rows are removed, the added effective distance of the gamma source may
compensate for the reduction of the neutron yield, and the measurement result may hit inside
the error corridor of the consistency curve corresponding to a lower burnup value. This leads
to a possibility of the defect remaining undetected if the operator falsifies the burnup data.

The paper describes the verification method and the performance of the new detector head.
The results confirm the feasibility of the method for partial defect verification of irradiated
LWR fuel assemblies.
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SMOPY A NEW NDA TOOL FOR SAFEGUARDS OF LEU AND MOX SPENT FUEL

A. LEBRUN
Commissariat a FEnergie Atomique, Cadarache, France XA0200151

M. MERELLI, J-L. SZABO
Commissariat a l'Energie Atomique, Saclay, France

M. HUVER
Eurisys Mesures, France

J. ARENAS-CARRASCO
International Atomic Energy Agency, Vienna, Austria

Upon IAEA request, the French support Program to IAEA Safeguards has developed a new
device for control of the irradiated LEU and MOX fuels. The Safeguards Mox Python (SMOPY)
is the achievement of a 4 years R&D program supported by CEA and COGEMA in partnership
with Eurisys Mesures.

The SMOPY system is based on the combination of 2 NDA techniques (passive neutron and
room temperature gamma spectrometry) and on line interpretation tools (automatic gamma
spectrum interpretation, depletion code EVO). Through the measurement managing software, all
this contributes to the fully automatic measurement, interpretation and characterization of any
kind of spent fuel.

The device is transportable (50 kg, 60 cm) and is composed of four parts :

1. the measurement head with one high efficiency fission chamber and a micro room
temperature gamma spectrometric probe,

2. the carrier which carries the measurement head. The carrier bottom fits the racks for accurate
positioning and its top fits operator's fuel moving tool,

3. the portable electronic cabinet which includes both neutron and gamma electronic cards,
4. The portable PC which gets inspectors data, controls the measurement, get measured values,

interprets them and immediately provides the inspector with worthwhile info for appropriate
on the field decisions.
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This underwater picture represents the measurement head with the carrier on the top of fuel racks.

Main features of SMOPY are:

• Discrimination of MOX versus LEU irradiated fuels in any case, (conservative case is one
cycle MOX versus three cycles LEU after short cooling time),

• Full characterization of irradiated LEU (burnup, cooling time, Pu amounts ...),
• Partial Defect Test on LEU fuels.

A first version of SMOPY has been tested in industrial condition during summer 2000. This tests
shown a need of shielding improvement around the gamma detector. A new version has been
build a will be qualified during a new field test and then the system will be ready for routine
operation in IAEA and commercial delivery
After giving details about the system itself, his paper presents the results of the first field test as
well as results gained during laboratory tests.
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PROJECT "ALMAZ" PHASE 1: VERIFICATION OF SPENT FUEL CANNING AT
FAST BREEDER REACTOR BN 350

V. BYTCHKOV, C. LAVENDER, M. APARO, I. KOULIKOV, J. VALLEJO LUNA, A.
KOUDRIACHOV, K. MURAKAMI
International Atomic Energy Agency, Vienna, Austria

The "Almaz" Project, consisting of two distinct phases, is implemented under a trilateral
agreement between Kazakhstan, the USA and the IAEA. The purpose of the project is to pack all
irradiated fuel and blanket assemblies of the BN-350 fast breeder reactor into purpose designed
canisters which are then welded closed, each holding 6 normal1 assemblies or 4 abnormal2

assemblies and to transfer this material to long term dry storage facility. Under this Agreement
the IAEA has the obligation to apply safeguards to the nuclear material during all phases of the
Project.

Phase 1 of the project, namely the discharge of all assemblies from the core, conditioning and
stabilizing of all items and storing in baskets in the spent fuel pond, started in November 1998
and is was completed in June 2001.

In total, 2788 items, consisting of 2537 normal fuel items and 251 abnormal fuel items were
conditioned and canned into 478 canisters in 69 baskets.

The safeguards approach during this project required the use of the latest technologies and the
development of purpose designed NDA equipment and monitoring systems, supported by the US
support programme in conjunction with Los Alamos National Laboratory. Such newly developed
equipment can and will be applied in other facilities.

Aside from the normal safeguards measures at such a facility, specific safeguards activities
included the verification of all core discharges through item identification by underwater camera
and verification of operator declared plutonium content by the use of a Spent Fuel Coincidence
Counter (SFCC), designed and purpose built by Los Alamos National Laboratory. Non fuel items
loaded to the reactor to replace the discharged assemblies were verified as such.

SFCC exploits the unique feature of the fast breeder reactor spent fuel - the neutron emission is
caused by plutonium isotopes only, thus making it possible to use a well established neutron
coincidence counting techniques for quantitative plutonium measurements. SFCC is a collar type
underwater counter containing 20 He3 tubes imbedded in polyethylene and shielded by 7 cm
thickness lead ring to protect the tubes against spent fuel gamma radiation. The data are collected
by a standard neutron coincidence electronics and INCC software. Because direct measurement
of the plutonium isotopic of the spent fuel was not possible the relative plutonium isotopic
abundance determination is based on the ANL validated BN-350 burn up chains code.
Combination of MCNP modeling of various BN-350 assembly types with specially developed
iterative software allowing to harmonize all multiplication correction algorithm parameters for
estimation of the verified assembly plutonium content was validated through comprehensive
calibration exercise at BN-350 with all types of fuel assemblies. Interactive measurement
controlling (IPANIC) software performs all required calculations and guides the user through all
measurement, evaluation and decision making (accepted/rejected) process. The partial defect
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acceptance criterion is formulated as Operator Declared - Inspector Measured plutonium amount
difference shall not exceed 50% with 3 sigma confidence level.

All stabilization and canning activities took place in a hot cell. Safeguards measures included the
use of mtegrated digital surveillance and radiation monitoring systems designed specifically for
this project by Los Alamos National Laboratory to the Agency's requirements. This system, the
Multiple Instrument Measurement System (MIMS), which worked in both attended and
unattended mode, enabled the Inspector to observe what was occurring at all stages and to verify
nuclear material movements and their direction in the hot cell though the use of radiation
monitoring graphs and triggered surveillance images.

In October 2000, the final core assembly was discharged, and in November 2000 the Agency
developed a specific procedure to verify the emptiness of the core of all nuclear material, by
verification of several empty channels in the core.

At all stages of the project, there have been tri-lateral meetings held, both high-level1 policy
meetings, and technical meetings. Co-operation between all parties has been excellent, and the
project has benefited from such timely meetings, were potential future problems were highlighted
and solutions developed and implemented.

1 Normal constituted discrete fuel assemblies.
2 Abnormal constituted discrete fuel assemblies that were leaking or bowed, or non-discrete assemblies, such as cut
assemblies, parts of assemblies and pins.
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IMPACT OF NEUTRON ABSORBERS ON UNDERWATER NEUTRON
COINCIDENCE COUNTER PERFORMANCE

I. KOULIKOV, J. FAGER, YG. LEE XA0200153
International Atomic Energy Agency, Vienna, Austria

G. ECCLESTON, H. MENLOVE
Los Alamos National Laboratory, New Mexico, USA

ABSTRACT

The present status of Underwater Neutron Coincidence Counter (UWCC) in general and
impact of neutron absorbers - mainly boron acid - on the UWCC characteristics and
performance in particular are considered. Formal algorithm for evaluation of the main UWCC
parameters dependence on the boron concentration, and practical issues of UWCC application
in highly borated water are discussed. Comparison of the traditional (modified Fork detector)
and the newly developed versions of UWCC is presented.

SUMMARY

An Underwater Neutron Coincidence Counter (UWCC) has been developed to meet the
requirement for partial defect test of the fresh LWR type MOX fuel assemblies stored
underwater. The original UWCC version was just a modification of the well known Fork
detector, where relatively neutron insensitive fission chambers were substituted by 4 high-
efficient He3 tubes coupled to the coincidence counting electronics (JSR-11 or JSR-12). It
was found during feasibility study experiments and calibration [1,2], that the conventional
multiplication correction "known-alpha" analysis resulting in a simple linear function of the
multiplication corrected doubles versus axial mass density of plutonium 240 effective with
the only calibration constant is capable for quantitative partial defect test plutonium
verification in fresh LWR type MOX fuel assemblies under water. In was experimentally
confirmed also, that unlike to the non-corrected doubles, the "known-alpha" formalism most
adequately - within 3% uncertainty reacts to the diversion scenario, where MOX pins are
simply removed from the verified assembly or substituted by LEU pins. However, neutron
absorbers - boron acid in the pond water and/or poison rods affect even multiplication
corrected doubles.

To optimize the device for intended application a new UWCC version was recently developed
by LANL [3]. New version is much more efficient (contains 8 more sensitive He3 tubes) and
can be configured for both PWR and BWR types assemblies verification. Apart of that the
polyethylene UWCC body was wrapped in cadmium to make it to the extent achievable not
sensitive to boron.

On the other hand new UWCC is more bulky and expensive.

A comprehensive calibration exercise of both UWCC versions [4] was performed in Mol,
Belgium in 1998. Later on new UWCC version in PWR configuration was recalibrated at
LANL with higher linear plutonium density.

It was found, that the new UWCC has about 15 times higher efficiency than the old one, and
is less sensitive to boron concentration, however, not to the extent when the boron influence
can be ignored. For old UWCC the calibration parameter ratio at clean and borated
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(2250ppm) water is 1.51, and for new UWCC it is still 1.37. It was found also, that the
calibration parameter has a saturation tendency at high boron concentrations.

Assuming that in reality:

the pond water either does not contain boron at all, or contains more than 2000 ppm boron,
and

- the calibration constant is about the same for any boron concentration exceeding 2000 ppm,

it would be enough to make the calibration measurements only for clean and highly borated
(>2000ppm) water.

The consistency check of the operator declared boron concentration can be performed through
the detection system die-away time measurements. The die-away time in clean and borated
water is significantly different (120 mcs and 55 mcs for old UWCC, and 80 and 45 mcs for
new UWCC respectively). The die-away time estimation requires two consecutive relatively
long measurements with different coincidence gate length (128 mcs and 64 mcs).

The above approach was successfully used in the field by Euratom inspectors for a number of
MOX PWR type assemblies stored in highly " >2000ppm " borated water [5].

However, other field trials with very high boron concentrations has shown, that the calibration
parameter still depends on the boron concentration and must be further reduced:

UWCC, PWR configuration

1000 1500 2000 2500 3000
Boron, ppm

3500 4000

The formal evaluation of main "UWCC - MOX fuel assembly" parameters (multiplication,
die-away time, efficiency) as functions of boron concentration, performed using the "known-
alpha" formalism relations and raw data of the UWCC calibration measurements has shown,
that the calibration parameter, which is a direct product of the coincidence gate fraction and
squared detection efficiency cannot be kept constant nor for new, neither for old UWCC
versions. It means that the calibration constant (recommended value 24.1 c/s/gPu240eff)
which is valid for boron concentration around 2200 ppm shall be changed in case of
significantly different boron concentration according to the above figure. It should be kept in
mind, however, that this graph is based on very limited experience and should be further
validated. The declared boron concentration independent check could be based on the
mentioned above die-away time measurements or, alternatively, on the multiplication value
which is automatically determined by the "known-alpha" formalism. Again, further
experimental assessments are required.
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Another practical issue is the neutron absorbing rods influence. It was found in one field trial,
that "followers" in PWR assembly in highly borated water change both doubles and singles,
but the "known-alpha" approach completely removes the followers impact. For BWR MOX
assemblies in clean water the poison rods influence is similar to the boron (reduction of the
calibration parameter).
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OBJECTIVES

It is foreseen that partial defect verification needs to be performed for each fuel assembly
arriving at the conditioning facility in an active way, i.e. the measurement needs to prove that
all rods in each assembly are present and that all rods include irradiated nuclear fuel.

BWR PROJECT

The possibility to use passive gamma emission tomography for revealing non-destructively
the rod structure of a spent BWR fuel assembly has been studied within the framework of a
Support Program to the IAEA Safeguards (1). The Swedish Nuclear Power Inspectorate also
supports a similar project. The IAEA task included experimental measurements of irradiated
assemblies using underwater measurement techniques together with computer analysis of the
measured data as well as computer simulation of such measurements. The results obtained
show that rod-level partial defect verification of spent LWR fuel assemblies is feasible using
computed gamma emission tomography.

PWR PROJECT

As a continuation of the BWR project a similar one for PWR assemblies was formulated
including several tasks as testing new detectors to be used in a large array, development of
mathematical algorithms, and testing the underwater tomography system for a large size PWR
assemblies to determine experimentally the sensitivity for detection of missing rods and
replacement cases.

The ultimate goal is to make a prototype tomographic verifier for inspection use.

NEW DETECTION SYSTEM

More recently CdZnTe a room temperature detector material (with higher absorption
coefficients than Nal), is found to be suitable for fabricating the large detector arrays required
for imaging.
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A new system with 3 detectors has been made. An additional detector is used for scanning
background radiation levels. This measurement is used for testing the new system in a spent
fuel environment.

PARAMETERS FOR MEASUREMENT OF PWR ASSEMBLIES

Simulation has been made for the imaging PWR assemblies. A similar sensitivity can be achieved
than obtained for BWR assemblies, but at the price of measuring several times as much views as
necessary for that case. For PWR the number of views necessary is estimated as much as 120,
and due to larger size - the scanned length - is as long as about 400 mm is needed. These mean an
increase of measurement time by a factor of 4 compared to BWR using the same number of
detectors. A large array of detectors is absolutely necessary to obtain an acceptable measurement
time. It is expected ,that using an array of some 100 detectors a measurement time (excluding
assembly manipulations) of a few minutes can be obtained.

ARRANGEMENT

The measurement is made at Ringhals facility unit 4 in Sweden. The measurement fixture is a
fuel stand that holds the assembly during measurement. It is clapped to a fuel lift, gamma
wagon, fixed on the pool wall. The detector head is attached on a fixed position in the middle
of the measurement fixture. The fuel-handling machine is used to transfer the assembly into
the fixture where it can be manually rotated between measurements with a precision of 1
degree. All the hardware used for the fuel handling is operator owned.

THE SCANNING PROCESS

Gamma ray measurement is made on several sides of an irradiated fuel assembly that is
moved to a position for measurement. The scanning procedure is automatic and controlled by
a small computer at each view. A manual rotation is done between successive scanning.
Scanned total length at each view is 306 mm (154 points). One step of scanning is 6 mm,
which means, that each detector measures at every 6 mm. Each point is measured by only one
detector. Measurement time for one point is 2 s. Total number of views is 120 measured
regularly at every 3° degree.

The total scanning time consists of three parts: measurement time, time for movement of the
array, and time for manual rotation. Scanning one side (306 mm) needs 51 steps for the array,
a duration of 306 s for one view. The total time including time for movement is about 5
minutes for each view

By scanning the assembly with regular pattern and at several orientations, a data set that is
obtained are suitable for calculation of a section image, providing an activity map of the
detected gamma radiation in the layer scanned. The image gives a pin-to-pin distribution of
gamma emitter concentration.

RESULTS AND CONCLUSIONS

The calculated section image is an activity map of the selected high-energy gamma radiation.
Visual evaluation as well as automatic image evaluation is possible.
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Passive gamma detection both under wet and dry conditions can provide a sensitivity level of
1 missing rod for BWR assemblies and a sensitivity level of 1-2 missing rods for large PWR
assemblies. Replacement by dummy and by depleted uranium rods could also be detected.

The tomographic method is superior to any other method in the respect that no reference
information is needed. Any assembly can be independently verified on partial defect level
without knowing any declared data.

The results of the measurement will later also be analysed by the Department of Radiation
Science at Uppsala University in Sweden, using an alternative reconstruction algorithm.
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A joint Canadian/Swedish programme in support to the IAEA has developed a non-intrusive, non-
destructive analytical instrument to verify long-cooled fuel in storage ponds. The handheld
instrument, operated above the water surface, consists of an ultraviolet (UV) light transmitting
lens, a UV band-pass filter, a charge-coupled device mounted in a camera head, a computer
system based upon the FC/104-plus format, a liquid crystal display and a wearable liquid crystal
heads-up display. The instrument was developed with specific imaging software to assist in the
operation and verification of the spent fuel. The quantum efficiency of the charge-coupled device
at the peak sensitivity of the detector, 300-nm, is 52%, which is a factor of 6 higher than the
detector used in a previous instrument1.

The measurement objective is to verify that fuel has not been diverted and is radioactive (IAEA
method H). This is achieved by measuring the Cerenkov glow from the spent fuel. The Cerenkov
glow is produced by high-speed charged particles generated by gamma rays that interact with the
water (Compton effect) adjacent to the fuel rods to produce light at very low intensities. Fission
products emit these gamma rays, which is indicative of spent fuel. The verification is currently
done using the Mark We Cerenkov viewing device. However, the IAEA requires a non-intrusive
instrument that is capable of detecting fuel with a burnup of 10,000 MWd/t U and a cooling time
of 40 years. This is beyond the capability of the Mark FVe CVD.

The recently developed digital Cerenkov viewing device was successfully tested at the Central
Interim Storage Facility for Spent Nuclear Fuel (CLAB) on PWR non-fuel and spent fuel, long-
cooled BWR spent fuel and very long-cooled and low burnup Agesta PHWR fuel.

Non-fuel assemblies when surrounded by short-cooled spent fuel appear to emit Cerenkov glow
due to the gamma radiation from the near neighbours travelling into the non-fuel assembly and
interacting with the water to generate Cerenkov glow. Measurements of three non-fuel assemblies
with different design characteristics produced digital images, which confirmed that these
assemblies had characteristics that were different from normal spent fuel. The ability to produce a
false colour image showed that spent fuel assemblies with missing fuel rods (partial defect) could
be readily detected. The digital nature of the image offers the potential of using artificial
intelligence to assist the inspector in fuel verification.

Figure 1 shows a theoretical plot of photon flux as a function of cooling time for a range of
burnups from 2,500 to 50,000 MWd/t U and cooling times from 1 to 40 years. These theoretical
curves were confirmed by quantitative field measurement2 at CLAB. The theoretical photon
fluxes of the target fuel, long-cooled BWR and long-cooled Agesta fuel are shown on these plots.
Both long-cooled fuels were successfully verified. Figure 2 shows the measured digital image of
an Agesta fuel assembly with a burnup of 1,200 MWd/t U and a cooling time of 29 years. The
digital Cerenkov image shows a high contrast image with uniform glow intensity, which is an
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indication of high Cerenkov light collimation. These are distinct characteristics of spent fuel that
identify this assembly as a spent fuel assembly.
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Figure 1: Plots of photon flux as a function of burnup and cooling.

Figure 2: Digital Cerenkov image of Agesta fuel assembly, burnup 1,200 MWd/t U,
cooling time 29 years.
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PREFACE

For holdup measurement in a process glove box (GB) at MOX fuel fabrication facilities, a

technique of neutron coincidence counting has been used with neutron slab detectors positioned

on both sides of the GB. This technique has been applied to a MOX blending GB at aplutonium

conversion facility since 1990. Although the detectors were positioned to measure only the

instruments including more holdup (mainly the blender) at first, it is recently found that such

detectors arrangement is insufficient

for the verification because it causes

the lower response for the area except

the blender such as a cyclone at

higher position and GB floor. To

solve this problem and to improve

material accountancy, it is important

to design the detectors arrangement

so as to flatten the response and

expand measurement area over the

GB. Our goal was to attain the

flatness within 10% deviation.
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W e Calcula ted n u m e r i c a l l y the Solid Figure 1 Optimized detectors arrangement for a MOX blending GB

angle at each point in the GB with 0.1m intervals prior to Monte Carlo method in order to

estimate the response over the GB and optimize the detectors arrangement.

CONCEPTUAL DESIGN

Super Glove Box Assay System (SBAS)[1] detectors (SB AS consists of four detectors.) which

had been developed under the agreement between JNC and DOE (LANL) were adapted. Two

slab detectors routed horizontally were positioned apart on each side of the GB so as to cover

the GB horizontally and scanned the GB vertically from the bottom to the top. The advantage of

this scanning procedure is that there is no horizontal movement of the detectors near the GB

with high radiation dose (especially when the blender is including much MOX inventory) and it

makes it possible to reduce operator's radiation exposure. As a result of the calculation, the

optimized detectors arrangement is shown in Figure 1. A lifting system which allowed the
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detectors to be set at designed positions was manufactured. After carrying out the profile test

for the new system, modified SBAS (.SBAS), using Cf source, we evaluated the performance

based on the comparison of the calculation result with the measurement result.

DESIGN OF GEOMETRICAL DETECTOR ARRANGEMENT

Noticing that the coincidence rate is proportional to the approximate square of the absolute

detector efficiency, the sum of solid angle at each point in GB subtended by the detectors, we

optimized the detectors arrangement through the following steps.

(1) Two detectors on each side of the GB were positioned in symmetry with respect to

both of x and y axes.

(2) Solid angle at a point P in the GB subtended by each detector was calculated by

solving a numerical integration.

(3) To take into account neutrons reflected by the room floor, solid angle at the point P

subtended by mirror image of each detector with respect to the room floor was calculated

and multiplied by a reflection factor /, assuming that the neutrons from the point P are

reflected by the room floor and enter the detector at a constant ratio fr.

(4) Solid angles calculated in the step (2) and (3) were summed up and squared.

(5) The above procedure was repeated at n vertical scanning positions of the detectors.

And then the squared solid angles at the scanning positions were summed up.

After dividing the GB into 0.1m three-dimensional meshes, the above calculation was

performed for all mesh points in the GB varying the detector arrangement.

RESULTS AND DISCUSSION

As a result of the profile test, the

vertical response profile on the

process line, a vertical line passing

through a discharge mechanism, a

blender and a cyclone, is shown in

Figure 2. The vertical response

profile from the GB floor to the

cyclone was fiat within 10%

deviation. And the horizontal

response profile on the GB floor

except for the GB panel and sidewall

was flat within 10% deviation as well.

Figure 2 Comparison between calculated and measured

1 1.5 2 2.5 3
Height from the room floor [m]

Based on the comparison of the Monte Carlo calculation by LANL with our solid angle
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calculation for another detector arrangement, the reflection factor / , was estimated to be 0.8.

However, it seemed to be overestimated according to the comparison of the calculation result

with the profile test result. So the reflection factor fr was adjusted so that the peak height of

calculated vertical response at the lowest detector position (PI) met one of measured response.

It is apparent from Figure 2 that the calculation with the reflection factor adjustment was in

good agreement with the actual response profile.

CONCLUSION

We have designed and developed a new holdup measurement system for the MOX blending

GB based on the numerical solid angle calculation. Our goal of flatness of the detector response

over more expansive area in the GB has been achieved. The good agreement between the

calculated and measured detector responses shows that the numerical calculation can be

available for design of the detector arrangement only if the reflection factor fr is estimated

properly.
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In the framework of the French Support Program for the IAEA Safeguards, the "Institut de
Protection et de Surete Nucleaire" (IPSN), developed an electronic seal called Integrated and
Reusable Electronic Seal (IRES) that enables independent verification by different
inspectorates (IAEA, Euratom, and National Inspectorate)

The seal can be remotely interrogated by radio frequency and integrated to other
Containment/surveillance systems by serial line RS 485. Data are authenticated and the
IRESMAG software manages in the seal reader all functionalities of the seal and records
inspection data compatible with the IAEA's Seal Database. To perform this development,
IPSN relies on industrial partners: SAPHYMO for the general architecture of the seal and the
electronics, THALES for the authentication of data and the security of transmission.

I - THE MAIN FEATURES OF IRES

The main features of the IRES seal are the following
• Interrogation by different inspectorate, allowing independent conclusions.
• Recording of events, including tampering, in a non-volatile memory.
• Authentication of data and enhanced security of the communication between the seal and

the seal reader.
• Remote interrogation by an inspector or/and automatic for unattended systems or remote

monitoring.
• Reusable after erasing the seal memory and replacement of the batteries (these operations

must be performed in a secure maintenance site).

In the light of the results of the feasibility study, prototypes, developed by the SAPHYMO
Company, have been demonstrated, in France, between July and September 1999, with data
remote transmission to Vienna.

II - SEAL TECHNICAL DESCRIPTION

The seal is manufactured as far as possible with existing industrial components, as following:"

Seal enclosure which is a commercially available aluminum enclosure (size 64*98*36 mm),
contains all components of the seal except the seal wire.

Sensor element "Sealing wire" : enables to fit through the containment parts for sealing and
also to attach to the seal enclosure and electronics. It is a special electrical cable containing a
sensitive element able to detect any unauthorized attempt of tampering and which resistivity
varies very slightly in the temperature range of the seal operation. Continuous measurement
of the resistivity corrected by the temperature insures the tamper indication to detect any
unauthorized attempt. This cable was selected to' be easy to fit and resistant, with a diameter
of 2.5 mm (connectors diameter: 4 mm).

The connection to the electronics is performed through a dedicated watertight connector
embedded into the seal enclosure. This connector allows easy connection even with gloves.
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Electronics, records any change in the status of the sealing wire connected and other
tampering events and produces an internal data base containing a list of date and time
stamped events which can be retrieved upon request (by the inspector during inspection or
automated in remote monitoring applications). The database includes also state of health
messages confirming the proper performance of the seal components (self-diagnostics).

The main micro controller manages all the seal functions. It is designed to minimize the
power consumption.

The authentication micro controller hosts the main security functionalities of the seal:

the authentication software DSA elliptic and the private key. The length of the key is 192
bits.

- the software in charge of the security of the data exchange between the reader and the seal
in order to avoid any replay of a command by a malevolent actor. This software is based
on an exchange of a question (containing a random aspect) and response to this question,
between the seal and the reader which share a common secret.

The non volatile memory installed in the seal (EEPROM) has a capacity of 160 Ko which is
sufficient to record more than 1800 events and parameters. Furthermore, the memory stores
parameters such as ID and specific code introduced at the factory and at a maintenance site of
the inspectorate.

The link between the seal and the seal reader: two kinds of link may be used.

The RF Communication link enables the data transfer between seal and the seal reader.
This is performed by radio frequency communication with a frequency of 433 MHz. This
frequency may be customized according to countries regulations in which the seal will be
used. The advantage of this communication mode is to permit the verification of a seal
placed into a glove box. It utilizes a standard protocol. The power consumption is some
mA in communication and less 1 uA in sleeping mode. The information transferred to the
interrogating device is always authenticated between the seal and the seal reader in using
a private/public key system. Moreover, specific software has been implemented to avoid
any replay of a command.

The serial link is a RS 485 standard one and allows to connect up to 32 seals gathered in
a daisy chain. This connector hosts also the external power supply. The connector is
watertight and easy to connect even with gloves. This link uses the same communication
protocol, the same authentication and security systems as the RF link

Practically, there is only one plug devoted to the communication on the seal enclosure; it can
be used for both RF and serial link.

The temperature sensor, located close to the enclosure, detects any sudden variation of
temperature and records those variations. In addition it corrects automatically the measure of
the cable resistivity. The detection of abnormal variation of the temperature will be recorded
before that the other components should be affected.

Batteries, are 3 AA lithium type, in case of stand-alone mode. Batteries are exchangeable
only during the maintenance of the seal. An additional back up battery ensures recording of
events in case of main batteries failure (excepted all other functions).

The seal reader enables the inspector to attach, detach and collect the seal authenticated data
(status and performance) by remote data acquisition. The seal reader consists of a
commercially available laptop computer running a standard operating system Windows NT 4.
A specific customized interface device, which is plugged in the serial port, is needed to
establish the RF link to the seal.
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The management software, called IRESMANAG, is implemented in the seal reader. Seal
data are stored, authenticated, evaluated by the management software, displayed on the screen
with a possibility to print out tables for on-site inspections. Data are stored in a database
compatible with the MS-ACCESS format allowing their easy transfer to IAEA seals database.
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Figure 1: IRES
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Table 1: Synoptic of electronic board
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Measuring methods independent of nuclear material standards for 235U enrichment
measurements have been developed [1-3].

In the present work, a semi-absolute method for estimating the 235U enrichment in uranium
oxide powder cans was investigated by using a miniature, quasi-hemispherical CdZnTe
detector, having rectangular dimensions of 0.3x0.3x0.15 cm.

By exploring the characteristic 185.7 keV y-rays emitted in the decay of 235U, the assay of the
uranium enrichment could be extended and improved. The method could be semi-absolute in
the sense that it avoids the need to provide nuclear material standards, which are required for
the conventional comparator method of assaying.

The 235U enrichment E (atomic percent) and the number of the net measured activity of the
235U y-rays peak at 185.7 keV CR may be put in relation with the sample and the
experimental setup parameters as follows:

t .

K

F t

Of

constant takes into consideration the physical constants of the assayed
sample.
intrinsic full energy peak efficiency of the detector.
total attenuation correction factor (self and container).
fractional solid angle of the source subtended by the detector.
correction factor for counting rate losses caused by counting electronics.
correction factor for y-interference due to photons from uranium isotopes
other than 235U.

To measure the full energy peak efficiency of the detector, its orientation and position relative
to the standard sources used for the measurement must be known. Although there are marks
on the removable probe case indicating the detector location, its exact position and orientation
could not be known.

To overcome this problem, the detector housing was remarked such that all sources are
measured at the same direction relative to that mark. Also, the assayed samples were
measured at large source-to-detector distances relative to the detector dimensions.

Solid angle and attenuation correction factors were calculated using a simplified Monte Carlo
technique [3].
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Measuring setup was optimized in order to minimize electronic losses and background
effects.

The results of 235U enrichment estimation in comparison with fabrication data are listed in
Table 1. A precision of about ±7% was achieved.

The used method could touch important fields relevant to nuclear safeguards' system
verification and nuclear material control at production level.

Table (1). Measurement results of 235U enrichment for uranium oxide
powders in comparison with fabrication data.

Sample#

1

2

3

4

5

E%±(CJ E /E)%

Fabrication Data

4.5168±0.07

2.9857±0.07

1.9664±0.07

0.7209±0.07

0.3206±0.06

E% ±(cE/E)%

Estimated

4.32±6.6

2.863+6.5

1.89+6.5

0.69±6.6

0.298±6.68

D%
Difference

-4.4

-4.11

-3.88

-4.3

-7.05

REFERENCES

[1] D. Clark, T. -F. Wang, W. Romine, W. Buckley, K. E. Raschke, W. E. Parker, W. D.
Ruhter, A. Friensehner, and S. A. Kreek, "Uranium and Plutonium Isotopic Analysis Using
MGA++," 39th INMM Annual Meeting Proceedings, Naples, Florida (1998).

[2] D. Clark, "The CZTU Uranium Concentration Analysis Code," Lawrence Livermore
National Lab., UCRL-JC-131172 (1998).

[3] I. Badawy, A. S. Youssef, SH. El-Kazzaz and W. A. El-Gammal, "Non Destructive Assay
Measurement for the Verification of Uranium Oxide Powders," Accepted for publication in
Nucl. Instr. andMeth. A 101 (2000) 621-628.

\

299



XA0200159 IAEA-SM-367/B/14/03/P
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612 irradiated WWER-440 reactor type spent fuel assemblies are to be packed into the
storage canisters and transferred into the dry storage facility. During first part of the canning
and transfer campaign, which was completed in November 2000, 336 assemblies were loaded
into canisters and transferred into the dry storage modules. Appropriate C/S measures were
applied for maintaining the continuity of knowledge (C-o-K) on assemblies during canning
and transfer process. Prior to loading into the canisters all assemblies were verified for gross
defect test using fork detector (FDET) coupled to the Grand-3 electronics and collect
computer. Apart of that FDET measurement data were analyzed for obtaining additional
safeguards related information including assessment of the partial defect test capability.

The FDET was placed underwater in a pit of the spent fuel pond. Operator moved the
assembly into the fork at 160 cm axial measurement position for minimum 100s measurement
time.

FDET data for every assembly (two neutron and one gross-gamma channels) were evaluated
immediately after the measurement for gross defect test to authorize the loading process. All
336 assemblies were successively verified for gross defect test.

Apart of simple gross defect test FDET provides additional information about cooling time
and burn up.

The cooling time can be roughly estimated from exponential function of the fuel gamma-
activity normalized to the burn up (calibration curve shall be available). The accuracy of
estimation is poor (more than 20%, if no correction for irradiation history is made).
However, when cooling time is long and/or the same for all population, which is the case -
CT = 12 years, the exponent is reduced to the simple proportionality between gamma-reading
and burn up (assuming uniform initial enrichment). The data analysis for 242 verified
assemblies of 3.6% initial enrichment with burn up ranged from 14.3 till 36.7 GWd/tU
showed very good results: the FDET gamma-reading turned out to be proportional to the
operator declared burn up with root mean square (RMS) uncertainty less than 2%., and with
maximum deviation within 7%. This result supports the general opinion, that the operator
declared burn up accuracy for one separate assembly is about 5 - 8 % and for a considerable
number of assemblies it is in average about 2 - 3 % .

The neutron activity is a power function of the burn up after correction for cooling time
(which is meaningless when the cooling time is the same) with power coefficient around 4
(exact value is to be determined from actual measurements), except items of very low burn
up. Assuming, that the neutron activity is a direct measure of the fuel amount, i.e. removal of
a specified number of fuel pins would result in adequate reduction of the neutron count rate,
this power function after calibration can be used for partial defect test. However, the usage of
the operator declared burn up for this purpose is not practical, even if no attempt of deception
is involved, because the operator's knowledge of the verified assembly burn up is usually
worth than 5%. Thus, operator's burn up uncertainty in power 4 results in about 20% one
sigma uncertainty of the neutrons count rate, and the partial defect test criterion for spent fuel
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(three sigma confidence level, that no more than 50% of pins are removed) cannot be
achieved.

In the described favorable case this obstacle can be bypassed, if instead of the operator's
declared burn up inspector uses independently measured gamma-activity, which is, as it was
shown earlier, directly proportional to the burn up. For any complete assembly of the same
initial enrichment (3.6% in our case) and the same cooling time the next relation shall be
valid:

or LnN = A + BLnG.N = a* (BU)Ab,

Coefficients A= - 19.736+/-0.112 and B = 3.992+/-0.003 with Cov(A,B) = - 0.018688 were
determined from the least square procedure (Deming) applied to all 242 measured
assemblies. The quality of the line is very good (r A2 = 0.996), which confirms that the
measured gamma-activity, for this case, is an appropriate measure of the actual burn up. It
worth to mention that quality of the simple ratio G/BU, where BU - is Operator declared burn
up, was rA2 = 0.990. The graph of the neutron to gamma activity ratio is presented on the

If the absolute difference between the measured and "expected from gamma-reading" neutron
count rates plus 3sigma overall uncertainty is less than 50% of the measured value, the partial
defect test criterion can be considered as met. This definition assumes, that gamma-activity
is not sensitive to the fuel pins removal, because of strong self-attenuation in heavy density
fuel. This assumption seems to be feasible, however requires direct experimental
confirmation. Such "proof-of-principal" experiment will be performed in near future within
the framework of the Joint (FIN, BEL, SWE) Support Program Task No A 1071 through
direct measurements of a mock up fresh LWR type MOX fuel assembly, where any number
of pins from any positions can be easily removed.

Application of this so-called "partial defect test" criterion to all 242 assemblies of 3.6%
initial enrichment resulted in:

- 235 assemblies passed the test;

- 7 assemblies gave inconclusive result.

Inconclusive result means, that while the absolute difference is still less than 50%, the
addition of 3 sigma overall uncertainty would exceed the 50% criterion. All 7 "inconclusive"
assemblies were of low burn up, low count rate and, hence - high relative uncertainty. The
count time for low burn up assemblies should be increased. It will be taken into account for
the second part of the campaign It shall be noted ones again that all verified assemblies
passed the gross defect test.

Ln N = -19 .74+ 3.99 Ln G

Fig. 1. Neutron to Gamma activity ratio for 242 Assemblies of 3.6% initial Enrichment
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SOFTWARE TO IMPROVE SPENT FUEL MEASUREMENTS USING THE FDET

P. STAPLES, D. BEDDINGFIELD, J. LESTONE, D. PELOWITZ, J. SPRINKLE
Los Alamos National Laboratory, Safeguards Science and Technology, New Mexico, USA

V. BYTCHKOV, Z. STAROVICH, I. HARIZANOV, J. VELLEJO-LUNA, C. LAVENDER
International Atomic Energy Agency, Vienna, Austria

Vast quantities of spent fuel are available for safeguard measurements, primarily in
Commonwealth of Independent States (CIS) of the former Soviet Union. This spent fuel, much
of which consists of long cooling time material, is going to become less unique in the world
safeguards arena as reprocessing projects or permanent repositories continue to be delayed or
postponed. The long cooling time of many of the spent fuel assemblies in the CIS countries
being prepared for intermediate term storage promotes the possibility of increased accuracy in
spent fuel assays. An important point to consider for the future that could advance safeguards
measurements for re-verification and inspection measurements would be to determine what
safeguards requirements should be imposed upon this "new" class of spent fuel. Improvements
in measurement capability will obviously affect the safeguards requirements. What most
significantly enables this progress in spent fuel measurements is the improvement in computer
processing power and software enhancements leading to user-friendly Graphical User Interfaces
(GUI's). The software used for these projects significantly reduces the IAEA inspector's time
both learning and operating computer and data acquisition systems. While at the same time by
standardizing the spent fuel measurements it is possible to increase reproducibility and reliability
of the measurement data. The inclusion of various analysis algorithms into the operating
environment, which can be performed in real time upon the measurement data, can also lead to
increases in safeguard reliability and improvements in efficiency to plant operations.
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STUDY OF THE MGAU APPLICABILITY TO ACCURATE ISOTOPIC
CHARACTERIZATION OF URANIUM SAMPLES

XA0200161
A.N. BERLIZOV, V.V. TRYSHYN
Scientific Center "Institute for Nuclear Research", National Academy of Sciences of Ukraine,
Kyiv, Ukraine

The applicability of the MGAU technique [1] to accurate isotopic composition determination
of uranium samples has been carefully studied in different measurement conditions with the
help of uranium isotopic standard reference material NBS SRM 969 in the range 0.32-4.5 %
of 35U and 0.004 - 0.036 % of 234U concentration. The Canberra's portable "U-Pu Inspector"
spectrometry system [2] and MGAU V.1.0 software were used in the study.

First of all, properties of statistical distributions of measurement results have been studied for
the uranium samples with different enrichment levels and for the different spectrum
acquisition times. The obtained distributions showed quite a good agreement with a Gaussian
shape except for the low statistics measurement cases, where a significant skewness of the
distributions was observed. This study also revealed quite a significant overestimation of the
measurement uncertainties, which are reported by the MGAU code, compared to those
evaluated on the measured distributions. Particularly, for the 235U and enrichment levels less
than 1.0-1.5 % the overestimation can reach two or more times independently on the duration
of the measurement (see fig. la). While for the 234U case, two different dependencies of the

uncertainty excess upon
times.

234U concentration level were obtained for 100 and 1000 s acquisition

Next, the influence of a number of factors that can cause systematic biases in the measured
isotopic content was studied. The obtained results revealed a noticeable dependence of the
measured 235U enrichment level upon isotopic composition of uranium samples. It appeared in
systematic overestimation of the measured U enrichment, ranging from 2 to 6 % for the
enrichments varying from 4.4 to 0.31 % (see fig.lb). Evaluations showed that this systematic
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FIG. 1. (a) - relative deviation of the measurement uncertainty, reported by the MGAU code, from the
sample standard deviation, evaluated on the measured statistical distributions; (b) - relative systematic
bias of the measured 2S5U enrichment level.

bias could be almost completely explained by the unaccounted contributions of 234U and 238U
isotopes to the intensity of ThKa X-rays.

The carried out evaluations also indicated the possibility of quite a strong dependence of the
measured 235U enrichment level upon presence of 236U macroquantity and 232U microimpurity.
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It can be essential at analysing samples of reprocessed uranium or nuclear fuel, manufactured
with its addition. Noticeable systematic error of the 235U enrichment measurement is also

. 233 r3 235 Tpredicted for the samples containing U in concentrations starting with 10" relative to U.

The systematic underestimation of the measured 234U abundance was also revealed in the
course of the study. It turned out to be of about 23 % for the 234U abundance ranging from
0.005 to 0.036 %. It indicates that, most probably, some problems exist with the internal
efficiency calibration procedures, which are implemented in the MGAU code. This was also
indirectly confirmed by the measurements with a set of uranium dioxide samples with
thicknesses ranging from 0.35 to 4.5 gU/cm2, and also by the measurements in severe
shielding conditions (up to 10 mm of steel), where strong influence of the measurement

234rgeometry on the measured U abundance was found.

235TThe influence of the measurement geometry on the measured U enrichment level was also
revealed. The results of a set of corresponding measurements are shown in fig.2, indicating

that noticeable underestimation
of 235U
possible
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measurement geometries. This
effect can be obviously
explained by the influence of
the true-coincidence summing
of the detector pulses at
registering of correlated y- and
x-rays, emitted in the cascades
of strongly converted y-
transitions of 231Th. The
estimated systematic error due
to this effect is about 1.8 % for
the conditions of the
measurement. It should be
noted that for the X-ray
detectors with a thin input
window the much more

significant influence of the effect is possible due to true coincidences of Ka and LX-rays,
emitted in the cascades of atomic transitions.

Thus, application of the MGAU technique for determination of isotopic composition of
uranium samples with 1 - 2 % and better accuracy along with known applicability limits [3]
requires to take into account a number of additional factors connected to the sample
characteristics and measurement geometry, which can cause noticeable systematic biases of
the measurement results.

U enrichment level, %

FIG. 2. Distribution of WER-1000 fuel pellet enrichment values,
measured at the 0 and 20 mm distances from the detector.

[1] R. Gunnink et al., MGAU: A New Analysis Code for Measuring U-235 Enrichments in
Arbitrary Samples, IAEA Symposium on International Safeguards, Vienna, Austria,
March 8-14, 1994.

[2] J. Verplancke, P. Van Dyck, O. Tench, The U-Pu Inspector System, Proc. Int. MGA
User's Workshop, IRMM Geel, Belgium, October 19-20, 1994, EUR-16163, p. 187.

[3] S. Abousahl et al., Applicability and Limits of the MGAU code for the determination of
the enrichment of uranium samples, Nucl. Instr. and Meth. A 368 (1996) 443.
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ESTIMATION OF THE SELF-ATTENUATION CORRECTION FACTOR FOR
GAMMA RAYS EMISSION FROM NUCLEAR MATERIALS

A. BADAWY, W.A. EL-GAMMAL XA0200162
Department of Nuclear Safeguards and Physical Protection
National Center For Nuclear Safety and Radiation Control (NCNSRC)
Atomic Energy Authority (AEA), Cairo, Egypt

This work presents an investigation of the self-attenuation of gamma-rays emission form
nuclear materials [NMs] for measuring the U-235 enrichment, U-235 mass content and
isotopic composition of NMs by non-destructive assay technique [NDA]. The measurements
then would not need the use of suitable NM Standards which may not be available in many
situations [1].

The self-attenuation correction factor (F) may be estimated by the use of the linear attenuation
factor of the assayed sample, the geometrical configuration of the assay set-up and the
position of the assayed sample relative to the detector. [2,3]

A developed mathematical analysis makes use of specific parameters which affect the
estimation of the self-attenuation of the source-detector system which emits passive gamma-
rays at certain prominent signatures.

The NM is assumed to be a homogeneous source of gamma-rays at a certain distance from the
detector. Figures 1 and 2 show the two configurations of the investigated cases.

A simplified Monte Carlo scheme written in QBasic programming language on a personal
computer has been used for the estimation of the self-attenuation correction factor. The
program simulates the points and directions for an isotropic photon emission source in the
assayed sample for cylindrical sources. For each photon emission, the program checks if it has
arrived at the detector surface or not. In case of arrival, it calculates the distance traveled
through the nuclear material. Then, the self-attenuation correction factor (F) may be estimated
as the total sum of the penetration probabilities for all photons emitted from the source and
fall on the detector - relative to the total number of photons which arrive at the detector
surface without considering any attenuation (Nd). The relation could be given as:

•N d i=l

where

N s is the total number of histories generated inside the sample body,

\xu is the linear attenuation coefficient of the sample at certain photon energy,

t is the distance traveled by the ith photon inside the nuclear material

Pi is the probability that the ith photon falls on the detector surface.

The results of the self-attenuation correction factor estimation for the two studied cases are
presented in Figures 3 and 4. These values are in good agreement with the results obtained by
using the model developed by Parker [3], except for small values of source-to-detector
distances relative to the dimensions of the source and detector.
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It may be concluded that the developed method for the estimation of the self-attenuation
correction factor could allow obtaining accurate estimation of the U-235 enrichment by NDA
technique.

The present work could be applied for NM verification and safeguards purposes - particularly
- when NM Standards are not available.

CYLINDRICAL
~ SAMPLE

CYLINDRICAL
SAMPLE'S.

DETECTOR -r
CYLINDRICAL
-DETECTOR

FIG. 1. The detector views the sample

from one of its circular faces.

FIG. 2. The detector views the sample

from its side.
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DEMONSTRATION OF MEASUREMENT TECHNOLOGIES FOR NEPTUNIUM
AND AMERICIUM VERIFICATION IN REPROCESSING

XA0200163
H. OTTMAR, K. MAYER, A. MORGENSTERN, S. ABOUSAHL
European Commission, Joint Research Centre
Institute for Transuranium Elements, Karlsruhe, Germany

ABSTRACT

Recent discussions on the proliferation potential of neptunium (Np) and americium (Am)
have led the International Atomic Energy Agency to take some actions towards a possible
control of these alternate nuclear materials (ANM). One of the measures currently being
considered for ANM control involves the establishment of methods for "flow sheet
verification" (FSV) to gain assurance that Np and Am are processed as declared, i. e. they are
not separated during reprocessing. While representing mainly a qualitative verification
approach, FSV nonetheless may have to be supported by supplementary measurements for
direct confirmation.

This paper describes measurement technologies applicable to ANM verification in a
reprocessing plant adding minimum efforts and minimum costs to the already existing
safeguards measures for plutonium and uranium. The proposed measurement regime benefits
from the fact that in existing and future large-scale reprocessing plants safeguarding
authorities do/will maintain analytical on-site laboratories equipped with advanced analytical
techniques and instrumentations. It is shown that these existing resources can be
advantageously employed for the additional task of ANM control with only minor
modifications or extensions.

The envisaged measurement techniques for ANM verification are completely based on
straightforward radiometric measurements. The primary tool for the underlying flow sheet
verification measurements is provided by the Hybrid K-Edge Densitometer (HKED), which is
now in use for more than a decade for efficient and timely on-site safeguards measurements in
reprocessing plants. Among the measurement techniques incorporated in this device, namely
K-edge densitometry (KEDG) and X-ray fluorescence (XRF) analysis in the active operating
mode, and high-resolution gamma spectrometry (HRGS) in the passive mode, the techniques
of XRF and HRGS are best suited for the quantification of Np and Am in process samples
taken from key measurements points.

The proposed scheme for ANM verification measurements in a reprocessing plant is shown in Fig. 1.
The two process stations of prime interest are the input accountability tank containing the full input
inventory of all nuclear materials, and the high-level liquid waste (HLLW) stream, into which under
normal plant operating conditions all of the minor actinides including Np and Am should be
quantitatively separated together with the fission products (FP). Samples taken from the input
accountancy tank are routinely analyzed by the HKED for conventional safeguards accountancy
verification of plutonium and uranium. The established measurements for this purpose also allow a
coarse determination of Am from the XRF mode of the HKED. A more precise and accurate Am assay
will be obtained, however, from a HRGS measurement in its passive-operating mode after some minor
instrument modifications.
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FIG 1. Illustration of major reprocessing process steps with proposed scheme of sample measure-tnents for
ANM control.

Practical experiences from the input verification measurements with the HKED suggest that
Np can be hardly detected in the presence of a 1000 to 2000-fold excess of uranium with this
measurement technique. A quantitative determination of Np becomes possible, however, from
a HRGS measurement after a separation of fission products. To this end a simple and efficient
FP separation based on column extraction chromatography has been tested and established.
The adopted procedure is robust and can be easily implemented in a hot cell. The extraction
column with the retained Pu and Np is directly submitted, without further treatment, to a
HRGS measurement for the determination of the Np/Pu ratio, which in combination with the
known Pu concentration from the HKED measurement will yield a fairly accurate account for
the Np content in the input solution.

The quantification of Np and Am concentrations in samples taken from the HLLW stream will be
achieved from a direct XRF measurement performed in the HKED without any prior sample
treatment. The typical concentration levels for both elements in the HLLW are well covered by the
measurement capabilities of the HKED even at the very high gamma radiation background produced
by the complete set of fission products in this waste stream. This has been demonstrated from actual
measurements performed on HLLW-like samples.

Further down the process line along the U-Pu separation and purification steps ANM control
will be easily possible at any stage by means of a simple gamma measurement as currently
practised on the liquid and solid Pu product materials. Actual measurement examples
obtained both from the product and relevant head-end process samples will be presented and
discussed in terms of detection sensitivity and measurement accuracy for the ANM materials.
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MATRIX EFFECT CORRECTIONS FOR THE URANIUM ASSAY WITH A 57Co -153Gd
ISOTOPIC SOURCE-BASED K-EDGE DENSITOMETER
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European Commission, Joint Research Centre XA0200164
Institute for Transuranium Elements, Karlsruhe, Germany

P. MATUSSEK
Forschungszentrum Karlsruhe, Institut fur Kernphysik
Karlsruhe, Germany

A combined K-edge densitometer/235U-enrichment meter known as 'COMPUCEA' is now
successfully used for several years at the Institute for Transuranium Elements (ITU) and by the
Euratom Safeguards Directorate for the determination of the uranium element content and 235U
enrichment in uranium samples III. The device is utilised as stationary equipment at ITU and in
the Euratom On-Site Laboratories at La Hague and Sellafield, and as mobile instrument for in-
field measurements in uranium fuel fabrication plants during inventory verification campaigns.
The actual measurements are performed on samples in liquid form, requiring a prior sample
dissolution for the analysis powder and pellet samples.

The K-edge densitometer in COMPUCEA has been originally equipped with a single isotopic
source (57Co), which in conjunction with a uranium converter foil provided the necessary
radiations on both sides of the uranium K-edge energy at 115.6 keV. This type of radiation source
was recently replaced by a mixed 57Co -153Gd source because of the added advantage of
providing a perfectly linear instrument response as a function of the measured uranium
concentration. The major radiations from this mixed source offer two pairs of gamma rays
(103/122 keV and 97/136 keV), which both bracket the uranium K-edge energy but differ in their
energy difference by about a factor of 2. A total of five COMPUCEA instruments are now
operated with this type of source.

Variations in the matrix composition of the analysed samples represent the main parameter
influencing the accuracy of the uranium element assay with this kind of K-edge densitometry.
The dependence on the sample matrix is related to the energy difference of the photon energies
used for the transmission measurements. The magnitude of a possible measurement bias is
dependent on the magnitude of this energy difference and on the nature of the matrix
composition. The presence of a higher Z element, and the resulting bias effect, can be detected
and corrected for by comparing the instrument response for the two pairs of photon energies.
However, this experimental approach is normally not applicable for minor bias corrections due to
matrix effects caused by density variations of low-Z elements, because the resulting difference
between the measurement results for the two pairs of photon energies is not sensitive enough to
allow a quantitative correction.

The use of the new type of photon source has prompted a detailed experimental study in order to
establish accurate correction factors and/or procedures for reliable bias correction. Two kinds of
matrix effects of practical relevance were studied: the effect of nitric acid used as solvent for the
dissolution of solid uranium samples, and -more important- the impact of varying amounts of
gadolinium occurring in some of the uranium materials to be analysed. High-precision
measurements were carried out on carefully characterised reference solutions offering reasonable
ranges of matrix variation for the influencing parameters to be studied. The aim of the
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experimental program was twofold: first, to establish sensitivity levels for detecting in routine
measurements deviations from a nominal matrix composition, and second, to deduce
experimentally validated correction factors entering into the adopted procedures for bias
correction.

The improvements achieved for the accuracy of the uranium element assay from the K-edge
densitometry measurement also helps to reduce systematic uncertainty components in the 235U
enrichment measurement, which for correct interpretation requires knowledge of the uranium
concentration and of the matrix composition. The respective interrelations will be also discussed
quantitatively in the paper.
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URANIUM ENRICHMENT MEASUREMENTS WITHOUT CALIBRATION USING
GAMMA RAYS ABOVE 100 keV*

WAYNE D. RUHTER, ROBERT G. LANIER, CATHERINE F. HAYDEN
Lawrence Livermore National Laboratory, Analytical and Nuclear Chemistry Division,
Livermore, USA

The verification of UF6 shipping cylinders is an important activity in routine safeguards
inspections. Current measurement methods using either sodium-iodide or high-purity germanium
detectors requires calibrations that are not always appropriate for field measurements, because of
changes in geometry or container wall thickness. The introduction of the MGAU code
demonstrated the usefulness of intrinsically calibrated measurements for inspections. MGAU
uses the 100-keV region of the uranium gamma-ray spectrum. The thick walls of UF6 shipping
cylinders preclude the routine use of MGAU for these measurements.

We have developed a uranium enrichment measurement method for measurements using high-
purity germanium detectors, which do not require calibration and uses uranium gamma rays
above 100 keV. The method uses seven gamma rays from U-235 and U-238 to determine their
relative detection efficiency intrinsically and with an additional gamma ray from U-234 the
relative abundance of these three uranium isotopes. The method uses a function that describes
the basic physical processes that predominately determine the relative detection efficiency curve.
These are the detector efficiency, the absorption by the cylinder wall, and the self-absorption by
the UF6 contents. We will describe this model and its performance on various uranium materials
and detector types.

*Work performed under the auspices of the U.S. Department of Energy by Lawrence Livermore
National Laboratory under Contract W-7405-Eng-48.
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CRITERIA FOR A COMPARATIVE ASSESMENT ON HANDHELD GAMMA-RAY
MEASUREMENT TOOLS

XA0200166
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1} Austrian Research Centres Seibersdorf (ARCS), Radiation Protection, Division for Health
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2) Technische Universitat Graz, Institut fur Technische Physik, Graz, Austria

The radionuclide laboratories at the Austrian Research Centres Seibersdorf are strongly
involved in radiation protection of public and employees as well as in environmental
monitoring with special concern to gamma spectrometric measurements. Hence, field
measurements and therefore the subject of hand-held measurement devices is a topic of main
interest. Taking into consideration, that these hand-held measurement tool are further used in
critical and sensitive operations, as for example by the IAEA Safeguards or by CTBTO On -
Site inspectors, a standard for characterising these gamma measurement tools seems to be
sound as necessary.

The poster presents a set of technical criteria as well as limiting values, which allows an
objective comparison of hand-held measurement devices. The criteria can be divided into
three individual parts: radiometric characteristics, ergonomics and usability in field
operations. The main criteria for testing the radiometry performance of hand-held
measurement devices are sensitivity, efficiency, energy response, energy resolution and
nuclide identification or not identification (if necessary), detection probability, dose rate
indication, uncertainty, etc. The ergonomic test contains as dominating parts handling and
quality of the manual. To evaluate the applicability in field operations different environmental
conditions (e.g. light conditions, temperature range, moisture...) as well as battery lifetime
and weight should be taken into account. These criteria may vary in dependence of the
requirements or limitations given by various external conditions, but still a standard to
evaluate and will give the opportunity to provide an objective comparison.
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AN ESARDA VIEW OF FUTURE IMPLEMENTATION OF SCIENCE AND MODERN
TECHNOLOGY FOR SAFEGUARDS FOLLOWING RECENT ESARDA & INMM
INITIATIVES

SERGIO GUARDINI on behalf of the ESARDA Scientific Co-ordinators
European Commission, Joint Research Centre, Ispra, Italy)

GOTTHARD STEIN
Forschungszentrum Juelich, Germany

The new challenges posed by integrated safeguards, ensuring correctness and completeness
without cost increase, may require that new techniques are employed or existing techniques
modified to cope with the new requirements.

Conscious of this new scenario, ESARDA decided to undertake a thorough review of current
Science and Technology initiatives aimed, in particular, at identifying new techniques not yet
applied in Safeguards that could help in increasing efficiency and effectiveness at no additional
cost. To that purpose ESARDA organized, together with the INMM, a series of workshops on
"Science and Modern Technology for Safeguards" with the aim "to inform the safeguards
community about selected sciences and advanced technologies that are currently available or that
will become available in the next few years and that could be used to support needed advances in
international safeguards" and to "stimulate interchange amongst experts in the various
technologies and in safeguards". Three Workshops have been held, the first in Arona in October
1996, then at Albuquerque, September 1998 and the third in Tokyo, November 2000. In 1998
ESARDA also dedicated an annual meeting, in Helsinki, to the topic, "Modern Verification
Regimes: Similarities, Synergies and Challenges".

The ESARDA Co-ordinators have examined the outcome of these Workshops to establish
whether the aims were achieved, analyzing the status of the development of those techniques and
methods presented that may have an application for Safeguards and suggesting future directions
for the ESARDA activities and for Safeguards R&D.

Following the main format followed by the Workshops, the Co-ordinators' analysis has been
structured along the following areas:

1. "hard" sciences (instruments, C&S);

2. "soft" sciences (data and information treatment, knowledge building);

3. nontechnical (orsocio-political) aspects;

4. the role of the Regional Systems of Accountancy and Control (RSAC) and of the State
Systems of Accountancy and Control (SSAC).

Within these areas, the Co-ordinators have examined whether any technique emerged that could
be applicable in safeguards and which techniques deserve attention from ESARDA for further
analysis in Working Groups or in topical Seminars, Workshops and Symposia

This paper presents the conclusions of these deliberations.

315



IAEA-SM-367/15/03

PARTITIONING AND TRANSMUTATION - TECHNICAL FEASIBILITY,
PROLIFERATION RESISTANCE AND SAFEGUARDABILITY
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The advantages of partitioning and transmutation (P&T) of minor actinides and selected
fission products are largely discussed and described in literature. The advantages of
separation of the long-lived alpha-emitters for the long-term storage of highly radioactive
waste have been highlighted. After separation, these nuclides shall be transmuted by means of
a dedicated reactor or accelerator driven system into shorter-lived fission products that are
less hazardous. This, however, requires the development and implementation of a P&T fuel
cycle, involving chemical separation of the minor actinides and the fabrication of MA
containing fuels or targets. Concepts for P&T fuel cycles have been developed and technical
issues are being addressed in various research programs.

With the recognition of the proliferation potential associated with the minor actinides by the
IAEA, also the proliferation and safeguards aspects need to be addressed. It is important to
raise these points at an early stage of process development, in order to identify potential
problems and to develop appropriate solutions.

The oxide fuels used worldwide in thermal reactor systems for energy production are
reprocessed by aqueous techniques. Therefore these systems, primarily the PUREX process,
are fully developed and implemented commercially. Furthermore, the safeguards approach is
fully implemented in existing facilities, covering uranium and plutonium. Pyroprocess
systems have largely been associated with fast reactors and metallic fuels and their
development has therefore only reached the pilot-scale stage and the feasibility of minor
actinide (MA) separation still needs to be demonstrated. Hydrometallurgical and
pyrochemical reprocessing should however not be considered as competing but rather as
complementary technologies. For instance in a so-called double strata concept (foreseen for
instance in the Japanese OMEGA project), the PUREX process (first stratum) would be
combined with a transmutation cycle (second stratum). Here, the first separation of radiotoxic
elements from the PUREX high-level liquid waste could be achieved by advanced aqueous
partitioning. In the following transmutation cycle, pyroreprocessing should be used, because
of a number of advantages; those are

a higher compactness of equipment and the possibility to form an integrated system between
irradiation and reprocessing facility (reduced transport of nuclear materials and process costs
in general)

higher radiation stability of the salt in the pyrochemical process compared to the organic
solvent in the hydrochemical process offers an important advantage when dealing with highly
active spent MA fuel

compared with aqueous methods, dry reprocessing results in less pure and thus more
proliferation resistant fractions of Pu, Np and Am.

In particular the latter aspect is important in view of the attractiveness of products for
proliferation.

In the paper the different partitioning processes, aqueous and dry, will be briefly described
and analyzed for their strengths and weaknesses in view of safeguards and proliferation.

Furthermore, the advantages and drawbacks of homogeneous and heterogeneous cycles will
be discussed in view of proliferation resistance and safeguardability.
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SYNERGIES ACROSS VERIFICATION REGIMES: NUCLEAR SAFEGUARDS AND
CHEMICAL WEAPONS CONVENTION COMPLIANCE
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ABSTRACT

In the implementation of all arms control agreements, accurate verification is essential. In
setting a course for verifying compliance with a given treaty—whether the NPT or the CWC,
one must make a technical comparison of existing information-gathering capabilities against
the constraints in an agreement. Then it must be decided whether this level of verifiability is
good enough. Generally, the policy standard of "effective verification" includes the ability to
detect significant violations, with high confidence, in sufficient time to respond effectively
with policy adjustments or other responses, as needed. It is at this juncture where verification
approaches have traditionally diverged. Nuclear safeguards requirements have taken one path
while chemical verification methods have pursued another.

However, recent technological advances have brought a number of changes affecting
verification, and lately their pace has been accelerating. First, all verification regimes have
more and better information as a result of new kinds of sensors, imagery, and other
technologies. Second, the verification provisions in agreements have also advanced, to
include on-site inspections, portal monitoring, data exchanges, and a variety of transparency,
confidence-building, and other cooperative measures.

Together these developments translate into a technological overlap of certain institutional
verification measures such as the NPT's safeguards requirements and the IAEA and the
CWC's verification visions and the OPCW.

Hence, a priority of international treaty-implementing organizations is exploring the
development of a synergistic and coordinated approach to WMD policy making that takes
into account existing inter-linkages between nuclear, chemical, and biological weapons
issues. Specific areas of coordination include harmonizing information systems and
information exchanges and the shared application of scientific mechanisms, as well as
collaboration on technological developments. For example, just as cost-effective and readily
applicable technologies can solve the problems faced by the nuclear safeguards community,
these same technologies offer solutions for the CWC safeguards regime. This paper discusses
similarities between nuclear and chemical weapons arms control in terms of verification
methodologies and the potential for shared applications of safeguards technologies.

SUMMARY

In the implementation of all arms control agreements, accurate verification is essential. In
setting a course for verifying compliance with a given treaty—whether the NPT or the CWC,
one must make a technical comparison of existing information-gathering capabilities against
the constraints in an agreement. Then it must be decided whether this level of verifiability is
good enough. Generally, the policy standard of "effective verification" includes the ability to
detect significant violations, with high confidence, in sufficient time to respond effectively
with policy adjustments or other responses, as needed. It is at this juncture where verification
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approaches have traditionally diverged. Nuclear safeguards requirements have taken one path
while chemical verification methods have pursued another.

However, recent technological advances have brought a number of changes affecting
verification, and lately their pace has been accelerating. First, all verification regimes have
more and better information as a result of new kinds of sensors, imagery, and other
technologies. Second, the verification provisions in agreements have also advanced, to
include on-site inspections, portal monitoring, data exchanges, and a variety of transparency,
confidence-building, and other cooperative measures.

Together these developments translate into a technological overlap of certain institutional
verification measures such as the NPT's safeguards requirements and the IAEA and the
CWC's verification visions and the OPCW.

Hence, a priority of international treaty-implementing organizations is exploring the
development of a synergistic and coordinated approach to WMD policy making that takes
into account existing inter-linkages between nuclear, chemical, and biological weapons
issues. These efforts must be focused in order to (1) create awareness at the public,
governmental and intergovernmental levels of the importance of synergies and coordination
between multilateral efforts; (2) survey existing initiatives; (3) foster discussion and
interaction among international institutions, scholars and other relevant stakeholders who can
cooperate to identify and examine opportunities; and (4) identify mechanisms, next steps, and
feasible win-win paths forward for each organization. Specific areas of coordination include
harmonizing information systems and information exchanges and the shared application of
scientific mechanisms, as well as collaboration on technological developments. For example,
just as cost-effective and readily applicable technologies can solve the problems faced by the
nuclear safeguards community, these same technologies offer solutions for the CWC
safeguards regime. This paper discusses similarities between nuclear and chemical weapons
arms control in terms of verification methodologies and the potential for shared applications
of safeguards technologies.

These efforts eventually will result in the promotion of inter-linkages between multilateral
efforts in the areas of (a) harmonization of information systems and information exchanges,
(b) finance, (c) issue management, (d) scientific mechanisms, and (e) synergies for
sustainable development.

The monitoring of treaty implementation follows the legal framework of each treaty and the
experience gained within that framework. Difficulties in implementing specific treaties are
somewhat documented but there is no comparative overview. Many verification groups have
noted that the nature of verification had evolved both as practical experience increased and as
the verification objectives became increasingly diversified. An important lesson is that
verification in each context might benefit from the experience gained and methods used in the
others. As a result, member states must encourage and facilitate the development of
communication channels and other contacts among verification implementing organizations.

The secretariat of the Organization for the Prohibition of Chemical Weapons agrees with the
IAEA statement, provided that the independent status of organizations involved, and their
respective rules on protection of sensitive information, are taken into account. In 1998,
UNIDIR developed a project for a series of seminars with international treaty-implementing
organizations in order to highlight common interests and problems, encourage ratification and
implementation and promote dialogue between practitioners (A/53/187, para. 23).

Implementation was initiated in 1999; to avoid duplicating work, the Department could
collaborate with UNIDIR in this respect.
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NON PROLIFERATION REGIMES UNDERTAKINGS: BENEFITS AND LIMITS OF
SYNERGIES IN VERIFICATION TECHNOLOGIES AND PROCEDURES
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Thirty years ago the NPT was entering into force. Therewith, when a State became party to
the NPT, it had, in accordance with article III. 1 of the Treaty, an undertaking to conclude a
Comprehensive Safeguards agreement with the IAEA and accept safeguards verification on
source or special fissionable material in all peaceful nuclear activities within its territories in
order to verify that such material is not diverted. This multilateral instrument was the
foundation stone of the non-proliferation regime and marked the actual birth of internationally
accepted measures to verify compliance with politically stringent agreements.

Since that time several important multilateral or bilateral instruments on non-proliferation and
disarmament have been negotiated and adopted to curb the development and the acquisition
of Weapons of Mass Destruction (WMD) most of them since the middle of the eighties and
the collapse of the Soviet Union. Amongst the multilateral instruments are the Convention on
the Prohibition of Bacteriological Weapon and Toxin Weapons (1972), the Convention on the
Prohibition of Chemical Weapons (1993), the Comprehensive Test Ban Treaty (1996), the
Strengthening of the IAEA Safeguards and the Additional Protocol (1997), with some still in
negotiation like the Protocol of the Convention on the Prohibition of Bacteriological and
Toxin Weapons, and some on which negotiation is still a wish like the Fissile Material Cut-off
Treaty. Bilateral disarmament agreements between the United States of America and the
Russian Federation such as the INF Treaty, START I and II, the agreements on the
elimination of excess defence nuclear material as well as the Trilateral Initiative with the
IAEA pave the way to nuclear disarmament with the reduction of both the number of nuclear
weapons arsenal and the fissile material inventories.

The politically stringent undertakings of States that have become parties to those agreements
would not be possible without the development and the implementation of adequate
verification. During the last thirty years, multinational or mutual verification has become a
fundamental element in building States' confidence in the agreements and amongst those
States. It gives them the assurance that the agreements are efficient and that all other parties
comply with their obligations. This trend has been confirmed with the discovery of the
cheating of two NPT Parties in the beginning of the nineties. First, the clandestine programme
of weapons of mass destruction in Iraq revealed after the Gulf war and, secondly, the inability
of the IAEA to verify the initial declaration of the DPRK and the discovery of its attempt to
build a clandestine nuclear programme along with a ballistic missile programme. These cheats
have led to the strengthening of the IAEA safeguards, the reinforcement of export controls
and new efforts to curb the proliferation of ballistic missiles.

With the development of verification and monitoring regimes in scope, range and precision,
the international interdependence has grown very rapidly. The verification protocols of these
instruments share a lot of features: procedures, inspection techniques in the field and in the
laboratory, information analyses, and so on. A wide range of techniques is employed which
goes from the simple like exchange of information to more intrusive techniques like
environmental sampling, permanent surveillance, on-site inspection, short notice access, etc...
In the past ten years, the capabilities of verification techniques have been very much
improved. For example, sampling and trace analysis allow to detect minute quantities of
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materials which could show evidence of proscribed activities, satellite imagery can allow to
detect undeclared activities or undercover preparation

But a one hundred percent assurance of compliance is more a political wish than a reality and
is not needed for most of the agreements. Whatever the sophistication of techniques, a small
possibility of non-compliance will always remain, but at a higher cost for the proliferator.
Implementation of sophisticated verification techniques which improve the effectiveness of
the monitoring will be limited by what the States consider to be an attempt to their
sovereignty and by what they recognise as their national security interest. To improve the
overall effectiveness in cost and in kind of monitoring regimes, benefits can be drawn from a
careful examination of the common ground they share and how one regime may benefit from
lessons drawn by the others, taking their scope into account. But, though synergies between
verification regimes would be logical and productive like between the CWC and the IAEA
safeguards or the future protocol of the Bio Convention or like between some aspects of the
CTBT and the IAEA safeguards, it is not politically and technically desirable to go too far in
the merging of verification regimes. Treaties and Agreements must keep their own specificity,
and confidentiality of collected information should remain as a rule. The dream for a global
and universal verification system to deal with all the aspects of Weapons of Mass Destruction,
a kind of "big brother", is both unrealistic and dangerous States Parties have always the
possibility to merge and cue information from various monitoring systems, from outside and
from their national technical means to form their own judgement. Then, elements of this
analysis can be forwarded to international organisation, in a manner consistent with agreed
rules in order to help them to carry out their responsibilities.
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SYNERGIES BETWEEN NONPROLIFERATION REGIMES: A PRAGMATIC
APPROACH
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With the recent progress in establishing international nonproliferation regimes, the question of
synergies between different verification and monitoring regimes is becoming more acute.
Three multilateral and universal nonproliferation organisations covering safeguards on civil
nuclear materials, nuclear testing, and chemical weapons are up and running. A regime on
biological weapons is under negotiation. Several regional organisations concerned with
monitoring nonproliferation commitments in the nuclear field are in place; others are being
established. Past discussions on synergies between these regimes have suffered from being
too far-reaching. These discussions often have not reflected adequately the political
difficulties of cooperation between regimes with different membership, scope and
institutional set-up. This paper takes a pragmatic look at exploiting synergies and identifies
some potential and real overlaps in the work between different verification regimes. It argues
for a bottom-up approach and identifies building blocks for collaboration between verification
regimes. By realising such, more limited potential for cooperation, the ground could be
prepared for exploiting other synergies between these regimes.
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The nuclear non-proliferation regime can be strengthened by the introduction of proliferation-resistant
features at relevant stages of the fuel cycle that would serve as intrinsic technical barriers to
proliferation. These technical barriers can be used to reinforce the existing institutional barriers to
proliferation such as treaty regimes and associated verification arrangements. This has not been a
priority to date, because institutional efforts at containing the spread of sensitive technology have been
largely effective, and because civil nuclear programs involve very little weapons-grade material.
However, the increasing use of plutonium fuels is prompting renewed interest in technical approaches
in support of non-proliferation objectives.

While there is no such thing as a fully proliferation-resistant fuel cycle, numerous concepts have been
put forward by experts of various States with the aim of developing a nuclear fuel cycle with enhanced
resistance to proliferation. At the very least, technical barriers make breakout from the non-
proliferation regime more difficult and time-consuming, thus providing enhanced deterrence and better
opportunities for the international community to intervene.

The manufacture of nuclear weapons requires either pure uranium metal at very high enrichment
levels or pure plutonium metal preferably with a very high proportion of Pu-239. Historically such
material has been produced in facilities designed and operated for this particular purpose. Weapons-
useable materials are very different to those normally produced in civil programs. The strategic value
of the materials involved in the civil fuel cycles can be reduced further by increases in the proliferation
barriers associated with the isotopic composition and chemical form of the material and also with the
radiation hazard associated with the material. These barriers affect the complexity of materials
handling at each step in the fuel cycle, the attractiveness of the material for diversion, and the
processes required to convert diverted material into a weapons-useable form. There are also intrinsic
technical elements of nuclear facilities and equipment that serve to make it difficult to gain access to
materials, or to misuse facilities to obtain weapons-useable materials. The extent to which facilities,
equipment and processes are resistant to the production of weapons-useable materials represents an
important barrier to proliferation, independent from institutional barriers.

Innovative nuclear fuel cycles should be Non-proliferating, Economic, Waste-minimised, and Safe
(NEWS fuel cycles) and these will form the basis of the so-called Generation IV systems for energy
production. Inter alia these concepts should seek to reduce the strategic value of materials involved
and to minimise the opportunities for an undetected diversion. The reactors will include advanced light
water reactors, high temperature gas-cooled reactors, liquid metal and gas-cooled fast reactors, and
possibly molten salt and accelerator driven systems.

For most of these reactor concepts, known safeguards approaches (classical approaches and integrated
approaches that are being currently developed) will be directly applicable. However, we believe, there
will also be some new safeguard-related aspects that will arise with the introduction of these new
reactor/fuel cycles. In this paper we describe some of these new issues related to proliferation resistant
fuel cycles, in particular:

• Alternative nuclear materials, including the partitioning and transmutation of minor
actinides,

• Accelerator driven systems,
• Plutonium recycle without traditional reprocessing,
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• Thorium fuel cycle,
• Plutonium burners using non-fertile plutonium alloy fuel,
• Plutonium recycle in the longer term in advanced LWRs,
• Pyro-metallurgical reprocessing,
• Small reactors deliverable in pre-assembled and pre-fuelled form,

and focus our attention on the safeguardability of the proposed concepts, and to what extent these
systems allow for current and future verification approaches and technologies.
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CAN LIGHT WATER REACTORS BE PROLIFERATION RESISTANT?
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During the last decade several questions were raised concerning the proliferation issues of
Light Water Reactors (LWRs) in comparison with other types of power reactors, particularly
Gas Cooled Reactors (GCRs) and Heavy Water Reactors (HWRs). These questions were
strongly highlighted when the Agreed Framework between the United States and the DPRK
was signed in October 1994 and following the formation of KEDO organization to provide
two LWRs to DPRK in replacement of all its GCRs in its nuclear program1'2. One might
summarize the main questions into three groups, mainly:

1. Can LWRs produce weapon-grade Plutonium (Pu)?

2. Why the LWR type is considered as a better option with regard to non-proliferation
compared to other power reactors - particularly GCR and HWR types?

3. How LWRs could be more resistant to proliferation?

To try to answer these questions, two tables3 are presented containing different numerical
parameters for Pu production capability of the three main reactor types (LWRs, GCRs and
HWRs) of a 400 MWe power reactor unit. Table (1) lists these parameters during normal
operation, while table (2) lists the same parameters during abnormal operation to produce
weapon grade Pu.

Back now to answer the previous questions:

1. CAN LWRS PRODUCE WEAPON-GRADE PU?

As clearly seen from table 2, weapon-grade Pu could be produced in LWR fuel, as in the fuel
of most other power reactor types, by limiting fuel irradiation to two or three months only.
However, such production, though possible, is exceptional. In a recent study4 5% of LWRs
under IAEA safeguards have spent fuel inventory containing limited amount of high-grade
Pu. As listed in table (1) the equilibrium irradiation (burnup) of discharged fuel is in the order
of 33,000 MWD/T. However and due to lower enrichment of initial inventory almost half of
that burnup is produced. In normal situations the discharged initial inventory has a Pu grade
which is less than weapon grade and is unlikely to be used for weapon production.

2. WHY THE LWR TYPE IS CONSIDERED AS A BETTER OPTION FOR NON-
PROLIFERATION?

Referring to table (1), one can conclude that LWRs make less Pu per MWe compared to GCR
(though HWRs make the lowest Pu per MWe). For the same power, LWRs produce the
lowest Pu per year compared to both GCRs and HWRs. The Pu grade of discharged fuel of
LWRs is much less than that of GCRs (though equal to HWRs). Therefore, in normal
commercial operation, LWRs could be considered as a better non-proliferation option
compared to GCRs. In addition, the change of mode of operation to produce weapon-grade Pu
or more Pu quantity would be easier to detect for LWRs than for GCRs. This is mainly due
to the fact that GCRs can be re-fuelled on-load (i.e. while the reactor is in operation), wheres
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LWRs should be shut down first and reactor vessel should be opened, which are easier
indicators to be monitored.

3. HOW LWRS COULD BE MORE RESISTANT TO PROLIFERATION?

Currently there are close to 200 LWRs under the IAEA safeguards regime. Standard
safeguards measures are implemented at these reactors to assure no diversion of declared
nuclear material and peaceful use of these reactors for power production.

Increasing the confidence level in such assurance might be needed on the basis of particular
agreements. The measures to increase the confidence level could be summarized in the
following headings:

i. Non-proliferation commitment (e.g. ratification of comprehensive safeguards
agreements and Additional Protocol, successful completion of verification of
initial inventory, positive safeguards conclusion for the declared nuclear material
and absence of undeclared nuclear material and activities, ..etc).

ii. Application of different safeguards measures (e.g. use of unannounced inspections,
complementary access, remote and environmental monitoring systems, advanced
NDA for spent fuel, verification of irradiated non-fuel items .. .etc.).

iii. Additional specific agreements (e.g. limitation of out of core inventory, delivery of
enriched fuel, restriction of spent fuel reprocessing, ..etc.)

iv. LWR design specifications5 (e.g. related to fuel assemblies, restriction of pin
removals, core, spent fuel pond, control rooms. ..etc.).
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Table (1)

Normal Plutonium Production of a 400 MWe power reactor unit of different types

Reactor Type
Specific Power (MWD/Tu)
Fuel residence time (years)
Discharge fuel irradiation (MWD/T)

LWR(PWR)
37
3
33,000

GCR
2.4
3
3,000

HWR
20
2
8,500
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Pu (Kg) per ton U
Pu (Kg) per MWe
Annual Pu production (Kg)
% Pu grade (Pu fissile / Pu total)

9
0.1
92
70

2
0.26
260
83

4
0.08
168
69

Table (2)

Abnormal Plutonium Production of a 400 MWe power reactor unit to produce weapon
grade Plutonium

Reactor Type
Fuel residence time (days)
Discharge fuel irradiation (MWD/T)
Pu (Kg) per ton U
Annual Pu production (Kg)

LWR (PWR)
80
3,000
1.6
180

GCR
380
800
0.72
200

HWR
50
1,000
0.84
400
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In May 1997, the IAEA Board of Governors adopted the Additional Safeguards Protocol to
improve its ability to detect the undeclared production of fissile material. This new strengthened
safeguards system has opened the door for the IAEA to use of all types of information, including
the potential use of commercial satellite imagery. We have therefore been investigating the
feasibility of strengthening IAEA safeguards using commercial satellite imagery. Based on our
analysis on a number of one-meter resolution IKONOS satellite images of military nuclear
production facilities at nuclear states including Russia, China, India, Pakistan and Israel, we found
that the new high-resolution commercial satellite imagery would play a new and valuable role in
strengthening IAEA safeguards.

Since 1999, images with a resolution of one meter have been available commercially from Space
Imaging's IKONOS satellite. One-meter images from other companies are expected to enter the
market soon. Although still an order of magnitude less capable than military imaging satellites,
the capabilities of these new high- resolution commercial satellites are good enough to detect
and identify the major visible characteristics of nuclear production facilities and sites. Unlike
the classified spy satellite photos limited to few countries, the commercial satellite imagery is
commercially available to anyone who wants to purchase it. Therefore, the new commercial
satellite open a new chance that each state, international organizations, and non-governmental
groups could use the commercial images to play a more proactive role in monitoring the
nuclear activities in related countries and verifying the compliance of non-proliferation
agreements. This could help galvanize support for intensified efforts to slow the pace of
nuclear proliferation.

To produce fissile materials (plutonium and highly enriched uranium) for weapons, a country
would operate dedicated plutonium-production reactors and the associated reprocessing plants
or uranium enrichment plants. These plants would have some characteristic visible features,
which can be seen from lm-resolution satellite images.

For example, from an initial study of these lm-resolution IKONOS images, 1) it is quite
straightforward to identify characteristic features of a dedicated plutonium production reactor
site: a cooling system of cooling towers or other water source, a high narrow stack, a reactor
building, and the security fence; 2)it can reveal identifiable features of a reprocessing plant: a
reprocessing building, and a very high stack (which would be unable to be discerned by the
medium-resolution images); 3) it suggests common characteristics of a uranium-enriched
gaseous diffusion plant (GDP) would include large-area processing buildings; cooling towers
or a nearby river or lake; a nearby fossil-fuel power plant to supply the enrichment complex; and
waste management and disposal facilities at some enrichment sites. However, for smaller scales
such as gas centrifuge plants (CEP) which could be a preferred way for future proliferants,
they will have much less obviously observable characteristic as a GDP have for satellite
images. The identification of a CEP had to rely heavily on other collateral information^) the
one-meter resolution images also show the observable features of a typical heavy water
production plant using GS process: a row of exchange columns, the high tower for discharge
pious H2S gas, and a number of water storage tanks.

Facing this new challenge of widely available high-resolution satellite imagery, some states in
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the future could take deceptions and antisatellite-imaging countermeasures to make their
dedicated nuclear facilities hide such as underground. However, the cost of such clandestine
program would be substantially higher. Moreover, based on the experience of a few known
underground nuclear facilities, there are still some observable characteristic features for high-
resolution satellite imagery, such as the above-ground high stack associated with the
underground reprocessing plant at Israel Dimona nuclear complex is clearly visible in the
IKONOS images. Furthermore, construction of nuclear production facilities not only involves
a great many activities (such as the shipment of various materials), but also takes a long
period of time. So commercial satellites with several days' revisit time and one-meter
resolution would detect these facilities and activities. Finally, once these dedicated nuclear
production facilities are operating, there would be some visible signatures to be detected by
high resolution images, such as the vapor plumes from cooling towers associated with a
plutonium-production reactor can be seen clearly in the IKONOS images.

These case studies show the new high-resolution commercial observation satellite imagery should
be taken as one useful tool but not the standalone tool for strengthening IAEA safeguards.
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With the advent of high resolution optical imagery from commercial earthobservation
satellites, the use of remote sensing data for verification of nuclear non-proliferation
agreements is becoming increasingly attractive. Non-governmental organizations are
routinely publishing high-quality imagery of sensitive nuclear installations round the world,
and international verification authorities, such as the International Atomic Energy Agency
(IAEA) or the Comprehensive Nuclear-Test-Ban Treaty Organization (CTBO), will also want
to make use, directly or indirectly, of this additional open source of information.

Exact location of the sites of underground nuclear explosions is a task eminently suited to
satellite imagery, see for example Thurber et al. [1993], Gupta and Pabian [1998] or Canty
and Schlittenhardt [2001]. Here both moderate resolutions for detecting signals in very large
testing ranges as well as high resolution images for exact interpretation play important roles.

We describe in our paper a particularly sensitive change detection procedure for bitemporal,
multispectral satellite imagery which can be used to locate the spall zone of underground
nuclear explosions with commercial satellite imagery. The method is based on the
multivariate alteration detection (MAD) technique of Nielsen et al. [1998]. Linear
combinations of the spectral channels in two images of the same scene are chosen so as to
minimize their positive correlation. This leads to a series of difference images - the so-called
MAD components — which are mutually orthogonal (uncorrelated) and ordered according to
decreasing variance in their pixel intensities.

Since interesting changes in man-made structures may contribute minimally to the overall
variance (as the latter may be dominated for instance by seasonal vegetation differences) it is
often the case that such changes turn up in a higher order MAD component. This is because
they will be uncorrelated with seasonal vegetation changes, stochastic image noise or other
major contributions to the overall change signal. This in fact is one of the nicest aspects of the
MAD method: It sorts different categories of change into different image components.
Another very important characteristic of the MAD transformation is that it is invariant to
linear transformations of the data. This means that if for example the sensors used for the two
images have different gains, or if atmospheric haze attenuates the reflectance measurement in
one of the images but not in the other, the results of the analysis will be unaffected.

A Bayesian model of the probability distribution of the MAD components intensities is
applied to determine automatically the decision thresholds for change and no change. The
prerequisite image-to-image registration is carried out automatically with the help contour and
corner matching to determine ground control points, followed by nearest-neighbor
resampling. The inclusion of higher resolution panchromatic information into the procedure
without loss of spectral discrimination is accomplished via wavelet fusion with the
multispectral channels. A computer program CDSAT (Change Detection with SATellite
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imagery), which implements a user-friendly graphical environment for performing the various
steps involved, is described briefly.

The technique has been applied successfully to detect the exact position of an underground
nuclear test in Rajasthan in 1998, Canty and Schlittenhardt [2001]. In the present paper we
discuss further results for tests carried out in Lop Nor, China in the 1990's and at the Nevada
test site in the 1980's. Historical LANDSAT TM satellite images are used for change
detection. Results are correlated with seismic and ground truth data and conclusions are
drawn regarding the applicability of wide area change detection to complement seismic
verification of the Comprehensive Test Ban Treaty.
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COMMERCIAL SATELLITE DATA AS SUPPORT TO THE ADDITIONAL
PROTOCOL DECLARATIONS

CAMILLA JONSSON, CHRISTER ANDERSSON XA0200176
Metria, Sweden

OBJECTIVES

The overall objective of the project is to show how commercial satellite data can be used for
safeguard purposes both at SKI and the International Atomic Energy Agency. Furthermore
this project will support IAEA in its process to develop methods to make the best use of
provided information such as digitised maps and satellite images. Finally it will give IAEA a
case study of the usefulness of satellite data for change detection purposes.

BACKGROUND
The protocol calls among others for an extended/complete declaration of all nuclear fuel
cycle-related research and development activities as well as sites where nuclear material is or
was customarily used. The declaration shall include descriptions of all buildings at the sites as
well as maps.

In parallel to the development of the additional protocol IAEA has started to use a variety of
measures/techniques both to verify that declarations are complete and correct but also to be
able to come to the conclusion that a state has no undeclared nuclear material or undeclared
nuclear activities. One such technique is the use of commercial satellite data. The IAEA is
now in the process of evaluating the usefulness and effectiveness of such data for safeguard
purposes. In order to come to a decision on how to use satellite data IAEA is highly
dependant on support from member states which can provide results from case studies etc.

ANALYSIS

This project shall provide SKI with digitised maps and commercial satellite data by the means
of GIS to verify the descriptions provided by two of the nuclear operators. Furthermore those
digital data can be included in the declaration given to IAEA. The overall aim is to enhance
the quality of the Swedish declaration including support to IAEA to develop methods to use
commercial satellite data.

RESULTS

The paper will present experiences and mapping results made during the work.
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REMOTE MONITORING AND ITS IMPLICATION IN KOREA
XA0200177

WAN KI YOON, JONG SOO KIM, JUNG SOO KIM, JIN SOO AN, EUN HO
KWACK
Korea Atomic Energy Research Institute, Taejon, Republic of Korea

Remote monitoring can provide technical advantages such as reductions in inspection
labor hours and exposures in radiation, as well as less intrusiveness to facility operators,
while maintaining continuity of knowledge through timely inspection and cost
effectiveness if it is used properly. But it has also drawbacks such as possible loss of
information surety, and heavy initial investment and transmission cost.

In Korea remote monitoring has been operating as a part of enhanced cooperation1 with
the IAEA to reduce safeguards efforts in PWRs, by the recommendation2 of the working
group of the IAEA and Korea since August 2000. Before then, as a task of Korean
support program one reactor was operating with remote monitoring. At this moment six
reactors are under operation of remote monitoring. And by May 2001 it will be extended
to twelve reactors, all PWRs in Korea. It is implemented to combine existing digital
surveillance and seals with connection of transmission lines, based on assumption
without much additional cost that the member state can bear. Remote monitoring
becomes a backbone of safeguards implementation to the IAEA and Korea safeguards as
a solution to seek more efficient and effective ways of safeguards implementation on
PWRs, where the Korea assumes routine inspections, while the IAEA takes PIV and
random inspections. Enhanced cooperation is based on share of data and transfer
through remote monitoring.

Field trials show that there are some difficulties in hardware and cost. Hardware failures
are being fixed. And As regards transmission cost, there are two methods considered
such as introduction of a new technology, VPN (Virtual Private Network), and data
amount reduction. VPN that uses public networks may be an ultimate solution in the
point of cost reduction that may needs more tests. It is under development as a test of
Korean support program. Another approach is to elongate PTI (Picture Taking Interval)
of surveillance camera within allowance of safeguards criteria that can reduce cost
burden. It is under discussion with the IAEA.

The IAEA is considering softening timeliness goal, and containment and surveillance of
insensitive facilities such as LWRS without MOX from three months to one year, and
from permanent to nothing. The current requirement is based on the possible existence
of an undeclared fuel cycle with consideration of conversion time. There exist different
views on changes of timeliness goal, and containment and surveillance in Integrated
Safeguards that they may be moving fast not to consider the current situation., even
though it is not yet decided which direction it will head for. Cost freeze is one of major
causes to change the timeliness goal and status of surveillance, due to current resource
limitations. In this transitional situation, it may be a good approach to compromise
between current and future schemes in efforts to streamline inspection efforts of the
IAEA and Korea by maximizing to utilize existing expensive surveillance and
containment. Rather than remove existing digital cameras and seals, which are remote
monitoring ready, it would be better to leave them in place and use effectively as a tool
to reduce safeguards efforts. This scheme may be used with or without modification
depending on situation, even after the Integrated Safeguards is implemented. It is
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expected that remote monitoring will play a crucial role in safeguards inspection
implementation, in which its data and transfer shares are a principal foundation for
Enhanced Cooperation between the IAEA and Korea.
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PRACTICAL ASPECTS OF IMPLEMENTING RMS AT SWISS FACILITIES

U. MEYER, B. WIELAND
Swiss Federal Office of Energy, Bern, Switzerland AMU«:UU i / o

Remote Monitoring System (RMS) is viewed as a tool to complement the traditional
Safeguards Agreements as defined in INFCIRC/153 [1] and provides an optimal approach to
the changing requirements of advanced Safeguards techniques. The objectives of RMS are
manifold; among cost savings, one main objective is to decrease the overall inspection rate at
facilities.

Switzerland is a test country for the IAEA and plays a leading role in the application and
development of RMS. In view of the Safeguards approach as applied in Switzerland [2], RMS
units have been installed and commissioned at all light water reactors (LWR) and storage
facilities. The present paper provides an overview of practical aspects, which were
experienced in contiguity with the commissioning, and the application of RMS.

Technical problems encountered during the commissioning period include the use of neutron
sensitive cameras, ISDN communication line, and configuration systems. Implemented
remedies include the use of radiation resistant cameras, improvements in digital
communication systems, and improvements in hardware. As a result, the overall RMS unit
failure rate has decreased to one in six months.

The technical problems identified above, associated with organisational and administrative
problems, led to a long commissioning period (over one year) and to significant delays in
implementing RMS in Switzerland. To date, no facility has officially been authorised to use
RMS, even though it has been exceptionally used in one case where MIV cameras had failed.

The Swiss Federal Office of Energy anticipates that incorporating RMS into Safeguards
approach, as suggested by the IAEA [3, 4], will lead to an optimisation and a decrease in the
number of IAEA inspections in Switzerland. Furthermore, it shall account for the trend of
increasing IAEA activities due to the increased number of transport containers being
transferred to a storage facility and the future implementation of the Additional Protocol.
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DESIGNING REMOTE MONITORING SYSTEMS FOR LONG TERM
MAINTENANCE AND RELIABILITY

G. E. DAVIS, G. L. JOHNSON, F. D. SCHRADER, M. A.STONE, E. F. WILSON
Lawrence Livermore National Laboratory, Livermore, California, USA

As part of the effort to modernize safeguards equipment, the IAEA is continuing to acquire and
install equipment for upgrading obsolete surveillance systems with digital technology; and
providing remote-monitoring capabilities where and when economically justified. Remote
monitoring is expected to reduce inspection effort, particularly at storage facilities and reactor
sites. Remote monitoring technology will not only involve surveillance, but will also include
seals, sensors, and other unattended measurement equipment.

LLNL's experience with the Argus Security System offers lessons for the design, deployment,
and maintenance of remote monitoring systems. Argus is an integrated security system for
protection of high-consequence U.S. Government assets, including nuclear materials. Argus
provides secure transmission of sensor data, administrative data, and video information to support
intrusion detection and access control functions. LLNL developed and deployed the Argus
system on its own site in 1988. Since that time LLNL has installed, maintained, and upgraded
Argus systems at several Department of Energy and Department of Defense sites in the US as
well as at the original LLNL site. Argus has provided high levels of reliability and integrity, as
well as reducing overall lifecycle cost through incremental improvements to hardware and
software. This philosophy permits expansion of functional capability, hardware upgrade and
software upgrade without system outages and with minimum outage of local functions.

This presentation will describe Argus design strategies and lessons learned from the Argus
program as they apply to the design, development, and maintenance of a remote monitoring
network.

Hardware failures, software failures, and communication outages are expected and must be
addressed by astute selection of system architecture. A combination of redundancy, diversity, and
effective functional allocation between field and system level components should allow the
system to tolerate component failures and communication interruptions. To the extent practical,
field functions should continue to operate given communications interruptions or failure of
central computers. Complete system functionality and history must be restored quickly after
communications or central computer functions are restored. The needs for redundant functions to
tolerate hardware failure and diverse functions to tolerate common cause (e.g., software errors)
failures should be carefully evaluated and addressed in the system design.

Fundamental changes to communications backbone are expensive. Careful initial design of this
feature is important to minimize the cost and system upset of future upgrades. The design should
incorporate performance margin to support future functional enhancements and support open
communications protocols that allow new types of equipment to be added to the system without
significant changes.

Any long-lived system will continually evolve. Therefore, hardware and software design must
provide enhancement of capabilities and backward compatibility. Consideration of future system
directions in design allows the system to evolve gracefully over time. Doing this requires a good
understanding of customer needs and wishes feeding and a strategic plan for system evolution.
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With this approach, significant enhancements in functionality and migration away from obsolete
equipment can happen with out the need for major system outages.

Upgrade of field units must be fast, simple, and secure. Storage of field software as firmware
provides a high level of software security and allows "drop-in" software upgrade.

Argus software was designed with ease of modification and upgrade in mind. The product uses
Ada for most of the software, taking advantage of its packaging and exception handling
capability for effective organization of the software. Recent software has been developed using
C++ and object-oriented design techniques to improve maintainability.

Secure communications does not necessarily require secure communications systems.
Encryption and tamper detection features can assure a high level of data integrity over non-secure
communications system. Security features must be readily upgradable to allow improvement as
the threats and the defenses become more sophisticated. A combination of hardware and
software features can assure a high level of data integrity while supporting frequent enhancement.

The overall Argus system continues to support the capability for incremental modernization
without complete system replacement since its initial installation in 1988. Several sites have
upgraded host computers, field processors, console computers and other significant system
components. The system software is now in its 22nd major release, with new functionality
included with each release. Argus continues to be a robust security system, and the development
team continues work on further modernization of software and system components.
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USING LIMNOLOGICAL AND OPTICAL KNOWLEDGE TO DETECT DISCHARGES
FROM NUCLEAR FACILITIES - POTENTIAL APPLICATION OF SATELLITE
IMAGERY FOR INTERNATIONAL SAFEGUARDS
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P. BAINES
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Previous work carried out under the Canadian Safeguards Support Program, has shown that
thermal imagery from the American Landsat satellites could be used to detect the cooling water
discharges, and could therefore be used to verify the operational status of nuclear facilities. In
some images, thermal plumes could be easily detected in single band imagery with no
mathematical manipulation and little image enhancement because there was a very strong thermal
contrast between the effluent and the receiving water. However, for certain situations such as
discharges into well mixed conditions (cold water and violent tides) the thermal plume may be
more subtle. We show here that the visible bands of Landsat and IKONOS images often contain
additional information, and that the thermal signature of a discharge from a nuclear facility is not
the only signal available to describe its operation.

This paper introduces some important hydrological phenomena that govern the biological and
physical organization of water bodies, and discusses some basic concepts of marine and aquatic
optics that are relevant to the safeguards problem. Using image analysis techniques that have
been used widely in ocean optics work and in applications in the mapping and monitoring of
water quality, we have re-analyzed data that were obtained under a joint project between various
Canadian government departments. We present a preliminary examination of imagery from both
satellite multispectral and aircraft hyperspectral sensors, and discuss methods to extract
information that could be useful in the detection and verification of declared or undeclared
nuclear activities. In one example of an IKONOS image of the Canadian Bruce Nuclear
Generating Facility, simple enhancement techniques failed to find any plume other than a small
jet visible in the surface wave field. With knowledge of limnology, oceanography and aquatic
optics, we have been able to separate and remove the surface reflection, and detect a large plume
of slightly less turbid water emanating from the facility.

Results from other examples, if available in time for the symposium, along with
recommendations for additional work that could have potential applications for international
safeguards are also presented.
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Left: A natural color image of the Bruce Nuclear Generating Facility, acquired by IKONOS on
November 11, 1999. The yellow circles indicate the position of discharge points There is a
small surface effect at Bruce B and hints of a plume but it is difficult to see. The pattern of the
waves visible in the original data shows clearly that the wind is blowing from the north.

Right: The same image after removing the sun. glint of the surface waves, and enhancement A
large plume is seen flowing south of Bruce B and curling into the small bays. The slightly less
turbid water along the coast between A and B maybe a smaller plume originating at Bruce A
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SATELLITE IMAGERY AND THE DEPARTMENT OF SAFEGUARDS

K. CHITUMBO, J. BUNNEY, G. LEVE, S. ROBB XA0200181
International Atomic Energy Agency, Vienna, Austria

The presentation examines some of the challenges the Satellite Imagery and Analysis
Laboratory (SIAL) is facing in supporting Strengthened Safeguards. It focuses on the
analytical process, starting with specifying initial tasking and continuing through to end
products that are a direct result of in-house analysis. In addition it also evaluates the
advantages and disadvantages of SIAL's mission and introduces external forces that the
agency must consider, but cannot itself, predict or control.

Although SIAL's contribution to tasks relating to Article 2a(iii) of the Additional Protocol are
known and are presently of great benefit to operations areas, this is only one aspect of its
work. SIAL's ability to identify and analyze historical satellite imagery data has the
advantage of permitting operations to take a more in depth view of a particular area of
interest's (AOI) development, and thus may permit operations to confirm or refute specific
assertions relating to the AOFs function or abilities. These assertions may originate in-house
or may be open source reports the agency feels it is obligated to explore.

SIAL's mission is unique in the world of imagery analysis. Its aim is to support all operations
areas equally and in doing so it must maintain global focus. The task is tremendous, but the
resultant coverage and concentration of unique expertise will allow SIAL to develop and
provide operations with datasets that can be exploited in standalone mode or be incorporated
into new cutting edge tools to be developed in SGIT.

At present SIAL relies on two remote sensors, IK.ONOS-2 and EROS-A1, for present high-
resolution imagery data and is using numerous sources for historical, pre 1999, data. A
multiplicity of sources for high-resolution data is very important to SIAL, but is something
that it cannot influence. It is hoped that the planned launch of two new sensors by Summer
2002 will be successful and will offer greater flexibility for image collection. Because satellite
imagery is purchased from commercial vendors the need for confidentiality is paramount.
Present ordering is handled via encrypted electronic communication, however SIAL is already
investigating more secure possibilities including acquiring an agency ground station for direct
downloading of imagery data and "buying time" on a remote sensor that would allow the
agency to directly task satellite operation via secure communications links.

The presentation is expected to illustrate the value of commercial satellite imagery to
Strengthened Safeguards and the importance of a clearly defined analytical process that will
as a consequence manifest itself in a series of unique products and tools that will make for a
more robust and efficient inspectorate.
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INFORMATION BARRIERS
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An information barrier (IB) consists of procedures and technology that prevent the release of
sensitive information during a joint inspection of a sensitive nuclear item, and provides
confidence that the measurement system into which it has been integrated functions exactly as
designed and constructed.

Work in the U.S. on radiation detection system information barriers dates back at least to 1990,
even though the terminology is more recent. In January 1999 the Joint DoD-DOE Information
Barrier Working Group was formed in the United States to help coordinate technical efforts
related to information barrier R&D. This paper presents an overview of the efforts of this group,
by its Chairs, as well as recommendations for further information barrier R&D [1,2]. Progress
on the demonstration of monitoring systems containing IBs is also provided.

From the U.S. perspective, the basic, top-level functional requirements for the information barrier
portion of an integrated radiation signature-information barrier inspection system are twofold:

• The host must be assured that his classified information is protected from disclosure to the
inspecting party, and

• The inspecting party must be confident that the integrated inspection system measures,
processes, and presents the radiation-signature-based measurement conclusion in an
accurate and reproducible manner.

It is the position of the United States that in the absence of any agreement to share classified
nuclear weapons design information in the conduct of an inspection regime, the requirement to
protect host country classified warhead design information is paramount and admits no tradeoff
versus the confidence provided to the inspecting party in the accuracy and reproducibility of the
measurements.

The U.S. has reached an internal consensus on several critical design elements that define a
general standard for radiation signature information barrier design. These criteria have stood the
test of time under intense policy and security reviews. These elements are:

• Supplier of Integrated Measurement System and Information Barrier

• Central Processing Units (CPUs)

• Non-CPU Equipment

• Procedures

• Electronic Emanations

• Location of Barriers(s)

• Software, Firmware, CPU Operating Systems
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• Storage, Authentication, and Disposition of Data and Data Media

• Inputs and Outputs

Technical specialists from cooperating parties must be able to prove to their respective policy
makers that it is not overly difficult to make measurements of sensitive objects without revealing
classified information. Without technical measures to inspect classified nuclear items and
materials, it will be extremely difficult to reduce stockpiles in a manner that does not impact the
security of Russia and the United States. The importance of successfully developing and
implementing effective information barrier methods and procedures can not be overstated. A
cooperative program is a good investment in U.S., Russian, and international security and threat
reduction.

The utility of radiation detection systems to characterize known and unknown quantities of
nuclear material is without dispute. Such systems offer a powerful technological tool for
warhead dismantlement transparency, and bilateral and international safeguards. There are many
examples of their use in the international community today. The problem is the application of
such systems with a host country's sensitive nuclear material. If it is one objective of any
bilateral or trilateral arrangement to prevent the release of classified nuclear data to the inspecting
party when inspecting sensitive materials, then some form of information barrier must be
integrated into the measurement system. Through a set of well-defined principles as described
above, the protection of such information is not a difficult problem to solve. Perhaps the more
difficult problem is providing an inspecting party with confidence, for the case where the host
supplies and/or certifies the measurement equipment, that the system is functioning properly and
does not incorporate any hidden features (or "switches") that allows the host to pass out-of-spec
items. Authentication of information barrier systems is an extremely important concept to
consider in designing and assembling these types of inspection systems. There are a limited set
of straightforward approaches to authenticate such systems, when applied in conjunction with
open and cooperative system design and fabrication, that will provide a high degree of
confidence to both host and inspector that the system will prevent the release of classified
information and yet still inspect items in a manner consistent with the objectives of an inspection
agreement. These principles have been outlined in this paper, along with areas where additional
studies would be helpful.
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A team of technical experts from the Russian Federation, the International Atomic Energy
Agency (IAEA) and the United States have been working for almost five years on the
development of a toolkit of instruments that could be used to verify plutonium-bearing items that
have classified characteristics in nuclear weapons states. This suite of instruments is similar in
many ways to standard safeguards equipment and includes high-resolution gamma-ray
spectrometers, neutron multiplicity counters, gross neutron counters and gross gamma-ray
detectors. In safeguards applications, this equipment is known to be robust, and authentication
methods are well understood. This equipment is very intrusive, however, and a traditional
safeguards application of such equipment for verification of materials with classified
characteristics would reveal classified information to the inspector.

Several enabling technologies have been or are being developed to facilitate the use of these
trusted, but intrusive technologies. In this paper, these technologies will be described. One of the
new technologies is called an "Attribute Ferification System with an Information Barrier
Utilizing Neutron Multiplicity Counting and High-Resolution Gamma-Ray Spectrometry" or
AVNG. The radiation measurement equipment, comprising a neutron multiplicity counter and
high-resolution gamma-ray spectrometer, is standard safeguards-type equipment with information
security features added. The information barrier is a combination of technical and procedural
methods that protect classified information while allowing the inspector to have confidence that
the measurement equipment is providing authentic results. The approach is to reduce the
radiation data collected by the measurement equipment to a simple "yes/no" result regarding
attributes of the plutonium-bearing item. The "yes/no" result is unclassified by design so that it
can be shared with an inspector. The attributes that the Trilateral Initiative teams have agreed are
important to a verification regime of this kind include the presence of plutonium, the presence of
plutonium that is of weapons grade (a 240Pu to 239Pu ratio of less than 0.1), and the presence of
plutonium with a mass that is more than some agreed-upon threshold.
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The technical experts have provisionally agreed to general technical requirements and functional
specifications for an attribute measurement system with an information barrier. Discussions of
the general features of such systems can be found in References 1-5. Briefly, the information
barrier must be designed to both physically protect the classified information from unauthorized
access by the inspecting party and to facilitate the use of inspectorate-employed means to detect
tampering by the host party. In addition, the measurement equipment must be able to be
calibrated and validated using unclassified reference materials, and the data obtained from
unclassified measurements must be available to the inspector. Finally, the information barrier
must isolate the security functions from the measurement functions in such a way that the
inspector can have confidence that the measurement equipment and data analysis functions
operate in exactly the same manner whether the system is measuring an unclassified or a
classified item. With careful attention to the design and implementation of these systems, the
technical teams are optimistic that the inspectors will be able to authenticate such equipment and
thus reach independent conclusions.

In addition to the challenge of producing a measurement system that can both protect classified
information and be authenticated, the discussions of the technical experts have revealed some
other measurement challenges associated with the types of plutonium that might come under a
Trilateral Initiative regime. The greatest challenge will be to provide high-confidence, timely
measurements of items that are stored in containers specifically designed to shield the radiation
emissions required for the measurements. The shielding characteristics of these storage
containers, together with the requirement to validate the equipment with unclassified reference
materials, have led to the design requirement that the attribute measurement equipment must be
large and state-of-the-art. The experts also have determined that simultaneous measurement of
attributes is desirable to reduce the amount of classified information that resides in the system at
any time. This adds further complexity to the system.

Certain ancillary equipment has been proposed to provide additional confidence in a Trilateral
Initiative verification approach. In situ probes and a simulation/ authentication tool have been
proposed and are under development. In situ probes are simple gross radiation measurement
devices that could be used to provide confidence that an item placed in a storage position has
remained in storage. The authentication tool is an electronic pulse simulator that mimics the
output of a radiation measurement device. With this tool, an inspector can exercise a system that
has an information barrier that is independent of host-controlled reference materials. This tool has
also been identified as potentially being very useful in training inspectors, in exercising
electronics packages, and in applying safeguards as well.

Two working prototypes of an attribute measurement system with an information barrier have
been fabricated and demonstrated in the United States, and the Russian Federation has begun
preliminary design work for a system that could be built in Russia. This paper will also describe
these systems and give-the status of current activities.
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TRILATERAL INITIATIVE; INVENTORY MONITORING SYSTEMS FOR
FACILITIES STORING CLASSIFIED FORMS OF FISSILE MATERIAL

DENNIS MANGAN, JOHN MATTER, IVAN WADDOUPS
Sandia National Laboratories, USA XA0200184

GENNADY PSHAKTN
Institute of Physics and Power Engineering, Russian Federation

MARK ABHOLD
Los Alamos National Laboratory, USA

IGORKULESHOV,
International Atomic Energy Agency, Vienna, Austria

In the framework of the Trilateral Initiative, for the verification of weapon-origin and other
fissile material specified by States as released from its defense programs, the Russian
Federation, the United States, and the International Atomic Energy Agency have been
engaged in discussions concerning the structure of reliable monitoring systems for storage
facilities having large inventories of fissile material. The intent of these monitoring systems
is to provide the capability for the IAEA to maintain continuity of knowledge in a sufficiently
reliable manner that should there be equipment failure, loss of continuity of knowledge would
be restricted to a small population of the inventory, and thus re-inventory of the stored items
would be minimized.

These facility-specific Inventory Monitoring Systems (IMS) provide the principal means for
the IAEA to assure that the containers of fissile material remain accounted for under the
Verification Agreements, which are to be concluded between the IAEA and each of the two
States.

The classified characteristics of the material under control impose an additional burden on
IMS developer. There should be taken into account such demands as information barrier
implementation, national security considerations. From another side the IMS are to be
technically simple, reliable, and economically efficient and impose minimal burden on
operator.

This paper will provide a summary of the approaches to the IMS as it currently exists.
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TRLATERAL INITIATIVE: IAEA AUTHENTICATION AND NATIONAL
CERTIFICATION OF VERIFICATION EQUIPMENT FOR FACILITIES WITH
CLASSIFIED FORMS OF FISSILE MATERIAL
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International Atomic Energy Agency, Vienna, Austria
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Russian Ministry of Atomic Energy, Moscow, Russian Federation

JOHN MURPHY
US Department of Energy, Washington D.C., USA

Within the framework of the Trilateral Initiative, technical challenges have arisen due to the
potential of the International Atomic Energy Agency (IAEA) monitoring fissile material with
classified characteristics, as well as the IAEA using facility or host country supplied monitoring
equipment. In monitoring material with classified characteristics, it is recognized that the host
country needs to assure that classified information is not made available to the IAEA inspectors.
Thus, any monitoring equipment used to monitor material with classified characteristics has to
contain information security capabilities, such as information barriers. But likewise in using
host-country-supplied monitoring equipment, regarding the material being monitored the IAEA
has to have confidence that the information provided by the equipment is genuine and can be
used by the IAEA in fulfilling its obligation to derive conclusions based on independent
verification measures. Thus the IAEA needs to go through the process of authenticating the
monitoring equipment [1,2]. In the same way the host country needs to go through the process to
assure itself that the monitoring equipment integrated with an information barrier will not divulge
any classified information about an inspected sensitive item. Both processes require on large
extent identical measures, but partially also may conflict with each other. The fact that
monitoring equipment needs to exhibit information security throughout its lifecycle while at the
same time be capable of being authenticated necessitates the need for creative technical
approaches to be pursued.
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AUTHENTICATION OF MONITORING SYSTEMS FOR NON-PROLIFERATION AND
ARMS CONTROL
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Radiation measurement and systems are central to the affirmation of compliance with nuclear
material control agreements associated with a variety of arms control and non-proliferation
regimes. A number of radiation measurement systems are under development for this purpose, and
the correct functioning of these systems will be authenticated. Authentication is the process by
which a monitoring party to an agreement is assured that measurement systems are assembled as
designed, function as designed, and do not contain hidden features that allow the passing of
material inconsistent with an accepted declaration.

Attribute measurement systems are specific examples of radiation measurement systems that are
being developed in the United States and the Russian Federation. Under one bilateral agreement,
the U.S. Department of Defense, Defense Threat Reduction Agency, Cooperative Threat
Reduction (DoD DTRA/CTR) Program is constructing a Fissile Material Storage Facility (FMSF)
at Mayak to hold up to 50 tons of plutonium from the disassembly of Russian Federation nuclear
weapons. Negotiations are being held between the U.S. and the Russian Federation for cooperative
development of attribute measurement systems to provide confidence that the material is of
weapons origin and other purposes. Pacific Northwest National Laboratory is leading the
authentication effort for U.S. interests at FMSF.

There are two basic requirements for an attribute measurement system: protection of classified
information, and assurance of credible performance of the system for the measurement. The
technology used to protect classified information is referred to as an information barrier. An
information barrier consists of technology and procedures that prevent the release of host-country
classified information to a monitoring party during a joint inspection of a sensitive item.
Information barriers are used on monitoring systems that are exposed to host-party classified
materials. Information Barriers impact the system design and authentication methodology.

When sensitive items are to be inspected, the most likely scenario is one of host supply. Under this
scenario, where the host country would supply the system to be used by the monitoring party in a
host facility, the crucial authentication issues are that a measurement system correctly measures
the attributes, and that there be no hidden features in the system that allow it to pass out-of-
specification items. To authenticate a host-supplied system, a set of approaches are used:

• Functional Testing Using Trusted Calibration Sources. Radiation sources play an important
role in verifying the correct function of a system. Functional testing can show that a system
performs correctly, but only for a limited set of conditions. This drives the need for the
other approaches given below to fully authenticate a system.

• Evaluation of Documentation. Thorough examination of documentation and a comparison
to the as-built system are important tools to determine the correct operation of a system and
to define sensitive design points for targeted authentication. Such targeted authentication
could provide a means for effective on-site examination of crucial system elements.
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• Evaluation of Software. Software exists at several levels in any system, from firmware to
analysis software to the operating system. A complete examination of all software,
including a search for hidden switches, is central to authentication. Software reliability is
especially important to unattended operations.

• Evaluation of Hardware. A variety of hardware makes up a system, from detectors to
computers to shielding. An examination of all hardware is necessary for authentication.
Simplicity, robustness, and no extraneous functions are examples of hardware design
principles for authentication.

• Random Selection of Hardware and Software. Random selection of hardware and software
components is one of the easiest authentication tools to implement, and will be one of the
tools used during an on-site authentication process. Examples include random selection of
computer modules, memory units, or software disks.

• Tamper-Indicating Devices. Tags, seals, video monitoring, and other tamper-indicating
devices are important methods for verifying physical integrity.

• Procedures. Procedures will be defined for all aspects of authentication and for any other
activities on-site that affect the reliability of measurement systems.

Measurement systems need to be authenticated throughout their lifecycles, starting with the system
design, moving to off-site authentication, on-site authentication, and ending with authentication
following repair. The most important of these is the initial design of the systems. Hardware and
software design criteria and procurement decisions can make future authentication possible or
impossible. Facility decisions can likewise ease the procedures for authentication since reliable
and effective monitoring systems and tampering indicating devices can provide the assurance
needed in the integrity of such monitored items as measurement systems, spare equipment, and
reference sources.
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Arms control and special nuclear material reduction requirements will eventually encompass
shielded highly enriched uranium (HEU) systems. Non-destructive analysis (NDA) techniques for
plutonium such as neutron multiplicity measurements and analysis are well developed and provide
information regarding the properties of plutonium systems. In a previous study[l] we developed a
NDA method for determining the mass and neutron multiplication of subcritical bare metal systems
of HEU. In this work we present results for a HEU sphere enclosed within various shielding
materials of low density, (carbon and beryllium), medium density (iron) and high density (lead).

The method uses delayed neutrons from fission products as a source of interrogating neutrons. The
fission products are from fission events produced by an external radiation probe of pulsed 14-MeV
neutrons. Neutrons are detected between pulses of the interrogating probe by a medium efficiency
3He based neutron detector system. The neutron detection times are recorded, and subsequently
analyzed with the Feynman reduced variance method [2,3]. This analysis provides a measure of the
number of "single" (Nl), "double" (N2), and "triple" (N3) neutron events detected from fission
events. Ratios of doubles/singles and triples/singles are compared to calculations based on the Hage-
Cifarelli[4] model to determine values for the multiplication of the HEU sample.

The uranium sample enriched to 93.12% 235U of average density 18.675g/cm3, was a solid sphere of
radius 4.0 cm and mass 4.79 kg.

The Nl/sec, N2/sec and N3/sec distributions for the bare 4.79 kg HEU sphere are shown on a log
scale in Fig. 1. The data for the "singles" measurement Nl/sec is shown as diamonds, the "doubles",
N2/sec, distribution as triangles and the "triples", N3/sec, distribution as squares. No data is
recorded during the 14-MeV neutron beam burst and for the following -1000 usec. Each time
interval is the result of an independent Feynman histogram. The data between 6000 usec to 16000
usec is averaged to obtain experimental results for Nl/sec, N2/sec and N3/sec. The variation of the
values about the mean determines the statistical precision.

For the shielding materials examined in this study, only small changes are observed for the Nl/sec,
N2/sec and N3/sec values. In general an increase in N2/N1 and N3/N1 ratios
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FIG. 1. The time dependence of Nl/sec(diamonds), N2/sec (triangles) and N3/sec (squares) after the 14-
MeV neutron beam bursts for the bare configuration containing 4.79 kilo-grams of HEU.

are observed, which corresponds to an increase in the neutron multiplication due to neutrons
which are reflected back onto the HEU sample. The multiplication values as well as those
calculated with the Onedant computer code are listed in Table 1. The experimentally determined
mass values are also listed in the table.

Table 1 . Values for the experimental and calculated neutron multiplication and HEU mass.

Material

None
Beryllium
Carbon
Iron
Iron
Lead
Lead

Thickness
cm
0.00
1.59
2.54
3.18
1.27
4.45
1.27

Multiplication
Total Experiment
1.89
2.17
1.84
1.97
1.92
2.01
1.92

Multiplication
Total Onedant
1.85
2.44
1.89
1.92
1.89
1.92
1.89

Ratio
Exp/Calc
1.02
0.89
0.97
1.03
1.02
1.04
1.02

Mass
Experimental
4.79
4.33
5.08
4.67
4.71
4.60
4.71

[1] HOLLAS, C. L. et. al., "Subcritical Neutron Multiplication Measurements Of HEU Using
Delayed Neutrons As The Driving Source", Sixth International Conference on Nuclear
Criticality Safety, Versailles (1999),
[2] FEYNMANN, R. P. et. al., "Dispersion of the Neutron Emission in U-235 Fission", Journal
of Nuclear Energy, 3, (1956) 64-69.
[3] ROBB A, A. A. et. al. "Neutron Multiplication Measurements Using Moments of the Neutron
Counting Distribution", Nucl. Instr. and Meth. 215, (1983) 473-479.
[4] CEFARELLI, D. M. and HAGE, W. "Three Parameter Analysis of Neutron Signal Correlation
Measurements", Nucl. Instr. and Meth. A251, (1986) 550-563.
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ELECTROMAGNETIC-COIL (EM-COIL) MEASUREMENT TECHNIQUE TO VERIFY
PRESENCE OF METAL/ABSENCE OF OXIDE ATTRIBUTE

J.L. FULLER, R.L. HOCKEY XA0200188
Pacific Northwest National Laboratory, Richland, Washington, USA

This paper summarizes how an Electromagnetic-coil (EM-coil) measurement technique can be used to
discriminate between plutonium metal and plutonium oxide inside sealed storage containers. As evidence,
measurements on a variety of metals and their oxides are presented. This non-radiation measurement
method provides assurance of the "presence of metal/absence of oxide" attribute in less than a minute.

During initial development, researchers at Pacific Northwest Laboratory have demonstrated the ability of
this method to discriminate between aluminum and aluminum oxide placed inside an AT-400R storage
container (total stainless steel wall thickness of over 2.5 cm). Similar results are expected, since Pu metal
is electrically conductive and a Pu oxide behaves as an electrical insulator. At this writing, work is
underway to perform the same demonstration using plutonium and plutonium oxide. Similar success has
been demonstrated when using ALR-8 storage containers (basically carbon steel drums).

Within these container types two scenarios have been explored. 1.) The same configuration made from
different metals for demonstrating material property effects. A clear distinction was seen between the
slight alloy changes among various forms of aluminum and brass in the same configuration. 2.) The same
metal configured differently to demonstrate how mass distribution affects the EM signature. Hundreds of
bb's (each about 2 mm in diameter) were placed in different containers to show how a slight change in
distribution will affect the EM signature. With a five percent change in bb container diameter, the
resulting EM signature changes are clear.

This measurement method offers an extremely wide dynamic range resulting from its sensitivity to the
wide range in electrical conductivity and magnetic permeability found in most metals and alloys. In fact,
electrical conductivity spans the widest spectrum of all the known physical properties. Most insulators
such as the oxides cover the range between 10"6 and 10~20 mhos/meter, while the metals and alloys
typically span a range between 7 x 107 and 5 x 105 mhos/meter. Measurements have been made using
materials spanning both ends of each range.

The EM coil method operates on the basis of Faraday's Law of induction. An alternating low-voltage
signal is applied to an encircling coil at a selected frequency, generating a magnetic field at a storage
containers surface. An electric field, of the same frequency, is generated in all metal objects placed inside
the coil. The intensity of this electric field diminishes with depth into a metal. This electric field then
causes electric current (commonly referred to as eddy current) to flow throughout conductive objects. As
these induced currents flow they also generate a secondary magnetic field causing the coils impedance to
change in proportion to the total magnetic field passing through the coil. A high-precision, impedance
measuring device can monitor the coil's impedance and thus obtain an electromagnetic signature for all
conductive objects placed inside the coil. The EM-coil is inherently less intrusive than a radiation
measurement since it is sensitive to the combination of configuration and composition. On a
mathematical basis, component information cannot be extracted from this measurement because the coil
impedance is a two-parameter quantity and the number of parameters affecting the coil impedance is much
greater than two.

The EM-coil method can make a determination that a container does or does not enclose metal in the
expected configuration. Radiation detection methods on the other hand may only be able to establish the
lack of oxide, which thereby implies the presence of metal, a weaker statement.

The EM-coil data analysis is extremely simple, requiring the definition of a region of interest in a two-
dimensional plot. The EM-coil method is able to make a measurement in less than a minute, whereas
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radiation measurement methods demonstrated to-date have required counting time approaching one hour
to make a reliable determination.

FIG. 1. EM-Coil System used with AT400R andALR-8 Storage Containers
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XA0200189
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We have developed a method to verify the presence of weapons-quality plutonium in heavy
storage containers. The physics of the method has been described elsewhere [1,2]. The method,
when it was applied to the Trilateral Initiative Demonstration of 1999, was modified to include
software and hardware information barrier elements.

Information barriers [3] have become essential elements in systems designed for second-party
inspection of host items with classified characteristics. An information barrier is a combination of
hardware, software, and procedures that protects classified information yet yields results that are
useful to the inspecting party and can be accepted with high confidence as genuine.

Pu600 [2] is the name given to our method that determines the presence of weapons-quality
plutonium by measuring the ratio of 240Pu to 239Pu using high-resolution gamma-ray
spectrometry. It is also the name given to the method's data acquisition and analysis software
package that is a variant of the well-known program, MGA [4]. To minimize the intrusiveness of
the measurement, the Pu600 code only acquires and analyzes data from a small energy range,
nominally 630-670 keV. Limiting the amount of data acquired to that which is essential is the
first layer in the layered architecture of the information barrier.

The Pu600 method used for the Tri-Lateral Initiative Demonstration added other components to
increase the effectiveness of the information barrier. One of the additions was a mechanical iris,
placed in front of the HPGe detector, that kept the count rate nearly constant regardless of source
intensity. The iris is used to insure that the detector could be kept at a constant distance from the
source. This eliminated the possibility of inferring source strength from the source-to-detector
distance. The iris uses the second output from the HPGe detector to generate a scalar signal that
opens or closes the iris to maintain system dead time at approximately 15 percent. The iris had a
beneficial derivative effect on the system; it provided an improvement in the signal-to-noise
ratio.

The entire detector assembly was also placed inside a radio-frequency-shielded enclosure for two
reasons. First, the enclosure helps insure that the signals from the detector cannot be tampered
with. Second, the enclosure insures that the aperture of the iris cannot be determined.
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THE IAEA INTERNATIONAL PROJECT ON INNOVATIVE REACTORS AND
FUEL SYSTEMS

V.M.MOUROGOV
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Nuclear power is faced with a dilemma. From one side, there is no doubt (particularly in our
community) that nuclear power can play an outstanding role in a sustainable energy system
worldwide due to its well known potential advantages.

From the other side we have near-term nuclear power projections and prospects that are not so
promising. In 2000 nuclear's share was 3% of total global electricity capacity additions which
is more then three times lower that nuclear's 10% share of today's currently installed global
capacity. It is also unfortunate that nuclear capacity additions in developing countries, where
the main increase in energy demand is expected, are relatively insignificant compared to
fossil and hydro capacity additions in recent years. Most near-term projections show no
drastic changes in these recent trends

How can we address this dilemma? If the nuclear power sector is to increase its role, it cannot
simply continue to do what it has been doing and expect that factors outside its control, such
as fossil fuel prices or environmental taxes, will change to make nuclear power's prospects
more favorable. To reach a different outcome than that indicated by current near- and
intermediate-term trends, something must be done within the nuclear community to generate
new technological solutions. The challenge is to look to the future, to identify what
innovations and new directions - that build upon and make good use of existing expertise and
accomplishments - are most promising for helping nuclear power capture a growing share of
a growing market.

There are several challenges that we have to deal to facilitate large-scale global nuclear power
development. These are: achieving economic competitiveness of new NPPs in most parts of
the world; successfully demonstrating effective nuclear waste management; responsiveness to
public safety concerns; responsiveness to proliferation concerns. And as a result building
support for nuclear power among the public and policy makers. A 2000 the IAEA General
Conference resolution invited "all interested Member States to combine their efforts under the
aegis of the Agency in considering the issues of the nuclear fuel cycle, in particular by
examining innovative and proliferation-resistant nuclear technology". In response to this
invitation, the IAEA initiated an "International Project on Innovative Nuclear Reactors and
Fuel Cycles", INPRO.

The INPRO Project will be implemented in two phases. In the first phase, the main objective
is to identify user requirements facilitating large scale nuclear energy development in the 21st

century in the following areas: Resources, Demand and Economics; Environment, Spent Fuel
and Waste; Safety, and Non-proliferation. Plus two crosscutting groups addressing Criteria
and Methodology; and Institutional, Infrastructure, Social and Sustainability Requirements.
Upon successful completion of the first phase, taking into account advice from the Steering
Committee, and with the approval of participating Member States, a second phase of INPRO
may be initiated. It would examine, in the context of available technologies, the feasibility of
an international project including the identification of technologies that might appropriately
be implemented by Member States within such an international project.
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We believe that INPRO's global character, encompassing both designers and end users and
their user's requirements, its long time horizon, its consideration of the changing energy
sector and its broad based input through IAEA membership all will make it a valuable forum
for the assessment of perspectives for nuclear in the 21st century.

364



IAEA-SN-367/18/05
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A number of inspection or monitoring systems throughout the world over the last decades have
been structured drawing upon the IAEA experience of setting up and operating its safeguards
system.

The first global verification system was born with the creation of the IAEA safeguards system,
about 35 years ago. It permitted for the first time, inspectors of various nationalities through on-
site inspections in a State's territory, to verify the peaceful use of nuclear material and facilities.

The rights of an exporting state to inspect under bilateral arrangements, were passed on to the
IAEA, resulting in a change of verification from a bilateral to a multilateral regime. With the
conclusion of the NPT in 1968, inspections were to be performed under safeguards agreements,
concluded directly between the IAEA and non-nuclear weapon states parties to the Treaty.

The IAEA developed the safeguards system within the limitations reflected in the Blue Book
(INFCIRC 153), such as limitations of routine access by the inspectors to "strategic points",
including "key measurement points", and the focusing of verification on declared nuclear
material in declared installations. The system, based as it was on nuclear material accountancy,
was not designed to provide 100% certainty of detecting any attempt to circumvent it. The
verification approaches developed, took into consideration the possibility of the existence of
undeclared activities but the system was not geared to detect them. It was expected to detect a
diversion of nuclear material with a high probability and within a given time and therefore
determine also that there had been no diversion of nuclear material from peaceful purposes. The
system was not expected to foresee the intentions of a state and provided no guarantees for the
future.

The most vital element of any verification system is the inspector. Technology can assist but
cannot replace the inspector in the field. Their experience, knowledge, intuition and initiative are
invaluable factors contributing to the success of any inspection regime. The IAEA inspectors are
however not part of an international police force that will intervene to prevent a violation taking
place. They can only report what are their findings. To be credible they should be technically
qualified with substantial experience in industry or in research and development before they are
recruited. An extensive training program has to make sure that the inspectors retain their
professional capabilities and that it provides them with new skills.

Over the years, the inspectors and through them the safeguards verification system gained
experience in

- organization and management of large teams

- examination of records and evaluation of material balances

qualitative and quantitative measurements of nuclear material

- familiarity and access to sensitive technologies related to detection, unattended
verification systems, containment /surveillance and sensors
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- examination and verification of design information of large and complex facilities

- theoretical and practical aspects of technologies relevant to verification objectives

- analysis of inspection findings and evaluation of their mutual consistency

- negotiations on technical issues with facility operators and State authorities.

This experience is reflected in the IAEA Safeguards Manual which sets out the policies and
procedures to be followed in the inspection process as well as in the Safeguards Criteria which
provide guidance for verification, evaluation and analysis of the inspection findings.

The IAEA infrastructure and its experience with verification permitted in 1991 the organization
to respond immediately and successfully to the tasks required by the Security Council Resolution
687(1991) for Iraq as well as to the tasks related to the verification of completeness and
correctness of the initial declarations in the cases of the DPRK and of S. Africa.

In the case of Iraq the discovery of its undeclared programs was made possible through the
existing verification system enhanced by additional access rights, information and application of
modern detection technology. Such discoveries made it evident that there was a need for an
intensive development effort to strengthen the safeguards system to develop a capability to detect
undeclared activities. For this purpose it was recognized that there was need for additional and
extended

- access to information

-access to locations

It was also obvious that access to the Security Council, to bring the IAEA closer to the body
responsible for maintenance of international peace and security, would be a requirement for
reporting periodically on non-proliferation and the results of the IAEA's verification activities.

While the case of Iraq was a case of late detection of undeclared activities, the case of DPRK was
a case of prompt detection of discrepancies in the initial declaration through implementation of
modern detection techniques, such as environmental sampling, and access to information. Access
to the Security Council became important in view of the protracted process of non-compliance.

The case of S. Africa underlined again that the key to the ability by the safeguards system to
fulfill the verification tasks was access to information and to locations which was provided to
inspectors on short notice through full cooperation by S. Africa. This experience showed that the
provision of assurance depends on the degree of transparency and the degree of cooperation
provided by the inspected party. The greater the transparency and cooperation the more assurance
the system can provide. But it was also recognized that the conclusions from such verification
effort, even from the most intrusive one, will always leave a "residue of uncertainty" and that it
will be left to the judgment of governments whether a statement by the verification authority of
"no indication of undeclared material or activities" provides a level of assurance which is
acceptable in any given situation.

The Model Additional Protocol (INFCIRC 540) agreed in 1997 incorporates the results of the
efforts to strengthen the safeguards system and as such provides the possibility for more
transparency by the States and more access to locations by the inspectors on the basis of
information. It does not provide the broad and intrusive access rights as in the case of Iraq, since
such rights are unprecedented and the result of a cease-fire arrangement involving the Security
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Council. But the expectations are that the broad implementation of the Additional Protocol will
result in an effective and efficient safeguards verification system for the future.

The on-site verification systems on a national, regional or multinational basis that have been put
into operation in the past or are being discussed by States for the implementation of disarmament
and non-proliferation conventions related to weapons of mass destruction whether nuclear,
chemical or biological, have benefited and will benefit in the future from the guiding experience -
both from the strengths and weaknesses -of the IAEA verification system. This is hopefully a
legacy for the future of verification.
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