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The illicit trafficking of nuclear material is a major concern for non-proliferation and global
stability. The nuclear Material Protection, Control and Accounting (MPC&A) program
provides the first line of defense in protecting nuclear materials within Russia by upgrading
safeguards and security measures at Russian nuclear facilities.

Second Line of Defense (SLD) is a cooperative program between the Russian Federaition
State Customs Committee (RF SCC) and the United States Department of Energy (US DOE)
to minimize illicit trafficking of restricted nuclear materials through Russian border control
points. This partnership was solidified with the signing of a protocol between DOE and the
RF SCC in June 1998. The relationship will soon be formalized in a Memorandum of
Understanding that will outline the working relationships and commitments to successful
implementation of the SLD Program.

The Russians first acknowledged the threat of nuclear smuggling at a Nuclear Safety Summit
in Moscow in April 1996. Nikolai Kravchenko, head of the Regional Information and
Technical Customs Department of the RF SCC, subsequently stated in a July 1998 interview,
"In order to stop trafficking and illegal shipment to other countries we [also] have to tighten
security at the facilities and equip our borders with reliable technology." At the September
1998 U.S.-Russia Presidential Summit, the then Chairman of the RF SCC, Valery Draganov,
highlighted the illicit trafficking challenge confronting Russia and requested U.S. assistance.

Since 1991, a myriad of cases associated with the diversion and recovery of nuclear materials
appear to be linked to the FSU. In the majority of cases, the material's origin was attributed
to Russia. With more than 20,000 km of border contiguous to fourteen other countries, and
more than 350 customs and border sites, addressing the threat posed, by nuclear smuggling in
Russia is not only an urgent but also an expansive problem requiring joint U.S.-Russian
attention.

The threat posed by the illicit trafficking of nuclear and nuclear-related materials and
technologies must be addressed immediately by rapid upgrades of RF SCC's detection
capabilities. The highest priority of the SLD Program continues to focus on equipping
strategic RF SCC sites with radiation detection equipment according to an agreed-upon site
prioritization analysis. However, it is also necessary to lay the groundwork for long-term
viability of border enhancements through development and implementation of technical
curricula for the RF SCC's training programs.
The SLD Program has an established process for equipment deployment and site upgrades.
The goal of this process is to assure sustainability of upgrades, optimize equipment
investments, and promote program accountability. The SLD Program deploys Russian
manufactured nuclear detection equipment. The Program works with the equipment
manufacturer and RF SCC to ensure deployed equipment is sensitive to special nuclear
material (SNM), test new equipment designs, and upgrade outdated equipment and
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technology wherever possible. The SLD team prioritizes site selection; therefore, equipment
is deployed at collaboratively determined strategic locations. After the in-depth site
prioritization study is completed, thorough site surveys ensure that the appropriate equipment,
security enhancements, and upgrades are employed at each site to the maximum extent
possible in order to increase detection capabilities. Vulnerability assessments ensure
maximum effectiveness and are completed during the site surveys. The equipment and
upgrade recommendations are based upon the results of the site vulnerability assessment and
the site survey team reports. The equipment is manufactured and the site upgraded by private
Russian corporations. After the site upgrades have been completed, the SLD team conducts a
site acceptance test of the radiation detection equipment, as well as other site upgrades.

The long-term sustainability of the SLD program requires employing Russian nuclear
detection equipment. Since SLD's inception, DOE and its national laboratories have worked
with private Russian firms to test and improve SNM-sensitive detection equipment. The
Russian technology tested by the laboratories and the International Atomic Energy Agency
(IAEA) has been found to meet the programmatic requirements. As additional border and
customs sites are assessed for nuclear detection needs and new technical challenges are
identified, the US/Russian SLD team will address these technical issues through focused
collaborative efforts.

Training is also a critical component of the SLD sustainability goal. Proper and safe use of
nuclear detection instrumentation will be addressed through several phases of training. Upon
equipment delivery, Russian specialists will conduct equipment operation, maintenance, and
security procedures training. In addition to initial on-site training for customs inspectors,
DOE and its affiliated labs will work with the RF SCC to create and implement training
modules and courses tailored to the RF SCC's different tiers of personnel and their
corresponding responsibilities in terms of identifying suspicious shipments or situations.

The immediate successes of the SLD Program have been driven by the importance of the
nonproliferation problem associated with the illicit trafficking of nuclear materials and
catalyzed by the strong commitments of the Russian collaborators of the US national
laboratories, and of the US DOE. The technology implemented under the program has
resulted in immediate improvements in the ability of the RF SCC to detect and deter the illicit
trafficking of nuclear material. This concrete impact will be augmented by the ongoing and
future activities in the areas of training and technology deployment. We look forward to
continued collaboration and successes
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