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The smuggling of nuclear materials is a matter of grave consequence, and if allowed to occur
in sufficient amount, could lead to nuclear terrorism or nuclear proliferation. This paper
describes a framework created for the Department of Energy's contribution to national and
international efforts to prevent and detect nuclear smuggling. With such a framework,
opportunities for rapid gains in smuggling prevention can be found as well as funding gaps.

It is useful first to define the threat, which is then used to drive specifications and planning for
technology and tactics. The exact numbers involved in the threat are not important here. It is
enough to understand that the goal is to prevent the smuggling of sufficient quantities of
weapon-usable material from a protected site to anywhere where it could be used for
proliferation or terrorism. However, this should not be interpreted as a definition of some
minimum amount of nuclear material that would be useful to detect and interdict. The useful
amount can be smuggled in two, three or many individual smuggling trips, and so the quantity
searched for may be considerably less.

Next, a range of possible actions can be listed. One category involves promoting deterrence
of nuclear smuggling by portraying the likely consequences of nuclear smuggling as mostly
negative for smugglers. Another category involves detecting nuclear materials, by anyone at
anytime.

Increasing the probability of detection is not the same thing as enhancing deterrence.
deters is perception. If the perception that nuclear smuggling is unlikely to succeed is spread
to potential smugglers, deterrence will be achieved. The cost of such a campaign is likely less
than actually enhancing the probability of detection. There are major pitfalls in such a
campaign, however. These include the release of information that might enhance the
capability of smugglers and the chance that the campaign will be unconvincing.

Another mode of deterrence involves social consequences. If smugglers believe that any
success in nuclear smuggling will lead to a greatly enhanced effort to combat smuggling, ithey
may be deterred. Similarly, understanding the catastrophic results of the use of nuclear
explosions may deter those with moral conscience.

These types of campaigns do not only affect deterrence. One very important detection mode
is through informants, either those involved in the criminal enterprise or those who
incidentally learn of it. Increasing the impression among such people that nuclear smuggling
is likely to lead to apprehension of those involved, and even if it were to succeed, to social
catastrophe, is important. The likelihood of an informant coming forward to reveal planned
or in-progress nuclear smuggling will increase. Reduction in the economic needs of potential
collaborators and informants is also useful.

Technology that can detect significant amounts of unshielded nuclear materials can be used to
provide detection of certain modes of smuggling. Furthermore, it can be combined with other
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technology. For example, X-ray examination of items would easily detect some shielding
materials. These technologies are best deployed after a systematic analysis of possible modes
and routes of smuggling. This analysis should be based on one goal, that of increasing the
overall risk of detection of nuclear smuggling.

Applying detection capability to a border point does more than just detect nuclear materials.
It provides a motivation for smugglers to either transport only smaller amounts of material,
which means more trips and more opportunities for detection, or to use shielding, which is
itself detectable by weight, size and X-ray image. It provides an impetus for smugglers to use
alternate routes, which are hopefully more risky to them. Thus, the least risky smuggling
routes need to be equipped with detection equipment first.

The determination of the least risky routes involves a comprehensive evaluation of smugglers'
risks. With a carefully crafted public awareness campaign increasing the likelihood of
informants and other accidental detections, pushing the smuggling into longer, more involved
routes, with more transfers and personnel involved, will increase risk. Thus, the shortest,
simplest, routes should be covered first, along with those where there is a history of successful
smuggling of other types.

A crucial enhancement to the risk of smuggling involves improving awareness and training on
the part of all law enforcement officials, starting with customs and border patrol, but
extending to traffic police and any other group that might come into contact with smuggling.
Civilian awareness spread to those who come into contact with the transport of commodities
is equally likely to increase the smugglers' risks.

In summary, the principles of protection against nuclear smuggling include: 1) enhancement
of public awareness, 2) reduction of motivations to smuggle, 3) detection technology applied
to the smuggling routes that are initially least risky for nuclear smugglers, 4) use of a
combination of equipment to make nuclear smugglmg more cumbersome and involved, and 5)
awareness and training for law enforcement and transport employees.
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