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The purpose of my presentation is to provide some thoughts on Open Sources and how Open
Sources can be used as tools for detecting illicit trafficking and proliferation.

To fulfill this purpose I would like to deal with the following points during my presentation:

• What is Open Source? How can it be defined?

• Different sources

• Methods

Open Source information can be defined as publicly available information as well as other
unclassified information that has limited public distribution or access to it. It comes in print,
electronic or oral form. It can be found distributed either to the mass public by print- or
electronic media or to a much more limited customer base like companies, experts or
specialists of some kind including the so called gray literature. Open Source information is
not a single source but a multi-source. Thus, you can say that Open Sources does not say
anything about the information itself, it only refers to if the information is classified or not.
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Open Source information is the use of co-ordinated methods:

• The discovery of sources,

• The monitoring of sources,

• Collection of open data and information,

• The structuring of retrieved information

• The communication process with and dissemination of information to the end users.

During the existence of the "Iron-Curtain" and the "Berlin-Wall" the access to and use of
Open Sources was rare. Of decisive importance was the question of military and political
early warning between the east and the west and different channels to obtain information
about the adversary was more or less institutionalized. In a way, the world was more
predictable compared with the world today and hence the need to use Open Source
information must be regarded as very limited and restricted. Thus, the end of the so-called
"Cold World Era" did to a certain extent contribute to the progress of Open Source
information as an intelligence source.

Slide 2

The revolution, or more correctly the evolution, in information technology, has made it
possible to get quick and global access no matter where you are and no matter where the
threat emerges. The Internet with its World Wide Web has made Open Source Information
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accessible to the public. The World Wide Web made it possible to easily retrieve and to share
information without having any special computer skills. Complex databases that were difficult
to access were suddenly easy to use for almost everyone. Thus, during the last ten years an
increasing bulk of information has been possible to obtain through overt channels.

Open Sources also enables you to get information quickly to a low cost. Even though you
actually need to buy the information, which you will need in most cases, it is still a cost-
effective opportunity to obtain necessary information at the right time, especially if you
compare it with covert sources.

Another reason for using Open Source information is the fact that it provides unclassified
intelligence or lower classifications. In many areas classified intelligence capabilities are
either not available, or the information cannot be shared. Information sharing both within your
organization but also outside your organization, increases your efficiency and enables
cooperation with parties that you cannot share classified information with for different
reasons.

New threats have emerged, and some threats that had existed for a long time have been
upgraded and have received a higher priority. Asymmetrical warfare, terrorism, organized
crime, migration, drug dealing, environmental damage, and the reason for why this
conference is taking place proliferation and illicit trafficking, demands new and improved
methods to get the necessary information. Those threats demand new ways of thinking.
Traditional intelligence does not always incorporate civil and political information. Open
Sources do.

As mentioned earlier, Open Sources are cost-efficient. Don't send a spy when you can send a
schoolboy.

Slide 3

Open Sources are not a substitute for classified capabilities. Confidential information in all its
shapes is still in many cases of a profound importance. However, Open Sources can, and
should, be used to corroborate/ confirm, refute and deny, i.e. to be used as a sanity-check. It
could also be the other way around. Information that comes to your intention through Open
Source information could be an early warning sign that bring about a fall investigation. It can
also enhance and be a supplement to information already known before. A narrow range of
classified sources may mislead the analyst into accepting a narrow interpretation of events.
Using different sources decreases the risk for misunderstandings.

Last but not least, decision-makers that are dependent on people's opinions react primary on
Open Source information. The debate is mostly held in media and most decision makers use
media as a way to communicate with the public but also with other parties, national and
international.

Slide 4

Open Sources are all non-classified sources and hence it would be impossible and pointless to
try to give an extensive overview of all sources included. However, there are some categories
that are worth mentioning. The first group are think tanks and other kind of research
establishments. In most cases the information that they provide is of an analytical nature and
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mostly cost free. Most of them also have links to other sites with related information.
Federation of American Scientists, SIPRI, Center for Non-proliferation Studies at the
Monterey Institute and Nuclear Control Institute in Washington are some examples.

Slide 5

The second group consists of images, maps and web cameras. Open Source images can be
divided into two sub categories. The first group is real time images from commercial
satellites. These are associated with very high costs, but on the other hand you can get high-
resolution images quick. Worth mentioning is that it is more difficult to get images over the
so-called 'third world'. One of the providers is Space Imaging. The second sub category is
images that are free. These have in most cases poorer resolution and are not real time images.

There are several thousand of maps available for free and they cover all kinds of areas:
historical; country; regional; weather; topographic etc.

Web cameras can also be useful. However, the can be tricky to find and there is always a risk
of dis-information.

Slide 6

The third group consists of media and it covers everything from a particular newspaper to
huge databases such as Reuters Business Briefing and Lexis Nexis. Most newspapers are
possible to read without a fee but accesses to databases are in most cases associated with a
high cost.

The next group of Open Sources are Governments and International governmental
organisation and Non-governmental organisation. Valuable information could be press
releases and reports. This information is generally free.

The fifth group comprises of the so-called grey literature, i.e. conference papers, research
reports, internal reports, preprints and working papers are non-commercial sources. Although
hard to find, they are in most times very valuable sources of information.

And finally, there are a lot of sites on the Internet that covers a special interest group such as
different 'liberation Movement'. Today almost every obscure group has their own website.

However, the cheapest way to get relevant information is to ask the person who knows.
Internal knowledge networks can save your organisation a lot of money.

Slide 7

The first question you must ask yourself before you start searching for information on the
Internet is if you should surf or trawl. The difference between trawling and surfing is if you
know what you are looking for and your search is meant to catch the fish or if you with your
search just want to see what kind of fish the sea contains.

The Internet contains billions of WebPages and there are mostly no substantive editorial
quality control, meta-tags, independent reviews, or other forms of value-added discrimination.
Furthermore, most of these WebPages are not properly indexed in some sort of universal
directory. There are approximately 2.1 billion online WebPages and 7 more million pages are
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added every day. There are at least 330 million Internet users today and the risk for
information overload is high. Besides Internet, there are also thousands of online, i.e. Internet
based, databases for example Reuters, that produces approx 70 000 articles each day (60 mil
in archive) and Dialog that has 9 TB of information in 600 databases.
The reason why I'm mentioning all this statistics is for you to understand how enormous the
Internet is and especially how important it is to use the right tools to search for information.

Slide 8

The questions that follow is what kind of tools can you use?

The first and maybe the most common tool are Search engines. They create their listings
automatically, crawl the web, and then people search through what they have found. So you
are not actually searching the Internet. Size of the database, frequency of update, search
capability and design and speed may lead to amazingly different results. Search engines are in
most cases very simple tools with less precision. No one has indexed more than 50-60 percent
of all WebPages.

Meta-search engines, contains a central place with a uniform interface, where a query can. be
entered and the search can be conducted simultaneously in as many search engines and
directories as necessary, and search results can be brought back and displayed in a consistent
format.

There are also four other groups of tools:

Subject directories are often called subject "trees" because they start with a few main
categories and then branch out into subcategories, topics, and subtopics. Because humans
organize the websites in subject directories, you can often find a good starting point if your
topic is included.

Subject guides is similar to a Subject directory but with links only. Specialized Databases are
portals from where you can access different sub categories, which are made up of specialized
databases, and finally, the last tool is Virtual Reference Libraries, consisting of a compilation
of links.

The best way is to try different tools and then chose two, three that suits your needs best.

Slide 9

Even though Internet is said to be global, there are certain geographical limitations. Of all the
millions of Internet users in the world almost 45 percent makes up of US based users,
followed by Europe's 27 percent and Asia/Pacific on 22 percent. This means that Africa,
Middle East and South America only account for altogether 7 percent of all Internet users. In
Russia there is approximately 3-6 million Internet users, i.e. between 1 and 2 percent of all
users. These figures indicate that, most likely, Internet today is for the western countries and
contains the information the western user request.

Furthermore, of all billions of WebPages on the Internet, 75 percent are in English. 1'he
fastest growing Internet language is Chinese. Spanish is expected to grow with 550 percent in
three years.
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Information in relation to intelligence is in most cases not validated. The information needs to
be corroborated and confirmed before used as facts. To facilitate the sanity check process
primary sources should, if possible, be used, with the ambition to be as closed to the event as
possible. Information presented in a local Swedish newspaper about an event in Moldova
might be third or fourth hand information. The risk is hence apparent that the information has
been distorted on its way to the end source.

Slide 11

There are several different analytical tools for visualizing search patterns and different kinds
of information mapping. Diagrams made in the Analyst Handbook can for example show
associations between people and transactions. What seem to be hidden relationships suddenly
appear clear. When working with a lot of information the problem facing the analyst is not the
shortage of information but understanding what that information means.
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