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Risk management is an essential element in influencing how the United States Department of
Energy's safeguards and security mission is executed. Risk management exists as a function
of a target's attractiveness, along with the potential consequences associated with the
unauthorized use of that target. The goal of risk management encompasses the fielding and
operating of appropriate, cost-effective protection systems generating sufficient deterrence to
protect sensitive programs and facilities.

Risk mitigation and risk prevention are accomplished through the vulnerability assessment
process. The implementation and continued validation of measures to prevent or mitigate risk
to acceptable levels constitute the fundamental approach of the Department's risk
management program.

Due to the incomplete knowledge inherent in any threat definition, it is impossible to
precisely tailor a protective system to defend against all threats. The challenge presented to
safeguards and security program managers lies in developing systems sufficiently effective to
defend against an array of threats slightly greater than can be hypothetically postulated (the
design basis threat amended for local conditions). These systems are then balanced against
technological, resource, and fiscal constraints.

A key element in the risk assessment process is analyzing the security systems against the
Design Basis Threat (DBT). The DBT is used to define the level and capability of the threat
against the DOE facilities and their assets. In particular it defines motivation, numbers of
adversaries, capabilities, and their objectives.

Site Safeguards and Security Plans (SSSPs) provide the basis and justification for safeguards
and security program development, budget, and staffing requirements. The SSSP process
examines, describes, and documents safeguards and security programs, site-wide and by
facility; establishes safeguards and security program improvement priorities; describes site
and facility protection philosophy and strategy; and provides an estimate of resources required
to accomplish improvements.

Two major parts comprise a SSSP. Part I, the Safeguards and Security Management Report,
contains information describing protection strategies, site/facility safeguards and security
programs, approved deviations from policy, as well as plans and procedures designed to
manage and maintain safeguards and security programs. Part II, the Vulnerability Assessment
Report, reflects the results of Vulnerability Assessments; the validation of Vulnerability
Assessment results by performance tests; currently existing protection programs; and any
required corrective actions.
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The SSSP process can be a complex and resource intensive process. The responsibility for
the steps in the current SSSP process can be directly attributable to the various Departmental
organizations with an interest in safeguards and security risk management within the
Department.

Vulnerability Assessments form the basis for the Safeguards and Security Planning Process.
The Vulnerability Assessments are performed by a process summarized in following six
steps: 1) Threat and Target Identification, 2) Facility Characterization, 3) Protective Force and
Systems Characterization, 4) Risk Determination, 5) Risk Validation and Verification, and 6)
VA Approval and Concurrence.

Threat and target identification are accomplished through the application of the DOE Design
Basis Threat against targets prioritized based on Material Category, Attractiveness and
Desirability.

The facility characterization is a process that models a facility to determine material, system
and protective force dispositions. The model relies heavily an the operations personnel,
maintenance personnel and the protective force personnel for accurate information.

The protective force and systems characterization determine, model and quantify the
operations, capabilities and performance as applied against potential adversaries. The
characterization is evaluated through the use of performance tests, Force-on-Force exercises
and observation.

Risk determination is the process of quantifying and evaluating the aggregate protection
afforded the targets based on the protective force and systems characterization. The risk is
assessed.and reviewed to ensure that all targets are protected in a cost-effective manner while
maintaining an appropriate level of security.

Risk validation and verification involves performance tests, operational reviews and
protection systems evaluations. Validation is the hand-on assessment of the capabilities and
performance characteristics of the protection systems. Verification is a review of the
Validation to ensure that all interests are covered.

The approval and concurrence is the acceptance of the Safeguards and Security Management
Report and the supporting vulnerability assessment as an accurate depiction of a facility's
protection posture, philosophy and operations.

The DOE federal operations office responsible for the specific facility in question has the lead
role in ensuring each of these activities occur. It is assisted by the contractor who actually
manages the facility as well as the DOE headquarters which funds the; activities and the Office
of Safeguards and Security which develops the Design Basis Threat.
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