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Some aspects of nuclear material illicit trafficking detection and its interception

Recognizing the actuality and importance of nuclear material illicit trafficking problem, the
Security Service of Ukraine pays great attention to the security and theft prevention of nuclear
materials in Ukraine.

For this purpose the State system which include organizational and legislative measures has
been established and is functioning.

Within the frame of this system the detection and perception of illicit trafficking of nuclear
materials and radioactive substances take the important place in the work of law enforcement
authorities in Ukraine including Security Service.

The Laws of Ukraine Nuclear power utilization and radioactive safety, Sanitary and
epidemiological population control, the respective articles of the Criminal Code of Ukraine
(art. 228-2, 228-3, 228-4, 228-5), the statement of the Cabinet of Ministers of Ukraine #207
on 04.03.1997 which determines the Interaction procedure between executive authorities in
case of illicit trafficking of radiation source detection are its legislative basis.

The analysis of the situation shows that this problem became the most pressing after USSR
collapse in 1991 due to some objective and subjective causes. Some criminals and common
staff of the enterprises and organizations which were responsible for above mentioned
materials and the former military men were involved into illegal activity associated with illicit
trafficking of nuclear materials and radioactive substances.

Although after USSR collapse the Ukraine had the nuclear arsenal which was the third in the
world, it did not become the source of weapon nuclear material proliferation. It shows the
effectiveness of the measures undertaken by the government within the system of nuclear
material physical protection provision. It is evident that nuclear weapon removal from the
territory of Ukraine was performed without any case of its loss or theft. Therefore, currently
in Ukraine there is only necessary amount of nuclear material with sufficiently less
enrichment level that used in NPP reactors or for scientific purpose. These materials are under
IAEA safeguards within 5 years.

In all cases of nuclear material illicit trafficking detection they had non-Ukrainian origin; that
is these materials were imported to our state from outside and the final goal of the criminals
was the attempt of their illegal transportation through the boundary of Ukraine in various
directions and the marketing to illegal buyers.

Thereby it should be concluded that the criminals used or suppose to use the Ukraine as the
transit area and the illicit trafficking of nuclear materials is principally performed in the
direction from the east to the west.
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According to the available data on the frequency of attempts or facts of nuclear material illicit
trafficking the most intensive process was registered in 1993-1995, but currently due to
specific measures undertaken by Security Service of Ukraine and other law enforcement
authorities this process was stabilized.

In the last few years 5 cases per year of loss, theft or detection in illegal handling of radiaition
sources based on nonfissionable radioactive isotopes, which are widely used in different
industrial, scientific and medical branches were registered.. There were the cases when the
goal was not only the radiation source theft but the theft of lead containers in which they were
stored or transported (the containers should be delivered to the receiving center for non-
ferrous metal).

On expert opinion, the most dangerous situation is when transnational criminal groups are
involved into nuclear material illicit trafficking process. These groups have considerable
funds and established channels for illegal transportation of different goods, which can be used
for illegal transportation of nuclear materials and radioactive substances. Such situation is the
subject for further bilateral discussion between the experts of lav/ enforcement authorities
from the states involved into activity on prevention of nuclear material illicit trafficking. It
should be mentioned, that currently such data are not available in Ukraine.

Some points of practical activity on perception of nuclear material illicit trafficking should be
considered.

When the law-enforcement authorities receive the initial information on the possible illicit
trafficking of such materials, determination whether it is real radioactive material is the most
significant action for the farther legal classification of the criminal action. During the
preliminary inquiry this information is verified by means of special equipment and
requirements made by the law-enforcement authorities to this equipment somewhat differ
from the conventional ones (dimensions, sensitivity, availability of sound or light signaling).

Correct determination of the material physical characteristics will affect the farther actions on
its withdrawal from illicit trafficking and degree of legal liability of infringers.

There was the case in the Ukrainian Security Service preliminary inquiry practice to suppress
the illicit trafficking of nuclear material. The increased level of radiation from the particular
subjects showing its physical nature was not only determined by the portable spectrometer,
but was identified as the exact fissile nuclear material (mixture of U238 and U235 isotopes).

What about the subjective part of the criminal activities, that is the motive for illicit
trafficking of the nuclear material and radioactive substances, that in many cases, according to
the available information, it is the hunger for "mythic" commercial profit but not actions of
terrorist, Mafia or other Radical groups.

In conclusion we consider it necessary to notice the role of mass media that, in our opinion,
have to create public perception for impossibility to get rich when marketing the stolen
nuclear materials or radioactive substances. It has constantly create the public concept of the
potential danger appearing during the unauthorized handling of the radioactive substances.
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