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The approach adopted, in France, for considering malevolent actions affecting the design and
operation of nuclear facilities is aimed at determining the extent to which the facilities are
protected.

When carrying out these studies, operating organizations have to demonstrate that they are
complying with the objectives set by the Competent Authority for reducing the risk of internal
or external malevolent actions.

The operating organization studies are assessed by the technical support body of the
Competent Authority. The technical support body submits the assessments to an
interministerial advisory group that sends its comments and any specific technical instructions
which may be necessary to the Competent Authority.

The approach to be followed can be summed up as follows:

1) The sensitivity of each zone is determined; this can be characterised by the level of
the radiological consequences resulting from a malevolent action. Sensitivity is
determined by taking into account:

- the radioactive product inventory,

- possible accident situations,

- an estimate of the consequences of these accidents.

Depending on the gravity of the consequences of a malevolent action, three types of zone
have been defined:

- zones or systems at risk, when an action is not serious enough to lead to
radiological consequences; to cause a significant accident, at least two zones or
systems at risk have to be affected,

- critical zones or systems, when an action leads to radiological consequences
deemed acceptable from a safety point of view.

- vital zones or systems, when an action leads to more serious radiological
consequences than those taken into account in the safety case.

2) The vulnerability of the various zones to each type of aggression is estimated, in
other words, an estimate is made of the extent to which it is difficult to carry out a
malevolent action in the zone in question.

The vulnerability assessment of the zones and systems identified previously can be broken
down into two parts:

- an estimate of the resources required to destroy or sufficiently damage a system or
function (for example, the quantity of explosives necessaiy),

- qualification of the paths leading to zones or systems deemed sensitive.
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3) If need be, counter-measures are taken to protect zones for which the consequences
would be unacceptable compared to the force of the aggression. Counter-measures
are intended both to minimise sensitivity and make it more difficult to carry out the
aggression envisaged.

Several types of threats have been identified for the purposes of these studies:

- Internal threats involving actions taken by insiders acting alone or not.

- External threats involving actions by small group of attackers. Two assumptions are
made when testing the ability of protection systems to counter aggressions of this type.
The first involves a small team of attackers with limited resources, and the second takes
into account a larger team with more sophisticated resources.

Assumptions are also made as to the types of action which could be taken by malevolent
workers in sensitive zones and the aggravating factors to be considered. As an example the
loss of the offsite power supply could be taken into account.

Acceptable consequences are taken as being those leading to levels of radioactive releases less
than, or equal to, those taken into account in the facility safety case. This implies that vital
zone vulnerability be reduced to a minimum so that an excellent level of protection can be
provided for these areas. In the case of critical zones, the level of protection is considered on a
case-by-case basis, depending on the consequences of malevolent actions.

Finally, the paper will describe the concrete case of a nuclear installation. Emphasis will be
paid on the defence in depth approach organized around prevention, management and
mitigation measures.
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