
Keynote Address / Session 10

RECOMMENDATIONS FOR STRENGTHENING THE NATIONAL SYSTEMS AND
THE INTERNATIONAL REGIME FOR COMBATING OF ILLICIT TRAFFICKING

P. EK
Swedish Nuclear Power Inspectorate (SKI), Stockholm, Sweden

L. WREDBERG
Consultant to SKI.,Sweden

i inn iiim

XA0103063

EXTENDED SYNOPSIS

Illicit trafficking activities involving nuclear material and equipment are acts of nuclear
proliferation. The threat of illicit trafficking is an international concern and the consequences
of illicit trafficking, such as war or terrorist attacks using illegally manufactured nuclear
weapons, might affect any country. As long as these materials and equipment remain a
potential for theft and smuggling due to insufficient security and control conditions, there is a
possibility that proliferators or terrorist groups may illegally take possession of such materials
and equipment for illicit purposes.

A precondition for preventing illicit trafficking is the existence of effective national systems
for supervision and control of nuclear material and equipment, including physical protection
and export/import control, based on an accurate and complete legislation. In addition thereto,
national systems for combating of illicit trafficking, through prevention and detection within a
state's territory or across its borders, incorporate such components as: supervision and control
of nuclear operations; organisation of operator activities through quality assurance, internal
control, security culture, etc.; law enforcement functions (police, intelligence, customs,
investigation, prosecution, penalties and sanctions); and procedures for co-ordination and co-
operation between supervising and law enforcement authorities.

According to a joint Swedish-Norwegian-Latvian study, there are imperfections in many
national systems for combating of illicit trafficking, such as:

• Incomplete legislation on nuclear non-proliferation and safety, physical protection and
export/import control;

• Unclear or overlapping responsibilities between national supervision and law
enforcement authorities, leading to poor co-operation and co-ordination of preventing
and detecting measures;

• Incomplete rules and regulations concerning operator functions and responsibilities,
including requirements on internal control, quality assurance, security culture and
individual responsibilities;

• Shortage of suitable and modern equipment for monitoring and detection of radioactive
material;

• Shortage of staff and training capabilities and insufficient financial resources
concerning supervision and law enforcement authorities;

• Insufficient access to relevant information and data bases.
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A first step to improve national systems would be to assist states;, by educating key-persons
and authority staff, how to establish good, state-of-the-art national systems for combating of
illicit trafficking, which would meet the requirements of international legal instruments,
recommendations and guidelines. State Governments need to be made more aware of the
seriousness of the proliferation threat and be convinced that supervision and law enforcement
resources must be reinforced for bringing their national systems up to international standard.

On the international level, combating of illicit trafficking would be ameliorated by improving
the communication links between national authorities bi-laterally and with the international
organisations. Also increased information exchange between national and international
databases would improve prevention and detection capabilities.

For the effective and consequent combating of illicit trafficking of nuclear material and
equipment, it is, however, necessary that the international non-proliferation regime be
strengthened through new initiatives and approaches. These should focus on, inter alia, a set
of minimum requirements to be implemented, and to pursue, impose, follow-up and audit the
implementation of those requirements into the national systems for combating of illicit
trafficking.

The IAEA is the recognised international organisation, both for nuclear energy promoting
activities, and for the implementation of the international non-proliferation regime. The IAEA
has, within its area of competence, relevant know-how and capability, including qualified
staff, information systems, etc. In order to be assigned the task to serve the function of the
international regime for the combating of illicit trafficking, the IAEA needs, however, an
additional mandate.

The full paper will elaborate on these and related issues and will summarise a set of key
recommendations.


