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Unlike the Non-Proliferation Treaty requirement that non-nuclear-weapon parties provide
"safeguards" information to the IAEA on their nuclear materials and their state systems for
accounting and control, there is no related requirement to provide information on state
systems of physical protection. A review of 1997 IAEA and Stanford physical protection
conference proceedings showed both the absence of information on important practices from
many states and the great variation in practices from state to state. Besides the lack of
internationally required standards for domestic protection, reasons for the variations described
in Stanford-Sandia National Laboratories research include:

• differences in states' perceptions of the threats to their materials,

• differences in their abilities to pay the cost of stronger physical protection,

• differences in their laws and regulatory practices in general, and

• differences in their cultural attitudes -for example, attitudes toward whether to arm
personnel guarding weapon-usable material or to require clearances for personnel with
access to such material.[l]

The information presented to the 1997 IAEA and Stanford conferences was supplied
voluntarily. The two global documents which provide norms for physical protection do not
require submission of such information. These are the 1980 Convention on Physical
Protection of Nuclear Material and the 1999 IAEA INFCIRC/225/Rev.4. [2 and 3] This
means that, without bilateral cooperation, no state can find out how other states are protecting
their nuclear material. Yet, as IAEA Director General El Baradei has said,

[IJt is not a matter of indifference to other States whether and to what extent
[physical protection] responsibility is fulfilled....The need for international
cooperation becomes evident in situations where the effectiveness of physical
protection in one State depends on the taking by other States also of adequate
measures to deter and defeat hostile actions against nuclear facilities and nuclear
materials, particularly when such materials are transported across national
frontiers. (INFCIRC/225,Rev.4, Preface)

Contributing to recent efforts by the United States and others to strengthen global standards
for physical protection [2 and 3], a Stanford project proposes ways to increase cooperation by
providing more information about physical protection practices. The project has developed a
questionnaire on physical protection practices. We recognize that some information about a
state's system of physical protection can't be made public because of the fear that key secrets
of protection might be used by terrorists or thieves in subsequent efforts to steal or sabotage
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the material. (See INFCIRC/225/Rev.4, par. 4.3) For those states willing to complete our
questionnaire for a facility, we have promised not to make information public without their
consent. But state-to-state comparisons of perceived threats and overall plans to counter them
might be particularly educational.

With cooperation from Sandia and industry, the Stanford project hopes to demonstrate sensors
and other means for physical protection. For example, the project's Friedrich Steinhsiusler
has proposed the development of a "Virtual Walk-Through Facility" - a three-dimensional,
computer assisted, simulation-demonstration showing the effectiveness of various possible
protections for weapon-usable material against a variety of threats. This would be useful for
training, for appraising protection proposals, and for evaluating the capabilities of existing
facilities. It could be a significant addition to the display of physical protection technology
and methods at Sandia's Cooperative Monitoring Center and a tool for use in IAEA training
courses, demonstrations or conferences like this one.[4].

The basic goal of the Stanford project is to help strengthen global physical protection
practices and standards. We have already made specific recommendations, and intend to
continue our analysis of possible improvements. [2] and [5].
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