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ABSTRACT

Modernization of Instrumentation and Control (I&C) systems in nuclear power plants often im-
plies to go from analog to digital systems. One condition for the upgrade to be successful is that
the new systems achieve at least the same quality level as the analog they replace. The most
important part of digital systems Quality Assurance (QA) is Verification and Validation (V&V).
V&V is concerned with the process as much as the product, it is a systematic program of review
and testing activities performed throughout the system development life cycle. Briefly, we can
say that Verification is to build the product correctly, and Validation is to build the correct prod-
uct. Since V&V is necessary but costly, it is helpful to tailor the effort that should be performed
to achieve the quality goal for each particular case. To do this, an accepted practice is to estab-
lish different V&V levels, each one with a proper degree of stringency or rigor. This paper shows
a practical approach to estimate the appropriate level of V&V, and the resulting V&V techniques
recommended for each specific system. The first step purposed is to determine "What to do",
that is the selection of the V&V class. The main factors considered here are: required integrity,
functional complexity, defense in depth and development environment. A guideline to classify
the particular system using these factors and show how they lead to the selection of the V&V
class is presented. The second step is to determine "How to do it", that is to choose an appro-
priate set of V&V methods according to the attributes of the system and the V&V class already
selected. A list of possible V&V methods that are recommended for each V&V level during dif-
ferent stages of the development life cycle is included. As a result of the application of this pro-
cedure, solutions are found for generalists interested in What to do, as well as for specialists,
interested in How to do it. Finally, it also helps to find out the main topics to include in a V&V
plan.

1. INTRODUCTION

In recent decades, digital technology has assumed an increasingly important role in large sys-
tems for aerospace, defense, communications, transport, and energy applications. At the pres-
ent time this technology is being applied to a great number of systems, including domains of
high consequence operations that were formerly handled manually or by analog systems.

In the nuclear power industry, conversion to digital instrumentation and control systems started
to gain momentum during the past ten years. Many factors, involving analog and digital prod-
ucts, concurred to bring about this result. On the analog side there have been maintenance
difficulties, discontinued production of some analog components, and lack of vendor support.
On the digital side we have benefited from flexibility of systems design, cost reduction, and ma-
turity of new techniques and tools for verification and validation.

For digital systems that must perform high consequence functions, the main attributes to con-
sider for quality assurance are dependability, reliability, safety, security and robustness. To
achieve these goals, people involved in development, licensing, certifying or acquiring the sys-
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terns must deal with rigorous quality techniques to assure that the new digital systems have at
least the same quality level as the analog systems they replace.

Because digital systems incorporate software, the most important part of the quality assurance
(QA) program is verification and validation (V&V). There are a lot of possible techniques to per-
form V&V. Each of these methods has different characteristics, locates different kinds of faults,
and requires different skills and tools. Therefore, there are different costs associated with these
V&V methods. To grade the necessary effort, a recommended practice is to choose among
different levels of V&V, each with a different degree of stringency or rigor. This paper describes
a practical approach to estimate the appropriate V&V level and the resulting techniques recom-
mended for each specific system. The concepts presented here are also outlined in the EPRI
V&V Handbook [1]. This work benefitted significantly from EPRI support.

It is important to note that when a software-based product is related to significant conse-
quences, we should accept nothing less than a complete and pervasive intolerance to any com-
promise of safety and security.

2. WHAT IS V&V?

The IEEE Standard Glossary of Software Engineering Terminology (IEEE 610.12-1990) defines:

verification and validation (V&V). The process of determining whether the require-
ments for a system or component are complete and correct, the products of each de-
velopment phase fulfill the requirements or conditions imposed by the previous phase,
and the final system or component complies with specified requirements.

The first two parts of this definition are verification; the third part is validation. Verification in-
cludes detailed review and testing at each life cycle phase and determines whether the project
is ready to move to the next phase. Validation, on the other hand, involves evaluating the over-
all behavior of the system under conditions representative of its intended use.

The IEC 61508 Functional Safety of Electrical/Electronic/Programmable Electronic Safety-
Related Systems defines:

verification. Confirmation by examination and provision of objective evidence that the
requirements have been fulfilled.

validation. Confirmation by examination and provision of objective evidence that the
particular requirements for a specific intended use are fulfilled.

These definitions are simpler than the former, while they also demand evidence of the process.
In the context of IEC 61508, verification is the process of demonstrating by analysis and/or tests
that the deliverables of each phase of the relevant life cycle meet in all respects the objectives
and requirements set for that phase. Validation is the process of demonstrating that the system
under consideration meets in all respects its safety requirements specification, particularly after
installation of the system.

In brief: Verification answers "Did we build the product correctly?" Validation answers "Did we
build the correct product?"

Finally, it is important to note that V&V is effective only if it is applied systematically throughout
the development life cycle, so there can be an active and constructive interaction between the
development staff and the V&V team.
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3. GRADED V&V FOR I&C SYSTEMS

V&V activities demand important resources and effort. To perform V&V it is necessary to or-
ganize V&V teams, with different levels of independence and expertise, that will be responsible
for the application of V&V methods and techniques to assure the quality of the product. Be-
cause not all digital systems have the same level of criticality, and because V&V activities are
costly, it is good practice to grade the effort corresponding to different levels of V&V. This is
useful only if it leads to practical recommendations concerning what activities should be (or
need not be) performed to achieve the desired software integrity.

The practical approach presented in this paper first determines the V&V class, then for each
class, V&V methods are described that complement the development activities for the target
integrity level. With safety-related systems, the classification is also useful to determine what
amount of activity is important to satisfy regulatory requirements. This practical approach con-
siders two major issues of V&V classification: What to Do and How to Do It. Table I summa-
rizes the concept of this classification.

Table I. Overview of the Practical Approach

Issue

What to Do

How to Do It

Classifying Attributes

Required integrity
Functional complexity
Adjusting factors

Defense-in-depth
Development environment

Application type
Design characteristics

Constituent components
Platform type
Programming method
Human interface
HDW/SFW integration

Project characteristics
Procurement method
Life cycle stage

Products of Classification

V&V class
Necessary degree of rigor

Applicable methods for determining
System requirements
SFW requirements
SFW design
Design analysis
Review and inspection
SFW testing
System testing

Tools that support these methods

Interest

Generalists
Managers
Licensing engineers
Regulators

Specialists
System engineers
Software developers

4. WHAT TO DO — SELECTION OF THE V&V CLASS

The nature of the system (i.e., its required integrity, functional complexity, etc.) defines What to
Do. The classification process establishes the V&V class, which identifies the degree of rigor
necessary during the requirements, design and implementation life cycle stages, as well as the
intensity of V&V activities. Recommendation for specific activities and V&V methods then follow.

Figure 1 synthesizes a step-by-step classification process to determine the V&V class after
evaluation of the main factors involved. These steps are discussed below.
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Figure 1. V&V Class Selection
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STEPS TO DETERMINE THE V&V CLASS

Step 1: Assess the required integrity of the software.

This is determined by answering the question "How important is it that the software not fail?"
This is related to the question "What are the consequences of software failure?" If the conse-
quences of software failure are high, then more rigorous V&V is needed. Usually three levels of
software integrity are established.

Integrity is closely related to the consequences of system failure. But the consequences of sys-
tem failure are not always the same as the consequences of software failure. If the software
introduces a system failure mode that is not already taken into account, then the software failure
consequences should be higher. On the other hand, if the role of the software is such that its
failure cannot impact the system safety function, then the software failure consequences may
be lower than those of the system. Adequate isolation must exist between the software and the
system components that implement its safety function in order to claim that the software cannot
affect the system safety function. The consequences of software error can also be reduced by
use of fault tolerance in the design. For example, mitigating features can return the system to a
safe state if erroneous software behavior is detected.

Three levels of required integrity are suggested in terms of the following consequences of a
failure or incorrect operation of the system:

• Loss of life

• Human injury

• Long term human health problems

• Injury or fatalities to plant or animal life

• Destruction or pollution of the environment or ecosystem
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• Discomfort to people

• Interruption of service and/or disruption of system mission

• Financial loss

• Loss of information

• Impact on the availability or operation of other systems

• Impact on an organization's capability to perform

Integrity Level HIGH:

• The consequences listed above are considered to be unacceptable from any perspective.

Integrity Level LOW:

• The consequences listed above are considered to be reasonably acceptable from all per-
spectives.

Integrity Level MEDIUM:

• The consequences listed above are considered to be somewhere between the require-
ments for HIGH integrity and LOW integrity.

Step 2: Assess the functional complexity of the software.

This is characterized by how difficult or intricate are the functions that the software is required to
perform. For example, it may be possible to exhaustively test a simple set of Boolean functions,
permitting a reduction in software V&V class. But a more complicated control algorithm may
require extensive random testing in a plant simulator environment, so a higher level of V&V is
indicated. Usually three levels of software complexity are established.

Only functional complexity is considered here as an adjusting factor for software V&V because
only functional requirements are known at the earliest stage of the life cycle when V&V classifi-
cation is to be determined. The complexity of the system's design and implementation should be
addressed separately as a graded design attribute, such that high software integrity levels de-
mand simple design and implementation. Three levels of functional complexity are suggested
below.

Complexity Level HIGH:

• The system controls something or provides real-time advise to an operator to control
something (e.g., turn on computers, machines, etc.) AND its failure, delay, unintended
repetition or any other kind of malfunction could directly or indirectly cause damage or harm
to anything.

Complexity Level MEDIUM:

• The system involves real-time processing OR any of the following: distributed processing,
embedded processing, complex reasoning, interrupt-driven processing, a large number of
complex interacting system.

Complexity Level LOW:

• The system is basically a stand-alone user-driven consulting system.
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Step 3: Select the tentative V&V class.

Figure 1 represents a matrix of Required Integrity vs. Complexity. Using the two values as-
sessed above, find the cell at the intersection of the complexity row and the integrity column.
Notice that each cell has one primary value for V&V class (with larger font), and some cells
have a secondary value (with smaller font). The tentative value of V&V class considers only the
two primary factors (complexity and integrity). Development environment and defense-in-depth
are adjusting factors that lead to final determination of the V&V class. These are addressed in
the next two steps.

Step 4: Assess the development environment of the software.

If the software development environment is poor, then more careful V&V will be necessary; on
the other hand, an excellent development environment may justify relaxing the final V&V class.
Two levels of the development environment are suggested below.

Development Environment EXCELLENT:

• High level technical staff with abundant and varied training, more than 10 years of experi-
ence in analysis, application, programming and languages.

• Use of metrics to support continuous process improvements and higher quality levels.

• Use of tools to facilitate most life cycle phases.

• Careful performance of configuration management during the whole software life cycle.

Development Environment POOR:

• Novice technical staff or newly formed team with minimal experience.

• Little or no use of modern programming practices.

• Deficient performance of configuration management during the software life cycle.

Step 5: Assess the defense-in-depth of the system.

A defense-in-depth design philosophy may permit less rigorous V&V. For this item it is neces-
sary to consider diversity, redundancy and backup systems. For example, if there are two di-
verse systems performing the same function, then the software in each of the two systems
might be assigned a lower V&V class.

Examples Illustrating the V&V Classification Process

Example 1: If the software is assessed to have MEDIUM complexity and MEDIUM required
integrity, then the primary V&V class is 2. But if the development environment is EXCELLENT or
the system design includes defense-in-depth (e.g., diversity, redundancy, or backup systems),
then the V&V class can be relaxed to 1, and less rigorous V&V should be acceptable.

Example 2: If the software must be of HIGH integrity and is expected to have MEDIUM com-
plexity, but the development environment is judged to be poor, then the most careful V&V class
3 will be required.

Example 3: For HIGH integrity with LOW complexity, the V&V class will always be 2 (intermedi-
ate). The same is true for LOW integrity with HIGH complexity. For these assessments, the
adjusting factors are not considered.

Example 4: If HIGH integrity software also has HIGH complexity (the most difficult scenario),
then the V&V class will always be 3.
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5. HOW TO DO IT — SELECTION OF THE APPROPRIATE METHODS

Having made an assessment of V&V class, the remaining step of the V&V classification process
considers additional attributes of the system, such as its constituent components and design
characteristics, with the aim of determining How to Do It. In this way, the project manager can
decide on specific V&V methods and tools that are most applicable for cost-effectively providing
the level of rigor and intensity expected for the V&V class.

There are a variety of methods and tools that can be used to perform V&V. The effectiveness
and applicability of these depend on what type of system is being considered and how it will be
designed and built.

The attributes in Table II can be used to categorize a system. For a given system, it is possible
to assign multiple values to most of these attributes. For example, constituent software compo-
nents may include an operating system and several component drivers. In addition, different
parts of a system may have different values assigned to a given attribute. For example, a
monitoring system may have a data acquisition module developed using conventional proce-
dural programming, but an operator advisory module may use both object-oriented and rule-
based programming. For this example, a separate category should be identified for each sub-
system, so that the correct V&V methods can be determined for each.

After determining the V&V class and the system attributes, specific V&V methods can be se-
lected. Many methods are available for performing V&V throughout the software development
life cycle. Each of these methods has different characteristics, locates different kinds of faults,
and requires different skills and tools. Therefore, there are different costs associated with these
V&V methods. In addition, each method is applicable to different stages in the life cycle.

There may be several combinations of V&V methods that will adequately address a particular
type of fault. It is more important that the selected set of methods will be able to detect all the
types of faults that may exist in the software being developed. As a guideline for selecting spe-
cific V&V methods, Table III lists some methods that are applicable to systems with custom
written software as well as those that use commercial off-the-shelf (COTS) software. Recom-
mendations are made for each V&V class. The recommended methods are applicable to differ-
ent life cycle stages — requirements, design, and implementation. Note that the list of V&V
methods in Table III is merely a representative list and is not intended to be an exhaustive list of
all the methods that are available.
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Table II. Attributes for Selecting Applicable V&V Methods

Attribute

Application Type

Constituent Components

Platform Type

Programming Method

Human Interface

Hardware/Software Integration

Procurement Method

Life Cycle Stage

Possible Values

Analysis
Database
Monitoring
Control
Diagnosis
Planning/Scheduling
Protection

Application Source Code
Operating System
Software Development Tools
Office Automation Tools
Component Driver(s)
Standard Function Library

Dedicated Single-Purpose System
General-Purpose System
Modular Control System
Programmable Logic Controller (PLC)

Procedural Programming
Fourth-Generation Language
Object-Oriented Programming
Rule-Based System

Operator Interface
Information Display
Maintenance Panel
No Human Interface

Software Only
Embedded Firmware

In-House Development
Contracted Development
Commercial Dedication
Turnkey

New System Development
New System Replicating Existing Functions
Modification of a Previously Developed
System
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Table III. Selection of Some Specific V&V Methods

V&V Method

Requirements analysis

Formal languages

Formal requirements review

Modeling and animation with computer tools

Formal design review

User interface inspection

Requirements tracing

Structural testing

Database analysis

Software practices review

System engineering review

Failure mode effects causality analysis (FMECA)

Automated anomaly testing

Algorithm analysis

Process trigger and timing analysis

Data interface inspection

Process oriented audits

Formal customer review

Functional testing

Boundary testing

Random testing

Robustness testing

Regression testing

Validation scenario testing

V&V Class

1

R

—

HR

—

HR

R

HR

R

—

—

—

—

—

—

—

—

—

HR

HR

—

—

—

—

—

2

R

—

HR

—

HR

HR

HR

HR

R

R

—

—

R

—

—

R

HR

HR

HR

HR

R

HR

HR

HR

3

R

HR

HR

R

HR

HR

HR

HR

R

R

R

HR

R

R

R

R

HR

HR

HR

HR

HR

HR

HR

HR

Stage

R

•

•

•

•

•

D

•

•

•

•

•

•

•

•

•

I

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

References

2

2,3

2

4

2

5,6

2,7

8,9

2, 10

11, 12

13

14

10

2

15

2

11, 7

12,7

16,7

17,9,7

18,7

19,7

2,7

7

Legend

Recommendation for V&V Class:
HR Highly Recommended
R Recommended
— No recommendation for or against

Life Cycle Stage:
R Requirements
D Design
I Implementation
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The following examples illustrate the selection of V&V methods with Table III.

Example 1: If the software is V&V class 1, then methods that are highly recommended during the
entire development life cycle are formal requirements review, formal design review, requirements
tracing, formal customer review, and functional testing.

Example 2: For V&V class 2 software, formal requirements review and user interface inspection are
highly recommended methods during the requirements stage of the life cycle. With respect to the
latter method, it is expected that only inspection of user interface requirements will be possible during
the requirements stage. But it is highly recommended that the user interface inspection method
should be repeated during the design and implementation stages, also.

Using Table II to categorize the system is useful for adjusting some of the recommendations made for
V&V methods listed in Table III. For example, if the human interface attribute in Table II is a mainte-
nance panel, then the recommendation for user interface inspection V&V method in Table III might be
reduced. Or if the application type in Table II is database, then the database analysis V&V method in
Table III might become highly recommended.

Table IV provides a more detailed description of the specific methods listed in Table III. These are
grouped according to three broad types of V&V techniques — reviews and inspections, analysis, and
testing. Notice that the methods listed in Table III are roughly grouped according to life cycle stage.
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TABLE IV. Description of Some Specific V&V Methods

Group

Reviews
and
Inspections

Method

Formal
Reviews
(Requirements,
Design)

User
Interface
Inspection

Software
Practices
Review

System
Engineering
Review

Process
Oriented
Audits

Formal
Customer
Review

Description

Usually a series of reviews conducted at major milestones during the devel-
opment life cycle (e.g., formal requirements review, formal design review).
Used to improve development visibility and product quality. Provide a basic
means for communication between the project team, company management,
and users or customers.

Inspection of all aspects of human-system interaction to minimize the potential
for incorrect operation and to support recovery from errors.

Review of the software development organization to advise management and
staff on improved operation and standards conformance (e.g., documentation,
programming guidelines, communication protocols, etc.)

System engineering experts examine application of the requirements specifi-
cation to the design description and its implementation. A variety of checks and
analyses confirm good system engineering practices.

Examines the products of software development with emphasis on improving
the development process. Performed after the requirements specification has
been developed, during the design and implementation stages.

Formal evaluation of the software product by customer representatives. Critical
review of the implementation relative to requirements.

Effectiveness During Life Cycle

Since the cost to correct an error increases rapidly as the development
life cycle progresses, detecting errors during early stages by use of
formal reviews is an attractive prospect. Most effective for large projects.
For small projects, some reviews may be performed less formally, com-
bined with other reviews, or eliminated.

Detects requirements specification, design, and implementation errors
related to communication, interpretation, and environment of system
operation.

Detects operational and management defects plus standards confor-
mance during the design and implementation stages of the life cycle.

Detects errors during the design and implementation stages of the life
cycle that may have originated during the requirements stage.

Identify process improvements and check compliance with the project
plan during the implementation stage of the life cycle.

Increases user (customer) satisfaction. Detects defects during the im-
plementation stage of the life cycle that may have originated during the
requirements or design stage.



Group

Analysis
Techniques

Method

Requirements
Analysis

Formal
Languages

Modeling and
Animation with
Computer Tools

Requirements
Tracing

Database
Analysis

Failure Mode
Effects Causality
Analysis
(FMECA)

Algorithm
Analysis

Process Trigger
and Timing
Analysis

Data Interface
Inspection

Description

Analysis of the requirements to assure they are complete, explicit, consistent,
testable, etc. Requirements are normally specified using graphical and/or
textual means with various levels of formality. Methods used for requirements
analysis will depend on how they are expressed.

Formal methods and languages enable the definition of requirements in a
rigorous, consistent, unambiguous way. These provide a basis for proving
correctness of the developed software. Examples of such languages are
EHDM.Z, VDM, etc.

When requirements and/or design are expressed in an unambiguous lan-
guage, whether it is a semiformal graphical language or a formal mathematical
language, it may be possible to test the description directly, even before any
implementation activity. An automated tool is strongly recommended; e.g.,
Software Requirements Engineering Methodology (SREM).

Verifies that products of the life cycle address each requirement of the system
and that testing demonstrates adequate and appropriate satisfaction of each
requirement. A common technique to assist with this method is the Require-
ments Traceability Matrix (RTM) that relates each requirement to correspond-
ing items in the design specification, test procedures, and test results.

Analysis of database design, structure, declarations, and attributes. Evaluating
interfaces for error handling, consistency checking, etc.

Identification of failure modes for each system component and analysis of the
consequences of each type of failure. Information includes failure description,
cause(s), defect(s), detection, safety consequences or other hazards, and
methods for recovery from the failure.

Analysis of software algorithms without execution of the code. Examination of
the processing logic for adequate and correct operation.

Analysis of the conditions that activate a process, with special concern for the
timing of activation relative to other processes.

Inspection of data interfaces for satisfaction of requirements, error handling,
consistency checking, etc.

Effectiveness During Life Cycle

Detects defects that originated during the requirements stage of the life
cycle. For large systems, this method may be essential to assure an
accurate requirements specification.

Detects defects that originated during the requirements stage of the life
cycle.

Detects defects that originated during the requirements or design stage
of the life cycle.

Very effective technique for discovering errors during the design and
implementation stages of the life cycle as well as the testing and mainte-
nance stages. Useful for verifying completeness, consistency, and test-
ability.

Detects defects related to database operations and calculations during
the design and implementation stages of the life cycle.

Insures appropriate consideration of possible failures. Detects defects
during the design and implementation stages of the life cycle that may
have originated during the requirements stage.

Detects defects during the implementation stage of the life cycle that
may have originated during the design stage. Permits identification of
missing or unintended features.

Detects defects during the implementation stage of the life cycle that
may have originated during the design stage. Important for V&V of real-
time systems.

Detects defects during the implementation stage of the life cycle that
may have originated during the design stage, including interface connec-
tions, communication protocols, and mismatched formats.



Group

Testing
Techniques

Method

Automated
Anomaly
Testing

Structural
Testing

Functional
Testing

Boundary
Testing

Random
Testing

Robustness
Testing

Regression
Testing

Validation
Scenario
Testing

Description

Tests for irregular style, comments, syntax, logic, complexity, etc. Performed
using automated tools.

A white-box approach to software testing. Based on analysis of the program, a
set of input data is chosen to exercise a large percentage of the program code
or a previously specified target portion. Includes statement testing, branch
testing, and path testing.

A black-box approach to software testing. The internal structure and design of
the software is ignored during selection of test cases. The software is viewed
as an integrated collection of functions. Tests are constructed to demonstrate
that the software satisfies all of its specified functional requirements.

Tests the boundaries and partitions of the input space. A type of domain test-
ing that selects test case values at and around (just inside, just outside) do-
main boundaries.

Input values for test cases are randomly selected, usually by an automatic test
data generator. Input values may be restricted to a specified domain, or not. It
is possible to select from many different sample distributions.

Exercises programs under challenging conditions. Test cases are selected with
extreme inputs and variously degraded situations.

Uses a set of test cases that test all of the system's functional requirements
(see functional testing). After each change to the system, or periodically during
system operation, the system is re-tested using this same set of test cases.
Any change in test results must be explained.

Uses test cases with realistic inputs that demonstrate subsets of important
functionality. Usually the final acceptance test intended to provide assurance to
the user (customer) and possibly the regulator.

Effectiveness During Life Cycle

Detects defects during the implementation stage of the life cycle. As-
sures good software development practices.

Detects the consistency of a component's implementation relative to its
design.

Detects defects during the implementation stage of the life cycle that
may have originated during any stage. Useful for validation of the final
system.

Detects defects during the implementation stage of the life cycle that
may have originated during any stage.

Detects defects during the implementation stage of the life cycle that
may have originated during any stage. Effectiveness is diminished by the
difficulty of evaluating all of the test results obtained. Empirical tests for
seeded and real errors using various sample distributions demonstrated
that the uniform distribution, which selects input values with equal prob-
ability, was usually the most powerful.

Detects defects during the implementation stage of the life cycle that
may have originated during the design or implementation stage.

Detects defects during the implementation stage of the spiral (iterative)
life cycle. Particularly useful during the maintenance stage. Spurious
errors introduced by system modifications or corrections may be de-
tected.

Detects defects during the implementation stage of the life cycle that
may have originated during any stage.



6. SUMMARY

For simplicity of presentation and application, we have proposed that the classification of V&V
can be cleanly separated into two parts that determine What to Do (i.e., the degree of rigor and
intensity of V&V activities) and How to Do It. This separation also has the advantage that the
question of What to Do is particularly interesting to generalists such as managers, licensing
engineers, or regulators, while the question of How to Do It is of more interest to specialists
such as system engineers or software developers.

Of course, this separation is a simplified model of reality at best. For a real project, estimating
the necessary level of V&V effort may first require a determination of any special V&V tech-
niques that must be employed, so that What depends upon How. Nevertheless, the principle of
keeping What to Do (e.g., V&V intensity) separate from How to Do It (e.g., V&V methods) is
still a valid goal, and striving for this separation will help the project manager to organize plans
and to justify decisions.

The graded approach developed in this paper — first establishing target integrity levels, then
recommending the amount of V&V necessary to achieve each level — is essentially consistent
with the latest versions of primary standards that address V&V for digital systems. Three of
these standards are: IEC 61508 [8], IEEE 1012 [20] and DO-178/ED-12B [21]. The first two
establish different integrity levels based on risk, the last one, like this paper, defines integrity
levels based on consequences of the system failure.

The first step of the V&V effort is to prepare a V&V plan that addresses all the topics related to
this activity. The methodology developed in this paper provides an organized way to identify the
main points that should be considered in the V&V plan.
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