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1, Major Activities
Collaboration between the U.S. and Russia on problems related to nuclear material physical
protection, control and accounting (MPC&A) began as a result of the "Agreement between
the Russian Federation and the United States of America on Safe and Reliable Transportation,
Storage and Destruction of Weapons and the Prevention of Weapons Proliferation," signed by
the Presidents of both countries on 17 June 1992.
Subsequently, the "Agreement between the Ministry of Atomic Energy of the Russian
Federation and the Department of Defense of the United States of America on Nuclear
Material Physical Protection, Control and Accounting" was signed by the Minister and
Secretary of both countries on 2 September 1993.
Russian-American collaboration on MPC&A promotes U.S. and Russian national interests in
protecting nuclear materials (NM) and preventing illegal trafficking in these materials.
The following major scientific and technical activities are being conducted within the
framework of this collaboration:
• The development of an MPC&A regulatory basis that satisfies the current requirements of

Russian legislation and international agreements;
• Improvements in methodologies and equipment employed to measure NM accounting

characteristics, as well as upgrades of security system equipment, which includes:
intrusion detection equipment; access control devices; optical and electronic surveillance
systems; special communications systems; detection equipment for NM transit (on one's
person or by vehicle); and saboteur and terrorist devices (weapons, explosives, chemicals
and other hazardous substances);

• Increasing the extent to which modern computer technologies are used in order to
improve automated processing and transfer of NM accounting information;

• The creation of special databases on possible threats and the use of modern computer
equipment to improve facility threat and vulnerability analysis methodologies;

• The development and implementation of modern physical protection systems; improving
physical security equipment, including: buildings, specialized structures, containers and
other physical barriers, as well as specially protected vehicles.

• Improvements in controlling the movement of nuclear materials within the country and
across its borders;

• Training and qualifying nuclear facility and nuclear material storage area personnel.
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Russian and American specialists jointly introduced the concept known as "the three lines of
defense" in order to provide a systematic approach to developing technical requirements and
organizing research and experimental design activities aimed at upgrading NM and nuclear
facility security equipment.
• The first line of defense is the information support and hardware system designed to

prevent the theft of NM from nuclear sites and to prevent the unauthorized entry of
explosives, chemical substances and narcotics at nuclear sites.

• The second line of defense is the information support and hardware system designed to
detect covert stores of NM, explosives, chemical substances and narcotics in areas
adjacent to nuclear facilities (at the boundaries of access and customs control points, in
vehicle depots, in vehicles, buildings and underground).

• The third line of defense is the information support and hardware system designed to
identify and conduct a criminological analysis of NM, explosives, chemical substances
and narcotics that have been detected and confiscated (as a result of illegal trafficking).

Fig. 1 presents the specific goals of Russian-American collaboration.

RUSSIAN-AMERICAN COLLABORATION IN
NUCLEAR MATERIAL PHYSICAL PROTECTION, CONTROL AND ACCOUNTING

Agreement between the Russian Federation and the United States of America on the Safe and Reliable
Transportation, Storage and Destruction of Weapons and the Prevention of Weapons Proliferation

17 June 1992

Agreement between the Russian Federation Ministry of Atomic Energy and the United States Department of
Defense on Nuclear Material Physical Protection, Control and Accounting

2 September 1993

MAJOR ACTIVITIES:

Develop regulatory documents based on Russian and international legislation;
Provide nuclear material physical protection, control and accounting systems using modern
instrumentation and equipment;
Upgrade information systems;
Analyze threats to and the vulnerability of sites requiring protection;
Improve controls over the movement of materials;
Train and qualify personnel.

LINES OF DEFENSE FOR NUCLEAR MATERIALS:

"First line": Physical protection, control and accounting systems at nuclear sites

"Second line": Off-site systems that are used at nuclear facilities to prevent the illegal distribution of nuclear
materials and the entry of hazardous substances (explosives, weapons and narcotics) into nuclear sites

| "Third line": Criminological analysis of detected contraband for the improvement of protection systems |

Fig.l

At their April 1996 meeting in Moscow on nuclear safety issues, the G-7 plus Russia adopted
the "Program to Combat Illegal Trafficking in Nuclear Materials." This program establishes
the main goals of international efforts to stop illegal NM trafficking and consists of three
major components:
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• Reliable and safe storage of NM, along with effective protection, control and accounting
measures to prevent their proliferation;

• Joint intelligence, customs and law enforcement measures to prevent international
transfers or sales of stolen NM;

• Joint efforts to oppose criminal elements by identifying and eliminating the illegal supply
and demand for nuclear materials.

2. The Organization of Activities in the Russian Federation

The beginning of our collaboration in 1994 on nuclear material protection, control and
accounting coincided with a painful period when Russia was restructuring its economy and
reorganizing and altering the functions of government bodies, the ministries, scientific
organizations and production facilities. Minatom of Russia suffered from reductions in
funding and the loss of young and energetic employees during this period, and experienced
difficulties with defense industry conversion. The financial support provided by the U.S.
Department of Energy for modernizing Russian nuclear material control and accounting
(MC&A) allowed Minatom to retain and hire highly qualified specialists in nuclear cities such
as Sarov (VNIIEF/Arzamas-16), Snezhinsk (National Research Institute for Physics
Applications/VNIITF) and Obninsk (IPPE).

The absence of any Russian Federation (RF) laws regarding the use of atomic energy
influenced the organization of Russian-American cooperation in 1994.

Fig. 2 presents the legal changes made from 1994-1998 which delegated the responsibilities
for creating and operating the National MC&A System.

The Russian Federation adopted the Federal Law "On the Use of Atomic Energy" (hereinafter
the "Law") in November 1995. The general provisions of this law led to significant changes in
the approach taken to create the National MC&A System.

DESIGNATION OF DUTIES FOR THE CREATION AND OPERATION OF THE
NATIONAL NUCLEAR MATERIAL CONTROL AND ACCOUNTING SYSTEM
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The Law establishes the following general provisions for MPC&A:
• All nuclear materials are the federal property of the Russian Federation. Entities in

possession of nuclear materials shall implement control over their containment and
appropriate use (Article 5 of the "Law").
From this provision it follows that the MC&A System shall ensure that the appropriate
federal executive branch agencies may carry out their designated functions related to the
management of nuclear materials under federal jurisdiction.

• The Government of the Russian Federation shall implement management of nuclear
materials under federal jurisdiction (Article 9 of the "Law").

• Agencies managing the use of atomic energy are responsible for government nuclear
material control and accounting in accordance with established regulations (Article
20 of the "Law").

• The National Nuclear Material Control and Accounting system shall ensure
government accounting of nuclear materials at the federal and ministry (agency)
levels for the following purposes: to establish on-site physical inventory quantities of
these materials; to prevent their loss, unauthorized use or theft; and to provide
government bodies and government safety regulatory agencies with information on
the location and movement of nuclear materials, as well as on their import and
export The Government of the Russian Federation shall develop a procedure for
organizing the National Nuclear Material Control and Accounting System (Article
22 of the Law).

• Government safety regulatory agencies, within the scope of their authority, shall
regulate physical protection for nuclear facilities, radiation sources, storage areas,
nuclear materials and radioactive substances. These agencies shall also regulate
unified government control and accounting systems for nuclear materials,
radioactive substances and radioactive wastes (Article 25 of the "Law").

• Operating organizations and specially authorized government agencies shall ensure
that nuclear facilities, storage areas and nuclear materials are physically protected.
Government safety regulatory agencies shall regulate physical protection (Article 49
of the "Law").

Minatom of Russia, Gosatomnadzor of Russia and other relevant organizations jointly
developed a set of major legal documents in 1996-1997 based on the Federal Law "On the
Use of Atomic Energy." These documents, approved by the Government of the Russian
Federation, develop the general provisions of the "Law" regarding MPC&A. They include:
• "The Conceptual Design of a National Nuclear Material Control and Accounting System

(Order # 1205, 14 October 1996);,
• "Physical Protection Rules for Nuclear Materials, Nuclear Facilities and Nuclear Material

Storage Areas" (Order # 264, 7 March 1997);
• Organizational Rules for the National Nuclear Material Control and Accounting System

(Order #746, June 1998).

These documents contain the following provisions, which are critical for determining the
organization and future development of international collaboration in this area:
• Minatom of Russia is established as the government client for activities related to the

creation and operation of the National MC&A System. Minatom of Russia is also designated
as the management agency for the federal level of the National MC&A System.
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• Minatom of Russia shall carry out the functions of the central government agency and
shall serve as the point of contact in accordance with the provisions of the international
"Convention on the Physical Protection of Nuclear Materials." It shall also assume the
functions of the national agency authorized by the RF to fulfill its physical protection
obligations to the IAEA and other international organizations.

• Minatom of Russia shall create an automated Federal Information System (FIS) for
governmental nuclear material control and accounting.

• With respect to MPC&A, Minatom of Russia shall serve as the liaison for federal
executive branch agencies, government bodies of the autonomous republics of the
Russian Federation, and organizations with hazardous nuclear sites which are under
ministry jurisdiction.

Minatom of Russia, in its role as the management agency for the nuclear complex of scientific
organizations and production facilities, has had many years experience in research,
experimental design and implementation activities, which were conducted in accordance with
procedures established by RF government standards (GOST).

These procedures stipulate mandatory compliance with the following requirements:
1. The utilization of statements of work, approved by the clients, for all activities to be

conducted, as well as for cost-benefit analyses of these activities;
2. Selection of contractors for all activities on a competitive basis;
3. Compliance with established standard phases and reporting requirements for research,

experimental design and implementation activities;
4. Receipt inspection by client committees of individual phases and activities, which shall

include the issuance of acceptance certificates for these activities.
These procedures ensure that activities shall be actively monitored for completion and quality.
An Expert Review Commission for Nuclear Material Control and Accounting and a
Coordinating Commission for Countermeasures against Illegal Trafficking in Hazardous
Substances have been formed at Minatom of Russia and are successfully conducting expert
reviews of activities in their respective areas of specialization.

Russian-American Collaboration Between 1994-1997
As a result of contracts with U.S. National Laboratories and International Science and
Technology Center (ISTC) projects, 27 science and production organizations of Minatom of
Russia have been working with the Americans since the beginning of 1994. This program has
increased the level of nuclear material safety and control at Russian nuclear, chemical and fuel
production enterprises, nuclear material storage areas, and at the two major nuclear weapons
laboratories.
Figs. 3-8 provide a basic outline of Russian-American collaboration between Minatom
enterprises and the U.S. Department of Energy.

The specific technical results of our collaboration have been presented in detail at the
following meetings:
• At the meeting of the G-7 plus Russia on nuclear safety and radiation protection which

was held in Moscow in April 1996;
• At the Russian International Conference on Nuclear Material Control and Physical

Protection in Obninsk in March 1997;
• At joint Russian-American workshops (on radiation monitoring, information systems, etc.);
• At the annual INMM conferences.
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US-RF COLLABORATION ON PHYSICAL PROTECTION, CONTROL AND
ACCOUNTING FOR NUCLEAR AND CHEMICAL PRODUCTION
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Mayak Production
Organization (Ozersk)
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(Zelenogorsk)
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Complex (Novouralsk)

Brookhaven National
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Lawrence Livermore National
Laboratory

Research the effectiveness of physical protection at nuclear facilities;
Provide physical protections systems with radiation monitors, metal detectors, and
communications equipment;
Equip the control and accounting system with computers, measurement instruments, bar code
devices and tamper indicating devices;
Improve statistical methods _ ^ ^

Fig.3

At the November 1995 international conference at the Livermore National Laboratory on
criminological analysis of nuclear contraband, there was a call for scientific and technical
collaboration against illegal trafficking in NM—one of the most important goals of the second
and third lines of defense. Members of the conference formed an International Working group
made up of specialists from several countries to combat illegal trafficking in NM.
This group held three meetings during 1996-1997, at which members worked out approaches
to resolving technical problems related to halting illegal trafficking in NM.
During a visit of Russian specialists from Minatom and the Kurchatov Institute to the Argonne
National Laboratory (ANL) at the end of 1995, proposals were made for collaboration on
technical problems related to the second line of defense. These proposals were further
developed at the international workshop "Nuclear Physics Detection Methods for Covert
Stores of Explosive Substances and Fissile Materials," which was conducted by the
Department of Information, Nuclear Material and Site Security of Minatom, the ISTC and
ANL in April 1996 at Obninsk.

There were a number of meetings and discussions between Russian and American specialists
from 1995-1997: at the U.S. Department of Energy (November 1995); at the U.S. Department
of Defense (November 1995 and November 1997); at Minatom of Russia (October 1997); and

8
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US-RF COLLABORATION ON PHYSICAL PROTECTION, CONTROL AND
ACCOUNTING AT NUCLEAR WEAPONS CENTERS
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Lawrence Livermore National
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Activities promoting Ministry interests:
• Development of regulatory documentation
• Outfitting Ministry enterprises with equipment and instrumentation
• Personnel training
• Software development •

Activities promoting the interests of the Centers:
• Improvement of the physical protection, control and accounting systems

Fig. 4

at international conferences: the Gordon Research Conferences on Practical Applications
(London, August 1997); and the Mine Removal Conference (Washington, November 1997).
The main topics of discussion at these conferences were related to the improvement and
creation of new technologies and, in particular, the use of neutron radiation (the APSTNG
proposal from ANL and the Kurchatov Institute, and the Zaslon ("Shield") project from the
International Science and Technology Center (INTC) at the National Research Institute for
Automated Controls).

Russian-American collaboration on improvements to the second line of defense began in
1997.
An important result of the scientific and technical collaboration between Minatom
organizations and the U.S. Department of Energy on MPC&A has the establishment of
mutual understanding and interests, trust, as well as professional and personal contacts
among individual specialists.



US-RF COLLABORATION AT NUCLEAR FUEL FABRICATION FACILITIES

Elektrostal Machine Building ) 17 task orders totaling over ( Los Alamos National
Plant ~L^ $2 million \ ^ Laboratory

Novosibirsk Chemical ^ \ 27 task orders totaling over ( Oak Ridge National
Concentrate Plant ^ ^ $500 thousand 4 Laboratory

Improving the Physical Protection, Control and Accounting Systems of High and
Low Enriched Nuclear Fuel Fabrication Facilities:

Installing pedestrian, vehicle and hand-held radiation monitors
Installing metal detectors
Upgrading passageway video monitoring systems
Installing access control systems
Installing computer systems for nuclear material control and accounting

Fig. 5

Current Status and Future Prospects for Major Activities
Minatom of Russia's priorities for 1998 are to develop and implement federal and ministry
level regulatory documentation and to solve system-related problems. One of the most import
tasks is to create an information system for the National MC&A System as quickly as
possible.

The Development and Implementation of Regulatory Documentation
As noted earlier, 1995-1997 saw the Russian Federation adopt major legislation and
Government orders that defined the duties, authority and functions of various government
bodies and autonomous republics within the National MC&A System. On the basis of these
laws, development began on a set of federal and ministry level documents which contain
standards, rales, measurement methodologies, MPC&A equipment requirements, data
submission forms, information exchange procedures and decision making processes.
The experience of other nations was taken into account when conducting these activities,
especially that of the U.S. In January 1998 Minatom of Russia and the U.S. Department of
Energy reached an agreement on the joint development of 40 regulatory documents for the
Russian National MC&A System, with the participation of Pacific Northwest National
Laboratory (PNNL), IPPE, VNIIEF, the National Research and Design Institute for Power
Engineering (RDIPE), and the Atomzaschitainform Center.

The Federal Information System for Nuclear Material Control and Accounting
From 1995-1997, and in accordance with the Minatom plan for developing and implementing
a National MC&A System, the Central Research Institute for Management, Economics and
Information of Minatom (Atominform) developed components and a core version of a
computerized information system for the National MC&A System. The Livermore National
Laboratory and the Euratom Department of Safeguards provided additional financial and
technical support for the project. There was an international demonstration of the core system
Federal MC&A Information System in March of 1998.

10
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US-RF COLLABORATION ON PHYSICAL PROTECTION, CONTROL AND
ACCOUNTING AT NUCLEAR RESEARCH ORGANIZATIONS
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Fig. 6

The Expert Review Commission for Nuclear Material Control and Accounting reviewed the
results of these activities on 14 April 1998 and confirmed that they may be used to create the
Federal Information System (FIS). The significant assistance provided by the Livermore
National Laboratory was noted, as was the personal contribution of Ms. Sandra Taylor, the
joint project manager. The Expert Review Commission discussed and adopted the following
conceptual design for the computerized FIS, which shall be created at Minatom of Russia in
accordance with the order of the Government of the Russian Federation.
The Federal Information System for MC&A is a system of interconnected organizational units
and equipment that gathers, processes and uses MC&A infonnation in accordance with
federal and ministry level rales. Specific MC&A tasks and functions, the required scope and
form of the information to be submitted, and the procedures for exchanging this information
shall be established by regulatory documents for all organizational units.

11
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US-RF COLLABORATION ON INFORMATION AND TECHNICAL SUPPORT FOR THE NATIONAL
NUCLEAR MATERIAL CONTROL AND ACCOUNTING SYSTEM AND PHYSICAL PROTECTION

SYSTEMS

Atominform
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PPE Nuclear Material Control4
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Training Center
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Create the Federal
Information System

Instrumentation issues

Qualifying nuclear
material control and
accounting specialists

Qualifying physical
protection specialists

Safe transport of
nuclear materials

Fig. 7
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The FIS will include:
• Information centers to collect and process information at the nuclear facility and NM

storage area level;
• Information centers at the operating organization level;
• Information centers at the agency level;
• An information center at the federal level;
• The users of data provided by the various information centers.
The FIS will be equipped with modern computers and information processing software;
electronic, magnetic and other information media; and modern communications and
information protection equipment.

Standardized forms will be used to collect information and generate the following proposed
databases:
• Organizational and technical information on nuclear facilities and NM storage areas with

specification of the appropriate operating organization and/or agency;
• Quantitative characteristics of NM (including special non-nuclear materials) and

information regarding their distribution at nuclear facilities and storage areas;
• Calibration support for determining quantitative characteristics of materials subject to

accounting (existing, developed, future);
• Regulatory documentation on MPC&A and control and accounting system oversight;
• Organizational, technical and other information required to prevent illegal trafficking in

NM.

12
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USA—RE COLLABORATION ON SECOND LINE OF DEFENSE
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Fig.8

A number of databases will have international status. These databases include:
• Databases providing information on instances of illegal trafficking in NM and other

radiation sources in order to assist law enforcement and international organizations, and
to inform the public. The creation of these databases is fully in keeping with the efforts of
the' IAEA to develop an international database (DB) on illegal NM trafficking and with
the tasks established for Minatom of Russia, which has been designated the central
government agency and point of contact in accordance with the provisions of the
International Convention on the Physical Protection of Nuclear Material. The Department
of Information, Nuclear Material and Site Security of Minatom has already begun using
this DB and, based on that experience, is working to upgrade it. The Department is also
making proposals to other interested organizations for collaboration in its further
development.

• In compliance with an order of the Ministry of Atomic Energy, the National Research
Institute for Inorganic Materials created a laboratory in 1997 to identify NM of unknown
origin. This laboratory will conduct analyses for Russia and other countries' law
enforcement agencies. The Institute is working with the Institute of Transuranic Elements
(Germany) to create a DB for inter-agency and international use which will identify the
characteristics of NM used for peaceful purposes. The future and long-term goal of
international cooperation is to provide scientific, technical and administrative support for
this DB.

13
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• Brookhaven National Laboratory and the Russian National Research Institute for
Automated Controls created an electronic catalogue (DB) of MC&A instruments. The
Los Alamos National Laboratory has created an encyclopedia of non-destructive assay
methods. These activities have established a strong foundation for future collaboration in
creating an international DB that will provide scientific and technical support and
professional training for MPC&A personnel.

• The Ministry of Atomic Energy authorized IPPE to create a DB of plutonium used for
peaceful purposes within the RF. This DB shall be used to implement the provisions of
the "Guiding Principles for the Use of Plutonium," which was submitted by the
Government of the Russian Federation to the International Atomic Energy Agency.

Organizational improvements have been proposed for the existing information structures in
Minatom of Russia, such as vesting these structures with additional authority and duties.
Minatom of Russia is interested in studying the practical experience of the American company
NAC International; of particular interest is the manner in which the collection and submission
of NM accounting information is organized.

Improving Methodologies and Upgrading Equipment

Collaboration in the improvement of methodologies and equipment has been directed towards
providing instrument and calibration support for MPC&A in the Russian Federation.
Minatom of Russia has focused largely on the following tasks: analyzing available
instrumentation; developing a conceptual design and projecting its enhancement; developing
and approving standardized specifications for instruments; and providing quality assurance,
including calibration support and instrument certification.
Based on specific statements of work, Minatom of Russia is conducting research geared
towards developing requirements, improving measurement methodologies, providing quality
assurance for instruments, creating calibration standards, conducting calibration research and
certification testing for instruments, and developing regulatory documentation to guide the use
of these instruments.
The calibration support system encompasses the development, testing, manufacture and
operation of instruments, and the standards and equipment used for attestation, verification
and calibration. The set of calibration support measures are implemented by the calibration
service agencies of Minatom, which consist of the Central Calibration Service, and the
calibration departments of lead organizations and enterprises. The ministry has accumulated a
great deal of experience in tracking and maintaining at a high level the calibration
characteristics of different instruments during their development, manufacture and operation.
Built-in self-monitoring and diagnostic devices are widely used, as are surveys and statistical
monitoring of technical characteristics. These areas of calibration support are reflected in the
general requirements and specifications for calibration instruments.

The current regulatory base includes standards, specifications, guidance documents, rales and
regulations that establish progressive requirements for developing, producing and using
instruments (including software, equipment and technologies), for quality assurance control
and evaluation, for safety assurance, etc.
Legislation of the Russian Federation requires the certification of MPC&A system equipment.
The general provisions of the certification system for equipment, devices and technologies for
nuclear facilities, radiation sources, and storage areas were developed and subsequently

14
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approved in 1998 by the following parties: the Russian Federation Ministry of Atomic Energy;
the Chair of the State Committee of the Russian Federation on Standardization, Calibration
and Certification; and the Head of the Federal Regulatory Agency of Russia for Nuclear
Safety and Radiation Protection. Equipment, devices and technologies (including those that
are imported) are certified for their compliance with established regulatory requirements.

Certification centers for Minatom of Russia include:
• The Sigma Specialized Research Institute for Instrumentation Design (Moscow), for

radiation measurement instruments;
• The Eleron Specialized Research Organization, for intrusion detection equipment in

physical protection systems;
• The National Research Institute for Inorganic Materials, for standard samples and

sampling equipment used to measure NM characteristics.
The foregoing should be taken into account in the assessment of Russian-American
collaboration on MPC&A instrumentation.
The current status of our collaboration in this area may be characterized by the following
accomplishments:
Firstly, a significant number of American instruments (radiation monitors, neutron
coincidence counters, radiation spectrometers, bar-coding equipment, computers, etc.) were
delivered between 1995-1998. These instruments and equipment are being used successfully
in MPC&A systems at Minatom production facilities and institutes. A good example of this is
the 1997 U.S. shipment of 26 TSA pedestrian radiation monitors to the Siberian Chemical
Complex. These monitors have been installed at the enterprise's entry control points.
Secondly, new instruments are being developed as a result of our collaborative efforts, and
instrument methodologies are being updated at Russian research organizations. One example
is the work of VNIIEF and Los Alamos National Laboratory on the Russian development of
the new KPRM-01, and the decision to have VNIIEF mass produce this device for the
physical protection systems at weapons facilities.
The improvements being made in methodologies and equipment as a result of Russian-
American collaboration are leading to a new level in quality.
Activities are already underway for installing modern equipment in the first, second and third
line defense systems which will be used to detect and identify NM, radioactive substances,
explosives and other hazardous substances.

Joint research and development has also begun on new synergistic systems for comprehensive
solutions to detection and identification problems. Proposals for collaborative efforts in this
area are as follows:
• Create computer DBs on hazardous substance detection and identification, as well as

expert recommendations for authorized government bodies and organizations under their
jurisdiction regarding technologies to detect, identify and neutralize these substances;

• Develop and introduce new direct monitoring and measurement methodologies to be used
to combat illegal trafficking in hazardous substances;

• Develop and implement comprehensive information and measurement systems to detect
and identify hazardous substances. These systems shall be used for customs control, when
monitoring the flow of freight and passengers, and when evacuating an area;

• Create a unified information space for regulatory documents of the RF, the U.S. and other
countries, as well as for data on the results of joint activities.

• Train personnel for these activities.
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At the initiative of Minatom of Russia, and with the support of the U.S. Department of
Energy, the Moscow Engineering Physics Institute has organized student training in a new
specialty, "Nuclear Physics Detection Methods for Hazardous Materials." The National
Qualification Institute and the Minatom Nuclear Material Control and Accounting Training
Center are working with the U.S. to qualify MPC&A specialists.

Minatom of Russia places a high premium on the achievements, current status, and
prospects for Russia and American collaboration in these endeavors.

The process of upgrading the MPC&A systems is an ongoing and long-term process that
consists of modernizing measuring equipment and methodologies, improving data
exchange and processing technologies, and improving administrative procedures.

The positive results that we have already achieved form a foundation upon which this
collaboration may extend into other new and important areas, such as the "second and
third lines of defense," which are directed toward countering illegal trafficking not only
in nuclear materials, but in other hazardous substances that constitute a threat to the
nuclear sites and national security of our country and of other countries.
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