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Abstract

Since computerized data processing was introduced to Safeguards at large bulk handling
facilities, a large number of individual software applications have been developed for nuclear
material Safeguards implementation. Facility inventory and flow data are provided in
computerized format for performing stratification, sample size calculation and selection of
samples for destructive and non-destructive assay. Data is collected from nuclear measurement
systems running in attended, unattended mode and more recently from remote monitoring systems
controlled. Data sets from various sources have to be evaluated for Safeguards purposes, such as
raw data, processed data and conclusions drawn from data evaluation results. They are reported in
computerized format at the International Atomic Energy Agency headquarters and feedback from
the Agency's mainframe computer system is used to prepare and support Safeguards inspection
activities. The integration of all such data originating from various sources cannot be ensured
without the existence of a common data format and a database system. This paper describes the
fundamental relations between data streams, individual data processing tools, data evaluation
results and requirements for an integrated software solution to facilitate nuclear material
Safeguards at a bulk handling facility. The paper also explains the basis for designing a software
package to manage data streams from various data sources and for incorporating diverse data
processing tools that until now have been used independently from each other and under different
computer operating systems.

I. INTRODUCTION

Several kinds of advanced high technology Safeguards systems have been implemented
and are under development in MOX fuel fabrication plants. During the past decade the
International Atomic Energy Agency (IAEA), national nuclear safeguards offices and facility
operators have extensively used new tools to improve the implementation of Safeguards. New
tools such as advanced accountancy systems (AAS), advanced containment and surveillance
systems (AC/S), improved non-destructive assay systems (NDA), and advanced accountancy
verification systems (AAVS) were developed.

The basis of an improved Safeguards system at a MOX fuel fabrication facility is formed
by an advanced accountancy system that is an on-line real time material accounting system. Such
a system can produce declarations of nuclear material inventory and flow within the facility on
the basis of data acquired at the time of material transfer. The advanced accountancy verification
system (AAVS) makes use of the near real time material accountancy (NRTA) for the purpose of
the continuous knowledge and statistical evaluation of the nuclear material in the process area.
Improved containment and surveillance systems (AC/S) consist of several kinds of sensors,
radiation detectors, monitors, and cameras to detect and register any movement of material,
personnel and equipment in an observed area. Non-destructive assay (NDA) systems are mostly
based on high-level neutron coincidence counting technique and high-resolution gamma-ray
spectrometry. Several specific detector systems have been developed for the verification of
nuclear material in the form o!' small samples of powder, pellets and solutions, large powder
containers, holdup in glove-boxes, scrap outside glove-boxes, fuel pills, fuel assemblies and waste
in drums or in large cubic containers. AC/S and NDA systems in combination are used to verify

127



PRE-INSPECTION PREPARATION

Pre-inspection information printout
Facility status report
Follow-up actions from previous inspection

IAEA mainframe
computer data

ON-SITE INSPECTION ACTIVITIES

Examination activities 4=1-

Comparison activities

Verification of Itemized Inventory List
Stratification of inventory items
Sample size calculation per stratum
Random sample selection for verification

Accounting
records

Operating
records

State reports

List of
Inventory

Sampling for
destructive assay (DA)

Containment and
surveillance

Non-destructive assay

DA sampling activities

DA result evaluation

C/S data collection
C/S data review
C/S result evaluation

NDA data collection
NDA activities
NDA result evaluation

Preparation of logsheets for computerized
inspection report (CIR)

POST-INSPECTION ACTIVITIES

Final data collection, processing, review and result evaluation
for DA, C/S and NDA,
Completion of logsheets for CIR

IAEA mainframe computer data input,
Computerized Inspection Report (CIR)

Preparation of Safeguards report and Statement of conclusion
Quality assurance check (QC), Clearance of report
Archiving of report

Figure I. Flow diagram of Safeguards inspection activities with a relation to computerized data
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automatic nuclear material transfers. The robotics used for automation at large fuel fabrication
plants requires that the verification systems are operated continuously in unattended mode or
remote controlled.

The IAEA collects and evaluates data at a MOX fuel fabrication plant during inspections
in a monthly basis. Most of the on-site data are available in computerized format. The IAEA
prepares the statement of conclusion derived from the evaluation results and from reports that
were received from State System of Accountancy and Control (SSAC). In-between, an extensive
effort is dedicated to processing data for review, evaluation and report the large amount of data
collected from various sources before, during and after the inspection. At IAEA headquarters
improved measures are applied to confirm that all verification activities met the Safeguards
criteria requirements. Performances of the nuclear material verification, nuclear material
balances, transfer matching data are evaluated and a thorough quality control is applied on the
computerized inspection report. Figure 1 gives an overview of the Safeguards inspection
activities. It shows that data in computerized format have to be processed at almost every stage of
the inspection until the Safeguards inspection report is completed.

2. SAFEGUARDS INSPECTION DATA PROCESSING

2.1. Safeguards Inspection Data Sources

Besides the General Ledger (GL) and the itemized inventory listing (IIL), the containment
and surveillance equipment (C/S) and the non-destructive measurement (NDA) systems are the
main sources of Safeguards inspection data in various computerized file formats. Figure 2 shows
lists of equipment that is typically used to perform Safeguards verification activities at the feed
storage, process area and product storage of a MOX fuel fabrication facility. The sources of
Safeguards inspection data can be categorized as follows:

(1) Information system data:
At the IAEA headquarters the preparation for any Safeguards inspection comprises
collection of historic and recent information about the facility to be inspected. Safeguards
criteria, Safeguards Manuals (SM), procedures for non-destructive assay (NDA) as well
as containment and surveillance (C/S) instruments, working papers and forms can be
retrieved through the IAEA local area computer network from IAEA internal Web sites.
The IAEA spends effort on building up an Inspection Reference System (IRS) that
provides information related to Safeguards activities summarized for a country.

(2) Mainframe data:
The IAEA Safeguards mainframe computer system is currently utilized to prepare a pre-
inspection summary information report, a briefing document (RS-1) together with a
facility status report (FSR), containment/surveillance (C/S) status and performance report
on seals and surveillance systems, performance values for non-destructive assay (NDA)
as well as regarding destructive assay (DA).

(3) State reports:
Inventory change reports (ICR), material balance reports (MBR), physical inventory
listings (PIL) are prepared by the state authorities. The IAEA receives the reports in
computerized format and provides the data also in computerized format to the Safeguards
inspectors for records and reports comparison purposes and for further evaluation.

(A\ Operator data:
Usually, the facility operator provides at the beginning of a Safeguards inspection for
every material balance area the General Ledger with material balance information,
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itemized inventory listing (IIL), near real-time accountancy data (NRTA), material data
(like plutonium isotopic data, item location data),and operational records. The format of
the data files was negotiated and agreed with between the IAEA and the facility operator.
The data is usually provided on floppy diskettes.

(5) Instrument setup data.
During a Safeguards inspection several software program system files, configuration data,
calibration data are needed to operate all the measurement equipment for nuclear material
verification. Support files like operating system setup and configuration files, library
files, software drivers, etc. are usually already installed on instrumentation computer
hardware, but they must also be held available if needed for re-installation in case a
software or hardware problem occurs.

(6) NDA raw data and C/S review and evaluation data:
This kind of data is collected from NDA measurement equipment or C/S systems. In case
of remote controlled or unattended mode operation the data is automatically collected and
stored by the equipment over a certain period of time. Raw data measurement results are
retrieved from that equipment periodically. When a measurement is performed in
attended mode then the raw data is collected immediately after the measurement.
Regarding C/S instruments, a computer file is generated when the C/S information is
reviewed and evaluated using computer equipment. Several nuclear material verification
systems exist where C/S equipment is used to complement NDA measures for material
verification and item identification or moving direction indication. Currently, for
Safeguards material verification purposes the IAEA is using about 25 different NDA and
advanced C/S systems at a MOX fuel fabrication plant (Figure 2). To be able to operate
the various instruments in an easy and comfortable way efforts are needed to find a
uniform and standardized approach for a common data format and simple system
operation.
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Figure 2. Typical C/S measures and NDA equipment used to perform verification activities at a
MOXfuelfabricationfacility.
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2.2. Safeguards Inspection Data Processing Tools

The term "Safeguards inspection data processing tool" refers to those software
applications that have been developed during the past decade to process the data received
from the sources that are mentioned under paragraph 2.1 of this paper. While in the past a
wide variety of individual software applications was developed over the time and in response
to separate needs, the current workload and the complexity of the inspection tasks have
reached such a critical level that it is today an essential requirement to develop a software
package that integrates the different data components. Inspection data processing tools
relevant to the MOX fuel fabrication facility can be categorized as follows.

(1) Accountancy examination and comparison software:
This category covers software used for accountancy examination purposes as to
validate the nuclear material amount declared by the facility operator. To a certain
extent it can check the consistency of data, arithmetical correctness and calculate
totals from the accounting records. Comparison software, as the name says,
compares the state reports against examined records. An important tool for a large
bulk handling facility is the near real time accountancy system software. Typical
examples for these kinds of software applications are the In-field support system
(IFSS) program and the near real time accountancy (NRTA) software. Material
balance evaluation software is used at the IAEA headquarters to derive a conclusion
on the nuclear material unaccounted for (MUF) per material balance period.

(2) Material stratification, sample size calculation, sample selection software:
Software tools like IFSS, SPAN, NMAX are used for grouping the itemized
inventory, so-called material stratification, and calculating the sample size for every
verification method. SPAN software is also used to automate announcing items to the
facility operator that were selected for verification.

(3) Instrumentation software, measurement result and CIS review evaluation software:
NDA equipment works with computer software like HLNC, INCC (LANL software,
Reference 1), SR-Collect/MIC/SR-Review (LANL software, Reference 1) for
neutron measurement devices, and PUIS for high-resolution gamma-ray systems.
Containment and surveillance equipment makes use of MOSS software, while review
and data evaluation are performed using MORE software. Remote monitoring
requires a new type of software that works fully automatically.

(4) Other IAEA Safeguards mainframe, NDA, C/S and DA data collection, review,
processing, evaluation, reporting, archiving and retrieval software systems:
• IAEA mainframe software system
• Interface to and from the IAEA mainframe computer system
• Logsheet software for IAEA mainframe data input
• Equipment inventory and performance software
• Non-destructive assay (NDA) data review and evaluation software
• Containment and surveillance data review and evaluation software
• Destructive assay (DA) data review and evaluation software
• NDA and DA performance evaluation software
• Data archiving and retrieval software
• Generic and facility specific instrument and software procedures and manuals
• IAEA Safeguards intranet Web site.
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Figure 3: Safeguards inspection data sources, data processing tools and data streams



2.3. Safeguards Inspection Data Streams

Several individual software applications were implemented for routine Safeguards
inspection use at MOX fuel fabrication plants. Usually, individual software versions work
independently from each other. Often, lack of data transfer between different computer programs
requires duplicate and sometimes even repeated manual data entry. Different user interfaces
increase the effort that has to be spent on training for Safeguards inspectors operating the
software. To improve the situation the data streams were analyzed to identify the relations
between data sources and data processing tools that have to be dealt with in the course of a
Safeguards inspection.

For a fuel fabrication facility Figure 3 gives a simplified view of how complex the
relations between the various data sources and software tools appear. The Safeguards inspector
collects data that has to be processed using software applications as mentioned under paragraph
2.2 of this paper. Mostly, direct data streams exist from the data source through the processing
tool to the inspector, but also often part of certain data sets are used for input to more than one
software application. For example, individual material data is needed for accountancy and
stratification purposes, but also as input to the verification measurement systems. Data streams
can split and at certain points they merge again. Data streams exist in parallel before they merge.
At a large bulk handling facility the Safeguards inspectors as members of a team perform several
verification activities at the same time.

Verification data is collected at different locations in the facility and ideally it is moved to
a database management system for further evaluation. A specific software tool controls the timing
of individual software applications to be invoked. It also guides and coordinates collection,
transfer and processing of data. Feedback of data from the IAEA Safeguards mainframe has also
to be taken into account for the preparation of software tools regarding follow-up actions to be
carried out at a future inspection. With a quality assurance system incorporated in the software
package an important data stream is characterized by re-analysis, re-evaluation and measures to
correct errors in the reports.

2.4. Safeguards Inspection Data Reporting and Archiving

Computerized Safeguards inspection data is archived on the IAEA Safeguards mainframe
computer. An efficient integrated Safeguards inspection software package for a fuel fabrication
facility will also include a convenient system regarding data reporting, archiving and a
comfortable method to retrieve archived data. An inspection documentation package (IDP) is
prepared that incorporates all the data that cannot be computerized as well as reports printed from
the database.

3. APPROACH FOR INTEGRATED SAFEGUARDS INSPECTION DATA PROCESSING

In early 1997, the IAEA initiated a project to develop software tools integrated into a
software package that assist the inspectors in performing their Safeguards inspection activities.
The software shall use a common data repository to avoid duplications, cumbersome exchange of
data between different tools, and re-entry of the same information. All the tools shall be
implemented through a common user interface. Where applicable commercial software packages
shall be integrated into the software project. By means of an integrated software package it is
intended to further automate the inspection activities and to reduce the manpower effort. In the
year 1998 a review was performed by L&T Information Technology Limited (Reference 3)
concluding the following guidelines for the development of an integrated Safeguards inspection
data processing package.
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3.1. Common Database

A unique format has to be defined for data processing and storage in the mainframe
computer of the Safeguards Department. Modules programmed following the standard will accept
data in a consistent format. Data output from a module will also follow the standard format as
close as possible. A database server shall run a central relational database management system for
the integrated software package. Software that is loaded onto portable computers to perform a
certain part of the integrated software package can cover a reduced database system which is
sufficient to run the specific task.

3.2. Modular Software Structure

A standard modular design shall be used to facilitate integration of software components
from different developers. Also maintenance of the new software product will be easier for
software that has a modular design.

3.3. Standard User Interface

An integral part of the software package will be a user interface that links individual
modules together. The user interface should be easy to learn and easy to use. It shall guide the
user through the various tasks and inspection activities. The inspection data shall be processed
mostly automatically with a minimum of user interference. In addition, a wide range of software
menu options shall be provided for experts to resolve individual problems, if needed.

4. SUMMARY

Computer hardware and software is utilized to a large extent for performing Safeguards
inspection activities at all stages. Many data in computerized format have to be collected and
processed starting with pre-inspection preparatory activities through on-site nuclear material
verification and book examination until post-inspection activities and finishing with a Safeguards
statement of conclusion. The current collection of Safeguards software applications confines
mostly stand-alone versions. Some of the programs are partially working under old operational
systems, like DOS, without data transfer options between individual applications and lacking
convenient user interfaces. The implementation of advanced systems for nuclear material
accountancy, improved material verification equipment and enhanced data evaluation methods
require a new, standardized and uniform approach regarding Safeguards data processing. The
IAEA is currently developing a complex computer software model for a MOX fuel fabrication
facility that will integrate data collection, evaluation and reporting for Safeguards inspection
purposes in a modular structure using a database system combined with a comfortable user
interface. This new Safeguards tool is to meet also the requirements from the Additional
Safeguards Protocol.

REFERENCES

[1] MENLOVE, H.O., "Safeguards instrumentation for continuous, unattended monitoring
in plutonium fuel fabrication plants, "Los Alamos National Laboratory report
LA-UR-93-1860 September 1993).

[2] "MOX fuel fabrication technology development," Power reactor and nuclear
fuel development corporation, Tokai fuel plant, Akasaka, Minato-ku, Tokyo.

[3] "Common inspector onsite software package (CIOSPO," User requirement
analysis report, L&T Information Technology Limited, 0 1937RA2 and E447Y210),
IAEA (April and July 1998).

134


