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Abstract
The development, use, and regulation of computer systems in nuclear reactor Instrumentation and

Control (I&C) systems to enhance reliability and safety is a complex issue. This report is one of a

series of reports from the Korean Next Generation Reactor (KNGR) Software Safety Verification and

Validation (SSW) Task, Korea Atomic Energy Research Institute, which investigates different

aspects of computer software in reactor I&C systems, and describes the engineering procedures for

developing such a software. The purpose of this guideline is to give the software safety evaluator the

trail map between the code & standards layer and the design methodology & documents layer for the

software important to safety in nuclear power plants. Recently, the safety planning for safety-critical

software systems is being recognized as the most important phase in the software life cycle, and being

developed new regulatory positions and standards by the regulatory and the standardization

organizations. The requirements for software important to safety of nuclear reactor are described in

such positions and standards, for example, the new Standard Review Plan (SRP), IEC 880

supplements, IEEE Standard 1228-1994, IEEE Standard 7-4.3.2-1993, and IAEA Safety Series No.

50-SG-D3 and D8 which are being updated. We presented the guidance for evaluating the safety plan

of the software in the KNGR protection systems. We believe it can conduct a role of glue to fill a gap

between the mandatory requirements (What) and the work practices (How), which can also be useful

for both licenser and licensee to conduct an evaluation of the safety in the planning phase of

developing the software. The guideline consists of the regulatory requirements for software safety in

chapter 2, the evaluation checklist of software safety plan in chapter3, and the evaluation results of

KNGR software safety plan in chapter 4.
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0. EXECUTIVE SUMMARY

The development, use, and regulation of computer systems in nuclear reactor Instrumentation

and Control (I&C) systems to enhance reliability and safety is a complex issue. This report is one of a

series of reports from the Korean Next Generation Reactor (KNGR) Software Safety Verification and

Validation (SSVV) Task, Korea Atomic Energy Research Institute, which investigates different

aspects of computer software in reactor I&C systems, and describes the engineering procedures for

developing such a software. The purpose of this guideline is to give the software safety evaluator the

trail map between the code & standards layer and the design methodology & documents layer in

Figure 1 for the software important to safety in nuclear power plants.

Real-time embedded software used in nuclear reactor protection systems is an area where

software safety planning must be subject to highly rigorous and systematic analysis. Recently, the

safety planning for safety-critical software systems is being recognized as the most important phase in

the software life cycle, and being developed new regulatory positions and standards by the regulatory

and the standardization organizations. The requirements for software important to safety of nuclear

reactor are described in such positions and standards, for example, the new Standard Review Plan

(SRP), IEC 880 supplements, IEEE Standard 1228-1994, IEEE Standard 7-4.3.2-1993, and IAEA

Safety Series No. 50-SG-D3 and D8 which are being updated. Most of them are describing mandatory

requirements, what shall be done, for the safety-critical software. On the other hand, the flexibility of

software systems have led to the increased use of these systems not only for non-critical control area

but also for safety-critical protection systems in nuclear power plants, such as Darlington plant in

Canada, Sizewell B plant in England, Choose B plant in French, Wolsong 2/3/4 plants, and KNGR in

Korea. The developers of such a software-based safety systems have developed their own work

practices, how to do, for developing the software. However, there have been a lot of controversial

factors on whether the work practices satisfy the regulatory requirements, and to justify the safety of

such a system developed by the work practices, between the licenser and the licensee. We believe it is

caused by the reason that there is a gap between the mandatory requirements (What) and the work

practices (How). We have developed a guidance to fill such gap, which can be useful for both licenser

and licensee to conduct a justification of the safety in the planning phase of developing the software

for nuclear reactor protection systems.

There is a framework of methods, as illustrated in Figure 1, to justify the safety of a critical



software, from codes and regulations, through industry-specific standards, generic standards and

guides, to the developer's work practices. The codes and standards layer can be roughly grouped as an

international and a member country's positions and standards. We have developed the 4th layer

guidance to fill the gap between the 3rd and 5th layer, which may also be a glue to resolve the

discrepancies between the international and national standards, specially to meet the related IEC and

IEEE framework of standards.
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Figure 1. Standard Framework

We have tried to make this guideline be cost effective, clear, thorough, and balanced in details

to fill the gap. The plans including the safety plan must exist of sufficient quality that implementing

the plans provides high confidence in the quality of the resulting software.

We have clarified the safety related issues in software safety planning, for example, the

organizational issues, the management, the safety analysis activities, and the safety analysis of tools

and the pre-developed software (PDS). In the organizational issues, we described the officially

recognized organizational element with a designated safety officer, the responsibility and authority of

the safety officer, the relationship between the software and system safety organizations, and the

qualification of the staff. In the managerial issues, we have specified the schedule, resource

commitment, reporting, the planned review method, the resolving procedure of the identified

problems, and the procedure for deviations from planned analysis, and the relationship between the

software safety organization to other assurance organization. In analysis activities, we define the

software safety analysis activities in a generic life cycle model. And last in the safety of tools and

PDS, we identify tools to be used in support of software safety analysis activities and any
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qualification requirements, and describe the handling of safety analysis for PDS and tools.

We presented the guidance for evaluating the safety plan of the software in the KNGR

protection systems. We believe it can conduct a role of glue to fill a gap between the mandatory

requirements (What) and the work practices (How), which can also be useful for both licenser and

licensee to conduct an evaluation of the safety in the planning phase of developing the software. The

guideline consists of the regulatory requirements for software safety in chapter 2, the evaluation

checklist of software safety plan in chapter3, and the evaluation results of KNGR software safety plan

in chapter 4.
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1. Introduction

1.1. Purpose

The Software Safety Evaluation Guideline(SSEG) have a role of glue to fill a gap between the

mandatory requirements (What) and the work practices (How) when documenting the content of a

Software Safety Plan(SSP) to address the processes and activities intended to improve the safety of

safety-critical software. The development, use, and regulation of computer systems in nuclear reactor

Instrumentation and Control(I&C) systems to enhance reliability and safety is a complex issue. This

report is one of the procedures from the Software Safety Verification and Validation (SSVV) Task of

KNGR Program in Korea Atomic Energy Research Institute, which investigates different aspects of

computer software in reactor I&C systems, and describes the engineering procedures for evaluating

such a software. The purpose of this guideline is to give the software safety evaluator the trail map

between the code & standards layer and the design methodology & documents layer for the software

important to safety in nuclear power plants. The purpose of the SSEG is to ensure compliance with

safety goals established for the KNGR. Safety is the most important consideration for the Essential

Control, taking precedence over budget and schedule. The SSP establishes the process and activities

intended to ensure the safety of the Safety Related Software for the KNGR I&C.

1.2. Scope

This standard applies to the Plan used for the development, procurement, maintenance, and

retirement of safety-critical software; for example, software products whose failure could cause loss

of life, serious harm, or have widespread negative social impact. This procedure requires that the Plan

be prepared within the context of the system safety program. The scope of this procedure includes

only the safety aspects of the software. This procedure does not contain special provisions required

for software used in distributed systems or in parallel processors.

1.3. Application

The Plan is prepared under the direction of project or system safety program management to

address the identified potential software safety risks. The level of detail in, and the resources required

by an software safety plan will be determined by factors including the type and level of risks

associated with the software product, the complexity of the application, and external forces such as

contractual requirements.

Software is a portion of a system. Other portions of that system include computer hardware,
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other devices (possibly including mechanical, electrical, chemical, or nuclear devices), and people.

Software alone is not a safety issue; it is only an issue in the context of this larger system. Hence,

software safety must begin with the larger system. Software safety must be considered in the context

of its associated hardware, environment, and operators.
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2. Regulatory Requirements

2.1. Regulatory requirements

Acceptance criteria applicable to KNGR PPS in Korean Nuclear Codes

> Korea Nuclear Code Chapter 11, Construction Permit

> Korea Nuclear Code Chapter 104 Item 2, Acceptance of Topical Report

> MOST Notice 94-10 (1994. 4. 19), Safety Classification and Criteria of Nuclear Facilities

> KINS-G-002(Rev. 1), General Guide of Quality Assurance Plan of Nuclear Facilities

> KINS Detailed Safety Criteria section 9.2,. Reactor Protection System

> KINS Detailed Safety Criteria section 9.4, Diversity Instrumentation System

> KINS Safety Regulation Guide 9.3, Quality and Design Process of Safety Critical Software

> KINS Safety Regulation Guide 9.4, Quality Assurance Guide of Diversity Instrumentation and

Control System

U.S.A Code of Federal Regulations

10 CFR 50 Appendix A, General Design Criteria for Nuclear Power Plants.

This is a partial list of GDC.

GDC 1 Quality standard and records

GDC 2 Design bases for protection against natural phenomena

GDC 4 Environmental and dynamic effects design bases

GDC 12 Suppression of reactor power oscillations

GDC 13 Instrumentation and control

GDC 15 Reactor coolant system design

GDC 19 Control room

GDC 20 Protection system functions

GDC 21 Protection system reliability and testability

GDC 22 Protection system independence

GDC 23 Protection system failure modes

GDC 24 Separation of protection and control systems

GDC 25 Protection system requirements for reactivity control malfunctions

GDC 26 Reactivity control system redundancy and capability

GDC 29 Protection against anticipated operations occurrences

14



2.2. Applicable Standards

Software developed for nuclear power plant systems important to safety must meet regulatory

requirements for systems and components. Important regulatory considerations are described in

section 2.1 above. These considerations apply to systems; however, if these systems include software,

then the criteria extend to the software elements. This indicates the need for high integrity software

as well as the use of system level measures, such as diversity and defense-in-depth, depending on

importance to safety. Although, current software engineering practices do not guarantee that the high

integrity software will be achieved, the use of "best practice" makes high integrity software more

likely. In general, standards reflect industry consensus on system and software development practices

and, therefore, provide an accepted basis for structuring development processes. For nuclear systems

important to safety, a set of standards including nuclear systems, quality assurance, and software

engineering standards should be applied. The detailed requirements of each individual standard and

the relationships, including consistency, among the standards must be understood. Nuclear industry

standards for systems and quality assurance provide the fundamental guidance for systems important

to safety and provide some high level guidance for software. These standards are 'breadth-oriented'

since they are concerned with compliance with the full range of regulation for safety systems.

Software engineering standards provide detailed information on software issues that is not given in

most nuclear industry standards and complement the breadth-oriented standards by providing industry

consensus on the implementation of specific aspects of software engineering practice. Each of these

standards, within the context provided by nuclear regulation and system-level standards, addresses a

subset of the characteristics and attributes necessary for meeting regulatory requirements.

Various sets of standards might be selected but each must include the fundamental nuclear

industry standards. The important aspects in selecting the standards to be used are a thorough

understanding of the role played by each standard and the relationship of the set of standards to

associated regulatory requirements and guidance. A poor understanding may leave assurance

objectives unfulfilled or expend effort without commensurate results.

A number of candidate standards are listed below. Each is categorized as follows:

*** Mandatory Standards

These fundamental nuclear industry standards must be employed for any digital system important to
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safety that falls within the scope of the standard.

** Recommended Standards

These standards address important digital system development topics and are preferred standards

providing detailed information on specific topics. Other standards on these topics might be applied in

addition to, or in place of, the preferred standards.

* Applicable Standards

These standards provide useful information but no recommendation is made regarding their inclusion

in the set of standards to be applied.

Any standard selected should be applied to those elements of the system to be developed that fall

within the scope of that standard. The following principles should be observed:

- If there are contradictions among the mandatory standards, the most conservative position should be

adopted.

- If there are contradictions among the recommended standards, the internationally accepted position

should be adopted. If there are conflicts within a standard or among standards from the same

organization, the most conservative position should be applied.

- If there are contradictions among the applicable standards, the most economical position can be

applied.

*** Mandatory Standards

** Recommended Standards

* Applicable Standards

Protection and Safety Systems

*** IEEE/ANSI 279-1971

Criteria for Protection Systems for Nuclear Power Generating Stations [IEEE has replaced this

standard with IEEE 603, but 279 is mentioned specifically in 10CFR 50.55a(h), Nov.

1988]

*** IEEE/ANSI 379-1988

Standard Application of the Single-Failure Criterion to Nuclear Power Generating Station Safety
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System

*** IEEE/ANSI 603-1991

Standard Criteria for Safety Systems for Nuclear Power Generating Stations

*** IEEE/ANSI 7-4.3.2-1993

IEEE Standard Criteria for Digital Computers in Safety Systems of Nuclear Power Generating

Stations

IEEE Software Engineering Standards

* IEEE/ANSI 610.12-1990

Glossary of Software Engineering Terminology

** IEEE/ANSI 730.1-1989

Standard for Software Quality Assurance Plans

** IEEE/ANSI 828-1983

Standard for Software Configuration Management Plans

** IEEE/ANSI 829-1983

Standard for Software Test Documentation

** IEEE/ANSI 830-1984

Guide for Software Requirements Specifications

* IEEE/ANSI 982.1-1988

Standard Dictionary of Measures to Produce Reliability SW

* IEEE/ANSI 982.2-1988

Guide for the Use of IEEE Standard Dictionary of Measures to Produce Reliable Software

* IEEE/ANSI 983-1986

Guide for Software Quality Assurance Planning

** IEEE/ANSI 1008-1987

Standard for Software Unit Testing

** IEEE/ANSI 1012-1992

Standard for Software Verification and Validation Plans

* IEEE/ANSI 1016-1987

Recommended Practice for Software Design Descriptions

* IEEE/ANSI 1016.1-1993

Guide to Software Design Descriptions

** IEEE/ANSI 1028-1988

Standard for Software Reviews and Audits

** IEEE/ANSI 1042-1987
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Guide to Software Configuration Management

* IEEE/ANSI 1044-1993

Standard for Classification of Software Anomalies

* IEEE/ANSI 1045-1992

Standard for Software Productivity Metrics

* IEEE/ANSI 1058.1-1987

Standard for Software Project Management Plans

* IEEE/ANSI 1059-1993

Guide for Software Verification and Validation

* IEEE/ANSI 1061-1992

Standard for a Software Quality Metrics Methodology

* IEEE/ANSI 1063-1987

Standard for Software User Documentation

** IEEE/ANSI 1074-1991

Standard for Developing Software Life Cycle Processes

* IEEE/ANSI 1175-1991

Standard Reference Model for Computing System Interconnections

* IEEE/ANSI 1209-1992

Recommend Practice for the Evaluation and Selection of CASE Tools

* IEEE/ANSI 1219-1992

Standard for Software Maintenance

** IEEE/ANSI 1228-1993

Standard for Software Safety Plans

* IEEE/ANSI 1298-1992

Software Quality Management System, Part 1: Requirements

International Standards

* IEC 231 -1967, IEC 231 A-1969 (First Supplement)

General Principles of Nuclear Reactor Instrumentation

* IEC 557-1982

IEC Terminology in the Nuclear Reactor Field

* IEC 639-1979

Nuclear Reactor. Use of the Protection System for Non-safety Purposes.

* IEC 643-1979

Application of Digital Computers to Nuclear Reactor I&C
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* IEC 671-1980

Periodic Tests and Monitoring of the Protection System of Nuclear Reactors

* IEC 709-1981

Separation within the Reactor Protection System

* IEC 812-1985

Analysis Techniques for System Reliability - Procedure for FMEA

*** IEC 880-1986

Software for Computers in the Safety Systems of Nuclear Power Stations

* IEC 960-1988

Functional Design Criteria for a Safety Parameter Display System for Nuclear Power Stations

** IEC 987-1989

Programmed Digital Computers Important to Safety for Nuclear Power Stations

* IEC 1014-1989

Programs for Reliability Growth

* IEC 1025-1990

Fault Tree Analysis

*** IEC 1226-1993

The Classification of Instrumentation and Control Systems Important to Safety for Nuclear Power

Plants

* IEC 1508 (Draft)

Functional Safety: Safety-related Systems

Part 1: General Requirements

Part 2: Electrical/Electronic/Programmable Electronic Systems

part 3: Software Requirements

* IEC 8631-1989

Information Technology - Program Constructs and Conventions for Their Representations

* IEC 9126-1991

Information Technology - Software Product Evaluation - Quality Characteristics and Guidelines foe

Their Use

** IEC SC45A/WGA3(Draft Chapeau: IEC 1513) July 1996

NUCLEAR POWER PLANTS INSTRUMENTATION AND CONTROL SYSTEMS IMPORTANT

TO SAFETY: GENERAL REQUIREMENTS FOR COMPUTER BASED

SYSTEMS

** IEC SC45A(Sec.)189: Rev. 3, August 1996
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Software for computers important to safety for nuclear power plants: First supplement to IEC 880-

1986

* IEC SC45A/WGA30. Boulc'h)l: Jan 1995

Software for Computers Important to Safety for Nuclear Power Plants : Second Supplement to IEC

880-1986

** ISO/IEC 12207: 1995-08-01

Information technology - Software life cycle processes

IAEA Safety Series

* IAEA Safety Series 50-C-D (Rev. 1): 1988

Code on the safety of nuclear power plants: Design

* IAEA Safety Series 50-SG-D3: 1980

Protection system and related features in nuclear power plants

* IAEA Safety Series 50-SG-D8: 1984

Safety-related instrumentation and control systems for nuclear power plants

IEEE and ISO Local Area Network Standards :

* ISO 8802.2: 1989

Information Processing Systems—Local Area Networks

Part 2 : Logical Link Control. (Supersedes IEEE 8022-1985)

* ISO 8802.3: 1989

Information Processing System- Local Area Networks Part 3 :

Carrier Sense Multiple Access with Collision Detection

(CSMA/CD) Access Method and Physical Layer Specifications.

* IEEE 802.4-1985

Token-Passing Bus Access Method and Physical Layer Specification

* IEEE 802.5-1989

Standard for Local Area Networks: Token Ring Access Method and Physical Layer Specifications

Nuclear Regulatory Commission

* R.G. 1.22

Periodic Testing of Protection System Actuation Functions. [Basis for implementing GDC 21 and

IEEE 279.]

** R.G. 1.53

Application of the Single-Failure Criterion to Nuclear Power Plant Protection Systems. Basis for
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Implementing GDC 21 and IEEE 279, Section 4.2. [IEEE 379 implements the R.G. 1.53]

** R.G. 1.152, January 1996

Criteria for Programmable Digital Computer System Software in Safety Related Systems of

Nuclear Power Plants. [This guide endorses IEEE Std 7-4.3.2-1993.]

** R.G. 1.153, 1996

Criteria for Power, Instrumentation, and Control Portions of Safety Systems

** R.G. 1.168. 1997

Verification, Validation, Reviews and Audits for Digital Computer Software Used in Safety Systems

of Nuclear Power Plants.

* R.G. 1.169. 1997

Configuration Management Plans for Digital Computer Software Used in Safety Systems of Nuclear

Power Plants.

* R.G. 1.170. 1997

Software Test Documentation for Digital Computer Software Used in Safety Systems of Nuclear

Power Plants.

* R.G. 1.171.1997

Software Unit Testing for Digital Computer Software Used in Safety Systems of Nuclear Power

Plants.

** R.G. 1.173. 1997

Developing Software Life Cycle Processes for Digital Computer Software Used in Safety Systems of

Nuclear Power Plants.

ASME/ANSI Standards

* ASME/ANSI NQA-1-1994

Quality Assurance Requirements for Nuclear Facility Applications

* * ASME/ANSI NQA-2a-1990 Part 2.7.

Quality Assurance Requirements of Computer Software for Nuclear Facility Applications

2.2.1. Standards Usage

2.2.1.1. Principles

* The mandatory standards (***) shall be applied to all the computer based systems important

to safety in nuclear power plants.

* The recommended standards (**) should be applied to all the computer based systems

important to safety in nuclear power plants.
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• The applicable standards (*) can be applied to all the computer based systems important to

safety in nuclear power plants.

• If there are some contradictions in the mandatory standards, the most conservative position

in the standards shall be applied.

• If there are some contradictions in the recommended standards, the internationally accepted

position should be applied. If there are some conflicts in the same standard or the standards

of same organization, the most conservative position should be applied.

• If there are some contradictions in the applicable standards, the most economical position

can be applied.

2.2.1.2. Usage Modes

• By the safety category of systems (as is in IEC 1226-1993), the standards should be applied

differently as follows:

• By the boundary definition of the software, the computer-based system(Hardware and

Software), and the system(Hardware, Software, and Human), the standards should be used

in sequence and separately. Standards applicable to software, computer systems, and reactor

systems should be applied according to their scopes. Where the scopes of the standards

overlap, a description should be given on how the overlapping guidance will be

implemented. The higher level standards supercede the lower level standards if requirements

conflict. Usually, low level standards provide more detailed guidance consistent with the

requirements of higher level standards.

Table 1. Standards Usage Mode

Boundaries NRC framework IAEA framework

System

Computer_based

System

Software

IEEE 603-1991, IEEE 279-1971,

IEEE 379-1988

IEEE 7-4.3.2-1993, RG 1.152-1996

IEEE 1228-1994, IEEE 1074-1995,

IAEA SS50-C-D-1988,

IAEA SS50-SG-D3-1980

IAEA SS50-SG-D8-1984

IEC1513(DraftChapeau)

IEC 880-1986, 1st and 2nd
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Boundaries NRC framework IAEA framework

Hardware

Human

IEEE SE Stds, DG-1054-59-1996

OSG

OSG

Supplements to IEC 880

OSG

OSG

OSG: Out of the Scope of this Guideline

Standards with a special topic that are related with the category A shall be used to improve

the safety of the product and the process.

Standards with a special topic that are not related with the category A can be used to

improve the quality of the product and the process.

2.3. Acceptance Criteria for Software Safety Plan (WHAT required)

(inNUREG-0800/BTP14-Rev. 4-June, 1997)

i. Software Safety Plan

The software safety plan should exhibit the management, implementation and resource characteristics

listed below. It is acceptable to include the software safety plan in a more general project safety plan

if the required content exists. The software safety plan should conform with the requirements of the

design basis for the software applications involved.

Management Characteristics: The management characteristics that the software safety plan

should exhibit include purpose, organization, responsibilities and risks.

Purpose requires a specification of the purpose and scope of the software safety activities. The plan

should provide a general description of the software safety effort, and the intended interactions

between the software safety organization and the general system safety organization.

Organization requires a description of the software safety organization. The plan should describe the

boundaries and interfaces between the software safety organization and other company organizations.

It should show how the software safety activities are integrated with the system safety activities, how

the software safety activities are coordinated with the development activities, and the interactions
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between the software safety organization and the software V&V organization. The plan should

designate a single safety officer that has clear responsibility for the safety qualities of the software

being constructed.

Responsibilities requires a definition of the responsibilities and authority of the software safety

organization. The plan should specify the person or group responsible for each software safety task. A

designated safety officer should have clear authority for enforcing safety requirements in the software

requirements specification, the design, and the implementation of the software. The safety officer

should have the authority to reject the use of predeveloped software if the software cannot be shown

to be adequately safe or if, in using a tool, it cannot be shown that the tool will not impact the safety

of the final software system. The plan should require that safety personnel be aware of the safety

implications of hardware, software and interfaces between them.

Risks requires a description of the methods to be used to reduce safety risks caused by software

failures to an acceptable level. The plan should describe the method to be used to ensure that hazards

which software is expected to control are resolved in an acceptable manner. The plan should include a

requirement that a safety analysis be performed and documented on each of the principal design

documents: requirements, design descriptions, and source code. Hazards, including abnormal events

and conditions and malicious modifications, should be analyzed and documented. Hazard reduction

efforts should be documented.

Implementation Characteristics: The implementation characteristics that the software safety

plan should exhibit include measurement and procedures.

Measurement requires a set of indicators used to determine the success or failure of the software

safety effort. The plan should require that software safety data be systematically collected and

analyzed to determine the effectiveness of the software safety effort.

Procedures requires a description of the software safety strategy. The plan should describe the

management of the software safety activities within the development organization. It should provide

procedures for resolving safety issues. The plan should require that problems encountered in

implementing the safety program be brought to the attention of the project manager. A procedure

should exist for assuring resolution of identified unacceptable risks. The plan should describe

methods to be used to implement each safety task. A method should exist to identify hazards caused

by software, and to identify hazards whose resolution will be under the control of software.

The plan should require that appropriate safety requirements be included in the software requirements

specification. It should define the safety-related activities to be carried out for each set of life cycle

activities, from requirements through operation and maintenance. The plan should identify all

documentation required for the proper and safe operation of the software. Procedures should require
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monitoring the software safety function performance during operation of the system.

The plan should require that hazards identified by plant safety analysis, system safety analysis and

security vulnerability assessment be traceable to the software safety analysis whenever these hazards

can affect software operability or whenever software has a role in controlling the hazard.

Resource Characteristics: The resource characteristics that the software safety plan should

exhibit include methods/tools and standards.

Methods/tools requires a description of the methods and tools used to carry out the safety activities.

The plan should specify a process for selecting tools. It should describe a method for preventing the

inadvertent introduction of hazards by the use of project tools.

Standards requires a list of the international, national, industry and company standards and guidelines

to be followed by the safety organization.

2.4. Criteria in IEEE1228-1994 (WHAT required)

In order to be in compliance with this standard, the contents of a software safety plan shall include the

sections shown in the following outline. An explanation of what each section should contain is in the

subsections of the standard. In a particular plan, if there is no information pertinent to a section or a

required paragraph within a section, the following shall appear below the section or paragraph

heading together with the appropriate reason for the exclusion:

This section/paragraph is not applicable to this plan.

Additional sections may be added at the end of the plan as required. If some of the material appears in

other documents, reference to those documents shall be made in the body of the plan.

1 Purpose

2 Definitions, acronyms and abbreviations, and references

3 Software safety management

3.1 Organization and responsibilities

3.2 Resources

3.3 Staff qualifications and training

3.4 Software life cycle

3.5 Documentation requirements

3.6 Software safety program records

3.7 Software configuration management activities

3.8 Software quality assurance activities

3.9 Software verification and validation activities

3.10 Tool support and approval
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3.11 Previously developed or purchased software

3.12 Subcontract management

3.13 Process certification

4 Software safety analyses

4.1 Software safety analyses preparation

4.2 Software safety requirements analysis

4.3 Software safety design analysis

4.4 Software safety code analysis

4.5 Software safety test analysis

4.6 Software safety change analysis

5 Post development

5.1 Training

5.2 Deployment

5.2.1 Installation

5.2.2 Startup and transition

5.2.3 Operations support

5.3 Monitoring

5.4 Maintenance

5.5 Retirement and notification

6 Plan approval

26



3. Evaluation Checklist of Software Safety Analysis Plan
Software safety is a relatively new topic of concern for reactor safety systems, and understanding of

the topic is not as well developed as for non-computer safety topics, where a history of 40-50 years

exists. Since new reactor designs all include software in their safety systems, the safety of this

software must be assured, even if the techniques and understanding are not as well developed as

perfection would prefer.

Software safety covers all those acts of commission and omission while developing, reviewing and

operating software systems that have the potential for an adverse impact on system safety. An

example of an act of commission is a fault in the software which could yield erroneous results of a

calculation which could lead to an accident. An example of an act of omission is a failure to include

in a software system a response to an unexpected series of events that have the potential for an

accident.

The software safety analysis should be described in a Software Safety Plan (SSP). The general

contents of this plan are described in the Standard Review Plan, Chapter 7, BTP-14, paragraph 3.1(i).

The remainder of this section gives each review topic, a discussion of the topic as quoted in BTP-14,

and review questions that may be asked in order to determine if the topic has been satisfied. Many

questions are accompanied by quotations from various standards or other comments. These quotations

are provided to supply background to the question, and are not to be considered as binding. That is,

the questions are considered important, and the background quotations are meant to provide hints to

the reviewer as to acceptable answers.

The review of a Software Safety Plan may take place in two steps. First, the reviewer will read the

SSP and referenced documents, and attempt to answer all the questions. Once this is finished, the

developer should review the answers. The developer may wish to supply information to the reviewer

that can clarify answers, or even change an answer if missing information is supplied. Disagreement

between developer and reviewer should be noted.

3.1 Management characteristics

3.1.1 Purpose

Purpose requires a specification of the purpose and scope of the software safety activities. The plan

should provide a general description of the software safety effort, and the intended interactions

between the software safety organization and the general system safety organization [3]. Relevant

questions are:
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• Does the Plan define the intended interactions between the software safety organization

and the general system safety organization?

• Does the Plan describe the purpose and scope of the software safety activities?

The Plan shall define the purpose and scope of the Plan, including safety goals that are

expected to be achieved by adherence to the Plan. The acceptable risks and safety objectives

specific to the software project should be stated, including the factors used to determine

acceptable risks and factors used to define the safety objectives. [26]

• Does the Plan provide a general description of the software safety effort?

3.1.2 Organization

Organization requires a description of the software safety organization. The plan should describe the

boundaries and interfaces between the software safety organization and other company organizations.

It should show how the software safety activities are integrated with the system safety activities, how

the software safety activities are coordinated with the development activities, and the interactions

between the software safety organization and the software V&V organization. The plan should

designate a single safety officer that has clear responsibility for the safety qualities of the software

being constructed [3]. Relevant questions are:

Is the Plan integrated with the overall system safety plan?

Experience dictates that the following conditions must exist to produce a comprehensive, timely, and

effective analysis: (a) system safety analysts must work with system engineering and software

designers from the earliest stages of software development; (b) system safety analysts must look at

both the software and the system hardware as an integrated entity. Software cannot be analyzed in

isolation from the mechanical, hydraulic, or electronic equipment with which it is integrated, and

must also consider functions performed by personnel during operation, maintenance and servicing of

the system; (c) system safety analysts must rely first on the preliminary and then the expanded hazard

analyses of system hardware to identify potentially safety-critical software functions; (d) the focus of

system safety analyses must be on establishing the safety integrity of software so as to prevent

mishaps in the system, not mission efficiency or reliability..

The general approach for effective system safety participation in the software development process is

to: (a) review and understand the system concepts to identify undesired system-level hazardous

events; (b) review system-level requirements and develop additional system- and subsystem-level

safety requirements as required; (c) conduct system and subsystem hazard analyses to determine the

effects of hardware failures on software; (d) review system flows and the system / segment design

document for adequacy of requirements allocation between hardware and software; (e) identify
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safety-critical items, review preliminary SRSs and IRSs for such items, and participate in the

derivation of additional software safety requirements; (f) review or develop software flows to identify

safety-critical routines; (g) using the SSHEA and other analyses as a basis, identify software safety

requirements for self-tests, software monitors, operator manual procedures, or other safeguards which

will control the system responses to software faults; (h) with systems, design and test engineering,

develop a plan which defines how the incorporation and effectiveness of requirements for each safety-

critical routine will be validated; (i) perform qualitative or quantitative analyses which demonstrate

that the design resulting from the requirements will satisfy contractual criteria for safety; (j) provide

inputs to CM and System Integration test plans, descriptions and procedures, and review test and

demonstration results to verify the ability of software to properly respond to the fault injection

process.

The foremost factor in insuring system safety is to insure that the entire system be looked at as a

system, not separate hardware and software elements. At the very inception of a system development

effort, a system safety theme needs to be identified which will specify how fault tolerant the system

must be and how the system is to handle faults.... This theme will then serve as a general guide as to

hardware and software design requirements and is one of the first steps in specifying system safety

requirements.

The relationship of software safety program tasks to system safety program tasks shall be described.

[26]

Does the Plan give a chart showing the developer's organizational structure and components?

Identify the organizational element assigned responsibility and authority for implementing the

software safety program. Identify the safety organization through all management and supervisory

levels.

Does the Plan show the organization directly responsible for each software safety task?

Does the Plan show the boundaries and interfaces between the safety organization and other

company organizations?

Include cross-references to applicable sections of other program plans. Describe the purpose of each

interface, such as what data or information is transferred at these interfaces.

The relationship between other organizations having responsibility for tasks impacting software safety

and the organization managing the software safety program shall be presented. [26]

Does the Plan show how software safety activities are coordinated with the development

activities?

Does the Plan show how software safety activities are coordinated with the software V&V

activities?

Does the Plan designate a single safety officer that has clear responsibility for the safety
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qualities of the software being constructed?

Are the software safety analysis activities integrated into the system development process?

For a system safety analysis to be an effective and integral part of any system development process,

including software, it must be: (a) timely so that results of analysis can influence design; (b)

organized to minimize false starts; (c) directed to produce results that solve the problems presented;

(d) logically structured so that progress and probable outcome of the analysis are readily visible; (e)

comprehensive to include all pertinent factors but selective to exclude factors that do not contribute to

safety concerns or problems; (f) extensive so that all possibilities are considered; (g) credible so that

the analyst can convince others that it is valid; (h) reproducible to the extent that other analysts given

the same inputs, constraints and conditions can come up with essentially the same results; (i) traceable

so that a reviewer of the analysis can follow the analysis logic.

This section of the Plan shall depict the software safety activities within the overall organization and

shall describe organizational and functional relationships pertaining to software safety issues, lines of

communication and authority. [26]

3.1.3 Responsibilities

Responsibilities requires a definition of the responsibilities and authority of the software safety

organization. The plan should specify the person or group responsible for each software safety task. A

designated safety officer should have clear authority for enforcing safety requirements in the software

requirements specification, the design, and the implementation of the software. The safety officer

should have the authority to reject the use of predeveloped software if the software cannot be shown

to be adequately safe or if, in using a tool, it cannot be shown that the tool will not impact the safety

of the final software system. The plan should require that safety personnel be aware of the safety

implications of hardware, software and interfaces between them [3]. Relevant questions are:

Are the responsibilities for the software safety program described?

Management of the software safety program includes responsibility to do the following: (a) prepare

the Plan; (b) obtain and allocate resources to ensure effective implementation of the Plan; (c)

coordinate safety task planning with other organizational components or functions, such as

development, system safety, software quality assurance, software reliability, software configuration

management, V&V and software testing; (d) coordinate software safety tasks within the overall

context of the system safety program; (e) coordinate technical issues related to software safety with

other components of the development and support organizations, with the project sponsor, or with the

customer; (f) ensure that adequate records are kept to document the conduct of software safety

activities; (g) participate in audits of software safety plan implementation; (h) ensure training of

safety and other appropriate personnel in methods, tools and techniques used in software safety tasks.
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[26]

The plan should specify the person or group responsible for each software safety task.

Does the safety officer have authority to reject a software tool if it cannot be shown that the

tool will not impact the safety of the final software system?

What is the name of the software safety officer?

Talk with this individual to determine if he has sufficient authority to enforce safety requirements.

This includes safety requirements in the software requirements specification, the design and the

implementation of the software.

Does the software safety manager have sufficient authority?

Does the Plan require safety personnel to be aware of the safety implications of hardware and

other interfaces?

Hardware and software engineering efforts must be accomplished as a team effort. Engineers must be

aware of hardware / software and other interfaces and how they jointly affect safety.

Does the safety officer have authority to reject the use of existing software if it cannot be

shown to be adequately safe?

3.1.4 Risks

Risks requires a description of the methods to be used to reduce safety risks caused by software

failures to an acceptable level. The plan should describe the method to be used to ensure that hazards

which software is expected to control are resolved in an acceptable manner. The plan should include a

requirement that a safety analysis be performed and documented on each of the principal design

documents: requirements, design descriptions, and source code. Hazards, including abnormal events

and conditions and malicious modifications, should be analyzed and documented. Hazard reduction

efforts should be documented [3]. Relevant questions are:

Does the Plan include methods to be used to reduce safety risks caused by software failures

to an acceptable level?

Does the Plan describe the method to be used to ensure that hazards which the software is

expected to control are resolved in an acceptable manner?

Does the Plan require that a safety analysis be performed and documented on each of the

principal design documents?

Documents include: requirements specifications, design descriptions, and source code.

Does the Plan require that hazards be analyzed and documented?

This includes abnormal events and conditions and malicious modifications. It refers only to software,

not to plant hazards.

Does the Plan require that hazard reduction efforts be documented?
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This question applies to the reduction of hazards that were caused by or acerbated by the software. It

does not address general plant hazards.

3.2 Implementation characteristics

3.2.1 Measurement

Measurement requires a set of indicators used to determine the success or failure of the software

safety effort. The plan should require that software safety data be systematically collected and

analyzed to determine the effectiveness of the software safety effort [3]. Relevant questions are:

Does the Plan require that software safety data be systematically collected and analyzed to

determine the effectiveness of the software safety effort?

The purpose here is to measure the effectiveness of the safety effort, not of the design outputs. (Those

are covered by other questions.) This topic is an area of current research in the computer science

community. IEEE Standard 982, and books on software measurement can be consulted for more

assistance.

3.2.2 Procedures

Procedures requires a description of the software safety strategy. The plan should describe the

management of the software safety activities within the development organization. It should provide

procedures for resolving safety issues. The plan should require that problems encountered in

implementing the safety program be brought to the attention of the project manager. A procedure

should exist for assuring resolution of identified unacceptable risks. The plan should describe

methods to be used to implement each safety task. A method should exist to identify hazards caused

by software, and to identify hazards whose resolution will be under the control of software.

The plan should require that appropriate safety requirements be included in the software requirements

specification. It should define the safety-related activities to be carried out for each set of life cycle

activities, from requirements through operation and maintenance. The plan should identify all

documentation required for the proper and safe operation of the software. Procedures should require

monitoring the software safety function performance during operation of the system.

The plan should require that hazards identified by plant safety analysis, system safety analysis and

security vulnerability assessment be traceable to the software safety analysis whenever these hazards

can affect software operability or whenever software has a role in controlling the hazard [3]. Relevant

questions are:

Does the Plan specify the software-safety related activities that will be carried out as part of

the software design phase of development?
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This section of the Plan shall specify: (a) the methods by which safety-critical software design

elements will be identified and classified; (b) the types of analyses that will be performed on each

safety-critical software design element as part of the software safety design analysis, and when they

will occur; (c) how the results of these analyses for each level of design will be documented; (d) the

formal review and inspection requirements for the software safety design analysis.

At minimum, the documentation referred to in (c) shall specify (1) design techniques and practices

covering the partitioning of the software into design elements and the effect of these techniques and

practices on analyses and tests for safety; (2) the relationship between system hazards and the

software design elements that may affect or control these system hazards; (3) the classification of

each software design element according to the methods specified in this portion of the Plan; (4) an

evaluation of the software architecture for supporting the system goals for redundancy and separation

of safety-critical software functions; (5) an evaluation of compliance of the design with the system

safety requirements; (6) tests required for the integration of subsystems and systems that will

demonstrate that the software supports the system safety goals; (7) modifications to the list of

required, encouraged, discouraged, and forbidden coding and test techniques. [26]

Does the Plan specify the software-safety related activities that will be carried out as part of

the software requirements phase of development?

This section of the Plan shall specify: (a) the types of analyses that will be performed as part of the

software safety requirements analysis, and when they will occur; (b) how the results of these analyses

will provide 1) an identification of hazards and relevant associated software requirements, 2) the

software safety design constraints and guidelines, 3) the software safety-related test requirements and

inputs to the test planning process, 4) a list of required, encouraged, discouraged and forbidden

design, coding and test techniques; (c) the formal review and inspection requirements for the software

safety requirements analysis.

Does the Plan provide procedures for resolving safety issues?

The plan shall include details of how resolution and action relative to system safety will be affected at

the program management level possessing resolution authority.

Does the Plan provide a method by which problems encountered in implementing the safety

program are brought to the attention of the Program Manager?

Does the Plan give a procedure for assuring completion of action regarding identified

unacceptable risks?

Does the Plan describe methods to be used in implementing each safety task?

Include a breakout of task implementation responsibilities by organizational component discipline,

functional area or any planned sub-contractor activity.

Does a method exist to identify software hazards?
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Software hazards fall into four broad categories: (a) inadvertent / unauthorized event, an unexpected /

unwanted event occurs; (b) out-of-sequence event, a known and planned event occurs but not when

desired; (c) failure of event to occur, a planned event does not occur (e.g., a hazard is allowed to

propagate because the program does not detect the occurrence of the hazard or fails to act); (d)

magnitude or direction of event is wrong, this is usually indicative or an algorithm error. In addition to

the categories in the quotation, consider failures of communications subsystems.

Does the Plan define the software-safety related activities for participating in the Preliminary

Hazard Analysis or other hazard analyses?

The system-level hazard analyses shall be analyzed to identify software-related activities that (a) can

create, or help to create, hazardous system states; (b) participate in sequences of actions that can cause

the system to enter a hazardous state; (c) participate in sequences of actions that are intended to return

the system from a hazardous state to a nonhazardous state; (d) participate in actions intended to

mitigate the consequences of an accident.

Does the Plan specify the software-safety related activities that will be carried out as part of

the software implementation phase of development?

This section of the Plan shall specify: (a) the analyses that will be carried out on the software code

(program), and when they will occur; (b) how the results of these analyses will be documented; (c) the

formal review and inspection requirements for the software safety code analysis.

At minimum, the documentation referred to. in (c) shall provide: (1) identification of the specific

analyses performed on each software element and the rationale for these analyses; (2) identification of

the specific code analysis tools used and the rationale for the selection of those tools; (3)

recommendations for design and coding changes suggested by the analyses; (4) detailed software

safety-related test requirements suggested by the analyses; (5) an evaluation of the compliance of the

code with the safety requirement; (6) modifications to the list of required, encouraged, discouraged,

and forbidden coding and test techniques. [26]

Does the Plan specify the software-safety related activities that will be carried out as part of

the software validation phase of development?

This section of the Plan shall specify: (a) the analyses that will be performed on the results of testing

of software safety-critical design elements, and when they will occur; (b) the formal review and

inspection requirements for the software safety test analysis. At minimum, the analyses shall include:

(1) the relationship between each software safety-related test and the software safety requirement that

the test supports; (2) evidence that can be used to determine whether or not each software safety

requirement has been satisfactorily addressed by one or more software test; (3) an assessment of the

risk associated with the implementation as indicated by the analyses of the software tests; (4) a

recommendation as to whether or not adequate safety testing has been performed. [26]
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Does the Plan specify the software-safety related activities that will be carried out as part of

the software maintenance phase of development?

This section of the Plan shall define the software safety-related activities that will be carried out in

response to changes made in assumptions, specifications, requirements, design, code, equipment, test

plans, environment, user documentation, and training materials. This section of the Plan shall specify:

(a) the means for determining the impact of each change on safety; (b) the techniques used to

determine which safety-critical software design elements (if any) are affected by changes; (c) the

documentation to be revised to accurately reflect all software safety changes; (d) the analyses that

must be repeated whenever the system or its environment is modified; (e) the extent to which

regression testing is to be performed as a consequence of modifications to the system. [26]

Does the Plan specify the software-safety related activities that will be carried out as part of

the software installation phase of development?

This section of the Plan shall identify the requirements for the installation of the software developed

under this Plan, including, if appropriate, any steps that should be taken to configure the software for

a particular application. The section shall also identify all documents that must be completed in order

to provide an accurate record of the installation process. [26]

Does the Plan address the requirements for safely starting the new system?

This section of the Plan shall address the requirements for safely starting the new system and, if an

old system is to be replaced, for making a safe transition from the old system to the new system. At a

minimum, the following shall be addressed: (a) fallback modes for the new system; (b) startup of

backup components and subsystems; (c) startup of the new system; (d) parallel operation with

backups; (e) parallel operation of the old system and the new system; (f) subsystem vs. full system

operation; (g) switchover to full system operation; (h) validation of results from the new system; (i)

cross validation of results between the old system and the new system; (j) fallback in the case of

failure of the new system, including fallback to an old system if one exists. [26]

Does the Plan specify training requirements for the system?

This section of the Plan shall specify the training requirements needed to ensure safe operation and

use of the software within the overall system. These training requirements shall include safety training

for the users, operators, maintenance personnel, and management personnel, as appropriate. If there is

an existing system, training requirements for system startup shall be defined. If transitioning from an

old to a new system, training requirements for this transition shall be defined. This section of the Plan

shall describe how traceability shall be achieved between safety training requirements and the related

safety training documents. [26]

Does the Plan identify all documentation that will be required for the proper and safe

operation of the software?
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Does the Plan define procedures for monitoring the operation of the software during operation?

This section of the Plan shall set forth the procedures for monitoring the operation of the safety-

critical software within the system and shall identify procedures for documenting and reporting all

safety concerns that are detected during its operation. This section of the Plan shall identify the

procedures for verifying the integrity of the safety-critical software after its deployment. These

procedures may include built-in and/or external measures for evaluating the software and its data or

inspections to detect unauthorized modification of the software or its data. The criteria for the recall,

mechanism for notification of the recall, and authorization procedures for the recall shall be defined in

this section of the Plan. [26]

Does the Plan require that hazards be traceable to the software safety analysis whenever

these hazards can affect software operability or whenever software has a role in controlling

the hazard?

The hazards may be identified by plant safety analysis, system safety analysis, security vulnerability

assessment, or elsewhere.

Does the Plan define software-safety related activities for analyzing the system design?

Obtain a high level system design identifying those functions that will be performed by software and

specifying the software safety-related actions what will be required of the software to prevent the

system from entering a hazardous state, or to move the system from a hazardous state to a

nonhazardous state, or to mitigate the consequences of an accident. Describe the interfaces between

the software and the rest of the system. [26]

3.3 Resource characteristics

3.3.1 Methods and tools

Methods/tools requires a description of the methods and tools used to carry out the safety activities.

The plan should specify a process for selecting tools. It should describe a method for preventing the

inadvertent introduction of hazards by the use of project tools [3]. Relevant questions are:

Does the Plan specify the process to be used to select software tools?

This section of the Plan shall specify the process to be used and the criteria to be applied in selecting,

approving and controlling tools, such as CASE products, compilers, editors, fault tree generators, and

test environments for hardware and software. In order to lessen the possibility of inadvertent

introduction of software hazards by project tools, the following areas shall be addressed: (a) tool

approval for use on the project; (b) installation of upgrades to previously approved tools; (c)

withdrawal of a previously approved tool; (d) identification of limitations that may be imposed on

tool use. [26]
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Does the Plan how the possibility of inadvertent introduction of software hazards by project

tools will be controlled?

3.3.2 Standards

Standards requires a list of the international, national, industry and company standards and guidelines

to be followed by the safety organization [3], Relevant questions are:

Does the Plan give a list of company policies and procedures?

This includes a list of the international, national and industry standards adopted by the company, as

well as company standards and guidelines to be followed by the software safety organization.
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4 Evaluation Results of KNGR Software Safety Plan
I reviewed the Technical Report for Software Safety Plan Description against the criteria in IEEE

Standard 1228 and the criteria in BTP-14.

4.1 Review Based on IEEE Standard 1228

The following table represents an examination of the KNGR Technical Report for Software Safety

Plan Description, evaluated against IEEE Std 1228. Section numbers given in the left column refer to

sections of the Software Safety Plan Outline as described in Section 4 the standard. For example,

section 1 of the SSP Outline is described in section 4.1 of the standard.

My general impression is that an attempt was made to follow IEEE Standard 1228, but that many of

the concepts and issues raised in that standard were not fully understood, and are not addressed. There

is some confusion as to the purpose of the Report - the abstract states that it "is provided to address

the software safety plan..." but Section 1.1 states that "this report describes the activities that are

performed for the safety critical software..." These are not the same ideas. Most of the Report appears

written according to the purpose in Section 1.1, but some appears to relate more to the language in the

Abstract. This confusion needs to be clarified.

Given the comment in the last paragraph, I reviewed this Report as if it were a Software Safety Plan.

This is clearly not appropriate in some places (eg, Sections 4.2-4.4), but it was too difficult to decide,

in many cases, what the proper attitude should be.

Much of the content of this Report is included from the KNGR Software Program Manual (SPM) by

reference. This is acceptable — indeed, it is generally best not to repeat information in several places,

since it's too difficult to keep the various places consistent as changes are made. The version of the

SPM used here is a draft, dated November 1999.

Table 2. Review Based on IEEE Standard 1228

IEEE 1228 Section

General structure

1 Purpose.

The standard requires:

•/ Definition of purpose and

scope of plan

Review result

The structure of the Report follows that of IEEE Std 1228.

The table of contents in the Report is nearly the same as that

given in Section 4 of the standard

Section 1.1-1.2 of the Report addresses these issues.

Purpose & scope - acceptable. SSP is limited to Protection

system, ESFAS, safe shutdown.

Goal - acceptable. "Reasonably low probability that such a
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IEEE 1228 Section

•S Safety goals

S Acceptable risks

•S Safety objectives

S Factors used to determine

acceptable risks

•S Factors used to define

safety objectives

2 Definitions.

•S List Acronyms and

abbreviations

•S Documents

S Standards

3.1 Organization and

responsibilities.

*S Describe Organizational

relationships

S Functional relationships

•S Lines of communication

•S Authority

•S Autonomy

S Lists management

responsibilities

S Communication of safety

concerns between project

and safety personnel

Review result

safety defect exists..."

Acceptable risks - Not discussed.

Objectives - acceptable, "...activities ... considered necessary

to make this assurance."

Factors - not discussed.

This is covered in Sections 1.3 and 2.0-2.12 of the Report.

Acronyms - none listed. There are acronyms used in the

Report which could be listed here for reference. For example,

CEO, SCMP, SQAP, SDD, etc

Documents - listed in Section 2.1, 2.2, 2.5

Standards - listed in Section 2.3, 2.4, 2.6-2.12. Note that

1228 is listed twice (2.4, 2.10) and that the current versions of

1012 is 1998.

This is covered in Section 3.1 of the Report.

Organization - a reference is given to another document

(SPM, section 2). This is acceptable. However, the SPM does

not "depict the software safety activities within the overall

organization" nor does it "describe organizational and

functional relationships pertaining to software safety issues."

This does not conform to the Standard.

Authority - states that the CEO manager has responsibility.

Thus, one person is responsible. This conforms, but is not

acceptable because of the resulting lack of independence.

Autonomy - states that CEO manager has responsibility for

software safety, which violates the independence principle

(autonomy). This is nonconforming.

Responsibilities - IEEE 1228 lists eight responsibilities. The

Report includes two of these (resources, records), plus one

(meeting plans) not directly on the list. The remaining items

should be discussed, either in the Report or in the SPM.

Communication - since the CEO is responsible for safety, this
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IEEE 1228 Section

3.2 Resources. Describe

•f Resource requirements

•S Allocation of resources

•S Monitoring resource

usages

3.3 Staff qualifications and

training. Describe

S Qualifications

•S Training requirements

3.4 Software life cycle.

Describe

•f The life cycle

S Relationship between

development life cycle and

safety tasks

3.5 Documentation

requirements. Describe

•S Documents needed

S Change process

•f Approval process

S Specific document

requirements for safety

Review result

may be automatically covered.

My general impression is that safety organization is subsumed

within the development organization, so specific topics

relating to safety organization are not adequately addressed.

The result is that this section of the Report does not conform

to IEEE 1228. This shortcoming should be addressed.

This is covered in Section 3.2 of the Report. CEO

management is responsible for resource requirements and

allocation. CEO "maintains an up-to-date resource plan" and

assures that resources available when needed; this should

satisfy the monitoring requirement. This section is in

conformance.

Section 3.3 states that CEO manager has responsibility for

staff qualifications and training. A list of considerations for

staff qualification is given; the list is appropriate. Training

needs are adequately discussed. This section is in

conformance.

The life cycle and its relationship to safety is given in Section

3.4 by reference to the SPM, Section 1.4.2. The life cycle is

satisfactory. However, the SPM does not "specify the

relationship among specific software safety tasks and the

activities embodied in the organization's chosen software life

cycle," so this section is not in conformance.

This is discussed in Section 3.5 of the Report. This discussion

is focused on the contents of the documents listed, not their

relationship to safety (as is required in 1228). The main

discussion of documentation is in the SPM. This is

appropriate, but the discussion in this Report should focus on

relating those discussions to safety, as described in 1228.

For example, Section 3.5.1 of the Report states that a project

plan will be developed. The IEEE standard requires

documentation on how the Software Safety Program will be

implemented, etc. These are not identical.
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IEEE 1228 Section

3.6 Records. Describe

•S Safety program records

S Persons responsible for

records

•S Record maintenance

S Tracking system

3.7 Configuration management.

Describe

•/ CM of safety software

•S Roles and responsibilities

of safety personnel

S Relationship of CCB to

other safety boards

3.8 Quality assurance. Describe

V SQA role

S Review of technical

recommendations resulting

from software safety tasks

•S Monitor conduct of

software safety program

3.9 V&V: Describe

•S Means to ensure all system

safety requirements have

been satisfied

•S Means to ensure that no

additional hazards have

Review result

This section of the Report is phrased more appropriately for a

general project plan, not a safety plan. It is not in

conformance, and should be reconsidered.

I recommend that the full discussion of documentation,

including software safety aspects, be placed in the SPM, with

this section of the Report referencing the SPM.

Section 3.6 of the Report discusses safety program records.

Much of this quotes the standard. The Report does not

describe how records will be maintained, the persons

responsible for records management, or a tracking system. The

section is not in conformance.

Section 3.7 merely references the SPM. CM is discussed in

the latter document in several places: documentation in

Section 3.3.9, reviews in 3.5.2.9, problem reporting in 3.6,

code control in 3.8 and media control in 3.9. Section 3.3.9

states that "each group within the CEO shall be responsible

for developing its own SCMP" and gives references and a list

of topics that must be covered. These individual plans are not

available, so no conclusions could be given on this topic.

Section 3.8 references the SPM, which discusses SQA in

section 3. There is a separate KNGR SQAP which is not

referenced. I have previously commented on these items, and

have no further comments to make here.

There is a sentence in Section 3.8 that appears to relate to this

- it appears that there is an editorial fault here. The sentence

merely references the SPM, and states that the activities

described there conform to IEEE 1228. V&V activities are

described in several sections of the SPM: 3.2.2.5, 3.2.2.6,

3.3.7, 3.4.2.2, 3.5 and in scattered other places.
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IEEE 1228 Section

been introduced

3.10 Tools support. Describe

•S Tool selection, approval

and acquisition criteria

^ Tool control (CM)

S Installation of upgrades

•S Tool withdrawal

-/ Limitations on tool use

3.11 PDS and COTS. Describe

S Approval process

3.12 Subcontract management.

Describe

•S Control of subcontractors

•S Various methods

S Process for hazards

management

3.13. Process certification.

Describe

•S Method of certification

•S Persons responsible

4.1 Safety analysis preparation.

Describe

S PHA

S High level system design

^ Interfaces

4.2 Requirements analysis.

Review result

IEEE 1228 requires that V&V activities ensure that "all

system safety requirements have been satisfied," and "no

additional hazards have been introduced." The SPM does not

address these topics. Consequently, the Report does not

conform.

Section 3.9 discusses tools, mostly by reference to another

document which I do not have. There is a list of three items to

be used in tool evaluation. The section could not be evaluated.

Section 3.10 references two other documents (the SPM and

one other that I do not have). The PDS approval process may

be described in the latter. This section could not be evaluated.

Section 3.10 references another document which I do not

have, so could not be evaluated. I do note that the SPM (which

is not referenced) has a section on supplier control (section

3.10).

Section 3.11 states that the Computer Code Certificate is used

"to document that the delivered software ... meets the

requirements of [the SPM]." The Certificate itself is not

described, nor does the Report "identify the person or persons

responsible for performing process certification." This section

is not in conformance.

Section 4.1 describes some of the PHA needs, but does not

address the other two topics. The discussion is satisfactory as

far as it goes, but the additional portions should be added. The

section is not in conformance.

Section 4.2 of the Report discusses this. Analysis types are
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IEEE 1228 Section

Describe

•f Types of analysis

S Use of results

S Review and inspection

process

4.3 Design analysis. Describe

S Types of analysis

•S Use of results

S Review and inspection

process

4.4 Code analysis. Describe

•S Types of analysis

•S Use of results

S Review and inspection

process

4.5 Test analysis. Describe

S Type of analysis, including

four specific analyses

S Review and inspection

requirements

4.6 Change analysis. Describe

•S Impact of changes on

safety

S Techniques

•f Documentation to be

Review result

limited to verification. Use of the results is not discussed.

Reviews appear limited to V&V team; there is no indication

as to whether safety personnel are involved.

This section should cover the major analysis procedures for

software requirements. The section does not address the topics

in the Standard, so is not in conformance.

Similar comment.

Section 4.4 of the Report states V&V requirements to some

extent, but does not discuss the topics raised in IEEE 1228. It

is not in conformance.

The Report references the SPM, which describes testing in

many scattered places. The topics listed as types of analysis

are not directly discussed in the SPM, though some of them

can be inferred in Section 3.2.2.5. Risk assessment is not

discussed in the SPM.

The Report states that "hazard avoidance testing specified

during the requirement phase is performed..." but I was

unable to find any description of this in the SPM. There are

two isolated paragraphs in the Report (following Section 4.6)

that may be intended to address hazard avoidance testing, but

this is not clear.

The section is not in conformance.

The Report references the SPM, which discusses the topic

briefly in Section 3.2.2.7. This is quite nonspecific, however.

The section of the Report is probably not in conformance.
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IEEE 1228 Section

revised

•f Analyses to be repeated

•f Regression testing

requirements

5.1 Training. Describe

S Training requirements

S Traceability between

system training

requirements and safety

training documents

5.2 Deployment. Describe

•S Installation

•f Operations support

S Startup

•f Transition

5.3 Monitoring. Describe

S Procedures to monitor

operations.

•f Procedures for reporting

safety concerns

S Procedures for verifying

software integrity

•S Criteria for recall

Review result

The Report states that the CEO "provides the opportunity" for

training, but specific requirements for training are not

included. Traceability is not included. The section is not in

conformance.

Installation is discussed, and a reference to the SPM is given.

The latter discussed installation in Section 3.2.2.6. The two

descriptions, taken together, are satisfactory.

Some transition goals are given in Section 5.2.2 of the Report,

but no procedures are included. Given that KNGR is a new

reactor, not a modification of an existing reactor, I judge that

the topic is of lesser importance, and can be covered by the

discussion of installation.

Operations support is in Section 5.2.3 of the Report, which

references the SPM. The latter discussed maintenance in

Section 3.2.2.7, but not plant operation. User documentation is

described in Section 3.3.8.

I believe the Report, and the referenced sections of the SPM,

are sufficient to satisfy IEEE 1228, so this section is in

conformance.

The Report references the SPM section on Operations and

Maintenance Plan. I was unable to find a description of such a

plan in the SPM. This section is not in conformance.
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IEEE 1228 Section

5.4 Maintenance. Describe

•S Differences between the

changes after installation

and changes prior to

installation

5.5 Retirement. Describe

S Activities for retiring the

software

6 Plan approval. Describe

S Formal review and

inspection requirements

S List of individual that must

approve the SSP

Review result

This section of the report references the SCMP in the SPM.

The latter does not include a SCMP as such, but its contents

could be inferred from various places; see the discussion

about Section 3.7, above. The SPM describes change control

in Section 3.6, but does not distinguish between pre-

installation and post-installation changes. The procedure,

however, appears adequate to cover both cases.

Regression testing is discussed in the Report.

I judge the Report to be in conformance.

The Report references the Operations and Maintenance Plan

in the SPM, which I was not able to find. Given the nature of

this application, this is not a serious oversight for the purposes

of retirement.

The Report states that the CEO manager must approve the

plan, and that it should be reviewed against the requirements

of IEEE 1228 and the NRC SRP. This section is in

conformance.
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4.2 Review Based on BTP-14

The next table uses questions developed in support of BTP-14 requirements for software safety plans.

For this review, I also used both the KNGR Software Safety Plan Report and the KNGR Software

Program Manual.

The "Y/N" column is used for a quick summary of the answer to each question. Entries are:

Yes - the question is answered in the affirmative

No - the question is answered in the negative

Some - the question is partially answered

Unk - the question, as phrased, cannot be answered from the information available

Table 3. Review Based on BTP-14

Question Y/N Comment

Management - Purpose

Does the Plan define the intended

interactions between the software

safety organization and the

general system safety

organization?

Does the Plan describe the

purpose and scope of the software

safety activities?

Does the Plan provide a general

description of the software safety

effort?

No

Yes

Yes

The SSP assigns responsibility for software safety

to the CEO (SSP 3.1). The SPM does not discuss

system safety.

See SSP Sections 1.1 and 1.2. Software safety

objectives are given ("there is a reasonably low

probability that ... a defect exists in KNGR

systems"), but "reasonably low" and acceptable

risk concepts are not discussed in either

document. These may occur in the SAP.

The SSP Report is a general description

Management - Organization

Is the Plan integrated with the

overall system safety plan?

Does the Plan give a chart

showing the developer's

organizational structure and

Unk

No

Since the overall system safety plan is not

available, this question could not be answered.

Such a chart may exist elsewhere. I have seen a

high-level chart relating major development

organizations, but it is not known if this chart is
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Question

components?

Does the Plan show the

organization directly responsible

for each software safety task?

Does the Plan show the

boundaries and interfaces

between the safety organization

and other company organizations?

Does the Plan show how software

safety activities are coordinated

with the development activities?

Does the Plan show how software

safety activities are coordinated

with the software V&V activities?

Does the Plan designate a single

safety officer that has clear

responsibility for the safety

qualities of the software being

constructed?

Are the software safety analysis

activities integrated into the

system development process?

Y/N

No

No

No

Unk

No

Unk

Comment

official. I have not seen lower level charts.

The SSP merely assigns responsibility to the CEO

manager. That individual cannot perform all the

detailed work necessary for software safety, so

some delegation is necessary. This implies some

sort of software safety organization. That

organization is not discussed.

The chart mentioned above shows software safety

organization existing parallel to SVV and SQA,

all three reporting through QA to KNGR, while

the CEO is on a separate reporting line. This is

not consistent with the comments in SSP Section

3.1 that the CEO is "...also responsible for the

safety critical software..."

I have a general impression from the two

documents that V&V team is expected to handle

reviews and testing without further involvement

of software safety personnel. However, this

impression is generated by a lack of information

in the documents, and it is not known whether this

impression is correct or not.

This confusion needs to be corrected.

It appears from SSP Section 3.1 that the CEO has

this responsibility, but the chart mentioned

previously shows a different chain of command. It

is not satisfactory for the CEO manager to also

have software safety responsibilities.

There is no discussion of these topics in either

document.
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Question Y/N Comment

Management - Responsibilities

Are the responsibilities for the

software safety program

described?

Does the safety officer have

authority to reject a software tool

if it cannot be shown that the tool

will not impact the safety of the

final software system?

What is the name of the software

safety officer?

Does the software safety manager

have sufficient authority?

Does the Plan require safety

personnel to be aware of the

safety implications of hardware

and other interfaces?

Does the safety officer have

authority to reject the use of

existing software if it cannot be

shown to be adequately safe?

Some

Unk

Unk

No

No

Unk

There is a short discussion is SSP Section 3.1, but

it is not adequate as compared to the list in IEEE

1228.

There is no discussion of this.

However, it could be inferred that this is the CEO

manager, in which case the name is known by

title.

No evidence of such authority, nor any indication

of the need for it, is present in either document.

One could argue that the CEO manager has this

authority, since he has safety responsibility, but

this is not credible.

This topic is not addressed directly in the SSP.

There is a brief discussion in SPM Section 3.10.1,

but that references another document which I do

not have.

Management - Risks

Does the Plan include methods to

be used to reduce safety risks

caused by software failures to an

acceptable level?

Does the Plan describe the

method to be used to ensure that

hazards which the software is

No

Some

There is no discussion of this topic.

It could be argued that the V&V effort will handle

part of this issue. Such an argument is only

partially credible.
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Question

expected to control are resolved

in an acceptable manner?

Does the Plan require that a safety

analysis be performed and

documented on each of the

principal design documents?

Does the Plan require that hazards

be analyzed and documented?

Does the Plan require that hazard

reduction efforts be documented?

Y/N

Some

No

No

Comment

SSP Section 3.5 and SPM Section 3.3 discuss

documentation requirements. These require V&V

documents, which should partially cover safety

issues. It is considered unlikely that most V&V

personnel have the safety expertise to fully

understand and analyze safety issues, so the

requirements of the two plans is not satisfactory.

It probably shouldn't - this should have been

thoroughly covered in the SAR.

Implementation — Measurement

Does the Plan require that

software safety data be

systematically collected and

analyzed to determine the

effectiveness of the software

safety effort?

No However, it is not completely clear what data

would be considered adequate. This is a topic that

deserves some research. Or, possibly I simply

know too little about the subject. In any case, the

SSP and SPM do not discuss process

measurements.

Implementation - Procedures

Does the Plan require that hazards

be traceable to the software safety

analysis whenever these hazards

can affect software operability or

whenever software has a role in

controlling the hazard?

Does the Plan specify the

software-safety related activities

that will be carried out as part of

the software requirements phase

of development?

Does the Plan specify the

Yes

Yes

Yes

This is covered in Section 4.1.

The SPM discusses requirements activities in

Section 3.2.2.2. This applies to all software (see

Section 1.2.1). Review requirements for different

SIL levels are shown in the table.

Same, though the section is 3.2.2.3.
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Question

software-safety related activities

that will be carried out as part of

the software design phase of

development?

Does the Plan define software-

safety related activities for

analyzing the system design?

Does the Plan specify the

software-safety related activities

that will be carried out as part of

the software implementation

phase of development?

Does the Plan specify the

software-safety related activities

that will be carried out as part of

the software validation phase of

development?

Does the Plan specify the

software-safety related activities

that will be carried out as part of

the software installation phase of

development?

Does the Plan specify the

software-safety related activities

that will be carried out as part of

the software maintenance phase

of development?

Does the Plan provide procedures

for resolving safety issues?

Does the Plan provide a method

by which problems encountered

in implementing the safety

program are brought to the

Y/N

Yes

Yes

Yes

Yes

No

No

Yes

Comment

As above.

Same, though the section is 3.2.2.4.

Same, though the section is 3.2.2.5.

Same, though the section is 3.2.2.6

Operations and maintenance is in Section 3.2.2.7,

and no distinction is made among SIL levels (see

the last sentence).

Since the CEO manager is also responsible for

software safety (Section 3.1), the question is

answered in the affirmative by default.
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Question

attention of the Program

Manager?

Does the Plan give a procedure

for assuring completion of action

regarding identified unacceptable

risks?

Does the Plan describe methods

to be used in implementing each

safety task?

Does a method exist to identify

software hazards?

Does the Plan define the

software-safety related activities

for participating in the

Preliminary Hazard Analysis or

other hazard analyses?

Does the Plan address the

requirements for safely starting

the new system

Does the Plan specify training

requirements for the system?

Does the Plan identify all

documentation that will be

required for the proper and safe

operation of the software?

Does the Plan define procedures

for monitoring the operation of

the software during operation?

Y/N

No

No

Some

Some

No

No

Yes

No

Comment

Neither document discusses safety risks in any

detail.

Safety-specific tasks are not described, so

methods are not included.

Section 4.1 states that "an evaluation is made to

determine the safety-critical hazards" but the

method is not further described.

In Section 4.1.

Startup appears to be outside the scope of the

documents.

Training is in Section 5.1, but this merely states

that "CEO provides the opportunity" for training.

Specific training requirements are not given.

User documentation is in SPM Section 3.3.8. This

lists the documents to be provided. The list

appears adequate.

Section 5.3 references a Software Operations and

Maintenance plan supposedly in the SPM, but I

was not able to find this. Section 3.2.2.7, on

operations, does not mention monitoring.

Resources - Methods and Tools

Does the Plan specify the process Unk The Report references a document that I do not
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Question

to be used to select software

tools?

Does the Plan how the possibility

of inadvertent introduction of

software hazards by project tools

will be controlled?

Y/N

No

Comment

have, so this could not be answered.

However, this might be covered in the referenced

report, which I do not have.

Resources — Standards

Does the Plan give a list of

company policies and

procedures?

Yes In Section 2 of the Report and Section 1.6 of the

SPM
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5. Conclusion

The development, use, and regulation of computer systems in nuclear reactor Instrumentation and

Control (I&C) systems to enhance reliability and safety is a complex issue. This report is one of a

series of reports from the Korean Next Generation Reactor (KNGR) Software Safety Verification and

Validation (SSVV) Task, Korea Atomic Energy Research Institute, which investigates different

aspects of computer software in reactor I&C systems, and describes the engineering procedures for

developing such a software. The purpose of this guideline is to give the software safety evaluator the

trail map between the code & standards layer and the design methodology & documents layer for the

software important to safety in nuclear power plants.

We presented the guidance for evaluating the safety plan of the software in the KNGR protection

systems. We believe it can conduct a role of glue to fill a gap between the mandatory requirements

(What) and the work practices (How), which can also be useful for both licenser and licensee to

conduct an evaluation of the safety in the planning phase of developing the software. The guideline

consists of the regulatory requirements for software safety in chapter 2, the evaluation checklist of

software safety plan in chapter3, and the evaluation results of KNGR software safety plan in chapter

4. This guideline should be consistent with the evaluation guidelines for the next step of the software

development life cycle. And also, it must be refined continuously according to the feedback from

development team and the technological development.
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Appendix A. Software Safety Techniques and Methods

The Software Safety Plan requires the specification of the types of analyses that will be

performed during the software life cycle. The information in this annex may be helpful in preparing

the Software Safety Plan.

1. Software Safety Analysis Techniques

The software safety development and review process should be described in a Software Safety Plan

(SSP). The general contents of this plan are described in the Standard Review Plan, Chapter 7, BTP-

14, paragraph 3.1(i). This relies heavily on IEEE Std 1228, Software Safety Plans, 1994. This

standard includes suggested safety analysis topics in an Annex. These topics may be appropriate for

inclusion in the SSP; review of the SSP would be limited to ensuring that the SSP contains

requirements for relevant analyses.

The IEEE Standard was written in a general manner that might apply to any safety application. Not all

of the suggested safety analyses in IEEE 1228 may be required for reactor systems, and some others

may be desirable. The choice of what to include should be left to the Developer's Software Safety

Organization, with reviewer concurrence.

IEEE 1228 gives an outline for a SSP, in Section 4. This differs from the characteristics listed in BTP-

14. The latter lists Management Characteristics, Implementation Characteristics and Resource

Characteristics. The structure in BTP-14 was constrained by the need to have similar characteristics to

those of the other plans described in the BTP, and the need to fit the BTP within the Standard Review

Plan (SRP). In spite of these structural differences, the details are quite similar, since IEEE 1228 was

used extensively in writing paragraph 3.1(i) of BTP-14.

The following list comments on the various analyses. See IEEE 1228 for a description of each topic.

1.1. Software safety requirements analyses

Criticality analysis. The Standard requires that all software requirements that have safety implications

be identified. As written, this analysis applies strongly to systems that include both safety and

nonsafety functions. Reactor safety systems are expected to be devoted to safety, so all (or nearly all)

requirements should be safety-critical. We do recommend that the safety system requirements be

reviewed for any functions which are not safety functions. If any such are found, then their presence

should be justified. If no convincing justification exists, then the nonsafety functions should be moved

to a non-safety system.

As mentioned in the Standard, the determination of safety criticality is carried out by matching each
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requirement against system hazards analyses and the system design. That is, the determination is done

by tracing - in the case of reactors, from the Safety Analysis Report (SAR) through the safety system

design to the software requirements.

As a personal comment, I would be willing to accept a one-way status communication link from a

safety system to an operator console, provided it could be shown that there was no possibility that

failure of the link could affect the operation of the safety system. I would be very reluctant to accept

nonsafety functions that go much beyond this.

Specification analysis. This evaluation should be carried out. Recommendations on specific

requirements characteristics (qualities) are contained in BTP-14, section 3.3(a). A check list can be

used to decide if the SRS satisfies the characteristics. One such list is in an LLNL report: J. D.

Lawrence, W. L. Persons and G. L. Johnson, Reviewer's Checklist for Process Control Computer

Safety Systems, UCRL-ID-136901, Lawrence Livermore National Laboratory, December 16, 1999.

It may happen that the review of the software requirements with respect to the characteristics

designated in BTP-14 is carried out primarily by a V&V team. Many V&V experts lack training in

safety issues, so safety experts should be involved in the review to ensure that safety concerns are not

overlooked. This could be done by including safety experts on the V&V team, or by having a separate

safety review. Either method could work, and the choice should be left to the development

organization.

Timing and sizing analysis. This review should be carried out in two steps. First, it must be shown

that each computer in the safety system has sufficient power to handle all processing loads, including

extreme loads (eg, off-normal and emergency conditions). Second, analysis should be able to

demonstrate that intercomputer communications will satisfy the three points in the Standard.

Computer communications is further discussed in the SRP, Section 7.9.

Different software system analyses. Since reactor safety systems are generally composed of more than

a single processor (in order to provide diversity), analysis should take place that demonstrates that all

requirements are allocated properly and that interfaces between computers takes place correctly. This

should be fairly easy if the computers are all of the same type running similar software; if computers

from different manufacturers or computers using different operating system software are involved in a

single safety system, the analysis can be expected to be more difficult.

For a reactor safety system, it should be the case that a digital system design precedes the

determination of software requirements - for example, it might happen that diversity requirements are

satisfied by having four separate digital systems to handle protection, and that the functions be

somewhat different on the four systems. Then, the requirements review would need to examine each

requirement to be sure that it is assigned to the correct digital system. It is necessary to ensure that all

requirements are assigned to one or more systems. If a requirement is assigned to more than one
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digital system, it is necessary to ensure that this is intended, not a mistake. If the different digital

systems communicate (for example, by voting), then interfaces (here, communication paths) must be

verified. That is, the functions to be carried out by the interfaces must be documented, complete,

consistent, and correct.

There is a concern here that is not discussed - that of common mode software failure. This could

happen if several parallel digital systems are running the same software using the same inputs. Then,

they are likely to fail at the same time. An example is the failure of the Ariane 5 rocket a year or so

ago.

This can be subtle. For example, suppose a sensor is giving input to two digital systems, which use the

same software to do A/D conversion before using the results on different code. A failure of the

conversion here would be a common mode failure.

1.2. Software safety design analyses

Logic analysis. This analysis should be performed. It must be demonstrated that the safety-critical

equations, algorithms and control logic are expressed to the software developers in such a way that

the developers understand them.

Data analysis. This analysis should be performed. Reactor safety systems are unlikely to require data

to be written to or read from databases or files, so this analysis can be restricted to data in memory.

Interface analysis. This analysis is very important, since faulty interfaces are a leading cause of

software failures, and can be quite subtle and difficult to detect by testing.

As an example, it is permissible for a safety system to send data to a nonsafety system (such as an

operator's panel), provided that no possible failure of that interface can affect the safety system's

function. Such an interface will need to be examined to ensure this property. If any information is

transmitted from a nonsafety system to a safety system, ample justification should be provided, and

great care will need to be taken analyzing this interface to ensure that no possible data sent from the

nonsafety system, and no possible failure of the communication channel (including spurious signals),

can affect the safety system's functions. Since it is not reasonable for a non-safety system to send

information to a safety system other than to affect the actions of the safety system, this analysis is

potentially difficult.

Another example is communication protocols between safety system modules - whether carried out

be a communication line or a subroutine call interface. Each should be examined for consistency

between message source and target. In the case of communication lines, hardware failures need to be

examined — in particular noise failures which can be intermittent and not reproducible.

Constraint analysis. As described in the Standard, this analysis involves interactions between

hardware characteristics and the requirements of the software that uses that hardware. I lack the
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expertise to advise on this topic.

Functional analysis. The importance of this should be obvious.

Tracing is the usual way to perform functional analysis. For each requirement, trace that requirement

to the design element(s) that cover the requirement. Ensure that the critical ity level of the design

elements is commensurate with the criticality level of the requirement.

A trace the other way is equally important. For each design element, you need to ask why it exists. If

you can't trace that element back to the requirements, either directly or indirectly, then the element

needs to be justified. Otherwise, you may find the designers adding new unnecessary pieces to the

design for no good reason.

A good example is Therac 25, where the design made the system interrupt driven and multi-tasking. A

single-task polling system would have been adequate and simpler. Nothing in the requirements

required these elements of the design. These design elements led to critical failure and the deaths of

several patients.

Software element analysis. This analysis is directly toward ensuring that nonsafety-critical software

cannot cause a hazard. In a properly designed reactor safety system, where the nonsafety software has

no impact on the safety system, this possibility is somewhat limited. It is necessary to show that the

nonsafety systems cannot interfere with the actions of the safety system. For example, a nonsafety

control system that could shut down pumps needed in an emergency, and prevent the safety systems

from restarting them, is clearly unacceptable.

If the same digital system includes both safety and nonsafety elements, then you need to ensure that

there is no chance that failure of the nonsafety portion can interfere with the safety functions. This

can be nearly impossible to do, which explains why we insist that reactor safety systems be devoted to

safety.

If there are separate safety and nonsafety systems, then the only possibility is that the nonsafety

system might do something that sends a message to the safety system that causes it to fail. Such

communications should be extremely rare in any case, and will need to be fully justified and fully

analyzed. The analysis will assume that something is wrong with the communication, and prove that

the safety system will not be affected. Note that the action of "sending a message" may be subtle and

indirect, so that the analysis will need to be carefully done.

Note that deciding if a digital system shares safety and nonsafety responsibilities may be somewhat

subtle. For example, if you have separate computers for the safety and nonsafety functions, but they

share a communication network, then they have to be considered a single digital system for this

analysis.

Timing and sizing analysis. The analysis done for requirements should be verified. That is, it is

necessary to show that the results of the requirements timing and sizing analysis remain true after the
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design has been completed.

Timing is discussed in BTP-21. The basic requirement is to construct a performance model of the

system, and demonstrate that the timing requirements will be met in the worst case. For simple

systems this can be quite easy to do. If the system is complex, with unbounded interrupts and multi-

tasking, it can be extremely difficult.

Reliability predictions. On the whole, we are somewhat skeptical of reliability predictions in safety

systems. The amount of testing required to demonstrate reliability that is sufficiently high for a safety

application is generally more than is feasible, and the result still is not adequate to demonstrate that

the software poses no hazard in unexpected circumstances. There seems little point to requiring a

reliability prediction that cannot be verified.

1.3. Software safety code analysis

Logic analysis. In general, we believe that if an excellent job is done during requirements and design

activities, safety review of coding can be restricted to a demonstration that the code correctly

implements the design, and adds no new hazards. In the case of this analysis, such a review would be

directed toward showing that the logic in the code correctly implements the logic in the design.

Data analysis. Again, show that the code correctly implements the design.

Interface analysis. Ditto.

Constraint analysis. This should be done.

Programming style analysis. Tools exist that can carry out this analysis inexpensively, and they should

be used.

Noncritical code analysis. Note that the intent here is to demonstrate that nonsafety code is isolated

from safety code. This is important!

Timing and sizing analysis. Demonstrate that the analysis performed during requirements and design

activities has been correctly implemented in the code. That is, you must show that the coding activity

has not changed the timing and sizing assumptions.

Part of this analysis should concentrate on memory leaks. This can happen if a code allocates

memory, not all of which is released. If this happens over and over, the allocated memory can

gradually be exhausted, causing system failure. The failure may occur days or weeks after system start

up, depending on the frequency of these allocation mismatches.

1.4. Software safety test analysis

It is anticipated that testing will be performed by the V&V team, and their activities will be monitored

and approved by the SQA team. Several different forms of testing are recommended for safety-critical
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software. Structural (white-box) testing is generally performed at the unit level, and should

demonstrate that all independent paths in the unit are executed correctly during the test. Functional

(black-box) testing may take place at all levels from unit to system, and is used to demonstrate that the

element being tested correctly carries out its requirements. Stress testing is frequently overlooked, but

is important in reactor safety systems to provide an understanding of how the software will behave

during off-normal and emergency conditions, during periods of unexpectedly high loads, and during

periods of partial failure. Statistical testing is used primarily to develop a reliability number, and is

less important than the other three types.
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Appendix B. Definitions and Terms

Alphabetical list of definitions

Accident: An unplanned event or series of events that results in death, injury, illness, environmental

damage, or damage to or loss of equipment or property.

Architectural Design. The process of defining a collection of hardware and software components and

their interfaces to establish the framework for the development of a computer system.

Baseline. A defined configuration on which a design freeze decision has been implemented, thereafter

requiring formal configuration

Categorization of Functions Important to Safety. The Assignment of a category for each l&C

function and for systems and equipment important to safety. Note - The process of assignment

according to categories A, B, and C is described in IEC 1226.

Channel. A separate path along which information flows through a redundant or distributed system.

That path may also require redundancy.

Common Mode Failure. Multiple failures attributable to a common cause.

Configurable Software. Consists of a set of basic functional elements and a set of rules describing

how these elements can combined. The user configure the basic elements into the specified system.

This software can be treated as existing software with either accessible or proprietary documentation.

It is possible that the base software has already been rigorously validated and in this case only the

application specific extension has to be validated.

Design Fault. A fault due to the inadequate design of an item.

Note 1 - A design fault is caused by a human error during system development.

Note 2 - Design faults in software are usually latent, transient, recurrent and systematic.

Note 3 - Design faults give rise to failure during operation when activated by a certain combination of

conditions referred to as the trigger. Since these conditions are encountered at random during

operation, design facilities are random events.
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Detailed Design. The process of refining and expanding the preliminary design of a system or

component to the extent that the design is sufficiently complete to be implemented.

Diverse System. An independent system designed and developed with the intention of ensuring that

design failures occur independently.

Diversity. The existence of two or more different ways or means of achieving a specified objective.

Diversity is specifically provided as a defense against common mode failure. It may be achieved by

providing systems that arc physically different from

each other, or by functional diversity, where similar systems achieve the specified objective in

different ways.

Dynamic Analysis. The process of evaluating a system or component traced on its behavior during

execution. Contrast with static analysis.
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Error. A discrepancy between a computed, observed or measured value or condition and the true,

specified or theoretical value or conditions.

Erroneous State. An incorrect internal .state o! a system, due to a component failure or an external

failure.

Failure. The event of an item not providing its full required service. Note 1 - A failure is an event in

time. A fault is a state in the system. Note 2 - A failure may be due to a physical failure of a hardware

component, to activation of a latent design fault, or to an external failure. Note 3 - After a failure, an

item may recover and resume its required service after a break, partially recover and continue to

provide some of its required functions (fail degraded) or it may remain down (complete failure) until

repaired.

Fault. The state of an item characterized by inability to perform a required function, excluding the

inability during preventive maintenance or other planned action". Or due to lack of external resources.

Fault Activation. The event in which a latent fault give rise to a failure in response to a trigger.

Fault Mode. An observable state of an item, which can give rise to a failure under certain operating

conditions. Note - This covers both the state of a hardware component following a physical failure

and a design fault.

Fault Tolerance. The attribute of an item which makes it able to perform a required function in the

presence of certain given sub-item faults.

Formal Proof. A complete mathematical proof constructed to discharge proof obligations.

Functional Diversity. Application of the diversity at the functional level.

Functional Isolation. Means for preventing the functioning of a circuit or a system from being

influenced by the failure of another circuit or system.

Functional Requirement. A system requirement that specifies a function that a system or system
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component must be capable of performing. Functional requirements define the behavior of the system,

that is, the fundamental process of transformation that software and hardware components of the

system perform on inputs to produce outputs.

Functional Specification. A document that specifies the functions that a system or component must

perform. Often a pan of a requirements specification.

Latent Fault. An existing, fault located in a software component.

Maintainability. The probability that a given active maintenance action to an item under given

conditions of use can he carried out within a stated time interval when the maintenance is performed

under stated conditions and using stated procedures and resources.

Maintenance. The combination of all technical and administrative actions, including supervision

actions, intended to retain an item in, or restore it to, a state in which it can perform a required

function.

N-Version Software. A set of different programs, known as versions, are developed to meet a

common requirement and common acceptance test. Concurrent and independent execution of these

versions takes place, generally in redundant hardware. Identical inputs in test systems or

corresponding inputs in redundant systems are used. A predetermined strategy such as voting is used

to decide between conflicting outputs in different versions.

Operational System Software. Parts of the system software used by the application software and

which run on the target processor during operation.

Performance specification. A document that specifies the performance characteristics that a system

or component must possess. These characteristics typically include speed, accuracy and memory

usage. Often a part of a requirements specification.

Plant Functional Safety Analysis. The process of identification of the l&C functions important to

safety of nuclear power plant.

Pre-Developed Software. An software which has not been specifically developed and verified to

meet the requirements of the application for which it will be used. It may have been developed to
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satisfy a general market need or meet the requirements of another application.

Quality Assurance. All the planned and systematic activities implemented within the quality system

and demonstrated as needed, to provide adequate confidence that an entity will fulfill, requirements

for quality.

Recovery Block Technique. Alternative software versions for the same function are organized such

that an acceptance test is used to check the results found by the versions in the same equipment If the

test is not passed, recovery is implemented by initial state restoration, followed by the execution of

the alternate version.

Redundancy. Provision of alternative (identical or diverse) elements or systems, so that any one can

perform the required function regardless of the state of operation or failure of any other.

Re-Usable Software Modules. Basic software modules implementing application functions that can

be configured .

Risk: A measure that combines both the likelihood that a system hazard will cause an accident and the

severity of that accident.

Safety-critical Software: Software that falls into one or more of the following categories:

a) Software whose inadvertent response to stimuli, failure to respond when required, response out-of-

sequence, or response in combination with other responses can result in an accident.

b) Software that is intended to mitigate the result of an accident.

c) Software that is intended to recover from the result of an accident.

Safety Functions Requirements Specifications. This specification contains the requirements for the

safety functions that have to be performed by the systems important to safety.

Software Failure. System failure due to the activation of a design fault in a software component.

Software Fault. Design fault located in a software component.

Software Hazard: A software condition that is a prerequisite to an accident.
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Software Release. A version of the software product that has been extended with new functionality

as compared with the previous version

Software Reliability. The component of the system reliability which depends on software failures.

Software Safety: Freedom from software hazards.

Software Safety Integrity. A qualitative measure that signifies the likelihood of software in a

computer-based system achieving its safety functions under all stated conditions within a stated

period of time.

Software Safety Integrity Level. One of a number of possible discrete levels for specifying the

safety integrity of software in safety systems according to pre-defined categories.

Software Safety Program: A systematic approach to reducing software risks.

System Hazard: A system condition that is a prerequisite to an accident.

System Safety: Freedom from system hazards.
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APPENDIX C. Potential Software Safety Analysis Methods
The New Mexico chapter of the System Safety Society issued a report on safety analysis in 1993.

The relevant portion of that report is a 312-page discussion of hazard analysis techniques. Ninety

techniques are discussed to varying levels of detail. The following topics are included for each

technique:

. alternate names

. purpose

. method

. application

.thoroughness

. mastery required

. difficulty of application

. general comments and references

Many of the techniques do not apply directly to software (for example, Tornado Analysis). Some of

the remaining analyses could have indirect application to software. Bent Pin Analysis, for example,

applies to connector pins in a cable connection. If the cable carries computer data, a bent pin could

affect software functions. However, the analysis is performed on the cable, not the software, so it is

considered to be indirect.

The 47 techniques that might potentially apply to software are listed below. The word "potential"

means that it is conceivable that the technique could be used, not that there is any evidence of use. For

each of these techniques, the list gives its name and an extract of the purpose. In some cases, the

purpose sections were not very complete.

Accident Analysis evaluates the effect of scenarios that develop into credible and incredible

accidents. This is expected to be performed at the system level, but could be extended to software

safety by considering the effect of software on the prevention, initiation or mitigation of accidents

identified in the system accident analysis.

Cause-Consequence Analysis combines the inductive reasoning features of Event Tree Analysis with

deductive reasoning features of Fault Tree Analysis. The result is a technique that relates specific

accident consequences to their many possible causes. Computer codes exist to assist in the

performance of this analysis. GENII, RSAC4, MACCS, ARA, EPA-AIRDOS and HOTSPOT are

examples.

Change Analysis examines the potential effects of modifications from a starting point or baseline.

The Change Analysis systematically hypothesizes worst-case effects from each modification from that

baseline.
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Checklist Analysis uses a list of specific items to identify known types of hazards, design

deficiencies and potential accident situations associated with common equipment and operations. The

identified items are compared to appropriate standards.

Common Cause Analysis identifies any accident sequences in which two or more events could occur

as the result of a common event or causative mechanism. . Comparison-To-Criteria (CTC) Analysis

provides a formal and structured format that identifies all safety requirements for a (software) system

and ensures compliance with those requirements.

Contingency Analysis is a method of preparing for emergencies by identifying potential accident-

causing conditions and respective mitigating measures to include protective systems and equipment.

Critical Incident Technique uses historical information or personal experience in order to identify or

determine hazardous conditions and high-risk practices.

Criticality Analysis ranks each potential failure mode identified in a Failure Modes and Effects

Analysis (FMEA) according to the combined influence of severity classification and its probability of

occurrence based on the best available data. It is often combined with FMEA, forming a Failure

Modes, Effects and Criticality Analysis (FMECA).

Digraph Utilization Within System Safety is used to model failure effect scenarios within large

complex systems, thereby modeling FMEA data. Digraphs can also be used to model hazardous

events and reconstruct accident scenarios. As a result, both hazard analysis and accident investigation

processes can be improved via modeling event sequences.

Event and Casual Factor Charting reconstructs the event and develops root cause(s) associated with

the event.

Event Tree Analysis is an analytical tool that can be used to organize, characterize and quantify

potential accidents in a methodical manner. An event tree models the sequence of events that results

from a single initiating event.

Failure Modes and Effects Analysis (FMEA) determines the result or effects of sub-element

failures on a system operation and classifies each potential failure according to its severity.

Failure Modes, Effects and Criticality Analysis (FMECA) tabulates a list of equipment in a

process along with all of the possible failure modes for each item. The effect of each failure is

evaluated.

Fault Hazard Analysis is a basic inductive method of analysis used to perform an evaluation that

starts with the most specific form of the system and integrates individual examinations into the total

system evaluation. It is a subset of FMEA.

Fault Isolation Methodology is applied to large hardware/software systems that are unmanned and

computer-controlled. There are five specific methods: half-step search, sequential removal or
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replacement, mass replacement, lambda search and point of maximum signal concentration.

Fault Tree Analysis (FTA) assesses a system by identifying a postulated undesirable end event and

examines the range of potential events that could lead to that state or condition.

Hazard and Operability Study (HAZOP) is a group review method that assesses the significance of

each way a process element could malfunction or be incorrectly operated. The technique is essentially

a structured brainstorming session using specific rules.

Hardware/Software Safety Analysis examines an entire computer system so that the total system

will operate at an acceptable level of risk.

Human Error Analysis is used to identify the systems and the procedures of a process where the

probability of human error is of concern. This technique systematically collects and analyzes the large

quantities of information necessary to make human error assessments.

Human Factors Analysis allocates functions, tasks and resources among humans and machines.

Interface Analysis identifies potential hazards that could occur due to interface incompatibilities.

Maximum Credible Accident/Worst-Case Analysis determines the upper bounds on a potential

accident without regard to the probability of occurrence of the particular accident identified.

Nuclear Safety Cross-Check Analysis (NSCCA) verifies and validates software designs. It is also a

reliability hazard assessment method that is traceable to requirements-based testing.

Petri Net Analysis provides a technique to model system components at a wide range of abstraction

levels. It is particularly useful in modeling interactions of concurrent components. There are many

other applications.

Preliminary Hazard Analysis (PHA) can be used in the early stages of system design (possibly

including software design), thus saving time and money which could have been required for major

redesign if the hazards were discovered at a later date.

Preliminary Hazard List (PHL) creates a list of hazards to enable management to choose any

hazardous areas to place management emphasis.

Probabilistic Risk Assessment (PRA) provides an analysis technique for low probability, but

catastrophically severe events. It identifies and delineates the combinations of events that, if they

occur, will lead to an accident and an estimate of the frequency of occurrence for each combination of

events, and then estimates the consequences.

Production System Hazard Analysis identifies (1) potential hazards that may be introduced during

the production phase of system development which could impair safety and (2) their means of control.

This could apply to software if "production" is replaced by "operation."

Prototype Development provides a modeling/simulation analysis technique that constructs early pre-

production products so that the developer may inspect and test an early version.
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Repetitive Failure Analysis provides a systematic approach to address, evaluate and correct

repetitive failures.

Root Cause Analysis identifies causal factors relating to a mishap or near-miss incident. The

technique goes beyond the direct causes to identify fundamental reasons for the fault or failure.

Safety Review assesses a system or evaluates operator procedures for hazards in the design, the

operations, or the associated maintenance.

Scenario Analysis identifies and corrects potentially hazardous situations by postulating accident

scenarios where credible and physically possible events could cause the accident.

Sequentially-Timed Events Plot (STEP) Investigation System is a multi-linear events sequence-

based analytical methodology used to define systems; analysis system operations to discover, assess

and find problems; find and assess options to eliminate or control problems; monitor future

performance; and investigate accidents. STEP results are consistent, efficiently produced, non-

judgmental, descriptive and explanatory work products useful over a system's entire life cycle.

Single-Point Failure Analysis identifies those failures that would produce a catastrophic event if

they were to occur by themselves.

Sneak-Circuit Analysis identifies unintended paths or control sequences that may result in undesired

events or inappropriately timed events.

Software Failure Modes and Effects Analysis (SFMEA) identifies software-related design

deficiencies through analysis of process flow charting. It also identifies interest areas for

verification/validation and test and evaluation.

Software Fault Tree Analysis applies FTA to software. It can be applied to design or code.

Software Hazard Analysis identifies, evaluates and eliminates or mitigates software hazards by

means of a structured analytical approach that is integrated into the software development process.

Software Sneak Circuit Analysis (SSCA) is used to discover program logic that could cause

undesired program outputs or inhibits, or incorrect sequencing/timing.

Subsystem Hazard Analysis (SSHA) identifies hazards and their effects that may occur as a result of

the design of a subsystem.

System Hazard Analysis (SHA) concatenates and assimilates the results of Subsystem Hazard

Analyses into a single analysis to ensure that hazards or their controls or monitors are elevated to a

system level and handled as intended.

Systematic Inspection uses checklists, codes, regulations, industry consensus standards and

guidelines, prior mishap experience and common sense to methodically examine a design, system or

process in order to identify discrepancies representing hazards.

Uncertainty Analysis identifies the incertitude of a result based on the confidence levels (or lack
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thereof) and variability associated with the inputs.

What-If Analysis is a brainstorming approach in which a group of experienced individuals asks

questions or voices concerns about possible undesired events in a process.

What-If/Checklist Analysis is a combination of What-If Analysis and Checklist Analysis.
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Abstract (15-20 Lines)

The development, use, and regulation of computer systems in nuclear reactor Instrumentation and
ontrol (I&C) systems to enhance reliability and safety is a complex issue. This report is one of a

series of reports from the Korean Next Generation Reactor (KNGR) Software Safety Verification and
Validation (SSVV) Task, Korea Atomic Energy Research Institute, which investigates different aspects
of computer software in reactor I&C systems, and describes the engineering procedures for developing
such a software. The purpose of this guideline is to give the software safety evaluator the trail map
between the code & standards layer and the design methodology & documents layer for the software
important to safety in nuclear power plants. Recently, the safety planning for safety-critical software
systems is being recognized as the most important phase in the software life cycle, and being
developed new regulatory positions and standards by the regulatory and the standardization
organizations. The requirements for software important to safety of nuclear reactor are described in
such positions and standards, for example, the new Standard Review Plan (SRP), IEC 880 supplements,
IEEE Standard 1228-1994, IEEE Standard 7-4.3.2-1993, and IAEA Safety Series No. 50-SG-D3 and D8
. We presented the guidance for evaluating the safety plan of the software in the KNGR protection
systems. The guideline consists of the regulatory requirements for software safety in chapter 2, the
valuation checklist of software safety plan in chapter3, and the evaluation results of KNGR software

safety plan in chapter 4.
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