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INTRODUCTION / ABSTRACT

Starting from the role of Euratom as an established regional safeguards system, an overview
is given of verification techniques currently practised by Euratom. In the stage-light of a
rapidly changing and complex international safeguards scene, Euratom considers it has an
important role to play. Having in mind the possibilities created by accelerating modern
technology, recommendations are given for an enhanced use of technological means in
safeguards. The viewpoint of Euratom is that the majority of methodologies and techniques
in place may very well be copied to or used for a Cut-off Verification system currently
under discussion.

EURATOM SAFEGUARDS

Euratom has forty years of experience in safeguarding the plants of the civil nuclear fuel
cycle in the European Union. Established by the Treaty of Rome, the Euratom regional
safeguards system has meanwhile become a reference system known for its competence and
performance results. As such, it forms a confidence building factor on the international
safeguards scene.

The mission of Euratom is clearly stated in the Treaty. Central objective is to assure that
fissile and fertile nuclear materials within the civil nuclear fuel cycle of the European Union
are not diverted from their intended uses as declared by the users. However, the provisions
relating to supply as well as to a number of particular safeguarding obligations are to be

complied with^. The means, which are at the disposal of Euratom to achieve these goals, are
European law. The headlines can be freely summarised as follows:

• All facilities (operators) handling nuclear material have to declare the details of their
activity to Euratom.

• They have to convince Euratom that they have a sound nuclear material accountancy and
nuclear material follow up system is in place.

1 The Euratom Safeguards Directorate is the Commission Service entrusted by the Treaty of Rome (1957) to
implement the safeguards system as defined in Chapter VII of this Treaty.

2 Euratom Regulation 3227/76 dating 1976 details specific provisions.
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They have to report nuclear material stock movements to Euratom according to a
predefined scheme.
The Euratom inspectors dispose of far reaching rights to make a quantitative and
qualitative evaluation of the situation through appropriate verification techniques.

The cohabitation of the International Atomic Energy Agency and Euratom and the

implementation of IAEA safeguards under the NPT^ Treaty, in countries of the European

Union are governed by dedicated Agreements^.

EVOLUTION

The way safeguards are conducted in practice has evolved considerably over time.

In the early days inspection work consisted essentially of checking the nuclear material
bookkeeping data and the inspectors tools were limited to pencil, paper and seals.

An intensified reliance on and need for science and technology in safeguards was postulated
in 1968 when, at the advent of the NPT, principles of modern safeguards were developed.
From the outset these developments aimed at minimising subjectivity in safeguards
operation and conclusions by the introduction of a scale of measurement techniques, the
routine use of surveillance equipment, systematic re-verifications of nuclear material.

A third phase was reached in the second part of the eighties when safeguards was adapting
to increasing plant automation and complexity, in particular in relation to plants handling
plutonium and/or mixed oxides (MOX). In the same period modern personal computer
systems and accompanying powerful software packages gradually came in use. In line with
this evolution, we are still in the process of enhancing the use of integrated safeguards
systems, which involves the combination of different techniques to arrive at safeguards
conclusions.

The present decade has seen very decisive initiatives catalysed by a variety of world events.

• A more efficient collaboration between the Agency and Euratom was implemented from
1992 onwards and has led to a thorough revision of practical working arrangements
between both organisations: the present co-operation arrangement, known as the New
Partnership Approach is meanwhile well established and evaluated.

• The dissolution of the former Soviet Union has opened the way towards the possible
conversion of certain military grade nuclear materials but has also induced unfortunate
new concerns such as the problem of illicit trafficking of nuclear material.

• After the Gulf war, the Agency set up the Program 93+2 that leads to far reaching
modifications in applying NPT safeguards. The implementation of this comprehensive
process to build up a Strengthened Safeguards System - in today's terminology - is
underway and has its impact on Euratom as a regional safeguards system.

1 Non Proliferation Treaty - ratified 1969

2 The Verification Agreement and the Voluntary Offers
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• Communication and information technology, together with personal computer
performances is advancing with giant leaps and regularly new technical applications for
safeguards become available.

SURVEY OF VERIFICATION TECHNIQUES

It is likely that a future Cut-off Convention verification system will make use of many of
the elements currently in place or under development for safeguards purposes. Therefore, it
is useful to give an overview of the techniques and methodologies in place with an outlook
for the possibilities of tomorrow.

The backbone of the Euratom safeguards system is formed by the accountancy verification
of the book inventory of individual control volumes of the civil fuel cycle, traditionally
known as MB As or Material Balance Areas. In engineering terms, this means to write down
the law of conservation of mass for the relevant control volume and to analyse the
components of the equation. In layman's words it reads 'what is in the materials area at a
given point in time (quantity and shape) must be the net result of what nuclear material has
left and what has entered the area in the time period under consideration, taking into
account the internal transformations that may have taken place in that period'.

Today scientific methods and technological means have become crucial to the quality of
physical verification exercises.

Below is a (surely incomplete and simplified) summary of techniques and technical
equipment at present used by Euratom to achieve its goals. Largely these techniques are
common or at least compatible to what the Agency uses. In relation to each issue
development activities underway or envisaged are indicated.

ACCOUNTANCY AND EVALUATION

Nuclear material accountancy verification remains the central most important issue in
safeguards but it involves today much more than pencil and paper.

A distinction has to be drawn between data provided by the operator, inspector generated
data and data from the evaluation of accountancy and MBAs. The operator provides
accounting data that are used to calculate the stocks of nuclear material as well to check
transit differences. Inspectors receive operator generated data (accountancy figures,
rebatching data, stock movements, planning data) increasingly in electronic form. These
data constitute a package that the inspector has to merge with 'his' own set of data obtained
from independent analysis of samples, NDA measurements, surveillance review, etc.

Euratom is in the process of equipping individual inspectors with laptop PCs that enable
them to readily download data for the HQ computers, integrate data, analyse the data and
draw essential safeguards conclusions already on the spot.
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CONTAINMENT

Containment measures are an old but effective safeguards technique. They have the
advantage that a part of a nuclear inventory can be considered 'frozen' once measured,
counted or assayed. There are numerous applications for seals. Different types of seals are
used to make sure that a container, rooms, items, cupboards... are protected from tampering
with. The essential characteristics of a seal are its integrity and its identity, both of which
are (re-), verified either on the spot or after return to headquarters.

Euratom has essentially the following types of seals in use:

• paper seals for short term protection of e.g. boxes, containers, cupboards, doors...
• metal cap seals consisting of a copper and a brass half which fit together and a metal wire

to attach the bottom cap to the item to be sealed; the wire string is closed by a knot which
is subsequently enclosed in the metallic volume formed by clicking bottom and top parts
together; the interior of the seal is such that any attempt to open the seal will damage the
characteristic pattern inside which can be verified optically at headquarters; over 20'000
of such seals are placed per year

• in-situ verifiable seals like VACOSS and COBRA; the VACOSS seal comprises
essentially a fiberoptic loop and a small battery powered electronics module which can
be connected to a palmtop computer to check, program or interrogate the seal; the
COBRA seal is a passive one consisting equally of a fiberoptic cable, the ends of which
are brought together in a small plastic housing in such a way that the fiber strings are cut
which leaves a unique cross section allowing verification by camera either on the spot or
at headquarters

Present developments are aiming at:

• an improved seal equivalent to the simple, widely used metal cap seal
• a disposable, cheap, in-situ interrogation type seal
• a cheap, reusable, in-situ verifiable seal based on electronics and fiberoptic, with

authentication features and possibly enabling remote interrogation.
NON DESTRUCTIVE ASSAY

To measure the content of fissile components in nuclear material a large variety of
instruments are in use. Traditionally neutron and gamma techniques are distinguished.

A whole family of neutron coincidence counters exists adapted to the shape and physics of
the samples or items that need to be measured. The inherent technique can be a passive one,
using the neutrons spontaneously emitted by the nuclear material assayed. It can also be an
active one where an external neutron source located in the detector is irradiating
('interrogating') the item of concern thereby liberating neutrons consequently to be
detected. Inspectors jargon is filled with acronyms like HLNCC (High Level Neutron
Coincidence Counter), NCC (Neutron Coincidence Counter), AWCC ( Active Well
Coincidence Counter), Small Sample Counter, PuPa (PlUtonium Pin Assay), ... They all
relate to the instruments used every day by inspectors in field. Obviously, apart from the
portable instrumentation carried along by the inspectors, a large number of equipment is
remaining permanently at different sites, primarily at the large reprocessing facilities and
complex automated fuel fabrication plants.
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The U235 enrichment measurement is one of the measurements most frequently carried out
by inspectors. Nuclear material can be in the form of powder, pellets, pins or assemblies or
even as UF6 in special cylinders. Mostly one uses Nal detectors that - coupled to a multi-
channel analyser via appropriate detector electronics - produce a gamma spectrum from
which quantitative conclusions can be drawn. A recent development in that area is the
transition to a miniature multi-channel analyser that in combination with a palmtop
computer adds a lot to the flexibility and user-friendliness of the instrument.

Of increasing importance are the measurements on nuclear material at the back-end of the
fuel cycle, i.e. material in the form of irradiated or spent fuel elements, waste in different
forms and various conditioned nuclear material. Here a number of techniques are being
explored and some are already in place: CdTe or CdZnTe detectors in various
configurations, underwater gamma detection devices, time correlation analysis techniques,
waste drum monitors...

A lot of effort is spent on the improvement of existing detectors by design optimisation
based on innovative calculation techniques and on increased standardisation by integrating
the software packages accompanying individual detector systems.

ANALYTICAL METHODS

Since many years, series of destructive analysis (DA) and analytical measurements have
become routine operations on samples taken from process streams in nuclear facilities. The
bulk of these samples stem from reprocessing activities and the independent verification of
input solutions constitutes an essential part of the overall safeguards strategy in these plants.

Traditionally the plant operator under the observation of an inspector treats the samples

taken. Then they are sent off-site for chemical analysis in one of the ECS AM 1 laboratories
of the European Commission. Preparation of the samples involves usually spiking and/or
dilution, depending on the activity level. The analysis techniques applied are sophisticated
and demand highly qualified staff to operate expensive equipment such as for isotope
dilution mass spectrometry, K-edge absorption spectrometry, K-edge absorption
spectrometry combined with X ray fluorescence stimulation (hybrid K-edge), simultaneous
neutron/gamma counting... - depending on the type of sample.

Owing to the size and nature of modern reprocessing plants, with large quantities of
plutonium per batch, verification measurements are carried out for each individual input
batch, each plutonium-nitrate and/or oxide product batch and for a subset of uranyl nitrate
batches as well as during the periodic washout and inventory taking. The result is that many
hundreds of samples are to be handled, transported and measured per year that causes
significant logistical problems. Euratom took anticipating initiatives in that respect and has
developed the so-called on-site labs (OSLs) based on the concept that it is - under the given
circumstances - better to install a fully equipped lab with hot cells and glove boxes at the
premises of the reprocessing plant. Instead of shipping the samples, staff is delegated to the
OSL. The first OSL will enter the hot commissioning phase in the course of 1998.

ECSAM lab = European Commission Safeguards Analytical Measurement lab
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The technique "High Performance Trace Analysis" (HPTA) or "Environmental Sampling"
in Agency terminology has proven to be a powerful tool in current safeguards techniques. It
can be used to confirm declared installations' activities and to unveil undeclared activities
by the analysis of particles with sizes smaller than one tenth of a micrometer taken from
swipe samples. Practical use is anticipated in enrichment installations and hot cells. At
present investigations are still running on the reliability of the technique, detection
probability analysis of covert activities, cross contamination considerations and particle
release mechanisms and kinetics, but it is expected that the systematic use of this technique
will enhance significantly the effectiveness and the efficiency of Euratom safeguards.

SURVEILLANCE

Surveillance systems are used throughout the nuclear fuel cycle but especially in areas
where more sensitive nuclear material is handled or stored (plutonium and mixed oxides).
Euratom has realised in a relatively short time a substantial program to replace the
traditional very well performing film camera systems by modern digital video equipment.
The majority of systems in place now are single or multi camera (up to eight cameras)
systems while still substantial use is made of portable surveillance units (PSUs).

Essential is the switchover to digital technology that allows the transition to what could be
called 'smart' camera systems. Indeed, a maximum of functions is located within the
camera housing itself: battery power, memory module, scene reduction software, encryption
and compression of images. The advantages are obvious: enhanced equipment reliability,
reduction of data to be transferred, flexibility of system maintenance behind the camera
since from there on data are protected, remote interrogation possibilities, reduction of the
review burden.

Surveillance measures also comprise other equipment:
- Night vision devices (NVD) allow verifying spent fuel from above the water of a storage
pond. The latest available versions of the NVD have turned it into a highly accurate tool and
a valuable complement or alternative to the underwater NDA techniques.
- Infrared cameras used for storage areas where no or little lighting is available (or as a
backup system).
- Special underwater camera systems installed in ponds or transfer channels.

Completely new systems are under development or test. They may soon start to play an
important safeguards role in certain areas. Some examples are:
- Laser technology in the form of a so-called laser range finder which allows a digital
mapping of a physical reality which can be systematically compared to a reference map
stored earlier.
- Surveillance based on the signals produced by heat flow sensors that actually react on
changes in the heat balance of an area or spot under focus.

INTEGRATED SYSTEMS, UNATTENDED SYSTEMS AND REMOTE MONITORING

Both the IAEA and Euratom are using since several years integrated and unattended
safeguards systems, sometimes on a pilot scale basis but also in the form of equipment
integrated in large industrial production processes.
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Unattended measurement systems as well as monitoring or logging systems have similar
basic design features. Signals (analogue or digital or both) are supplied by a set of detection,
measurement and surveillance devices. Those can be radiation detectors (for gamma rays or
neutrons), sensors (for temperature, pressure, weight, level...), video cameras or electronic
seals. An integrated system makes combined use of a number of different detection,
measurement or surveillance techniques. The design of an unattended system requires
considerable effort from the inspection authorities and equally from the plant operator, since
most of the time it turns out to be a plant tailored system. The very nature of an unattended
system implies that special consideration is given to particular design aspects like reliability
(intrinsic reliability, redundancy, diversity) and authentication. The integrated use of
techniques and devices brings in a firm need for standardisation and modularity.

Euratom has a tradition of working intensively together with individual plant operators from
the very beginning of new initiatives. From the design phase of a plant, safeguards measures
studied to be incorporated - read: integrated - a technique that has proven to be fruitful for
both sides several times now.
Some of the installed systems comprise:
- a combined neutron/gamma ray detection system at a large reprocessing plant to measure
PuO2 powder in containers enveloping a number of individual cans;
- a burnup determination system installed to count the spent fuel assemblies moved into a
process zone and to check their burnup; the system produces automatically an analysis of
the fuel movements in the area of concern, for a definite period specified by the inspector;
- a comprehensive integrated and unattended system is used in a MOX fuel fabrication
plant, comprising camera surveillance in the whole plant for continuity of knowledge,
monitoring of liquid levels in tanks, monitoring of weight in powder stores, NDA
measurement stations, automatic identification of cans and canisters containing Pu.

An interesting development is the realisation of an automated station for the identification
and measurement of fresh fuel assemblies at the end of a LEU fuel fabrication plant. A
prototype exists, it was tested to a certain extent in real working conditions and it will soon
be installed at a fuel fabrication plant in Europe.

Euratom is involved in several initiatives to try out the possibilities of remote monitoring,
either by setting up its own trials within the framework of collaboration with other
Commission services, or by participation in field trials organised by the IAEA or by the
Member State Support Programs to the IAEA. So far Euratom has gained substantial
experience with transmission of SOH (State Of Health) messages of installed equipment
and a policy has been defined around this issue. But the transmission of integrated packages
of information (IPIs) is under study and in the stage of trial. By P i s is meant, for example,
a combination of video images with accompanying information about the area under
surveillance (local temperature, dose rate, count rate, gamma count rate...). An P I provides
to the investigator (inspector) a much more complete image of the local situation than the
one he would obtain by using just one source of information like for example video.

The present tests show that - from a practical and economical point of view - within Europe
data transmission through ISDN lines is recommended.
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GENERAL CONCERNS

Effort is made for maximum standardisation in safeguards equipment subparts and
subsystems, in order to ease normal use, maintenance and training, and to reduce costs
involved. This is a wide field and the potential for savings and rationalisation is
considerable.

The requirement for rugged, user-friendly and reliable instruments of low weight and
dimensions while providing excellent precision and accuracy is an old one but this request
must be reiterated forcefully. Examples for failures of technology are unfortunately still
numerous. The consequences of such failures are often translated into higher cost and effort
for operators and inspectors, let alone friction and loss of reputation.

Concerning performance testing of equipment of all sorts it is necessary to maintain and
extend the infrastructure and framework necessary to conduct on short notice qualification
tests on safeguards equipment. It is also necessary to define test requirements and general
procedures and to establish the elements of a modular quality assurance program.

Multimedia software is developing fast and Euratom recognises the new possibilities and
advantages interactive packages may have for training of inspectors (interactive multimedia
courseware), for enhancing the documentation accompanying safeguards instruments
(interactive help systems) and for instrument simulators. These possibilities of fast evolving
multimedia tools for safeguards applications should be explored and exploited.

The rapid evolution in the real world makes that requirements as to the most appropriate
verification methods and techniques may change swiftly as well. Therefore Euratom
adopted the principle of compiling and maintaining a 'needs list' summarising the areas
where technological development is underway or desired. On this list figure also other than
pure technical subjects: they are related to systems analysis, design of safeguards concepts,
study of alternative safeguards approaches...

The technical component of the New Partnership Approach arrangements between the
IAEA and Euratom includes support activities such as common use of equipment and
techniques, training of inspectors, common analytical capabilities and common research and
development. In these areas, the NPA focuses on an increased common use of technologies
to replace, to the extent possible, the physical presence of inspectors by appropriate
equipment and hence save on valuable resources.

CONCLUSIONS AND REFLECTIONS

Forty years of outstanding performance have made the Euratom regional safeguards system
a reference model for the implementation of modern safeguards measures. This thesis is
supported by the way Euratom is involved in important international initiatives and
relations: NPA with the Agency, the process towards a S3 (formerly the 93+2 program),
ABACC, assistance to the Russian Federation in setting up a computerised nuclear
materials accountancy system.

Varieties of verification techniques have proven their value. New and advanced techniques
are under development or evaluation. There is continuously attention to enhance
standardisation, enhance reliability as well as to enhance user friendliness of equipment.
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The crucial factors in this process are training, (preventative) maintenance, modular
concepts, and off-the-shelf components.

The challenge to Euratom safeguards results from the rapid expansion of the plutonium
economy and from the challenge due to the potential transfer of weapons plutonium to
peaceful use ~ a very positive aspect. The challenge is aggravated by the continuing
shortage of inspection labour that needs either to be corrected or overcome by other means.
Such means include the replacement of labour by machinepower, rationalisation, and this
implies the consistent, rapid and concentrated development and introduction of modern
technology of the kind outlined. The objective is to maintain the quality of safeguards under
the present adverse conditions.

Although geographically the territory of the Euratom system is limited and the scope covers
only civil nuclear materials, the expertise gained through a long history of inspections in
large plutonium handling facilities may be of direct value for inspections in the framework
of a cut-off regime.

Between the Agency and Euratom, a strengthened relationship is growing out of the efforts
of recent years. This may be a solid basis for the efficient en effective use of verification
techniques especially when these will have to be applied in a larger context like the one we
are approaching to.

FURTHER READING

• Keynote on the Expectations from Science and Modern Technology in Support of
Nuclear Safeguards
W. Gmelin, W. Kloeckner, H. Nackaerts, D. Van der Eecken
Workshop on Science and Modern Technology for Safeguards - Arona, October 1996

• The Coordination of R&D Effort for Euratom Safeguards
D. Van der Eecken
ESARDA 19* annual symposium - Montpellier, May 1997

• Euratom Safeguards in the European Union taking into account the Impact of the
IAEA's Strengthened Safeguards System
W. Kloeckner, H. Nackaerts, J. Patten, W. Gmelin
ESARDA Restricted Meeting - Helsinki May, 1998
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