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INTRODUCTION

Purpose of IAEA Safeguards

The IAEA safeguards system is an important instrument of the international non-
proliferation policy. Safeguards implementation is regulated by the IAEA Statute and
individual safeguards agreements. At the end of 1997, safeguards agreements were in force
with 135 States ( and Taiwan, China). Of these, 68 States (and Taiwan, China) had declared
nuclear activities and were being inspected, the majority under comprehensive safeguards
agreements arising from the NPT, the Tlatelolco Treaty, the Rarotonga Treaty, the
Guadalajara Declaration and the Bangkok Treaty. Safeguards were also being implemented
in four States with safeguards agreements covering specified nuclear or non-nuclear material,
facilities or equipment and at designated installations in the five nuclear weapon States.

The majority of agreements concluded by the IAEA are based on document
INFCIRC/153 [153]. Paragraph 2 of [153] stipulates that safeguards will be applied to
nuclear material

" . . . for the exclusive purpose of verifying that such material is not diverted to nuclear
weapons or other nuclear explosive devices."

This provision places the emphasis on the role of IAEA safeguards as a verification
system. The IAEA's independent verification activities provide assurance, at the request of a
State or a group of States, and of the international community, that the States are complying
with their commitments concerning the peaceful uses of nuclear energy.

The technical aim of safeguards is "...the timely detection of diversion of significant
quantities of nuclear material...". In order to provide some quantitative yardstick of
achievement of this technical aim, IAEA safeguards work on the basis of quantitative detection
and inspection goals. The Department of Safeguards conducts inspections in Member States.
These inspections are designed to verify that nuclear material is being used for peaceful
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purposes and to report on the result of the inspections to the Board of Governors via the
Safeguards Implementation Report (SIR).

Since the discovery in 1991 that Iraq had developed a clandestine nuclear weapons
programme, counter to the commitment it accepted when it signed the Nuclear Non-
Proliferation Treaty (NPT), the Department of Safeguards has attempted to strengthen its ability
to provide assurances regarding the absence of undeclared activities and facilities.

International safeguards is a rather new, pioneering venture. The IAEA began in 1957
and in 1960 the Department of Safeguards had one Director with a total staff of 7. In 1969 the
Department had grown to 56. By 1979, 282 people worked in safeguards. Today we have 560
staff positions.

THE IAEA INSPECTORATE

The Department of Safeguards has six interdependent divisions and two sections
reporting to the Deputy Director General, and Head, Department of Safeguards (DDG-SG).
The DDG-SG is responsible to the Director General (DG) of the Agency for the overall
supervision of the Department of Safeguards. In particular, the DDG-SG is responsible for the
establishment of safeguards concepts and approaches, the implementation of established
safeguards procedures and practices and the co-ordination and furtherance of development
leading to the achievement of the safeguards objective in the most effective and efficient way.
The DDG establishes the overall programme and budget of the Department of Safeguards for
approval by the DG and approves, co-ordinates and supervises the individual parts of it
including its quality assurance component.

Three of the divisions are operations divisions and three are support divisions. The
two sections are Programmes and Resources, responsible for matters dealing with budget and
finance actions, as well as personnel actions; and, Effectiveness Evaluation, responsible for
QA Audit Result, Safeguards Implementation Report (SIR) and SG Effectiveness
Assessment.

The three Divisions of Operations have equal status, functions, and responsibilities for
applying safeguards and every attempt is made to ensure that there is no variance in the
safeguards approaches to be followed by the three Divisions and their regional and functional
Sections.

In structuring the three Divisions of Operations the following considerations have been
taken into account:

(a) The nature of nuclear activities; specialized skills required by the Inspectorate;
(b) The type and level of national or regional systems of nuclear material control and
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accountancy in existence, and the need in certain instances for specialized
co-ordination of requirements for routine inspections;

(c) The type of safeguards agreements in effect (e.g. INFCIRC/153, INFCIRC/66/Rev.2);
(d) Geographical proximity, so as to use most rationally inspectors' time in the field and

to save costs; and
(e) Other non-technical factors (e.g. acceptability of inspectors from certain countries).

Appendix I shows the countries which are covered by the three operations divisions.

To assist the Operations Divisions there are three supporting divisions. These divisions
have the additional and important task of ensuring that the work of the Department is
transparent, i.e. is seen to be done correctly from outside the Department. The importance of
this cannot be stressed too highly. The purpose of the Department is not just to apply
safeguards: it is to demonstrate that they are applied and that they are effective.

As of January 1998 the department had 340 professional staff members, 205
Inspectors in the Divisions of Operations, 11 General Service inspection assistants, and 222
technical, clerical and secretarial staff members.

The expenditure from the Safeguards Regular Budget for 1997 was US $82,319,000.
In addition, extrabudgetary funds of US $19,412,000 were contributed by seven Member
States. The provision by several Member States of extrabudgetary funds for equipment
procurement helped to alleviate previous shortages of instruments and facilitated the
replacement of some obsolete equipment.

There were 931 nuclear facilities and other locations which contained nuclear material
and were subject to Agency safeguards at the end of 1997. Of these 602 were inspected at
least once in 1997. A total of 2499 inspections were carried out, requiring 10,240 person-
days of inspection effort. Inspections focused primarily on activities and locations involving
the production, processing or storage of nuclear material from which nuclear weapons could
be readily manufactured.

SCOPE OF IAEA SAFEGUARDS

The scope of IAEA verification activities is defined by the relevant safeguards
agreements. Under agreements concluded pursuant to [153], the principal object of
safeguards implementation is nuclear material accountancy. Thus, the verification activities
are intended to provide assurance that the material in question is not diverted from peaceful
uses to the production of nuclear weapons or other nuclear explosive devices, or to other
purposes unknown and to verify compliance with the undertakings of the States Parties. The
main thrust of [153] is the full-scope intent of the latter [153/para.l], whereby the State
accepts safeguards on all nuclear material in all its peaceful nuclear activities. It is the
IAEA's right and obligation to ensure that safeguards will be applied, in accordance with the
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terms of the agreement, to all such material [153/para.2]. The agreement contains safeguards
procedures to be followed by the IAEA to ensure compliance with the basic commitment by
the State, namely not to divert nuclear material. The rights and obligations of the IAEA with
respect to the full-scope commitment under [153] are therefore restricted to verifying, within
the limits set by the safeguards agreement, that nuclear facilities accessible to IAEA
safeguards are not connected by a nuclear material flow to other nuclear activities which
might exist and which in violation of the agreement were not submitted to IAEA safeguards.
Technically this is part of the normal verification procedures at facilities subject to IAEA
safeguards.

Each agreement also provides for Agency review of design information, reporting
and record-keeping by the State, inspection activities to be carried out by the IAEA, including
rights of access and notification of inspections, and provisions related to the exemption and
termination of safeguards. To the extent practical and legally permissible, efforts are made to
standardize the Agency's safeguards approaches, taking into account technical variations
among the States nuclear programmes.

Safeguards agreements are complemented by Subsidiary Arrangements which
describe in more detail the technical and administrative procedures for implementation of the
agreements. Under [153]-type agreements, the general part of the Subsidiary Arrangements is
applicable to all nuclear activities in the State concerned. For [153], specific procedures for
each facility and for other locations where nuclear material is present are specified in Facility
Attachments.

Following endorsement by the Board of Governors in June 1995 of the Director
Generals' plan to implement at an early date measures to strengthen the effectiveness and
improve the efficiency of the safeguards system, the Agency began implementation of
specific measures related to broader access to information, increased physical access and
optimal use of the present system.

In May 1997, the Board of Governors approved new strengthened measures for use by
inspectors who verify States' compliance with their commitments not to produce nuclear
weapons. Close to 200 countries have made such commitments under the NPT and other
similar treaties. The new measures are detailed in a model Additional Protocol through
which countries would accept stronger, more intrusive verification on their territory. The key
objective of the new measures is to enhance the IAEA's capability to detect possible
clandestine nuclear activities in Non-Nuclear Weapon States (NNWS) and thus increase
confidence that these states are abiding by their peaceful use obligations. The Additional
Protocol also contains measures that could improve safeguards in other states including
Nuclear Weapon States.
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TECHNICAL OBJECTIVES OF IAEA SAFEGUARDS

For practical purposes it is necessary to go beyond the general concepts discussed in
this paper and to define more specifically the technical objectives of IAEA safeguards. This
objective is stated explicitly in [153/para.28]:

" . . . the timely detection of diversion of significant quantities of nuclear material from
peaceful nuclear activities to the manufacture of nuclear weapons or of other nuclear
explosives or for purposes unknown..."

THE CONCEPT OF VERIFICATION

Verification is a technical activity aimed at achieving the political purposes of IAEA
safeguards, namely assurance and deterrence. Under the circumstances indicated above, the
normal result of IAEA verification is assurance of compliance by States with their
non-proliferation commitments. However, IAEA findings are credible only if verification
activities are so thorough that non-compliance (diversion of nuclear material, misuse of
facilities, etc.) would be detected with an acceptable probability. Therefore, in developing an
effective verification methodology, the IAEA has to assume as a general working hypothesis
that noncompliance cannot be excluded and that consequently a diversion risk of low but
non-zero probability exists in all countries . If careful verification activities lead to the
conclusion that the diversion hypothesis cannot be substantiated, then it can be concluded
with a high level of confidence that in fact no diversion or misuse has occurred.

Conceptually, IAEA verification can thus be regarded as the testing of diversion
hypotheses. Analysis of such hypotheses is therefore an important means for designing and
organizing effective and credible verification activities. In the analysis, a wide range of
potential diversion strategies and possible concealment methods have to be considered in
connection with all types of nuclear material and facilities. The diversion analysis includes a
consideration of the characteristics of the nuclear facility, the type and location of material,
and possible diversion paths, diversion rates and concealment methods. The various
safeguards approaches are thus designed to ensure that verification activities are capable of
leading, with a high probability, to the timely detection of such anomalies; and, to define such
further activities as are needed to determine the causes of the anomalies.

Detection Goals

For the careful planning of safeguards implementation and for objective performance
evaluation, it is necessary to quantify the terms used above. The various numerical
parameters (significant quantity, detection time, detection probability), together with a further
parameter known as the false alarm probability, constitute the so-called detection goals.
These parameters cannot be deduced solely from physical and technical axioms and
reasonable values have been selected on the basis of technico-political judgement and
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consensus. The present detection goals were discussed in detail and numerical values were
given in other presentations at this Seminar.

The significant quantity (SQ) is defined as the approximate quantity of nuclear
material in respect of which, taking into account any conversion process involved, the
possibility of manufacturing a nuclear explosive device cannot be excluded. Typical values of
an SQ (not to be confused with critical mass) range from 8 kg of plutonium to 20t of thorium.

The second parameter, detection time, should correspond in order of magnitude to the
conversion time, estimated as the time necessary to convert different forms of nuclear
material to the metallic components of a nuclear explosive device. Conversion time values
used at present range from 7 to 10 days for metallic plutonium to one year for natural
uranium.

Inspection Verification and Timeliness Goals

Detection goals are guidelines to be used in designing safeguards approaches and
establishing inspection goals. They reflect actual conditions at the facility, the requirements
of the safeguards agreement, the limitations of measurement methods, and the effectiveness
of given safeguards procedures and techniques. They are thus performance targets adopted
for a given facility and provide a basis for designing the appropriate safeguards approach.

The Agency sets its verification goals to correspond to the minimum quantity of
nuclear material which, if diverted at a facility, should (to the required degree of probability)
be detected by the application of nuclear material accountancy measures along with a low risk
of false alarm. In the case of item and most current bulk handling facilities, the goal is equal
to one SQ of nuclear material. This goal depends, inter alia, on the nature of the facility, the
quantities of material handled, and the effect of measurement uncertainties.

The timeliness goal is a parameter derived by adapting the detection time guidelines
to the specific conditions at a facility. The timeliness goals currently used for determining the
frequency of inventory verification and containment and surveillance activities (video/film
evaluation, seals examination, etc.) at facilities handling one SQ or more of nuclear material
range from up to four weeks for material containing high enriched uranium (HEU) or
plutonium in non-irradiated form to twelve months for low enriched uranium (LEU) or
natural uranium.

The successful implementation of safeguards and the extent to which inspection goals
can be achieved depend largely on the degree of co-operation offered by the State and the
facility operator concerned and on the availability of manpower, safeguards equipment and
inspection support services. The extent to which Subsidiary Arrangements made under
safeguards agreements provide the IAEA with the necessary rights is also an important factor.
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In addition, the Protocol Additional to Safeguards Agreements will provide the IAEA
with much broader rights of access to information about all State activities related to the use
of nuclear material and greatly expanded physical access for IAEA inspectors to verify this
information.

CO-OPERATION WITH THE STATE/
THE STATE SYSTEM OF ACCOUNTANCY AND CONTROL

Effective implementation of safeguards requires co-operation between the IAEA and
the State concerned. To this end, agreements of the [153] type require that the State shall
establish and maintain a system of accounting for and control of nuclear material subject to
safeguards (SSAC). They prescribe that the system shall be based on a structure of material
balance areas (MBAs ) and shall provide for the establishment of a measurement system, a
records and reports system, procedures for taking physical inventories, and provisions to
ensure that the accounting procedures and other arrangements are being correctly operated [ I
53/para.32]. This should enable the IAEA to verify the findings of the SSAC. In performing
its verification, the IAEA takes due account of the technical effectiveness of the SSAC [ I
53/para.7].

Document [153] requires that the State make information available to the Agency.
Specifically, they require the State to:

Provide the IAEA with information in respect of facility design features and
other information relevant to safeguards

Arrange for the keeping of records for each facility or MBA

Provide the IAEA with reports in respect of nuclear material, based on the
records kept.

On the basis of co-operation with the State concerned, the verification process
involves three main areas of inspection activity:

(1) The examination of the information provided by the State, including:

Design information
Accounting and operating reports, and special reports
Amplification and clarification of reports
Advance notification of international transfers.

(2) The collection of information by the IAEA through:

Visits for the verification of design information

The IAEA Inspectorate, Including New Requirements * Page 7



Technical Workshop on Safeguards, Verification Technologies, and Other Related Experience

Ad hoc and routine inspections
Special inspections.

(3) The evaluation of the information provided by the State and collected during
inspections for the purpose of determining the completeness, accuracy and
validity of this information.

The results of inspections performed under [153]-type agreements are reported by the
IAEA to the State concerned in the form of a statement which identifies the inspection and
the detailed activities carried out. Also noted are any discrepancies and anomalies, together
with their significance and the results of an investigation into their cause. This kind of
statement is of a preliminary nature because evaluation activities may still be under way and
often more than one inspection is made before a conclusion can be drawn.

After the physical inventory taking (PIT) by the plant operator and the physical
inventory verification (PIV) by the IAEA, a second type of statement is sent to the State,
containing the conclusions drawn from the safeguards activities performed. This includes a
statement in respect of each MBA of the amount of material unaccounted for (MUF) over a
specific period (the material balance period, MBP) for each category of nuclear material
153/para.9O]. The statement shows whether the material subject to safeguards has been
satisfactorily accounted for during the period between PIVs. If the IAEA is not satisfied with
the results obtained during inspections, further investigation is called for and the State is
requested to examine the causes of any inadequacy and undertake the necessary remedial
steps.

METHODOLOGY

Safeguards Measures

According to paragraph 29 of [153], nuclear material accountancy (NMA) is a
safeguards measure of fundamental importance, with containment and surveillance (C/S)
being important complementary measures. This does not exclude the application of other
objective measures, such as the use of conclusions drawn from verification of the operational
status or the design reverification of a facility. IAEA verification activities can be carried out
in practice only with the substantial co-operation of the facility operator and the State
concerned. This co-operation is necessary for implementation of the following basic concepts
(see [153/paras 6, 7, 72, 74, 75, 79, 90]):

The independent verification by the IAEA of the entire State accountancy system
for nuclear material by means of document audits, item counting and
identification, observation, chemical analysis and nondestructive measurements,
seal verification, etc.
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The periodic closing of material balances by the taking of physical inventories by
the operator and their verification by the IAEA

The effective monitoring by the IAEA of the flow of nuclear material through the
use of instruments and other techniques at key measurement points and other
strategic points

The use of C/S as important complementary measures.

Nuclear Material Accountancy (NMA)

Nuclear material accountancy relies on the principle of conservation of matter. Any
changes to the inventory of material present in a defined area must be equal to the net
production or loss of such material within the area plus the inward flow of such material from
outside, minus the flow out of the area. Effective verification based on this principle requires
knowledge of the flow and inventory of the nuclear material and the compilation of periodic
nuclear material balances. Areas defined in nuclear facilities for application of the
conservation principle are called material balance areas (MBAs). Their delineation takes
account of the specific technical aspects of the nuclear facility and their boundaries are
chosen to facilitate the measurement of all nuclear material transfers across the boundaries
and the establishment of the inventory within the MBA. Measurements are made at certain
strategic points (SP), called key measurement points (KMP). KMPs are locations where
information on flow and inventory can be gathered and verified and at which nuclear material
appears in a form in which it may be measured. An NMA cycle starts with the determination
by the operator and verification by the IAEA of the physical inventory for an MBA. The
operator maintains a book inventory based on the initial physical inventory, adding increases
(e.g., receipts) and deducting decreases (e.g., shipments); The NMA cycle is closed by an
ending PIV and by evaluation of the material balance for the period considered by the
operator. Both are verified by the IAEA.

The analysis of nuclear material samples taken at the facility is a vital part of the
verification process. Some analyses are carried out during IAEA inspections without
physically affecting the item under examination, i.e., by non destructive assay (NDA). Some
samples have to be measured by 'destructive' techniques, such as chemical and other analyses.
This is done in the IAEA Safeguards Analytical Laboratory.

For facilities handling identifiable 'items' containing nuclear material (e.g., fuel
assemblies or sealed containers), the integrity of which can be considered as preserved during
the NMA period, no difference between the updated book inventory and the ending physical
inventory is normally to be expected. For facilities with nuclear material in unsealed bulk
form (powder, pellets, solutions, scrap, etc.), there is always some difference between the
book inventory and the physical inventory because of the unavoidable limitation on the
exactness of measurements. There may also be discrepancies for other reasons, e.g., failure to
measure parts of the inventory, unmeasured loss of material and, conceivably, diversion. The
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difference between the book inventory and the physical inventory represents the material
unaccounted for (MUF). Because MUF is a quantity derived from measurements, it may be
used as an indicator in evaluating the possibility of diversion.

On the basis of operators' NMA activities, the State submits periodic accounting
reports to the IAEA, namely:

Inventory Change Reports (ICR), which describe each increase and decrease of
nuclear material in each MBA since the last report; and

Material Balance Reports (MBR), accompanied by Physical Inventory Listings
(PIL) submitted after each physical inventory and containing the MUF analysis.

On the basis of these reports, the IAEA maintains a set of accounts parallel to that of
the State, and subjects the facility records and State reports to audit and comparison with its
own records.

Containment and Surveillance (C/S)

Containment and surveillance measures are widely used in IAEA safeguards to
complement and support NMA. It is the purpose of C/S measures to provide information on
movements of nuclear material or on the integrity of equipment, verified data, etc. In many
instances they cover the periods when the inspector is absent and thus contribute to
cost-effectiveness. Containment and surveillance measures are for instance applied to:

ensure during flow and inventory verification that each item is inventoried
without duplication and that the integrity of samples is preserved

ensure that IAEA instruments, devices, working papers and supplies are not
tampered with

reduce the need for repeating full verification of previously verified items or of
containers the integrity of which has not been changed

cover specific safeguards situations.

Containment measures take advantage of existing structural features, such as
containers, tanks, pipes, or substantial walls, to establish the physical integrity of an area or
item by preventing the undetected access to or movement of nuclear material, or interference
with equipment or data.

Surveillance refers to both human and instrumental observation aimed at indicating
the movement of nuclear material, or interference with containment or IAEA equipment. It
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thus serves to assure the integrity of containment. Surveillance may also be used for
observing various operations or obtaining relevant operational data. It may involve, for
example, the checking of tamper-indicating seals and the use of automatic surveillance
systems, such as camera or closed circuit TV systems, or radiation monitors applied by the
IAEA. IAEA inspectors may fulfill similar assignments continuously or periodically at
strategic points.

The C/S techniques used by the IAEA are carefully designed and implemented to
avoid imposing any unnecessary physical restrictions on facility operations or movements or
access to materials which are in accordance with the design information and which are duly
recorded and reported. Nevertheless, they must provide the IAEA with credible information
on whether unreported movement or access might have occurred or whether the integrity of
data might have been impaired. The detection of an anomaly relating to C/S measures does
not necessarily by itself indicate that material has been removed. The ultimate resolution of
C/S anomalies (e.g., broken seals) is provided by NMA measures (e.g., the reverification of
the material under seal).

INSPECTIONS

The key to verification by the IAEA is the right to conduct on-site inspections. Three
types of inspections are involved: routine, special inspections and ad hoc inspections in
accordance with [153].

Visits and initial inspections are made under agreements of the [153] type, to verify
the facility design information submitted by the State.

The majority of the inspection effort is expended on routine inspections
[153/para.72]. The purpose of the routine inspections is to verify that the information
contained in reports submitted by the State is consistent with the accounting and operating
records kept by the facility operator, to verify the location, identity, quantity and composition
of safeguarded materials, and to verify information about the causes of shipper/receiver
differences, book inventory uncertainties, and MUF.

Ad hoc inspections are made to verify the initial report or changes in the situation
since the initial report was made, and to identify and verify the nuclear material involved in
international transfers [153/para.71].

Under [153]-type agreements, special inspections are made under [153] in addition to
routine inspections to verify information presented in special reports or to collect additional
information when the IAEA considers the information provided by the State or obtained
through routine inspections to be inadequate for it to fulfill its responsibilities.
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Activities carried out by the IAEA during inspections and in connection with them are
described in more detail below.

INSPECTION ACTIVITIES

The activities of IAEA inspectors during and in connection with a visit to or
inspection of a nuclear facility have been described in general terms above. While certain of
these activities have common features independent of the specific circumstances some depend
to a certain extent on the particular situation (type of agreement and facility, number of
inspections per year, etc.).

Safeguards implementation starts at a facility coming under safeguards with an initial
visit [153] by IAEA inspectors. The purpose of this is to verify the accuracy and
completeness of the design information on the facility which the State has to submit to the
IAEA as early as possible before nuclear material is first introduced. This information
(describing the facility and in particular its design features, operation modes and procedures
relevant to safeguards) is examined by the IAEA prior to the initial visit for the purpose of
developing an appropriate safeguards approach. The initial visit is also used to consider the
conclusions of the design examination, to collect any necessary additional information and to
prepare the Subsidiary Arrangements.

Routine Inspections

As stated above, IAEA verification essentially means testing diversion hypotheses.
The purpose of the following activities, performed during or in connection with routine
inspections, is to carry out such tests. Each of these activities has the potential to disclose one
or more anomalies corresponding to specific elements in the diversion hypotheses.

In the following list, the nature of each activity, i.e., whether it is related to NMA or
C/S, is indicated in parentheses.

Follow-up actions (NMA and C/S)

Individual inspections are not usually independent of each other. It may be necessary
to complete actions which were started during the previous inspection(s) and to resolve
problems which have been identified in the meantime.

Accounting records examination (NMA)

The purpose of this activity is to establish for the MBA by independent audit a correct
set of data upon which physical verification can be based. It should also enable an assessment
to be made of the quality of the operator's system of accounting records. The examination is
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carried out with respect to the completeness, internal consistency and arithmetic correctness
of the data and includes the checking of supporting documents and, if relevant, confirmation
from operating records.

Operating records examination (NMA)

A correct set of facility operating data is in many cases necessary to complement
and/or confirm the information provided in the accounting records. The operating records
include:

Operating data used to establish changes in the quantity, composition and
location of nuclear material including data obtained from calibration, sampling
and analyses

Operating data to confirm surveillance results

Information on procedures for controlling the quality of measurements, and on
the evaluation of the results

Information on the preparation for a physical inventory taking

Information relating to the cause and magnitude of any accidental or unmeasured
loss.

The examination is also used as an opportunity to assess the quality of the operator's
system of operating records and to offer advice if requested

Reconciliation of accounting and operating records (NMA)

The purpose of the reconciliation is to identify and clarify any inconsistency between
the accounting and operating data. Examples might be the comparison of recorded fuel
assembly movements or loading patterns with accounting entries, or the analysis of a reactor
operating history (operation time, power output) in relation to nuclear material production
and nuclear loss.

Comparison of records and reports (NMA)

This activity consists in making a correlation between the relevant facility accounting
and operating records on the one hand, and the State reports (ICR, MBR, PIL) on the other in
order to determine their completeness, internal consistency and arithmetic correctness.
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Updating of the book inventory (NMA)

An important step in NMA consists in establishing the amount of nuclear material that
should be present at the facility the book inventory at the date or near the date of inspection.
The updating is based on the book inventory established at the previous inspection and uses
facility records and supporting documents covering the intervening period. At times of
physical inventory verification (PIV) the relevant book inventory may be used for the
preparation of preliminary sampling plans.

Inventory change (flow) verification (NMA)

This activity involves verification of important components of the material balance,
namely:

Increases: such as imports from abroad, domestic receipt, nuclear
production, de-exemption, etc.

Decreases: such as exports, domestic shipment, nuclear loss, transfer to

retained waste exemption, etc.

In addition to the document audits, the following activities may be carried out:

Removal of seals and/or verification of receipts

Verification and sealing of shipments (e.g., partially filled irradiated fuel
assembly casks)

Verification at other MB As of matching receipts/shipments

Verification of shipper/receiver differences

Calculations for assessing nuclear loss and production (also in connection with
physical inventory verification).

Inventory verification (NMA)

The inventory verification is carried out to confirm the operator's recorded book
inventory of nuclear material present at a given time within an MBA. There are two types of
inventory verification:

PIV which follows closely on or coincides with the PIT by the operator and
closes the material balance period;
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The interim inventory verification, which does not coincide with the closing of a
material balance period and during which part or all of the inventory is verified.
An interim verification is made if only part of the inventory is accessible or if the
action is required in order to attain IAEA timeliness goals.

The basis for a PIV is an itemized inventory list prepared by the operator and
organized by location (KMP) and material type, or some such equivalent documentation. In
the case of items, the PIV is carried out by item counting, item identification and 'attribute
tests' (NDA applied to a random sample of the items in order to detect dummies or other
anomalies if present). For bulk material, 'variables tests' are made in addition to the above
activities in order to determine the amount and isotopic composition of the material present
(e.g., weighing, radiation measurement or chemical analysis of random samples) The
verification results are compared with the physical inventory listings submitted by the State.

Verification at special strategic points (various measures)

The list of verification activities above is not exhaustive. One example of a different
category is the special arrangement foreseen for the cascade hall of enrichment plants.
Another example would be reprocessing plants. Here, special arrangements define the access
to the various instrument readings and measurements or calibrations which are used by the
operator to identify nuclear material or to provide information on the quantity, quality and
location of nuclear material.

Application and use of surveillance (C/S)

Surveillance is used to detect possible movements of nuclear material and production
of special fissionable material which, contrary to agreed procedures, has not been recorded or
reported, falsification of information on the location, composition and quantity of nuclear
material, unreported changes of the facility design, or any tampering with containment or
IAEA safeguards devices. Automatic film cameras and closed-circuit TV systems are the
most frequently used types of surveillance measures

The installation of an surveillance unit requires careful analysis of the location (in the
containment, along routine paths followed by nuclear material, etc.) and proper positioning.
During maintenance, the integrity of the containment (signs of modification) and of the
indications of interference are checked. The characteristics of the system may be such that the
frequency of maintenance (change of films, batteries, tapes, etc.) coincides with timeliness
requirements, so that maintenance can be carried out when surveillance records have to be
evaluated. The evaluation of exposed films (video tapes) involves checking on significant
events, e.g., number of appearances or disappearances of spent fuel casks, and their
correlation with the operator's accounting and reporting records.

The IAEA Inspectorate, Including New Requirements * Page 15



I a
Technical Workshop on Safeguards, Verification Technologies, and Other Related Experience

Application and use of seals (C/S)

Seals are tamper-indicating devices used to join movable segments of a containment
structure in such a manner that access to a sealed item becomes impossible without opening
of the seal or other obvious interference with containment integrity. Seals are used, for
example, at the following locations:

Shields covering reactors
Channel gates, doors and other access possibilities
Fresh fuel racks, stacks of spent fuel, fuel assemblies
Spent fuel casks and other containers
Valves, levers, instruments
IAEA equipment and other items (samples, standards, documents) stored at the
facility.

Seals have to be verified at specified intervals on the spot. The intervals are usually
related to the timeliness requirements. Additionally, samples of the most commonly used
metal seals are checked at IAEA Headquarters. All data related to seals are recorded. Under
certain conditions (aging of seals, doubts as to the integrity of seals or containment),
follow-up actions may include remeasurement of the nuclear material involved. Radiation
monitors are used in a manner similar to seals: they indicate for example whether or not spent
fuel has passed an access port or a containment penetration.

Verification of adequacy of the operator's measurement system

In this context, verification of the functioning and calibration of relevant instruments
is necessary, together with an evaluation of the precision and accuracy of the operator's
measurements in relation to international standards.

Other inspection activities

The typical inspection activities mentioned in this paper is not exhaustive. Special
technical or legal situations may require other kinds of activity. Furthermore, IAEA
safeguards approaches are still evolving and new developments may lead to changes in
implementation practice.

IMPACT OF THE ADDITIONAL PROTOCOL ON INSPECTION ACTIVITIES

The IAEA Board of Governors adopted a model protocol (INFCIRC/540) to
comprehensive safeguards agreements granting the inspectorate broader rights of access to
locations and information. States accepting the protocol will provide additional information
on nuclear and related activities. Moreover, the IAEA will have greater access to such
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activities and to locations to assure the absence of undeclared nuclear material and activities
and to resolve any questions or inconsistencies.

The protocol is the direct outcome of the second part of a two-part process for
achieving a strengthened and more cost-effective safeguards system. Part I included:

• Environmental sampling
• No-notice inspections at the strategic points of all nuclear facilities
• The Agency's right of access to records of activities carried out before a

safeguards agreement enters into force
• Use of advanced technologies that can operate unattended to transmit information

to IAEA headquarters.

Part II measures incorporated in the protocol include:

• An "expanded declaration" to provide information on activities related to the
nuclear fuel cycle. This will help give the IAEA a better understanding of a
State's nuclear programme, its future directions, and the kinds of nuclear activities
the programme's infrastructure could support.

• Access to any place on the site of a nuclear facility, to any decommissioned
facility, and to any other location where nuclear material is present and to assure
the absence of undeclared nuclear material and activities; to nuclear-related
manufacturing and other locations identified by the State in its expanded
declaration; and to other locations identified by the IAEA to resolve any questions
or inconsistencies.

• The use of certain agreed measures at these locations.

It will take some years before the strengthened system is fully operational. The IAEA
has initiated the process of acceptance by governments, and some already are taking steps to
adhere to the protocol.

For those states which have ratified the Protocol to date and have provided their
expanded declaration in accordance with Article 2, the Agency is now examining these
declarations and making a comparison with information available internally. Following this
initial phase, decisions will be made on the need to visit locations as defined the Protocol.
Depending on the type of location and the amount of information available the Agency may
seek access to perform one or more of the following activities:

• Visual observation
• Collection of environmental samples
• Use of radiation detection and measurement devices
• Examination of records (production, shipping, etc.)
• Use of Remote Monitoring Techniques
• ' Other obj ective measures'.
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The Department of Safeguards has developed an enhanced training curriculum for
safeguards inspectors and Member States' personnel to assist with the implementation of the
strengthened safeguards system. The Section for Safeguards Training responded to the
requirements arising from the implementation of the measures indicated under Part One and
Two of "Programme 93+2" and the Additional Protocol by identifying the training needs of
the Department, developing training courses to meet those needs and holding courses,
workshops and seminars on:

Environmental Sampling
Nuclear Fuel Cycle and Proliferation Indicators
Enhanced Observational Skills
Basic Engineering Design
Workshop on Design Information Review at Research Reactors
Workshop on Performing State Evaluations
Informational seminars on topics relating to new developments and
requirements for the department.

SUMMARY

The Agency's safeguards system has demonstrated a flexibility capable of responding
to the verification demands of its Member States. It is capable of safeguarding nuclear
materials, facilities, equipment and non-nuclear material. The Agency is in the process of
strengthening safeguards in its verification of declared activities.

Since the early 1990's the Board of Governors took up the issue of strengthening
measures such as inspections at undeclared locations, the early provision of design
information, a system of universal reporting on nuclear material and certain nuclear-related
equipment and non-nuclear material. Following the Agency's "Programme 93+2", a major
step forward was the adoption by the Board of Governors of the Additional Protocol in May
1997. This included important strengthened safeguards measures based on greater access to
information and locations. A number of member states have already indicated their
willingness to participate in this system by signing the Additional Protocol and this is now in
the early stages of implementation for a few states.
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APPENDIX 1

SGOA covers the following countries:

Australia, Bhutan, Brunei Darussalam, Cambodia, China, Fiji, Hong Kong, Indonesia,
Japan, Kiribati, Democratic People's Republic of Korea, Republic of Korea, Lao People's
Democratic Republic, Malaysia, Marshall Islands, Mongolia, Myanmar, Nauru, Nepal, New
Zealand, Papua New Guinea, Philippines, Russia, Samoa (Western Samoa), Singapore,
Solomon Islands, Taiwan (China), Thailand, Tonga, Tuvalu, Socialist Republic of Viet Nam.

SGOB covers the following countries:

Afghanistan, Algeria, Antigua and Barbuda, Argentina, Bahamas, Bahrain, Bangladesh,
Barbados, Belize, Benin, Bolivia, Botswana, Brazil, Burkina Faso, Burundi, Cameroon,
Canada, Cape Verde, Central African Republic, Chad, Chile, Colombia, Congo, Costa Rica,
Cote dTvoire, Cuba, Dominica, Dominican Republic, Ecuador, Egypt, El Salvador, Equatorial
Guinea, Ethiopia, Gabon, Gambia, Ghana, Grenada, Guatemala, Guinea, Guinea Bissau, Haiti,
Honduras, Iceland, India, Iran, Iraq, Israel, Jamaica, Jordan, Kenya, Kuwait, Lebanon, Lesotho,
Liberia, Libyan Arab Jamahiriya, Madagascar, Malawi, Maldives, Mali, Mauritius, Mexico,
Monaco, Morocco, Mozambique, Namibia, Netherlands Antilles, Nicaragua, Niger, Nigeria,
Norway, Pakistan, Panama, Paraguay, Peru, Qatar, Rwanda, St. Kirts & Nevis. St. Lucia, St.
Vincent and the Grenadines, Sao Tome Principe, Saudi Arabia, Senegal, Seychelles, Sierra
Leone, Somalia, South Africa, Sri Lanka, Sudan, Suriname, Swaziland. Switzerland, Syria,
Togo, Trinidad and Tobago, Tunisia, Turkey, Uganda, United Arab Emirates, United Republic
of Tanzania, United States of America, Uruguay, Venezuela, Yemen, Zaire, Zambia,
Zimbabwe.

SGOC covers the following countries:

Albania, Armenia, Austria, Azerbaijan, Belarus, Belgium, Bulgaria, Croatia, Cyprus,
Czech Republic, Denmark, Estonia, Finland, France, Georgia, Germany, Greece, Holy See,
Hungary, International Atomic Energy Agency, Ireland, Italy, Kazakhstan, Kyrgystan, Latvia,
Liechtenstein, Lithuania, Luxembourg, Malta, Moldova, Netherlands, Poland, Portugal,
Romania, San Marino, Slovak Republic, Slovenia, Spain, Sweden, Tajikistan, Turkmenistan,
Ukraine, United Kingdom, Uzbekistan, Yugoslavia.
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