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1. Introduction

In the United Kingdom the Competent Authority, as defined in INFCIRC/225/Rev.3, is
Nuclear Industries Directorate 1 (NIDI) of the UK Government's Department of Trade and
Industry (DTI). DCNSy is charged by DTI with ensuring that the security regimes at all civil
nuclear sites in the country conform with the rules laid down by Government. We achieve
this task through giving advice, issuing and interpreting policy, performing trustworthiness
checks and conducting security assessments of all aspects of security. For the last, our
assessment reports go both to the facility that has been assessed and to the DTI.

Being what might be called a security regulator, my talk today not concerned with safety or
safeguards systems, but purely with those concerned with physical protection.

2. Facilities in UK

As many here are aware, the nuclear industry in UK comprises:

• generating stations;

• reprocessing plants;

• fuel production plants;

• PIE laboratories;

• waste storage facilities; and

• a research reactor.

The security regimes that must be maintained at sites varies, therefore, from those appropriate
to Category ISNM to those appropriate to Category HI.
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3. UK Rules

To ensure that appropriate regimes are in place Government lays down the baseline measures
for protection of SNM. These rules are contained in two documents:

• Nuclear Generating Stations (Security) Regulations 1996 (for the generating stations);
and

• Minimum Standards for the Handling and Transportation of Special Nuclear Material
(the latest, revised, version of which is about to be issued) - for the other facilities.

3. Computers and Physical Protection

Over the years physical protection systems - access control, intruder detection, CCTV for
alarm and incident assessment - have been computerised and integrated; to the point that a
facility's security regime is completely dependent on computer systems. This has had
advantages for the operators:

• the automated access control system (AACS), which logs who has entered the site and
who has entered the intermediate and inner areas, is used to assist the mustering of
employees in the event of an emergency. Initially installed as a security measure for
control of access such systems now have a safety function. Added value!

• the AACS is also used on some sites to check on when contractors have entered and
left sites, providing a data against which invoices may be compared. Reduces
overcharging - more added value!

• the efficiency of the systems in detecting possible intrusion and permitting quick
assessment of an alarm has allowed the Competent Authority to permit operators to
reduce the size of the guard force at some stations. Manpower costs are high - yet
more added value!

In the circumstances operators would be more than happy with security providing some
apparent savings. Unfortunately security is still considered to be an overhead forced upon
them.

4. Y2K and Physical Protection Systems

Why, therefore, is the millennium problem important? Simply because of the reliance of
security systems on computers.

What has been happening in UK to combat the problem has been very adequately described
by Alan Rae on Monday and Colin Gregory yesterday; I shall not reiterate what they have
said. All UK operators have, since 1997, been identifying the at-risk systems on their sites and
taking appropriate remedial action. I myself have seen what the information technology staff
have been doing on some of the sites during information security assessments. The top-down
and bottom-up methodology used on sites to identify the systems at risk has also encompassed
the computer systems which are used for security purposes. Where remedial action has been
required for these systems, action has been put in train, even though costs are involved.

As an example, one company with a number of sites discovered that the computers and
software used for access control were not millennium compliant. The upgrading required to
make it compliant has cost in excess of £1,000,000 (one million pounds).



Closer to home for me; DCNSy is tasked to carry out the trustworthiness checks required by
Government on those who have access to SNM or to information concerning it. To assist
with this we maintain a small network in the Directorate running a Paradox database. Three
years ago we ran a test of the system for millennium compliance - although the hardware was
compliant the software was not fully so. The software was upgraded to Paradox 7 which is
fully compliant. In fact we have also since upgraded the hardware on the system, not for
millennium purposes but to increase processing speed.

In common with those concerned with safety and safeguards systems, DCNSy is sanguine that
the security oriented systems in the UK will survive the century change. We are not however
complacent.

5. Contingency Measures

All nuclear establishments have contingency plans which are implemented in safety emergency
situations. This is the case too with security. They are also especially important because of the
limited number of security personnel. The plans are exercised, indeed the Government rules I
mentioned earlier demand that they be exercised. That they can work is illustrated by a fairly
major problem that occurred around Christmas of last year.

One of our nuclear power stations was hit by a hurricane force storm which, apart from
causing the reactors to trip due to damage to the National Grid system taking power from the
station, severely damaged the security lodge, the access control system, the CCTV system and
part of the intruder detection system. Off duty staff were called in. The entry and exit to the
site had to be manually controlled and the site and perimeter patrols were increased. Although
the access control system was brought back reasonably quickly it takes time to return the
whole of the security system to the status quo ante. The failure of the systems is analogous to
what might happen if security computer systems were to fail on 31 December this year. The
station was kept reasonably secure because it had a contingency plan available for the failure of
the security computer systems. Remember, though, that the contingency requires trained
manpower - an expensive and not readily available commodity.

6. Conclusions

The industry in UK has taken firm steps to ensure that its security systems will continue to
operate over the century change.

Contingency plans are in place in case....

There is no room for complacency.

In common with other speakers this week, I must emphasis that contingency plans must be
prepared just in case - remember "Murphy's Law" - "If anything can go wrong, it will!"


