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There is growing recognition that the smooth operation of society is dependent on cyber-based
systems such as, telecommunications, energy, finance, and transportation, inter alia. The minimum systems
that are essential to keep a nation operating have been defined as the "critical infrastructure". Current
advances in information technology and the necessity for improved efficiency has caused an increase in our
use of information systems and our infrastructures are now globally interconnected. All nations are
vulnerable.

Successful implementation of safeguards and physical protection measures are dependant on
computer systems. This type of dependence introduces vulnerabilities that have been realized within the
context of the Millennium Bug (Y2K), and have resulted in intensive international upgrade and contingency
planning efforts. This International Atomic Energy Agency International Seminar is a good example of the
types of activities that are occurring worldwide.

Protection of our information systems is not a new idea, as evidenced by the computer security
activities already undertaken by the Agency. We must recognize that the threat is real, complex and
evolutionary. It spans national borders and it cannot be addressed in isolation. We will need creativity to
and new ways of thinking to address these cross-cutting issues. In this presentation, I will show how
protection of critical infrastructures is the logical next step beyond Y2K activities. We have the opportunity
to learn valuable lessons and take advantage of the processes that have already been put into place to deal
with Y2K problems.

In the United States, the Clinton Administration has set forth a policy, on how the U.S. government
should work to take the "necessary measures to swiftly eliminate any significant vulnerability to both
physical and cyber attacks on our critical infrastructures, including especially our cyber systems." It has been
recognized that to combat "cyberthreats", there must be a cooperation between government agencies, and
a close partnership between public and private sectors.

For the purpose of protecting our national infrastructure, the U.S. government will be organized into
lead agencies for sectors (i.e. information and communications, banking and finance, water supply,
transportation systems, law enforcement, emergency response, public health services and energy) with lead
agencies for special functions of law enforcement, intelligence foreign affairs and national defense. In
addition, there will be a coordinated research and development agenda.

The Arms Control and Disarmament Agency and the State Department are currently developing an
international strategy based on heightening awareness and information exchange (both policy and technical).
We are thinking about how to approach individual governments and how to work with international
organizations doing critical work to international security, such as the International Atomic Energy Agency.
The general approaches that are applied to solving Y2K threats (e.g., assessing vulnerabilities, strengthening
defenses against the threat, developing plans for mitigating the consequences of and responding to the threat)
can be applied to the broader set of threats which will evolve over time to protecting critical information
systems.
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President Clinton has launched a major
initiative to protect US critical
infrastructures.

This initiative includes physical protection
and protection of information systems
against cyberthreats.

What is our
Critical Infrastructure?

telecommunications
banking & finance
transportation
electrical energy

oil & gas supply
water supply
emergency services
government operations

Critical Infrastructure Protection
(OP)

• Cannot be addressed in isolation
• National critical infrastructures are

globally inter-connected
• All users of information technology are

vulnerable
• Cyberthreat: crime, terrorism, warfare
• Public-private sector partnership needed

Cyberthreat mitigation is difficult

• Complexity of interconnected systems

• Accessibility of tools

• Rapid evolution of information
technologies

• Sensitivity of vulnerabilities

So why ami here ?

• The scope of Y2K problem demonstrates
our dependency on computer-based
infrastructures.

• Valuable lessons will be learned on the
response and resiliency of complex
technologies/inter-dependent systems to a
"shock".

• The solutions combine technological and
sociological/organizational efforts.



Actions being taken to mitigate Y2K

• Vulnerability assessments

• Planning improvements

• Fielding improvements

• Reporting of incidents as they are
occurring and use of feedback

Actions to implement CIP

Vulnerability assessment beyond Y2K

Mitigation Plan (for technology and system
management in the near term to continue
indefinitely)

Attack Response Plan (CERTS or NIPC)

Infrastructure Recovery Plans (policy and
technology management, "Survivability")

The Y2K effort is a subset of the CIP issue

Longer-term policy decisions and management
commitment is needed

The same parties could move to CEP once the
top priority Y2K problems have been
resolved

However, it doesn't mean we can sit back and
wait until after the turn of the
century

and we are not waiting

IAEA, as other international organizations,
has taken definite actions to improve
system security

There are many Computer Emergency
Response Teams (CERTS) being organized
up around the world

Governments are beginning dialogues on
CIP issues - domestic and international;
government and private sector

How can we work together?

We have an great opportunity to
take advantage of our Y2K
experiences to work together
towards a more safe and secure
cyberspace


