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ABSTRACT

The Y2K problem may impact on nuclear installations in a number of ways because embedded
systems are used in nuclear routine operation, monitoring and control system. The very simplest
embedded systems are capable of performing only a single function or set of functions to meet a single
predetermined purpose. In more complex systems the functioning of the embedded system is determined
by an application program that enables the embedded system to be used for a particular purpose in a
specific application. The simplest devices consist of a single microprocessor which may itself be
packaged with other chips in a hybrid system or Application Specific Integrated Circuit (ASIC). Its input
comes from a detector or sensor and its output goes to a switch or activator which may start or stop the
operation of a positioning motors or, by operating a valve, may control the flow of cooling system to
reactor core. Embedded systems in our organization are also be found in Batan security systems. These
include systems for the security of buildings and premises, and in the communication systems on which
these depend. In the enclosed paper we demonstrate the use of analytic model and reliability analysis. The
subject of this reliability test is to detect the components of the embedded system with PLC's that could
fail on Y2K. problem in nuclear installation and safety system.

INTRODUCTION

The Year 2000 (Y2K) computer bug has the potential to affect the safety and operation
of our nuclear research reactors, other major nuclear facilities, and the entire electrical power
grid. This millenium bug stems from the early days of computers, when memory was very
expensive. Software designers saved on memory costs by writing date-sensitive functions with a
two-digit year (i.e. 99 instead of 1999). Thus, when the program reaches the year 2000, it may
read it as 1900, with unpredictable ramifications. Many of these early programmers assumed
their programs would be obsolete by 2000. Unfortunately, the practice continued for many
years, and affects not only the early mainframe computers, but also personal computers and
other electronic devices that use preprogrammed "embedded system". In addition, depending on
how programs were written, other dates may set off problems, including September 9, 1999,
February 29, 2000, and others.

The solution to solve the millenium problem in the safety and operation of nuclear
installations has to be done in a structured way. The problems may impact in a number of ways
because embedded systems are used in nuclear routine operation and systems control.
Embedded systems is systems that perform some other function. The range of embedded
systems is vast anH includes all monitoring and control system and safety related system.
Examples include computers within: fuel elements management systems; data acquisition
controllers; reactor control systems; telephone answering machines and many, many more. The
one factor that characterises embedded systems is that they are all different. In embedded
applications the hardware is normally unique to a given system - the equipment needed to
control a cooling system will be very different from that required inside a smart camera.
Therefore to analyze an embedded system, this requires a team with a detailed knowledge of
both hardware and software of the system. Because of the intimate nature of the interaction
between these two aspects of the system, it is vital that the team takes into account the
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characteristics of hardware and software of the embedded system and nuclear reactor
installation.

A general-purpose definition of embedded systems is that they are devices used to
control, monitor or assist the operation of equipment, instrumentation or plant. "Embedded"
reflects the fact that they are an integral part of the system. All embedded systems are or include
computers or microprocessors. Some of these computers are however very simple systems as
compared with a personal computer. The very simplest embedded systems are capable of
performing only a single function or set of functions to meet a single predetermined purpose. In
more complex systems the functioning of the embedded system is determined by an application
programs that enables the embedded system to be used for a particular purpose in a specific
application. Reliability analysis for technical installation and systems tends to be increasingly
important in nuclear operation and control system. For controlling reliability, relatively few
instruments are available, this seems to be one of the most important reasons why we are
confronted with the millennium problem at all. With the analytic model and reliability analysis,
the vital embedded system components could be detected and their importance to the system
should be determined. Based on this analysis we can start reprogramming or replacing these
PLC's immediately.

The Y2K problem in embedded systems differs from the problem in
commercial/database/transaction processing systems (often referred to as IT systems) in a
number of ways. Firstly the user's problem may much lie much deeper than packages or
applications software. It may lie in and be inseparable from systems and operating software and
from hardware, i.e. in the platform on which the application software is based. When users of IT
systems have hardware or operating software problems they can and should be made the
concern of the computer supplier: typically, this is not the case with microprocessors and
devices based on them. Secondly in embedded systems the concern is often with intervals rather
than with specific dates: the need may be for an event to occur at 100-day intervals rather than
on the 5th day of each month. This has the implication that Year 2000 problems may reveal
themselves both before and for some time after 1 January 2000 and not at all on the date itself.
The lifetime of embedded systems tends to be greater than that of commercial data processing
systems: they remain in use for longer without alteration to their software. Because their
software may therefore be older they are rendered more liable to Year 2000 problems.

INDONESIAN RESEARCH REACTORS

A nuclear reactor is a facility where chain reaction of nuclear fission is maintained and
controlled. The nucleus of a reactor fuel, typically uranium-235, splits when absorbing a thermal
neutron and releasing heat and emitting more neutrons in the process. There are two reactor
types, power reactors and research reactors. Power reactors are used for energy sources, such as
electricity generation,- and research reactors are utilized for various studies by using the
radiation emitted in the reactors. The Indonesian National Nuclear Energy Agency (Batan) was
established in 1964 as an institution that governs the research and development of the nuclear
activities in Indonesia. A series of research reactors, Triga Mark II in Bandung, Kartini in
Yogyakarta and G.A. Siwabessy multipurpose reactor in Serpong, were successfully
constructed. These reactors have been extensively utilized for various studies, namely nuclear
engineering, radiochemistry, isotope production, material testing and so on.

Batan operate three types of research reactors, one pool type reactor, and two Triga
Mark II type reactor of 1000 kW and 100 kW thermal power. The pool type reactor has been
named with the G.A. Siwabessy multipurpose reactor (RSG-GAS), it is a research Low
Enriched Uranium (LEU) fuel reactor using less than 20% U2?5 enrichment with a uranium



density of 2,96 g/cm\ The reactor core is 60 cm in height and rectangular in shape, located
12,75 meter under water pool which serve as moderator and coolant. With a typical working
core containing 40 fuel elements, 8 control rods, 4 irradiation positions arranged in an 8 x 8
lattice in two directions perpendicular to each other. The reactor having maximum 30000 Watt\(.W
of steady-state thermal power produces thermal neutron flux as 2 x I014 n/cm2sec. In order to
optimize the neutron flux, the reactor is partially surrounded by beryllium reflector blocks
penetrated by various tangential and radial beam tubes and surrounded at two other sides by two
parallel rows of beryllium reflector elements which provide space for the reflector irradiation
inserts. The RSG-GAS is used for various research activities, nuclear material and science
research and development, radioisotopes production as well as for training and education.

Fig. 2 - The RSG-GAS multipurpose reactor core

The RSG-GAS and its all supporting facilities will be utilized for the following purpose
to conduct the experimental and research programs:

• The in-core irradiation facilities are used to produce radioisotopes, which benefit for
medical purpose, industries and agriculture.

• The irradiation facilities having a high speed transfer system (rabbit system) can be used for
Neutron Activation Analysis (NAA). The NAA is able to implement a high sensitivity
analysis that cannot be detected by chemical analysis. It can also be used for both air
contamination and mineral measurement and material composition analysis, etc.

• Neutron Transmutation Doping Facility is used to perform neutron irradiation on a silicon
sample. By this irradiation, a part of silicon atom will be transmuted into phosphor atom
(dopant). The irradiated sample becomes then a semiconductor material.

• The Power Ramp Test Facility is used for the fuel element of power reactor test, particularly
the endurance of the fuel element during power ramp. Using this facility, it is able to
identify the characteristic interaction between the pellets and cladding of the fuel element.

• The Neutron Radiography Facility is used for performing "radiography" by using thermal
neutron resulted from the reactor. The object is mainly either fuel pellet or fuel pin.

• The Iodine-loop facility, located on the reactor beam tube number S-l, is a facility to
transmute Xe-124 to radioisotope 1-125. This rad'oisotope is useful for medical purposes.



Besides, there is five other neutron beam tubes, namely two tangential tubes and three radial
tubes. These tubes have been equipped with various equipments for materials science
research activities.

The CIP and IP for in-pile loop and capsule. The irradiation facility located on the center of
the reactor core is equipped with an "in-pile loop" for testing fuel element bundle of power
reactor. Besides, there are also other irradiation facilities, IP-1, IP-2, IP-3 and IP-4 around
CIP. Each facility will be used for investigating fuel element of research reactor, reactor
structure materials as well as for producing radioisotope.

Fig. 3 - The RSG-GAS reactor configuration

THE REACTOR SAFETY

The RSG-GAS has an intrinsic safety feature and is equipped with the Engineered
Safety Feature. These are to assure high safety level of reactor and fulfill the "fail safe"
principle. The intrinsic safety feature means that the reactor core has enough negative reactivity
coefficient that will limit the sudden increase of power. The engineered safety feature means
that the reactor has a protection system and residual heat removal system. The RSG-GAS has
excellent protection systems. If there were a failure on a rector system, the reactor protection
system would immediately respond to it by automatically shutdown the reactor and it is
followed with other precise actions which depend on the type of the failure. With this kind of
protection, the probability of accident would be very small.

The radioactive materials accumu'ated in the fuel element are shielded by a series of
physical barriers, i.e., fuel element matrix, fuel element cladding, cooling water in the reactor
pool, biological shielding and the reactor building equipped with ventilation system. The reactor
cooling systems are designed to assure safe temperatures in the core and the reflector is
removed by the closed loop primary cooling systems. Further the heat from the primary loop is
transferred to the secondary loop in the main heat exchangers and is subsequently rejected to the
atmosphere via the cooling towers. The reactor cooling systems also serve to remove the waste



decay heat following normal and emergency shutdown of the reactor. The quality of the primary
cooling water is maintained by the reactor pool purification system.

The reactor protection systems are designed to monitor and process those variables
essential for the safety of the reactor plant and the environment in order to identify accidents
and to automatically trip and take protective actions to keep the condition of the reactor plant
within safe limits. Sensors are provided to monitor coolant flow, reactor pool water level,
pressure at the reactor core, coolant temperature, pH of the reactor coolant, neutron flux and
radiation level. These sensors are linked to control systems that maintain and initiate safety
measures during normal and accident conditions. The ventilation and air conditioning systems
are designed to provide a fresh supply and adequate cooling, control the spread of air borne
radioactive substances and to limit the potential release of air borne contamination outside the
reactor building.

To ensure the safety and reliability of the reactor, Safety Analysis Report (SAR) and
Environmental Impact Analysis Report (EIAR) have been implemented since the early design
phase. The SAR contains the analysis of all possible accidents by using pessimistic
assumptions. To assure that The RSG-GAS does not cause the radiation impact to the
environment, the radioactivity monitoring to surrounding reactor facility is continuously and
regularly committed. The monitoring has been committed prior to the establishment of the
reactor and it is done regularly with the operation of the reactor.

EMBEDDED SYSTEM DEVICES

The simplest embedded system devices consist of a single microprocessor (often called
a "chip" ) which may itself be packaged with other chips in a hybrid system or Application
Specific Integrated Circuit (ASIC). Its input comes from a detector or sensor and its output goes
to a switch or activator which (for example) may start or stop the operation of a positioning
motor or, by operating a valve, may control the flow of cooling system to reactor core. The
following four categories are those which the Institution has used:

(1) Individual microprocessors
These may be found in small devices such as temperature sensors, smoke and gas detectors,
circuit breakers, etc. It is highly unlikely but nevertheless possible that they will be affected.
If they are (i) it will not be evident until after the date and (ii) the only possible action is to
replace the whole device with one known to be compliant and otherwise satisfactory.

(2) Small assemblies of microprocessors with no timing function
These may be found in flow controllers, signal amplifiers, position sensors and
valveactuators. It is unlikely that these will be affected. However they may depend for their
internal operation on a clock which might be affected by the Year 2000 problem.

(3) Subassemblies with a timing function
Devices such as controllers, lifts, data acquisition and monitoring systems, diagnostic and
real time control systems may fall into this category. These systems may be local elements
in a larger system to which they pass data collected by their sensors. They may incorporate
a PC, and may involve some kind of database. In these the Year 2000 problem may affect
their systems or application software, the database, and the networks and data transmission
systems they use to communicate with the larger system. The error may become apparent
before the Year 2000 (because the system may attempt to make a record of when next a
particular action should take place), on the date 01/01/2000 and for some time after that.



These

(4) Computer systems used in manufacturing or process control
This relates to cases where the computer is connected to plant or machinery in order to
control it. In such systems the computer is used for overall control and monitoring, rather
than for direct control of individual devices within it, which almost certainly involves other
kinds of embedded systems. These systems are liable to be affected in exactly the same way
as commercial data processing systems, because of course the hardware and the systems
software are the same, and because the applications software may have been developed
along similar lines.

Embedded systems in our organization are also be found in security critical systems.
nclude systems for the security of buildings and premises, and in the communication

systems on which these depend. Embedded systems however generally suffer different or
additional consequences, which are usually the prime cause of concern:

(a) For equipment which is used in continuous processing and will be operating at the time
when the Year 2000 begins, there is the risk of more or less immediate malfunction because
some internal calculation fails as a result of the computer date problem.

(b) For equipment which is not in continuous use there is the risk that it will fail to operate
when first switched on or used, because some check calculation performed for maintenance
or safety or security reasons fails, and the switch-on process is aborted.

The general problem are that:
(a) no one knows how many embedded systems there are and where they are, and they are not

always easy to detect.
(b) no one knows which embedded systems have devices in them which depend on date

information.
(c) additional date problems are discovered: in some cases these are if anything even more

difficult than the original two-digit year problem. Examples are leap years and date
problems not associated with the Year 2000.

(d) it is difficult to get the information needed to decide which systems are at risk.
(e) knowledge of the application in which the systems are used, and skills in engineering and

information technology are all needed in relation to (i) deciding on actions to take in the
light of risks and priorities and (ii) to taking the most appropriate actions.

(f) the skills are increasingly in short supply and becoming more expensive to obtain.
(g) the proportion of really significant cases may be quite low but all systems have to be

considered.
(h) the date problem first showed up in computers used for business many years ago; its

significance for embedded systems was not appreciated until quite recently.

The goals of a Year 2000 embedded systems program are as far as is possible and cost-
effective, to be sure that all equipment and component will work in 1999, 2000 and beyond. We
have to be prepared both for failures which it may be possible to anticipate and for failures
which are unexpected. Risk management techniques are used to ensure that activities are given
priority according to the risk to the company of the failure of particular systems so that the goals
are achieved to the maximum possible extent. The essence of risk management is that for each
item thought to be at risk answers are found for two questions: (1) what will happen to the
installation if this equipment fails?, (2) what is the likelihood of it failing for reasons connected
with Year 2000?. The tasks which have to be performed in order to achieve this are: (a) making
a list (inventory) of all equipment and machinery with embedded systems, (b) estimating the
impact on the installation of each of these should they fail arranging the inventory in order of
business impact (highest impact first) starting with the items with greatest impact, investigating
the Year 2000 readiness of each item and assigning a probability of failure to it.



SYSTEM ANALYSIS

In the reliability analysis it is common to apply system analysis approach. The system is
analyzed to the detail level as required by modeling the relevant components of the system in a
so-called fault tree of the system and then calculated the top-event in the fault tree. The subject
of the reliability analysis test is to detect the components with PLC's that could fail on 1
January 2000 in a cooling system of a research reactor. The question asked in this test is:
"Which PLC's could fail and what their importance to the system it belongs to, and to the
complete technical installation?"

PLC is an abbreviation of Programmable Logic Controller. PLC's are being used to a
large extent in technical installation and all over the systems. PLC's are part of these systems
and therefore regarded as embedded. At the RSG-GAS, PLC is used to monitoring and control
systems (non-safety related system), like in primary, cooling system, primary purification and
warm water layer system, control rod system and reactor closed-loop control, etc. The safety
related system still use hard-wired control systems. In hard-wired control systems, the control
sequence is determined by the wiring of the individual relays. The PLC has a function range
similar to that of a control system incorporating relays but it is more powerful and sophisticated
than a normal relay control system. Function such as addition, subtraction, comparison and
interfacing with systems operating at a higher level are possible. It employs rugged block
modules not unlike control relays and with similar terminal connections and can therefore be
used in the vicinity of power circuits. The same rugged blocks are used for I/O modules as with
the PLC.

No

1.
2.
3.
4.
5.

6.

7.
8.

9.
0.

CPU Code

CQA01
CQA02
CQA03
CQA04
CQA05

CQA06

CGK02
CQB01

CQB02
CQB03

Function

Primary cooling system (JE-01)
Primary purification and warm water layer dystem (KBE01/02)
Fuel element pool cooling and purification system (FAK01)
Auxiliary systems and alarms for energy, fire alarm system & tests
Control room connection and signal conditioning for radiation
protection instrumentation and ventilation.
Control room connection and signal conditioning for reactor protection
system and neutron flux instrumentation, drive control for the
positioning motors of the neutron flux measuring system for the start-
up range.
Control rod system and reactor closed-loop control.
a. Resin flushing system/waste resin storage (KBKO1)
b. Storage of slightly radioactive waste water (KPKO1)
c. Storage of highly radioactive waste water (KPK02)
d. Plant drainage (KTA01)
e. Reactor building drainage (KTF01)
f. Primary, dump and recirculation system (KBBO1)
Secondary cooling system and blov-downs (PA-01, PA-02, PA-03,
PA-04, PA-05, PD-01, GBA01).

The RSG-GAS used Siemens SIMATIC S5 CPU 902 PLC which can be used to
implement binary logic, storage, counting and timing functions in the field of automatic control
and automation. In addition the S5 PLC fulfils functions of the medium and higher performance
levels (e.g. arithmetic operations) and can be interfaced with other SIMATIC PLC and process



computers. The SIMATIC PLC can be used economically to replace the relay control systems
previously used for processing signals from Position switches, Level switches, Pushbuttons,
Pressure and temperature monitors, and for controlling Motor contactors, Electromagnetic
brakes, Selenoid valves, Alarm indicators. The SIMATIC S5 PLC is not ap plicable to Y2K
compliance, and there is no date or time function because it doesn't incorporate a real time
clock.
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Fig. 4 - Interaction between PLC, programmers and programming language.

The control sequence is defined by a program stored in the controller, in the form of
statements programs. The PLC are programmed using the statement list (STL), ladder diagram
(LAD) or control system flowcahrt (CSF) methods of representation, depending on the
programmer used.

• Statement list (STL)
The automation task is represented with mnemonic abbreviations of the function
designations.

• Ladder diagram (LAD)
The automation task is represented graphically with circuit diagram symbols.

• Control system flowchart (CSF)
Graphic representation on the automation task with symbols to DIN Standards 40700 and
40719.

The PLCs are normally programmed in ladder logic and must have a custom application
program. The program statements are written consecutively into the locations of the memory
from a programmer. During operation, the processor scans the memory cyclically, selecting the
memory addresses one after the other. The statement read out of the memory location is
interpreted and the corresponding operation executed. When the end of the program is reached,
the processor starts again from the beginning of the program. The module contains the
microprogrammed processor and an input/output processor, a program memory for the
operating system, the memories for internal flags, timers, counters, data and process input and
output images and a receptacle for the program memory submodule.

For Beta aerosol monitoring system and Alpha beta aerosol monitoring system, they
used unidentified PLC from Lab. Prof. Dr. Berthold (Germany) with Real Time Clock and



calendar system. These kind of equipment containing embedded chips should be examined
immediately to determine whether they are date sensitive, but usually they are difficult to detect
and test because the difficulties in obtaining information from vendors. To obtain or generate
sufficient information about an item to determine its expected behavior on critical dates, the
vendor should be contacted and their willingness or ability to support the evaluation of an item
should be evaluated. The ultimate purpose is to determine whether the vendor will participate in
the evaluation and will provide certification of an item's performance.
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Fig.5 - Embedded systems analysis

BMC Prisma has developed a philosophy regarding analysis, maintenance and control
of systems and installations, in which the application of reliability analysis occupies a major
place. When applying the system analysis, BMC Prisma thinks that is of major importance to
use a thoroughly defined coding system which can be used not for the analysis only. In these
colors only predefined information will and can be recognized. This mean that only one type of
information can be found back in a certain color. This minimizes or even eliminates the chance
of errors or wrong information. The prism colors are used to represent necessary information
about: (a) The system number of code, (b) The component in the system, (c) The component
number, (d) The location of the component, (e) Failure mode of the component, (f) Free
position. After we make Fault Tree model of the systems, we can calculate the quantification of
model. The PLC failures are about 5 to 10 %. Failure probability chips of simple embedded
system is less than 5% and 50-80% for sophisticated Real Time System. With the analytic
model of BMC Prisma the vital components are detected and their important to the system is
determined. Based on this analysis we can start reprogramming or replacing the PLC's
immediately.

CONCLUSION

The safety related system of the multipurpose reactor RSG-GAS still used hard-wired
control systems, in this case, the control sequence is determined by the wiring of the individual
relays. The SIMATIC S5 PLC, which has more powerful and sophisticated than a normal relay



control system, is used to implement monitoring and control reactor system. Most of the
SIMATIC S5 PLC are not applicable Year 2000 compliance, but they have no date or time
function.

The best process to search for information on PLC test procedures for The Year 2000
compliance is to contact the manufacturer of the PLC. Then try to complete a full assessment of
how many PLCs are impacted. Most of the vendors are offering limited information on
remediation to the problem like offering storage methods for date/time information. It usually
amounts to pulling down the information and researching the impact of the RTC based against
the software code being used.
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