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Physical Protection System (PPS) for nuclear installation or material addresses itself to the
protection against accomplishment of unauthorized covert or overt actions like sabotage of the installation
and theft or diversion of material. The basic objectives of PPS of any nuclear facility are -

1. Radiation Safety: - To prevent the risk to the public due to radioactive release, which may be
caused by an attack or an act of sabotage.

2. Non Proliferation: - To prevent unauthorized diversion or theft of special nuclear material.

Y2K induced events are events that arise from a date related problem that is experienced by a
software system, a software application, or a digital device at a key rollover date when the system,
application, or device does not perform its intended function. December 31,1999, to January 1, 2000, and
February 28, 2000, to February 29, 2000 are examples of key rollover dates [2]. The problem may arise
because of incorrect representation of date by using two-digit year field or not identifying year 2000 as a
leap year. Y2K. problems can affect operation of mainframes, desktops, local area networks (LAN) or
digital control system [3] including embedded systems.

PPS systems utilize computers and embedded controllers and are vulnerable to Y2K induced
events. However, PPS do not directly control any operation of a nuclear installation and hence do not pose
any problem directly to the operation and safety of a plant. But as PPS protects any installation against
unknown threat of sabotage, which may have adverse consequences, these systems need to be thoroughly
reviewed for any Y2K induced event.

What is Y2K problem: -

The year 2000 is the most significant negative event to hit the computer industry[7]. The year
2000 problem primarily originated from the practice of using two digits for the year in date information
(format' dd / mm / yy ' or ' mm / dd / yy') instead of full four digits of the year field ( yyyy ) for saving
memory space and thus not recognizing the century to which date belongs properly. For example, on
January 1, 2000 the year field will be represented by ' 00 ' and this date can be considered as January 1,
1900 or January 1, 2000 causing ambiguous result. The two-digit representation of the year can cause
problem in date arithmetic and logical manipulation of date as well. There are a variety of systematic
problems that may be encountered because of how dates are treated and used in the system. Common
problems include:

*Incorrect rollover from date 31/12/1999 to an ambiguous date or, in some cases, rollover from
31/12/1999 to 01/01/2000 may be correct but when the system is turned off and then back for the next
session, it may take an odd date[10].

*Incorrect answers to arithmetic and logical operations involving date. For example, 2001 > 1999
may return "true" but comparison of their two-digit representation, 01 > 99 may return "false". Similarly,
2000 - 1998 should yield 2 rather than 00 - 98 = -98.

* "Hard coded" century value, almost always "19" may result in error when importing data with
two-digit year values. Thus entering "00" where the year 2000 is intended would result in a stored value of
1900.
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*Date for non-dale use - i.e. using specific date values for carrying some special information other
than date. For example, some applications may use the values of 00 in the 2-digit year field or 9999 in
month/day/year fields to indicate an unknown or unresolved date. Without explicit century information
these flags cannot be distinguished from the legitimate dates of 9/9/99 and any century[7].

•Incorrectly not recognizing year 2000 as a leap year. Thus, not identifying February 29 or
number of days in the year 2000 as 366.

Solutions for Y2K problem: -

Because of the numerous ways in which programs and systems are structured to deal with date
information, numerous solution techniques have evolved. They group generally around three concepts:
windowing, encoding or encapsulation, and expansion [9].

Windowing

The windowing technique uses a self-advancing, 100-year interval, that generally crosses a
century boundary[12]. The technique uses a special algorithm that determines whether a 2-digit year is in
the 1900s or the 2000s. The user specifies the number of years in the past and future relative to the system
year. For example, if the range is 1970 - 2069, then YY (year value) greater than or equal 70 indicates
19YY, otherwise YY less than or equal 69 indicates 20YY.

The windowing technique is probably the least expensive to implement. It is also the most volatile
and requires the most administering [9]. The data files and database would require minimal changes, if
any, leaving mainly the software component to be repaired. Date windowing routines would have to be
added to the system and called from appropriate places in the software to make the determination of
century when needed. An archived version of each software window will be required to read archived data
files. The specific date window used when the data was entered in the system will be necessary in order to
retrieve the archived records. This is considered a temporary solution and can not support data spanning
more than 100 years

Encoding or Encapsulation

The encoding technique represents a 4-digit date in the existing 2-byte field. This is done through
software, designed specifically to input/output date information to/from the system, and to store and
retrieve this information from a database. Modifications to the software and the database are necessary in
this technique. Although many encoding schemes are possible, three popular coding schemes are offset
encoding, replacement encoding, and modified Julian Day Number (JDN) [9].

Offset Encoding
The calendar repeats itself on the same day-of-the-week, including leap year, every 28 years.

Offset encoding adjusts the system to use dates that arc 28 years earlier. This is accomplished by
modifying input and output routines and database store and retrieval routines to subtract 28 years (the
offset) from the actual date entered in the system or stored in the database. For example, date January 10,
1999, would be January 10, 1971, with the offset. For data files and databases, the offset date would be
stored and retrieved, necessitating no changes in the corresponding access functions. But the routines using
these dates must take into consideration that an offset is being used. Routines that prepare date information
for output to a display, printed matter, or another system must be modified to remove the offset and
provide the true date. Sorting dates using offset encoding does not change as long as the offset dates are
used for sort input.
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Replacement Encoding
This technique replaces the date in the data files and databases with new values. Several schemes

are possible like Binary Coded Decimal (BCD), hex etc. For example, 1996 in HEX is 07CC and 2000 is
'07D0' both of which can be stored in 2 bytes. The routines that store and retrieve elements of the database
and data files must be modified to extract this coded flag or coded character from the date before it reaches
any of the date manipulation routines. The data may have to be converted before being exported to other
systems. Similarly, the date display routine should be modified to display the date in an unambiguous
manner from the coded value.

Modified Julian Day Number
In this scheme the entire date is replaced with a new value based on the Julian Day Number (JDN).

JDN is a representation of the number of days that have passed since some epoch or base date, in this case
4713 BC 19] . For example, JDN Tor June 20, 1998, would be 2450984 . Since these are 7-digit numbers,
they will not fit within the 6-digit spaces occupied by current 'yymmdd' formatted dates. As the most
significant digit ( 7th. digit) changes almost every 1500 years, the same can be dropped from the JDN
representation. Thus date can be represented in existing six digit format over a couple of centuries. This is
the Modified Julian Day Number (MJD). Determining century is not a problem since there are standard
routines that convert MJD to any calendar system based solely on the count of days since the beginning of
the cycle.

Expansion

Expansion technique advocates the use of 3 or 4 digits for representation of year in the date field.
The 4 digit field can hold the entire year, 2010 for example. The 3-digit field holds the 2-digit year and a
century indicator. For example, year 2005 can be represented by 105 while 1998 can be represented by 098
(0 for 19, 1 for 20, 2 for 21, etc.). Although a straightforward technique without any ambiguity and
offering a permanent fix, it is difficult to implement and requires changes to data and program [12]. All
input/output, computation, sort, and database store and retrieve routines have to be modified. Expansion is
comparable to changing operating systems or database management systems in the amount of disruption
that can be caused during conversion. Significant planning and coordination is necessary to undertake this
type of project. The most important aspect of the date expansion technique is that an organization will
garner a system that is more robust and better able to handle date processing for the long term.

Testing for Y2K Compliance

Definition of Y2K compliance consists of seven parts -

i)General Integrity: No value for the current date should cause interruption in normal operation. The
system should return correct date accurate to century in response to a request for current date and each
advances of system date must not lead to erroneous operation of the system or its software processes. The
best recognized high-risk date is the roll over to 2000 i.e. 31/12/1999 to 01/01/2000. However, there are a
number of other high-risk dates such as: 9/9/99, 28/02/00 etc. which must also be considered.

ii)Date Integrity: All manipulations (arithmetic, logical) of calendar-related data (dates, duration, days
of week, etc.) will produce correct results within the application domain.

Hi)Explicit Century: Date is specified with explicit century to eliminate ambiguity. Date storage format
explicitly includes the century and reporting formats allow date representation in the full century format.
For embedded system this may not always be possible, as many micro controllers utilized in embedded
systems may not have this capability.

iv)Implicit Century: For any date element without century, the software should unambiguously infer
the century value with 100% accuracy, from the value of the date provided.
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v)Leap year Calculation -The general criteria for leap year calculation is that -
a) If the year can be divided evenly by 4 it is a leap year, unless
b) It can also be divided evenly by 100, in which case it is not a leap year, unless
c) It can also be divided evenly by 400, in which case it is leap year.

According to the above rule year 2000 is a leap. 29-02-2000 should be treated as valid.

vi)Correctly process logic dates that arc used for non-date functions - Many a times date
information is used for other special purposes than indicating date itself. For example, in random number
generation, hashing, password generation, file archiving, branching etc.

vii)System must accept and display dates unambiguously - The system must receive, store, display,
and print dates unambiguously.

Major steps for Y2k evaluation are Inspection, System Monitoring, and Testing/Evaluation.

Inspection
During this phase, all available documentation is examined to determine the nature of the system's

date and time processing. The documentation includes but are not limited to, requirement specification,
design documentation, source code and user documentation. If the requirement specification involves date
processing, the system must be tested for Y2K compliance. . However, the user requirements do not
specifically identify the component or module that actually does the date processing and often docs not
mention dale processing in support of "non-date functions." The design document shows how the designer
of the product intended to comply with the requirement specification and it is possible to figure out the
components or modules that carry out date processing. Finally, the source code is the last resort for
obtaining design information, in case that is not available directly. Using reverse engineering tools, design
information can be derived from the source code and the modules processing dates can also be identified.

System Monitoring
System Monitoring step is used to establish date usage and processing when that is not clear from

available documentation. It may be possible to extract date processing information by actually observing
the product in operation either real world, or in laboratory. System monitoring can consist of simple
manual observation, or, it can involve the actual attachment of a monitoring device to the interface of the
system.

Testing/Evaluation
During the Testing/Validation phase, the product is subjected to a series of test cases designed to

validate the correct use and processing of date information by the product. For all products that process
dates, a set of basic date transition test cases can be developed. A Few examples are given below -

* Does the system return the correct value after the date rolls over on high-risk dates, such as:
31/12/1999 -> 01/01/2000 31/12/1998 -» 01/01/1999
28/02/2000 -> 29/02/2000 29/02/2000 -> 01 /03/2000

* Does the system display date unambiguously for high risk dates such as:
09/09/1999 , 31 /12/1999, 01/01 /2000 etc.

- * Docs the date arithmetic correctly calculate dilTcrcnccs between dates, add dates and compute
day of week across centuries. For example, 28/02/2000 - 01/03/2000 should return 2 and not I.
*Does system return number of days for year 2000 as 366 and not 365?

It may not be necessary to execute all possible test scenarios for every transition. However, modes
of system failure should be analyzed. System failure may be (a) complete system failure, {b) Short-term or
Long-term data corruption. Complete system failure is the situation when system ceases to function. This
is also known as general integrity. Most important candidate test case is the critical transition midnight, 31
December 1999. In the case of data corruption, system operates but may perform calculations incorrectly.
Short-term data corruption is visible immediately after the calculation and may not have permanent effect.
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Long-term data corruption may not be visible or detected immediately but data is stored permanently in the
database.

Next various failures due to Y2K problems should be analyzed based on the risk the system poses.
For example, we have classified the risk of physical protection system due to Y2K induced events in three
categories viz. i) high or severe, ii) moderate and iii) low as explained in a later section. Based on the
risk associated to a particular system, the testing strategy should be worked out.

Automated Evaluation
As there are almost endless possibilities of input / output, storage and display of dates to and from

a system, a large number of test cases are required in order to cover as many as real world possibilities.
Automating the test process is the only way to provide the widest possible test coverage. The basic
methodology of automating the test process is to supply test data to the system and monitor the output for
correctness. While automatic generation of input test data is not difficult, determining the correctness of
the output, automatically, may be difficult. The output can be observed manually, after recording or it can
also be automated by utilizing the system under test as an oracle. The ability to use system under test as its
own oracle arises from the fact that the sequence of days-of-the-week and calendar dates repeat every 28
years. A schematic diagram of the automated test process is given in fig. 1.

First, dates corresponding to 28 years before the current year (1999) i.e. of 1971 should be entered into the
system as the test data and the output should be recorded. This output would be correct, as year 1971 is
never a Y2K problem. Then the test data corresponding to 1999 is entered into the system and the output
from the system is captured and compared with the previous output. Both the output should be same or
differ only by year representation.

1971/1972
or

1993/1994

1971/1972
or

1993/1994

Data

Fig.l. Automated testing scheme (Courtesy: 'Evaluating Systems for Year 2000 compliance' by
Thomas C. Royer, http://www.mitre.org/research/y2k).
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Precaution before testing
By nature, Y2K problems are time sensitive and abrupt change in system time may cause some

irreparable damage to the operating system, application software, database and mission related data.
Extreme precaution should be taken before testing a system for Y2K compliance, as it involves shifting
and resetting system timer. License of software, user authorization, password, database and mission critical
data files may expire in irreversible manner due to date shifting. A complete system backup, including
system & application software, database and critical data is recommended before carrying out any testing
for Y2K.

Physical Protection System & Y2K

An effective PPS discharges the functions of detection, delay, communication, response and access
control. Depending on the category of a nuclear facility [1], different security systems like access control,
intrusion detection, surveillance, communication etc. are deployed. Although, not always essential,
automated systems are mostly utilized for physical protection. Most of the automated systems utilize
computers and embedded controllers etc. which may be vulnerable from Y2K point of view. Today's
physical protection systems utilize PCs, servers and workstations in networks along with highly
sophisticated embedded controllers. In many facilities, various systems mentioned above co-exist,
providing an integrated physical protection environment. A wide variety of application software, operating
system, databases, software tools, firmware, hardware etc. are possible to be used for physical protection
system, which are vulnerable to Y2K problem. Hence, physical protection systems, in general, are
vulnerable to Y2K problem and need to be reviewed for its compliance.

Classification of PPS systems based on Y2K risk

We classify the risk on PPS due to Y2K induced events in three categories viz. i) high or severe,
ii) moderate and iii) low risk. High-risk events are those which may jeopardize the operation and safety
of the plant and pose considerable problem for radiation safety as well as nuclear non-proliferation. PPS
systems, which can cause high-risk incidents, should necessarily be made Y2K compliant. A well-
coordinated plan should be envisaged to remediate such security systems. Y2K induced incidents, which
do not pose radiation safety or non-proliferation problems but may be instrumental for mal-operation of the
plant are classified in moderate risk category. Systems with risk classified in this category can be given
lower level of importance but at least user of these systems should be made aware of the problem. Low
risk incidents may not cause any serious problem but may be considered as nuisance. As such, systems
prone to such events may be ignored from Y2K compliance point of view.

Major security systems deployed for physical protection of a nuclear installation are access
control, intrusion detection and surveillance etc. Access Control System (ACS) is used to control the
movement of authorized personnel and to prevent unauthorized access in any installation and utilize date &
time in addition to other information like card number, security zone etc. ACS pose a high risk as per the
classification suggested above, as its malfunctioning may lead to easy access to potential saboteur etc. It
is absolutely essential that this system be checked thoroughly for Y2K compliance. The intrusion detection
system poses a moderate risk unless Y2K induced events totally impair the functionality of the system. It
is expected that date rollover may cause some reporting problem and other nuisances. Surveillance systems
are mainly for remote assessment and as such do not generally use date except for recording and reporting
purposes, which are used later for investigation or analysis and, hence, can be classified in low risk
category. Table I below present different security systems and their associated risks as per suggested
categorization above.
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Table I

Name of the security system

Access Control System
Intrusion detection System

Surveillance
Distress Alarm System

Guard Tour System
Communication

Potential Y2K risk Category

High
Moderate

Low
Low

Moderate
Moderate

PPS & Y2K: Our experience: -

A wide variety of systems have been utilized in our nuclear facilities. They can be broadly
categorized in two major classes - embedded controller based systems and PC/workstation or combination
of embedded controller and PC/workstation based systems.

Y2K related problems are more severe for Embedded systems than computer based systems as
replacement of embedded system is sometimes not possible due to high cost, obsolescence, inaccessibility,
interruption in process etc. Test or simulation of embedded system is not always possible, as they may be
inaccessible, for example, may be due to radiation hazard or chemical hazard etc.

Most of the embedded controllers utilize two digits for year representation. For example, we have
been using one vendor supplied embedded controller for access control application. Hardware of this
controller is based on RCA1802 microprocessor and utilize multiple euro-bus cards. The system can
interface a maximum of 64 card readers which are connected to local controllers which also control
turnstiles / door controllers. Transaction data is transferred through RS-232 port to the historical data
capture software running on PC. This software in the PC is used for historical database, reporting and other
purposes. The block diagram of the system is given in fig.2.

The firmware of this controller expects only 2 digits as year value, and assumes '19' as the default
century value. For example 1998 is represented as 98. It does not accept '00' entry in the year field, which
is the representation of the year 2000 in two digits. The controller accepts any year value only between 01
to 99. Furthermore, the year value in the controller rolls over from '99' to ':0' and report year 2000 as
'19:0' (character ':' follows '9' in an ASCII table). However, the normal operation of the system (general
integrity) and leap year calculation for the year 2000 (which is displayed as '19:0') are found to be correct.
It is not possible to initialize the system in any year of 21 Century (2000 or 2001 etc.) directly. The system
continues to work at transition date of 31 December 1999, but the transaction data sent by the system to PC
for historical backup is not correct.

The approach, we have taken to solve Y2K problem in this controller, is to rollback the date of the
controller by 28 years. For example, for the year 1999, we set the year as 1971. The controller asks for date
and time input at the time of initialization and maintains its own real time clock (RTC) by software. For
any reporting purpose it uses the internal RTC. Transaction data sent by the controller to PC is marked
with the time and date maintained by the controller. Since, we set the year to 1971 (for 1999), the system
gets correctly initialized and also maintain the RTC properly for the critical roll over date i.e. 31
December, 1999 to 1 January, 2000, which, due to offset, translates to 31 December, 1971 to 1 January
1972. It even properly treat year 2000 (translates to 1972) as a leap year and hence the month of February
with 29 days. We have found that the controller does not use date for any other purpose, neither it stores
date anywhere else. The controller is found to be working satisfactorily complying all condition of general
integrity, date integrity, leap year but with incorrect display of date (with year offset) after implementation
of this scheme.

7 ESD, BARC



Historical data
backup unit

RS232
rr.iTn

r

Terminal for
programming

ACS embedded
controller

Card reader

#1 Reader
Controller

#16

Loop 1

Card reader

Reader
Controller
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Fig.2. Block diagram of access control system

The controller feeds data to the PC software for generating transaction database. This transaction
data includes a string indicating date and time at 00:00:00 Hrs. every day. The PC software has been
designed to synchronize with the controller time. The PC clock is set, based on controller date and time.
This necessitates PC to support year entry between 1970 to 2069. It was found that DOS embedded in
Wndows95 accepts 1970 as valid date while DOS embedded with Windows98 does not. So, we had to
restrict the operating platform for the historical data capture package to Windows95. From the date of
implementation of this change, PC will maintain the transaction database with a date, which is 28 years
older than the current date. Any output generated using this transaction database will indicate date
incorrectly to a 28 years old date. Also for any query with the transaction database, the user is likely to
provide actual date as input. We have modified the PC software for taking actual date input and subtract
offset for further use for query process. Similarly, while generating report, offset 28 is added to the year
field for any output.

In this approach, we have to take a cutoff date for implementation. So, there are possibilities that
we will have transaction data with actual year value as well as year value with 28 years offset. Changing
the year data in the legacy database was not considered worthy, as it is possible to infer which record is
with actual date and which one with 28 years offset by using a simple algorithm.

In this implementation, any modification was not required in the embedded controller. This
embedded controller is a vendor-supplied item and even though source code for the controller is available
with us in FORTH language, development tools are not available. The vendor is also currently out of
business. Hence, even if we wanted, it would have been very difficult to carry out any change in the
firmware.

The data capture software running in PC is an in -house development 13]. We also found that it
will be easier to modify the software in PC, which was developed on Xbase software running under DOS.
Estimation of lines of code as well number of lines where date is referred etc. are summarized bellow -

Number of lines of source code -2350
Number of lines where date is referred - 90
Number of user input / output of date - 25
Date variable used in memory file storage - 5
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The effort required for the modification, and testing of this software is 15 man-days.
Implementation per site will require two man-days each.

Integrated Security System (ISS) and Y2K:

ISS was developed under QNX Real Time OS (Ver. 4.23A) and uses QNX-Windows as a front
end GUI. Watcom SQL was used for database and utilizes embedded SQL for database queries etc. Front-
end applications were developed in C language. Three major subsystems run on a single central computer
viz. accesses control, intrusion detection and CCTV control [14]. In access control, intelligent card readers
are connected to the central computer by RS485 network and up to 32 card readers can be connected to a
bus network. The ISS can interface two such RS485 bus network of card readers, controlling a maximum
of 64 card readers. Intrusion detection sub system is responsible for interfacing 256 detectors connected by
RS485 network. In the CCTV sub-system, a front-end micro controller based system controls up to 64
cameras providing standard sequencing and control operation from the central computer. A simplified
block diagram of the system is given in the fig. 3.

The date/time under QNX is stored as a 32 bit signed integer which represents the numbers of
seconds elapsed since 0 hours, 0 minutes, 0 seconds January 1, 1970. For programs that deal with time in
this form (or which use timers based on seconds/nanoseconds), this is enough to allow seamless operation
through January of 2038 [6]. Operating system components store and manipulate date and time in this
manner, and are not aware of the calendar year. Problems with the year 2000 arise in programs that convert
between the 32-bit t imet number and a date/time representation (i.e. year, month, day, hour, minute,
second). This is particularly true of programs in which years are specified (or stored) as two-digit values.
Hardware clock on IBM-compatible personal computers stores the year as a two-digit value. QNX
initializes it's system time from the hardware clock at the start up. QNX does not use the BIOS and rtc
utility is the only component of the QNX which uses or interacts with the hardware clock. QNX 4.23,
which we are using, function correctly through the year 2000 and beyond.

Watcom SQL V3.2b data base server is found to be fully Y2K compliant[7]. We have designed
user interface to take date with 4 digits in the year field such as 2000, 1999 etc. and do not allow date
input, storing or transmission in any other form. The database server does not pose any restriction with any
date with 4-digit year value. Date comparison routine, developed by us also passes all compliance tests. It
is also found that year 2000 is treated as a leap year and roll over for the critical dates i.e. 31/12/1999 to
01/01/2000 and 28/02/2000 to 29/02/2000 and 29/02/2000 to 1/03/2000 take place correctly. Although we
have not selected the RTOS, database server and development tools considering Y2K problem alone, we
found that they are Y2K compliant in general and in some cases where they are not compliant, vendors are
providing for corrective tools as well as testing tools.

Test data applied for validation!
The compliance criteria for Y2K are exhaustive and require large number of test cases. It is also
recommended that automated test tools be used. However, we have not used any automated test tool and
carried out the test for Y2K compliance applying few test cases in all categories of compliance as
mentioned in the section Testing for Y2K Compliance'. In addition some general test cases were
generated. Some of them are listed below

-Make Time and date as all zeros (00/00/00) and see the system behavior.
-Carry out simulated test with critical rollover dates as input.
-Have one 'IN' entry in the access control system database at 22:00, 31-Dec-99 and one 'OUT'

entry at 06:00 on l-Jan-2000. Query the system for the duration for which a particular person remained in
the facility.

-Generate report with simulated transaction around critical rollover dates like 31 December, 1999,
1 January, 2000, 28 February, 2000 etc.

9 ESD, BARC



#1

IBM-PC
QNX RTOS

Card
Reader #32

RS485

Card
Reader

J
ACCESS CONTROL SYSTEM

n
*

Intrusion detectors like IR, Microwave

O/P devices like hooter, search lights

#256

RS485
Intelligent Local controllers Repeater

INTRUSION DETECTION SYSTEM

Serial
Interface

Camera

#8 Slave

Co-axial loop 1

Co-axial Loop 8
DISTRIBUTED CCTV SYSTEM

Fig.3. Integrated Security System

Contingency plan;

A contingency plan is a document that defines the necessary resources, actions and data for
responding to the potential loss or degradation of a service or function due to Y2K-induced events in a
component or system [2]. Contingency Plan should be prepared for individual sub-systems of PPS and
integrated contingency plan for entire PPS should be prepared. Nuclear Energy Institute / Nuclear Utility
Software Management. Group (NE1/NUSMG) report 98-08 [4] is a good guideline in charting out
contingency plan. These plans should be documented, reviewed and approved by management. It
includes:

- Subject matter expert identification
- Event analysis by fault tree
- Period of vulnerability
- Priority
- Organizational hierarchy for emergencies and key contacts

A contingency plan case study for SNM vault sub-system is presented here.
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Y2K Contingency Plan Plan No: ABCD/12-98/1
System: ACS for vault Priority: High
Risk analyses: A reader hooked to a central controller regulates access to the vault. The reader is a
microprocessor-based system with RTC chip. The vault lock is installed in fail to secure mode to ensure
security of material in case of power outage.
Risks involve trapping of an employee inside or preventing access to an employee due to central
controller malfunction or power outage resulting due to Y2K problem.

Risk management strategy and action:
The Central controller has undergone an exhaustive Y2K review. All failure modes were corrected and
confirmed by validation testing. Still central controller remains a critical component to watch for any
accidents or a security lapse.
Program the reader with local memory so as to allow it to take decision locally in case the communication
with central computer fails.
Confirm that mechanical override is functioning properly and all procedural and technical pre-requisites
for manual override are in place.
As date & time in reader are only cosmetically important and dates in the central controller are only for
record purpose, one can set the date back by 28 years, in case Y2K. induced fault occurs.
The movements to and from the vault, being very few, can be recorded manually.

Implementation
Period of Vulnerability: December 31, 1999 to January 1, 2000

February 28, 2000 to February 29, 2000
Implementation Timing: 08:00 December 20, 1999 to 08:00 January 7, 2000

08:00 February 17, 2000 to 08:00 March 6, 2000
Resource Requirements: One engineer from Instrumentation Division, one security personnel.
Subject Matter Expert: Mr. XYZ, ABC Corporation.
Training Required: Each shift in-charge will review the loss of power and communication with
ACS controller during the November-December 1999 training cycle. Shift engineers and persons
authorized to go inside the vault scheduled to be on shift during the vulnerability period will also conduct
a simulator session involving loss of power, door becoming locked etc. in the week before the
vulnerability period.

Exit Strategy: Follow guidelines contained in approved facility emergency procedures-
Verification: Determine whether pneumatic pressure required to operate the vault lever can be
successfully and safely made zero. This test will be conducted following the next maintenance shutdown.

Verified by: Date:
Approved by: Date:

Other measures which should be taken:
-Have paper backups of mission critical information like employee lists access rights, time zones etc.
-Install & confirm manual overrides for critical embedded systems.
-Educate plant operators and general computer users and arrange for site reviews well in advance.
-Instruct personnel to follow plant emergency procedure in case of any Y2K induced critical event.
-Form YMO (Y2K Management Office) who are well informed and well empowered to tackle any

problem.
-Keep in mind that there may be other dates of concern in addition to 1-1-2000 like 9-9-99, 22 Aug 99

(GPS rollover date).
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Conclusion:

Y2K related system failures / problems in PPS pose no threat to general safety & functioning of
any nuclear facility. But they can be potential security threats having radiation safety and non-proliferation
concern and hence should be given due importance. Reviewing and testing PPS for Y2K compliance are
easier than other systems as it does not directly affect operation of the plant. The existing emergency
response capability at the nuclear facilities should be utilized effectively to mitigate any Y2K induced
events on physical protection systems. It is possible to meet the non-extensible deadline of this millenium
for PPS with dedicated manpower and channeled efforts.
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