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OVERVIEW OF IAEA YEAR 2000 ACTIVITIES IN THE
DEPARTMENT OF SAFEGUARDS

K. Chitumbo
Director, Division of Safeguards Information Technology
International Atomic Energy Agency
Vienna, Austria

The Department of Safeguards established a project in 1996 for the year 2000
(Y2K) conversion activities. This project covers assessment, conversion and testing of
the software applications, instrument evaluation software, embedded systems (EPROM)
and PC hardware attached to various equipment.

Significant progress has been made in converting the applications and instruments
to be year 2000 compliant. In the area of applications the Mainframe Authority, CIR!,
Seals, NNPT2 accounting and the LAN3, EMIS4, SPRICS5 and DSS6 systems have
already been converted. The only significant outstanding area is the NPT accounting
system, which is scheduled to be converted by 1999-05-31.

The Agency owns 93 different types of instrument systems that include embedded
systems, software and PCs (66 are already Y2K compliant, 17 do not need converting, 2
are being presently evaluated and 8 are known to have a problem). The conversion and
testing for all equipment is expected to be completed by the end of June 1999.
Additionally, 2 applications software packages (of 11 authorized for inspection use) are
known to have Y2K problems that are being addressed.

In addition to the above mentioned activities, the Department is working closely
with Member States and the State's system of accounting for and control of nuclear
material (SSAC), on the conversion of systems used jointly with Member States at the
facilities.

Circular letters dated 1998-05-19 and 1998-10-22 have been sent to Member
States with comprehensive and voluntary offer agreements, reminding them of the need
to make their systems Year 2000 compliant.

The assessment, conversion and testing are being performed using the resources
available in the Department. In the case of some embedded systems, the Department is
working closely with vendors.

1 CIR-Computerized Inspection Report
2 NNPT- Non-NPT
3 LAN-Local Area Network
4 EMIS- Equipment Management Information System
5 SPRICS-Support Programs Information and Communication System
6 DSS-Decision Support System
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The IAEA and Y2K

J. Winkels

Division of Scientific and Technical Information
International Atomic Energy Agency (IAEA)
Vienna, Austria

Introduction

It is estimated that the millennium change is the biggest challenge to face the Information
Technology industry to date. The problem lies in the fact that most computer applications were
designed to use only two digits to record the year. Dates are usually stored in the yy-mm-dd
format, which completely omits the century since it was assumed to be 19. Now, with the
approach of the new millennium and the requirement to compute dates for the year 2000 and
beyond, many of these applications may begin to fail. A concerted effort will be needed to
ensure that the Information Systems in the IAEA can handle the changeover to the year 2000.

The Sections primarily responsible for Information Technology Systems in the IAEA
started investigating and resolving this issue. Following the initiative of the Computer
Coordination Committee, they have joined forces in the "Year 2000 Task Force" to increase
awareness of this potential problem throughout the IAEA, and support Agency staff by
providing guidelines and advice on possible means to reduce the financial and human resources
needed to solve the year 2000 problem in the IAEA. However, the responsibility for the well-
performance and availability of an Information System lies with the respective Programme
Manager or Divisional Director.

For the Information Systems the Agency has chosen the 'traditional' way of solving the
issue, performing an i) awareness campaign throughout the house and following up with an
ii) inventory of Information Systems. The responsible people were identified and performed an
iii) analysis of their systems, iv) remedial actions were taken and v) testing was performed or is
still underway. The final vi) implementation or exchange of the systems has been carried out for
123 systems, whereas 28 systems are still underway and 5 will be discontinued. The Agency
expects to be ready with all critical systems before the end of 1999.

At the same time the Computer Services Centre has started an intensive campaign to
ensure that the IT infrastructure, including hardware, system software, standard packages and
environmental control, like physical security and fire-protection measures, are fully compliant.
Since a major part of this infrastructure is commercial, the activities concentrate around the
validation of vendor information and applying the recommended patches, upgrades and
replacement of components.



Motivating people

Although the basic problem is of a technical nature, the real challenge in solving the
problem lies in the motivation of people. Not only senior management has to get involved but
basically all staff, ranging from the technical specialists up to non-IT staff, to discuss
contingency plans and criticality of the systems.

Through seminars, training sessions, but most of all 'mouth-to-mouth' propagation of the
topic 'slowly' all necessary resources have been mobilized and are not only aware of the risk but
willing to take part in the solution.

The Y2K problem is basically a very boring problem and it is difficult to motivate people
that are normally on the cutting edge of technology to dedicate their time and efforts. There is no
career opportunity, since most of the know-how will be useless after the Y2K and to have the
Y2K-activities on your Curriculum Vitae for future applications is not an outstanding
characteristic.

The Agency efforts

In my presentation I will focus on the above motivation issue and in brief present the
Agency past, ongoing and planned activities towards the solution of the Y2K-problem as
described in the introduction.
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IMPACT OF THE YEAR 2000 PROBLEM ON THE NUCLEAR INDUSTRY

A. Rae
Health and Safety Executive
Bootle, UK
UK

The paper presents the activities that are taking place in the UK to regulate the nuclear
industry through the Y2k critical dates. It identifies the basic steps which a licensee might be
expected to take in addressing the Y2k problem. It also sets out the actions needed by the
regulator, firstly to secure an acceptable justification of continued operation from the licensee
for each critical date, and secondly to ensure that the regulatory body is itself prepared. A
review of the activities towards these goals is provided for 1997 and 1998, some lessons
learned from regulating through the first critical date are noted and a look-ahead made to the
activities anticipated during 1999 and 2000.

Appropriate contingency plans will be necessary. However, whilst technically based,
the handling of the issue is essentially one of strategic management. The nuclear industry has
a clear responsibility to tackle this issue positively and comprehensively so that this common-
cause event cannot cause an undue risk to the public. Loss of safety may arise from a nuclear
accident or simply from loss of grid supplies to an area caused by multiple plants' shutdowns.

ADDRESSING THE PROBLEM - NUCLEAR OPERATORS' ACTIONS

The generally agreed strategy within the UK for dealing with the Year 2000 problem is,
firstly, for nuclear operators to identify all systems on their site which contain software
(including those employing embedded software - sometimes known as firmware). Since
safety is the concern here, they should separate out those systems which have been identified
as having a safety significance or ensure nuclear safety. This approach is essentially a
'bottom-up' review. As a diverse check, a 'top-down' review should also be undertaken of all
systems important to safety identified in the installation's safety case. It should be noted that
embedded software may not be self-evident, so careful investigation may be required. This
list of systems, or inventory, should now be prioritised for attention in terms of safety
significance. Any date-related failure modes must next be established through inspection and
test. Clearly at this stage plant safety must be paramount; hence the risks associated with the
investigative work must be assessed. Finally, any problematic systems need either to be
modified or replaced and re-tested, or to have safe work-around strategies devised. The
interactions of these work-arounds needs to be considered since individually they may be
adequate but the invocation of several at the same time may prove unmanageable, or
incompatible in a safety sense, and hence constitute a hazard. All of these latter activities
should, of course, be covered by the established modification procedures (including the
associated quality controls) applicable to the plant and its operations. Timely training
programmes will need to be developed so as to ensure that staff are fully familiar with any
new or revised procedures well before the associated critical dates.



Nuclear operators should establish, as part of their justification for continued operation,
that their own suppliers of safety significant items (equipment and consumables) are dealing
satisfactorily themselves with the Year 2000 problem. Consideration should also be given to
emergency arrangements. In particular, the equipment should be checked and contingency
plans laid, possibly including manning any emergency facilities at the millennium change.
Also, where appropriate, headquarters' equipment should not escape scrutiny since some may
have safety implications.

In the UK the nuclear licensees are continuing to undertake intense programmes of
work, involving the preparations of inventories, the safety-prioritisations of the systems,
investigations, and the provisions of solutions where required - and consideration of the need
for special, additional, contingency arrangements to be in place at the critical dates. Active
sharing of information between the operators has been encouraged, and all attended
workshops in Spring and Autumn of 1998 to further such exchanges.

ADDRESSING THE PROBLEM - REGULATORY ACTIONS

As regulators we must ensure that nuclear operators are aware of, and effectively
responding to, the problem; specifically, that each has an adequate strategy and action plan in
place. We also need to monitor progressively the implementations of the action plans; to
review any safety submissions arising from the investigations and subsequent modifications;
and to oversee, as appropriate, the arrangements that each nuclear operator has in place for
the critical dates. Finally, as mentioned above, the regulator's own emergency arrangements
and the equipment required for that activity should be checked to ensure that no problems
will arise due to date discontinuities. Similarly, the regulatory bodies themselves will need to
be in an adequate state of alert during the critical periods.

UK Y2K REGULATORY ACTIVITIES TO DATE

Nil is using its regulatory powers to ensure that the UK's nuclear licensees are
addressing the issues posed by the critical dates around the end of the millennium. We place
particular emphasis on the need for a licensee to make a specific declaration of safety and to
back this by an acceptable, documented demonstration - in this case, a justification for
continued operation for each critical date. The UK has a total of fifteen nuclear licensees who
operate forty licensed sites; these include power reactors, research reactors, nuclear chemical
plant and naval dockyards.

LOOKING AHEAD TO REGULATORY ACTIVITIES IN 1999 and 2000

As a broad project aim, Nil is planning to complete its assessment and inspections
associated with ensuring all licensees have implemented their Y2k strategies by mid-1999.
This first half of the year is seen as a key period in terms of confirming the evidence of
continuing satisfactory progress by the licensees. However, this is not the end of the
inspection programme. The licensees' Y2k work will result in numbers of findings that they
need to address, either before or by the critical dates. These findings will be resolved either
by corrections or work-arounds/contingencies and modifications. Each finding has to be
brought to a state where the way forward is clear and the associated operations are justified to
be safe.
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IAEA PREPARATIONS FOR YEAR 2000 COMPLIANCE OF SAFEGUARDS
INFORMATION SYSTEMS

P.M. Smith
Division of Safeguards Information Technology
International Atomic Energy Agency (IAEA)
Vienna, Austria

The Year-2000 (Y2K) problem affects both information systems and equipment
systems. This paper describes the work which has been done, and is currently
underway, to make the information systems of the Department of Safeguards year-
2000 conform.

An information system is considered to be year-2000 conform if the following
rules [1] are followed:

1. No value for current date will cause any interruption in operation
2. Date-based functionality must behave consistently for dates prior to, during and

after year 2000
3. In all interfaces and data storage, the century in any date must be specified either

explicitly or by unambiguous algorithms or inferencing rules
4. Year 2000 must be recognized as a leap year.

In 1991 the IAEA set standards for four-character years and since then many - but
by no means all - new computer systems were written following this standard. Also in
1991, during the course of a major revision of the Computerized Inspection Report
(CIR) system, the system was made internally year-2000 conform by storing all dates
with an explicit century, i.e. in the format yyyymmdd.

An Agency-wide Year 2000 Task Force was convened in December 1996 with the
aim of facilitating information exchange, increasing awareness, providing guidelines
and reducing the resources required to solve the year-2000 problem within the IAEA.

The largest and most complicated of the information systems used by the
Department, the ISIS Accounting Data system, which stores and processes data
received from member States pursuant to NPT (INFCIRC 153-type) and NNPT
(INFCIRC 66/Rev. 2-type) Agreements is currently being made year-2000 conform.
This system maintains a very large database on-line and is written in a mixture of PL/I
and AD ABAS NATURAL programs. The Accounting system database files contains
many date fields and these date fields are used in operations involving calculating,
comparing and sequencing of dates, i.e. this system is clearly at risk from disruption
due to the storage of dates without an explicit century.



When the Accounting system was designed, one of the principles which was
followed was to store member-state submitted data in a form very similar to the form
in which it is received. When preparing data for a report, all relevant data base
records are first extracted, and then any necessary calculations, for example the
interpretation of correction records based on the correction principle in effect for a
given member state, are done dynamically. The overall effect of this design decision
is that while the parts of the system which store and maintain accounting data are
complicated, they are less complicated (and are made up of a smaller number of
modules) than the parts of the system involved in reporting, as each report program
must include the appropriate correction-processing logic.

The approach decided on to make the Accounting system year-2000 conform, was
to do the work in two steps:

1. Add a duplicate, i.e. redundant, set of year-2000 conform date fields (using 8
digits to store the dates) to the data base files and to fill in the values of the new
date fields knowing that for all current records the century is a simple constant, i.e.
'19'. All programs which make updates to the data base files were then modified
to maintain the new date fields in synchronization with the existing 6-digit date
fields.

2. Convert all programs involved in reporting from the data base to use the new 8-
digit date fields. This work can, in general, be done on an application by
application basis without any disruption to end users.

Once the complete Accounting system has been made year-2000 conform, it will,
of course, be possible to remove the old, no longer needed 6-digit date fields, but in an
ironic contrast to the situation which led to the use of 6-digit date fields in the first
place, the at-the-time high cost of data storage, disk storage devices are now so
inexpensive that the extra cost of storing these redundant fields is no longer a serious
problem.

Other SG mainframe systems, for example for the processing of Authority data
(e.g., tables of Facility information) as well as the SG Management Information
System are being converted in a similar manner. The majority of the SG PC LAN-
based information systems were already year-2000 conform, and have required only
isolated changes.

According to the current schedule of the year-2000 project, all conversion work
will be complete before the end of the first quarter of 1999, allowing ample time to be
sure that the converted systems are carefully tested before the end of the year.

REFERENCES

[1] British Standards Institution committee BDD/1/-3
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AFTER THE YEAR 2000: CRITICAL INFRASTRUCTURE PROTECTION

M. Dreicer
Intelligence, Verification and Information Management Bureau
Arms Control and Disarmament Agency
Washington, D.C., USA

There is growing recognition that the smooth operation of society is dependent on cyber-
based systems such as, telecommunications, energy, finance, and transportation, inter alia. The
minimum systems that are essential to keep a nation operating have been defined as the "critical
infrastructure". Current advances in information technology and the necessity for improved
efficiency has caused an increase in our use of information systems and our infrastructures are
now globally interconnected. All nations are vulnerable.

Successful implementation of safeguards and physical protection measures are dependent
on computer systems. This type of dependence introduces vulnerabilities that have been realized
within the context of the Millennium Bug (Y2K), and have resulted in intensive international
upgrade and contingency planning efforts. This Seminar is a good example of the types of
activities that are occurring world wide. Although the protection of our critical infrastructures
goes beyond Y2K activities, we can now learn valuable lessons and take advantage of the
processes put into place to deal with Y2K problems.

To create a situation of security for our information systems requires that we recognize
that the threat is real, complex and evolutionary. It spans national borders and it cannot be
addressed in isolation. We will need creativity to and new ways of thinking to address these
issues.

In the United States, the Clinton Administration has set forth a policy, in Presidential
Directive 63, on how the U.S. government should work to take the "necessary measures to
swiftly eliminate any significant vulnerability to both physical and cyber attacks on our critical
infrastructures, including especially our cyber systems." It has been recognized that to combat
"cyber-threats", there must be a cooperation between government agencies, and a close
partnership between public and private sectors.

For the purpose of protecting our national infrastructure, the U.S. government will be
organized into lead agencies for sectors (e.g., information and communications, banking and
finance, water supply, transportation systems, law enforcement, emergency response, public
health services and energy) with lead agencies for special functions of law enforcement,
intelligence foreign affairs and national defense. In addition, there will be a coordinated research
and development agenda.

The Arms Control and Disarmament Agency and the State Department are currently
developing an international strategy based on heightening awareness and information exchange
(both policy and technical). We are thinking about how to approach individual governments and
how to work with international organizations doing critical work to international security, such
as the International Atomic Energy Agency. The general approaches that are applied to solving
Y2K threats (e.g., assessing vulnerabilities, strengthening defences against the threat, developing
plans for mitigating the consequences of and responding to the threat) can be applied to the
broader set of threats which will evolve over time to protecting critical information systems.

8
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THE Y2K ISSUE IN SWEDEN

G. Dahlin, P. Ek, S. Isaksson
Swedish Nuclear Power Inspectorate

A.-M. Ericsson, C. Jarnry
AMC Konsult AB
Stockholm, Sweden

The paper will give an overview of the work performed in Sweden on the Y2k issue. The
paper will describe in summary how the work is done at the utilities, some lessons learned and
the work performed by the regulatory body, the Swedish Nuclear Power Inspectorate, SKI.

Since the prime objectives of this seminar is to focus on potential problems associated with
safeguards of nuclear materials and physical protection of such materials and facilities, the report
will elaborate these areas in particular. However, SKI does not see that there are any specific
needs for assessing safeguards or physical protection issues differently then any other issues
related to safety and availability of an individual utility for problems raised by the Y2K issue,
whether associated with Process, Technical or Administrative systems.

The Y2K project has been underway since mid 1997. The work is carried out according to
methods documented in procedures, instructions and reports, all of which are assembled in a
Project Y2K Handbook. The purpose of the handbook was to serve as an aid in guiding and co-
ordinating the subprojects and for activity managers in the project. The project was organized
and staffed during 1997. During the planning phase, all departments and units at the utility were
informed of the impending work.

The project is divided into subprojects such as; Process Systems, Technical Systems and
Administrative Systems, and three phases: phase 1 - pilot study, phase 2 - inventory, analysis
and assessment, phase 3 - actions.

The project's objective are; maintained reactor safety (documented and with no
uncertainties), maintained personal safety, no disruptions in production and no other serious
disruptions.

The project has progressed according to plan and phase 2 is completed, except for some
minor areas. Phase 3 has been initiated to the extent that orders for actions have been placed with
those that will implement these actions.

More details on this project will be given in the paper.

The paper will also describe how the safeguard and Physical protection issue have been
dealt with in Sweden. It will give information on how the Swedish State system for accountancy
has been built, as well as how this matter has been taken care of at the Swedish facilities. The
paper also include a section dealing with eventual problems and how these have been solved in
the area of Physical protection.



Information on how the Y2K issue has been dealt with in the accountancy area in some of
the NIS countries where Sweden has been developing accountancy software will also be given in
the paper.

Some of the conclusions made by the Swedish project can be stated as follows;

It takes time, both in work hours but also in calendar time to perform identification,
analysis and corrective actions.

The fault does not always occur at the time transition. The system can work as normal, but
when a disturbance is introduced the system behave in a faulty way. That makes it very
important that the test procedures are designed to take this into account.

It is important to identify and analyze equipment that is not a part of the plant but is used
by contractors for maintenance of plant systems. This equipment is mostly not documented in the
plant documentation system which can make them hard to find. One way is to interview the
maintenance personnel.

The typical type of problems that have been seen is mostly not in the main function of the
system. It is mostly the operator's terminal and its communication that are the problem, not its
safety function.

In the report that was sent to the government in September 1998 the Inspectorate made the
following conclusions:

1. Problems encountered with the new millennium will not pose a threat to reactor safety.

2. Steps are being taken to minimize the risk of disruptions in operation

3. The work carried out by the licensees is serious, well organized, with well-structured work
methods.

4. The work performed is planned to allow adequate margins in the event of unexpected
problems.

5. Steps are being taken to minimize the risk of external events affecting reactor safety or
availability.

6. At present, no further directives to the licensees are necessary and work can proceed as
planned.

In September 1999 there will be a detailed review of the situation, especially on the safety
systems at the plants as part of the final review and conclusions of the situation. If the
Inspectorate is not satisfied with the situation the actual utility can be forced to perform
additional actions or to close the plant down.

10
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Y2K EXPERIENCES IN THE NUCLEAR MATERIAL CONTROL AREA

T. Yagi, T. Suzuki
Nuclear Material Control Center
Tokyo, Japan

Though Y2K problem was treated by each organization, it became systematic in Japan
when Advanced Information and Tele-communication Society Promotion Headquarters, chaired
by the Prime Minister, was established and issued an action plan last September, recognizing the
importance and urgency of the issue.

Based on the self-initiative as well as Science and Technology Agency's (STA) request
related to the above initiative to remedy the Y2K problems, nuclear research and development
organizations under the supervision of STA are taking necessary actions for Y2K problems.

Here is presented the summary of action plan and some experiences of Y2K issues in the
nuclear material accounting in Nuclear Material Control Center (NMCC), and physical
protection of nuclear material and facility in Japan Nuclear Cycle Development Institute (JNC).

11



XA9951845
IAEA-SR-208/8

MANAGEMENT OF Y2K AT THE AECB

P. Hessel
Head, Reliability and PSA Section
Safety Evaluation Division (Engineering)
Directorate of Reactors Regulation
Atomic Energy Control Board
Ottawa, Ontario, Canada

Activities concerning Y2K compliance has begun in 1997 at the AECB. These first
activities were oriented towards Power Reactors. The divisions dealing with other licensees and
with Safeguards have progressively addressed the problem.

In May 1998, a Y2K Steering Committee, at director's level, has been created. Its role is
to coordinate the AECB wide Y2K efforts, and to report to the Board and to the Parliament. Its
first reports are dated October 1998.

A wide range effort
The AECB has developed a comprehensive strategy on the Y2K problem, and taken

action to see that its own systems and those of its licensees are corrected, if required. The strategy
requires for every licensee that:

The licensee has a plan in place,
There is a qualified team with a clear mandate and sufficient funding.
A schedule exists confirming a commitment to complete by June 30,1999, all actions
needed to demonstrate Y2K readiness.

The plan must include:
• Inventory of all equipment containing or dependant of software.
• Identification of equipments which are "safety relevant" and "subject to Y2K problem.
• For these equipment, assessment that determines either the nature of the problem, either

that no problem exists.
• Corrective work for equipments that need to be corrected.
• Verification that the corrected or replaced equipment meet their safety requirements and

will not create unspecified, unsafe condition or results.
• Contingency plans, to adequately compensate for unforeseen or uncontrollable failures.

A graded approach
The range of AECB licensees and the facilities or devices that they operate is so vast that

a graded approach is necessary. Y2K issues are being treated on a risk significance basis.
For major nuclear facilities, (e.g. nuclear power reactors, research reactors, high energy

particle accelerators, uranium mines and mills, nuclear fuel fabrication and radioactive waste
management facilities) the AECB as required the licensees to report formally on their
susceptibility to Y2K problems and to provide assurance by June 30,1999, that all systems are
ready for continued operation into the year 2000. For the power reactors licensees, this graded
approach was forwarded in the requirements: licensees had to address first, and give assurance,

12



on the Special Safety Systems (by October 1, 1998), then on the Safety Related systems (by
December 1, 1998), then on the other operating systems.

For other licensees, the AECB is carrying out an information campaign supported by
review of selected licensees involving more significant levels of risk. These licensees cover
accelerators and more than 3700 radioisotopes users.

Contingency planning
Production and enforcement of emergency plans has been required to address these issues

where Y2K compliance could not been evaluated and to address these events outside the
Licensee's control. These plans will address:

- What to do when all else fails? (failure to properly or sufficiently fix an asset)
- What to do when we didn't think of? (Failure to identify a Y2K risk)
- What to do when the lights go out? (Failure of external services and suppliers)

Present status
The power reactor licensees are taking the Y2K issue seriously. AECL, the original

designer of much of the software used in reactor control, has been following its own Y2K
program.

The most important systems for the safety of the plant have been the first to be confirmed
ready for the year 2000. The review was completed on October 1,1998 for the Special Safety
Systems and on December 1, 1998 for the Safety Related Systems.

Working backwards from the January 1, 2000, the AECB expectation is that all nuclear
plants be year 2000 ready by June 30,1999, with all necessary changes installed and tested,
contingency plans in place and all adequate walk around and administrative changes
implemented and documented. The configuration as of June 30, 1999, is the one with which the
plants and their operating staff will be ready to move into the year 2000. This will leave the rest
of 1999 for plant staff to become familiar with changes and new procedures.

On safeguards, work has been done on both sides of the regulatory system:
- The AECB has replaced its data management system by a new one, guaranteed to be Y2K
compliant.
- Guidance has been given to the licensees to follow the same method.
- On these IAEA surveillance equipment manufactured in Canada, the AECB has requested the
manufacturer to assess their Y2K compliance and to implement corrective action as required.

The AECB will host in Ottawa, on February 8 to 10, an OECD sponsored conference on
the Y2K problem in the nuclear industry.

13
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COMPUTERISED SAFEGUARDS IN KAZAKHSTAN AND ITS PROBLEMS

G.Zh. Yeligbayeva
Kazakhstan Atomic Energy Agency
Almaty, Kazakhstan

Kazakhstan Atomic Energy Agency as a Regulatory Body is responsible for control
of SSAC and preparation of reports for the International Atomic Energy Agency.
Therefore the problem Y2K is important for monitoring of nuclear material transfer and
determination the present quantity of materials.
There are Fuel Fabrication Plant, one Nuclear Power Plant, four research reactors and
thorium storage in Kazakhstan.
In order to identify Y2K problem we are going to implement the following steps:

I. Identification PC components
1. Make a list of all of the PC's hardware components.
2. Make a list of the software programs that run on each computer, including

operating system and network operating system software and any software
applications installed on computer.

II. Check components
After catalogued the hardware and software components of our PC, we should

check information on web sites of manufacturers and vendors to determine if each
component is ready to make the transition to year 2000.

III. Software Applications
All independent developed applications should be assessed, and then if it is needed

to take the actions to make them capable for year 2000.

IV. Updating components
After the assessment of PC and software components are completed, should be

decided if it is necessary the upgrading of or replacing of components that are not capable
of handling the transition to year 2000.

V. Test of updated system
After carrying out all the above mentioned operations: inventarization, assessment,

upgrading or fixing hardware and software components, it will be needed to test all
system components and also integrated system.

The results of preliminary analysis of this problem will be presented.

14



XA9951847

IAEA-SR-208/11

THE STATUS OF THAILAND PROGRESS

V. Srisanan
Electronics Instrumentation Division
Office of Atomic Energy for Peace
Bangkok, Thailand

As Y2K Problems are the problems that concerned with computer system have been
known by the world for sometimes. Thailand also aware of these problems but there is no
action in general. The campaign about Y2K problems just begin 2-3 years by NECTEC
(National Electronics and computer Technology Center) who have pushed the government to
take interest with Y2K problems until they have set up a team under NSTDA (National
Science and Technology Development Agency) to solve the problems. After that it was
realized that not only computers but also other modem equipment and instruments were
concerned with Y2K's problems.

The work of nuclear safeguard, there are also have equipment, instruments and
computer systems which concerned will Y2K problems. However as the work of nuclear
safeguard in Thailand is not use computer systems or modem instruments therefore there are
no problem about nuclear safeguard.

This paper will mention general situation of Y2K problems and affect the nuclear
safeguard in Thailand, and also the work which have been done.

15
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EURATOM, THE YEAR 2000 AND ITS IMPACT ON
THE REPORTING SYSTEM AND INSTRUMENTATION

PJ. Chare
European Commission
Directorate-General XVII
Energy
EURATOM Safeguards
Basic Concepts
Luxembourg, Luxembourg

For the large database the UNIX servers need to be upgraded, as the operating
system is not yet Year 2000 compliant. This work is programmed for the end of the first
semester 1999. The applications such as CMF2 (reporting system), EMIS (Inspection
planning and reporting), ESAM (seals database), and the administrative systems are Year
2000 compliant but will be tested by Easter. All the NT servers for these applications are
compliant, these also will be tested by Easter 1999 and similarly the NT workstations.
However, the small database applications (in-field and headquarters) written in clipper
and Access2 will not be compliant and no fixes are possible, they will have to be
rewritten.

Concerning the instrumentation a thorough review was made in the autumn of
1997 of all the EURATOM based equipment hardware and software. The different types
of hardware (operator dependent, branched, installed but independent, and stand alone) as
well as software, were identified. Letters were then written to the installations,
companies, and suppliers, for confirmation of Year 2000 compliance. Fortunately much
of the equipment was compliant. Maintenance contracts and specific contracts for
upgrading have covered the equipment and software that was identified as being non
compliant. All equipment and software installed and used by EURATOM have now been
categorized into compliant, non-compliant, and non-compliant but to be upgraded by the
end of 1999.

The EURATOM based data acquisition programs are in the process of
upgrading from DOS through Windows 3.1 to Windows NT as part of the overall
upgrading of the operating system to a 32bit system. This transition helped EURATOM
overcome some potential Year 2000 compliance problems. In addition a series of new
attended and unattended software is being organized in-house, which enables problems to
be resolved by this in-house expertise.

An appropriate plan of action for implementation of the necessary upgrading
and testing has been established and all the planned work will be completed by
September 1999.
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CONVERSION OF THE US STATE SYSTEM OF ACCOUNTANCY
TO BE YEAR 2000 COMPLIANT

G.PROCO, S. BROWN
NAC International
Atlanta, Georgia, USA

The Nuclear Materials Management and Safeguards System (NMMSS) is the US
government's state system of accountancy, maintaining current and historical data on the
possession, use and transfer of nuclear material. The system is an important tool in
monitoring accounting data and reporting under the US Atomic Energy Act of 1954, the
safeguards agreement between the US and the International Atomic Energy Agency and
agreements for cooperation between the US and its international partners for peaceful
uses of atomic energy.

The state system of accountancy has been identified by the US government as a
"mission essential" system, meaning that it is an accounting system considered essential
to government missions. As such, the system is held to a high standard as to its level of
reliability. This system was identified in 1996 as a system that must be made Year 2000
compliant at an early date. Slippage beyond December 31,1999 would be unacceptable.

Year 2000 compliance pertains to hardware, software and the supporting
infrastructure. The latter term refers to other office hardware and software used
independently of the accounting system.

The US government stipulated that software be Year 2000 compliant, with
preference that the year field be changed from a two-position to a four-position field. It
was recognized, however, that some of the systems could not be revised to a four-position
field in time and that alternative date handling by the software would have to be arranged.
In any case, it was determined that systems should be modified according to this
schedule:

Software modifications by September 1998
System testing completed by February 1999
Full Y2K compliance by March 1999

Very detailed planning was required by the US government, requiring a risk assessment
and vulnerability assessment be conducted, a comprehensive test plan be developed for
use and a contingency plan be put in place in case the conversion was not completed on
time.
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The system operator began preparations in March 1997. The first area of attention
was the need to revise the data input forms and instructions used by nuclear facilities that
supply accounting data to the system. Next, a conversion plan was developed. Actual
conversion of the application software began in December 1997 and was completed in
April 1998. The conversion effort was subjected to the first of several audits in May
1998. Last, after all testing was completed, the system began receiving data with eight
character date fields in July 1998. The hardware system was due for replacement and
new system components were acquired and tested and found to be Year 2000 compliant.

At the present time all date fields in the database are of eight characters. All
incoming data that is of six characters is modified through software into an eight-
character format. Also, all output reports, except those reports supplied to the IAEA,
contain eight-character date fields. When notified by the IAEA that the US may report in
the eight-character format, the system will be modified to do so.

In addition to modifying the software system and successfully demonstrating Year
2000 capability of the hardware, the system operator conducted a review of the
supporting infrastructure to determine whether it could properly support the system. Our
supporting infrastructure consists of other computers, fax machines, other data networks
used in a supporting mode and the facility telephone system. It was determined that all
the items except the telephone system were Year 2000 compliant. To remedy the
problem with the telephones, a new, Year 2000 compliant telephone system will be
installed.

The conversion was successfully accomplished well within the government
required milestone dates; however, lessons were learned in the process. First, we should
have resisted the temptation to broaden the scope of our efforts to include modifications
additional to Year 2000. By deciding to optimize the code in some of the areas being
modified, the conversion cycle required twice as much calendar time. Second, we should
have included a review of the supporting infrastructure in the initial conversion planning.
Although there was no detriment in performing the review late in the conversion cycle,
there was an element of risk that a serious problem could have been identified late
causing us to miss the conversion target dates.

As the state system of accountancy faces the new millennium there is only one
concern on the horizon: that there may be facility systems feeding the state system that
will not be ready to report in the new date format on January 1, 2000. Reflective of this
concern, we will be developing simple software that will convert the dates from the old
formats to the new to assure processing successfully in the current national system.
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OVERVIEW OF SYSTEM OF ACCOUNTING AND CONTROL OF NUCLEAR
MATERIALS IN BELARUS AND ITS DEVELOPMENT PERSPECTIVES

I.M. Sudakou
Committee for Supervision of Industrial and

Nuclear Safety (Promatomnadzor)
Minsk, Belarus

1. INTRODUCTION
At the time of signing of the NPT (1993), the Republic of Blears did not have

any state system of nuclear material accountancy and control. Accounting and control
were performed by departmental systems which did not involve computer data
processing, generation of reports, independent measurements, data coding, etc. They
were no able to perform accounting and control in real time.

The tasks of establishing and implementing the SSAC were assigned to the
Committee for Supervision of Industrial and Nuclear Safety (Promatomnadzor) by the
Resolution 373 of the Council of Ministers entitled "On measures to ensure the
fulfilment of the Treaty on the Non-proliferation of Nuclear Weapons" dated 8 June
1993.

2. OVERVIEW OF THE SYSTEM OF ACCOUNTING AND CONTROL OF
NUCLEAR MATERIALS

Measures of accounting and control are applied to all categories of nuclear
materials that are located on the territory of the Republic of Belarus and used in
peaceful nuclear activities. They are applied starting from the moment that Belarus
takes on the responsibility for an imported material.

2.1. Legal basis of the SSAC
The legal basis of the SSAC is formed by the NPT and the Agreement on

application of safeguards.
By Promatomnadzor's ordinance dated 28 February 1995 basic regulatory

documents governing functioning of the SSAC both at the state and facility levels were
put in force.

2.2. The Structure of SSAC
In the Republic of Belarus there are two material balance areas (BY-A]), the

Academic Scientific and Technical Centre "Sosny", and (BY-E), the state-owned
small enterprise "Ekores". These MBA's have two subcritical assemblies, a "dry"
storage of nuclear materials, a "wet" storage of spent nuclear fuel, research
laboratories, and a neutron generator. Material accountancy and control conducted at
the installations is based on due regard for their design features and the character of
material use.

Supervision of the adequacy of accounting and control measures in respect of
nuclear materials is carried out by the Promatomnadzor's Interregional Nuclear and
Radiation Safety Inspectorate(NRSI) through making inspections of enterprises and
facilities. The requirements on and periodicity of inspections are established
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depending on the material category, type and design of installation, and
containment/surveillance measures used.

2.3 SSAC information system
The SSAC information system is one of the SSAC's basic components and

carries out the following functions:
1. Registration and processing of accounting/control information;
2. Collection, processing of information and preparation of reports for

submission to the Agency under the Safeguards Agreement;
3. Storage and processing of other information necessary for co-operation with

the IAEA and other states as well as for controlling use, transfer and location of nuclear
materials that are under the jurisdiction of the Republic of Belarus.

3. OVERVIEW OF THE SSAC SOFTWARE/HARDWARE, 2000 YEAR
PROBLEM.

Processing and preparation of accounting documents and reports is performed by the
operator with the aid of computer programs. Computers are mainly of a "Pentium"
class. Use is made of both standard (Access, Excel,...) and specialised software,
basically on Windows-95. The SSAC calls for the use of a range of computer
programmes. However, no standard requirements have yet been established for
software/hardware intended for the SSAC and its components. This causes certain
problems, for example, incompatibility of data formats used in transmission, etc.
The basic program used for accounting of nuclear materials was written in FoxPro
language. Since in this programme all data, including dates, are represented in floating
point format, no complex technical problems are expected to be encountered in
transition to eight-digit format used to represent dates. From the beginning of the year
2000, reports to be submitted will use eight-digit code for dates. As regards some
routines used by the operator, it may happen that they will be abandoned or rewritten.

4. FURTHER DEVELOPMENT OF THE SSAC
• The basic lines of further SSAC development are as follows:
• Unification of the system of accounting documents, classification and coding of
accounting data, and introduction of uniform terms and definitions.
• Refinement of the organisational, methodical and technical requirements for the
system of accounting and control of nuclear materials, including:
• Further elaboration of the legislative basis of the SSAC.
• Perfection of the SSAC information system.
• In-depth study of the 2000 year problem.

The effects of the 2000 problem on the system of accountancy and control of
nuclear materials, physical protection of nuclear materials and installations have been
the matter of opinions exchange among nuclear and radiation safety specialists.
Although no serious problems have been identified, the Promatomnadzor is planning
to undertake a deeper consideration of the Y2K problem by organizing a more
extensive discussion with participation of a broader panel of experts.

Co-operation with the IAEA and other international organisations is viewed as
one of the prerequisites for further improvement of reliability and efficiency of the
SSAC.
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NUCLEAR MATERIALS CONTROL AND ACCOUNTING COMPUTERIZED
INFORMATION SYSTEMS - YEAR 2000 ISSUES

S. A. Sergueev
Central Research Institute on Management, Economics and Information (Atominform)
Ministry of Atomic Power of Russia
Moscow, Russia

The Atominform of the Russia's Minatom is developing the basic version of the nuclear
materials control and accounting centralized information system of Russia within framework
of implementation of the state nuclear materials control and accounting program in the
Russian Federation. The efforts are made jointly with US LLNL under the contract. The
Institute is the information analytical center of the Russian Federation's Atomic energy
ministry on the management, economics and information problems. The Institute provides its
services not only to all organizations and enterprises in nuclear branch, but also to concerned
branches organizations and government agencies. In addition the Institute is one of the
leading organizations designed by RF Government Order on Year 2000 Issue (Y2K) '671-1
from 30 May 1998.

As on December 1998 the following efforts are made on this Issue:
The information letter, containing proposal to participate in preparing activities in 2000, is

distributed to the branch organizations and enterprises. The same is done with
«Methodological recommendations on the 2000 Issue resolution)). These recommendations
are exposed on branch Internet Server - http:// www.x - atom.ru; proposals on the 2000 Issue
are collected , processed and analyzed. Information is accepted both by electronic channels
and by post, PC data base is maintained. There are the first results of information analysis on
the following sections: responses number, number of enterprises connected with the 2000
Issue, number of enterprises having the plans on preparing the passage into 2000 and on
other aspects. United generalized forms of information systems inventory and summarized
plans of action on 2000 Issue resolution have been developed. Organizations were selected,
which would be addressed on methodological and information providing problems, as well
on issues of testing and certificating of software- and hardware. Communication «hot lines»
were designated for these organizations.

The need of complex tasks resolution is common for all information systems concerning
nuclear materials control, accounting and safeguards since, primarily, these systems deal
with confidential information and therefore the nature of system administration acquires
special significance, particularly in the field of establishing time periods for passwords,
privileges regimes and role selection. Secondly, the system includes wide-spread
telecommunication net when synchronization is also needed. The determinative requirements
of time synchronization and strict observance of time - limits are principal.

The particular moment in the systems, providing for observance of safeguards regime and
nuclear material accounting and control, is the physical nature of accountable material,
namely radioactive decay, where the factor of exact determination of time periods, is one of
the most important. The task of controlling export / import operations is a peculiar aspect ,
because here as nowhere else one can clearly see the consequences of passage into the year
2000. So , for example, the position «Date» is repeated 6 times in the same standard form
only.
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The important moment in process of preparation to activities in the year 2000 for (national)
state systems of accounting and control of nuclear materials (SSACs) is the determination of
peculiarities of the structure and functioning of supporting computerized information
systems.

Characteristics of information providing MC&A system in Russia:
1. Centralized Federal Information System for NMC&A in Russia is currently under

development.
2. Some enterprises are still using outdated main-frames and PC's for NMC&A purposes

which may cause certain problems considering Year 2000 issues.
3. Those enterprises which use their own applications software products in combination

with the system software purchased from mediation firms face problems when trying to
restore the complete original technical documentation and source codes and when trying
to make contact with the developers and vendors of the software.

4. The facilities have different levels of integration of physical protection elements in
NMC&A system.

All these features determine the options concerning overcoming the consequences of the
transition to the year 2000 for Russian enterprises and organizations, and also influence
the development of the centralized information system for nuclear materials control and
accounting.

Literature:
1. Lefkon D., Seven Work Plans for Year-2000 Upgrade Projects// Communications of the

ACM. 1997.Vol 40. No 5.P.111-113
2. Methodical Recommendation on Problem 2000.// Telecommunication and Information

Russian Federation State Committee, Moscow, 1998.
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DEVELOPMENT OF STATE COMPUTERISED ACCOUNTING SYSTEM FOR
NUCLEAR MATERIAL IN THE SLOVAK REPUBLIC AND IN THE CZECH
REPUBLIC TOWARDS 2000

S. Bezak, A. Bencova
Nuclear Regulatory Authority of the Slovak Republic,
Bratislava, Slovak Republic

V. Cisaf, M. Zajicova
State Office for Nuclear Safety,
Prague, Czech Republic

J. Bilek, J. Olsansky
BIOS Ltd.,
Prague, Czech Republic

Abstract

The former Czechoslovakia acceded to the NPT on July 1, 1968. Confirming
the requirements of the INFCIRC/153, Safeguards Agreement between the
Government of the ESSR and the IAEA was signed on March 1, 1972 and entered
into force on March 3, 1973. The establishment of the SSAC was based on the
requirements of the Safeguard Agreement and reflected both national and
international objectives. The legal basis for the SSAC was defined in details in the
Regulation No. 28 issued in 1977. The maintenance of accounting data and a code
for accounting and reporting to the IAEA was established and operated in the
Nuclear Research Institute in Rez. All information required at that time was
processed at a mainframe computer installed in the Nuclear Research Institute in
Rez. A number of attempts occurred to process SSAC databases on newly installed
personal computers at the break of eighties and nineties.

The code ZARUKY was developed within co-operation of the BIOS company
and the former SSAC staff members as a tool for control of and accounting for
nuclear material at the State level in all of its transfers and kinds of storage. Main
principles of the program were obtained by analysis of the current state of the
complete computer system exploited at that time. The program was created on the
data base system CLJPPER-5 in operational system MS-DOS. After splitting the
former ESFR the code was implemented in both new countries, at Nuclear Regulatory
Authority of the Slovak Republic and the State Office for Nuclear Safety in the Czech
Republic. The ZARUKY code enables the report processing of all users of nuclear
material (ICR, PIL, MBR, BIL, GL and all reports required by the IAEA in a proper
format). Many kinds of other useful information necessary for SSAC are generated.
Database system of this code uses date in the format "YYMMDD", which is for some
jobs created by approximation of actual date plus one year. Such procedure has
already caused incorrect results in different jobs of the code after the date December
31, 1998.
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After more than 5 years of its exploitation and several small modifications the
decision was taken by both SSACs to change the code rapidly. The new code should
be able to communicate with the database of operators, which are allowed to handle
nuclear material and it should reflect all limitations specified in theirs permissions. It
must be created over a system with fully satisfactory safety, strictly defined
confidentiality and in a system, which allows the access of several users in parallel.
As a new component of the code the system for reporting in accordance with the
requirements of the Protocol Additional to the Safeguard Agreement will be
incorporated.

Being based on their recent common experiences and the IAEA announcement
M5.21Circ the both SSACs have taken a decision to speed up innovation of this code.
It will be created in WINDOWS operation system on a database system ORACLE
accepting also new date format.

Operators of the nuclear installations are also aware of this problem and are
solving it with their systems. Nevertheless common approach is being elaborated for
transmission of safeguards data from operator to the SSAC on magnetic media.
Special arrangement shall be done in connection with the receipts of safeguards data
coming on the magnetic media from abroad.

The computerised systems for SSAC in the Czech Republic and the Slovak
Republic will be subsequently modified towards the year 2000 to be able resist the all
problems connected with this date. But only moment of crossing this date will
confirm if really ail problems were checked.
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THE CONDITION, PROBLEMS AND OUTLOOK ON UKRAINE ACCOUNTING AND
CONTROL SYSTEM OF NUCLEAR MATERIALS

O. Galasun
Ministry of Energy
State Department on Nuclear Power of Ukraine
Kiev, Ukraine

The problems of nuclear materials accounting and control, its computerization, new
program system application, norms and rules developing in Ukraine are considered in this paper.

The changes which occurred in some countries affected a lot of other life spheres,
including nuclear power industry. In new political and economic conditions Ukraine is forced to
develop own means to decide the problems. The new technical norms and rules, the designation
of computer processing are subjects to remake for accounting and control of nuclear materials
because the old system which was elaborated in the former Soviet Union already doesn't fully
meet the current requirements.

Some of such regulatory rules are developed, but in view of their novelty they often
demand the different kinds of improvement.

The offered computer programs require changes as well. The problems of measuring
equipment integration in local area computer network to provide accounting and control data
collecting, storing and processing in real time scale are extremely important. So creation
computerized system reducing human error in the accounting and control of nuclear materials
with using modern program environment is necessary too. The introduction of the updated
programs should be carried out correctly and with application of reached achievement. The
losses caused by application of new computer technologies, should be reduced to a minimum. It
also concerns a problem of Year 2000 transition in databases system. So, the effective duly
measures are necessary to prevent undesirable consequences.

Now Ukraine is carrying on the preparation to signing the IAEA additional protocol, after
that, described problems will become much more important, because then the IAEA control for
nuclear activity becomes more comprehensive and requires introduction of perfect electron
means for the accounting and control.
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THE YEAR 2000 PROBLEM IN THE SAFEGUARDS TECHNOLOGY RESEARCH
ATCIAE

SUI Hongzhi
China Institute of Atomic Energy
Beijing, China

The new century is coming. While people are longing splendid
future, they have to face and solve one problem—the Year 2000 problem
of computer (Y2K). In the filed of the nuclear safeguards, Y2K will
influence the state accountancy and control system and physical
protection system, which can result in disorder of administer database,
facility out of control and abnormal working state of instrument.

l.The Accountancy and Control of Nuclear Material

The Accountancy and Control of Nuclear Material is one of the
main means that a country or facility manages its nuclear material,
protecting them from illegal transport and utilization. The most effective
way is to create a database for it. To meet the need of management of
nuclear material, CIAE developed the database software for nuclear
material management. The software is mainly concerned about nuclear
station or uranium centrifugal and concentrate factory. When developing
this software, we use the Microsoft platform, which deals with date with
4-digits. In the database software, all the gaining dates and entering dates
use 4-digits year format. As for the leap year, when it is divided
completely by 4, 100, and 400 simultaneously, we consider it is leap year.
After finishing the software, we did some necessary test. For example, we
prepared some data of 21st century, adjusted, the date of computer to be in
the 21st century, then ran the database software and executed some
function. After doing so for some time, we have not encountered any
problem.

2.The Physical Protection and Control System

A Physical Protection and Control System (PPS) is a system that
protects the important nuclear materials and facilities by utilizing varies
sensors to monitor them, analyzing and dealing with the information
gained from those sensors. The Y2K problem influences the data analyses
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and dealing, results in false alarm, and loose alarm. Recently CIAE has
searched and developed two sets of PPS—the analog PPS and nuclear
material entry/exit detecting system. In the two systems, the computer is
from COMPAQ Company who has solved the Y2K problem in the BIOS.
The operation system is MS-DOS 6.20 and the platform is Borland C++
language. In the developed software, for the part concerning with date in
the alarm information, the judge sentence is that "if the 2-digits year is
less than 90, we consider it wrong and change the century digits 19 with
20".

3.Other Devices for Nuclear Safeguard

Recently, during the developing of the devices for nuclear
safeguards and inspecting, CIAE made some apparatuses such as SGS
and shuffler. At the same time, we ourselves developed much software,
which are related to these devices. In developing the software of the
shuffler, we especially considered about the Y2K problem. As for the
calculation of the detection efficiency of the devices, a time interval is
needed, which was produced by the date gaining from computer minus a
reference time, to calculate the strength of a source. The computer
expresses the clock with 4-digits plus some judge sentence. For example,
if the date is less than 1998, it is considered as a Y2K problem. A prompt
information will emerge to ask you to solve the problem. You can run
software after you have solved the problem. What's more, because year
2000 is a leap year, we add one judge sentence that a leap year must also
be divided completely by 400. In the .part of hardware, we will provide
the user with one microcomputer that has been solved Y2K problem.
Operation system is MS-DOS 6.20 and platform is Borland C++ language.
According to recently testing, it works well.

4.Ending Words

Because we pay much attention to the Y2K problem and adopt
some corresponding measure. We have not found Y2K problem in
application software testing recently. For some older application software
that we developed ago and computer, we are testing systematically.
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PRESENT STATUS AND PROGRESS OF SAFEGUARDS ACTIVITIES AND
PHYSICAL PROTECTION ON THE EVE OF YEAR 2000

R. Simov, A. Gotzev
Department of Safeguards and Physical Protection of Nuclear Materials
Committee on the Use of Atomic Energy for Peaceful Purposes
Sofia, Bulgaria

Nuclear energy development in the Republic of Bulgaria began in 1970 with the
construction of the first nuclear power plant on the Balkan peninsula at the town of
Kozloduy. There are 8 nuclear facilities in the country which are under IAEA safeguards,
as follows:

- six power reactors - at Kozloduy NPP site

- one Away From Reactor Storage/APRS/ at the plant site

- one Research Reactor (IRT-2000) in Sofia

The Kozloduy NPP operates six nuclear power units, designed and supplied by
Russia. The Kozloduy Nuclear Power Plant is the largest source of energy in Bulgaria. The
installed capacity of the Kozloduy NPP is 3760 MW(e) and contributes about 45% to the
national electric power.

The Research reactor IRT-2000 is located on the territory of Sofia city and it was in
operation from 1961 to 1987. In 1987 it was shut-down for reconstruction and
modernisation.

The existing Away From Reactor Storage (AFRS) is located at the Kozloduy NPP
site and has been in operation since 1990.

The state control of the safe utilisation of nuclear energy is assigned to the
Committee on the Use of Atomic Energy for Peaceful Purposes(CUAEPP). CUAEPP is
headed by a State Committee, established under the Act on the Use of Atomic Energy for
Peaceful Purposes(AUAEPP).

There are several offices under the Chairman of CUAEPP. The major one is the
Inspectopate on the Safety Use of Atomic Energy(ISUAE).

The Department of Safeguards and Physical Protection of Nuclear Materials in the
frame of ISUAE is dealing with the matters of Nuclear Material accountancy and State
control.

The Agreement between Bulgaria and the IAEA for the application of Safeguards
entered into force in 1972.

There are 5 material balance areas in Bulgaria, as follows:

BG-A - Research reactor;

BG-B - Kozloduy NPP units 1 and 2;

BG-C - Kozloduy NPP units 3 and 4;

BC-D - Kozloduy NPP units 5 and 6;

BG-E - Away From Reactor Storage (AFRS).
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Bulgaria provides the IAEA with the appropriate accounting data for each material
balance area under the terms of INFCIRC/178.

The Agency provides Bulgaria with semi-annual statements of book inventory of
nuclear material subject to Safeguards under the Agreement, for each material balance
area.

There were no detected deficiencies or infringements of the organisations operating
the nuclear facilities in this field by the IAEA inspections. In all eight nuclear facilities ,
the existing nuclear material corresponds qualitatively and quantitatively (by enrichment,
condition and isotope content) to the inventory of the kept account documents.

Normally, the average annual inspections carried out by IAEA in Bulgaria are 12-14.
More inspections were necessary during the last year, in relation to the reconstruction and
modernisation of units 1-4 and the transfer of spent fuel from one spent fuel pond to
another and to Russia.

The IAEA inspections verified no deviation or uncertainties in the account and
existence of nuclear material in the country. According to the official IAEA reports,
Bulgaria has fulfilled completely its duties under the Safeguards in connection with the
Treaty on the Non-Proliferation of Nuclear Weapons and has fully assisted the IAEA
inspection activity.

A lot of additional efforts and preparatory work have been made for the future
implementation of the enhanced IAEA control system in Bulgaria.

Our country actively contributed to the enhancing of the Agency safeguards
equipment. A good example is the last contract between the Agency and Kozloduy NPP
on "Characterisation of methodology, procedures and equipment for SFAT system
implementation in WWER-440, WWER-1000 and long term spent storage" which was
closed last year and there is request for its renewal.

Bulgaria signed the Additional Agreement for the application of safeguards in September
1998 and an ambitious plan had been worked out for the implementation of the Agreement.

Physical protection at the plant.

The physical protection system of the Kozloduy Nuclear Power Plant was
developed in parallel with the construction and commissioning of the plant. The design was
carried out by Bulgarian engineering organisations on the basis of the requirements to
Industrial Site Protection without a clear concept on the final form of the Physical
Protection system concerned. Later on according to IAEA recommendations on Physical
Protection of Nuclear Facilities and Materials a Concept and Protectoral Status For
Nuclear Facilities and Materials in Kozloduy NPP was developed and approved in the early
1994. It included the features of the specific environment, probable threat and impact on
NPP; objectives and targets of violation; specific components of the Physical Protection
System, Based on the Concept, conclusions and recommendations were made for the ways
to enhance the Power Plant Physical Protection System in compliance with the new criteria
and the priority tasks for Kozloduy NPP physical protection enhancement.
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SSAC SOFTWARE IN POLAND

K.R.Kruk
National Atomic Energy Agency
Warsaw, Poland

1. History of the S SAC System

a) Manual work 1984-1986
b) Use of Bulgarian Safeguards Report Editor - SS ACO1 first half of 1987
c) The need for improved software cases the state project: Dbase SSAC application 1986-

1988
d) Official use of Dbase application written in the Central Laboratory for Radiological

Protection begins in December 1988. Old Code 10 and fixed format.
Possible option for labelled format 1990 tested, not used.

2. Present status - no change

a) Operating system DOS/WIN
b) The SSA.C System is based on commercial software dBase 3p
c) Only small upgrade for laser printer and 3,5" diskettes has been made to Dbase 3+

Application.
d) Testing: not Y2K compliant.

3. Planned upgrade:

a) Answer to the IAEA letter of 19 May 1998 (6 digit format).
b) Consultation in SGIT in December 1998 and answer to the letter (22.12.1998) from

director of SGIT.
c) Operating system Windows98/NT - Y2K compliant.
d) Commercial software Access for Windows (is Y2K compliant ?)
e) Dedicated Application for Access with MDB format database files will be created.
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YEAR 2000 ASSESSMENT: FOCUS ON SYSTEMS

M.M. DILLNER
D.H. RASSAT
Pacific Northwest National Laboratory (PNNL)
Richland, Washington, USA

During the past three years, PNNL has been actively working with the U.S.
Department of Energy (DOE) to understand the Year 2000 impacts that exist, and
perform appropriate remediation of critical systems. During this time period,
increased Year 2000 awareness and reporting at the various levels of DOE and the U.S.
Congress began to unfold and be revised. At this point, PNNL is on schedule for
implementation of all mission-essential system by April, 1999.

The Year 2000 problem has the potential for effecting software, hardware,
embedded chips, control devices, as well as telephone and power equipment.
Discovering the Year 2000 problems by performing a complete assessment has been
compared to "finding a needle in a haystack". Product suppliers have been reluctant
to release specifications or system behavior related to Year 2000 issues and are hesitant
to make any Y2K. readiness or compliance statements. The U.S. recently passed
legislature to loosen legal liability to drive the industry to share more Y2K
information.

Successful Y2K remediation requires that a risk assessment be performed based
on a view of the "complete" system (e.g., input, outputs, infrastructure, operating
systems, communication mechanisms, and developmental tools such as compilers). In
many organizations, the critical computer and equipment infrastructure is managed by
one component. This infrastructure organizational component must be intimately
involved in defining the scope of work (e.g., what constitutes infrastructure versus
what components belong to an application/system).

All the DOE facilities have followed the Year 2000 life-cycle of system
inventory, assessment (system and risk), renovation, testing, transition planning,
implementation, validation and business continuity planning. Within this process,
each organization has used their particular systems life-cycle methodology. DOE H Q
is tasked with performing appropriate Independent Verification and Validation (TV&V)
at key milestones during the remediation.

PNNL would like to share lessons learned about our entire Year 2000
program, particularly in the areas of performing Year 2000 assessments, the
identification of appropriate system remediation, and project tracking mechanisms.
Many aspects can be reviewed including: describing the standard process, identifying
organizational commitment and staffing, approach to the identification of risk
assessment and creation of a baseline inventory, identification of system scope per
organizational unit, guidelines versus requirements, and IV&V. All of these items
apply to the four topic areas (instrumentation issues, applications software, reporting
systems, and physical protection issues) referenced in the Year 2000: Progress and Co-
operation Information Sheet.
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Below are two assessment tools (a subset of the actual documents were
extracted) used by PNNL to perform the Year 2000 assessment process. PNNL
completed the entire Laboratory assessment process in less than 4 months with 4 major
operating divisions and 11 operational support units, and has remediated several
hundred systems. PNNL has had oversight and independent reviews performed by
our corporate headquarters, DOE Headquarters, and several IV8cV 's performed by
independent external organizations. With less than 10 months to complete a
successful Y2K remediation, use of existing processes and materials are recommended.

Figure 1: Year 2000 Risk Classification Matrix Figure 2: Year 2000 Product Portfolio Survey

Risk Classification

Risk Classification
Safety & Health
Risk that system
failure will have an
adverse effect...
Environmental
Impact
.. adverse impact on
the environment.
Security
... loss of security
over information or
physical
property/inventory
Regulatory
Compliance

Financial Integrity

Cost Impact
Risk that....

Customer Service
Delays... needed
information support.
Management Interest
Risk that system
failure will cause a
failure to meet upper-
management
commitments of a
political or
organizational nature.

High Priority
Control system
operations. High
likelihood of causing
permanent damage...
Control system
operations; air, ground.
water emission....

Control system
operations. High
likelihood of causing
permanent damage to
human health
Lack of time-critical
information for decisions
... regulatory
compliance....
Inability to meet major
obligations..
Will have Site-wide
impact....

Will seriously impact
regulatory..

Will seriously impact
management
commitments to high-
profile customers. Will
seriously impact public
service support
commitments.

Lower Priority
Low likelihood of
impacting safety and
health of public ..

Low likelihood of...
Work-arounds are
available

May cause delay in ...
Work arounds are
available.

May cause delay....
Work-arounds are
available.

May cause minor ...

May cause minor...

May cause minor ....

May affect internal low-
profile customers.

Internal Operations of (his Product/Tool/System(s):
14. Does this system use dates, or define data structures of type date? Yes / No
15. Are you aware of any date algorithms that are within this product? Yes / No
For instance:
• Tables that are date driven?
• Historical purging by dates?
• Temporary tables, files or working storage that involves dates or data calculations?
• User Interface that has history date logic?
• Summarization information that uses dates or is date driven?
• Reporting algorithm that uses dates or are date driven?
16. Do you know, or have you investigated/researched, the impact of the year 2000 to
this product? Yes / No
Comments:

17.Areyou aware of some of the side-affects of the year 2000 problems? Yes
Comments:

/ No

For instance:
• Sorting algorithms based on date fields?
• Date values in input or output files?
• Interfaces with mainframe systems?

Is technology older than 2 years?
18. User Interface for System? Yes / No
18.1. I f y e s t o l 8 , What is the
name?
18.2. Are there other user interfaces to the data contained in your system? Yes /
No
18.3. If yes 10 18.2, what arc they?

18.4. Do you collect date information with this interface?
18.5. Do you display date information with this interface?
19. Input External Interfaces: Number of interfaces:
19.1. What are they?

Yes-
Yes

No
No

19.2. Do you have a current context diagram for the system? M?/ Yes
(Attached? )
19.3. Do you suspect any interfaces that are unknown to you? Yes / No
19.4. Do any of these interfaces include transfer of dale information? Yes /No
19.5. If yesto 19.4, please name the affected interfaces?

19.6. Is additional analysis needed to verify any information given above? Yes / No
19.7. If yesto 19.6: What type of analysis needs to be accomplished?

Full evaluation of some / all file formats, table definitions, code reviews'}
19.8. If yesto 19.6: What is anticipated level of effort?
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DATE CHANGE AND SAFEGUARDS AT DOUNREAY

A. Anderson
Nuclear Materials Accountancy Group

C. Gregory
Head of Technology

UKAEA Dounreay
Caithness, Scotland

Dounreay is the United Kingdom Atomic Energy's establishment on the north coast of
Scotland. Established in 1955 as the UK's centre for the development and demonstration of
the fast reactor fuel cycle, the site hosts fuel manufacturing plants, fuel reprocessing plants
covering both the fast reactor and the material test reactor fuel cycles as well as a uranium
extraction plant, chemical laboratories, and a range of waste storage and treatment plants.

This paper describes how the impact of future date changes upon nuclear material
accountancy and safeguards at Dounreay has been assessed, the results of that assessment, and
the actions being taken to provide assurance that Dounreay's ability to account for its fissile
material will be unaffected by future date changes.

At Dounreay, for each plant or operation, inventories of all items potentially
vulnerable to future date changes have been produced. Unless an item can be positively
identified as having no date dependency (or if it is known to deal with future date changes
properly) it is included in the inventory. The inventories also include computer codes used for
the safe operation of the plants. The Dounreay inventory contains more than 3000 items
which were initially assessed as having potential date sensitivity, of these only 1 item
important for safety has been found not to be compliant.

The paper describes the actions taken to identify all the systems important for
safeguards and how the issues arising from the assessment of these systems have been tackled.
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THE STATUS OF THE Y2K STRATEGY IN MOROCCO

Y. Bouabdallaoui
Office of Prime Minister
Secretary of State in Charge of Post and

Information Technologies
Rabat, Morocco

The evaluation and classification is based on the following strategic sectors:

• Infrastructure
• Energy
• Water distribution
• Transportation (Airport, shipping)
• Finances
• Public sector
• Private sector
• Education (CNESTEN nuclear research center)

1. Infrastructure:
Telecom is under control, everything has been done and the deadline to carry out is
February 1999. On the other hand, we are lucky because the infrastructure is 90% digital
instead of developed countries where they had to deal with analogic system.

2. It is the same status for the energy, water, airport and customs services.

3. Finance:
All the banks and insurance systems have been reviewed and will be compliant by
January 1999.

4. Public:
There are those which have a very important automation where the problem is under
control such as Defense, Interior and Finance and there is actually a specific sub-
committee who is in charge of evaluating and monitoring of the progress. The others are
either in the process of implementing their automation plan (which takes in account the
Bug) or have only an office automation. There is a specific plan to handle those
administrations.
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5. Industry - there are three categories:
• Those which are affiliated to multinational firms (pharmacy, chemistry, ...) and those

which will benefit from the strategy of their respective headquarter. Even though,
there is a specific sub-committee which is in fact transferring know how and
experience sharing with the national committee.

• Those big industries, there is a specific plan which is under execution and again the
deadline is February 1999.

• Finally, there are those small and middle ones where actually the level of automation
is either very low or not known. For those there are some specific sensitization
actions and methodological approach to involve them in the process.

Conclusion:

Of course, we can not avoid some surprise as any country even the most advanced one
but the risk is limited by the survey that is conducted and the action plan which involved all the
actors in the process. This national and multi-sectored participation is the best tool to guarantee
the success of those actions.

Finally, Morocco is also playing a key role at the regional level (Africa francophone) a
seminar has been organized (sponsored by Infodev and ITU) in September 1998 and has been a
catalyst to push and help the other countries to launch their national action plan.

The sensitization is actually a continuous activity and strategy of the SEPTI. Tomorrow
there is a meeting initiated by the SEPTI and co-organized with MCIA and CGEM. Since June
1998, a national coordinating committee of Y2K is working under the acting presidency of the
secretary of state in charge of information technologies.
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THE STATE SYSTEM OF ACCOUNTING AND CONTROL OF
NUCLEAR MATERIAL IN ARGENTINA AND THE Y2K ISSUE

S.F. Moreno, E. Maceiras
Nuclear Regulatory Authority
Buenos Aires, Argentina

The nuclear regulatory activities in Argentina are carried out by the "Nuclear
Regulatory Authority" (ARN). To fulfil its responsibilities, the ARN has established,
developed and enforced a regulatory framework for all nuclear activities in
connection with nuclear safety and radiological protection, physical protection and
the guarantees of non-proliferation.

The goals set by this regulatory system are as follows :

To provide people with an adequate level of protection against the damaging
effects of ionising radiation,

to ensure a reasonable level of radiological and nuclear safety in all nuclear
activities performed in Argentina,

to ensure that nuclear activities and materials are not diverted for
unauthorised purposes and that nuclear activities are performed in compliance with
all the international commitments assumed by Argentina, and,

to establish criteria and standards to prevent commission of intentional events
that may lead to severe radiological consequences or the unauthorised removal of
nuclear or other materials and equipment of nuclear interest (physical protection).

In the field of the guarantees of non-proliferation, the ARN should ensure that
nuclear materials and activities are not deviated to any unauthorised purpose and that
they are performed in compliance with all international commitments assumed by
Argentina. In this regard, the National Standard AR.10.14.1 outlines the general
requirements of the State System of Accounting and Control of Nuclear Materials
(SSAC) to ensure the above mentioned objectives.

The SSAC includes an independent verification system based on national
safeguards inspections and a centralised accounting database of all nuclear materials
in all nuclear activities performed in Argentina.

The ARN has implemented two computerised databases to optimise the
programming of the inspections and their evaluation and to improve the issuing and
submission of the accounting reports:

• The System of Control of Nuclear Material (SCMN) aiming at centralise all
safeguards accounting data, and,
• The System of Safeguards Inspections (SIS) to process all the national inspection
data.
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The centralisation of all the information allows the ARN to check the
coherence and consistency of the accounting data among the different "Material
Balance Areas".

In addition, to further improves the SSAC, the ARN considered very
important that each nuclear installation maintains a computerised accounting
database (SOP) which would increase the quality of the operator's accounting and
control system. This also permits to send all relevant reports by electronic means.
When implement it in all nuclear installations, this software will facilitate the
operator and ARN activities in terms of control and auditing of items and batches of
nuclear material and the examination of records and reports. The SCMN, SIS and
SOP are linked in order to achieve the maximum benefit in terms of effectiveness
and efficiency.

The change of the millennium may have an impact not only in the dates of the
safeguards documentation (i.e., general ledgers, source data, support documents, etc.)
but also in some data generated by software or equipment in use at the installations
that also feed facility level safeguards operating and accounting records. For
instance, some software currently used for fuel elements management at the Nuclear
Power Stations and the computerised control of stock of nuclear material at bulk
installations need to be reviewed to assure that the change of the year 2000 will not
cause any problem.

Additionally, some of the data generated by computerised systems at the level
of the installation are inputs for the three integrated databases SCMN, SIS and SOP.
Therefore, the ARN is in the process of reviewing all the relevant systems at the
facility level.

The objectives and functions of this integrated system and some issues related
to the 2KY are described in the present paper.
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THE STATUS OF Y2K ISSUES IN MINT

A. Musa and A.M. Abdul Rahman
Malaysian Institute for Nuclear Technology Research (MINT)
Kajang, Selangor Darul Ehsan, Malaysia

This paper presents an overview of the present status of personal computers, computer
network equipment, computer-based laboratory equipment and also that of application software
that are available in MINT, in relation to Y2K issues.

Measures taken by MINT and the Government of Malaysia in their effort to try and solve
Y2K problems are discussed. The tests carried out on personal computers to determine whether
the system was Y2K compliant and measures taken to try and eliminate Y2K problems are
presented in this paper. One of the tests that we have carried out to determine if the computer is
Y2K compliant is the rollover test.

In MINT, we are faced with several problems in our efforts in trying to overcome the
Y2K problems. We have shared these problems in this paper.
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AN APPROACH OF THE Y2K PROBLEM

A.D. HOSSU
National Commission for Nuclear Activities Control
Bucharest, Romania

The Y2k problems arise from the early time of development of computer technology and
developer options in programming calendar data representation.

The diversity of cases in which the calendar data are used determines the need for a
rigorous search of any situation the Y2k problem can appear. Here from the need of a rigorous
check of all tasks and procedures that use calendar data and that are processed on computer
technology.

International experiences give us mile stones for readiness and compliance with Y2K
problem by list of critical dates and rules for date-sensitivity search suggestions.

These are guidelines used by the CNCAN that is the regulatory body for Nuclear
Activities in Romania for the approach of Y2K problem in the area of operation of safeguarded
facilities and physical protection and control of nuclear materials.

The guidelines had been transmitted to operators in Nuclear Activities as requirements.

The actual state of the Y2K problem is presented in the ANNEX of the paper.
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IMPACT OF Y2K PROBLEM ON PHYSICAL PROTECTION SYSTEM
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Introduction: -

Physical protection system (PPS) for nuclear installation or material addresses itself to the
protection against accomplishment of unauthorized covert or overt actions like sabotage of the
installation and theft or diversion of material. The basic objectives of PPS of any nuclear facility are -

1. Radiation Safety: - To prevent the risk to the public due to radioactive release, which may be
caused by an attack or an act of sabotage.

2. Non Proliferation: - To prevent unauthorized diversion or theft of special nuclear material

Y2K induced events are events that arise from a date related problem that is experienced by a
software system, a software application, or a digital device at a key rollover date when the system,
application, or device does not perform its intended function. December 31,1999, to January 1, 2000,
and February 28, 2000, to February 29, 2000 are examples of key rollover dates [2]. The problem may
arise because of incorrect representation of date by using two-digit year field or not identifying year
2000 as a leap year. Y2K problems can affect operation of mainframes, desktops, local area networks
(LAN) or digital control system [3] including embedded systems.

PPS systems utilize, computers and embedded controllers and are vulnerable to Y2K induced
events. However, PPS do not directly control any operation of a nuclear installation and hence do not
pose any problem directly to the operation and safety of a plant. But as PPS protects any installation
against unknown threat of sabotage, which may have potential consequences, these systems need to be
thoroughly reviewed for any Y2K induced events.

Classification of PPS systems based on Y2K risk: -

We classify the risk on PPS due to Y2K induced events in three categories viz. i) high or
severe, ii) moderate and iii) low risk. High-risk events are those which may jeopardize the operation
and safety of the plant and pose considerable problem for radiation safety as well as nuclear non-
proliferation. PPS systems, which can cause high-risk incidents, should necessarily be made Y2K
compliant. A well-coordinated plan should be envisaged to remediate such security systems. Y2K
induced incidents, which do not pose radiation safety or non-proliferation problems but may be
instrumental for mal operation of the plant are classified in moderate risk category. Systems
classified in this category can be given lower level of importance but at least user of these systems
should be made aware of the problem. Low risk incidents may not cause any serious problem but may
be considered as nuisance. As such, systems prone to such events may be ignored from Y2K
compliance point of view.

Major security systems deployed for physical protection of a nuclear installation are access
control, intrusion detection and surveillance etc. Access Control System (ACS) are used to control the
movement of authorized personnel and to prevent unauthorized access in any installation and utilize
date & time in addition to other information like card number, security zone etc. ACS pose a high risk
as per the classification suggested above, as its malfunctioning may lead to easy access to potential
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saboteur etc. It is absolutely essential that this system be checked thoroughly for Y2K compliance.
The intrusion detection system poses a moderate risk unless Y2K induced events totally impair the
functionality of the system. It is expected that date rollover may cause some reporting problem and
other nuisances. Surveillance systems are mainly for remote assessment and as such do not generally
use date except for recording and reporting purposes, which are used later for investigation or analysis
and, hence, can be classified in low risk category. Table I below present different security systems
and their associated risks as per suggested categorization above.

Table I
Name of the security system

Access Control System
Intrusion detection System

Surveillance
Distress Alarm System

Guard Tour System

Potential Y2K risk Category

High
Moderate

Low
Low

Moderate

PPS & Y2K : Our experience :-

Although there are other important dates [2], which may cause some problem, major concern
is for the key roll over date of January 1, 2000. There are three widely used solutions - (a) windowing
(b) expansion and (c) encoding. In the case of windowing, year is represented by a 2-digit number,
but a cutoff year is used to determine the century. Here legacy database does not change requiring
change only in program. In expansion technique 3 or 4 digits are used for date representation.
Although it provides a permanent fix, it require changes in both legacy database and programs The
encoding technique represents a 4-digit date in existing 2-byte field. This technique also requires
changing legacy database and program. Data must be converted from the encoded format for display.

Security systems deployed by us over last five year have utilized four-digit date representation
and hence are directly Y2K compliant. However, older systems falling in the high-risk category are
being replaced with new systems, which are fully Y2K compliant. Design philosophy of the integrated
security system developed by us, from Y2K point of view, is explained in the paper. Y2K compliance
issues for software components utilized by us, like OS, database, compilers etc. for development of
various PPS systems, have been discussed in detail in the paper. Test data used for simulating
conditions for Y2K compliance of PPS systems have also been presented in the paper.

Contingency plan for mitigating Y2K related problems of PPS:

A contingency plan is a document that defines the necessary resources, actions and data for
responding to the potential loss or degradation of a service or function due to a Y2K-induced event in a
component or system.. A contingency plan- with risk analyses, risk management strategy,
implementation and verification as per the broad outline provided in the NEI/NUSMG document
"Nuclear Utility Year 2000 readiness: Contingency Planning" [4] is presented for an SNM vault
access control system.

Conclusion:

Y2K related system failures / problems in PPS pose no threat to general safety & functioning
of any nuclear facility. But they can be potential security threat having radiation safety and non-
proliferation concern and hence should be given due importance. Reviewing and testing PPS for Y2K
compliance are easier than other systems as it does not directly affect the plant. It is possible to meet
the non-extensible deadline of this millenium for PPS with dedicated manpower and channeled efforts.
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SAFEGUARDS AND PHYSICAL PROTECTION - THE BELARUS EXPERIENCE

E. Krevsun
"Sosny" Scientific and Technical Center (SSTC)

of National Academy of Sciences of Belarus.
Minsk, Republic of Belarus

Republic of Belarus is the NIS.
All nuclear material of the State is located at the SSTC.

Before 1997, the MPC&A system was on a primitive level.

In 1997, four countries (Sweden, Japan, USA and Belarus) had connected efforts under the aegis of
the IAEA to upgrade the MPC&A system in Belarus to up-to-date level. In brief, Sweden was
responsible for the design of the protection system and the installation of the security system. Japan
provided the equipment. The USA was responsible for equipment, funding various parts of system and
training of the staff. The Belarusian side undertook the constructive work.

The goal was achieved by end of 1996 as result warm work of the all parties.

By December 1998, the MPC&A system had worked not badly during two years. Now we can declare
that a new quality level of the nuclear security was achieved at the SSTC facility.

For 1997 - 1998, the following results were achieved:
• New computerized system of accounting for nuclear materials with use of an environment

FOXPRO was created.
• On basis of equipment (Gamma spectrometer "U-Pu Inspector" of Canberra, Neutron Coincidence

Counter and others) supplied by country - donors (Japan and the USA) the measurement system for
the nuclear material control with use of nondestructive method was installed.

• The radio-relay communication line between the SSTC and Minsk was established.
• The PP system was undergone to radical upgrading.

During two years of operation there were a lots small-sized and a few large problems. Some of large
problems are:
1) Failing of the radio communication between the facility and the response force which was executed

on the basis of the "Optophon" equipment.
2) A low effectiveness of the access control system in connection with use of the Wigund cards.
3) Rapid wear of the rubbing parts in gears of turnstiles.
4) Freezing of the turnstile located on an opened air in conditions of winter.

Taking into account the new initiatives of the IAEA we intend to continue activity on perfecting the
MPC&A system on various directions. It is some from them:
1) Electronic transmission of information to the IAEA.
2) Measurement standards of nuclear materials.
3) Upgraded Wigund cards with photos of their holders.
4) Preventive measures (threat, evaluation of safety for objects, sabotage from the staff).

The Belarus experience testifies that there is a unique path for increase of nuclear and radiation safety:
cooperation and exchange by experience in a global scale.
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Starting with commercial operation of the first nuclear power plant (NPP) in
Slovakia the system of physical protection was based on the army forces guarding
outer fence of NPP and police forces guarding entrances into the NPP. This system
was not very sophisticated but effective enough in the socialism era. In eighties the
government of the former Czechoslovakia recognised necessity to upgrade this
system up to the level usual in developed western countries. As a pilot project NPP
Dukovany, now in the Czech Republic, was equipped with highly automated
protection system - so called AKOBCOE (Automated Complex of Security Protection
of NPP) based on hardware produced in Czechoslovakia.

After political changes in 1989 NPPs in Slovakia decided to cooperate with
experienced western companies in upgrading physical protection systems - so that
fully automated PC based system for NPP Jaslovske Bohunice was supplied by the
consortium Thermatom/Cegelec and for NPP Mochovce by company Landys and Gyr.

Physical protection system in both NPPs is based on principles developed for
NPP Dukovany - area of each NPP is divided into three zones:

guarded area and protected area with barriers equipped with
detection and monitored by TV system,

inner area equipped with detection.
Hardware is controlled by sophisticated software running on PC computers.

The software uses also extensive databases for storing information about status of
detection system and about persons entering nuclear facilities as well. This
information contain of course time information, unfortunately the date is in the
format with two digits for year therefore transition to the year 2000 could cause
malfunction of these systems. Operators of the physical protection system in both
NPPs are aware of this problem and prepared a schedule for its solution. Modification
of the software will be performed with assistance of the utility SE (Slovak Power
Plants) and original software suppliers till the end of 1999.

Conclusion

The computerised systems for physical protection of nuclear facilities in the Slovak
Republic use the date in a format with two digits for year therefor transition to the
year 2000 could cause serious problems. The LUD SR and operators of the NPPs are
aware of this problem and prepared a proper remedial action to cope with it during
the year 1999.
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THE PHYSICAL PROTECTION SYSTEMS AT THE CZECH NUCLEAR
INSTALLATIONS AND PROBLEMS OF THE Y2K ISSUE

J. Sedlacek
State Office for Nuclear Safety (SUJB)
Prague, Czech Republic

J. Malach
Electronic Security Information Systems (EBIS Ltd.)
Brno, Czech Republic

Since 1998 State Office for Nuclear Safety deal with the Y2K in general and
particularly to ensure nuclear safety, radiation protection and emergency planning.

In the field of the physical protection on the basis of the available data of SUJB and
from utilities there will be no problems at small nuclear facilities handling nuclear material of
the category II and III where the independent electronic alarm systems are used to ensure the
physical protection. Also there will be no influence of the problem Y2K at the nuclear power
plant Temelin (two unit of WWER-1000 reactors) which is under construction. For integrated
physical protection system of this nuclear power plant this problem has been taken into
account in the stage of the design. According to the SUJB decision the integrated physical
protection system should to start the operation at least three month before first loading of the
first unit (probably in 2001).

It was recognised the serious impact of the Y2K problem at the physical protection
system of the nuclear power plant Dukovany (4 units of the WWER-440/213 reactors in
operation), which is based on the integrated computer system.

Therefore this paper will in detailed consider how the scope of the Y2K problem was
assessed and described step-by-step action plan for fixing it. Criticality analysis revealed non-
compliant operational system what implies partial replacement of LAN components and
application software modification. Procedures for fixing the problem and thoroughly testing
the systems will be described.

The solution of the Y2K problem will be in detailed described in the safety report
according to the provisions of the Czech Law No. 18/1997 Coll. (Atomic Law) and
Regulation of SUJB No. 144/1997 Coll. on physical protection of nuclear materials and
nuclear facilities. This safety report should be approved by SUJB decision and verified by
SUJB inspection in 1999.
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IAEA PREPARATIONS FOR THE YEAR 2000 COMPLIANCE OF
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Vienna, Austria

The Department of Safeguards, IAEA, has used equipment systems for acquiring
relevant data to support safeguards evaluation and verification activities. Complementing the
equipment systems is a collection of general evaluation software systems (application
software) which support the analysis of the acquired data. In preparing for the year 2000
compliance of all safeguards systems, SGTS (Safeguards Division of Technical Services) in
IAEA, must ascertain the equipment systems and the evaluation software authorised for
inspection use will properly operate through the passage of year 2000.

SGTS has adopted the year 2000 compliance requirements published by the British
Standard Institute (BSI DISC PD2000-11998), in our investigation of equipment systems and
evaluation software. We believe when our safeguards systems meet the BSI requirements,
then inspection activities relying on these systems will proceed without interruption.

To-date SGTS has authorised 110 equipment systems for inspection use. Each
system can consist of EPROM (embedded system), a connecting personal computer with
instrument software for data acquisition and may include data evaluation software. There is
also separate data evaluation software that may apply to several instrument systems. The year
2000 compliance issue must be examined on all of the components before an equipment
system is deemed year 2000 compliant. To estimate the magnitude of this investigation
effort, we decided on an assessment matrix which allows every component to be examined
independently. We chose the assessment values:

ok = compliant,
ok* = conditional compliant,
na = not applicable,
nc = non compliant,
chk = to be checked (not known at this time)

to delineate which component is asserted to be compliant, which is to be checked, and which
is known to be non compliant. Based on the component values we assigned a system
assessment value and documented the reason in the tracking spreadsheet. We assigned
component assessment values based on the current safeguard use of the system. Relevant
notes are recorded in the spreadsheet as an attempt to document the assessment process.

To investigate the year 2000 problem in the evaluation/analysis software, we
performed mock-up tests. In these "black box" tests, we set the date/time parameters and/or
adjusted test data sets to cover the passage to year 2000, and analysed the test results for
significant difference. We have found most of the evaluation software are compliant, but 9
instrument systems have been found to be non compliant to-date. The non-compliant
software is to be phased out by year 2000 as a by-product of our initiative to upgrade DOS
applications to Windows.
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For safeguards equipment systems we have not evaluated non-compliance by
severity nor prioritised the remedial of the defective systems. It is essential for safeguards
activities to have all authorised systems year 2000 compliant, through upgrades and/or
replacements. Actions are in progress to make the equipment systems and evaluation
software year 2000 compliant. Since some of the equipment systems are in the field,
implementation of upgrades and replacements will be planned.

47



XA9951868
IAEA-SR-208/34

Y2K ISSUES FOR REAL TIME COMPUTER SYSTEMS FOR
FAST BREEDER TEST REACTOR

P. Swaminathan
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The year 2000 problem, often called Y2K or the Millennium Bug, is causing increasing
concern in many countries as its national and international implications become clearer. Y2K
problem originated in the 1950s and 1960s, when computer programmers used only the last two
digits to represent a data in order to save computer space.

The functioning of the computer systems depends upon hardware, operating system, and
application program as one layer over the other. Y2K problem can originate from any of them.

Y2K problem may originate from hardware itself depending upon the number of bits used
for storage of offset year from base year. This feature varies system to system.

Even if hardware does not pose limitation, Y2K problem may originate from earlier versions
of operating systems like RSX -11M, VERSADOS, etc. They may accept and return only two
digits for year.

Even if hardware and operating system do not pose any Y2K problem, application packages
like Wordstar or application program developed for specific requirement, may use only two digits
for year. Hence the cause of Y2K should be analysed for every computer hardware, operating
system and application program.

Fault tolerant computer based Supervision and Control System is used for Fast Breeder Test
Reactor (FBTR). Computer system supervises the reactor core against flow blockage, clad hot spot,
and power excursions. If the expected temperature rise deviates from actual temperature rise in fuel
sub assembly by more than 10 °C, computer system initiates "Trip" order to the Safety Logic
System. Besides supervision and control, computer systems are used as Events Sequence Analyser
and Fast Data Acquisition System for analysis of reactivity transient.

PDP11/84 Computer System and UNIPOWR Computer Systems are used in Fault tolerant
mode for supervising the reactor core of FBTR. Supervision software is developed in FORTRAN-
77 under RSX-11M Operating system running in PDP11/84 Computer system. Similar supervision
software is developed in "C" under VERSADOS operating system running in UNIPOWER system.
Both systems are not Y2K compliant. The Y2K issues are discussed in detail and Software patches
for each system are further detailed.

Industrial PC System is used as Event Sequence Analyser. Application program is
developed in PASCAL under MS DOS Operating System. The software is already designed with
Y2K compliance. The software design is explained in detail.

IBM PC Computer system are extensively used in IGCAR for Data base application,
Scientific Computation and Office Automation. Y2K problem in IBM PC Computer Systems is
analysed with respect to different BIOS, Operating System and application packages.
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THE YEAR 2000 EMBEDDED SYSTEMS PROBLEM TO MAINTAIN THE SAFETY
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M.S. ARDISASMITA
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Jakarta, Indonesia.

The Year 2000 (Y2K) computer bug has the potential to affect the safety and
operation of our nuclear research reactors, other major nuclear facilities, and the entire
electrical power grid. The solution to solve the millenium problem has to be done in a
structured way. The problems may impact on nuclear installation in a number of ways
because embedded systems are used in nuclear routine operation and control systems. To
analyze an embedded system requires a team with a detailed knowledge of both hardware and
software of the system. A general-purpose definition of embedded systems is that they are
devices used to control, monitor or assist the operation of equipment, machinery or plant.
"Embedded" reflects the fact that they are an integral part of the system. All embedded
systems are or include computers or microprocessors. The very simplest embedded systems
are capable of performing only a single function or set of functions to meet a single
predetermined purpose. In more complex systems an application program that enables the
embedded system to be used for a particular purpose in a specific application determines the
functioning of the embedded system.

BASIC language
programming

FLASH typa EPROM
programmer

32K1O S12KRAM

FIG. 1. A Type of Embedded Controller

BAT AN operate three research reactors, one pool type reactor, and two Triga Mark II
type reactor of 1000 kW and 100 kW thermal power. The pool type reactor having maximum
30000 Watt of steady-state thermal power produces thermal neutron flux as 2 x 1014

n/cm2sec. It is used for radioisotope production, nuclear material and science research and
development as well as for training and education. This reactor has an intrinsic safety feature
and is equipped with the Engineered Safety Feature. These are to assure high safety level of
reactor and fulfill the "fail safe" principle. The intrinsic safety feature means that the reactor
core has enough negative reactivity coefficients that will limit the sudden increase of power.
The engineered safety feature means that the reactor has a protection system and residual heat
removal system. The reactor also has excellent protection systems. If there were a failure on a
rector system, the reactor protection system would immediately respond to it by
automatically shutdown the reactor and it is followed with other precise actions which

49



depend on the type of the failure. With this kind of protection, the probability of accident
would be very small.

The simplest embedded devices consist of a single microprocessor which may itself
be packaged with other chips in a hybrid system or Application Specific Integrated Circuit
(ASIC). Its input comes from a detector or sensor and its output goes to a switch or activator
which (for example) may start or stop the operation of a machine or, by operating a valve,
may control the flow of fuel to an engine. The following four categories are those which the
Institution has used:
(1) Individual microprocessors

These may be found in small devices such as temperature sensors, smoke and gas
detectors, circuit breakers, etc.

(2) Small assemblies of microprocessors with no timing function
These may be found in flow controllers, signal amplifiers, position sensors and
valveactuators.

(3) Subassemblies with a timing function
Devices such as switchgear, controllers, lifts, data acquisition and monitoring systems,
diagnostic and real time control systems may fall into this category. These systems may
be local elements in a larger system to which they pass data collected by their sensors.

(4) Computer systems used in manufacturing or process control
This relates to cases where the computer is connected to plant or machinery in order to
control it. In such systems the computer is used for overall control and monitoring, rather
than for direct control of individual devices within it, which almost certainly involves
other kinds of embedded systems. Embedded systems in our organization are also been
found in security critical systems. These include systems for the security of buildings and
premises, and in the communication systems on which these depend

The general problem is that:
(a) No one knows how many embedded systems there are and where they are, and they are

not always easy to detect.
(b) No one knows which embedded systems have devices in them that depend on date

information.
(c) Additional date problems are discovered: in some cases these are if anything even more

difficult than the original two-digit year problem.
(d) It is difficult to get the information needed to decide which systems are at risk.
(e) Knowledge of the application in which the systems are used, and skills in engineering and

information technology.
(f) The skills are increasingly in short supply and becoming more expensive to obtain.
(g) The proportion of really significant cases may be quite low but all systems have to be

considered.
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Aquila Technologies Group (ATG) has been evaluating the impact of Y2K issues since
May 1998; particularly as those issues impact products provided for Safeguards applications.
Per ATG's ISO 9001 program, procedures have been developed to provide consistency in the
Y2K evaluation process.

These procedures incorporate the industry standard of taking inventory, performing an
impact analysis, and Y2K testing. However, because ATG's Safeguards product line of
time/date based systems use Commercial-Off-the-Shelf (COTS) components, ATG must
constantly evaluate those products for Y2K compliance. Uncontrolled changes in OEM
provided products incorporated in imbedded systems and BIOS and time/date components in
processors affect the utility of the Safeguards end product.

Therefore, even after a design product is determined to be Y2K compliant, continual
Y2K compliance must be verified during the manufacturing life of the product. This testing is
accomplished and controlled in ATG's Product Specific Quality Manufacturing (PSQM)
procedures by performing "high risk" dates evaluations. Most of these procedures are
applicable to products from other sources and may be implemented directly by the IAEA and
the member states for Safeguards items that are no longer supported by the original supplier.
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