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OVERVIEW OF THE SAFEGUARDS INFORMATION TECHNOLOGY DIVISION

K. CHITUMBO

Director, Division of Safeguards Information Technology, International Atomic Energy
Agency

Wagramer Strasse 5, PO BOX 100 Vienna A-1400 Austria

The Division of Safeguards Information Technology, previously known as Safeguards
Information Treatment, has been reorganised to respond to the current needs in the
Department of Safeguards to strengthen the Safeguards activities. The Division has three
sections focusing on: Systems Infrastructure Support, Information Support Services and
Software and Hardware Services.

Systems Infrastructure Support Section covers the areas of Systems and Communication and
Database. The activities include: Network and LAN Administration, Security (SG Firewalls)
and Unix (SUNS), End User Support, Data communication and Remote Monitoring,
Database connectivity, Database Management, Change Management System.

Information Support Services Section covers the areas of processing State Declared
Information and Information other than State Declared. The activities include: Processing
NPT and NNPT Accounting Data, Processing Protocol Information Reports, Support
Safeguards Implementation, Support and Participation in State Evaluation, Analytical Tools
Identification and Support, Maintaining Open Source Databases, Process and Review
Information Sources, Trafficking.

Software and Hardware Services Section covers the areas of Project Management and
Support for Operations and Support Divisions. The activities of this Section include:
Development, Maintenance/Enhancement of Software, End User Software and Hardware
Services, Outsourcing Contracts.

Other activities currently co-ordinated from the Directors Office: Departmental IT Strategic
Planning, Security Review and Potential Use of Commercial Satellite Imagery.

Future activities will include implementation of the recommendations coming out of the
Departmental IT Strategic Plan and use of more efficient and effective technology in support
of the implementation of strengthened safeguards system.

The system of international safeguards is a reflection of the interest and needs of the Member
States of the IAEA. The development programme for strengthened and more efficient
safeguards received considerable help from States through substantive support, detailed
comments and broad endorsement. The Agency looks forward to a continuation of this high
level of co-operation, as we move to strengthen the safeguards system and to cope with the
ever increasing pressure on limited Agency resources.
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STATUS OF SAFEGUARDS INFORMATION
REPORTING AND PROCESSING

M. Albert, Section Head,
IIS-SGIT, IAEA

As an introduction to discussions to be held during the Seminar, this paper
broadly reviews the current status of SGIT's (Division of Safeguards Information
Technology) activities in Safeguards information reporting, processing and use, with
special emphasis on recent developments. An update is given on the nature and volume
of established activities in Nuclear Material Accounting and Transit Matching. New
activities in connection with INFCIRC/540 and the processing of resulting declarations
are reported. The paper also presents activities established to support information
evaluation in the framework of the Strengthened Safeguards System, such as open source
information collection and use. Technical developments in the area of software,
databases and communication are also introduced.
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Evaluating Safeguards Information

A. Nilsson
Safeguards Senior Coordinator
Department of Safeguards
International Atomic Energy Agency

Synopsis

Information has been a cornerstone of international safeguards since they began. Under a
strengthened safeguards system, governments will be submitting more information on nuclear
and nuclear-related activities in their countries. IAEA inspectors will have greater access to
facilities for inspections and will have at their disposal an increased flow of information both
from States and open sources. It is essential to ensure that all the extensive knowledge,
experience and information available are adequately brought to bear upon and integrated into
safeguards conclusions. One important element in this process is a comprehensive evaluation
of the consistency of State declarations with other available relevant information.

Country Officers carry the responsibility to evaluate all available, safeguards related
information for a State. In this process, the Support Divisions provide information,
methodology and software and also contribute to the actual evaluations. An Information
Review Committee reviews the evaluations and provides conclusions and recommendations
on follow-up activities to the Deputy Director General for Safeguards. The Committee may
perform additional assessments or evaluations and is, inter alia, to review the quality and
relevance of information and methodology used.

The presentation gives further details on the process and its implications on the safeguards
system.
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ABACC's SYSTEM OF NUCLEAR MATERIAL ACCOUNTANCY

Ruben Osvaldo Nicolas
Brazilian-Argentine Agency for Accounting and Control of Nuclear Materials, (ABACC)

Rio de Janeiro, Brazil

In December 1991, the Agreement between Brazil and Argentina for the Exclusively Peaceful
Uses of Nuclear Energy entered into force [1]. The agreement, inter alia, determines the control over
all nuclear materials in all nuclear activities in both countries. To verify this commitment, the
Brazilian-Argentine Agency for Accounting and Control of Nuclear Materials (ABACC) was created
and the Common System of Accounting and Control of Nuclear Materials (SCCC) [2] established.

The Secretariat of ABACC started its operations in July 1992, and almost immediately, began
to receive reports on the inventories of nuclear material present in all nuclear activities of each State
Party.p]

The Quadripartite Agreement [4], signed among Argentina, Brazil, the International Atomic
Energy Agency (IAEA) and ABACC, entered into force on 4 March 1994 and, as of June 1994,
almost all inspections have been carried out jointly by ABACC and the Agency.

The Initial Report on nuclear material submitted by Brazil and Argentina under the
Quadripartite Agreement (as of 31 March 1994) involved the automated processing of the accounting
data of each facility per category of nuclear material. ABACC sent the Initial Report to the IAEA on
30 April 1994.

Early in the beginning of its operations, ABACC started to develop its automated accounting
system for a Personal Computer (PC), taking into consideration that its accountancy data base should
be:

• structured in accordance with the reporting system established in Annex I of the General
Procedures of the SCCC, that is, equivalent to Code 10;

• sufficiently flexible to allow the processing of data in different formats (ABACC received
reports in five different formats prior to the entry into force of the Quadripartite Agreement);

• able to obtain in an effective and rapid manner the information requested by other units of
ABACC;

• able to match shipments to and receipts from the MBAs;

• rapidly implemented since ABACC began to receive the accounting reports from the States
Parties almost simultaneously with its implementation.

The software was fully implemented in the second semester of 1994 using Dbase HI Plus and,
during 1995, was changed to the Fox Pro for Windows. Many improvements were incorporated since
them and others are planed to be incorporated in the next future.

At present, the main function of the software developed are:

• to input the data manually or in electronic media (diskette);

• to generate the accounting reports in the proper format for transmission to the IAEA by
magnetic media (diskette);

• to check the fields based on the code 10 provisions;

• to calculate the nuclear material inventory for all categories for a selected Material Balance
Area (MBA) and date. It is possible to consider each country as an unique MBA;

• to list all the inventory changes after a given day ordered by date and grouped by element
category of nuclear material present in the selected MBA;



The program developed has shown to be satisfactory to fulfill the objective of ABACC as far as
nuclear material accountancy is concerned.

The procedures followed by ABACC and the use of the software developed, allowed that the
reports sent to the IAEA after the Quadripartite Agreement entered into force, had no significant
number of mistakes. The mistakes were less than 2 % of the total entries sent to IAEA between April
1994 to April 1995 and practically 0% between April 1997 to April 1998.

Furthermore, with the utilization of the software developed and with the collaboration of the
respective National Authorities that began to sent its reports in magnetic media, the delay between
ABACC receiving the reports and sending to the IAEA was reduced from about 8 to 2 working days.
The provisions of the SCCC and the Quatripartite agreements foresee a maximum of 8 working days
for ABACC for processing the accountings reports without introducing a extra report delay when are
sent to the IAEA.

Statistics of the reports processed before and after the entry into force of the Quadripartite
Agreement are showed.
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DEVELOPMENT OF A STATE SYSTEM OF ACCOUNTING AND CONTROL AND SOUTH
AFRICA'S EXPERIENCES IN THE IMPLEMENTATION OF AN UPDATED COMPUTERIZED

DECLARATION AND REPORTING SYSTEM

H J Minnaar
Atomic Energy Corporation of South Africa Ltd (AEC)

South Africa

Introduction

Upon acceding to the NPT on 10 July 1991 Safeguards were not unknown to South Africa. Type
66 Agreements were previously applied to a Research Reactor (1967), Nuclear Power Station
(1977) and Hot Cell Complex (1987). A Comprehensive Safeguards Agreement was signed on
16September 1991 and the Initial Report submitted on 30October1991. Completeness
verifications by the International Atomic Energy Agency (IAEA) started in December 1991 and
were completed in 1994. South Africa's nuclear activities comprise four item facilities, eight bulk
handling facilities, a decontamination facility, five storage facilities and two locations outside
facilities.

Implementation of Safeguards

The Nuclear Energy Act, 1993 identifies the Atomic Energy Corporation (AEC) as the State
Authority to implement the Safeguards Agreement with the IAEA (INFCIRC/394). This function is
exercised by the Non-Proliferation Department. The Minister of Minerals and Energy controls the
import, export, acquisition and disposal of nuclear material and equipment as defined in the
Trigger Lists of the Zangger Committee and Nuclear Suppliers Group, in consultation with the
AEC.

Nuclear Material Accounting and Control: 1991 to 1995

The Initial Report, prepared manually in a very short time, gave quantitative data on all types of
nuclear material for each facility accompanied by an attachment with detailed explanations. ICRs,
PILs, MBRs in Code 10 Fixed Format submitted by facilities from 1991 to 1992 were handwritten
and following through to 1995 as computer printouts but still manually prepared. These reports
were entered into a computer and accounting reports produced were submitted as hard copies to
the IAEA up to October 1994 when formats were standardized and a computerized consolidated
TXT Report on test diskette with corresponding hard copies were dispatched. Diskette transmittal
was implemented as the official transfer medium from January 1995. The computerized system
consisted of three PCs, one to enter data and the other two to serve as the database.

Updated Computerized Accounting System

Towards end 1995 South Africa and the IAEA agreed upon South Africa establishing a report and
records system in Labelled Code 10 Format and to develop the General Ledger (GL) and Itemized
List of Inventory (ILI) to accommodate the In-Field Support System (IFSS). Labelled Code 10 has
less limitations than Fixed Format eg. characters per field and report lengths are not limited. The
IFSS requires specified data fields of variable length, but specifies maximum number of
characters for certain fields for the GL and ILI and allows IAEA inspectors to examine records
(reconciling GL with source documents) and to compare records (comparison of ICRs received
from the State Authority with Operator GL). After a trial period of one year Labelled Code 10 was
officially implemented in January 1997. IFSS is fully implemented in five facilities and is
functioning satisfactorily. Data is transferred from facilities on diskette or E-mail to the State
Authority and the State submits reports on diskette to IAEA in TXT file. SSACs computerized
system currently consists of ten PCs on an Internal Network (Hybrid). The system also offers
quality control checks. Problems did occur, but most could be solved. The corrections of
estimated and nominal values declared in the Initial Report were no easy task. As the various



Facility Attachments entered into force the Batch Names and Material Description Codes proved
to be insufficient and inconsistent and the Department was compelled to develop a new set of
Batch Names as well as revise Material Description Codes where applicable. Reporting delays
were eliminated by applying tight reporting schedules and strengthening Quality Control Checks.

Interface

Communication with the IAEA and assistance to operators are keystones to a well functioning
SSAC. The IAEA presented a Seminar and Workshop after South Africa signed the NPT. The
State is continuously in contact with SGOB and SGIT. Assistance is continuously given to plant
Operators in developing and improving record and measurement systems. An abbreviated
training manual was developed and workshops are presented to facility Operators and nuclear
accountants by the Non-Proliferation Department on accounting and inspection matters.

Conclusion

Evaluation of South Africa's safeguards system developed over the past seven years indicates
that it is functioning well. Some aspects need to be improved, however, and streamlining the
system is an ongoing process.
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STATUSE AND PERSPECTIVES OF THE UKRAINIAN SSAC
AFTER FOUR YEARS OF DEVELOPMENT

S. LOPATIN,
Ministry for Environmental Protection and Nuclear Safety, Kiev, Ukraine

The creation and development of Ukrainian State System Accounting for and Control of
nuclear materials began at 1992 after the declaration of Independence and State declaration about
wish to get out of nuclear weapons from the territory of Ukraine and became the Non-nuclear
weapons state.

But only at 1993 we put the first stone to the legislative basis and issued first regulatory
documents concerning of the SSAC. State accounting system started to work since 1994 when we
began to receive reports from facilities. We used the software (abbr. USS - Ukrainian State System)
which has been developed by Swedish Company AMC Konsult AB with funding of Swedish Nuclear
Power Inspectorate (SKI).

One year of experience of work with the system accounting for nuclear materials allowed us
to implement of provisions of Safeguards Agreement between Ukraine and IAEA, which entered into
force on January 1995. Initial report and further reports has been submitted on electronic medium
(diskette), which used to send to the IAEA via diplomatic mail through Ministry of Foreign Affairs.

At December of last year Ukrainian Parliament ratified the Safeguards Agreement in
connection with NPT and it entered into force in January 1998 and replaced the existing at that time
Safeguards Agreement. There has been conducted the next way of transition from the old to new
Agreement: we provided the summarized lines of each kind of nuclear materials for each Material
Balance Area on date 28 of February and confirmed designations of IAEA inspectors by official
letters.

Specific features of Ukrainian accounting system.

• National authorities are responsible for accomplish of SSAC

According to Law of Ukraine "On nuclear energy utilization and radioactive safety" the
regulatory body on nuclear and radioactive safety creates and conducts of State system accounting for
and control of nuclear materials. Operator is responsible for accomplish of accounting for nuclear
materials on facilities. So, National authorities are divide on two parts.

1. Regulatory body - Ministry for Environmental Protection and Nuclear Safety, Nuclear Regulatory
Administration. Two support organizations are involved: Main State Inspectorate providing with
supervision of MC&A systems on facilities and State Scientific Technical Center on Nuclear and
Radiation Safety as technical support organization.

2. Operators who possess of nuclear material are under four Bodies: Ministry of Energy, Academy
of Science, Ministry of Science, Ministry of Industry Policy.

• SSAC report processing in State Office

The facility's reports are checked and collected in the State database. At present the Ukrainian
Authority operates the Swedish program module USS. The module provides General Ledger handling,
processes Inventory Change Documents (ICD) received from facilities, and generates reports ICR,
MBR, PIL for dispatching them to IAEA in format required by Code 10.

• Used software on different facilities.

The similar program modules were installed at all facilities (except Rovno NPP), which are
completely compatible with data formats to the module, operating in State office. The facilities report
their inventory changes of nuclear material and Physical inventory listings (PIL) to the State office.



All facility's reports must be on electronic media in especial format. The format described in the
regulation document.

• Current situation with developing of software.

The USS module fulfills the minimal requirements for reporting to the IAEA. It is not sufficient
for appropriate nuclear materials accounting on the State level. There is a need in improving of the
software to carry out our advanced requirements. The need is based on experience in using the USS
module in the Safeguards office and manual processing of large amount of information. The software
to be improved is in the topics as follows:

1. Graphic interface.

2. Report Log Handling.

3. Links between MBA's and multi-MBA calculations.

4. Accounting for nuclear materials transfers between KMP's.

5. Subsidiary databases.

Since 1995 the United States Argon National Laboratory is developing Automated Information
Material Accounting System (AIMAS) of accounting for nuclear material. Beta version of the system
is being tested at some Ukrainian facilities.

Problems with Initial report verification on some facilities.

There were no problems with verification of initial declaration of NPPs with WWER reactors
and it has been completed during 1996-97. Initial report verification has been completed on some
facilities with delay due to various reasons.

Situation with Additional Protocol to Safeguards Agreement

• Status of preparations on signing of Additional Protocol.
• Problems faced during the preparation of the signing the Protocol

Illicit Trafficking of Radioactive Materials

• Existing legislation on this field
• Authorise bodies
• Reporting on illicit trafficking of radioactive materials
• Developing of National Program on preventing of trafficking of radioactive materials.
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Experience in Implementing IAEA Safeguards Accounting and Reporting Requirements in
Pakistan

M. Saced Mulla,
Pakistan Atomic Energy Commission,
Islamabad - Pakistan

Pakistan has concluded several Safeguards Agreements with Agency covering safeguards on a
C'ANDU type reactor (KANUPP) of 137 MW(e) [1], a swimming pool type research reactor of 10 MW
(ihermal) [2], a small tank in pool type research reactor (commonly known as Miniature Neutron
Source Reactor) with thermal output from 30-87 kw [3], and a 300 MW(e) pressurized light water
reactor (CHASNUPP) [4]. The safeguards agreements for these facilities have been concluded under
the Safeguards Document INFCIRC/66/Rev.2 which is a model for countries not parties to the
comprehensive safeguards agreements with the Agency. The types of Agreements for application of
sail-guards in Pakistan extend from trilateral Safeguards Agreements to unilateral submission
Agreements. The Subsidiary Arrangements (SAs) for the former three facilities are in force while the
negotiations are underway for agreement of SA for the under construction 300 MWe PWR nuclear
power plant.

The establishment of a State System of Accounting for and Control (SSAC) of nuclear material
is not required under INFCIRC/66/Rev.2, however a group has been set up at the national atomic
Hnergy Commission's level for co-ordinating all safeguards matters with the Agency and for the
scrutiny of the accounting reports received from safeguarded facilities. The reporting frequencies for
accounting reports at our facilities vary considerably. The reports are prepared and sent monthly by
KANUPP, while for the two research reactors the accounting period is six months.

Accounting data is submitted to the Agency in a standardized format by countries having 153
ispe agreements in force. The other countries not parties to comprehensive safeguards agreements use
non-standardized formats (agreed in respective facility attachments) for submitting accounting data.
Although he formats of reporting differ in both cases, the contents of Accounting/Material Balance
Reports presently being submitted to the Agency showing, beginning inventories, details of inventory
changes, ending inventories and MUF etc. are essentially the same. In facility attachments being
negotiated for CHASNUPP, reporting requirements and report formats closely resemble those required
under comprehensive safeguards agreements, though the terminologies like MBR, ICR etc. have not be
used.

Being a 66 type country, in Pakistan, not only nuclear material, but non-nuclear material also
conies under safeguards under the respective Safeguards Agreement. KANUPP for example submits to
the Agency monthly accounting reports related to the heavy water used as moderator and coolant.

For its under construction 300 MW(e) NPP, Pakistan is providing information to the Agency in
the form of Notifications for arrival of reactor facility, (consisting of nuclear reactor, pressure vessel,
control rods and fuel charging and discharging machine) and nuclear material in Pakistan. The
Notifications have to be made to the Agency within thirty days of the arrival of reactor facility and
nuclear material in Pakistan. All INFCIRC/66/Rev.2 type safeguards agreements require, the Agency to
establish and maintain an inventory of facilities, equipment, nuclear and/or non-nuclear material
subject to Agency safeguards. The Agency lists the inventory items into three categories referred to
either as Category I, II, III or Main Part, Subsidiary Part, Inactive Part respectively. The notifications
presently provided for CHASHMA NPP are being listed by the Agency in Category I or Main Part as
»I icy will be used in the principal nuclear facility.
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In about 35 years of implementation of Safeguards in Pakistan some 234 inspections have been
carried out successfully by the Agency. The reporting of nuclear and non-nuclear material data to the
Agency during this periods has gone very smoothly. The desire of fulfillment of reporting
responsibilities on our part has created a working relationship of openness and cooperation with the
Agency which we sincerely believe will continue on the same footings.

References
111 Agency Documents INFCIRC/116 and INFCIRC/135
121 Agency Document INFCIRC/34
|3[ Agency Document INFCIRC/393
14 j Agency Docu ment INFCIRC/418
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SAFEGUARDS INFORMATION TREATMENT IN JAPAN

Tsuneo Suzuki, Hiroshi Okashita*

Safeguards Information Treatment Division,
Nuclear Material Control Center,

Tokyo, Japan

Japan has concluded a safeguards agreement based on the model agreement INFCIRC/153

with the IAEA in 1977. On the other hand, Japan has concluded atomic energy cooperation

agreements with Australia, Canada, China, France, the United Kingdom and the United States of

America. In all of these bilateral agreements, Japan has pledged to apply the IAEA safeguards to all

nuclear materials covered by the corresponding agreements, and also has the obligations such as

advanced consent for retransfer and reporting the inventory of nuclear material to the supplier country.

Japan fulfills IAEA safeguards requirements and these obligations pursuant to the bilateral agreements,

maintaining a state system of accounting for and control of nuclear materials in accordance with

relevant laws and regulations.

The law requires that the facility operators implement and maintain a reliable system of

accounting and control of nuclear material in their facility. The law also requires that the facility

operators shall prepare their own rules and methods for accounting and control of nuclear material and

must obtain approval of the Minister of State for the Science and Technology Agency (STA) prior to

using any nuclear material at their facility. According to the Nuclear Regulation Law, users of

"material and equipment under international regulations", such as nuclear source material, nuclear fuel

material, nuclear reactors and other material or equipment, to which the safeguards or other

regulations based upon the international commitments apply, are classified into three categories. The

first category includes users who have been specifically designed by the Authority as the operators of

those business or activities such as refinery, fabrication, reactor, and reprocessing. The second

category includes operators who have a license given by the Prime Minister for using nuclear fuel

material. The operators of this category are not classified either into the 1st category nor into the 3rd

category. These operators are defined in the provision (Article 52 of the Nuclear Regulation Law)

and called simply as "User". The third category consists of users who are not required to obtain the

license above mentioned but handle small quantities of natural or depleted uranium (<=300g) or

thorium (<=900g). Facility operators of the third category are usually called as "small-quantity

users".

All facility operators in these categories must obtain approvals from the Prime Minister for
their own rules of accounting for and control of the material and equipment before the use in order to
secure appropriate systems of accounting for and control of the material and equipment. The facility
operators are required reports on nuclear material, material and equipment to the "Government", in the
case of Japan, the International Affairs and Safeguards Division of STA is the responsible body.

* At Present, Technical Senior Staff, NMCC
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The operators of 1 st and 2nd Category except those of refinery shall prepare and provide the

Minister of STA with the following reports:

• Inventory Change Report (ICR)

• Material Balance Report (MBR) with Physical Inventory Listing (PIL)

• Obligation Control Reports (OCRs)

• Report of Program of Shipping & Receiving of Nuclear Fuel Material and Program of

PIV

• Report of Import & Export of Nuclear Fuel Material

• Report of Receiving & Shipping of Moderator Material and Equipment

• Report on the Control of Moderator Material and Equipment

The operators of 3rd Category shall prepare the Semi-annual Material Balance Report on each
material balance area twice a year, and provide the Minister of STA with those reports within 30 days
after the last days of June and December.

All nuclear material accountancy information is treated at the Nuclear Material Control Center
(NMCC) which was designated by law in 1977 as the official organization for the treatment of
safeguards information.

All of the accountancy reports (ICRs, MBRs and PILs) are examined with the aid of computer

to confirm their correctness. The first step of the examination is to confirm whether they have been

prepared in the right way with respect to the regular format required by the national system of

accounting for and control of nuclear materials. During this process simple errors such as syntactic

ones are excluded completely. The second step is to validate the data appeared in each report by

checking consistency with corresponding declarations in the Design Information or the Facility

Attachment. Then every report is reviewed on mutual consistency between shipper's and receiver's

reports. After completion of these validation processes, all of the accounting reports are written on a

diskette in accordance with the IAEA's formats, which are slightly different from those required by the

national system. The final step is to dispatch the diskette to IAEA via STA, who send it with a

diplomatic pouch. It usually takes two weeks from receiving accounting reports from operators to

dispatching the diskette to IAEA. Besides preparing diskettes for IAEA, NMCC produces many

types of accounting reports, some of which are necessary to fulfill the national obligation required by

bilateral agreements and some are relating to inspection activities. All of the other reports are

processed similar to these accountancy reports.

13
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NUCLEAR MATERIAL ACCOUNTING CORRECTION HANDLING BASED ON THE
DATE OF ACCOUNTING OR THE DATE OF THE PHYSICAL EVENT

B. CROSS
Section for Information Support Services, SGIT, IAEA

Two types of nuclear material inventories are recognised by INFCIRC/153 as being of
relevance to IAEA Safeguards: physical inventories and book inventories [1]. In general, the
Agency insists that the dates of inventory change reported in Inventory Change Reports
(ICRs) for both original and correction entries are the date of the physical inventory change
transaction. This assures that the calculated book inventory at any time closely approximates
the physical inventory, with the difference being attributed to rounding adjustments and
material unaccounted for (MUF). If errors in the information initially reported for an
inventory change are determined after the close of the material balance period in which the
original inventory change occurred, any intervening Material Balance Reports (MBRs) and
accompanying Physical Inventory Listings (PILs) must also be corrected to reflect the change
in inventory that is actually at the MBA. Thus, the physical inventory reported in the MBRs
and PILs reflects the book inventory obtained by considering the original inventory changes
during the material balance period plus those corrections that occurred after the end of the
material balance period.

This method of handling corrections is called the Virtual Replacement Correction
Principle (VRCP) by the Agency.

An alternate method of handling corrections to ICRs has been suggested [2], [3]. Under
this system, corrections to ICRs are reported with the date on which the correction was
established and entered into the accounting records of the MBA. Under this correction
handling method, the reporting of corrections that affect inventory changes occurring in
previous material balance periods do not require the submission of corrections to the
intervening MBRs and accompanying PELs, thereby simplifying reporting from the State.
This method of reporting ICR corrections is more in keeping with the manner in which the
accounting records are maintained at many MBAs; it also leads to a simplification of the
inspection activity dealing with the verification of accounting reports submitted by the State to
the IAEA and the accounting records maintained by the MBA. This method of handling
corrections, however, means that the book inventory and the inventory reported in the MBRs
and PILs are not consistent if correction records are later reported.

This method of handling corrections is called the By-Difference Correction Principle
(BDCP) by the Agency.

This presentation explains how the IAEA is prepared to handle corrections submitted by
States under the BDCP and how accounting under BDCP differs from accounting under
VRCP.
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[3] H. KSCHWENDT, G. VANDERMUELEN, The Operator's Book Inventory in the IAEA
System, Ninth ESARDA Symposium on Safeguards and Nuclear Material Management,
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IAEA PREPARATIONS FOR THE YEAR 2000 COMPLIANCE OF
SAFEGUARDS EQUIPMENT SYSTEMS

Massimo Aparo, Barry Barnes, Walter Lewis, Sue Hsiung
SGTS, IAEA
Vienna, Austria

The Department of Safeguards, IAEA, has used equipment systems for acquiring
relevant data to support safeguards evaluation and verification activities. Complementing the
equipment systems is a collection of general evaluation software systems (application
software) which support the analysis of the acquired data. In preparing for the year 2000
compliance of all safeguards systems, SGTS (Safeguards Division of Technical Services) in
IAEA, must ascertain the equipment systems and the evaluation software authorised for
inspection use will properly operate through the passage of year 2000.

SGTS has adopted the year 2000 compliance requirements published by the British
Standard Institute (BSI DISC PD2000-11998), in our investigation of equipment systems and
evaluation software. We believe when our safeguards systems meet the BSI requirements,
then inspection activities relying on these systems will proceed without interruption.

To-date SGTS has authorised 110 equipment systems for inspection use. Each system
can consist of EPROM (embedded system), a connecting personal computer with instrument
software for data acquisition and may include data evaluation software. There is also separate
data evaluation software that may apply to several instrument systems. The year 2000
compliance issue must be examined on all of the components before an equipment system is
deemed year 2000 compliant. To estimate the magnitude of this investigation effort, we
decided on an assessment matrix which allows every component to be examined
independently. We chose the assessment values:

ok = compliant,
ok* = conditional compliant,
na = not applicable,
nc = non compliant,
chk = to be checked (not known at this time)

to delineate which component is asserted to be compliant, which is to be checked, and which
is known to be non compliant. Based on the component values we assigned a system
assessment value and documented the reason in the tracking spreadsheet. We assigned
component assessment values based on the current safeguard use of the system. Relevant
notes are recorded in the spreadsheet as an attempt to document the assessment process.

To investigate the year 2000 problem in the evaluation/analysis software, we
performed mock-up tests. In these "black box" tests, we set the date/time parameters and/or
adjusted test data sets to cover the passage to year 2000, and analysed the test results for
significant difference. We have found most of the evaluation software are compliant, but 9
instrument systems have been found to be non compliant to-date. The non-compliant software
is to be phased out by year 2000 as a by-product of our initiative to upgrade DOS
applications to Windows.

For safeguards equipment systems we have not evaluated non-compliance by severity
nor prioritised the remedial of the defective systems. It is essential for safeguards activities to
have all authorised systems year 2000 compliant, through upgrades and/or replacements.
Actions are in progress to make the equipment systems and evaluation software year 2000
compliant. Since some of the equipment systems are in the field, implementation of upgrades
and replacements will be planned.
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THE EVOLUTION OF
THE NUCLEAR MATERIAL ACCOUNTING SYSTEM

AT THE ATOMIC ENERGY CONTROL BOARD OF CANADA

R.M. Benjamin
Non-proliferation, Safeguards and Security Division

Atomic Energy Control Board
Canada

Synopsis

The changes that the Nuclear Material Accounting System at the Atomic Energy Control Board has
undergone since 1972 are described. The evolution of the system is reviewed with emphasis being placed on
the how the system is expected to develop in the future in order to accommodate the data-handling
requirements of the Protocol Additional to the NPT Agreement and to make best use of modern
communications, encryption, document management and geographical information system (GIS)
technologies.
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EURATOM EXPERIENCES IN THE PREPARATION OF A NEW COMPUTERISED
ACCOUNTING AND REPORTING SYSTEM

H. Wagner
Euratom
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EXPERIENCES IN THE IMPLEMENTATION OF AN UPDATED COMPUTERIZED
ACCOUNTING AND REPORTING SYSTEM

A. AUCOIN
NAC International, Atlanta, Georgia, USA

G. PROCO
NAC International, Atlanta, Georgia, USA

The Nuclear Materials Management and Safeguards System (NMMSS) is the US
government's state system of accountancy, maintaining current and historical data on the
possession, use and transfer of nuclear material. The system is an important tool in
monitoring accounting data and reporting under the US Atomic Energy Act of 1954, the
safeguards agreement between the US and the International Atomic Energy Agency and
agreements for cooperation between the US and its international partners for peaceful
uses of atomic energy.

These international agreements inextricably link the system to long-term
accounting commitments. The U.S. Government relies on the system as the official
accounting system for generating accounting reports to meet the reporting obligations
contained in those agreements.

The database is updated daily to apply transaction data and on a monthly cycle to
apply inventory data. The number of transaction data lines per month varies between
9,000 and 13,000, the greater number occurring at the semiannual processing cycles.
Inventory data lines are approximately 80,000 lines per month.

Currently, the system maintains data reported by 1,130 government and private
entities. Most of these are private, ranging from fuel cycle facilities to hospitals.
However, the most extensive inventories of special nuclear material are at the government
facilities.

All data ever reported to the system is in the database, accessible to users.
Because the system serves both commercial applications and classified government
applications, the system operates in a very controlled environment to assure that report
distribution conforms to pre-approved and highly controlled distribution arrangements.

The system resides on a single-level, dual server, multiple-client PC-based local
area network. Because of the need to protect classified data residing in the database, the
system has no direct connections to external computers. Most of the data receipt and
report distribution is done electronically using off-line computers.
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Prior to September 1995, the system operated on a mainframe computer.
Increasing costs and lack of flexibility led to the conversion of the system to a PC-based
system. Our experience to date has validated the choice to convert the system. Fewer
staff members are required to maintain the system and the system is very flexible to
change.

Earlier this year we converted the system to be Year 2000 compatible. The
software modifications began in December 1997 and were completed in April 1998. As
modifications were being made, independent unit testing was conducted. At the
conclusion of all development and unit testing, comprehensive system acceptance testing
was conducted. The system began receiving year data in either the two or four character
format in July. We believe the ease with which the modifications were made is due in
large part to the flexibility of the system to change. It is important to note that the
changes were made without the need to augment the staff. The normal operations of the
system continued as the changes were made on the test server.

The pace of change in both computer technology and state applications is quite
rapid these days. Even though our hardware, software and application programs date to
the 1995 period, we recently began making plans for significant changes. Regarding
equipment, we replaced the entire hardware system this past summer. In addition, plans
are proceeding in developing functional requirement specifications to enhance system
capabilities to accommodate additional data needs and in examining software platforms
to select those most appropriate for our growing needs.

The end of the cold war has dramatically changed the U.S. management of
weapons grade uranium and plutonium. Reflective of that change, the state system of
accounting will be revised accordingly. The vision for the new system is a composite of
the present system together with components desired by both the present user community
and the broader user community. The users would find in the new system a source from
which they could obtain very useful safeguards and nuclear materials management
information in discharging their assigned responsibilities.

As we face the challenges of the future, we are confident in continued success in
the use of PC technology. The speed with which data volumes are processed and reports
generated, and the flexibility in handling user needs, encourage us to press further the use
of current technology in operating a state system that is second to none.
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System and Equipment for SNM Controlling
in the Indonesian Multipurpose Reactor RSG-GAS

Taswanda Taryo *)
Hudi Hastowo *)

*) Multipurpose Reactor Center - Indonesian National Atomic Energy Agency.

The Indonesian G.A. Siwabessy Multipurpose reactor, called RSG-GAS and
located at the Center for Science and Technology Development (PUSPIPTEK) in
Serpong, was inaugurated on August 20, 1987. The RSG-GAS is a light water, open
pool reactor with a thermal power of 30 MW, and is considered to be the first high power
research reactor in the world designed and constructed for the use of low enriched
(19.75%) uranium. The core is assembled of 21 standard U3O8AIX alloy MTR type fuel
plates and Ag-ln-Cd alloy fork type control elements. A typical working core
configuration consists of 40 fuel elements, 8 control elements and 24 beryllium reflector
elements. The calculated thermal neutron flux is 2.4 x 1014 n.cm"2.s'1 in the central
irradiation position, 1.4 x 1014 n.cm"2.s'1 in the active core irradiation position and 1.1 x
1014 n.cm"2.s"1 in the beryllium reflector irradiation position. The in-core and out-of-core
irradiation positions are arranged to support commercial, research, and development
activities.

To achieve the requirements related to the safeguards matters, the RSG-GAS
has been completed by surveillance monitoring systems since May 1997. Those are
intended to control special nuclear material (SNM) in the RSG-GAS using LEU for fuels.
Since May 1997, the RSG-GAS has been completed with European Multi-Camera
Optical Surveillance System (EMOSS) and Thermal Hydraulic Reactor Power Monitor
(THRPM/THPM) and those systems are properties of the IAEA. General description are
at the following paragraphs.

All three EMOSS cameras were installed at the 13-m level of the RSG-GAS
building. The cameras are intended to watch all activities related to the safeguards at
the 13-m level of the RSG-GAS building, such as, transferring the irradiated target to
Radioisotope Production Building, fuel reshuffling from and to the reactor core etc. The
data disk computer and its cabinet which are secured are located at the 13 m level of
the RSG-GAS building. The EMOSS system can also be connected to the telephone
line to be remotely observed and investigated from the IAEA office in Vienna.

The Thermal Hydraulic Reactor Power Monitors (THPM) offers the most basic
measurements by determining the heating of the coolant as it passes through the
reactor core. The coolant flow rate and temperature rise on passing through the core is
measured, and the power is calculated by using simple thermodynamics formulas. The
THPM as well its probe was installed in the primary cell of the RSG-GAS building at
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which the cell is located at 0-m level of the building. The monitor, data disk computer
etc. collected and secured are attached to the wall at the same level near to the primary
cell. The system can also be connected to the telephone line once it has to be remotely
observed and investigated from the IAEA office in Vienna.

The Australian Safeguards Organization (ASO) proposed to make an agreement
with BATAN to install a 3DIS Sensei System in the intermediate spent fuel storage pond
of the RSG-GAS. The Sensei-3D system is a security based product by the Australian
Company Pty Ltd which is a computer systems company concerned with the
development of technology that implements the automated analysis of video images.
3DIS is an acronym for "Three Dimensional Interactive Space", which provides an
indication of the Sensei's functionality. The mapping of three dimensional (3D) spaces
then around objects or pre-defined volumes to detect movement within these volumes.
In surveillance applications, the implementation of 3-D detection zones has distinct
advantages over conventional single-camera video motion detection systems. The
camera system can also be connected both to the satellite and to the telephone line to
observe operation of the system from Australia. The camera system owned by the ASO
is planned to be installed in the RSG-GAS pond area at the beginning of 1999.

With the availability of EMOSS and THPM, the surveillance monitoring at the
RSG-GAS building keeps better, especially for the THPM which can also be applied as
a calibrator for a power of the RSG-GAS generally seen from the power monitor at the
main control room.
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ESTABLISHMENT AND DEVELOPMENT OF THE EGYPTIAN SSAC IN
CONNECTION WITH COMMISSIONING OF NEW NUCLEAR FACILITIES

M.S. EL-TAHAWY,National Center for Nuclear Safety and Radiation Control (NCNSRC), Atomic Energy
Authority, Cairo, Egypt.

By the Decree-Law No.288 of 1957 the Atomic Energy Authority was established to carry out the Egyptian
program for peaceful use of atomic energy. A Research Reactor of two MWt power was commissioned at
Inshass, the first location of the Egyptian AEA. It is usually loaded by 40-50 fuel assemblies of 16 rods with
9.88 % enriched uranium.
In 1991 a Nuclear Fuel Research Laboratory (NFRL) was established as a R & D unit of the department of
Metallurgy of the Nuclear Research Center (NRC) of the AEA.
With the technical assessment of the Argentinean company INVAP a 22MWt Multi - Purpose Research
Reactor was commissioned at Inshass in Feb.4, 1998 . This LW Reactor has plate- type fuel assemblies
(MTR,19.7 % enriched uranium) with Al clad of fuel assembly nominal weight up to 400 gm U- 235 .
With the technical assistance of the same Argentinean partner a Fuel Manufacturing Pilot Plant (FMPP)
was commissioned at Inshass with 60 kg planned annual production capacity of 19.7 % enriched uranium.
The planned types of fuels plates are of nominal weights of U-235 in each fuel plate type of about 8,11 and
21 gm respectively .

Scope of the SSAC:
In 1968 Egypt endorsed the Treaty on "The Non-Proliferation of Nuclear Weapons". The ratification of the
Treaty took place on 10th of January 1981. An agreement of comprehensive SG (of INFCIRC / 153(corr.)
type) was signed by Egypt and the IAEA on 7th of July 1981 and retified in 1982.
Since that date, all NM in the country were under the IAEA Safeguards in one MBA up to the end of 1992.
On Sept. 15, 1992 by Act No. 379 of the Egyptian AEA chairman a new MBA was established and the
safeguarded NM were divided into two MBA's :ET-A for the Research Reactor ET-RR-1 and ET-Z for the
LOF's.
In the same legal document, the function of the Department of Safeguards and Physical Protection of the
National Center for Nuclear Safety and Radiation Control of the AEA was defined to be the coordination
with the IAEA and other organizations (national and international) concerning the two MBA's.
On Jan. 25, 1994 the Act No.96 of the Egyptian AEA chairman concerning the establishment and the scope
of the Egyptian State System for Accounting for and Control of the Nuclear Material (NM) was issued. This
document is the legal basis of the establishment and scope determination of the national SSAC headed by
the EAEA chairman. According to this Act, the MBA's are:
ET-A for the first research reactor ET-RR-1 with four inventory KMP's and two flow KMP's;

(MBA: ET-A

(KMPAA
Fresh fuel I
storage I [K M P C 1

Spent fuel I
storage I

(' KMP1 ^
NM Receipt & I
de-exmption I ( KMP D

Other locations
of NM

r KMP 2
NM Shipment &
exemption,and
nuclear losses

ET-Z for the LOF's with four inventory KMP's and two flow KMP's. At the end of 1995 a new
(5th) inventory KMP was added to this MBA for the NM calibration standards in the NM SG
Lab. in the SG Dept.
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MBA: ET-Z

(KMP A J
NFRL

KMP B
NM in college of Medicine,

f KMP C ^
I NM in college of Medicine, I

II I
Alexandria University. I I Mansura University I

AKMPI ^
NM Receipt,
de-exemption,
retransfere from

nuclear waste

KMP D
NM in Helwan

lAlloy Factory

KMP E
NM Standards for calibration, SG
lab, Dept. of SG, NCNSRC

KMP2 ^
NM Shipment, exemption,
transfere to waste, termination

of SG and accidental losses
J

At the end of 1997 two new MBA's were proposed for the two new facilities , the second research reactor
ET-RR-2andtheFMPP.
MBA ET-B for the ET-RR-2 with 3 flow KMP's and 5 inventory KMP's :
KMP 1 - Receipt, de- exemption and accidental gain of NM;
KMP 2 - Nuclear loss and production;
KMP 3 - Shipment, exemption and accidental loss of NM ;
KMP A - Fresh fuel storage;
KMP B - Reactor core ;
KMP C - Spent fuel bond including storage baskets ;
KMP D - Test loops ;
KMP E - Other locations of NM including Hot Cell & Wate Storage Area .
MBA ET-C for the FMPP with 3 KMP's and 5 inventory KMP's :
KMP 1 - Receipt, de- exemption and accidental gain of NM ;
KMP 2 - Shipment, exemption and accidental loss of NM ; and measured discards ;
KMP* - Shipper / receiver difference ;
KMP A - Storage of feed material;
KMP B - Storage of in-process material;
KMP C - Storage of product;
KMP D - Storage of scrape and waste ;
KMP E - Other locations including analytical lab.
The facility attachments of these two MBA' s are now in the stage of discussion and improvement with the
IAEA.

On April 21, 1998 the Department of Safeguards of the IAEA proposed to separate the "Nuclear Fuel
Research Laboratory " from the ETZ- and assign it a new Facility Code (ETD-). A new MBA : ET-D is to
be discussed and agreed with the IAEA. Then , the KMP A of the MBA: ET-Z will be eliminated and
transferred to the proposed MBA: ET-D after the establishment of the facility attachment of this MBA.
The commissioning of the two new nuclear facilities is an important stage of the progress in the peaceful use
of nuclear energy in Egypt . In connection with this fact, the development and upgrading of the national
SSAC become essential. The system of accounting for and control of all nuclear materials in Egypt with all
related rules and regulations for its better implementation is now intensively processed . Also, the
computerization of a system for accounting of all NM in all Egyptian MBA' s is developing in the dept. of
SG in the NCNSRC, aiming at the highest degree of efficiency and effectiveness of the national SSAC .
This computerized system will contain and organize the database of the NM with the possibility of updating
and auditing the data through a computerized net work connecting the SG department with the national SG
officers at the four Nuclear Facilities in Inshass locations.
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IAEA PREPARATIONS FOR THE YEAR 2000 COMPLIANCE OF
SAFEGUARDS INFORMATION SYSTEMS

Peter M. Smith
International Atomic Energy Agency,
Division of Safeguards Information Technology
Vienna, Austria

The Year-2000 (Y2K) problem affects both information systems and equipment
systems. This paper describes the work which has been done, and is currently
underway, to make the information systems of the Department of Safeguards year-
2000 conform.

An information system is considered to be year-2000 conform if the following
rules [1] are followed:

1. No value for current date will cause any interruption in operation
2. Date-based functionality must behave consistently for dates prior to, during and

after year 2000
3. In all interfaces and data storage, the century in any date must be specified either

explicitly or by unambiguous algorithms or inferencing rules
4. Year 2000 must be recognized as a leap year.

In 1991 the IAEA set standards for four-character years and since then many - but
by no means all - new computer systems were written following this standard. Also in
1991, during the course of a major revision of the Computerized Inspection Report
(CIR) system, the system was made internally year-2000 conform by storing all dates
with an explicit century, i.e. in the format yyyymmdd.

An Agency-wide Year 2000 Task Force was convened in December 1996 with the
aim of facilitating information exchange, increasing awareness, providing guidelines
and reducing the resources required to solve the year-2000 problem within the IAEA.

The largest and most complicated of the information systems used by the
Department, the ISIS Accounting Data system, which stores and processes data
received from member States pursuant to NPT (INFCIRC 153-type) and NNPT
(INFCIRC 66/Rev. 2-type) Agreements is currently being made year-2000 conform.
This system maintains a very large database on-line and is written in a mixture of PL/I
and AD ABAS NATURAL programs. The Accounting system database files contains
many date fields and these date fields are used in operations involving calculating,
comparing and sequencing of dates, i.e. this system is clearly at risk from disruption
due to the storage of dates without an explicit century.
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When the Accounting system was designed, one of the principles which was
followed was to store member-state submitted data in a form very similar to the form
in which it is received. When preparing data for a report, all relevant data base
records are first extracted, and then any necessary calculations, for example the
interpretation of correction records based on the correction principle in effect for a
given member state, are done dynamically. The overall effect of this design decision
is that while the parts of the system which store and maintain accounting data are
complicated, they are less complicated (and are made up of a smaller number of
modules) than the parts of the system involved in reporting, as each report program
must include the appropriate correction-processing logic.

The approach decided on to make the Accounting system year-2000 conform, was
to do the work in two steps:

1. Add a duplicate, i.e. redundant, set of year-2000 conform date fields (using 8
digits to store the dates) to the data base files and to fill in the values of the new
date fields knowing that for all current records the century is a simple constant, i.e.
'19'. All programs which make updates to the data base files were then modified
to maintain the new date fields in synchronization with the existing 6-digit date
fields.

2. Convert all programs involved in reporting from the data base to use the new 8-
digit date fields. This work can, in general, be done on an application by
application basis without any disruption to end users.

Once the complete Accounting system has been made year-2000 conform, it will,
of course, be possible to remove the old, no longer needed 6-digit date fields, but in an
ironic contrast to the situation which led to the use of 6-digit date fields in the first
place, the at-the-time high cost of data storage, disk storage devices are now so
inexpensive that the extra cost of storing these redundant fields is no longer a serious
problem.

Other SG mainframe systems, for example for the processing of Authority data
(e.g., tables of Facility information) as well as the SG Management Information
System are being converted in a similar manner. The majority of the SG PC LAN-
based information systems were already year-2000 conform, and have required only
isolated changes.

According to the current schedule of the year-2000 project, all conversion work
will be complete before the end of the first quarter of 1999, allowing ample time to be
sure that the converted systems are carefully tested before the end of the year.

REFERENCES

[1] British Standards Institution committee BDD/1/-3
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CONTROL AND ACCOUNTANCY OF NUCLEAR MATERIAL IN THE NATIONAL
NUCLEAR RESEARCH INSTITUTE (NNRI).

P. PALAFOX-GARCIA.
Instituto Nacional de Investigations Nucleares (ININ).
Salazar; Estado de Mexico. MEXICO.

The control and accountancy of nuclear material in the NNRI, is under surveillance at
international level by the International Atomic Energy Agency (IAEA), at national level by the
National Commission of Nuclear Safety and Safeguards (NCNSS) and inward by the Safeguards
Office of the NNRI.

History .- The first safeguards international treaty that Mexico signed was the Treaty for the
Prohibition of Nuclear Weapons in Latin America, supported by the General Assembly of the United
Nations, known also as Tlatelolco Treaty because was signed in Mexico city and this State was the
main promoter. This treaty was an example for others and as a result of international negotiations the
General Assembly of the United Nations agreed to sign the Treaty of the Non-Proliferation of Nuclear
Weapons and was published in the Informative Circular 153 (INFCIRC 153) by the IAEA, here was
agreed besides other matters that in order to apply this treaty, all the signer States accepted the
application of safeguards established in a negotiated agreement with the IAEA. As a result of this
negotiations Mexico signed with the IAEA the Agreement Between MEXICO and the IAEA for the
Application of Safeguards in Connection with the Treaty for the Prohibition of Nuclear Weapons in
Latin America and the Treaty of the Non-Proliferation of Nuclear Weapons and was published in the
Informative Circular 197 (INFCIRC 197) by the IAEA. In safeguards terms the INFCIRC 153 is
known as Subsidiary Agreements (General Part), and the INFCIRC 197 is known as Subsidiary
Agreements (Agreement).

International Surveillance.- According with the Agreement INFCIRC 197, MEXICO sent to
the IAEA in their own special format named, Design Information Questionnaire (DIQ), information
for each of their facilities where nuclear material is storage or handled. Once analyzed, the IAEA sent
back one Facility Attachment to the Subsidiary Arrangements (Agreement) special prepared for each
Material Balance Area(MBA). In the mean time those documents were approved for both sides, each
MBA prepared and sent to the IAEA, an initial Physical Inventory Listing (PIL) of the material they
had. As soon as the documents and proposals were concealed in a final agreement, the IAEA starts
officially their first safeguards inspection to the State, verifying for the first time the initial PIL and
sequentially the exchange of communication of activities of movement, inspection and verification of
nuclear material freely goes ahead. The frequency of the IAEA inspections at the facilities relies on
the kind of facility and the quantity of nuclear material that each MBA has. In the NNRI we have two
facilities, each one has its own Facility Attachment to the Subsidiary Arrangements (Agreement), the
inspection is once a year, during their visit, they carry out the Physical Inventory Verification (PFV) in
both MBAs.

National Surveillance.- Based in the Statutory Law in Nuclear Affairs of the 27th Article of
the National Constitution, the NCNSS is the regulatory body licensed for control and application of
safeguards in the national MBAs. They have an Internal Activities Program and the number of
inspections and visits they use to make depends on the nuclear material movements that each facility
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has. Yearly at the NNRI, they perform three or four inspections in order to check up and to comply
with the international safeguards treaties and the IAEA requirements.

Inward Surveillance.- Based in the international treaties, agreements and the national law in
nuclear affairs, in the NNRI, were prepared internal proceedings for a proper control and accountancy
of the nuclear material and are mandatory to the users and facilities that use, storage and/or handle
material. In this proceedings is defined the material that is subject to safeguards, its control and
accountancy, the inspections and the users responsibilities. The safeguards Office apply their own
inspections established in an annual program of activities named Priority Activities Program, is
distributed between the users and responsible officers of material. Inspections to the users are planned
three-monthly and the visits to them are monthly in order to verify their material movements and
inform on time to the NCNSS about the Inventory Change Reports (ICR) or any other matters, at the
same time updating the books and the inventories listing. Every six months we carry out the Physical
Inventory Taking (PIT), prepared the Physical Inventory Listing (PEL), and the Material Balance
Reports (MBR) for each MBA. Here we deal with two MBA's ; MX-A and MX-E.

The MX-A comprise the Research Reactor Triga Mark in and other locations of nuclear
material at the facility such as:

The Chemical Department Lab.
The Metrology Department (Radioactive Standards Lab).
The Radiological Environmental Surveillance Lab.
The Analytical Techniques Lab.
The Chemical Analysis Lab.
The Activation Analysis Lab.
The Radioactive Waste Department.

The MX-E comprise the Fuel Fabrication Pilot Plant (FFPP) and the product of the Refining
and Conversion of Uranium Pilot Plant (RCUPP).

At present the RCUPP is dismantled and the (FFPP) is shut down and now it is named
Nuclear Material Department (NMD), because of this, the inward activities have been decreased
considerably so in order to have a better control of the nuclear material was decided to storage these
material in drums or boxes very well sealed or locked and the old DIQ's have to be updated .

REFERENCES

[1] INTERNATIONAL ATOMIC ENERGY AGENCY, Safeguards Glossary, Vienna (1987)
IAEA/SG/INF/l(Rev.l).
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THE KAZAKHSTAN STATE SYSTEM OF ACCOUNTING
FOR AND CONTROL OF NUCLEAR MATERIAL

G. Zh.Yeligbayeva
Kazakhstan Atomic Energy Agency

After the disintegration of the Soviet Union, Kazakhstan had to develop its own
State system for accountancy and control of nuclear materials (SSAC). In 1992, the
Atomic Energy Agency of Kazakhstan (KAEA) was established. One of the basic tasks
of a State governing body in the field of providing the non-proliferation regime is to
implement State control and accounting of nuclear materials which fall under State
jurisdiction. This system is to determine the present quantity of nuclear materials for the
State. This includes the monitoring of all nuclear material transfers. KAEA is
responsible for operation of the SSAC and preparation of reports to the International
Atomic Energy Agency.

Kazakhstan has one nuclear power plant, four research reactors and one fuel
fabrication plant. In the past, these facilities had accountancy systems that were different
from those required in support of IAEA activitites. Therefore, the accounting approach in
these facilities needed changing. We issued several regulations based on the
requirements of the IAEA that give a set of requirements for facility level accountancy,
the reporting system, record formats, defined responsibilities of the personnel involved in
nuclear material accountancy, report periods, inventory takings and material verification
procedures. We utilised part of the formats provided by the computerised system
developed by the Swedish Nuclear Power Inspectorate.

We now have automated material control systems in the large facilities. An
important aspect of the systems for such facilities is related to the use of different
measurement techniques and instrumentation for safeguards purposes.

hi the KAEA, we have a database containing the records on nuclear material
inventories in all nuclear installations from which the facility general ledgers can be
generated. This datebase also generates inventory change reports that are forwarded to
IAEA. All the reports from Kazakhstan are provided by KAEA in a Code 10 format.
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INFORMATION SYSTEM ON SAFEGUARDS IN PERU

R. RAMIREZ
Technical Office for National Authority, Peruvian Institute for Nuclear Energy
Lima, Peru.

Pursuant to the Non Proliferation Treaty and the Safeguard Agreement with IAEA, the
Peruvian Institute for Nuclear Energy (IPEN), as the State System for and Accounting and Control,
keeps under control all of the nuclear material used in Peru. There are two Material Balance Zones
where nuclear material are being used for nuclear purpose but another nuclear material is also used
for non-nuclear purposes. The nuclear materials are Low Enriched Uranium (LEU), depleted
uranium, and thorium. At present, depleted uranium has been exempted and thorium has been granted
with termination. The safeguard measures are based both on inspections and in a record and report
system. Inspections are scheduled regularly twice o three times a year over each Material Balance
Zone.

Users of nuclear materials are requested to keep some kind of records in their installations as
follows:

a. For MBA-PEA, where a critical assembly of zero power is used, the requested records are the
listing of nuclear fuel and the operating records. Besides, all of the modifications have to be
recorded and reported, as applicable.

b. For MBA-PEB, where a nuclear research reactor of 10 Mw is operated, the requested records are
the listing of nuclear fuel, operating records and burn-up records. In the case of any accident
where accidental losses happen, user is requested for reporting to National Authority.

c. Users of thorium keep only one general record with entries, consumptions and stocks.

Depleted uranium is just accounted by National Authority after international report of transfer
and verified before asking the exemption grant to IAEA.

The National Authority (SSAC) keeps other records for each MBA both for nuclear and non-
nuclear use of nuclear material.

i. For MBA-PEA, the records are the listing of items and the general ledger.
ii. For MBA-PEB, the records are the listing of items, the general ledger and reports of

consumption.
iii. For Depleted Uranium and thorium, records are kept in the General Ledger of MBA-PEA,
iv. Also records of exemption and termination granted by IAEA are filed as support documents.

All of these information are reviewed at least twice or three times a year in order to check that all
of the activities met the basic commitment established in the Safeguard Agreement and Facilty
Attachments, as applicable. The information is reviewed:

to test the accuracy of records in relation to the initial provided information.
to detect any variation in the activities
to check the consistency of the user records.
to assess the fulfilling of commitments.

Pursuant to the agreement, requested reports are sent to the IAEA as established in the Facility
Attachments. These MBR and PIL reports are sent after the regular inspections of Agency. If some
increase or decrease has happen, an entry is made in the general ledger and an ICR is sent to IAEA.

30



In the Fig. 1 is shown the flow of information and the steps of the information treatment.

FIG. 1. Flow of Information
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Copies of each report sent to IAEA are filed in the SSAC.

This information system has proven to be effective for accounting and control of nuclear
materials in Peru, but it is expected that some improvements have to be made when Additional
Protocol will be signed. The declaration model is being currently assessed to better fulfill the future
commitments.
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A STATUS REPORT ON THE MODEL ADDITIONAL PROTOCOL

P. DE KLERK
Director, Office of External Relations and Policy Coordination, IAEA, Vienna, Austria

Accurate, adequate and timely information is the cornerstone to the effective verification of
states' safeguards and non-proliferation commitments. The reporting requirements associated with the
Model Protocol Additional to states' safeguards agreements with the Agency form the basis for the new
Strengthened Safeguards System. The Director General has made it a priority of the Agency to conclude
Additional Protocols with all states party to safeguards agreements by the year 2000. The state of
affairs with regard to the conclusion of Additional Protocols will be reviewed.
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Guidelines for Expanded Declarations Pursuant to the
Additional Protocol
Davis Hurt
International Atomic Energy Agency
Division of Concepts and Planning

States acceding to the Additional Protocol must provide the Agency with safeguards-relevant information
concerning their nuclear fuel cycles in the form of "expanded" declarations. The first group of declarations
would be due to the Agency within 180 days of the entry into force of the Protocol. Article 2 of the Protocol
describes the information required.

Most of the information required by Article 2 of the Protocol is different from information provided under
previous safeguards agreements. As an assistance to States preparing such information, as well as for the
guidance of Agency personnel involved in reviewing the information, the Department of Safeguards has
prepared a set of general guidelines for submission of declarations pursuant to the Protocol1. These
guidelines will be the main subjects of this paper.

For most States, eight distinct categories of information would be expected in the initial set of declarations.
The initial eight types of information concern: government research and development not involving nuclear
material, uses and contents of buildings on "sites", manufacture of certain types of equipment, mines and
concentration plants, large holdings of source material, nuclear material exempted from safeguards,
research and development plans for the nuclear fuel cycle, and private research and development not
involving nuclear material.

Subsequent declarations would be required to provide information on annual imports and exports of source
material, information on movements of some types of radioactive wastes, and updates of the information in
the initial set of declarations. Declarations on exports of certain types of equipment and non-nuclear
material are a special case, governed by a quarterly declaration process.

1 "Guidelines and Format for Preparation and Submission of Declarations Pursuant to Articles 2 & 3 of the
Model Protocol Additional to Safeguards Agreements", Department of Safeguards, International Atomic
Energy Agency, August 1997.
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THE INTERNATIONAL ATOMIC ENERGY AGENCY'S PROTOCOL DATA AND
INFORMATION SYSTEM

G. S. STROBEL
Division of Safeguards Information Technology, International Atomic Energy Agency

The IAEA's Protocol Data and Information System (PDIS) was designed to receive, securely
manage, and deliver electronic information as submitted under the Additional Protocol or Protocol,
and the Article 2 Guidelines, to those information reviewers responsible for performing country
assessments. The system is designed to fit with the electronic files "State Evaluation Report" and
the "Safeguards State File Structure and Content Document" that is prepared by the information
reviewers.

The PDIS is concerned with that information reported by Member States as outlined in "Initial
Declarations" (Article 2) and "Annual Updates" (Article 3). Potentially, it will in context only,
inter-relate with data systems relevant to "Remote Monitoring" (Article 6) and "Environmental
Sampling" (Article 9).

It will help the Agency achieve three important objectives in the Agency's Strengthened Safeguards
System: 1) Build confidence that no undeclared nuclear activities are concealed; 2) Compare to
other information for consistency and; 3 Provide a basis for planning and implementation activity by
the Agency.

It was learned in the process of developing and using the PDIS that submissions made in electronic
format will greatly facilitate processing. This is particularly true of the text component of the
submissions that are to be managed as ASCII data. To facilitate the effort of Member States in
preparing electronic submissions to the Agency, a prototype submission utility has been developed.
The testing of this tool has yet to be completed and further development is necessary to tailor it to
the needs of Member States.

The pace of the development of the PDIS is being managed to match the pace of our understanding
of the nature of the submissions under the Strengthened Safeguards System. The initial
implementation of the PDIS is a restricted version producing output as expected in an information
management system as opposed to a purely data management system. This has allowed the Protocol
information to be available in a timely manner. In the near term, Safeguards is working to produce
electronic forms for distribution to Member States to help with the preparation of their submissions.
The longer-term goal is to produce the relational database component that integrates the PDIS into
the classical safeguards systems of the IAEA—the International Safeguards Information System
(ISIS). To do this, the format of the data must be defined in detail and identified completely.

The author proposes the following future developments for the PDIS:
1. A RDBMS system as a tool for reporting and for other management functions.
2. Reporting of Protocol data is covered under article 10 of INFCIR/540. As the practical

requirements of this article are better worked out, this aspect of the system will be developed.
3. Implementation of new tools as they become available. Active development in collaboration

with Operations Divisions staff will be an ongoing activity.
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4. Closer sharing of information of other systems in the ISIS. The ISIS offers information from
many different sources. The implementation of the RDBMS will facilitate additional higher-
level QC checks.
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AUSTRALIAN EXPERIENCE IN REPORTING UNDER THE ADDITIONAL
PROTOCOL.

N. DOULGERIS
Australian Safeguards and Non-proliferation Office (ASNO), Canberra, Australia

Australia has long been involved with the IAEA's efforts to strengthen the international
safeguards regime and our Additional Protocol to our Safeguards Agreement was the first to
enter into force. As such our experiences may be of interest to other States expecting to make
expanded declarations as provided for in the Model Protocol (INFCIRC/540).

Australia has only one nuclear operator, the Government-owned Australian Nuclear Science
and Technology Organisation (ANSTO), which has a research site at Lucas Heights near
Sydney. Other locations reported under the Additional Protocol include Australia's two
uranium mines and several prospective new mines, as well as research institutions holding
very small quantities of nuclear material. As such our reporting is relatively simple and
makes a useful first example of how the new arrangements will work-
Australia was involved in the IAEA's investigatory exercise leading to the strengthened
safeguards regime, Programme 93+2. Under Programme 93+2 Australia offered itself for
trials of a number of new concepts such as environmental sampling, short notice and no-notice
Complementary Access Inspections, and expanded declarations.

Australia signed the Additional Protocol to its Safeguards Agreement with the IAEA on
23 September 1997, the first State to do so. The Protocol entered into force on
10 December 1997.

Australia's initial set of Protocol Declarations was sent to the IAEA on 26 March 1998. It
proved relatively easy to get non-government information from published material, meetings
and telephone conversations. However, much time was taken up getting correct, complete and
current information about ANSTO's operations. Such information is required to be presented
in considerable detail and the purposes of, for example, buildings on a nuclear site, can change
over time. Our earlier involvement with trial declarations under Programme 93+2 probably
made it a little easier for us to submit our initial Protocol Declaration in a timely manner. In
addition to the declaration Australia also provided some comments on the guidelines and
format for the preparation of the declaration.

To date the IAEA has conducted three Complementary Access inspections under the
Additional Protocol, on 21 April 1998, 11 August 1998, and 8 October 1998. The first two
were standard Complementary access inspections with two hours notice, held during routine
inspections at ANSTO's site. The third inspection involved managed access as sensitive
technology was concerned. It has become clear that, at least initially, the IAEA plans these
inspections almost entirely on the basis of the information provided in the expanded
declaration so the declarations accuracy is essential.
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Since submitting our declaration Australia has received some follow-up questions from the
IAEA covering, amongst other things, research and development programs, minor buildings
on sites, further details of closed mine sites and details of other locations outside facilities
with nuclear material holdings.

With hindsight we probably would have provided further information in some areas of our
initial declaration and certainly made other areas a little clearer.
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F. HOUCK
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Shortly after the May 1997 IAEA Board of Governors approved the Model Additional
Protocol (INFCIRC/540), and, in anticipation of negotiation and entry into force of its own
Additional Protocol, the United States began preparations for implementation. An early major
step was development of a Plan of Actions, which identifies and assigns responsibilities for all of
the activities that have to be carried out in order to negotiate an Additional Protocol, obtain U.S.
Senate consent to its ratification as a treaty, ratify it, bring it into force and implement it.

Last June the United States and the IAEA signed the Additional Protocol to the US-IAEA
Safeguards Agreement (INFCIRC/288). It contains all of the provisions in the Model Additional
Protocol and excludes only information and locations associated with activities of direct national
security significance to the U.S.

The Plan of Actions has evolved significantly as work was undertaken and has grown
substantivery as additional needed actions have been identified. The main components of this plan
will be described and their interdependencies identified. For example, a determination was needed
of what additional laws would be required before new regulations and procedures for providing
IAEA access could be prepared.

A major part of the plan deals with preparations for providing to the IAEA the information
required by the protocol. This includes all of the Article 2 declarations, amplifications and
clarifications and information to clarify and facilitate resolution of any questions and
inconsistencies brought to our attention by the IAEA.

A year ago we reached agreement on the U.S. agencies - DOE and NRC - to be
responsible for collecting the information for each element of Article 2. NRC has determined that
it already has the legal authority to collect the information required for the sites of NRC-licensed
nuclear faculties. DOE has the authority for its license-exempt nuclear facilities, but we have not
yet determined whether any additional legislative authority is needed to collect information on
private sector research and development not involving nuclear material and on the manufacturing
activities identified in Annex I of the protocoL
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NRC has prepared draft regulations covering submission of protocol information by
facility operators, as well as access to the sites of facilities. The following steps are required:
interagency review of NRC draft regulations; NRC preparation and approval of a rule-making
package; and NRC issuance of the final rules and of a notice of their entry into force.

DOE is preparing new rules, guidelines and forms for collecting the required information
from DOE facilities and from private industry. DOE has developed preliminary estimates of the
numbers of entities that will be required to submit declaration information. Rough estimates are
some 200 R&D locations and some 200 companies engaged in the manufacturing activities listed
in Annex I of the protocol. These numbers may well increase.

We have begun work on the information system that will collect the information required
for the Article 2 declarations, process the data and check them for conformity with the Article 2
and 3 guidelines, generate the required declarations, present them for governmental review, and
transmit them to the IAEA. This will be a computer-based information system that can accept
input data in both hard copy and computer-readable format. It will produce declarations
containing all of the information specified in the IAEA Articles 2 and 3 guidelines and using the
computer-readable format specified in the attachment to those guidelines.

In December of last year we carried out our first trial of preparing Article 2 declarations.
This involved DOE's Argonne-West facility. We found the guidelines to be practical and have
identified aspects where clarification would be helpful Subsequent trials have built on this, and
further trials, incorporating the information system as it develops, are foreseen.

As development of this system progresses, a U. S. decision will be needed on whether it
should be combined with the existing system for providing accountancy reports to the IAEA
under the safeguards system, Le., the Nuclear Material Management and Safeguards System
(NMMSS), or whether a new separate system should be set up.
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Potential Applications of GIS for Management of Safeguards Information

C. Vincent Tao
Department of Geomatics Engineering, The University of Calgary

Canada

Q.S. Bob Truong, Richard Keeffe, and Bob Benjamin
Non-proliferation, Safeguards and Security Division

Atomic Energy Control Board
Canada

SYNOPSIS

The growth of geographic information technologies has already had profound and, in many cases, unanticipated
impacts on organizations. The rapid development of Geographic Information Systems has led to fundamental
changes in the way the information is captured, stored, processed and distributed. The presentation addresses the
application of GIS to facilitate the management, inventory, analysis and reporting of safeguards information. The
technical issues involved in the development of a GIS-based safeguards information system are presented. An
early prototype, jointly developed by the University of Calgary and the Atomic Energy Control Board of Canada,
is demonstrated. It is recognized that the use of GIS for the development of safeguards information systems has
a great potential.
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DATA PROCESSING OF ADDITIONAL PROTOCOL INFORMATION

B. Cross
Information Services Section
Safeguards Information Technology Division
Department of Safeguards
IAEA

Declarations provided to the Agency pursuant to Protocols Additional to Safeguards
Agreements must be processed for that information to be readily accessible and usable in
the implementation of the strengthened safeguards system. Processing is necessary to
ensure that the information is available as soon as feasible and with a maximum
confidence in the quality of the data.

The Information Service Section is responsible for the data entry, loading and quality
control of State-supplied declarations provided pursuant to Additional Protocols. The
software system that is used to process the information, the Protocol Data and
Information System (PDIS), is the subject of another paper in the Seminar.

This presentation explains the use of PDIS in the processing of Protocol information and
the quality control of supplied data. The expectations of the Agency in the reporting
format, with emphasis on reporting on magnetic media are highlighted. The mechanics of
reporting formats, recommendations to ensure a timely and accurate processing of
declared information, staff activities, flow of information and physical protection of the
system are also presented.
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IMPLEMENTATION BY THE IAEA OF THE ADDITIONAL PROTOCOL
S. MORSY
IAEA-Department of Safeguards

With the completion of the IAEA development programme for increasing the
effectiveness and improving the efficiency of the safeguards system (which was
commonly known as programme 93+2), efforts have turned to implementation of the
results in a Strengthened Safeguards System(SSS). The IAEA goal remains to achieve
the optimum effectiveness and efficiency by meshing fully in an integral whole the
traditional measures of nuclear material accountancy at declared nuclear facilities with
the new measures of the additional protocol(INFCIRC/540) and those other measures
approved by the IAEA board of Governors in 1992 and 1995.

For the purpose of SSS implementation, the concept of the Integrated
Safeguards (IS) has been defined as "the optimum combination of all safeguards
measures available to the Agency, including those from additional
Protocol(INFCIRC/540), which achieves the maximum effectiveness and efficiency
within the available resources in fulfilling the Agency's right and obligation in Article
2ofINFCIRC/153".

The safeguards measures available to the Agency within the context of
INFCIRC/153 are nuclear material accountancy, measurement of nuclear material
during inspections, containment and surveillance(C/S), remote monitoring of
unattended C/S and/or NDA, design information examination and verification over
the life cycle of the facility, environmental sampling and closer co-operation with
SSACs/RSACs. INFCIRC/540 adds additional measures, namely wide area
environmental sampling and complimentary and managed access.

Integrated safeguards (IS) embraces:
a) Confirmation of declared nuclear material and activities, pursuant to both

INFCIRC/153 and INFCIRC/540, and
b) Confirmation of the absence of undeclared nuclear material and activities, both at

declared sites and elsewhere .

Additional protocol (INFCIRC/540) implementation efforts, at the present time,
are being conducted in two mutually reinforcing tracks. The first one is the State-by-
State implementation Plan managed by the cognisant operations division with
extensive support by senior staff from System studies Section to answer immediate
implementation requests, while the second track is oriented towards generic
implementation issues of the Integrated Safeguards(IS) when applied to the existing
fuel cycles under Agency Safeguards.
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POLISH EXPERIENCE IN COMBATING ILLEGAL
TRAFFICKING IN NUCLEAR MATERIALS

KrukK.R.
Non-Proliferation Section
National Atomic Energy Agency (PAA),
Warsaw, Poland

Abstract

A measures taken by the National Atomic Energy Agency and other State Services in Poland
to enhance the effectiveness of control and reporting of illicit trafficking in nuclear materials are
presented. The following measures are described:
• National Laws and Regulations;
• Preventive measures a)detection at Polish Borders, b)inter organizational cooperation;
• Response to the cases of illicit trafficking in nuclear materials and
• Information flow and reporting to the IAEA system.

The types of stationary and hand held radiation gamma detection equipment used by the State
services are described.

There are also presented the statistics of detection of radioactive and nuclear materials and
intervention of the Border Guards and the Central Laboratory of Radiological Protection.
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Combating Illicit Trafficking of Nuclear Material and Other
Radioactive Sources in the Republic of Cyprus

S. Christofides
Medical Physics Department, Ministry of Health, Republic of Cyprus.

A. Grivas
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The many reported cases of illicit trafficking in nuclear material, has focused the
international attention on ways to combat an emerging phenomenon of the 1990's.
Many of the reported confirmed cases of the past few years have involved individuals
trying to illegally sell radioactive sources used in medicine or industry whose
unauthorized use or movement poses a danger to public health.

Some other cases have involved samples of weapons grade material confiscated
from individuals. The incidents have raised public and governmental concerns and
have prompted stronger efforts to prevent illicit nuclear trafficking by State
authorities, including enhanced co-operation with other States and International
Organizations.

The failed attempt to use the Republic of Cyprus in June 1995 to illegally transport
dual purpose material1, highlighted the lack of legislation and infrastructure required
to deal with such material and indeed to combat the illicit trafficking of Nuclear
Material and Other Radioactive Sources.

Since then, the Government of the Republic of Cyprus, has held a number of
national and international consultative meetings in order to find ways to deal with
such incidents.

Due to the lack of a National Atomic Energy Authority in Cyprus and due to the lack
of any legislation dealing with such matters, it was thought that the quickest and
most effective way to establish the required infrastructure and a legal framework to
combat illicit trafficking was to accept and ratify, among others, the following
International Conventions :

1. The Convention on the Physical Protection of Nuclear Material2.

2. Joint Convention on the Safety of Spent Fuel Management and on the Safety of
Radioactive Waste Management3.

The Government of Cyprus is also preparing to join the Programme to Prevent and
Combat Illicit Trafficking in Nuclear Material4 which was adopted by the Moscow
Nuclear Safety and Security Summit in 1996.

The first convention was ratified in March 1998, by the House of Representative
(Law 3/19985). This ratification law, apart from ratifying the Convention, it also allows
the Ministerial Council to issue regulations in order to make the application of the
Convention easier and more effective. It also specifies the penalties for convictions.
It appoints the Senior Medical Physicist of the Ministry of Health as the Responsible
person for the Physical Protection of Nuclear Material, according to article 5.1 of the
Convention.

44



In order to make even more effective the combating of illicit trafficking, three local
laws were also amended. These are :

1. Prevention and Suspension of Money Laundering Activities Law of 1996

2. Crime Suspension (Controlled Delivery and Other Special Provisions) Law of
1995

3. The Customs Law of 1967

The other Convention is still under study and it is hoped that it will also be ratified in
the near future.

In the mean time, the Republic of Cyprus has joined the IAEA Database on the Illicit
Trafficking of Nuclear Material and Other Radioactive Sources6 in April 1997 (1997-
04-17). The Medical Physics Department was appointed as the focal point.

Although the basic infrastructure for the detection and identification of Nuclear
Material and other Radioactive Sources exist in Cyprus, which was set up mainly
through the Technical Co-operation Programme of the IAEA, the basic national
legislation for radiation protection and Nuclear Safety does not exist.

A number of draft laws have being proposed from time to time, but none of them was
accepted by all the private and public organisations with vested interest. In an effort
to solve this problem, in 1995, the Republic of Cyprus has joint the IAEA Model
project INT/9/143 on "Upgrading the Infrastructure for Radiation Protection and
Waste" (later renamed RER/9/056). It is hoped that the offered assistance of the
IAEA, through this project will act as a catalyst in compiling a draft legislation that will
be acceptable to all the involved organisations.

Currently efforts are made to put together a combat team consisting of personnel
from various Governmental departments such as Custom Officers, Police intelligence
Officers, Representatives of the Ministry of Foreign Affairs, the Ministry of Justice
and the Attorney General's Office. The Senior Medical Physicist of the Ministry of
Health is the Scientific member of the team and the Medical Physics Department of
the Ministry of Health provides the necessary instrumentation and analytical
laboratories.
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CURRENT STATUS OF THE ILLICIT TRAFFICKING
DATABASE PROGRAMME AND THE RESULTS OF
THE APRIL 1988 EXPERTS' MEETING

M. Nicholas, L. Costantini (Unit Head), and
M. Albert (Section Head) IIS-SGIT, IAEA

The current status of the Illicit Trafficking Incidents Database Programme is
reviewed, and a brief analysis of the information in the database is presented with the
focus on materials that have been linked to trafficking incidents. The paper reports on the
conclusions of the Experts Meeting, held in Vienna on 28-29 April 1998. This meeting,
emphasised the utility of the Programme and revised its terms of reference in order to
update and increase its scope. An improved Incident Notification Form was agreed. In
addition, the experts called for increased analysis of the information exchanged under the
Programme, and for the establishment of an assessment scale in order to categorise
trafficking incidents and provide a means to communicate their significance. The paper
also reports on the conclusion of a meeting of the Interagency Coordination Meeting,
where it was agreed to develop co-operation between organisations, especially regarding
the operation of databases.
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INTERNATIONAL SSAC TRAINING COURSES

J. Vidaurre Henry
Section for Safeguards Training, SGTS, IAEA

J. Oakberg
Section for Information Support Services, SGIT, IAEA

C. Floh
Section for Safeguards Training, SGTS, IAEA

The Section for Safeguards Training in the Department of Safeguards at the IAEA has
organised since 1976 regular courses for Member State personnel responsible for the
implementation of Safeguards in their countries. At the end of October 1998, a total of 47
such courses had been conducted for a total of 1131 participants from 75 Member States (see
attached table).

The State Systems of Accounting for and Control of Nuclear Material (SSAC) courses as they
are usually called, are designed to assist Member States to organize or maintain their
Safeguards Systems (including their SSAC) along sound lines and to make them adaptable
and responsive to further developments. The SSAC courses address the matter of interaction
between the National Safeguards System and the IAEA in order to satisfy the requirements of
Safeguards Agreements. These courses also address the question of a State's need for an
SSAC for its own purposes and how this need could be met.

Among the several matters of interaction mentioned above, the SSAC courses address the
requirements faced by national systems for arranging that accounting and operating records
are kept in respect of each material balance area, and that accounting reports should be
provided to the Agency by the State in agreement to standard practices and formats. Hence,
substantive efforts are deployed to provide all participants with the necessary skills and
information so that the prescribed reports can be prepared correctly and on a timely basis.

To assure that the knowledge and skills imparted to the SSAC course participants are
absorbed effectively, training is conducted using a combination of lectures and practical
exercises. Modern performance-based training technologies are used to design, implement
and evaluate all SSAC sessions, but particular care is exercised in the records and reports
sessions. The training sessions are specifically designed so as to impart knowledge and skills
that can be used by all participants regardless of the type of facility they are responsible for,
or the amount of material they have in their inventories or the number of inventory changes
that they perform.
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To determine if the instruction provided is successful, performance checks are used
constantly during the practical sessions of the SSAC courses. Those performance checks
have the purpose of evaluating whether an instructional objective was met, so that both
trainee and instructor can determine what action to take next. If the criteria have been met, as
is usually the case, the trainee can proceed to the next instructional unit, in this case typically
a different type of inventory change, transaction or report. If the performance needs to be
strengthened, action is taken on the spot by the instructor and the coaches who are supporting
the instructor.

The results obtained in these types of events consistently show that trainees are able to master
the main skills required to successfully perform all basic activities related to reports to the
Agency. Comments from participants follow the same thrust.
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Statistics on SSAC Courses
1976 to 1998

Year

1976
1977
1978
1979
1980
1981

1982

1983
1984
1985
1986
1987
1988
1989
1990
1991
1992
1993

1994

1995

1996
1997

1998

Total

Type of Courses
international

Place
Vienna
Vienna
USSR
USA
USA
USA
USSR
USA
USSR
USA
USSR
USA
USSR
USA
USSR
USA
USSR
USA

USA

Vienna

USA

Russia
USA

Russia

No Part
27
35
18
19
28
26
19
28
10
27
18
30
21
33
24
25
26
31

35

13

39

28
35

28

623

Regional

Place

Japan
Austral.
Japan
Brazil
Austral.
Argent.
Japan
Ukraine
Russia
Argentina
ABACC
Australia

ABACC

Japan

ABACC

Japan
ABACC
Brazil

No Part

22
17
17
22
14
25
19
29
28
29
24
24

24

23

26

16
18
20

397

National

Place

S.Africa
Vienna

(individual)

Vienna
(for Swedish
nationals)

Chile
Romania

USA
Romania

No Part

22
2

5

12
19

24
27

111

Totals
No. of

Courses
1
1
1
1
1
2

2

1
1
2
2
2
2
2
2
2
2
5

3

4

2
3

3

47

No. of

Participts.
27
35
18
19
28
45

38

27
18
52
38
50
46
39
51
50
51
118

66

93

52
88

82

1131
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In the Department of Safeguards, a pilot project is under development to build a
modern information system, a data warehouse, to cover data reported pursuant to
INFCIRC/153-type agreements. A data warehouse is a subject- orientated, integrated, non-
volatile and time variant collection of data [1]. The warehouse is filled with operational data
from the central server with all updates being made only by system and support software. A
conceptual view of the multi-dimensional relational model for the pilot data warehouse is
shown in figure 1. All transactions (additions, updates and deletions) made on the NPT
accounting database are trapped and the data elements required for the warehouse are
extracted, transformed if necessary, and propagated to the data warehouse. To support the
accounting data, country, facility and MBA authority data are also extracted and propagated.
An extraction metadata repository defines the data elements to be extracted and the mappings
between the central server data and the data warehouse. It is planned that all daily
transactions on the NPT and authority databases will be captured and integrated into the data
warehouse overnight.

The data warehouse can be viewed as being split into two parts, fact data and
dimensions. The fact data are tables (files) containing the quantitative numerical data that the
end user requires, hi our case, on the first aggregation level the facts are various types of
material weights and number of items reported. Along with these fields are attribute pointers,
which are qualifiers to the data, i.e., the measurement basis for the weight or material
description. These attribute pointers are foreign keys of the dimension and lookup data tables.
A dimension is a grouping of tables of related information elements which are the paths to
querying the fact data. The time dimension, for instance, includes dates for book, physical
and evaluative views of the base data. Lookup tables are single tables that are not part of
any dimension but are also needed to fully qualify the fact data — for example the
Measurement KMP which indicates the location where nuclear material was measured to
determine material flow or inventory.

For each update made to the detail, summarised data at the higher levels has to be
created or corrected. Software reads inter-level transfer data and performs the required
aggregation. As the data levels share common keys it is possible to navigate through the
levels and extract related data from multiple levels. From the detail and aggregated data, it
will be possible to quickly answer the majority of queries with little computational overhead.

The user querying the warehouse from a desktop computer has several ways of
retrieving and viewing information. Standard reports can be provided, containing textual,
tabular and graphical data. These reports can be selected by using a graphical front-end or via
the INTRANET using standard World Wide Web browsers; alternately they can be printed or
exported, for example, to a spreadsheet or word processing program. Sophisticated analysis
will also be possible using ROLAP (Relational On-line Analytic Processing) software. It is
also possible to query the warehouse from independent applications written in Visual Basic
or C using an application programming interface (API). The relational model metadata
provides the glue that interfaces the software running on the client PCs with the physical
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warehouse. Therefore, it is possible to drill down from summary information to the detail
level with the metadata shielding the user from the processing logic which relates them.

The first application which will interface with the warehouse will be the Fuel Cycle
Diagram System (FCDS) which can be used to structure, visualise nuclear material stores
and transfers within fuel the cycle and over time.
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Vienna, Austria

After the disintegration of the Soviet Union (USSR), there emerged a separate
Russian Federation and 14 Newly Independent States (NIS). Comprehensive
Safeguards Agreements of type INFCIRC/153 (corrected) have been concluded
between the International Atomic Energy Agency (IAEA) and the majority of the
NIS.

One of the major immediate tasks was the preparation and implementation of
the State System for Accountancy and Control of Nuclear Materials (SSAC) in the
NIS countries which joined the IAEA family. The starting point was difficult as there
were only individual accounting files at the facilities, most of which were not
computerised. Support from the IAEA and technical assistance from donor countries
was of principal importance. Most of the assistance was provided by Japan, USA, UK,
Sweden and Finland under the Co-ordinated Plan of Technical Assistance.

The process of SSAC implementation necessary included the training of
accountancy staff at different facilities, with practical exercises in donor countries,
and support by computer equipment and software for the States as well as for the
facilities was essential.

The condition for the SSAC function is country nuclear legislature, starting
with the main act on nuclear power utilization and continuing through other decrees
and complementary standards and regulations.

The degree of success of SSAC implementation in different NIS countries is in
direct relation to the powers delegated to the State Regulatory or Administrative body
within the Governmental structure, clarity of responsibilities and its provision for an
adequate budget.

There are differences between different NIS in SSAC performance which
cannot be explained by the countries economical situation only.

Main constraints in the function of the SSAC as experienced by the Agency
were a considerable drain of staff after completion of expensive training, insufficient
means for travel to the facilities as well as lack of language abilities. This may
explain some of the problems in reporting.
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At present, new software is under evaluation at some NIS which should
enhance the SSAC efficiency.

The SSAC implementation commenced under difficult conditions. Thanks to
the efforts of the NIS countries, IAEA, as well as donor countries, considerable
improvement has been achieved. Intensive cooperation for future enhancements is
necessary.
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This paper reviews the current status of infrastructure installed and operational in

the Department of Safeguards to handle the computerized information and the related

applications. Description is provided for the Local and Wide Area Networks, the single

components of the infrastructure and their relation with the IAEA infrastructure and the

outside world. Special emphasis is given to security and confidentiality aspects and to the

recent developments related to the electronic transmission of accounting data and the

Remote Monitoring of facilities.
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The Strengthened Safeguards System includes measures to increase the
information provided by States on their nuclear programmes, broader access to other
information and measures related to increased physical access to sites and to the
effectiveness of that access. The general approach is to compare a State's declared
nuclear activities with other information available to the IAEA, and to find any apparent
inconsistencies with the overall goal of detecting undeclared nuclear activities at a very
early stage. In that framework, open source information plays an important role as an
independent way to obtain supplementary information. This paper presents an overview
of the sources of information available to the Agency, of the tools used to collect, search
and process information, and of how open source information is used in the evaluation
process.

58



IAEA-SR-207/41
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Recent State orders and directives regulating the nuclear materials control and
accountability (MC&A) area in Russia and the role of the Federal Nuclear and Radiation
Safety Authority of Russia (Gosatomnadzor, or GAN) in developing the State System of
Accounting for and Control of Nuclear Materials (SSAC) are reviewed. Focus is directed
to the development of the MC&A oversight information system as an instrument for
providing information support to administrative and inspection activities of
Gosatomnadzor. The main principles, elements, architecture, information flows and
results of the system prototype development are presented. Data processing and
evaluation, and information exchange with the Federal MC&A information system are
also discussed. An integrated part of the system is a database on Physical Protection (PP)
of nuclear material and installations and on inspections of PP. The project on the GAN
MC&A oversight information system is developed within the GAN - U.S. DOE
Cooperation Programme on the National Protection, Control and Accounting of Nuclear
Materials.
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