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REVEAL - A TOOL FOR RULE DRIVEN ANALYSIS
OF SAFETY CRITICAL SOFTWARE

H. MIEDL, M. KERSKEN
Institut fur Sicherheitstechnologie (ISTec) GmbH
Garching, Germany

Abstract

As the determination of ultrahigh reliability figures for safety critical software is hardly
possible, national and international guidelines and standards give mainly requirements for the
qualitative evaluation of software. An analysis whether all these requirements are fulfilled is
time and effort consuming and prone to errors, if performed manually by analysts, and should
be dedicated to tools as far as possible instead. There are many "general-purpose" software
analysis tools, both static and dynamic, which help analyzing the source code. However, they
are not designed to assess the adherence to specific requirements of guidelines and standards in
the nuclear field. Against the background of the development of I&C systems in the nuclear
field which are based on digital techniques and implemented in high level language, it is
essential that the assessor or licenser has a tool with which he can automatically and uniformly
qualify as many aspects as possible of the high level language software. For this purpose the
software analysis tool REVEAL has been developed at ISTec and the Halden Reactor Project.

Introduction

Following the technological development in the I&C field, analogous techniques are
more and more replaced by digital systems in almost every industry. Surveillance and
recording tasks are already taken over by computerised systems in nuclear power
plants. Digital systems are even used in safety relevant applications, where the effort
for qualification is very high. An essential feature of digital systems is the
implementation of the required functionality by software. (The process of software
development is often characterised by the automatic generation of high level language
source code from formal application-oriented specification techniques.)

As the determination of ultrahigh reliability figures for safety critical software is hardly
possible, national and international guidelines and standards give mainly requirements
for the qualitative evaluation of software. This means that these guidelines and
standards present plenty of requirements on properties which should be inherent in
software and others that should not. An analysis whether all these requirements are
fulfilled is time and effort consuming and prone to errors, if performed manually by
analysts, and should be dedicated to tools as far as possible instead. Some of those
requirements are based on syntactical or notational properties that can be measured
and collected automatically by a software analysis tool. There are many "general-
purpose" software analysis tools, both static and dynamic, which help analyzing the
source code, e.g., by presenting the control flow graph or by performing data flow
analysis. However, they are not designed to assess the adherence to specific
req':rements of guidelines and standards in the nuclear field. Against the background
of the development of I&C systems in the nuclear field which are based on digital
techniques and implemented in high level language, it is essential that the assessor or
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licensor has a tool with which he can automatically and uniformly qualify as many

aspects as possible of the high level language software.

For this purpose the software analysis tool REVEAL has been developed at ISTec and

the Halden Reactor Project.

System Overview

REVEAL is based on static analysis of the control flow and data flow of high level

language source code.

Its principal aim is the automatic check of conformance of the source code with given

recommendations and requirements as stated in specific guidelines and standards.

This will relieve the assessor or licensor from tedious and error prone work and

guarantee the assessment to be objective and uniformly performed with acceptable

effort.

To make REVEAL applicable to high level languages in general, the analysis kernel

works on the control flow, data flow and software metric's information, firstly extracted

from the high level language source code. The following diagram sketches the

structure of REVEAL:
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On the right hand side of the diagram the collection of specific requirements as stated

in the guidelines and standards are to be seen. These input components have to be

designed flexibly allowing the user to select project specific standards from the whole

set of standards. In addition, the integration of new standards into the whole set of

standards or the removal of obsolete ones requires the flexibility of this component.

The analysis kernel consists of the following main modules:

- control flow analysis

~ call graph analysis

- data flow analysis

- rule-driven analysis (i. e., conformance with guidelines and standards)

- software metrics analysis

These analysis will support an assessor of safety critical software in:

understanding of the high level source code,

comparison of the functionality represented by the source code against the

specification,

detecting violations of standards and guidelines for coding,

definition of test strategies and test cases,

identification of source code metrics for software attributes that may serve as

acceptance or non-acceptance criteria.

Development of Front-ends

REVEAL is designed in a way that a common processing and analysis kernel can be

used for different programming languages. At the moment there is a front-end for C

source codes.

The front-ends take over the language-dependent part of the analysis, that means they

process the source code following a certain set of rules and they pass it to the analysis

kernel using a common interface. Furthermore, they have to recognize, to collect and

store basic metrics in a common database. To minimize the effort for the front-end

tools for lexical analysis and parser generation, PC based versions of the standard

UNIX tools LEX and YACC were used.
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Definition of the Interface between the Front-ends and the Analysis Kernel

The output of the front-ends is stored in a common format which is also defined

according to the necessities of the analysis kernel.

The output includes:

a) an extended cross-reference list to enable the data flow analysis, i. e. a description

of all identifiers of the source code, together with their appearance of declaration

(line number), the type of identifiers (pointer, function, "simple variable", ...), the

data type information, its nesting level, the module name it belongs to, and its

dimension, if it is an identifier of a compound data type like an array or pointer.

Moreover, the definition and reference of each identifier is captured by the front-end of

REVEAL collecting the following information:

- the line number,

the type of operation (e. g. initialization, function call, assignment, logical

operation, ...), and

the nesting level.

The nesting level of struct or union components is also taken into consideration.

e.g.

struct s {

}

is mapped into

s

U
s1

name_2

address_2

str1_1

str

int i;

struct s1 {char *name, *address;} str1;

str;

struct

int

struct

char pointer

char pointer

struct s1

struct s

b) a graphical description of the source code for the control flow and call graph

analysis, the call graph information consists of the module names (i. e. functions

and procedures of the source code program), their number of nodes (i. e. number
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of statements) and their sequence within the source code file. The hierarchy of the

modules, i. e. the connections between modules, is represented by the following

relation:

< calling module > <called module>

e. g.:

main f1

main f2

f1 f2

That means, that the module "main" calls the modules " f1" and "f2" and "f2" is also

called by "f1".

The flow graph information consists of the node list (i. e. a list of the line numbers of the

statements of a module) and a relation between these nodes, which represents the

edges of the control flow graph. If there is more than one statement per line, the line

number is extended by a character suffix to differentiate between the statements.

e.g.:

Node list

1

2a, 2b

3

4

Edges

1, 2a

2a, 2b

2b, 3

3,4

The example shows a simple linear sequence of statements whereby two statements

exist in line 2.

A large number of competent guidelines and standards were reviewed to identify those

which contain recommendations or requirements on coding. The next step was to

extract these recommendations or requirements which can be checked automatically
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and to structure them accordingly. They were put into a hierarchical structure of topics.

The top level of this structure is the following:

Topic 1: readability aspects

Topic 2: data structure

Topic 3: program structure

Topic 4: interaction with other systems

These topics are structured into subtopics, as e. g.

Topic 1.1 program lay-out

Topic 1.2 modularity

Topic 1.3 module size

Topic 1.4 line structure

etc.

The recommendations or requirements on coding are appointed to these subtopics, as

e.g.

Topic 1.3 module size

R1 No module should exceed a limited specified size.

R2 A program or a program part should be broken down into smaller

units when it contains more than 100 executable statements.

R3 A program with more than 200 lines of code should be divided into

smaller units.

R4 Each module should occupy at most two pages.

R5 Keep procedure length small (e. g. < 50 lines of executable code).

The requirements R1 to R5 are taken from different guidelines and standards. Of

course REVEAL keeps a record about that. For each subtopic the recommendations or

requirements have been analyzed and processed to identify their goal, the procedure

how to analyze them and the output of their analysis.
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In the following this is shown for topic 1.3 module size:

a) No module should exceed a limited specified size

Goal:

Function size shouldn't exceed a certain limit (e. g. 100 lines)

Proceeding:

Extract from each flow graph file the name of the function and the line numbers of

the startnode and endnode respectively.

Output:

List of functions with their sizes (in terms of number of lines), and the line

numbers of the startnode and endnode of the function; functions which exceed

the default limit should be highlighted.

b) A program or a program part should be broken down into smaller units if it

contains more than 100 executable statements.

Goal:

The number of statements of each function should be less or equal 100.

Proceeding:

Determine for each function the number of statements (the number of statements

correspond to the number of flow graph nodes).

Output:

"yes" resp. "fulfilled" for each function of less or equal 100 statements, otherwise,

a list of those functions which have more than 100 statements with the actual

number of statements, the line number of the startnode and the endnode.

Such an algorithmic description has been given for all recommendations or

requirements of the four topics. Each recommendation or requirement corresponds to a

module of the analysis kernel. The following figure shows a screen dump of the

graphical user interface of the tool REVEAL.
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Concluding Remarks:

During analysis of the coding requirements from different guidelines and standards no

explicit contradictions were found, but there are sometimes differences in their rigour

(e. g. prohibited, avoided, limited,...).

To make REVEAL more flexible it is foreseen that the user can incorporate his "own"

guidelines and standards. That also implies the possibility to select certain set of

standards and even single requirements from the whole set of standards to be applied

to the source code.

Summarizing, it can be said, that REVEAL assists in the qualification of digital system

to be used in safety relevant applications where the qualification of software is of

special importance. Especially the adherence to implementation requirements is

assessed in a completeness and depth which can hardly be achieved by manual

assessment.
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SESSION 4:

General discussion, conclusions
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SUMMARY OF THE DISCUSSION

Prepared by the session Chairperson Prof. B. Wahlstrom

The IAEA Specialists' Meeting on Design and Assessment of Instrumentation and Control
Systems in NPP Coping with Rapid Technological Change arranged in Garching, Germany 6-
8 October was a success. At the meeting a total of 16 papers were presented and discussed. A
total of 41 experts from 16 countries and from one international organisation attended the
meeting. The meeting once again demonstrated the value of an open exchange of information
between experts from different countries and different organisations. The presentations
covered a wide range of subjects from very specific solutions, licensing principles, regulatory
approaches, methods and tools to be used in various stages of a concrete project and research
needs to be addressed in a medium time frame. The presentations clearly showed that the
digital I&C systems have made further progress from a point only few years back when some
hesitation was expressed towards an application of the new technology. The presentations
showed clearly that digital programmable systems are used both for safety related and safety
systems. Many of the speakers pointed out several benefits of the new systems as compared
with old analogue technology. Some of the earlier concerns, which have been connected to
system complexity and the presentation of convincing safety evidence in a licensing process,
were shown to be possible to tackle with a combination of new methods and tools. One of the
specific subjects of the meeting, the possibilities to cope with rapid technological change was
addressed only implicitly in the presentations. Some attempts to find invariants such as the
functional specifications were mentioned at the final discussions as successful solutions of
this difficult issue.

The year 2000 (y2k) issue in computer based systems was discussed at some length at the
meeting. It is a very clear consensus among all experts in the I&C field that this issue does not
represent a direct safety concern on the operating NPPs in the world. There are however due
to various interactions between non safety systems some indirect concerns to be raised. For
instance there are a large amount of non-safety systems that are relying on computers and a
simultaneous break down of all these systems may influence the operation of nuclear power
plants which are connected to the grid at the moment of discontinuity. All nuclear regulators
in the OECD countries have brought this issue to the attention of their licensees. The licensees
are also supposed to report back on their actions in response to this issue. The meeting gave
an assurance from several IAEA member states that the y2k-issue is tackled in a systematic
way. There is a considerable amount of information on how to address this issue which has
been made available through various public channels. Two upcoming experts meetings one
arranged by IAEA in Vienna November 1998 and the second by OECD/NEA in Canada 8-10
February 1999 will also address the y2k-issue. The issue is however a good example of the
complexity of computerised systems and it can serve as an event of caution for the computer
community which is involved in safety concerns.

In the final discussion a few more issues of concern within the I&C area were lifted up. One
issue is connected to the more general problem of maintaining competency in the nuclear
industry. Many organisations have been downsizing and in that process quite a lot of skills can
be lost. There 's a continuous challenge to attract young and bright engineers to the nuclear
field and to properly utilise the corporate memory in their training.
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There have been various problems in licensing safety related systems in some of the IAEA
member countries. The meeting did not discuss these problems in detail, but some of the
presentations gave reference to solutions with which some problems may have been abated, hi
the discussions some views on the possibility to give believable estimates of the reliability of
software based systems were exchanged. One view was that it is necessary to create some
method to give these estimates and another view was that it hardly will be possible. There was
however a consensus that this issue has to be researched and one possibility is that IAEA
would initiate a co-ordinated research programme on this issue. A large consensus was also
found that this issue would be necessary to address in a high level specialists meeting within a
few years time.

The nuclear I&C cannot diverge from the main stream development of I&C in the
conventional industry. Unfortunately the nuclear industry is sometimes seen to be too special
and too small to be interesting for the major I&C vendors. If it would be possible to convey an
understanding that the needs of the nuclear industry to some extent can be shared by the
conventional industry, there might be a better possibility to reflect them in the design of the
new systems. If this view can be anchored among the developers of the I&C systems it would
be far easier to carry out the licensing process which to a large part relies on evidence
collected during the systems design process. There are however prospects that a better
understanding may develop for the safety issues within the conventional industry.

A very urgent problem connected to modernization were brought up. There is always a
problem of modifications in a plant built to an earlier standard. In these plants the cabling
represent a special problem. Sometimes the cabling drawings are not detailed enough and
sometimes there are even inaccuracies in the plant documentation. There are often couplings
between functions and systems in the cabling dispatching areas which are dissolving the
requirement on separation and defence in depth. These problems have been recognised in
some of the IAEA Member States and remedies have been created. There might be a benefit
on an exchange of those relatively straightforward ideas for system improvements in. One
specific problem in modernization is that the plant design base may not be documented
explicitly enough. In these case there may be a considerable effort to regenerate the design
basis.
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