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Abstract

A significant feature of EDF's latest 1400MWe « N4 » generation of pressurized water
reactor (P WR) is the extensive use of computerized instrumentation and control, including a
fully digital system for the reactor protection function. For the safety assessment of the
software driving the operation of this digital reactor protection called SPIN, IPSN has
developed and implemented a set of methods and tools. Using the lessons learned from this
experience, IPSN has worked at improving those methods and tools, mainly trying to make
them more automatic to use, and has participated to an international assessment exercise to
test some other methods and tools, either new products on the market or self developed
products. As a result of these works, this paper presents an up to date overview of the IPSN
methods and tools used for the assessment of safety critical software. This assessment which
consists in an analysis of all the documentation associated with the technical specifications
and of a representative set of functions is usually carried out in five steps: (1) critical
examination of the documents, (2) evaluation of the quality of the code, (3) determination of
the critical software components, (4) development of test cases and choice of testing strategy,
(5) dynamic analysis (consistency and robustness). Theis paper presents also methods and
tools developed or implemented by IPSN in order to: evaluate the completeness and
consistency of specification and design documents written in natural language; build a model
and simulate specification or design items; evaluate the quality of the source code; carry out
FMEA analysis; run the binary code and perform tests (CLAIRE); perform random or
mutational tests.
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1. INTRODUCTION

A significant feature of EDF's latest 1400MWe « N4 » generation of pressurized water
reactor (PWR) is the extensive use of computerized instrumentation and control, including a
fully digital system for the reactor protection function.

For the safety assessment of the software driving the operation of this digital reactor
protection system called SPIN, IPSN has developed and implemented a set of methods and
tools.

Using the lessons learned from this experience, IPSN has worked at improving those
methods and tools, mainly trying to make them more automatic to use, and has participated to
an international assessment exercise to test some other methods and tools, either new
products on the market or self developed products.

The first part of this article describes the main steps used by IPSN for the evaluation of
safety software. Then, in the second part, each method and its associated tools are briefly
explained and commented.

The approach presented here relies on IPSN's belief that a technical evaluation of a
software performing IE classified functions is only possible if all the documentation,
including the source and the binary code is available.

2. METHODOLOGY USED BY THE IPSN FOR EVALUATION OF SAFETY
SOFTWARE

The technical support body (IPSN) of the safety authority (DSIN) is responsible for
carrying out any investigations deemed necessary in order to ensure that the methods and
techniques used by the manufacturer and operator guarantee that a safety software reaches the
expected level of safety and exhibits an adequate degree of testability and maintainability. In
order to do this, IPSN pays particular attention to the following issues:

- rational and thorough methods of developing software by following a specific quality
assurance plan (documentation and code);

- strict programming rules for producing a testable and maintainable program (code);

- tests carried out to ensure sufficient coverage both in the manufacturer's premises and on
site (simulation).

The assessment carried out by the IPSN does not cover all the equipment, in view of its
relative complexity. It is usually decided to limit the analysis to:

- all documentation associated with the technical specifications,
- a representative set of functions.
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The software associated with this representative set of functions processes one or more
items of data from the process, from acquisition to the input terminals of the actuators. The
methodology adopted to analyze safety software proceeds in successive steps to evaluate the
various technical solutions put forward by the operator. Currently, there are five different
steps involved in the evaluation of safety software:

- step 1, critical examination of the documents ,
- step 2, evaluation of the quality of the code ,
- step 3, determination of the critical software components ,
- step 4, development of test cases and choice of testing strategy
- step 5, dynamic analysis (consistency and robustness)

Some of these steps are carried out in parallel, as is the case with steps 2, 3 and the
beginning of step 4. Steps 1 and 2 are more specifically focused on a so-called static analysis,
because they do not require running the program. Steps 3 and 4 are a transition between static
analysis and the dynamic analysis itself performed at step 5. In order to ensure an acceptable
approach for the tasks to be performed and to provide the analyst with technical elements,
special tools have been developed:

- a tool for modeling text in natural language to evaluate the completeness and consistency
of specification and design documents,

- a tool which is used to determine the critical components in terms of the safety objectives
which the software must meet,

- a static analysis tool which is used to evaluate the quality of programming and which, with
its semantic analyzer, is an aid for generating test cases,

- a simulation atelier which consists of the following tools:

- a simulation and testing tool for carrying out dynamic analyses,

- a tool for describing environment programs for the simulation,

- a tool for processing the results which gives a graphical readout of the results of
dynamic analyses.

- a platform to perform random testing and other testing techniques.

The methods and tools set out in the following sections enable IPSN to meet the
objectives stated above.

3. METHODS AND TOOLS FOR STATIC ANALYSIS

3.1. Critical examination of documents

An evaluation of the safety of programmed systems is leading IPSN to pass judgment
on the relevance of information contained in the software specification and design
documents, in respect of technical knowledge of the project and the standards relevant to the
facility using these systems.

The examination of a safety system carried out as part of this evaluation takes account
of the safety requirements of the installation, the system architecture and its specifications.
The examination therefore consists in verifying the presence of all the functions needed to
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ensure that the installation is safe and to comply with the functional diversity which will
make it possible to protect against common mode failures.

This documentation consists of documents written in natural language (specifications,
design, tests) and the source program itself.

The documentation is produced over a long time-scale, owing to the extent of this type
of software.

Each document is analyzed, not just to understand the functions performed, but mainly
to check that there is no superfluous information (causes for complexity), or information
which is inconsistent or missing from the software documentation.

After establishing that careful reading was practically the only mean used for such
document review, IPSN decided in 1992 to search for a more rigorous and systematic
approach [1]. This lead to the AVIS method and its AVISO computer tools. This method can
be carried out at two levels of details.

At the first level, the analyst uses to'ols that automatically browse the document and
highlight some portions according to specific criteria. For instance, a tool named Focus
pinpoints fuzzy expressions and another named Exigencia extracts potential requirements. In
addition, the analyst is provided with a guide that lists points to check and reminds of usual
linguistic pitfalls. Another tool extracts automatically all the expressions used in a text (for
example « loss of coolant ») and is useful to help comparing the content of two documents.

At the second level, the analyst builds a graphical model out of the information
contained in the text. This sort of modeling is more useful than a discursive or mathematical
language, because it shows the relationships existing between the information contained in
the text. The resulting overview can be used to focus attention both on the meaning and on
the details of each piece of information.

This representation simplifies the task of examining the completeness and consistency
of this information.

Besides, the references drawn up between the text and the graphic allow any anomalies
picked out during the modeling process to be linked to the original text.

So, analysis of documentation produced over a long period of time and modified with
each version of the software is more powerful by the ability of this tool to store information
contained in the different texts together with observations and comments raised by the
analysis.

The AVIS method has been applied, in particular for the evaluation of the SPIN N4
software and is now being tuned. The main lesson learned is that building a model that
represents an entire document requires a great amount of effort. That is why the « first level »
tools were developed. Those tools give less information than building a model but are
considerably quicker to use. Nevertheless, building a model is useful for high level
requirements documents.
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3.2. Determination of critical software components

In preparation for the analysis of a representative subset of the software, IPSN has
turned to a study of potential failures adapting for the software a method called Failure
Modes and Effects Analysis (FMEA) [2].

This approach consists in evaluating the effects of postulated failures on each function
of the software. An important aspect of this adaptation is that it takes into account the effects
of multiple potential software failure.

An index of relative importance can then be established for each function, by taking
into account the number and severity of the consequences of the failures, and hence
categorize them.

This categorization is part of the basis used to determine the representative set of
software functions on which the following steps of the analysis will be performed.

In addition, once the potential failures that could lead to dangerous malfunctions are
identified, it is checked that there is no error in the software that could lead to theses failures.
This is done by verifying that there exist at least one validation test performed by the
manufacturer that would have detected this error.

If these tests are not sufficient for ensuring that the postulated failures cannot occur,
these critical functions performed by the components which are called up will be the subject
of additional tests made by IPSN as part of the consistency and robustness studies.

This method was used to analyze 20,000-25,000 lines of the SPIN N4 software and
showed a sufficient test coverage of the critical components. A specific tool is now under
development to help the analyst propagating and combining the effects of potential failures.

3.3. Source code analysis

The source programs of the representative set of functions are analysed to:

- search for any constructions dangerous for the type of language used:

- data flow anomalies (definitions and uses of variable values, types of variables etc.),

- arithmetic expressions (parentheses, division by zero),

- search for an incorrect or over complex structure in the programs:

- multiple input or output loops,
- variable index loops,
- inaccessible code,
- unnecessary code,

- verifying compliance with those provisions of IEC 880 deemed important by the IPSN.

The components from which the programming anomalies were detected become so-
called sensitive components. The testability and maintainability of these components are in
turn evaluated. Some of these components, mainly those containing variable index loops,
could be tested during the robustness study of the program, thereby allowing the verification
of their behaviour under these conditions.
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For such structural analysis, IPSN has used the Malpas tool [3] during the safety
evaluation of the SPIN N4. A first campaign of analyses was carried out using a static
analysis tool (structural analyzers of the MALPAS tool) on the program of one of the SPIN
functional units. These results showed some features of the code which could affect the
testability and maintainability of this program.

Since, other tools have been used (e.g. QAC) which do not require the time consuming
translation in an intermediate language. As for semantic analysis, IPSN's experience on the
SPIN N4 with Malpas showed that such an analysis requires a huge amount of effort and
should only be carried out on very restricted critical components of the software.

4. METHODS AND TOOLS FOR DYNAMIC ANALYSIS

4.1. The Claire simulation tool

A dynamic analysis requires by definition the execution of the binary code. To do so,
the most direct mean is to employ the equipment (CPU card, peripheral cards etc.) used on
site. However, this solution has some drawbacks : laboratory facilities required, expensive
maintenance cost, and most of all, limited internal observation and fault injection capacities.

For those reasons, IPSN has developed a set of tools which can simulate operation by
execution of a binary program without recourse to equipment used on site [4]. These tools,
which are supported on a computer, make it possible to:

- compile an environment which reproduces the exchanges between each microprocessor
and the circuits (clocks, communication circuits, memory etc.) which are associated with it
in each unit of the protection system installed on site,

- run the binary programs of the units of the protection system by means of a
microprocessor simulator, generating special files which track all interactions between the
microprocessors and their environments, with a statement of the run time,

- present, in mimic form (time diagrams, curves etc.), the values assumed by the different
variables monitored, in order to analyze simulation results.

The environment of the binary program and the microprocessor which runs it is
simulated by developing special programs which replace the equipment called up by these
programs. This development is carried out mainly by using a graphical description based on
the SADT method.

This tool is currently used for the assessment of the N4 software. It is of great help to
confirm some conclusions issued from the static analysis about the behavior of the software.

In a first stage, the normal operating conditions of the protection system have been
selected to ensure that the model obtained using the environment developed for the purposes
of this study was adequate. In a second stage, the program was run to check the behavior of
the system in specific operating situations (degradation of the two-out-of-four voting logic,
for instance) provided for in the specifications.

The simulated system and the associated tests series will be reused to verify that each
future version of the software works as well as b fore and a study to simulate several CPU
units of the SPIN N4 functioning together is in progress.



- 39 -

4.2. Consistency and robustness testing
Consistency study

An evaluation of the programs of the representative set of functions gives rise to a
dynamic analysis which can determine, in'a first stage, how consistently these programs
perform with regard to their specifications.

The consistency study is used to verify, for the representative sample cited earlier, the
output values from these channels (for instance controlling a scram) when the input values are
selected by the analyst from the nominal operating range of the protection system. This study
verifies the most significant aspects of the behavior of the binary program which is actually
used at the site.

Robustness study

The main purpose of this study is to judge the behavior of the programs of the
representative set subjected to series of tests, defined in advance, which represent abnormal
situations for the protection system or of the systems which provide it with information. The
series of tests are focused on the critical or sensitive components detected during the previous
steps.

This study makes use of the model set out for the consistency study, in order to create a
more complete environment, making it possible in particular to arrive at certain internal
program variables which are representative of the abnormal situation selected.

The results of the simulations obtained using the different series of robustness tests
must be analyzed to identify the state of each output variable of the system representative set
of functions. This implies ascertaining the values which should be obtained for each test case.
Special semantic analyses are carried out to calculate the expected values (Oracle).

An analysis of the simulation results is carried out to identify, for system outputs, the
consequences of malfunctions introduced and to draw conclusions on the adequacy of system
behavior with respect of the missions it must perform.

4.3. Random testing
Random testing consists in randomly generating test values that can be automatically

fed into the software. This technique requires to build an Oracle in order to evaluate the
correctness of the answer given by the software.

Putting this technique into practice, IPSN has had to cope with two main issues. First,
building and validating an Oracle requires a great amount of effort, especially to build a
coherent set of rules. However this effort, because it requires a thorough examination of the
requirements document, happens to be an efficient mean to validate the completeness and the
coherence of the requirements.

The second issue concerns the operational profile. It is necessary to gather sufficient
information about the environment of the software (e.g. the plant process) in order to be able
to characterize the operational profile. The next step is to decide how the randomly generated
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inputs shall cover this profile, whether it shall be a uniform coverage or should some events
corresponding to failures or outside validity range occur at amplified rates.

IPSN is currently studying how and to what extent the results of a random testing
campaign could be used to determine a software reliability figure.

4.4. Mutational testing

This technique consists in recompiling the software after having introduced an error
into it. All the validation tests performed by the manufacturer are then automatically
performed on this corrupted copy. The whole process is repeated as many times as possible
introducing various random errors, the goal being to check if the test campaign would have
been able to detect the error. The results are then analyzed in terms of proportion of
undetected errors. Then, an examination is carried out for each undetected error to find out
why it was not detected.

There are two major difficulties in using this technique. First it requires to have enough
elements (compiler, source code and libraries,...) to be able to recompile the software and to
automatically perform the validation tests. Second, it may require long computation time.

Despite those difficulties, IPSN thinks that when it can be applied, this technique has
some advantages. First, it doesn't requires to build an Oracle. It can also be relatively easily
automated, thus requiring only computer time. But the main advantage is that the analysis of
the non detected errors quite often reveals problems either in the software or in the test
coverage.

IPSN has used this technique in an international assessment exercise and has adopted it
as an alternative means in its safety assessment procedure.

4.5. Finite state machine coverage

The first step of this technique consists in building a finite state machine representing
the behavior of the software as it is described in the specification document. This step doesn't
necessarily encompass the whole functionalities of the software but can be focused on some
safety aspects.

Then, the code is instrumented and the whole validation campaign is re-played, the
instrumented software allowing to record a trace. This trace is then used to evaluate if the
finite state machine is correctly covered by the validation tests (e.g. are all the nodes and
branches of the finite state machine reached a sufficient number of time).

As for mutational testing, this technique requires sufficient elements to be able to
instrument the code and perform validation tests. Nevertheless, when it can be used, this
technique is interesting because it allows to evaluate the test coverage regarding a specific
behavior chosen by the analyst.
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5. CONCLUSION

The tools mentioned earlier are in operation or in the experimental stage and are based
on technologies currently available. Improvements are being made continually in this area
and could lead to the resources used to carry out one or more of these analyses to change.
IPSN is devoting a considerable share of its efforts to develop research programs into these
issues.

However, the evaluation methodology set out in the above sections can be considered to
be a satisfactory basis for examining the various aspects of safety software. This is an
evolutionary approach, and other possibilities are explored. A study on the interests and limits
of formal methods is nearly completed and the extension of the methodology to other types of
"real time" system is being looked at in greater detail.
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