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Abstract XA9848234
Illicit trafficking of radioactive and nuclear materials at sea ports may be considered as

a serious problem. For this reason, a feasibility study has been carried out in order to
investigate the detection possibilities of nuclear materials hidden in cargo which is handled at
sea ports. Special attention is given to cargo packed in and transported with freight
containers.
Detection methods depend upon the measurement of gammas and neutrons, emitted by the
nuclear material which is hidden. Detection limits of existing monitoring systems are
unknown for geometrical configurations comparable to those specific at sea ports. For this
reason calculations were carried out by means of the MCNP-4A Monte Carlo code in order
to estimate these detection limits. These calculations are related to passive and active neutron
assay, localised gamma sources and contaminated iron scrap.
Results of this study are that radioactive materials can be detected without major problems.
Passive neutron assay allows the detection of nuclear material in relative small quantities of
plutonium in the absence of any deliberate neutron shielding, whereas in the case of dense
neutron shielding, detection limits of several kilos of plutonium are obtained.
A promising method appears to be a gamma- and neutron monitoring system in combination
with an existing X-ray scan installation for cargo verification of container content. The
detection probability is further increased when extra intelligence is applied about the origin
and route of the cargo.

1. Introduction
Apart from explosives and drugs, the illicit trafficking of nuclear materials poses a

problem, due to the risk of proliferation of nuclear materials. Political instability has
demonstrated to be one of the main causes for cases of illicit trafficking in recent years. The
illicit trafficking of radioactive materials also poses a problem for the health of the population
and for damage to the environment. This can be "accidental" diversion or contraband of
nuclear materials, non-shielded materials, and accidental contamination of scrap materials.
Being aware of this concern, DG XVII of the European Commission requested a feasibility
study on detection and monitoring systems and procedures for the prevention of illicit
trafficking of radioactive and nuclear materials. The effort has been concentrated upon sea
ports of the European Union, for which possible detection techniques and systems are
investigated.

1 Task performed under CEC Contract 4.1020/D/96-007
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In this paper detection and monitoring systems for the prevention of illicit trafficking of
radioactive and nuclear materials are investigated from the technical point of view. In
particular, performance characteristics (like sensitivity and detection limits) of detection
systems are studied, limited to the specific case of container transport at sea ports. The
monitor systems are capable to detect either gammas or neutrons originating from natural
background. In case nuclear materials are approaching, an increase in signal takes place, that
depends on the radiation level. Any measurement of neutrons and/or gammas above natural
background is an indication for the presence of nuclear materials. Hence, the key question in
the detection of smuggled materials is the significance of the signal increase above the natural
background within the appropriate statistical treatment of the signal.

2. Characterisation of import flows in sea ports.

With respect to illicit trafficking of nuclear materials, several possibilities can be
distinguished to bring these materials into ports of European Member States. However,
successful illicit trafficking of nuclear materials requires an easy and reliable opportunity to
retrieve these materials from the cargo. Cargoes satisfying these criterion are:
• cargo packed in freight containers (full container loads);
• conventional cargo, provided that the nuclear materials are hidden inside the cargo;
• certain cargoes carried with specialised vessels;
• trailers on Roll on-Roll off vessels.

In this paper, only attention is given to cargo packed in and transported with freight
containers. This choice is supported by the current and fast growing volumes of this type of
transport.

3. Techniques for detection and monitoring of nuclear and radioactive materials

Signatures of radioactive and nuclear materials consist of spontaneous and induced
radiation, emitted by the materials under investigation. Radioactive materials are mostly
gamma emitters but some are beta emitters and cannot be detected by gamma measurements.
Nuclear materials can emit as well neutrons as gammas, and can undergo fission under
external irradiation, resulting in the emission of extra neutrons and gammas. Radioactive
materials can emit gammas but no neutrons. This means that if radioactive materials must be
detected, the method should be sensitive to gamma rays.

Gamma-rays are sensitive to all gamma attenuating materials that can surround the
source, such as container materials, but also provocatively installed shielding materials. This
attenuation phenomenon is more effective for lower energies. Gammas originating from
nuclear materials do have low energy and are therefore easily absorbed in materials of packing
and container. The size of the container and the density of the materials also play a role for the
attenuation process. However, quantification of the content is not considered as a first
concern, but has only a second order priority. Therefore, integral detectors without any energy
(and isotope) discrimination can be used.

Nuclear materials can also emit neutrons, apart from their gamma emission. In case of
neutron detection, several kinds of neutrons can interfere: coincident neutrons from the
spontaneous fission neutrons of the even isotopes (e.g. Pu or U); (I,n) neutrons of light
elements (such as oxygen, fluorine); and neutrons induced by one of the previously mentioned
neutrons (called multiplication).
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Neutron detection can aim at detecting either fertile isotopes (e.g. the even isotopes of
plutonium) or the fissile isotopes (e.g. the odd isotopes of plutonium). The technique applied,
either passive or active, will determine the kind of isotope that will be addressed. A prevailing
factor to make such a decision is the significance of the spontaneous and induced emission
rates of a particular material. If an active technique is used as an interrogation of nuclear
materials, source neutrons can contribute to the detected signal, and the technique has to
include discrimination between neutrons from the radioactive material and source neutrons
(e.g. by applying the Cf-shuffler and the differential die-away (DDA) technique). Various
measurement techniques can be applied as given in Table I.

In addition to the detection methods which are based upon the radiation characteristics
of the contraband, one can also take advantage of the physical properties. Nuclear material has
an extreme high density and this would result in sharp contrasts on X-ray photographs.
Heimann Systems GmbH [2] has developed an X-ray technology for inspection of containers
which is based upon a dual configuration of 2 linear accelerators. The X-ray scanning is
performed in horizontal as well in vertical direction. Computer assisted image processing
gives information of the content, such as volume, relative density and location of the objects
inside a container.

able I: Analysis of detection methods
Material to
be detected
Pu metal

Pu oxide

U metal

U oxide

Radioactive
sources

NDA technique
gamma

all isotopes but Pu-242

all isotopes but Pu-242

all isotopes

all isotopes

all isotopes but beta
emitters

neutron passive
fertile isotopes by:

- total neutrons
- coincident neutrons

fertile isotopes by:
- total neutrons
- coincident neutrons

U-238

fertile isotopes by:
- total neutrons
- coincident neutrons

not applicable

neutron active
fissile isotopes by:

- total neutrons
- coincident neutrons

fissile isotopes by:
- total neutrons
- coincident neutrons

U-235

fissile isotopes

not applicable

remarks/problems
low-energy gamma lines
thermal neutron detection
(isotopic composition?)
(neutron discrimination?)

(I,n) neutrons
powder, pellets
(neutron discrimination?)

U-235 gamma 185keV
difficult n-detection

powder, pellets
HEU, LEU

density, packing
Co-60, Cs-137

The containers are scanned with an X-ray beam of 5 to 10 MeV. The maximum
penetration of these X-rays in steel is 340 mm and in water 2300 mm. The scan is taken when
the truck with container is pulled at a speedof 0.4 m.s"1 through the inspection tunnel. Nobody
is present in this tunnel during scanning. For the detection of nuclear materials, the applied
software techniques for building the scan images has to be adapted to the high density
properties of the nuclear material.

4. Detector performances
In the evaluation of signals from any monitoring system, a comparison is made of a

signal with a background intensity. An alarm decision is taken only when a monitoring
measurement exceeds the expected background result by an amount (the alarm level) that will
limit the chance for a statistical false alarm to less than one in a few thousand passages of a
vehicle through an monitor.
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A literature search was made to identify existing monitoring systems. Vehicle monitors
were found to be an appropriate solution [1]. Table II gives an account of detection limits for
Cs-137, Co-60 and Am-241 for commercial available plastic scintillator detectors.

In order to confirm the findings from the literature, additional calculations were carried
out with the MCNP-4A Monte Carlo code to estimate these detection limits. Since this project
concerns the detection of radioactive material as well as the detection of nuclear material, both
neutron and photon transport calculations were performed. To estimate detection limits, a
specific and representative geometry and shielding has been considered. A 20 ft container type
2200 (2O'x8'x8.6'), placed 1 m above the ground-plane with three detectors located 0.5 m
beside and above the container and one in the ground-plane, is adequate to represent a truck or
a train wagon passing a portal monitor. Results are given in Table II.

Table II: Detection limits; the density refers to the shielding density of the contents of the
container.

Practical cases of vehicle monitoring;
vehicle speed 8 km/h, portal width 4-5 m
Cs-137 : 23 kBq (7 ng) - 673 kBq (0.2 Tg)
Co-60 : 15 kBq (0.36 ng)-265 kBq (6 ng)
Am-241 : 470 kBq (4 Tg)

MCNP-4A calculations (see text);
vehicle speed 8 km/h (=1s) and stoppage (=60s)
Pu-239 :10g (1s) - 2g (60s) - density O.Og/cc
Pu-239 : 45g (1s) - 6g (60s) - density 0.1g/cc
Pu-239 : 25500g (1s) - 3300g (60s) - density 0.4 g/cc
Pu-239 : 241000g (1s) - 31200g (60s) - density 0.7 g/cc

In particular detection will be successful to discover "accidental" diversion or smuggle
of nuclear materials, non-shielded materials, and contamination of scrap materials. In case of
real contraband, and supposing sufficient intelligence and skills from the divertor, the packing
of the material will be in a form to neutralise all emitted radiation, as well gamma as neutron,
making any detection of materials difficult, if not impossible. Support of an X-ray system,
taking advantage of the extreme high density of nuclear material, is required to discover
possible density differences that could be related to concealment efforts.

5. Proposed monitor systems for containers
Analysis of the various systems and locations to install systems to prevent illicit

trafficking of nuclear materials leads to the following:
The most suitable option for the detection of radioactive as well as nuclear material is a

vehicle portal monitor, consisting of gamma and neutron detectors, built in the vertical
columns and the bridge of the portal. This monitoring system should be used in combination
with an X-ray scan installation for container content verification and installed in the tunnel,
just after the entrance . The efficiency of the portal monitor depends upon the integral
measuring time and the distance between the detector and the hidden source. In case of a
dynamic measurement (truck is moving) the maximum distance between source and one of
the detectors never exceeds 2 meter. The efficiency of existing portal monitors is based upon
trucks driving at 8 km/hr (2 m.s"1). This efficiency can be increased when the truck is passing
at lower speed or even artificial pulled at 0.4 m.s'1 along the portal monitor.

Information of the X-ray scan image, especially the presence of materials with high
density, and the results from the radiation monitor can be combined with custom information
about the cargo content. The proposed measuring system will take advantage of the low
background radiation level in the building of the X-ray scan installation, and the presence of
skilled personnel. Extra profit of a combined X-ray scanning device and a gamma and neutron
monitor is the fact that one can make use of the same logistic infrastructure and of personnel
who is familiar with radiation technology.
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The detection probability would be further increased if extra intelligence is applied.
With the results of a complete route and transport analysis a pre-selection can be taken into
account for selective examination of suspicious cargoes. Application of this intelligence will
restrict the number of inspection stations and will reduce cost.

6. Conclusions

A feasibility study has been performed on the detection and monitoring systems for
prevention of illicit trafficking of radioactive and nuclear materials at sea ports in EU Member
States. From this study the following major conclusions can be drawn up:
• Monitoring of freight containers is essential because this type of transport spans the largest

amount of transported cargo.
• Passive neutron assay allows the detection of nuclear material in relative small quantities

of plutonium in the absence of any deliberate neutron shielding, whereas in case of dense
neutron shielding, detection limits of several kilograms are calculated.

• Complex active systems do not provide significant advantages over more simple passive
systems.

• For the detection of uranium the use of an active system is imperative, as a passive system
does not give any significant signal.

• A promising method of monitoring nuclear material seems to be a vehicle monitoring
system equipped with high sensitive gamma and neutron detectors in combination with
existing X-ray scan installations for verification of cargo densities in containers.

• The application of extra intelligence would increase the probability of making the right
selection for containers to be checked on nuclear material.
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