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Abstract

Risk-Informed Regulation (RIR) can be applied by using Probabilistic Safety Assessment (PSA) as a
basic tool. Traditionally, PSA methodology encompasses the calculation of failure probabilities of Structures,
Systems and Components (SSCs) and direct associated human errors. However, there are indirect causes related
to human failures, associated with Organizational Factors, which are normally not included in fault trees, that
may influence plant risk evaluation. This paper discusses on possible applications of RIR and on Organizational
Factors. It also presents a classification of Angra-1 NPP unresolved issues, aiming a future inclusion of these
factors into a PSA calculation.

1 INTRODUCTION

The nuclear regulatory decision making is normally based on safety deterministic analysis
applied to the plant design basis. However, during the last years, both regulators and the nuclear
industry have recognized that Probabilistic Safety Assessment (PSA) has evolved to the point it can be
used in regulatory decision making as a valuable tool, in addition to the traditional deterministic
analysis. The so-called "Risk-informed Regulation" (RIR) refers to requirements and/or guidelines
based explicitly on risk evaluation to supplement the already established safety requirements. RIR has
the potential of both improving nuclear power plant safety while reducing plant-operating costs.

RIR uses PSA methods to supplement the deterministic one by: (1) addressing all possible
events including beyond design basis type events; (2) using a systematic logical process for identifying
and evaluating incident/accidents, and (3) considering alternative means to reduce accident frequency
and/or consequences [1].

Risk evaluation may involve three PSA levels: identification and quantification of the event
sequences which lead to core melt (Level 1); evaluation and quantification of the mechanisms,
amounts and probabilities of subsequent radioactive material releases from the containment to the
environment (Level 2); and evaluation and quantification of the resulting consequences to the public
and to the environment (Level 3) [2].

PSA methodology holds the excellent capacity of providing an integrated and comprehensive
quantitative/qualitative evaluation of a plant safety through the exhaustive checking on failure
possibilities of all safety related systems, components and human actions. However, although current
PSAs worldwide do include operator failures that are directly involved in the failure modes, they do
not identify those that affect the system indirectly, nor do they point to the organizational roots of
these errors [3].

The objective of this paper is to discuss the applications of Risk-Informed Regulation by the
use of PSA linking with the contribution of organizational factors, which are normally not quantified
in a typical PSA. Furthermore, it will be also presented the attempt to classify unresolved issues
related to Angra-1 NPP, encompassing both directly safety-related matters, as well as other
organizational factors not directly related to safety, but often contributing with not negligible
increasing to the overall plant risk.
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2. RISK-INFORMED REGULATION

Risk-informed regulation can be defined as the use of quantitative and/or qualitative insights
from PSA to focus attention on issues commensurate with their impact on safety. Therefore,
structures, systems, components (SSCs), as well as human actions can be prioritized from the point of
view of their importance to safety [4].

RIR encompasses both the calculations of relative and absolute (or integrated) risks. The
evaluation of the absolute and/or relative changes in Risk Measures refers to quantitative analytical
results from a PSA depending on its scope (Level 1,2 or 3), which will be utilized for the specific
application. Examples of Risk Measures are: (1) Core Damage Frequency (CDF) (Level 1); (2)
radioactive release from the containment which may be both large and early (LERF) (Level 2); (3) risk
of early fatalities and injuries and latent fatalities (Level 3). It is worth mentioning mat none of these
Risk Measures can cover both aspects of public health and safety [5].

Risk Measures can be categorized by the type of its application, for instance, the determination
of the Risk Importance of various operational activities, such as surveillance testing, maintenance
programs and evaluation of outage times, as well as plant configuration management. Importance
Measures are PSA-based tools in terms of ranking SSCs and human actions according to their safety
significance. They are used to prioritize operational activities and to help establishing operation
guidelines [6]. To each Risk Measure should correspond a criteria, which refers to the specific
quantitative screening or acceptance criteria applied to it in order to evaluate the acceptability of the
results. Nevertheless, it is recommended that the criteria should be a function of the base case CDF
and LERF rather than being fixed for all plants [7].

Importance Measures are typically evaluated on individual SSC or human action basis, being
not very much suitable for multiple component evaluation. However, Plant Configuration Control,
which is carried out through the management of the dynamic of possible system and component state
combinations is another application of PSA techniques [8]. A configuration can be defined as a set of
component statuses that defines the state of a nuclear power plant (which may involve multiple
component failures). Plant configurations change from time to time, as certain components are
removed for (or restored from) testing or maintenance, while other components may become
unavailable due to failure. Configurations also change when the plant experiences different operational
modes, for instance, when switching the plant from power operation to shutdown. Since the risk
significance of a system or component is related to the plant configuration, changing configurations
results in different risk levels [9].

The evaluation of SSCs safety significance can be carried out by using Importance Measures
that can be quantitative or qualitative. Quantitative Importance Measures use the numerical risk
information contained in PSAs while Qualitative Importance Measures use the logic information
contained in PSAs and current deterministic safety considerations.

2.1. Quantitative Importaace Measures

Quantitative prioritization can be done based on PSA and by use of Quantitative Importance
Measures, which typically determine the change in Risk Measures associated with the failure or
success of equipment or human actions. When the PSA scope is limited to the Level 1, the elected
Risk Measure is generally the Core Damage Frequency (CDF) and the Risk Significance can be
ranked by the Risk Reduction Importance (RRIs), or the Risk Increase Importance (RIIs). The RRI is a
relative measure that provides an indication of the decrease in CDF if a system (structure or
component) is assumed to succeed at all times (SSCs probabilities of failure are set equal to zero).
Therefore, SSCs having high RRI values are the candidates for plant improvement. The RII is a
relative measure that provides an indication of the increase in CDF if a system (structure or
component) is assumed to "always fail" (SSCs probabilities of failure are set equal to one). The RII
measure indicates SSCs to which the risks are more sensitive when these SSCs become less reliable.
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Therefore, SSCs having high RII values are the ones that must not be allowed to degrade [10].

2.2. Qualitative Importance Measures

Qualitative prioritization can be done based on the defense in depth concept and by use of both
PSA information and current deterministic safety considerations. By contrast, PSA-based Qualitative
Importance Measures do not use the risk contribution information, rather using the logic information
contained in PSAs (fault tree minimum cutsets). Qualitative importance measures typically determine
the reduction or increase in the number of layers of defense against an accident as a result of the
failure or success of equipment or human actions. The defense in depth concept is implemented to
compensate for the potential to mechanical and human failures. It is centered in several levels of
protection including successive barriers that prevent radioactive material releases to the environment.
The concept includes the protection of the barriers through avoiding plant damage as well as to the
barriers themselves [11].

Both Quantitative and Qualitative Importance Measures are meant to prioritize risks based on
PSA results or logical information. Current PSAs are comprised of event trees and fault trees whose
level of detail is often restricted to component hardware failures, common cause failures,
unavailabilities due to maintenance and testing of safety-related components and human actions
directly related to safety. Due to that, Importance Measures are normally calculated or evaluated for
all safety-related SSCs and human actions. However, several other organizational factors, not directly
related to safety, may also produce an overall contribution that might be significant to safety and
consequently to plant risk management.

3. ORGANIZATIONAL FACTORS

Organizational factors constitute the most complex level of human factors. The first level
refers to the man-machine interaction which can be studied by methods from the classical ergonomics
(functional task analysis, for example); the second one is the group's level, where the communication
is the main concern and must be studied by methods coming from the industrial psycho-sociology; the
third level deals with the organization as a whole and must be covered by methods found in the
sociology of organizations and business enterprises [12]. While the first one needs a human cognitive
model to be used in the human reliability studies, the second and the third ones require an
organizational model. All of them should be included in the PSA studies [13].

To demonstrate the importance of these factors, some accidents/incidents reviews should be
remembered. The Major Accident Reporting System (MARS), set up by the European Union and
operated by the Ispra Joint Research Center-Institute for Systems Engineering and Informatics,
pointed out that 73% of the reported accidents have been caused by managerial/organizational
omissions. Among those accidents attributed to operator errors, 13.8% have occurred due to a lack of
safety culture; 51.7%, due to insufficient/unclear procedures; 17.2%, due to insufficient supervision;
17.2%, due to insufficient training [14].

Reason [IS] developed a theory of accident causation to explain how bad decisions made by
policy makers, designers, managers and supervisors, as well as maintenance errors and routine
violations, could be transformed into unsafe acts (errors and violations). When combined with local
triggers (component failures, atypical system states, environmental conditions, active operator errors
and exceptional violations), these unsafe acts may destroy several systems' defense-in-depth bringing
about its catastrophic effects. Some system factors involved in that transforming have been identified
as: hardware defects, system goals incompatible with safety, inadequate or non-existing defenses, poor
operating procedures, poor maintenance procedures, inadequate training, conditions conductive to
committing errors and violations. A similarity can be noted between these factors and those mentioned
in the above accident reviews.
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Reason [15] [16] has also established a distinction between active and latent failures. Active
failures are the slips, lapses and mistakes (errors) and non-compliant actions (violations) committed by
control room operators and maintenance personnel. Latent failures are design, organizational, and
managerial failures, which refer to the transforming factors mentioned in the previous paragraph.
Next, they have been expanded into a set of eleven Organizational Failure Types (OFTs). These
indicators could be used to monitor the safety health of the organizational processes [17].

One of the early works on the quantification of the effect of these organizational factors on
risk has been performed by Embrey [18]. He utilized a structure of accident causation similar to the
one developed by Reason, where direct causes (human errors as active, latent and recovery failures, as
well as human-induced and random hardware failures) were related to error-inducing factors (level 1
causal influences) which are related to policy deficiencies (level 2 causal influences). Through an
associated influence diagram (linking the direct causes to the levels of causal influences), Embrey has
quantified a structure for use in PSA, attributing weights of evidence regarding organizational factors,
with the help of expert knowledge. These weights of evidence are combined to generate unconditional
probabilities (weighted sum).

In order to improve this approach, an organizational model encompassing those structures of
accident causation was needed. The first step is to define which kind of organization applies better to a
nuclear power plant. There are five pure types of organizational structures and among them, the most
adequate to represent a nuclear power plant is the machine bureaucracy [19]. Tuli et alii [14] have
elaborated a new model named WPAM (Work Process Analysis Model), based on work processes of a
machine bureaucracy: "The prime coordinating mechanism of a machine bureaucracy is the
standardization of work, or more specifically the installation of work processes, where a work process
is defined as a standardized sequence of tasks designed within the operational environment of an
organization to achieve a specific goal."

Human Factors studies, performed by the Institute of Nuclear Power Operations (INPO) in
Atlanta and the Central Research Institute for the Electrical Power Industry (CRIEPI) in Tokyo, have
indicated that 55-65% of human performance problems are associated with maintenance-related
activities, 8-22%, associated with control under normal operating conditions, and only 2-8% occurs
during recovery from emergency conditions [16]. This statistics identifies two main functional areas of
work processes: (1) Plant operating (normal, abnormal and emergency operating procedures) and (2)
Maintenance (corrective and preventive maintenance, in-service inspections and surveillance tests).
The other are [14]: (3) Engineering (design control and its modifications, technical support for
operations and maintenance, procurement activities, configuration management, and licensing
activities) and (4) Plant Support (radiological or environmental controls, emergency preparedness,
security, chemistry and toxic products, fire protection, occupational safety, waste management,
effluent monitoring, and housekeeping).

Each work process can be decomposed into single tasks related to each other through a
temporal sequence or flow diagram by means of a task analysis method. Each task can be influenced
by more than one organizational factor. In order to show this relationship, an Organizational Factor
Matrix (OFM) is constructed. Five groups including 20 of such organizational factors were identified
[14]: (1) Decision Making (centralization, goal prioritization, organizational learning, problem
identification, resource allocation); (2) Communication (external, interdepartmental and
intradepartmental); (3) Administrative Knowledge (coordination of work, formalization,
organizational knowledge, roles-responsibilities); (4) Human Resource Allocation (performance
evaluation, personnel selection, technical knowledge, training); (5) Culture (ownership, time urgency,
organizational culture, safety culture). Similarly to the Embrey's approach, each organizational factor
must be ranked according to its relative importance (level or grade of influence) to the tasks of a
specific work process [13]. These importances can only be calculated from historical records
(Operational Events Repots) as the relative frequency of each contributing event to each individual
factor [20].
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4. CNEN REQUIREMENTS RELATED TO RISK MANAGEMENT

There are two Nuclear Power Plants in Brazil: Angra-1, a Westdnghouse PWR in operation
since 1984 and Angra-11, a KWU PWR under construction, expected to be commissioned in 2000.
The licensing of Nuclear Power Plants in Brazil is carried out by the Brazilian Nuclear Regulatory
Body (CNEN), and has been based on deterministic approach.

Some years ago, the elaboration and use of a PSA Level 1 + has been included as an additional
requirement to the Licensing of Permanent Operation for Angra-1. However, only part of the study
was submitted so far to CNEN's evaluation. Other requirements included in the terms of the Licensing
are related to the implementation of a program to monitoring and evaluating the maintenance efficacy,
as well as a complete review of the technical specifications. None of them are currently using PSA as
a tool for their implementation

Recently (October 1997), the Regulatory Body has required the implementation of a Risk
Management, according to a regulatory standard named "Operational Safety of Nuclear Power Plants"
[21], being the utility (ELETRONUCLEAR) responsible for its implementation. In order to achieve
that, "the utility should develop, use and continuously improve a model to be used as a tool of risk
management in all different plant configurations. This model should also include in its data base, plant
specific operational experience during a period of time long enough to assure statistical relevance.
Moreover, during plant operation, the total risk impact should be quantified through that risk
management model for regulatory decision making involving, among other, those activities related to
design modification, technical specification exemption/extension, system configuration control,
maintenance and testing scheduling, as well as an analysis of the operational events".

A PSA study is still the most worldwide chosen tool to enable the fulfillment of all
requirements contained in this regulatory standard concerning Risk Management Therefore, as
already mentioned above, the Angra-1 PSA is still under elaboration and only a Pilot Study
comprising event trees, fault trees, and related calculations of the initiating event "Transient without
the Power Conversion System", has been submitted to CNEN evaluation Therefore, due to these
reasons, it is not possible, at the moment, to meet all Risk Management requirements as they are
described in the new standard. As a consequence, the Regulatory Body enforcement to Angra-1 is still
based on the deterministic approach, where plant safety is controlled by means of Technical
Specifications, Licensing Event Reports (LER's), Operational Safety Analysis Reports (daily issued
by the plant inspectors), as well as other activities.

5 RANKING OF UNRESOLVED ISSUES OF ANGRA-1 NPP

There are several unresolved safety issues related to Angra-1 NPP. In order to ranking these
issues according to their safety significance, either quantitatively or qualitatively, it would be
necessary a PSA to be used as a basic tool. As Angra-1 PSA is still in elaboration, the direct
application of Importance Measures to classify SSCs cannot be performed at the moment. While the
safety significance of SSCs should be ranked using Risk Importance Measures such as RRIs and RIIs,
the influence of organizational factors on SSCs performance should be also quantified in risk analysis.

An attempt to categorize Angra-1 unresolved issues [22], based on work processes already
described, turned out into the distribution displayed in Table I. It is worth mentioning that the issues
related to Quality Assurance, Reports and Registers were included in the Plant Support work process
category. In addition to these work processes, issues related to the lack of fulfillment of the
requirement of elaboration and use of an Angra-1 PSA, which precludes the proper implementation of
a Risk Management Program, were also identified
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To each work process pertaining to the group of functional areas below should correspond an
OFM, which can be decomposed into an influence diagram similar to that proposed by Embrey. In this
case, the level of influence would be the weight of the links (influence paths) relating each
organizational factor to a specific task.

TABLE I. ANGRA-1 UNRESOLVED ISSUES CATEGORIES

FUNCTIONAL
AREAS

WORK
PROCESSES

TOTAL

Operation

Staff

Operational
Experience
Analysis

8

9

17

Maintenance

Maintenance

Tests and
Surveillance

In-service
Inspections

2

3

10

!

15

Engineering

Technical
Specifications
Core
Management
and Fuel
Handling
Design
Modifications

5

2

37

44

Plant
Support

Radio-
protection
Radioactive
Waste and
Effluents
Management
Emergency
Preparedness
Quality
Assurance'
Reports and
Registers
Security
Fire
Protection

1

2

2

9/
1]

0
4

29

6 CONCLUSIONS

A suggestion for a future work lies in the inclusion of the quantification of organizational
factors into the PSA calculation This could be done by considering all influence paths and associated
weights of each organizational factor to each work process task originating a failure rate, which may
act as an additional rate to the SSCs in the fault trees. Due to the complexity of this matter, large effort
to the development of methods of calculation should apply. However, with the intent to quantify these
issues in a simplified way, care must be taken in order not to attribute random values based on
engineering judgement, or even on personal opinion, which may lead to totally wrong results and
consequently inappropriate decision making.
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