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Abstract

The safety assessment of plant built to earlier standards requires an approach to prioritisation of
upgrades that is based on sound engineering and safety principles. The principles of defence in depth
are universally accepted and can form the basis of a prioritisation scheme for safety issues, and hence
for the upgrading required to address them. The described scheme includes criteria for acceptability and
issue prioritisation that are based on the number of lines of defence and the consequences of their
failure. They are thus equivalent in concept to risk criteria, but are based on deterministic principles.
This scheme has been applied successfully to the RBMK plant at Ignalina in Lithuania, for which a
Western-style Safety Analysis Report has recently been produced and reviewed by joint Western and
Eastern teams. An extended Safety Improvement Programme (SIP2) has been developed and agreed,
based on prioritisations from the defence in depth assessment.

1 INTRODUCTION

1.1 Background to methodology development

During the period 1994 to 1997 an In-Depth Safety Assessment was carried out for the
Ignalina NPP in Lithuania. The project was financed by the Nuclear Safety Account of the
European Bank of Reconstruction and Development, and the assessment was produced and
reviewed by two multinational teams. Since this project was to make the first Western-style
Safety Analysis Report (SAR) of a Soviet-designed NPP, it was necessary at first to develop
and agree appropriate methodologies for assessment and review, and appropriate standards of
comparison for the plant. In line with the more recently published ideas of [1], it was proposed
that Ignalina be compared with standards for modern plant, appropriate for the country of
operation and supplemented where necessary by international best practices. It was expected
that non-compliances with these standards would inevitably be found, but that they should be
assessed to determine their real implications for safety, and the results of this assessment used
to determine the priority and urgency for safety improvement.

1.2 Options for quantifying safety issues

To provide a practical scheme of issue prioritisation it is necessary to distinguish non-
compliances with standards that are nominal or of low safety significance from those which
represent a major weakness in the defences of the plant against the ultimate consequences of
faults. One theoretically feasible method is to calculate the risk detriment between the
compliant and existing situations, changing only the aspects that relate to the issue. This was
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considered to be impractical for the Soviet designed plant, and to put too much weight on the
numerical conclusions of the PSA, subject as they are to uncertainties in data and modelling,
and to differences in approach to PSA between states operating NPPs. The approach in fact
adopted was based on the generally accepted principles of defence in depth. The criteria are
based on sound and straightforward engineering principles, supplemented by a semi-quantified
scheme for assessing the number of "lines of defence" (LODs) available against accident
consequences of varying severity.

2 DEPTH OF DEFENCE CONCEPTS

2.1 General

In the early years of the power reactor industry, the requirement to prevent core meltdown led
to the idea that any disturbance which might lead in that direction should be met by a system
whose failure was 'incredible'. This normally led to the design of systems with two or more
trains of equipment, so that each system could withstand a 'Single Failure'.

In terms of a 'depth of defence', this approach aimed to guarantee one 'failure-proof system
for any credible fault.

Although this was already a standard above that in most other walks of life, the increasing use
of PRA-based safety analysis of reactors, and the occurrence of human error driven accidents
such as the Browns Ferry fire and the Three Mile Island accident, questioned the sufficiency of
this 'one line of defence' approach and suggested that 'defence in depth' would be more
appropriate. A reactor with defence in depth would still be protected against events such as
human errors and common mode failures which might overcome even the systems designed to
withstand any single failure.

Defence in depth has now been developed to an extent that modern nuclear power reactors
have far more than just the 'one line of defence' implied by the original approach. The concept
is now well presented in, for example, [2]. That report describes 5 "levels" at which defence
may be provided:
1. Prevention of abnormal operation and failures (Prevention)
2. Control of abnormal operation and detection of failures (Control)
3. Control of accidents within the design basis (Protection)
4. Control of severe conditions including prevention of accident progression and mitigation of

the consequences of a severe accident (Accident Management and Mitigation)
5. Mitigation of the radiological consequences of significant external releases of radioactive

materials (Counter-measures)

In the scheme described in this paper, the original idea of a "failure-proof system is retained as the
basic definition of a strong line of defence. A fundamental aspect of lines of defence is that they
must be independent of each other. Common components or support systems limit the overall
strength of the affected defences.

The lines of defence concept was first used in the 1980s in France and UK ([3], [4]). That scheme
has been augmented to include measures for all defences and to include criteria for acceptability and
priority of action.
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"Lines of defence" (LODs) may exist at any or several of the first 4 levels, and in a good
modern design there will some defence at all levels. (Off-site countermeasures - level 5 - are
not sufficiently effective to qualify in this scheme as LODs, and at level 4 a LOD can only be
rated "weak"). The lines of defence principle is that, summed over the levels for any given
accident scenario, there must be a sufficient number of LODs. If the number of LODs is
insufficient (as defined below) the urgency for improvement is related to the difference
between the existing number of LODs and the number required to meet a modern standard of
defence.

2.2 Strong lines

If a defence is to qualify as a "strong LOD" or "SLOD" in this scheme it must meet the
following ("QRA") requirements if it is an active system:

Qualified (Q) for duty conservative design and analysis
quality assured manufacture and installation
regular inspection, test and maintenance

Redundant (R) capable of withstanding failure of any active item

Automatic (A) actuated by automatic action

Most national nuclear safety requirements (including the Russian regulations - OPB-88) include the
concept of safety systems or category 1 systems which are considered of primary importance for
protection against the development of faults into accidents. The deterministic requirements for such
a system are in general very similar to those which qualify an active system as a strong line of
defence in the terms above.

If the defence is passive only the following requirements apply:

Qualified conservative design etc. - a large margin to spare when compared with
the highest credible threat

Reliable Inspected, maintained etc. to ensure that it is in the state to which the
'qualified* statement can be applied

Because passive systems do not need to react to incidents the 'automatic' requirement is not
relevant. They simply have to be there all the time.

A number of modifying remarks are necessary:
• A line of defence must be assessed in the context of the accident sequence(s) in which it is

claimed as a defence. Hence a given system may be a strong LOD in one context, but not
qualified as a LOD in another. In the second case, the need for improvement is dependent
on the number of alternative defences.

• If an active defence is not automatic (i.e. some human action plays a part in its function)
then it must be shown that there is sufficient time for the action to be carried out, including
the detection of and recovery from any single error. This maintains the single failure
principle.

• Strong lines of defence do not have to be immune from the type of common mode failure
normally represented by beta factor analysis or an equivalent. They must be immune from a
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single failure in any related system (e.g. electric power) which would appear as a single failure
minimal cut set in a typical system fault tree.

• While the assessment of lines of defence can be applied to engineered systems, and to
specific human actions, it is not suitable for assessment of operational safety issues which
can affect safety across many or all potential accident sequences, for example general issues
of safety management, regulation or safety culture. However these issues may affect the
judgement of whether a specific line of defence can be considered "qualified", especially if it
involves operator action. In the extreme they may also affect the decision of whether any
defences on the plant can be considered qualified.

2.3 Weak lines

Weak LODs are all those safety systems and procedures which cannot match up to the essential
requirements to qualify as a strong LOD, but which nevertheless are expected to contribute
significantly to defence in depth. They must be shown to be effective (although the requirement for
conservatism in assessment need not be so rigorous), but they need not be immune to single failure
or error.

2.4 Probabilistic equivalence

A SLOD is roughly equivalent to a system with probability of failure on demand of 10'3. Studies of
well maintained and qualified active systems with simple redundancy (i.e. 1 out of 2) show a typical
failure probability of this order of magnitude. Nevertheless, a system is not counted as a SLOD on
the basis of some separate probabilistic assessment if it does not meet the QRA requirements above.
The only way such an argument may be admitted is if the low failure probability is directly derivable
from long experience of successful defence against the relevant threat (e.g. of order 103 successful
demands).

A weak line of defence would normally have a failure probability in about the range 0.1 to 0.01.
Defences which are of very doubtful value - for example those judged to have a 'fifty-fifty1 chance
of working, should not be counted in the depth of defence measure.

It is not in general considered valid to claim that a number of WLODs is equivalent to a SLOD.
This is the principle that "ten paper bags are no substitute for one steel box". In more precise terms,
if there is not an identified SLOD with appropriate requirements for maintenance and availability, a
number of weak defences cannot substitute for it. There is the risk that quality and management
controls will not be sufficiently strong, and the uncertainties over the overall reliability will be great.
Sometimes two or more separate, well-identified defences may be available, none of which is single
failure tolerant Provided each is well-qualified, and the operators can reasonably view the
combination as providing a single function, this may be counted as a SLOD

3 DEPTH OF DEFENCE ASSESSMENT

3.1 Procedure
By examining each accident sequence that can lead to radiological consequences, and identifying
and assessing the defences that must fail for the consequences to be reached in each case, the true
depth of defence for each accident can be determined. When a non-compliance with modern
standards (of design or operational practice) is discovered by the deterministic safety assessment of
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the plant (system analysis, accident analysis, review of operational experience, review of ageing,
etc.) the implications of the non-compliance may be assessed by looking at the defences that are
affected. For example, if a system of instrumentation and logic designed to detect a fault and initiate
a safety function cannot be shown to be single-failure proof) the implications of that safety function
being a WLOD rather than a SLOD should be examined.

The aim is to categorise any non-compliances found, in accordance with the urgency of action that
is necessary, varying from no action to immediate action.

The assessment may be focused on a specific initiating fault, a single front-line plant system, or a
support system, hazard, physical phenomenon or aspect of operating practice. In the latter cases a
number of potential accident sequences may be affected. Each of these assessments can normally be
broken down into a number of separate assessments of the adequacy of defence in depth against
individual faults.

3.2 Definition of Consequence Categories

Consequence categories for most types of nuclear power plant can be defined in the following
general terms, related to the conditions of the reactor core and of the various physical containments
around it:

• Core melt with complete early containment failure

• Core melt with incomplete or late containment failure

• Core melt with intact containment

• Core damaged within design basis limits, maximum of a few channels or assemblies melted

The first two have substantial environmental impacts. The environmental impact of the early
containment failure is very large but that of the second is greatly reduced by both the time of the
release and the fractions of radioactive inventories. The third and fourth categories have very little
off-site effect, and the economic damage to the plant far outweighs the damage to the environment.
In some circumstances, the reactor may be economically recoverable after the fourth type of
consequence. The four types are related to the damage states used in RBMK safety analysis below.

4 BASIC REQUIREMENTS FOR DEFENCE

In the early days of nuclear power a design concept equivalent to one strong line of defence was
common. Following reviews of safety after some years of operation, most of the early reactors in
Western countries have had systems or procedures introduced to add the equivalent of at least a
further weak line of defence in accidents that might lead to core melt. This has been the minimum to
gain acceptance of further operation. Modem designs will generally be expected to have at least
two independent and diverse lines of defence against accidents initiated by frequent initiating events.
These criteria are used to form the basis of the assessment scheme shown in figure 1. A very similar
scheme was used for the Ignalina SAR.
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Figure 1: Safety assessment scheme

The categories assigned to safety issues on the basis of the number of LODs are defined in table I:

Table I: Issue categories

Cat
NT

TS

TL

MS

Name
Not Tolerable

Tolerable Short term

Tolerable Long term

Modern Standard

Action required
Immediate resolution needed. Operation without
resolving the issue is not justified.
There should be no delays in solving the problem and
implementing a solution. Operation is justified for a
short time while the issue is being resolved, possibly
with compensating measures.
Introduce improvement measures if they are easy or
cost-effective.
No action needed.

The consequence categories used in the scheme above are shown in table II:

Table II: Consequence categories

V

L

M

A

Violation

Local
damage

Core melt

Accident

Violation of design limits for fuel but not sufficient to cause liquefaction of
fuel or fuel/clad eutectic in more than one channel. No beyond design
physical threat to confinement or accident localisation system.

Localised damage to a small number of channels, and within the design
capability of the cavity relief system and ALS (accident localisation
system). No physical effect possible which could fail the confinement
boundary or ALS.

Core melt not causing gross over-pressure failure of the confinement or
ALS but leading eventually to failure by thermal attack. Releases mitigated
by delay after shutdown and by hold-up of fission products in the ALS,
primary circuit etc.

Core melt or reactivity accident leading to the catastrophic failure of the
confinement system by lifting the reactor lid or otherwise producing a
gross over-pressure failure of the confinement. Large release similar to that
in the Chernobyl accident

These are the categories normally used in RBMK safety analysis, for example [5], but they can
be generalised for other reactors as described in section 3.2 above
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5 CONCLUSIONS

A scheme for issue prioritisation was developed for the Ignalina In-Depth Safety Assessment
and applied successfully. The scheme is based on the principle of defence in depth. The
criterion on which the priority of the issue is based is a combination of the number of
independent lines of defence and the consequences that would result if the defences were to
fail. It is thus equivalent in concept to a criterion of risk (frequency multiplied by
consequences), but rather than being quantified it is soundly based on deterministic engineering
principles (for example conservative qualification and single failure tolerance).

A prioritised programme of further safety improvements [6] was drawn up based on the results
[7]. The programme was agreed by the Lithuanian Government and is currently being
implemented.
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