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Abstract

With the progress of computer technology, the applications of computer based safety
systems in Korea nuclear power plants have increased rapidly in recent decades. The main
purpose of this movement is to take advantage of modern computer technology so as to improve
the operability and maintainability of the plants. However, in fact, there have been a lot of
controversies on computer based systems' safety between the regulatory body and nuclear utility
in Korea. The Korea Institute of Nuclear Safety (KINS), technical support organization for
nuclear plant licensing, is currently confronted with the pressure to set up well defined domestic
regulatory requirements from this aspect. This paper presents the current status and the
regulatory activities related to the applications of computer based safety systems in Korea.

1. Introduction

The nuclear energy program in Korea, was established in the early 1970s for the
development of alternative energy resources. From then the progress of Korea's nuclear
energy program has been remarkable. As of the December 1996, Korea has twelve
nuclear power plants in operation and six nuclear power plants under construction.
Moreover, it is expected that the Korea nuclear energy program will be further expanded
to follow-up future energy demand. Thus, from an aspect of nuclear energy utilization,
Korea can be recognized as one of the major nuclear energy countries in the world.

As a result of this movement, Korea Electric Power Company (KEPCO) has
established an aggressive instrumentation and control (I & C) upgrade program for the
technical innovation of Korean nuclear power plants. One of the key elements of I &
C's upgrading program is the adaptation of computer-based safety systems in nuclear
power plants. The main purpose of the program is to take advantage of modern
computer technologies such as potential performance, maintenance capability, etc, and
to resolve issues arising from components obsolescence in existing old nuclear power
plants.

From an aspect of nuclear plant safety, the computer-based safety system, as
compare to the conventional analogue systems, may bring out new safety concerns such
as the potential for software common mode failures and/or unexpected failure
mechanisms. Thus the regulatory positions for the design of computer based safety
system are not yet formalized in some fields. So far, there has been a lot of controversies
between nuclear utilities and regulatory authority for the implementation of computer-
based safety systems in Korean nuclear power plants. This paper briefly describes those
examples and licensing activities in Korea.
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2. Implementation Status of Computer-Based Safety Systems

2.1. Digital Interposing Logic System in YGN 3/4 Plants

Yonggwang nuclear 3 and 4 (YGN 3/4) plants are two-loop type PWR plants
developed by ABB-CE company with an electrical output of 1050 MWe per each unit. They
are reference models of Korean Standard Nuclear Power Plant (KSNPP). The construction
of YGN 3/4 plants was started in December 1989 and the commercial operations were
started in March 1995 and January 1996 respectively.

The NSSS design for YGN 3/4 plants is an application of ABB-CE's Standard System
80 design which is a reference model of the conventional nuclear power plants developed
by Combustion Engineering. However, the instrumentation and control (I & C) design
incorporates evolutionary features in some parts of the system configurations. Among these
features is the digital interposing logic system (DILS), designed for the plant components
control and the safety systems actuation.

The DILS is an integrated microprocessor-based control system which receives the
plant operating command from the control modules mounted on control panels, on-off logic
actuators and other control systems etc., to provide the suitable output signals to field
devices, control module indicating lamps, annunciators, and the plant computer etc. These
signals are mainly used for control system actuations during normal plant operations and
interact with the safety system actuations in the case of plant accident conditions.

The DILS has independent subsystems with its own dedicated control board. The
control board has its own dedicated control card, I/O buffer cards, and I/O terminations.
A singe-loop control board can interface with the 128 field devices, maximum through the
fiber-optic serial ports, and/or discrete I/O to external equipments such as annunciators and
plant computer. Functionally, the master control subsystem is used to generate permissive
or interlock signals, monitor the operating status of all other subsystems, report system
failures, and take fail-safe action for faulted systems. In some cases, interlock functions are
achieved by hardwired connections from inputs to outputs within the respective subsystems.

The software program used for the system execution and the logical operations is
designed with the address-table programming method. This method requires no
programming language knowledge because the logic flow chart is the definitive program
document. Thus, the program can be implemented easily by reading the functional logic
diagram. For reliable system operations, DILS has its own self-checking and auto-test
capabilities enabling all of the data transmissions and logical operations to be checked and
tested during system operations.

Historically speaking, the orignal design of this system was developed for process
control by Forney International Inc., using the AFS-1000 product. As a result, it was the
first application of its kind to the safety-related systems in nuclear power plant engineering.

2.2 Programmable Digital Comparators in Wolsong 2/3/4 Nuclear Plants.

The Wolsong nuclear power plant units 2, 3 and 4 are PHWR plants supplied by
Atomic Energy of Canada Limited (AECL). Each of them has a net electrical output of 663
MWe. The construction of Wolsong unit 2 was started in 1991 and the commercial
operation was started in July 1997. In the case of Wolsong unit 2, there are 21 new design
changes relevant to licensing requirements,with the Programmable Digital Comparator
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(PDC) being one of those evolutional design features. The PDC is a microprocessor based
system which is programmed to generate conditioning logic output, signal rationality
checks, and variable reactor trips for the safe operation of the plant. In the system
configuration of CANDU-600, there are two independent reactor shutdown system entitled
Safety Shutdown System 1 (SDS 1) and Safety Shutdown System 2 (SDS 2) which have
6 PDCs in each of the two reactor shutdown systems.

The basic design concept of Wolsong PDCs is identical with that of the reference
plant in Canada. Functionally, PDCs are used to calculate the trip conditions or operating
setpoints for field component actuations. The digital outputs of the PDCs drive relays in
the channel trip logic are used for other trip parameters and the internally generated variable
set points are displayed on control room panels. From a point of equipment qualification,
PDCs are designed with industrial grade, field-proven computers which have read-only
memories (ROMs) for the purpose of memory protection.

Actually, original designs of PDCs were proven by previous operations in Canada.
Since some parts of the software program equipped in Wolsong PDCs were changed in

the engineering process, we requested KEPCO to provide detailed software engineering
documentations and check its source program in detail.

2.3. Digital Data Processing and Plant Protection System in Kori 1 Plant

Kori 1 nuclear plant is a two-loop type PWR plant which generates electrical output
of 595MWe. It is the first commercial nuclear power plant which is supplied by the
Westinghouse Company with a turn-key based contract. The commercial operation of Kori
1 nuclear plant was started in April 1978. In the system configuration, most of the
instrumentation and control systems are comprised of analog electronic devices and
mechanical relay logic circuitries like other conventional nuclear plants.

Among them, the data processing and plant protection cabinet, entitled Forbore H-line
cabinet, consists of four (or three) redundant channel to accommodate the 2 out of 4 (2 out
of 3) voting systems with analog Foxbore modules and data processing circuits. Thus the
system's safety and reliability of the plant protection system can be assured through this
redundant system configuration.

During the early stages of plant operation, there has been no significant safety concern
in the I & C systems. However, maintenance problems due to long-term component
degradation and component obsolescence were reported frequently in early 1990s, and
recently have become generic safety issues in Korea.

In relation to this issue, KEPCO established long-term I & C upgrade programs, the
step-by-step replacement of degraded systems, for operating nuclear plants. One of these
projects is I & C's upgrade for the Kori 1 nuclear plant. The scope of this project includes
the replacement of electronic modules and data communications related to the NSSS
protection system (NPS) and the NSSS control system (NCS). This upgrade will be the
first analog to digital replacement of commercial dedicated microprocessors in an operating
plant. It is known that the upgraded system will process the same inputs and outputs by
using the existing sensor outputs and field controllers. In relation with this, the main
concern of this project will be the qualification of commercial product applications and the
configuration management of computer software.
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2.4. Digital Plant Protection System in UCN 5/6 Plants

Ulchin nuclear 5 and 6 (UCN 5/6) plants are recognized as Korea Standard Nuclear
Power Plants (KSNPP) which have the same electrical outputs compared to the YGN 3/4
plants. The construction of the UCN 5/6 was started in 1977 and the first commercial
operation is scheduled in 2003. Currently, the construction permits for UCN 5/6 plants are
under preliminary safety review by the KINS staff.

UCN 5/6 plants have evolutionary features in some parts of their design compare to
YGN 3/4 plants. These evolutionary design features are specifically noted in the design of
instrumentation and control, safety of Digital Plant Protection system (DPPS) and Digital
Engineered Safety Feature Actuation System (DESFAS) will be the most critical licensing
issue due to the functionality of those systems.

From an aspect of system architecture, the DPPS, which is designed to generate signals
for reactor trip and Engineered Safety Feature (ESF) actuations automatically when
required, is a form and function replacement of the analog PPS installed in conventional
CE plants. These features are a result of its built-in automatic and manual testing
capabilities.

The DESFAS serves as an interface between the ESF portion of DPPS and the Plant
Control System (PCS). The DESFAS is also a one-to-one function replacement for the
Auxiliary Relay Cabinet (ARC) in the conventional CE plants. Thus, upon receipt of
engineered safety component initiation signals from DPPS, the DESFAS processes the
signals in a selective 2-out-of-4 logic to actuate plant components.

Since the original design concept of DPPS and DESFAS is reflected in ABB-CE's
advanced nuclear plant (SYSTEM 80+), KEPCO has insisted that most of the safety issues
were resolved during the process of Design Certification performed by the US NRC, and
the conceptual design of DPPS and DESFAS is completely the same as the original ABB-
CE design. However, we believe there still exists unresolved safety problems, such as, the
provisions for defense against common mode failure (CMF), the level of product
qualification and verification of system reliability. We also feel that the detailed design
program and qualification program should be evaluated by our regulatory staff, which will
be organized into a special task force team to evaluate the safety of the proposed system.

In lieu of this, KEPCO will provide the topical reports on UCN 5/6 DPPS and
DESFAS for an in-depth regulatory review. The reports will include detailed information
associated with the DPPS and the DESFAS.

3. Regulatory Activities on Computer Based Safety System

Korea Institute of Nuclear Safety (KINS), a government established regulatory
supporting organization, is responsible for performing the safety evaluation of nuclear
power plants and other nuclear facilities in Korea. In order to do their mission effectively,
KINS has carried out many regulatory research projects related to the establishment of the
Korean regulatory codes and standards for design, construction and operation of nuclear
power plants. However, like other countries, practical implementations of computer based
safety system in nuclear power plants have increased rapidly during the 1990s and it is
expected that future implementations will also increase.
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KINS has established the regulatory position that design requirements of safety
systems in nuclear plants, should be confirmed with the regulatory guidelines of the original
vendor's country, and that the quality level of the proposed system should not be lower in
comparison then the original system design. Especially in the case of operating system
upgrades in nuclear power plants, the licensee should justify the design adequacy from the
points of system reliability and system safety.

In practical cases, our major safety review activities related to computer based systems
review can be summarized as follows:
- Evaluate the rational of design documentations and design process.
- Verify the manufacturer's quality assurance program and resulted documentations.
- Analyze the system's architecture from a point of defense against common mode failure

(CMF).
- Audit the design process and the qualification test process when needed.
- Evaluate the software Verification and Validation (V&V) efforts and related

documentations.
- Confirm the software configuration management (CM) program and the system

maintenance program etc.

Concerning the safety assessment of the computer based systems (DILS) in YGN 3/4
plants, our regulatory activities and experiences are explained as follows:

1) Rational of design documentations
Since the AFS-1000 system was originally developed for industry process control

in early 1980's, the design documentations applicable to the nuclear plant licensing
were not provided completely. Because of this we we required the manufacture to
generate supplementary versions of design documentations for the safety review
process.

2) Verification of quality assurance program
From the aspect of nuclear plant regulation, DILS is the first application to Korean

nuclear power plants. Consequently, it is required to generate the formalized
documents as reflected in the ASME NQA-1 1977. In relation with this concern, we
performed the evaluation on the manufacturer's quality assurance plan and related
documentations.

3) Provisions of defense against CMF
There has been a lot of controversies in the concept of defense against CMF,

between nuclear industries and regulatory bodies. Thus, we performed the in-depth
detail design evaluation, with the support of domestic expert groups, university
professors and field engineers, on system architecture and data communications. Based
on the results of our evaluations, we concluded that system operability should be
enhanced to mitigate the common mode failure in accident conditions. Consequently,
we required KEPCO to additionally install a single hardwired backup panel for safety-
related components actuation in Train B.

4) Audit of equipment qualification test
The failure mechanisms of digital system are more complex than the conventional

analog systems in most cases, with the EMI/RFI susceptibility being the most critical
factor of failure mechanism at certain environmental conditions. In relation to this
concern, we reviewed the manufacturer's qualification test program and found that
additional qualification tests should be performed with the relevant regulatory
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requirements. We required KEPCO to perform the additional qualification tests, after
which, we audited the qualification test processes performed in the Wyle Laboratory,
and verified the acceptability of the test results.

5) Evaluation of the software V&V program
Software verification and validation may be the most effective method in reducing

software programming error at the present stage. We found that the manufacture had
not generated the complete form of software V&V documentations as reflected in the
IEEE-7.4.3.2 due to their lack of experience in nuclear plant engineering. So, we
required the manufacturer to sumit a complete set of software programming
information and proceeded to check in detail software programs with the support of a
group of computer software specialist.

In the design review on Wolsong PDC system, the main concerns were concentrated
on the design efforts to ensure the system reliability and operability of reference plants.
During early stages of our safety review, we reviewed a number of documentations related
to the system design process, the qualification test results and the results of the designer's
reliability analysis. We also reviewed the operating experiences of PCCs in Canadian
nuclear power plants and the root causes of their failures. We found that all of these
failures are not safety significant and that the failure rate was acceptable.

We also reviewed with the support of Korean experts the detailed design information
of the software program contained in Wolsong PDC system. Our conclusion, that the
software program of Wolsong PDC was acceptable since it had implemented the simple
software program and had followed the enhanced qualification requirements issued by
Canadian regulatory authority (AECB). Finally, we concluded that the Wolsong PDC
system was acceptable for issuing of an operational license.

In the second case, the licensing process will be somewhat different in the analog to
digital upgrade in operating nuclear power plant compared to the licensing of construction
plants in Korea. In this regard, Korea Atomic Act requires that the licensee who desires to
change the design in a nuclear plant, shall obtain permission from the Minister of Science
and Technology (MOST) in accordance with the technical justification of the design
change. The licensee shall submit a report containing a brief description of any changes,
tests, or experiments, including a safety evaluation of each. Furthermore, the records of any
changes shall be maintained until the termination of the license.

For the digital upgrade in Kori 1 nuclear plant, KEPCO will provide the technical
report with the presentation of their design change program. We expect that any significant
safety issues will not arise, due to the fact that KEPCO will adapt the proven methods
resulting from other countries many references, and as necessary the safety review meetings
will be held.

Considering the third case, the DPPS and the DESFAS in the UCN 5/6 plants will be
the most critical licensing issue in regard to the plant's I & C system safety review. Since
it can be considered as a prototype design, and the first practical implementation of safety
critical computer based system in ABB-CE plant, we required KEPCO to generate topical
reports which describ the detail design methods, design description, quality assurance
program and defense-in-depth report. The basic concept of the topical report is similar to
that used in USA. Thus, KEPCO, who adheres to the similar structure of USA reports, will
submit the topical reports in January next year containing the information shown in the
Table 1.
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For the review of those documentations we will organize a multidisciplinary task force
team, involving software experts, system engineers and regulatory staffs. In relation to our
licensing review of this report, it is expected that the defense-in-depth provisions, the
system reliability analysis and the equipment qualifications will be the major safety
concerns.

4. Concluding Remarks

The Korean nuclear industry has limited operational experience with the computer
based safety systems. However, like other countries, practical applications of computer
technology to the safety systems in our nuclear plants have increased rapidly in recent years.
We have carried out various safety research projects continuously, but our own regulatory
positions on computer based safety systems have not been formalized. Until that time, we
will follow the regulatory requirements of the original vendor's country and the consultative
opinions from relevant expert groups. The cooperations with foreign countries and
international organizations, such as IAEA and OECD/NEA are needed for us in our
continuing efforts to develop relevant regulatory guidelines.

In conclusion, it is our experience that the major difficulties in the licensing of
computer based safety system comes from the lack of well defined design requirements,
complicated computer software engineering, limitation of procurement process, and
insufficient efforts for the generation of licensing documentations. Thus the licensee should
strengthen safety improvement efforts, find compensated methods to solve those
difficulties, and accelerate safety research programs to expand the computer based safety
systems for the enhancement of system reliability.
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Table 1. Contents of Topical Report on DPPS & DESFAS

1.0 Purpose

2.0 Scope

3.0 Applicable References

4.0 Applicable Codes and Standards

5.0 Protective System Overview
5.1 Background
5.2 Design Basis

6.0 Digital Plant Protection System (DPPS)
6.1 Functional Requirements
6.2 System Description
6.3 Hardware Description
6.4 Software Description
6.5 System Interfaces

7.0 Digital Engineered Safety Features Actuation System (DESFAS)
7.1 Functional Requirements
7.2 System Description
7.3 Hardware Description
7.4 Software Description
7.5 System Interfaces

8.0 Software Reliability
8.1 Quality Assurance
8.2 Configuration Management
8.3 Validation and Verification

9.0 Equipment Qualification
9.1 Environmental Qualification
9.2 Seismic Qualification

9.3 Electromagnetic Interference (EMI/RFI) Testing

10.0 Equipment Reliability
10.1 Failure Mode and Effects Analysis (FMEA)
10.2 Mean Time Between Failure (MTBF) Analysis
10.3 Operating History

11.0 Common Mcde Failure Evaluation
11.1 Scope of Evaluation
11.2 Approach for Defense in Depth and Diversity
11.3 Evaluation of Events

12.0 Conclusions


