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Abstract

The paper focuses on Spanish experience regarding software based systems for safety
applications from the regulator's point of view. It describes the actual situation in Spain, number and
models of reactors, modernization projects, digital systems implemented and licensing documentation
and processes already followed by some upgrading projects. The paper wonders what documents
should be required for safety and reliability demonstration of a safety system, when they should be
reviewed, and what other activities may be necessary to acquire confidence on a particular system. It
describes Spanish laws regarding nuclear safety under which, national standards from the NPP design
original country apply to nuclear reactors in Spain. It finally suggests that an international standard
jointly used by system manufacturers, nuclear licensees and nuclear safety authorities, both from the
country where the NPP is installed, and from the original design country, should be developed so that
rapid and easy agreement on licensing issues is reached among all parties. The last part of the paper
describes the licensing approach proposed by CSN (Spanish Nuclear Safety Authority). It is still
under development and it is based on previous experience on digital systems for non-safety
applications. It consists of constructing several frames: 1) databases of existing software based
systems, 2) guides for inspection and 3) questionnaires for helping in verification and validation
activities evaluation. The scope is to establish a well defined procedure that helps in evaluating the
particular system. However, in order for such a procedure to be useful, both regulators and utilities
and, perhaps also system manufacturers, should agree on it. Joint CSN-utilities working groups may
be suitable for such a purpose.

1. INTRODUCTION

Spanish nuclear potential consists of nine reactors distributed in seven different sites.
The first one came into operation in 1968 and the last one in 1988. At the moment, there is
no nuclear power plant under construction.

In order to cope with research and regulatory functions, a public institution called
JEN was created in 1951 , which supervised the construction projects of the first plants in
Spain. Later on, in 1982 the Consejo de Seguridad Nuclear (CSN) was born from the former
JEN, in order to incorporate all the regulatory, inspection and evaluation functions related
with nuclear energy. The last phases of the construction projects of the most modern reactors,
and the continued inspection of the already operating plants have been the usual challenges
CSN has faced since it was created.
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At the moment, design modifications, specially regarding digital technology
implementation, seem to be a new challenge in the near future for the Spanish regulatory
authority.

1.1. Spanish Nuclear Power Plants

Eight of the nine operating reactors are US technology based reactors. Two of them
are General Electric Boiling Water Reactors (BWR), and the other five are Westinghouse
Pressurized Water Reactors (PWR). The last one is based on Siemens/KWU German
technology and is also a PW Reactor. TABLE I shows the main characteristics of the NPP's
in Spain.

From the point of view of I&C regulatory requirements, important improvements
have been implemented regarding post-accident instrumentation, systems for safety parameter
display and operating aid, reactor protection systems, etc. Some of this upgrading projects,
specially the most recent ones try to take advantage of the digital systems features preventing
from supplying problems of analogue components.
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2. DIGITAL SYSTEMS LICENSING ISSUES

In what extent are the standard approaches used in the regulatory and licensing
process to ensure adequate safety margins and low safety risk in the safe operation of the
plants affected? Usual methodology evaluates the safety analysis of the system upgrading
under consideration, making up a decision on whether the upgrading project affects the system
safety level, decreasing it or not. This methodology makes use of well established calculations
and methods based on the failure modes of analogue components and technology.
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In reviewing these approaches regarding digital technology, the US National
Academy of Sciences and the National Research Council have identified several which are
believed to be the most critically related to instrumentation and control (I&C) systems in
nuclear power plants (NPP's).

• Defense in Depth. Safety systems are designed to provide multiple barriers to
prevent problems.

• Safety Margin Assessment. Both deterministic and probabilistic analysis are used to
assess the response and performance of safety systems, the relative frequency and
consequences of abnormal events, and to search for design weaknesses.

• Environmental Qualification. Equipment must be capable of carrying its safety
function under aggressive and extreme conditions.

• Quality Assurance. Quality assurance and control programs must be applied in order
to ensure that safety systems meet all the requirements they were designed for.

• Failure Vulnerability. Independence, separation and redundancy features try to
guarantee that failures can be treated as independent events and that common mode
failures are not a major threat to multiple safety barriers.

The use of digital technology to implement safety systems challenges the actual
validity of these approaches. At least eight issues have been identified as particularly
important.

• Software Quality Assurance. None of the classic approaches appears to be fully
satisfactory in assessing and ensuring software quality. How can a method be defined
to develop high quality software?

• Potential for Common-Mode Software Failure. There exists procedures for
evaluating common-mode failure potential in analogue I&C systems, but do they
apply for software based digital systems? What does software diversity mean?

• Systems Aspects of Digital Technology. Along with benefits, digital I&C systems
introduce potential new failure modes that can affect safety margins. How can the
experience in other applications be applied to nuclear power plants?

• Human Factors. A new methodology is needed to assess the impact of computer
based human machine interfaces on human performance in NPP's.

• Safety and Reliability Assessment Methods. These new methods are needed to
ensure that levels are maintained or enhanced.

• Dedication of Commercial Off-the-Shelf Hardware and Software. Can this type of
hardware and software be used in nuclear applications although they have not been
designed following nuclear applicable standards?

• Licensing Process. Actual regulatory process may not be suitable for evaluating
digital systems. In addition, can a standard licensing process be defined which apply
systematically to any software based system?
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International meetings in digital technology must not only focus on design and
developing issues for new applications, but they also should provide a forum for international
discussion on licencing techniques that unify criteria in order to ease tasks for searching safety,
quality and performance evidences in digital systems.

3. REQUIREMENTS FOR DIGITAL SYSTEMS

Functional and reliability requirements are supposed to be the same as those required
for analogue systems. Nevertheless there are several issues specially important for digital
systems, since adequate reliability levels need to be demonstrated.

TABLE II shows features of analogue and digital technology which can affect to the
requirements specification, design and licensing processes.
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Important topics that must be taken into consideration when dealing with digital
systems are:

• Systems compatibility: open systems. When designing, proprietary technology does
not facilitate work for reviewers and maintenance personnel. Open arquitectures
which allow simple future modifications and are potentially less affected by spare
parts supply problems are much more preferred than others.

• Rapid technological changes and designs coping with them. One of the most
important reasons for digital upgrades is obsolescence of analogue technology.
Analogue components are difficult to replace because it is not easy to find spare
parts. Today it is much easier to find digital components. However this type of
components develops very rapidly, much more than analogue components a few years
ago. Although digital components are supposed to be capable to meet the functions
they are designed for during a long time, it might be difficult to find spare
components in a short time because of fast digital technology developing. Though
not ageing problems, digital technology might undergo obsolescence problems in a
few years.

• Commercial off the shelf software and hardware. Analogue equipment for nuclear
applications must undergo qualification tests according to standards. However digital
systems are mostly based on highly experienced commercial software and hardware.
This type of components must follow a dedication process in order to prove that they
are suitable for nuclear applications. In what extent operation experience is enough
as a dedication process, must be decided depending on the particular system, the
application and the operating experience.

• Finding a method to demonstrate system correctness, validity and reliability. It might
be what software based systems need to spread out all over industry safety related
systems. How to demonstrate that a system design and implementation is correct and
reliable? So far, a statistical approach based on testing was accepted to prove it.
However it is not clear that this approach is applicable to software. Common sense
tends to claim for a general testing procedure that eventually may prove correctness
and reliability. Is that possible? It does not seem to be easy to develop such a
process for very large and complicated systems, but what about more simple ones
where input set is finite and easy to know? Reactor Protection Systems have very
limited inputs and outputs, and inner logic is usually simple. Testing based on a
complete combination of all possible inputs is feasible. But it is not clear that such a
testing process is enough. System or basic software like operating system and
occasionally databases may need similar testing which might be much more difficult
to carry out. Anyway a solution based on systematic testing (or similar processes)
that gives rise to a result easily understandable in conventional terms and that is not
only based on quality assurance methodology and documents review would be very
much welcome.

• Design focused on testing. Testing plans should be generated simultaneously to
design implementation while independence is still preserved. Input combinations,
tests, even results, depend highly on design and this one must be accomplished having
in mind future testing processes.

• Common cause failures avoidance. Due to software special failure modes, common
cause failures are most feared since they are supposed to stay latent in software and
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undetectable through systematic testing. CCF's avoiding techniques are based on
both rigorous developing process and special design features like fault tolerant
arquitectures and functional diversity. Channel based systems which monitor and
control diverse variables through software which is different and also diverse might
be a good approach against software common cause failures.

General considerations on environmental qualification of equipment that works with
extremely low intensity and voltage levels; and human machine interfaces in all those
systems where an upgrading project affects the operator interface, which may require
retraining.

4. MODERNIZATION PROJECTS

Spanish nuclear reactors can be classified into three different generations. The first
two reactors whose operating licenses were issued in late sixties; the following five plants
whose operating licenses are from the period 1981-1985; and the two last reactors, from the
late eighties.

None of the designs of any generation was thought to implement any function by
digital technology. However, different reasons like ageing, difficulties in finding spare parts,
and increasing interest in getting better performance of the installed systems are opening the
door inside the nuclear industry for the utilisation of the software based digital technology in
the implementation of safety and non-safety systems in NPP's.

Upgrading projects to replace old analogue components by digital processors are
becoming so important, that it is expected to be a major licensing task in the future, even in
those countries were no reactor is under construction.

In Spain, the following are modernization projects that have been or are still under
licensing process:

4.1. Control systems

Asco units 1 and 2 have replaced the analogue components of the 7300
Westinghouse cabinets by Intel 486 based WDPF microprocessors. The most relevant
modified control systems are the following:

• Reactor Control System
• Steam Dump Control System
• Feedwater Control System
• Pressurizer Pressure and Level Control Systems
• Control Rod Insertion and Withdrawal Limit Alarms

The design provides of fault tolerance features through the use of redundant
components, automatic self-diagnostic and automatic input signal validation.

Jose Cabrera NPP reactor and turbine control systems have also been upgraded,
replacing one by one with digital controllers (Fischer-Porter MC5000) all the analogue and
pneumatic controllers of the process control loops and maintaining functional characteristics.
Some of the functions are also provided with redundant controllers.
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4.2. Systems for display of safety parameters and operation aid

TMI accident in 1979 caused the regulators to issue new standards about accident
diagnosis and operator aid. US NUREG's 696 and 737, Supplement 1 describe the
requirements for a Safety Parameter Display System (SPDS) which should help the operators
during normal and abnormal operation displaying specially important parameters for safety.

The implementation of such a system makes use of software based programmable
computers and has much to do with information systems. At the moment all the Spanish
reactors except Trillo NPP have a SPDS which is implemented most time embedded into the
plant computer. This system is not basically a safety system. That means, it is not under
licensing considerations. However CSN has reviewed every installed SPDS focusing its
interest into safety aspects like signal isolation between IE classified and non-IE classified
parts of the system, and system availability level.

4.3. Future Modifications

It is not difficult to imagine future trends in the field of digital upgrading projects.
Most of I&C systems will be modified depending on the degree of obsolescence and safety of
the system. However, Reactor Protection Systems and Engineering Safety Features Actuation
Systems are already considered as possible candidates for new modifications.

These kind of systems may consist of a simple logic, but they are the most critical
systems regarding safety.

5. LICENCING DOCUMENTATION AND PROCESS

What documents should be required for safety and reliability demonstration of a
safety system? When should these documents be reviewed? What others activities are
necessary to acquire confidence of a particular system? Digital systems are new in their
relation with licensing nuclear processes, and all these questions and some others are not
trivial to answer. Spanish Nuclear Authority CSN is very much concerned about these issues
since the safety level of the plant must not be degraded after any design modification.

According to Spanish laws, nuclear reactors in Spain are subject to applicable laws
and standards from the country of the original design. Therefore, US nuclear regulations
apply to eight of them, and German KTA's and RSK's apply to the other. However, CSN
maintains the position of applying similar and homogenous standards for the nine plants, no
matter the original design country is.

On the other hand, suppliers for digital systems come from all over the world. Safety
and quality requirements for their products are based either in national or international
standards. Spanish utilities, when planning to develop a modernization project, may be
interested in comparing different offers before deciding which one they choose. In this
context, it should be very helpful if there was international agreement on what should be
enough for safety demonstration of any particular system.
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5.1. Already installed systems

The most important upgrading projects already finished in Spain were conducted in
Jose Cabrera NPP, and in Asco NPP Units 1 and 2.

Already in 1991 did Jose Cabrera modify panel P-14 which implements certain steam
generator reactor trips and engineering safeguards actuations. Later, during a two years long
outage between 1993 and 1995, panel P-20, which belongs to the Reactor Protection System,
was also upgraded. These two modifications were based on Foxboro SPEC 200 Micro cards
which implement the formerly analogue based logic functions.

So far this is the only modification of a safety system in Spain. The process for
licensing was mainly based on the operating experience of this technology in the United States.
With the help of an independent american reviewer (in the case of the P-14 project), test
documents and quality assurance plans as well as the overall project process were audited.
The specially simple design based on multiple redundant channels and the simplicity of most of
the functions implemented did facilitate the task.

More recently, in 1997, Jose Cabrera has modernized the turbine and reactor control
loops. However, since these systems are not safety related they do not precise CSN approval.
In addition, the special characteristics of this project where every loop was replaced by a
digital controller on a one-by-one basis, no significant information was transmitted to CSN.

Asco 1 and 2 modifications are not safety related either. However, the scope of the
modification, simultaneous in time with steam generators replacement, has made CSN
involvement much more important.

The modification affected control system functions enumerated in chapter 4.1.
Westinghouse 7300 cabinets numbers 5,6,7 and 8 were fully emptied and refilled with
microprocessor cards of the WDPF family. Through the use of configurable functional
diagrams, these cards implement the mentioned systems control loops and the separation
between safety and non-safety related parts. The utilization of the digital Median Signal
Selector grants the isolation of the Reactor Protection System that shares channels with the
control system.

As mentioned above, this is a non-safety-related system. That means, it doesn't
require CSN approval. Nevertheless CSN staff has followed the activities of the modification
in order to gain experience of digital upgrading projects. In addition to the reactor control
system, the turbine control system has also been modified, and a new control system for the
natural draught refrigerating tower has been installed. Such extensive modification regarding
the use of software based application were considered by CSN as a good chance to learn
about software development and software based systems inspection.

The activities realized by the staff consists of:

• functional documentation (logic diagrams) reviews,

• WDPF description reviews,

• Median Signal Selector design review,

• audits to utility staff,
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• inspections to the plant

After the system came into operation CSN staff focused his attention in following
operating experience and possible new design modifications, specially everything related to
modification procedures and configuration management control.

5.2. Regulatory position

As stated above, the most important standards applicable to Spanish NPP are from
the original project country of every plant. However, although more and more there are some
few international standards that tend to be spreadly used, there is no explicitly accepted or
endorsed normative documents by US NRC nor German GRS that impose restrictive
requirements to digital systems. Under these circumstances it is not an easy task to apply
original country standards to plants that have plans to implement software systems.

One additional problem appears when European vendors or suppliers try to make an
offer of a system to a US design based plant or vice versa. European vendors try to meet
European normative that may not be equivalent to american normative that should be met by
utilities. CSN position is that an international standard and normative frame should be created
that should be precise enough and spreadly accepted in order to avoid such problems.

In the other hand, requirements for safety, quality and reliability demonstration ought
to be clearly defined and widely accepted, so that regulatory authority inspection activities can
be smoothly integrated into the development process.

The international standards that seem to be mainly used are:

• IEC 880 "Software for Computers in the Safety Systems of Nuclear Power Stations"

• IEEE 7-4.3.2 "IEEE Standard Criteria for Digital Computers in Safety Systems of
Nuclear Power Generating Stations"

5.3. Licensing standard digital systems

Some vendors have developed big software standard applications that may be
configured in order to implement different control, monitoring, protection, etc. functions.
These systems are usually based on modules or subroutines which may be easily validated and
that combined in different ways are able to implement more complex functions.

One way to classify the software embedded in such a system is:

• basic or system software, composed of unit modules, self-testing subroutines,
operating system and some other features; and

• application specific software, composed of those features specially made or referred
to the particular application. It may consists of specifically developed unit modules,
data bases, configuration parameters, specific files, etc.

Treatment of both types of software is not the same. Operating experience of the
system in other NPP may be a way to validate the basic software, but even this assertion could
be false depending on the application software in both the experienced plants and the plant
realizing the modification. Besides, experience of the system should be based on equivalent
systems to that considered for upgrading. That means that many successful information
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system applications of the standard system might not be enough to consider the basic software
for a safety related application validated.

In addition, a specific licensing process that includes verification and validation
activities for the basic software may increase the reliance on the reliability level of the new
application. This activities are usually made in the original country and it is usually presented
by the vendor as an evidence of system reliability.

The second part of the software, i.e. the application specific software, cannot be
previously validated. It depends on the particular application and the verification and
validation activities should be carried out by the nuclear safety authority of the NPP country.
There might be a standard approach to develop this software, that may help to license the
application, but that may not be usual. The development process, although the software may
be simpler than basic software, shall be as rigorous and strict as that for basic software.
Nuclear safety authorities of affected countries should develop an approach for licensing this
type of software. Since both vendor and plant may be based on foreign designs, every
approach, technique, activity, etc. should be internationally accepted or, at least, based on
international standards.

In what way can the licensing process followed by the application specific software of
a particular system in a NPP help in that process for other system in other NPP? In order to
answer this question it should be considered:

• whether the first process was carried out by the same nuclear authority or by others;

• whether both systems, whose licensing processes are to be compared, are actually
similar systems with similar functions;

• whether basic software is identical in both systems;

• whether the activities for licensing the first system can be carried out for the second
one;

• available documents for licensing both systems;

Experience gained in licensing processes and digital systems can indeed help when a
new system is under consideration. It is supposed that every new system will require a
minimum effort which may be systematized but not eliminated.

6. PROPOSED CSN APPROACH

In order to undertake the licensing tasks reserved for the nuclear authority during the
licensing process of a new system or an upgraded system, CSN has decided to start developing
a methodology that may help in that process. CSN approach considers that Spanish nuclear
utilities do agree on a methodology based on international accepted standards.

This methodology consists of:

• Development of a database of the digital systems and their features already operating
in the Spanish NPP. The aim is to get a good description of all already installed
systems (mainly non-safety systems so far) that should help in evaluating the degree



- 151 -

of possible comparison between two different systems. This database contains
hardware and software description, including life-cycle phases, and verification and
validation activities.

• Preparation of a guide for digital systems inspection. CSN has already a clearly
defined methodology for inspection of conventional I&C systems. However, digital
systems are different enough to require special attention in some particular fields.
This guide tries to give a set of prescriptions that may be followed by the inspector,
although this one has the option to make an specific use of the guide depending on
the particular characteristics of the system.

During the inspection several issues should be evaluated:

1. System adequacy for performing the safety functions required by design basis.

2. Rigorous development process by determining the degree of coherence and
completeness of eveiy life-cycle phase.

3. Level of confidence of the documents review and system tests required by the
Verification and Validation Plan, so it is assured that both systems and
equipment are able to perform the functions they are designed for.

4. Maintenance procedures requirements that ensure the system will be operating
under postulated events conditions, and that possible new modification will not
decrease system safety level.

5. Human factors and operating procedures should guarantee proper operation
during normal and abnormal conditions.

The guide establishes three different phases for the inspections in both hardware and
software parts: previous study of the system; visit to the plant; meeting with utility
personnel to evaluate the conclusions of the inspection.

The guide also describes the final inspection report.

• Development of a questionnaire to help in verification and validation activities
evaluation. It tries to establish the guide requirements for V&V activities in a more
systematized manner that may be easier to apply by the inspector. It focuses on V&V
organization, activities, tests and results.

The scope is to establish a well defined procedure that helps in evaluating the system.
It is important to note that in order for it to be useful, both regulators and utilities should
agree on such procedure. That's why CSN considers important to reach a consensus with
Spanish utilities. One way for achieving it is to create a utilities-CSN working group for
digital systems, where both positions are clearly defined starting with the system upgrading
projects that the utilities are already considering.

7. CONCLUSIONS

Safety related systems need not only rigorous design that ensure reliability,
performance, etc. levels that meet requirements specification, but also capability to
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demonstrate that those requirements are fulfilled in order to pass a licensing process required
by standards.

Modern design processes can help by generating more understandable documentation
or by easier to follow or to review design activities and procedures. However, since most
times vendors, utilities and regulators are not from the same country, international agreement
should be reached in order to establish well defined requirements that, once met, allow the
system to be licensed.

CSN position is to elaborate a methodology to help in system inspection and
validation. Total agreement with utilities is sought in order to optimize effort and results.
Design considerations regarding hardware, basic software, application specific software,
operating experience, licensing experience, etc. are issues that may affect life-cycle and
licensing process and whose utilization by utilities and regulators in those processes should be
clearly stated.
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