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Abstract

The application of micro-processor-based digital controllers has been widely propagated
among various industries in recent years. While in the nuclear power plant industry, the
application of them has also been expanding gradually starting from non-safety related
systems, taking advantage of their reliability and maintainability over the conventional
analog devices. Based on the careful study of the feasibility of digital controllers to the
safety protection system, the Tokyo Electric Power Company proposed on May 1989 the
adoption of digital controllers to the safety protection system in the Application for
Permission of Establishment of Kashiwazaki-Kariwa units 6 and 7 (ABWR-1350Mwe
each). MITI, Ministry of International Trade and Industry, the Japanese regulatory body
for electric power generating facilities, had approved this application after careful review.

This paper describes a series of supporting activities leading to the MITI's approval of
the digital safety protection system and the MITI's licensing activities .
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1. Identification of the issues

The digital system consists of hardware and software. The failure modes of the

hardware are approximately similar to those of the conventional system, and it may

surely be said that the level of the risk accompanied with the adoption of digital devices

can be maintained as equivalent to or less than that of analog devices, provided that the

same design requirements are imposed to redundancy and channel separation .

As for the software installed in the computer system, all output signals of each

independent channel are prone to be affected by any fault simultaneously owing to the

common usage of the same software to each independent channel. This is the main issue

from the regulatory point of view.

Therefore it is recognized that appropriate requirements on the computer-based system

were necessary in addition to the conventional requirements in such area as redundancy,

independence, separation and testability. Based on this recognition, MITI conducted the

following activities.

1) to establish both design and confirmation method to enhance the reliability of

digital technology as applicable to the safety and safety-related systems,

2) to issue the design criteria for computer systems important to safety, and

3) to perform the demonstration tests to confirm the system integrity and reliability.

2 . Supporting Activities

2.1 Establishment of design criteria

In Japan, the basic principles for licensing of light water nuclear power plants are

defined in the "Safety Design Criteria for Light Water Nuclear Power Plant " authorized

by the Nuclear Safety Commission. The essential requirements for the safety protection

system are described in the Criteria. As for the industry side, the Design Guide for a

Safety Protection System "JEAG-4604", established corresponding to the Criteria, covers

conventional systems but not covers computer-based safety-related system. The need for

industry to establish design guide applicable to computer-based safety-related systems

was recognized. The task was carried out by the Electrotechnical Standard Survey

Committee, which was established by industry, and in which officials of MITI were

registered as regular participants.

The new design guide "JEAG-4609 ; Application Criteria for Programmable Digital

Computer System in Safety-Related Systems for Nuclear Power Plants" for the

computer-based safety protection system was established by incorporating additional



- 107 -

requirements to ensure the reliability of software being installed in computer systems for

safety-related systems. The contents are as follows,

1) Channel redundancy of safety protection system

2) Inter-channel independence of safety protection system

3) Separation of safety protection system from non-safety-grade I&C system

4) Testability of safety protection system

5) Tolerance against seismic force and/or environmental conditions

6) Fail-safe design

7) Response time

8) Emergency AC power supply in case of loss of power

9) V&V of software

10) Management of software modification

The requirements from 1 to 8 are similar to the conventional requirements for the

analog system, and the remaining two are the newly added requirements solely for the

safety critical software.

2.2 Demonstration test

The demonstration test was conducted by the Nuclear Power Engineering Corporation

(NUPEC) under the sponsorship of MITI as one of the Safety Demonstration Test

Programs for Japanese Nuclear Power Facilities. The test was carried out to confirm the

adequacy of the V&V method stated in JEAG 4609 and demonstrated that the integrated

system of software and hardware worked well without any troubles or faults. A steering

committee composed of researchers and experts supervised the test. One of four

independent channels was simulated with software-based devices to be used in the actual

plant, while the others were simulated by a simulator arranged for the test purpose.

(1) Software

The software installed in the test system was the same one to be installed in the safety

protection system of the K-6/7. Check and review of the software was carried out at each

software production stage according to the V&V method stated in JEAG-4609. No trouble

nor failure occurred through the series of the tests described below. This result confirmed

the adequacy of the V&V method as well as the operational reliability of the produced

software.

(2) Integrated system test

The test items of the software-computer integrated system consist of characteristics test,

thermal aging test, noise test, vibration test and accident simulation test. The test

conditions were determined based on the design requirements for the safety protection
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system and environmental conditions expected to be encountered during normal and

abnormal plant operation. The noise tolerability tests, in particular, were carried out

exhaustively since the computer system should work in a low voltage condition. Noise

source in nuclear power plants was reviewed and simulated. The simulated noises, such

as noises from the power supply system, induced noise, electro-static noise, radio-wave

interference and lightning surge, were loaded one by one. The system worked well without

any trouble or failure even with these noises exist. This result not only showed the

integrity of the computer system, but also led to the establishment of the noise test

method. The seismic test is very important in Japan. The computer system was mounted

on a shaking table and a seismic load was applied. The computer system worked well both

during and after the seismic loading.

Through these demonstration tests, MITI could accumulate significant data for the

safety review of the computer-based safety protection system.

3 . Application

The first nuclear power plants that adopted the digital safety protection system in

Japan were K-6/7. The safety review had been carried out by MITI for the system

proposed by the licensee and granted the license on the condition that the regulatory

judgment applied here should be limited to the proposed system only.

3.1 Safety review

The hardware of the digital safety protection system is designed and manufactured in

the similar manner as the conventional analog system. Therefore the quality and the

reliability of hardware was certified using similar manner as analog system.

As for the software, the language used in the system is symbolic language, POL

(Problem Oriented Language). Review was carried out from the view point of

compatibility of V&V method and the software written in POL. The characteristics of the

software written in POL are as follows ;

- program is written by using comparatively less kinds of logic elements.

- program is executed toward one-way direction with cyclic execution, but without

interruptive execution, thus minimizing the invasion of errors.

Since the structure of software written in POL is simple, the program is easily readable

and clear when being reviewed by a third person. This makes it easy both to verify the

program and to confirm the validity after the system integration.

MITI approved the proposed digital safety protection system based on the inherent

characteristics of POL, considering the fact that the manufacturer had established the
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quality assurance technology in producing software by POL, based on the accumulated

experience of software for non-safety related systems.

This means that the most important factor in securing the reliability of software is that

the licensee should establish the appropriate quality assurance program and put them

into practice when producing the software. Consequently it was recognized that the

quality assurance plan, as well as the design details, should be subjected to the review

item in MlTI's review process of the Construction Plan.

3.2 Inspection

M1TI performs pre-use inspections for the systems and components to confirm the

necessary function and capability, based on the licensee's self-imposed tests. The same

practice was applied for the inspection of the digital safety protection system. The primary

responsibility lies with the licensee to check and review the system during its production

according to the V&V procedure. MITI inspects essential function of the system after the

licensee has completed and installed the system. MITI planned to audit the results of

V&V performed by the licensee in the case that system would fall into failure resulting

from software error, but there had been no system faults and the associated audit were

not performed.

4 . Conclusion and Future plan

MITI acknowledged the importance of establishing the QA system of producing and

V&V of the software among the licensees and manufacturers for securing the reliability of

the software. It should be stressed that the software should be constructed so that it can

be easily readable by a third person.
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