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Abstract

In May 97, the IAEA Board of Governors approved the final measures of the "93+2" safeguards strengthening
programme, thus improving the international non-proliferation regime by enhancing the effectiveness and efficiency
of safeguards verification. These enhancements are not however, a revolution in current practices, but rather an
important step in the continuous evolution of the safeguards system. The principles embodied in 93+2, for broader
access to information and increased physical access already apply, in a pragmatic way, to large scale reprocessing and
MOX fabrication plants. In these plants, qualitative measures and process monitoring play an important role in
addition to accountancy and material balance evaluations in attaining the safeguard's goals. This paper will reflect on
the safeguards approaches adopted for these large bulk handling facilities and draw analogies, conclusions and
lessons for the forthcoming implementation of the 93+2 Programme.

1. SAFEGUARDS IN DEPTH, AN IMPLEMENTATION OF 93+2 PRINCIPLES

The handling of plutonium in Reprocessing and MOX fabrication plants gives rise to particular
safeguards sensitivities. In the early days, the safeguarding of these plants was based on the
fundamental approach of material accountancy verifications complemented by NDA, C/S and
monthly inventory verifications. Although time consuming and costly for the safeguards authorities
and the operators, this approach was effective for small, non-automated facilities. However, the
arrival of large throughput, highly automated plutonium handling plants (such as the Thorp, UP2-
800, UP3 reprocessing plants and the MELOX and SMP and PFPF MOX fuel fabrication plants)
heralded an era of evolution in their safeguards approaches. The number and diversity of plutonium
handling facilities operated in Japan and Europe over the past 30 years has led to the accumulation of
a wealth of safeguarding experience. The trend has been for the safeguards approach to become
increasingly plant specific in nature, more pervasive in depth and more cognisant of the technical
evolution of the reprocessing/recycling industry. This has resulted in the development of new and
novel techniques, systematically integrated in a modern global approach, based on the concept of
"transparency" as opposed to a mass balance "black box" concept. The trend is set to continue in the
Japanese Rokkasho-mura reprocessing plant and is likely to include other evolving plant tracking
techniques such as solution/tank monitoring.

The International Community examined the safeguarding of large scale reprocessing plants in
the IAEA LASCAR forum in the late 80's, and concluded that, "appropriate combinations of the
many possible techniques identified for safeguards measures, coupled with timely efforts in the
examination and the verification of design information, make possible the implementation of
effective and efficient safeguards". Many of the issues raised in those International discussions have
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been directly addressed and the safeguards approach adopted for current facilities are fully consistent
with the conclusions of the LASCAR forum. For example, sound, practical solutions have been found
in the areas of construction verification, commissioning activities and authentication amongst others.
The result is a scheme which provides, "an assurance far superior to the assurance of detection which
can be generated from classical material balance concepts". The new generation of MOX plants have
built on these approaches, and on the experience gained since the world's first thermal MOX fuel was
loaded in Belgium in 1963. The key to this process was communication and co-operation between the
operator and the safeguards authorities. Also critical were the effective R&D efforts at national and
international level resulting in notable achievements in the areas of measurement techniques, C/S and
monitoring.

Therefore, the reality today is that specific approaches are implemented in reprocessing and
MOX plants, tailored to take maximum benefit from the features of those plants : automation,
computerised systems, unattended monitoring, etc. The solutions adopted clearly anticipated the need
for more qualitative, information rich and open approaches which are the corner-stones of the 93+2
principles of additional information, additional access, and remote monitoring. A real concept of
transparency is apparent from the wealth of information provided, which gives additional assurance
from a system of "safeguards in depth".

1.1. Additional access to information

Information technology can now encompass a much broader set of data in assessing a State's
nuclear activities, on a different scale to that contemplated when safeguards agreements such as
INFCIRC 153 or Euratom regulation 3227/76 were drafted. A wide range of information is provided
by the operator to the inspector for modern plants:

(a) Plant design information has been provided in great detail from the conceptual stage of plant
design through construction. This is continually updated and authenticated throughout
production operations. Early consultations with the Safeguards authorities enable their
requirements to be encompassed in a more effective and efficient manner.

(b) Plant process operational data is subject to independent monitoring (either by separate
instruments or by branching operator's equipment) and is subject to random verification together
with short notice verification of plant design information. This provides effective safeguards far
beyond that which NMCA and traditional C/S can achieve;

(c) Extended data access, with inspector access to operator computer systems and transfer of data in
real time or near real time, to the inspectors computers. These data are in addition to that
required monthly in accounting reports and provide inspectors with a clear view of what is
actually going on in the process. This allows continuity of knowledge to be maintained
throughout the process and any abnormal process conditions to be clearly observed. The
operating data set is validated for consistency and verified at different levels at chosen points. In
this way a powerful assurance is built up irrespective of the material balance area structure
agreed for the facility.

The analogy here is with the expanded declaration, where declared activities are compared with
reality in order to gain a qualitative rather than quantitative assurance. Other notable "non
quantifiable" aspects include continuous inspection by inspectors who are very knowledgeable about
the plant, its operations and its data generation. Such an open, information rich environment gives a
virtual guarantee that any attempts to falsify data would be detected.

As an example, consider the safeguards scheme in the MELOX MOX fabrication plant in
France which verifies the internal/external flows and inventories on a continuous basis. Audit of the
operating and accountancy records is facilitated by a daily declaration from the plant's centralised
computer system, together with data from independent unattended measurements. The verification
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and re-verification of Basic Technical Characteristics validates such things as the design of the plant,
the route followed by the nuclear material, the man machine interface and the generation of data from
the operator's computerised system etc. The Safeguards scheme in the SMP Sellafield MOX Plant
employs essentially the same principles and practices but has been tailored to take account of the
closely coupled powder process equipment which is monitored using statistical evaluation software
(Near Real Time Material Accountancy, NRTMA) and real time continuous inventory measurements
from in-line weighing and NDA. The NRTMA technique is also utilised in the PFPF MOX plant in
Japan and will be a key element of the approach for Rokkasho-mura. NRTMA, underpinned by
efficient data acquisition and transfer software, provides a powerful plant monitoring tool open to
independent verification. Unattended instruments incorporated in the automatic process equipment in
these large bulk handling plants gives the safeguards inspectors both quantitative and qualitative
information on material flowing The independent knowledge of the flow is such that it allows
derivation of minimum residence time of nuclear material and hence the minimum stocks in the areas
in order to maintain flow. A clear continuous knowledge of work in progress is a much better
parameter for timely assessment of any misuse scenarios.

1.2. Additional physical access

To a large extent, operators have eliminated any barriers limiting the access by inspectors to the
plant. In INFCIRC 153, a number of strategic points have to be agreed upon between Safeguards
Authorities and the operator. Inspector access has been in principle limited to such points. However,
the practice today in large Pu bulk handling facilities is to grant access to all points in the process
except where restrictions need to be maintained for safety or radiological protection reasons. Access
to the external areas of the plant may also take place to verify containment integrity. Moreover,
randomisation and short-notice inspections are being accommodated and unannounced access is
foreseen. Again take the example of MELOX where all in process material can be selected for
interim verification (identification, weighing and NDA). Greater physical access to process also takes
an unattended form as in the case of SMP where material passes through unattended in-line
safeguards instruments which measure 100% of the material flowing. At many nuclear sites such as
Sellafield, the access and escorting of inspectors has been reviewed with the aim of simplification
and greater flexibility. Inspectors also have increased access to review plant modifications in order to
maintain comprehensive knowledge of the plant and to maintain the credibility of the safeguards
arrangements.

1.3. Remote monitoring

Unattended monitoring in safeguards offices on-site but remote from plant operations, plays an
important role at reprocessing and MOX fabrication plants. From their offices inspectors can
evaluate these data (from neutron and gamma unattended stations, branched operator's equipment,
analytical labs, etc.) coming direct from plant via a protected network, against the more traditional
declarations. Significant savings in time for both operators and inspectors are obtained and a high
level of deterrence is achieved. The operator does not know which part of its process is actually
monitored by the inspectors at any given moment, and the inspector can record all or part of the
information even when he is absent. Using their on-site computers and software, they can perform
any analysis or calculations necessary to ensure that the plant is operating as declared. Work is
underway to develop software to analyse such monitoring data on a continuous basis , to enable the
inspector to derive the full potential of this verification measure. The nearly continuous presence of
inspectors on site provides a rapid feedback to the operator so that any anomalies can be detected and
resolved in a very timely fashion. Extending remote monitoring to safeguards headquarters is of
course also possible for static devices or remote activation of instruments but this offers little
practical advantage for plants under continuous inspection.
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1.4. Increased co-operation and enhanced training

Over the last twenty years nuclear fuel cycle operators have increased their efforts to build
confidence. Safeguards and non-proliferation issues are now seen as crucial business drivers and
international safeguards verification is an essential prerequisite in the pursuit of nuclear trade. A
policy to promote greater public awareness has also been accompanied by an open policy to requests
from safeguards inspectors for data and information, far beyond the usual interpretation of regulatory
requirements. In order to facilitate such openness and transparency it has been necessary to re-
examine both the traditional security culture and the concerns over commercial confidentiality and
intellectual property rights. There is no place in modern safeguards arrangements for obstruction or
diffidence with the regulators, and operators are keen to ensure that safeguards assurance is fully
integrated with modern manufacturing techniques. The scale of Pu bulk handling plant projects and
the developments in massive containment, automation and real time data acquisition have been
recognised by the Safeguards Authorities who have risen to the challenge to update the traditional
safeguards approaches. Thus the seeds of the modern collaborative process were sown and a strong
joint safeguards project management structure, regular communications and close integration of
safeguards requirements with the overall project plan have become the norm for all new plants. This
close collaboration also encompasses training, with operators offering extensive training to
safeguards inspectors to increase understanding of plant and equipment operations. Both sides
recognise the need to deploy specialists staff and to maintain a high level of understanding and
competencies. Special precautions have been taken to provide a pragmatic solution to information
exchange which does not compromise security, commercial confidentiality or intellectual property.

1.5. Improved cost-effectiveness

The approaches for Pu bulk handling plants are well established and the operators, and
Safeguards Authorities, can see the benefits. The Safeguards Authorities have invested heavily in
developing and installing advanced elaborate verification systems and have worked closely with the
operator to take maximum benefit from plant features and to utilise operator equipment (which has
been independently authenticated and validated). In this way, short term capital investments will free
longer term manpower resources whilst at the same time increasing detection capabilities. These
investments also include on-site laboratories at La Hague and at Sellafield , thus giving the
opportunity to reduce sample transport and handling costs, and to allow timely analytical results to
take their place in the near real time on-site monitoring.

These advances in effectiveness have been implemented willingly by States and operators who
are committed to further progress in order to improve efficiency. This may be realised in the coming
years, when additional experience is accumulated and new technologies and improvements are put in
place. Measures introduced as a precaution in the present safeguards approaches may be simplified,
and technical progress will permit an increasing degree of automation in the measurements and real
time surveillance of these facilities. The positive experience of these approaches in Pu facilities will
lead to the adoption of similar approaches in other types of facilities handling indirect use materials.
Such approaches are of course initially capital intensive and it will be necessary for the international
community to provide an adequate level of funding.

2. THE NEXT STEP

New measures are largely implemented on top of the more traditional measures, rather than
instead of them, this results in a degree of redundancy. The safeguards authorities could not reduce
more traditional verification before the 93+2 program was officially adopted. Following the
implementation of the 93+2 measures then this redundancy could be avoided by relaxing some of the
traditional verification, given the added assurances from the "safeguards in depth" and 93+2
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approaches. The safeguards authorities and the international community are considering this
question, but the most pressing challenge is how to adapt/evolve the safeguards criteria to gave full
credit to the new approaches and to give safeguards assurance over and above that derived from
purely quantitative evaluation criteria. The holy grail should not be to attempt to quantify the
qualitative data provided by safeguards in depth and 93+2 approaches but to build a body of evidence
on which a qualified judgement can be made. The case of deep repositories (where material balances
cannot be closed by physical inventory taking) is a good example. In this case material accountancy
cannot be applied and verified in the usual manner and the criteria must place more reliance on C/S
measures.

3. CONCLUSION

With the implementation of a network of verification/authentication measures using various
levels of independence, the International Community has continuous assurance that plutonium bulk
handling plants are used only for peaceful purposes, and that the LASCAR conclusions have been
borne out in reality. The "Safeguards in depth" approach is not a new initiative but a natural
evolution gained from considerable experience in defining, assessing and implementing tailored
safeguards in automated, bulk handling facilities.

This paper has shown that the 'safeguards in depth' approach has been a forerunner of the 93+2
initiatives. Whilst a large element of 93+2 is aimed at detecting clandestine nuclear sites, the
methods used in safeguarding large scale reprocessing and MOX plants and the hierarchy of 'un-
quantifiable' measures can give very powerful safeguards assurance that there are no undeclared
materials/activities on declared nuclear sites .

It is the increased level of information and access that has brought this assurance. Transparency
is the aim and close co-operation is the vehicle to achieve it. The challenge to the International
Community is how effectively this plant level experience can be extended at the State level and how
the IAEA is going to derive its conclusions. Qualitative elements are likely to become the
predominant factor in drawing such conclusions in future.
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