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TC-1020.2

CHAIRMAN'S REPORT

1. Introduction and Background

Following the initiative of the Director General of the International

Atomic Energy Agency, Dr. Hans Blix, of September 1995 and the

subsequent resolution of the 38th session of the General Conference, the

IAEA and the World Customs Organization jointly undertook action to

deal with the problems that can be caused by the illicit movement of

radioactive materials. The "Illicit Trafficking Programme", co-sponsored

by the two organizations aims at developing close co-operation between

the Member States' radiation and nuclear safety competent authorities

and their border control and customs authority counterparts. The main

elements of this programme are (1) the development of a guidance

document covering the prevention and detection of unauthorized

movements of radioactive materials as well as the proper response to

such activities, (2) the definition of the terms for a pilot study to test

border monitoring equipment under field conditions and (3) the creation

of an IAEA/WCO training module for border control and customs

officers.

The first Technical Committee Meeting (TC-1020) was held from

July 8th to 12th 1996 in Vienna and was jointly hosted by the IAEA and

the WCO. It brought together radiation and nuclear safety experts and

customs officials from twelve countries as well as representatives from

the European Union, Europol and Interpol-ICPO.



The Russian Federation was represented by an official of her

Permanent Mission in Vienna.

The tasks of this meeting were (1) to discuss and review existing

documents established by previous Consultants Services and Expert

Group meetings as well as information on national and international

programmes and practices provided by the participants and (2) to

establish the first draft of the intended guidance document. The results of

the Technical Committee are laid down in the Chairman's Report

TCI 020. This second meeting of the Technical Committee continued the

efforts and achievements of the first TCM.

In his opening address, Mr. G.A.M. Webb welcomed the meeting

participants on behalf of the Director of the IAEA Division of Radiation

and Waste Safety, Mr. A. Gonzalez, summarizing the main elements of

the joint IAEA/WCO Illicit Trafficking Programme and calling on the

delegates to continue their efforts and to further strengthen international

co-operation in this field. He informed the group on the decision to

restrict the upcoming Draft Safety Guide "Safety and Security of

Radioactive Material" to the Safety aspects and include the Security part

in the Safety Guide on illicit trafficking. This part (Annex VIII)

subsequently became a working paper for the technical discussions.

On behalf of the WCO the Scientific Secretary, Mr. E. Saka, gave

his welcoming address. He stressed the significance of having

established an international platform for exchange of information and



experience and for harmonizing existing programmes and preventive

efforts.

The invitation letter and the list of participants are enclosed as

Annex I, the adopted agenda as Annex II.

2. Terms of Reference and Working Procedures

In the Terms of Reference (Annex III), the host organizations

expressed their expectation of a close co-operation between all parties

involved in combating illicit trafficking in radioactive materials. They

called on the meeting to advise them on preparing and implementing all

means necessary to prevent, to detect and to response to such activities.

Training of law enforcement personnel, such as police, customs and

border guards were identified as an essential element in detecting and

responding to illicit trafficking.

Four working groups (see Annex IV) were established during the

first plenary meeting:

WG1: Prevention

Chairman: Mr. K. Willuhn (Germany)

The group was asked to review the respective chapters of the Draft

Radiation Safety Guide (Working Paper No. 3) and provide additional

guidance on safety and security of radioactive sources, physical

protection, legal infrastructures, co-operation and information exchange.



The Guide, "Prevention, Detection of and Response to Illicit Trafficking

in Radioactive Materials" is envisaged to be in the Radiation Safety

category of the Agency's Safety Standards Series of publications.

WG2: Detection

Chairman: Mr. J.P. Gayral (France)

The group was to concentrate on the pilot study, its terms, objective and

methodology.

WG3: Response

Chairman: Mr. S. Hornkjol; (Norway)

This group focused on scenarios, programmes and requirements for

customs, border guards and other law enforcement staff in response to

illicit trafficking.

WG4: Training

Chairman: Mr. E. Saka (WCO)

The IAEA/WCO training programme was reviewed, discussed and

further developed during the work of this group.



3. Results of the Meeting

The meeting provided opportunity to exchange detailed

information on existing programmes and experience. On behalf of the

IAEA, Mr. K. Duftschmid gave a comprehensive report on the status of

the Illicit Trafficking Programme (see Annex X). As a member of the

drafting consultants group, Mr. J.P. Gayral (France) informed the

delegates about the Draft Radiation Safety Guide "Prevention, Detection

of and Response to Illicit Trafficking in Radioactive Materials", (Annex

XI). The joint IAEA/WCO Training Module was presented by the WCO

delegate, Mr. E. Saka (Annex XII). Mr. C. Schmitzer from the Austrian

Research Centre at Seibersdorf informed the participants about the

details laid down so far for the planned pilot study on border monitoring

equipment (Annex XIII). In illustrating the German activities, Mr. K.

Willuhn presented the "Material Catalogue of Chemical Elements which

have already been confiscated or offered in Germany (Annex XIV).

Following these detailed presentations, most delegates gave a short

report on the respective programmes and experience in their countries

(Annexes XV-XVIII). A detailed report accompanied by a video

presented by the French delegation illustrated the close co-operation

based on an agreement between the Commissariat a l'Energie Atomique

(CEA) and the French Customs authorities (Annex XIX).



On behalf of the U.S. Customs Service, Mr. D. Smith informed the

conference membership on his Agency's "Radiation Detection

Technology Assessment Program." (Annex XX).

During the meeting, the attending instrument manufacturers from

Austria, Canada and France were given opportunity to introduce their

products as examples of currently available radiation detection

technology.

Finally, a field demonstration of measurements to detect illicit

cross-border movement of radioactive materials was given during an

excursion to the Austrian Research Centre at Seibersdorf. The

programme of this field demonstration in enclosed as Annex XXI. The

final reports submitted by the four working groups are enclosed as

Annexes XXII to XXV.

4. Recommendations and Further Activities

The Technical Committee recommended that both hosting

organizations should continue their efforts in close co-operation on all

aspects of the Illicit Trafficking Combating Programme.

With Respect to Prevention, the existing Draft Radiation Safety

Guide should be completed and should include the chapter "Security of

Radioactive Materials" of the Safety Series Guide. Further work on the

glossary was considered necessary.



As for detection, the responsible working group focused on the

planned pilot study (IBRAP). This means that editing as well as a

technical review of the Draft Radiation Safety Guide remains to be done.

On the Chairman's request, a letter of notification on the pilot study was

drafted by the working group 2. The committee recommended to

distribute it to Member States with the request to disseminate the

information to interested instrument manufacturers.

Proper response to the discovery of radioactive materials illicitly

trafficked remains a widely unresolved issue. The first TCM

recommended that the IAEA and WCO assist Member States in

developing adequate operating procedures. International co-operation in

this field might be fostered by a convention on measures against illicit

trafficking providing the means for information exchange and

mechanisms for proper response.

The lack of internationally accepted radiological levels for

radioactive residues, e.g. for contaminated scrap metal from nuclear

decommissioning activities as identified in the first TCM, will also

require further attention. The IAEA should elaborate adequate

recommendations to Member States.

In the field of training it is recommended that the IAEA and the

WCO should consider developing informative and supportive

documents, guidelines and reviewing existing documents to assist

customs and other law enforcement agencies in order to strengthen their



enforcement programmes on combating illicit trafficking in radioactive

materials.

The TCM recommended that the IAEA should continue to assist

the WCO Secretariat within its administrative and financial limits in

designing regional training programmes for customs officers.

The Technical Committee finally recommends that the IAEA and

the WCO should contact other regional and international organizations

concerned to act jointly and to design training programmes by adopting a

multi-agency approach in order to respond globally to illicit trafficking

in radioactive materials.

As a further activity it is intended to review and complete the Draft

Radiation Safety Guide "Prevention, Detection of and Response to Illicit

Trafficking in Radioactive Materials." The main text of this guide should

be published within the IAEA Safety Series as soon as possible, whereas

the annexes should form supporting technical manuals. The pilot study:

"IAEA Border Radiation Assessment Programme (IBRAP, see Annex

VIII) should start soon. The announcement including the letter of

notification should be distributed to all Member States. Assistance from

WCO Member States will be provided by the WCO Secretariat.

The IAEA/WCO training module should be utilized in further

training courses, depending on the available budgets.



The next Consultants Services Meeting on the Illicit Trafficking

Programme is scheduled for November 24th to 28th, 1997 at IAEA

Headquarters in Vienna. The Third Technical Committee meeting is

planned to take place during July 6th to 10th, 1998 at WCO Headquarters

in Brussels. An "International Conference on the Safety of Radiation

Sources and the Security of Radioactive Materials" to be co-sponsored

by EC, INTERPOL and WCO, which will include the full topic of illicit

trafficking, is scheduled for September 14th to 18th, 1998 in France.
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97-05-09

Dear Sir/Madam,

I have the honour to inform you that the International Atomic Energy Agency (the Agency), in co-
operation with the World Customs Organization (WCO), will hold a Technical Committee Meeting to
Develop Guidance Related to Illicit Trafficking at its Headquarters in Vienna from 14-18 July 1997.

The purpose of this meeting is to provide advice on the preparation of a Radiation Safety Standard
Series Guide Document entitled: "Prevention, Detection of and Response to Illicit Trafficking in
Radioactive Materials," which will assist Member States in training personnel and deploying
instrumentation required for detecting and responding to illicit movements of radioactive material. The
preliminary agenda for the meeting is enclosed.

In view of your Organization's interest in the subject matter, I have the pleasure in inviting your
organization to be represented. In this connection, the Secretariat would be grateful if the services of Mr. H.
Ellehauge could be made available for the purpose and period set out above.

Subsequent correspondence may be exchanged directly between Mr. Klaus Duftschmid of the
Division of Radiation and Waste Safety, who will be the Scientific Secretary of the meeting, and the
designated expert.

Yours since.

laratzki
' Director General

lead jbfthe Department of
Nuclear Safety

Secretary General
INTERPOL
50, Quai Achille Lignon
F-69006 Lyon
France
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Joint IAEA / WCO Technical Committee Meeting
on

"Develop Guidance Related to Illicit Trafficking "
(TC 1020.2)

IAEA Headquarters Vienna
14 -18 July 1997

AGENDA

Monday 14 July 1997, 0930 h - Plenary Session, Meeting Room C07/VI

1. Opening Addresses (Mr. G.A.M. Webb, IAEA, Mr. Saka, WCO)
2. Chairman's opening remarks (Mr. L. Weil)
3. Administrative Announcements (Mr. K. Duftschmid, Scientific Secretary IAEA)
4. Adoption of Agenda (Mr. K. Duftschmid)
5. Terms of Reference (Mr. E. Saka, Scientific Secretary WCO)
6. Report on Status of Illicit Trafficking Program (Mr. K. Duftschmid, Mr. E. Saka)
7. Draft Radiation Safety Guide "Prevention, Detection of and Response to Illicit

Trafficking in Radioactive Materials" (Mr. J.P. Gayral)
8. Report on the Joint IAEA/WCO Training Course in Vienna, June 1997 (Mr. E. Saka)
9. Report on IAEA Pilot Study on Monitoring Instruments (Mr. Ch. Schmitzer)
10. Detailed Reports by Delegates on National Programs in Member States
11. Report on U.S. Customs activities (Mr. D. Smith, U.S.A.)
12. Presentations of Detection and Monitoring equipment by manufacturers'

representatives. Mr. Klimon (Klimonitors Comp., Austria); Mr. J. Cox (Exploranium
Radiation Detection Systems, Canada); and Mr. J.F. Moreau (Saphymo, France)

13. Establishment of Working Groups:

• WG on Prevention: Safety & Security of Sources, Physical Protection, Legal
Infrastructures, Co-operation & Information Exchange etc.

• WG on Detection: Pilot Study, Performance Requirements, Calibration &
Testing, Maintenance etc.

• WG on Response: Customs Specific Requirements & Procedures, etc.
• WG on Training: Syllabus and Modules for different levels etc.

Tuesday 15 July 1997, all day

14. Working Group Activities

TCM Agenda 97-08-26 11:59 page 1



Wednesday 16 July 1997, 0900 h - Plenary Session

14. Brief Status Reports by Working Group Leaders
15. Working Group Activities
16. Draft Reports to Secretariat by 1630 h

Thursday 17 July 1997, 0900 h - Plenary Session

17. Oral Reports to Plenary by Working Group Leaders
18. Final Working Group Activities
19. Final Reports to Secretariat by 1630 h

Friday 18 July 1997, 0930 h - Plenary Session

20. Presentation of final reports by Working Group Leaders
21. Closing discussion TC
22. Chairman's Summary
23. Close of Meeting

TCM Agenda 97-08-26 11:59 page 2
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TC-1020.2
Working Paper 2

D R A F T

TERMS OF REFERENCE

The International Atomic Energy Agency (IAEA) and the World Customs
Organization (WCO) recognize the potential problems which can be caused by the
illicit movement of radioactive materials and are jointly undertaking action to prevent
and respond to these events. This joint approach will lead the way for developing
close cooperation between the Member State national radiation competent authorities
and their customs authority counterparts. This should result in improved
communications, training and guidance for effectively addressing the problem of
illicit trafficking of radioactive materials. The purpose of this meeting is to advise the
two Agencies on preparing and implementing all means necessary to prevent, to detect
and to respond to illicit movements of radioactive materials. Training of law
enforcement personnel, such as police, customs and border guards, is an essential
element in combating illicit trafficking.

It is proposed to establish four working groups with the following terms of
reference:

Working Group 1: Prevention

The group is expected to review the respective chapters of the Draft Radiation Safety
Guide (WP3) and provide additional guidance on safety and security of radioactive
sources, physical protection, legal infrastructures, cooperation and information
exchange, etc.

Working Group 2: Detection

The Group is expected to concentrate on the planned pilot study on detection and
monitoring instrumentation with special attention to performance requirements,
calibration and testing, maintenance, etc.

Working Group 3: Response

This group should deal with scenarios, programmes and requirements for customs,
border guards and other law enforcement staff in response to illicit trafficking in
radioactive materials.

Terms of Reference, Page 2



Working Group 4: Training

The group's task is to discuss and review the IAEA/WCO Training Programme, to
provide advice and recommendations for its upgrade and improvement and to derive
syllabus and modules for different levels of training.
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WP 1 Provisional Agenda

WP2 Terms of Reference

WP 3 Report of CSM to Review the Status of the IAEA Illicit
Trafficking Programme and Define the Basis for Radiation
Safety Guidance Documents on Prevention, Detection and
Response, Vienna, 14-18 April, 1997

WP 4 IAEA Status Report on the Illicit Trafficking Programme
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WP 10 Final Report of Working Group 1: Findings

WP 11 Final Report of Working Group 4: Training
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OPENING ADDRESS

The IAEA/WCO JOINT TECHNICAL COMMITTEE MEETING ON ILLICIT
TRAFFICKING OF NUCLEAR MATERIALS

(Vienna, Austria; 14-18 July 1997)

Encan SAKA
Technical Officer

(Project officer of the WCO Programme on Combating Nuclear Smuggling )
WCO Enforcement Sub-Directorate

Good morning, Ladies and Gentlemen. It is really a pleasure for
me to welcome all delegates, distinguished representative of
ICPO/lnterpol, Mr. Hans ELLEHAUGE<Mr.Chris SCHMITZER
from Austrian Research Cente^on behalf of the World Customs
Organization (WCO) and myself.

My name is Ercan SAKA. I am technical officer at the World
Customs Organization Enforcement Sub -Directorate. Besides
other my responsibilities, I am charged with the development and
management of the WCO Programme on Combating illicit
transboundary movement of Nuclear and Hazardous Materials.

Mr.Chairman. with vour indulgence and permission., I would like to
convey my Director, Mr. Douglas' message to the meeting.

Unfortunately, he is not able to attend the meeting this year
because of his pre-arranged missions during this period. However,
he wished me to assure the meeting that the outcome of this
meeting would certainly be appreciated by Customs environment
and he thanks all delegates for their participation.

Mr.Chairman, as most of us may aware that this meeting is the
second in its kind. The first joint TCM meeting was held here from
8 to 12 July 1996. That's why, I would touch some key points lief IY««5

behind its joint character.

First, this meeting is a special international platform to handle
this sensitive issue which bears many direct or indirect potential
threats to all nations.



Second, this meeting is one of the exemplary co-operation
between two inter-governmental organizations and its Member
States concerned.

Third, it is such an environment that all experiences of
Nuclear and Customs experts ready to share and then
combine for the sake of international community.

Fourth, it was proven that the exchange of information and
establishment of contact points among related agencies at
all levelsare essential for the effective global response to the illicit
trafficking of radioactive material.

Fifth, this is one kind of opportunity to review the awareness
and preventive efforts taken jointly or separately or internationally
or nationally.

I therefore would like to refer Mr.Gonzalez' opening statement
made at the first joint Technical Committee Meeting. He said " We
have just started. We are just scratching the surface. Whatever
the outcome of this meeting, it will not be the final result of the
programme, only a beginning ." This was not a hope. He wa*s
underlining right and future direction for both organizations. In
fact, within the past year, we continued to enhance our co-
operation which reached a point where we have designed a joint
train-the-trainer programme for Customs trainers.

There is no doubt that the nature function and considerable
amount of experiences of Customs services on vehicles,
passengers and goods entering or leaving country as well as
investigating all kind of Customs offenses really put us a unique
position to stop the illicit movement of nuclear materials under the
condition of taking and implementing appropriate and adequate
preventive measures . However, Customs services are also
aware of their limitations in this respect.

Paying attention to the unique composition and goal of this
meeting, I would like to emphasize that combating against this
non-fiscal customs offense clearly requires law enforcement
agencies and particularly Customs Services to adopt and
effectively implement multi-agency approach.



In contrary, if we are talking about the illicit transboundary
movement of radioactive materials, any preventive action plan
should include Customs inputs and experience.

Mr.Chairman, Because of the nature of this smuggling activity and
radioactive materials' specifications, one of the principal aim is to
stop this material before leaving the source country or entering
any other country if it had already been fallen out of the control
mechanism.

From this point, I can renew my belief that the meeting will
continue to play its milestone role between two international
organizations ; national nuclear competent authorities and
Customs services.

In conclusion, Mr.Chairman, I assure the meeting that WCO's
close collaboration with the Agency will continue to enrich our
programmes and we will continue to encourage Customs services
to take additional concrete measures and decisions on this
important matter.

As a project officer of this programme at the WCO Secretariat, I
would like to express my sincere thanks for the Agency's
administrative, technical and financial support to the WCO and
I wish all delegates a successful meeting and a pleasant stay in
Vienna.

Vienna, 14 July 1997.
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Opening Remarks

Ladies and Gentlemen,

When turning our attention to the necessities of safe management of

radioactive materials, we are aware of the specific risks and hazards that may arise

from the unauthorized possession, handling, transfer or disposal of radioactive

materials, including fissile materials. These may be intentional or unintentional

activities, with or without criminal intent and with or without the crossing of state

borders.

Following the IAEA General Conference's resolutions of November 1994,

which called upon Member States "... to take all necessary measures to prevent illicit

trafficking in nuclear material...", a joint and concentrated effort has been undertaken

by the IAEA and the World Customs Organization to establish a comprehensive illicit

trafficking programme and to provide effective guidance to their Member States and

to other interested international organizations.

The essential elements of this programme as already outlined by Mr. Webb in

his opening remarks are aimed at the prevention and detection of unauthorized

movements of radioactive substances as well as at a successful response to such

activities once they are detected. A specific Radiation Safety Guide has been drafted

in the last months and will be subject to discussion and revision during this meeting.

The same will apply to the Draft Safety Guide on Security of Radioactive Material

introduced by Mr. Webb a few minutes ago.

As we heard from Mr. Saka, for customs inspectors and others that may be

confronted with illicitly trafficked radioactive materials, a detailed training

programme has been developed under the auspices of the WCO and training courses

have already been held in this context.



Moreover, a pilot field study on detection and monitoring systems is currently

being prepared and is expected to deliver significant information for further decisions

activities. There will be detailed reports and presentations on all of these elements

during today's opening session. We also intend to give all participating Member

States and international organizations the opportunity to present relevant national

activities and to discuss them with other attendees.

We also welcome the presence of instrument manufacturers from Austria,

Canada and France. There will be opportunity for them later this day to present their

equipment to this meeting.

Subsequently, four working groups shall be established at the end of today's

plenary which are expected to discuss in depth and in detail the existing elements of

the programmes and guidance documents I mentioned and to make proposals and give

advice for their improvement or completion.

Ladies and Gentlemen,

In his opening remarks to our first joint Technical Committee meeting a year

ago, Mr. Gonzales, the Director of the IAEA's Division of Radiation and Waste

Safety, stated: "combating illicit trafficking of radioactive materials is a difficult job,

but I can't think of a stronger combination to do it than the radiation and customs

professionals of the WCO and IAEA memberships."

The achievements that have been made so far prove that this statement is true.

We are not at the starting point any more. In a number of actual cases throughout the

world, the existing procedures and technical means have shown to be effective, but we

can and we should make things better and this is, by your contributions and your

cooperation, what we want to achieve by this meeting.
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SECURITY OF RADIOACTIVE MATERIAL

GENERAL

1.1. As the events in Ciudad Juarez, Mexico [16] and [17], Goiana, Brazil [18], and
Tammiku, Estonia [5] demonstrate, the consequences of failing to control sources can be
severe. Once a source is no longer in the control of an organisation or individual with
knowledge of the hazards and the precautions to be taken, every engineered design feature,
assessed defence-in-depth feature or safety procedure is at risk of being compromised. Large
radiation sources in the hands of members of the public may result in multiple deaths and
extensive contamination. The BSS [BSS, 2.34] require that sources:

"... be kept secure so as to prevent theft or damage and to prevent any
unauthorised legal person from carrying out any of the actions specified in the
General Obligations for practices of the Standards (see paras 2.7 - 2.9), by
ensuring that:
(a) control of a source not be relinquished without compliance with all

relevant requirements specified in the registration or licence and
without immediate communication to the Regulatory Authority, and
when applicable to the relevant Sponsoring Organization, of
information regarding any decontrolled, lost, stolen or missing source;

(b) a source not be transferred unless the receiver possesses a valid
authorisation; and

(c) a periodic inventory of movable sources be conducted at appropriate
intervals to confirm that they are in their assigned locations and are
secure."

1.2. There are two aspects to prevention of accidents due to loss of control of sources:
(a) Prevention by maintaining control through effective security mechanisms and

procedures, and
(b) Mitigation of consequences by identification and recovery of sources that have been

forgotten, lost, or stolen.
1.3. This section addresses the former - prevention through security. Recovery of sources
is the topic of reference [4]. There is a brief discussion of the related topic of the
consequences and prevention of malicious acts at the end of this section.

NEED FOR SECURITY DURING THE LIFE CYCLE OF SOURCES

1.4. Diagram 1 depicts different stages in the lifetime of radioactive sources from
production to disposal. The type and level of security needed in each stage will largely be
determined by the hazard and the risk of theft or loss associated to the specific practice.
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3.5. Subsequent paragraphs in this section describe security problems and provide advice to
the Regulatory Authority for enforcement of security requirements at each stage of the life
cycle for production, export, import, commercial distribution, receipt, use, storage, disposal
and decommissioning of sources. Requirements apply to all stages and a failure to meet the
requirements at any stage may result in severe consequences. Common requirements to all
stages and practices are physical control of the sources, systems of accountability, and
verification of authorisation before relinquishing control of a source.

Physical control of sources

3.6. Physical control methods may be physical barriers (locks, containers, and structures) or
surveillance (direct observation, remote sensing devices, and alarms). Each method of
control should be addressed as part of the safety assessment and reviewed based upon
operational experience including accidents or near accidents at the licensees or registrants
own or other facilities.



Systems of accountability

3.7. Systems of accountability include records of production and receipt, logging of uses
and movements, periodic physical inventories and reconciliation of records and inventories.
The BSS [BSS, IV. 17] provide that:

"Registrants and licensees shall maintain an accountability system that
includes records of:
(a) the location and description of each source for which they are

responsible; and
(b) the activity and form of each radioactive substance for which they are

responsible."

Verification of authorisation

3.8. A source must not be transferred unless the receiver possesses a valid authorisation.
Within a country, the Regulatory Authority may require that the transferor have a copy of,
and verify that transfer of the source will be in compliance with all the relevant requirements
specified in, a valid registration or license issued to the receiver. Careful attention needs to
be paid to any special restrictions on the licensees or registrants authorisation. For example,
if commissioning of a facility is a prerequisite for receiving a source for installation, the
supplier should verify that commissioning is complete.

SECURITY DURING RADIOISOTOPE PRODUCTION

3.9. The production may be at an activation facility (reactor or accelerator) or a facility for
separation of radionuclides from fission products or natural sources of radioactive material.
The producer has unique responsibility for identification of the radioisotope and its activity
and form and for initiating the whole chain of records for accountability. The producer will
need to provide physical control to storage areas as well as to the areas for activation or
separation. The producer will also need to transfer and transport the sources. Although the
producer may also import, receive, use, export and dispose of radioisotopes, those activities
will be discussed in later paragraphs describing other stages in the life cycle of the source.

Recording of activity and form

3.10. In order to enforce the BSS requirements for accountability of sources, the
Regulatory Authority may need to require assay and analysis of product An adequate record
needs to be made showing the radioisotopes present, the physical and chemical form and the
activity at a specified time. A record containing the same types information will need to be
retained and a copy accompany any shipment to a manufacturer, supplier, user or waste
disposal facility in order to maintain source accountability.

Transportation of radiation sources

3.11. The producer (shipper) must assure that the radioactive sources are transported
according to IAEA Safety Series 6 [19]. The Regulatory Authority should require prompt
notification about missing or diverted radioactive sources [BSS, 3.12]. The notification
should include the information about radioisotope, activity, and form and may, as appropriate,
require other information that identifies key features of the sources (see para 4.5).
3.12. Appropriate selection of packaging, proper labelling, adequate documentation and
timely notifications may prevent loss or theft of sources and mitigate the consequences if
control of the source is lost. Documentation and markings assure that the transport carrier
knows to take appropriate precautions and may alert import authorities about unauthorised



importation or Radiation Protection Officers of orders of unauthorised material. The
teletherapy unit involved in the Cuidad Juarez accident, was shipped in a non-specification
package, was improperly labelled, and the government was unaware of the importation.

Production and storage
3.13. The provisions for physical control of sources in production and storage areas should be
designed according to the concept of defence in depth, and be commensurate to the activity and
properties of radionuclides to be stored and may include:
(a) controlled access to the place of storage, by means of locked doors and physical barriers

or any other means appropriate to prevent an unauthorised person from gaining access
to the interior of the area;

(b) guards or electronic surveillance or other means to provide physical security of the area;
(c) notices, signals or other warning means to properly identify the presence of radioactive

materials;
(d) special considerations may be needed for temporary storage of radioactive materials

during processing; and,
(e) an exclusive and designated place for storage.
3.14. Regular audits and assessments need to be conducted by the processor at the places of
storage, which may include:
(a) checks of the continuing acceptability of security arrangements;
(b) checks of the continuing acceptability of warning notices and, where appropriate, safety

systems;
(c) measurements of dose rates and contamination levels, for comparison with pre-

determined reference levels; and
(d) a physical inventory of the radioactive material in storage.

SECURITY DURING SUPPLY OF SOURCES

3.15. The supplier will normally be a manufacturer, processor, or vendor but could be a user
transferring a no longer needed source or an importer of sources. The methods for meeting
security requirements during use and storage are the same as those for producers in the
production and storage of sources and are not repeated here. Although suppliers will receive
and dispose of sources those activities will be discussed later for practices using and storing
sources. Suppliers are most likely to be involved in activities related to export, import,
commercial distribution and transport of sources.

Export of sources

3.16. The Regulatory Authority in the country of an exporting supplier may wish to enforce
the BSS requirements [BSS, 2.34(b)] that suppliers not transfer sources unless the receiver
has a valid authorisation even when the receiver is in an importing country. The Regulatory
Authority in exporting countries may also require suppliers to notify Regulatory Authorities
in importing countries about sources sent to the receiving country. When licensees or
registrants, such as medical clinics, become suppliers by transfer of no longer needed
equipment; they have the same responsibility as manufacturers to be aware of valid
authorisations and requirements in the receiving country but may be less knowledgeable
about these requirements.



Import of sources

3.17. For importation of radiation sources, the Regulatory Authority in the receiving
country may make appropriate agreements with the major manufacturers of radioactive
sources abroad, to be promptly notified of radioactive sources greater than an agreed upon
activity sent by the manufacturer to a user in the country. Additionally, when radiation
sources are imported, a good co-ordination between the Regulatory Authority and the
authority responsible for import control (i.e. customs) should be established to deal with the
necessary appraisal of any sources and the person importing them prior to or at the time the
sources enter the country.

Commercial distribution and transport of sources

3.18. The transfer, within a country or among countries, of radioactive sources containing
relatively small activities of radioactive materials for distribution to medical, industrial, or
research licensees or registrants represents the greatest number of individual shipments of
radioactive materials. Packages are usually small and often transported with other general
cargo. Suppliers need to have reliable methods to verify authorisations including the current
status (amended or expired). Suppliers need to have arrangements with transport carriers to
promptly report missing packages, transportation accidents involving radioactive sources,
addressees who can not be located, and leaking or damaged packages. These circumstances
may result in inappropriate transfer of radioactive material and loss of control of sources.

SECURITY DURING THE USE OF SOURCES

3.19. Major practices using radioisotopes include medicine, industry and research. The
number of use and storage areas as well as workers handling sources is very large. Security
problems may arise from the difficulty of controlling multiple locations and supervising many
and varied workers. The user needs to supervise control of sources and to assure that
individuals do not relinquish that responsibility to other individuals except in accordance with
supervision and local rules. Particular attention needs to be directed toward mobile sources
such as used in industrial radiography. Temporary, secure storage needs to be provided and
adequate controls established by the supervising individual responsible for the source at remote
locations.

Receipt of radioactive materials

3.20. Security procedures are required from the moment a source is received and control
accepted. Meeting this requirement will necessitate the specification of a receipt point for
packages coming into the facility, an individual responsible for the reception and storage of
the materials, designated storage areas, procedures for monitoring of packages, and a system
of records for receipts.
3.21. The Regulatory Authority may accept and enforce procedures for reception and
acceptance of packages containing short-lived radioactive sources that provide for designated
temporary storage places for overnight delivery. The user must provide security of the
sources at such temporary storage place commensurate with the risk associated with the
sources. The user may be required to use key or card operated secure receipt points at such
temporary storage areas. The user must have provisions for the prompt monitoring, recording
and transferring to the designated receipt point of the source at the beginning of normal
operations.



Transport within an establishment1

3.22. Procedures for transport or movement of sources within an establishment should
cover the security of the sources, and should be optimised in that the quantity of radioactive
material transported should be no more than is required to accomplish a given task, subject to
limiting the number of separate movements over any reasonable period of time. Particular
attention needs to be directed to the frequent movements of sources in the medical practice,
such as brachytherapy.
3.23. Operational procedures for transport of radioactive materials within an establishment
should include provisions that:
(a) all transportation of radioactive material will be undertaken by properly trained

workers with appropriate means; and
(b) adequate emergency plans will be available to cover accidents involving radioactive

materials in transit, and appropriate radiological survey instrumentation should be
available to the person(s) transporting the material.

SECURITY AFTER USE OF SOURCES

Decommissioning

3.24. When need for a source ends, a facility must be returned to a condition for
unrestricted release from control. These actions taken at the end of the useful life of an
operation using radiation sources are referred to as "decommissioning." Safe practices in
decommissioning is the subject of Section 6 of this Guide.

Security of sources in use or temporary storage

3.25. Supervisors and workers authorised to use sources are responsible for ensuring the
requirement that sources remain controlled at all times. If the responsible individual must
leave a work area for even a short time, the source should be physically secured or another
responsible worker or supervisor should accept responsibility and maintain surveillance of
the source. Other regulatory and safety concerns may require that materials which
incorporate radioactive materials and which are important to the quality assurance of a
manufactured or medical product be isolated or quarantined for testing. Such temporary
storage areas will require the same level of security as other use and storage (see para 3.13).

Sources no longer in use

3.26. The timely transfer or disposal of sources no longer in use and for which no further
use is foreseen (spent radioactive sources) will assure that security and control is not lost as
managers and workers move or are replaced. As will be discussed in Section 6, prompt
disposal of spent sources should be part of ongoing decommissioning planning. The long
term storage of sources no longer in use was a major contributing factor in the accidents in
Juarez, Goiania and Tammiku.

1 Mobile sources that are used outside the establishment, i.e. for operations remote from the
permanent storage facilities, such as industrial radiography, need specific consideration.
Management needs specific verification methods to ensure that safe transport procedures are
followed, and that accountancy of the sources is maintained.



Disposal

3.27. Licensees or registrants shall dispose of the radioactive sources by transfer to
authorised recipients or through authorised disposal routes. In the case of radioactive waste
including sources no longer in use, the legal person may be required to dispose of any
radioactive source within a time period. The Regulatory Authority may need to verify
through notification and/or inspection that licensees or registrants have properly disposed of
the radioactive sources, particularly in case of decommissioning of the facility. Licensees or
registrants should maintain updated records of receipts and transfers of the radioactive
materials, including disposals.

Special problems locating (lost) sources
3.28. Special problems arise when sources have been abandoned, lost or stolen. In some
instances, sources may have previously been obtained without authorisation either because
the regulatory infrastructure did not exist or because sources were obtained in violation of
regulations. Recovery requires an appropriate national strategy (see reference [20]). The
strategy should include means to identify and locate spent radioactive sources. The strategy
will involve an assessment of the expected range and quantity of spent sources to be located,
as well as the availability of qualified personnel and equipment to support the search effort.
A review of past and ongoing medical, industrial and research activities in the country may
help to track and account for spent radioactive sources from long established or discontinued
activities. Recovery of sources which are capable of delivering a high radiation dose should
have the highest priority. The Regulatory Authority may require licensees or registrants to
immediately report to the Regulatory Authority any missing radioactive sources, and initiate
recovery of the sources.

MALICIOUS ACTS

(i) Special risks and hazards arise from the deliberate misuse of radioactive
sources. These activities, may cause loss of control of sources. Theft and
subsequent possession of sources is sometimes entirely accidental. A car or
truck may be stolen for its own value but a device containing radioactive
material may have been transported in the vehicle. A measuring gauge may
be stolen for its appearance apparent value without the thief taking note of the
radioactive source.

3.29. Malicious actions which could cause accidental or incidental situations with
radioactive sources or illicit trafficking of radioactive sources, are examples of "wilful breach
of, attempted breach of or conspiracy to breach" the requirements of the BSS [BSS, 1.14].
Such breach:

"...is subject to the provisions for such infractions by the appropriate national
legislation of the State, or by the Regulatory Authority, or when applicable, by
the relevant Sponsoring Organization."

3.30. To address unauthorised disposal, threats and other malicious acts, there needs to be
co-ordination among the user, the Regulator Authority, law enforcement agencies and groups
who can provide information to the public. An enforcement program that is demonstrably
effective may provide a deterrent to malicious acts. Malicious acts involving employee
misbehaviour or external threats should be dealt with at the user level by implementing
required procedures for source security, taking actions to stop such behaviour if detected and
in the case of the stolen materials by dissemination of information about the appearance of
the source, device, or container and the associated hazards. Public dissemination of



information has resulted in the return of stolen materials by the thief or prompt identification
and notification of authorities when members of the public observe abandoned materials.
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1. INTRODUCTION

1.1. Background

110. As clearly stated in the IAEA Radiation Safety Fundamentals (SS120), radio-
active materials need to be safely managed because they are potentially hazardous
to human health. Special risks and hazards arise from the unauthorized receipt, pos-
session, use, transfer and disposal of radioactive materials. For the purpose of this
document, these activities - whether intentional or unintentional, with or without
crossing of international borders - shall be considered illicit trafficking. Both states
and international organizations have a responsibility for dealing with potential illicit
trafficking in radioactive materials. The IAEA General Conference of November 1994
adopted a resolution which called upon Member States "...to take all necessary
measures to prevent illicit trafficking in nuclear material". With respect to this resolu-
tion, each Member State should develop a national framework, which specifies the
necessary and appropriate requirements to manage radioactive materials to prevent
illicit trafficking.

111. General radiation protection requirements are provided in International Basic
Safety Standards for Protection Against Ionizing Radiation and for the Safety of Ra-
diation Sources, IAEA Safety Series No. 115-1 (BSS). In response to the Director
General's proposal, Measures against Illicit Trafficking in Nuclear Materials and
Other Radioactive Sources (GOV/2773), this Radiation Safety Guideline document
addresses those regulations, controls and methods which should be implemented by
Member States to address the problem of illicit trafficking in radioactive materials.

112. Some information on the different types and uses of radioactive materials and
previous events having resulted in serious, even fatal accidents, because of lack or
loss of control of radiation sources is detailed in Methods to Identify and Locate
Spent Radiation Sources, IAEA-TECDOC-804. Apart from damage to human health
and safety such activities may cause considerable costs for cleanup activities. The
cases of illicit trafficking in radioactive materials detected until now are likely to rep-
resent just a fraction of the actual cases.

113. The safe management of radioactive materials relies on developing and/or im-
plementing of relevant laws and regulations, on establishing a regulatory control
authority, and on setting up the necessary operational capabilities.

1.2. Objective

120. The objective of this document is to identify those aspects of the radiation pro-
tection, nuclear safety and waste management infrastructure for control of radioac-
tive materials and elaborate on techniques and methodologies within the infrastruc-
ture for accountability and effective control in order to deal with illicit trafficking. This
includes the protection of law enforcement officers, such as police, customs and
border guards as well as the general public against ionizing radiation.
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1.3. Scope

130. This Radiation Safety Guide sets forth the elements within a radiation protection
infrastructure for establishing a system that provides for the security and control of
radioactive materials to prevent, to detect and to respond to illicit trafficking.

131. The guidance of this document is primarily aimed at enabling Member States to
establish a new or to enhance an existing system for preventing of, detecting or re-
sponding to illicit trafficking in radioactive materials. This includes the national ra-
diation protection and nuclear safety infrastructure as well as the regulations con-
cerning law enforcement and/or border control activities. Wherever technical infor-
mation is provided in this document or its annexes, guidance may be taken by those
responsible for the development, construction or selection of measuring and detec-
tion equipment, for the training and qualification of personnel as well as for other
elements of dealing with illicit trafficking in radioactive materials.

132. This document addresses all radioactive materials, such as sources, wastes,
nuclear materials etc. It is recognized that nuclear materials are or should be subject
to safeguards for nuclear non-proliferation purposes and that special nuclear mate-
rials (HEU and Pu) should be under physical protection to reduce the risk of uncon-
trolled movement.

1.4. Structure

140. The main text of this Radiation Safety Guide is organized as follows:

• Section 2 describes the possible origins of illicit trafficking

• Section 3 outlines the organization of the national regulatory infrastructure control
mechanism to prevent illicit trafficking

• Section 4 deals with the detection of illicit trafficking, describing types of radiation,
monitoring and instrument categories

• Section 5 provides guidance on response to illicit trafficking, including planning for
response

• Section 6 is dedicated to the subject of exemption and clearance

• Section 7 addresses the necessary training activities

• Section 8 discusses co-operation and exchange of information on the national,
bilateral and international levels

• Annex 1 lists typical radioactive materials utilized in medicine, industry, research
and nuclear industry. It further gives examples of radioactive materials detected in
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illicit trafficking

• Annex 2 outlines essential elements of Regulatory Infrastructure and Physical
Protection for the prevention of illicit trafficking

• Annex 3 contains information on detection and monitoring equipment with special
regards to performance requirements, calibration, testing and maintenance

• Annex 4 lists typical response procedures if radioactive materials are detected in
illicit trafficking

• Annex 5 is dedicated to training requirements including examples for an adequate
training syllabus used for short courses for law enforcement officers and more
extended courses for trainers (train-the-trainers)

• Annex 6 contains a glossary

2. POSSIBLE ORIGINS OF ILLICIT TRAFFICKING

201. Radioactive materials are used most frequently used in Member States. These
applications may range from short lived radioisotopes for nuclear medicine or high
activity sealed sources for radiation therapy to industrial and research purposes us-
ing sealed or unsealed radioactive sources. Many Member States maintain a nu-
clear power program, requiring, if applicable, production and transportation of nu-
clear fuels as well as the reprocessing of spent fuels and the safe decommissioning
of nuclear facilities. All applications of radioactive and/or nuclear materials may result
in the production of radioactive wastes that need to be safely managed, processed,
stored and/or disposed of. Within this wide field of applications of radioactive and/or
nuclear materials there may be various causes or motives for illicit trafficking, such
as:

• Loss of control or loss of security of radioactive materials e.g. those in long-term
storage, due to failures, of the responsible authorized user and/or the regulatory
infrastructure. When such materials are contained in equipment such as telether-
apy heads or industrial gauges, they may be unintentionally sold as part of scrap
metal. In other instances the materials may simply be "found" by unsuspecting in-
dividuals. In either case, the consequences could be very large (Mexico, Goiania,
Estonia).

• Materials slightly contaminated with radioactivity which are released without
clearance rules and reappear in domestic or international markets; most typically
in the form of scrap metal or recycled scrap metal. The release may be in "good
faith" and the radiation risk is usually low.

• Radioactive wastes, which are diverted from authorized storage of waste disposal,
for instance, in order to avoid the high cost of disposal. This is deliberate, could
cause injury and could lead to high recovery costs.
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• Radioactive materials including nuclear materials, which are trafficked with the
idea that they could be useful in a nuclear weapons program or as a threat. This is
deliberate, and persons involved usually know that they are breaking the law. Very
often, persons committing such offenses have very little understanding of the
technological utility of such materials, their hazards or their market value. In these
kinds of cases, the radioactive materials are often obtained in one country and
attempts made to deliver or market it in another. This list of examples is typical but
not complete.

3. Prevention of Illicit Trafficking by a National Regulatory Infrastructure
Control Mechanism

310. This section describes the main features of a national radiation protection, nu-
clear safety and waste management infrastructure aimed at preventing the loss of
control including unauthorized receipt, possession, use, transfer, import/export
and disposal of radioactive materials. The relevant features of the infrastructure
which pertain most directly to illicit trafficking are extracted from the body of com-
ponents and functions of a national infrastructure as identified in the BSS and re-
lated IAEA documents.

311. The infrastructure must be founded upon national legislation, which establishes
a Regulatory Authority empowered to issue, or propose to competent bodies, regu-
lations; grant authorizations for receipt, possession, import/export and use, transfer
and disposal; to conduct inspections and enforce regulatory requirements. The leg-
islation must also provide the Regulatory Authority with capability to take actions
leading to recovery or control over radioactive materials in the event of loss, diver-
sion, theft, unauthorized possession and finding.

312. The main requirements of regulations administered by the Regulatory Authority
aimed at preventing illicit trafficking are requirements to obtain authorization for pos-
session of radioactive materials, requirements for the security of radioactive materi-
als, requirements to maintain records of receipt, use, import/export and transfer of
radioactive materials, requirements to conduct periodic inventories of radioactive
materials to ensure that they are in their assigned locations and are secure, re-
quirements regarding prompt notification of the Regulatory Authority of lost radioac-
tive materials, or loss of control over radioactive materials.

313. The system of authorization as described in the BSS includes notification and
registration of licensing. In general, the BSS apply these terms to broadly indicate a
type or level of control, based upon the level of risk or complexity associated with
practices employing radioactive materials; notification being applied to the lowest
order or risk or complexity, and licensing being the highest. It should be noted, how-
ever, that some Member States have these terms imbedded in their legislation and
regulations, and they are often employed somewhat differently than in the BSS. For
example, some Member States may apply the term "registration" for their system to
authorize the use of radioactive materials and reserve "licensing" for nuclear fuel
cycle facilities and nuclear power plants.

314. As employed by the BSS, notification applies to low hazard radioactive
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materials, provides information to the Regulatory Authority about possession and use
of such materials, but does not require approval of the Regulatory Authority before
taking possession of radioactive materials. For purposes of preventing or responding
to illicit trafficking, notification is not very effective since it does not apply control over
transfer of radioactive materials. Therefore, it should be applied only to radioactive
materials of low hazard.

315. For purposes of illicit trafficking prevention, there is little distinction between the
functions served by registration and licensing. Both require the granting of an
authorization prior to possession of radioactive materials. Information contained in an
application for either registration or licensing, which is relevant to responding to illicit
trafficking, should include: types of radioactive materials and quantities authorized,
identification of any equipment in which the radioactive materials are used, the type
of the practice, location of use and storage, and identification of the individuals
responsible for the security and safety of the radioactive materials. The system
should require that no transfer of radioactive materials may take place unless the
person making the transfer has in its possession a copy of the authorization (or
equivalent documentation) issued by the Regulatory Authority authorizing the recipi-
ent to possess the radioactive materials.

316. Other regulations relevant to prevention of illicit trafficking include:

• Records of accountability maintained by those authorized to possess
radioactive materials including records of receipt (material type, strength,
chemical and physical form, associated equipment), operational losses (e.g.,
radioactive decay, administration of radiopharmaceutics to patients) and final
disposition (release under clearance levels, transfer or export to other users,
transfer for disposal.)

• Requirements for security of radioactive materials to prevent theft or unauthorized
transfer. The type and level of security needed will depend on the practice, the
level of hazard and the risk of theft or loss. Security is an issue which should be
addressed in an application for registration or license or otherwise included in
practice specific regulations.

• Requirements to conduct periodic inventories of radioactive materials to
confirm that they are in their assigned locations and are secure. Records of the
inventory and findings should also be required. The appropriate intervals for in-
ventories depend on considerations similar to those for security. For example, a
large university that possesses multiple radioactive materials used for many re-
search purposes by many different individuals may require a more frequent in-
ventory than might be the case of an industrial organization using several indus-
trial gauges on production lines.

• A requirement to notify the Regulatory Authority of the loss of control over radio-
active materials due to theft or any other reason. The notification should include a
description of the radioactive material and any associated equipment, its last
known location and the circumstances associated with the loss to the extent
known. The timing and means of notification, e.g., preliminary notification by
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telephone followed by details in a written communication will depend on the
nature of the hazard involved. In any case notification should be reasonably
prompt, since successful response and risk reduction depend very much on
prompt actions.

317. Compliance monitoring should be conducted by the Regulatory Authority to
determine whether relevant regulations and authorization conditions are being met.
Key elements of compliance monitoring with respect to illicit trafficking are: on-site
inspection particularly with respect to examination of records to ensure that radioac-
tive materials are maintained within the system of authorization; event notification,
i.e., loss, or potential loss, of control; and periodic feedback from users on the status
of radioactive materials, e.g., confirmation of the conduct of a periodic inventory.

318. The Regulatory Authority should have a pre-established enforcement policy to
correct noncompliance with regulatory requirements. Enforcement mechanisms will
vary among Member States depending on the legal system. Whatever the legal
system, the enforcement policy should establish penalties which provide strong in-
centives on the part of authorized users to prevent loss or illicit trafficking of the ra-
dioactive materials for which they are responsible.

319

4. DETECTION OF ILLICIT TRAFFICKING

4.1 Types of Radiation

In general, gamma radiation monitoring should be applied to detect illicitly trafficked
radioactive materials. For the purpose of detection of nuclear materials, especially
with higher sensitivity (small amount, shielded materials), neutron detection systems
may be useful.

4.2 Types of Monitoring

420. During an investigation, two categories of measurement should be distinguished

• gamma and/or neutron detection. This is used to detect the presence of ra-
dioactive materials

• dosimetry : it is used to inform the investigator about the level of radiation
emitted by the radioactive materials. Two types of alarm should be determined
for the protection of the investigator, the dose rate and the integrated dose.

421. Radiation monitoring for detection of illicit trafficking is an essential part of the
control of radioactive materials. It is a useful method to provide non-invasive interro-
gation of flows of people and transport vehicles crossing check-points, which neces-
sitate that monitoring be performed over a short period of time. It is particularly im-
portant in instances where control over or security of radioactive materials has been
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lost and as an adjunct to response. Monitoring should be performed at control points
which have the greatest potential for identifying illicit trafficking, i.e., boundaries of
nuclear and radiological facilities, customs check points, etc.

4.3. Instrument Categories

430. Instruments to detect illicit trafficking in radioactive materials can be divided into
three basic categories:

• Hand-held instruments
• Portable and mobile instruments
• Fixed installation instruments

All of these types of equipment are capable of measuring ranges from background
level to at least 1 Sv/h.

4.3.1. Hand-held Instruments

These types of instruments should be easy to use, even by untrained staff and allow
quick, qualitative control of suspect materials. They have to be battery powered and
shock- and water-resistant with low maintenance requirements. Auto ranging pref-
erably with digital and analog LCD display is a further requirement. The detector
types are typically scintillators (plastic or Nal), semiconductors or proportional
counters. GM- counters are usually not sensitive enough for this application.

4.3.2. Portable and mobile Instruments.

There is a group of portable instruments that are more sophisticated but also more
bulky. They typically use Nal or plastic scintillators and associated electronics and
may include multichannel analyzer for gamma spectroscopy to determine the identity
of radioactive materials. However, these instruments need trained staff, are more
affected by the environment (shock, water, temperature, etc.) and are more expen-
sive. With a number of additional options these instruments approach a type of field
laboratory and are typically used when radioactive materials have been located by
hand-held instruments. These instruments allow a more accurate determination of
the material composition. In addition, systems have been developed that are mobile.
They can be mounted on vehicles, helicopters or vessels and are utilized to examine
large scale search areas or to detect small amounts of or shielded radioactive mate-
rials at a larger distance.

4.3.3. Fixed Installation Instruments.

Fixed installation instruments are designed to be located at border control stations,
airports, ports of entry, conveyor belts, scrap metals plants, etc. Any place where
materials are in transit is a potential location for these systems to detect unautho-
rized movements of radioactive materials or nuclear materials. They should be in-
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stalled as close as possible to the object to be monitored in order to optimize the
sensitivity. Alarms and display instruments are usually installed in an area away from
the detector system. These instruments require no highly specialized training of staff
and allow a continuous flow of persons, luggage or vehicles with reasonable speed.
Even for fixed monitoring systems, it may be necessary or useful to transfer them to
other locations. This might be facilitated by their design and by adequate preparation
like e.g. foundations, fixing points, power supply and signal connections, etc.

4.3.4. Personal Protection, in accordance with the BSS and national radiation pro-
tection regulations, personnel operating radiation monitoring should utilize adequate
protective equipment and procedures. This will typically include the use of personal
alarm dosimeters.

4.4. Basic Requirements for Monitoring Instruments

Monitoring Instruments used to detect illicit trafficking should:

• allow for the inability to directly access the radioactive materials,
• be compatible with routines of check point inspections,
• be simple to operate, simple to maintain, and should require minimum manpower

for its operation,
• take background radiation into consideration

5. RESPONSE TO ILLICIT TRAFFICKING

5.1. Requirements for Response

510. Response refers to action taken to bring radioactive materials under control
and/or bring a situation under appropriate radiation protection control. In the context
of this document, response is required where information, or suspicion, exists about
radioactive materials not being under appropriate control. Irrespective of whether or
not the radioactive materials are of national or foreign origin, the need for response
should be recognized and carried out by the Member State where the radioactive
materials currently reside. Circumstances requiring response include:

• detection of unauthorized or uncontrolled radioactive materials through radiation
monitoring

• a report about radioactive materials having been found
• a report about something suspected to contain radioactive materials
• a report about an accident involving, or suspected to involve, radioactive matorialo
• a report about the detection of instances of non compliance with the transport

regulations
• a report about illegal transboundary movement of radioactive materials

5.2. Planning for Response
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Member States should have a pre-established plan to respond to illicit trafficking
and/or loss of control of radioactive materials. The plan should be implemented upon
notification of loss of control or when Regulatory Authority the police, customs or
radiation protection authority otherwise becomes aware of possible illicit trafficking

520. The type of response depends very much on the particular circumstances, e.g.
the type of radioactive materials, where they are located and potential pathways of
exposure. The plan should typically include:

• agreements between the relevant authorities regarding notification, assistance,
and financial arrangements to be made, (i.e. the polluter pays principle)

• notification of relevant authorities polioo, ouotoms officials, etc, with relevant
information aimed at recovery of the radioactive materials

• measurements to be made for detection and analysis
• methods for securing the radioactive materials
• handling instructions
• transport arrangements
• temporary storage arrangements
• public information, if applicable, about the radioactive materials, including a de-

scription of the materials, labeling and associated equipment, etc., the nature of
the hazard and instructions of what to do and whom to notify, if found. Public in-
formation is intended to prevent accidental exposure as well as aid in the recov-
ery. Public information should be broadly disseminated through the news media.

521. Member States should not return consignments containing uncontrolled
radioactive material without assuring that the radioactive material will be kept under
appropriate control in the country of dispatch.

6. EXEMPTION AND CLEARANCE

601. The BSS contain criteria for establishing quantities and concentrations of
radioactive materials for which regulatory control is not justified based upon low indi-
vidual risk, low collective radiological impact and the unlikelihood of scenarios lead-
ing to conditions in which the individual risk or collective impact criteria would be
exceeded. The BSS also contain tables of activities and concentrations below which
regulatory control is not justified. Such quantities can be exempted from regulatory
control, or authorized users may be cleared to release such radioactive materials
without further regulatory control.

602. Small quantities of radioactive materials may appear in consumer products,
e.g., smoke detectors and luminous dial watches, recycled material after release un-
der clearance provisions, or in the form of slightly radioactive normal trash and
waste. If sensitive monitoring instruments are used, it is possible that in certain
situations, exempt or cleared radioactive materials will be detected. Thus, detection
of very low levels of radioactivity may require more detailed examination to determine
if the signal is due to natural radioactivity, or is an indication of a potentially serious
illicit trafficking problem.
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7.TRAINING

710. Training is an essential element to enable customs, border control and other
law enforcement staff to prevent, to detect, and to respond to illicit trafficking.
Adequate training (in terms of duration, details of information etc.) should be given to
each level of the organization to address this problem (border officials, senior staff,
trainers etc.)

711. A typical training scheme should include information on the nature and effect of
ionizing radiation, on the properties and applications of radioactive materials, on
monitoring and detection principles and techniques, on national and international
radiation protection, safety and security requirements (including regulations and
procedures for personal protection) and on proper response activities in case of
detected radioactive materials.

712. It is advisable to utilize advanced presentation and lecturing technology, such
as video systems, computerized equipment etc. Training courses should be
repeated at adequate time intervals and should include practical exercises and drills.

713. For the scope and contents of an internationally accepted training module see
Annex 5.

8. COOPERATION AND EXCHANGE OF INFORMATION

8.1. General

810. An effective prevention, detection and response program in respect of illicit
trafficking of radioactive materials requires a well developed cooperation and ex-
change of information scheme both at national and international level.

811. The primary purpose of the current initiatives is to strengthen Member States
and international organizations and enable them to avoid duplication and overlap.
This section therefore only outlines the basic points which are not exhaustive and
limited.

8.2. National Level

820. A comprehensive national prevention .detection and response program should
include all competent national Agencies, such as nuclear safety and radiation pro-
tection authorities, law enforcement agencies, as well as Customs services in accor-
dance with the national legislation in force. Therefore, the co-operation, co-ordination
and exchange of information among the relevant organizations become more
important to implement any national action plan to prevent, to detect, to respond to
the illicit trafficking.

821. For efficient cooperation and communication, Member States should:
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• Set up effective coordination and control mechanism including establishment of
contact points network,

• Enhance cooperative intelligence, Customs and Law enforcement efforts to pre-
vent uncontrolled movement and sale of smuggled radioactive materials

• Efficiently exchange information at national and international levels concerning
illicit trafficking and loss of control of radioactive materials,

• Establish or have close contact with a reliable, extensive, consolidated and
continuously updated database on cases of illicit trafficking via a oommon
reporting scheme.

• Adhere to a common notification and reporting format,

• Encourage bilateral and international assistance and co-operation in the field of
illicit trafficking

8.3. Bilateral and Regional Level

830. Member States should consider the possibility of the establishment of close
cooperation and exchange of information with neighboring countries or the countries
which have already been identified as the possible source of origin of seized radio-
active materials. This initiative is intended to foster bilateral, regional and interna-
tional cooperation and communication concerning illicit trafficking in radioactive
materials as well as create an opportunity to review the existing control mechanism.

8.4. International Level

840. Secure handling of radioactive materials, physical protection of radioactive
materials, efficient accounting and control systems, detection and response pro-
grams are Member States responsibilities. However, the IAEA and the relevant in-
ternational organizations such as World Customs Organization (WCO),
ICPO/lnterpol, EC have an essential key role in reminding and assisting Member
States to increase their competence and awareness in the prevention, detection and
response areas and increase their vigilance in combating illicit trafficking.

841. International organizations should intensify their assistance particularly in the
area of illicit trafficking prevention, detection and response to States or national enti-
ties that may need and wish such assistance. This cooperation should include the
establishment of permanent contact points, sharing of information and expertise,
taking part in each others technical meetings, supporting each others programs
within their own capabilities. For this purpose, Member States should communicate
the illicit trafficking cases or seizure information to the relevant international organi-
zations in accordance with their national legislation and communication channels.
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8.5. Current Situation (to be transferred to the introduction or some kind of
preamble)

850. The IAEA has already established close cooperation with the relevant inter-
governmental and non-governmental organizations through the interagency meeting
"Illicit Cross-Border Movement of Nuclear Materials and other Radioactive Sources"
held in 1995 and 1996 and in the context of bilateral or multilateral co-operation.
Within these efforts, the close co-operation between the IAEA and the WCO has
been developed in the area of administrative and training fields in order to support
the border control activities. In 1995, the IAEA started to operate the database on
illicit trafficking and made it available to Member States and international
organizations within the established procedures. The IAEA has established a
network of contact points at national and international levels. The IAEA always
encourages Member States and international organizations to communicate and
cooperate in the area of illicit trafficking to harmonize the policies and measures
taken by the individual Member States.
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Joint IAEA / WCO Technical Committee Meeting on
'Prevention, Detection of and Response to Illicit Trafficking in Radioactive Materials'

IAEA Headquarters Vienna, 1 4 - 1 8 July 1997

Report on the Status of the Illicit Trafficking Program
K. E. Duftschmid, IAEA

The main activities of the IAEA program to combat illicit trafficking in radioactive materials,
since the last Technical Committee Meeting on Detecting and Responding to Illicit Cross-
Border Movement of Radioactive Materials, Vienna, 8-12 July 1996, have been the
following:

• Development of the Radiation Safety Guide on "Prevention, Detection of and
Response to Illicit Trafficking in Radioactive Materials.

To assist the Member States in solving the existing problems concerned with illicit trafficking
a "Radiation Safety Guide on Prevention, Detection of and Response to Illicit Trafficking in
Radioactive Materials", to be co-sponsored by WCO and INTERPOL, is in preparation.
During a recent Consultants Services Meeting (CSM) in Vienna, 14-18 April 1997, a first
draft has been nearly completed. The appendices will contain several supporting documents
on "Custom Inspection Techniques", "Instrumentation Specs", "Test and Calibration Proto-
cols" etc. It is planned that these documents will be published and distributed additionally by
WCO as manuals for customs-, postal-, law enforcement officers and procurement Agencies.

The guidance of this document is primarily aimed at enabling Member States to establish a
new, or to enhance an existing system for preventing of, detecting or responding to illicit traf-
ficking in radioactive materials. This includes the national radiation protection and nuclear
safety infrastructure as well as the regulations concerning law enforcement and/or border
control activities. Wherever technical information is provided in this document or its annexes,
guidance may be taken by those responsible for the development, construction or selection of
measuring and detection equipment, for the training and qualification of personnel as well as
for other elements of dealing with illicit trafficking in radioactive materials. This document
addresses all radioactive materials, such as sources, wastes, nuclear materials etc.

A detailed report of this draft will be given by Mr. Jean Pierre Gayral from CEA/DAM, who
substantially contributed to the draft.

• Pilot Study on Border Monitoring Systems

The technical information and performance specifications to be contained in the Safety Guide
is not readily available today. It is therefore necessary to perform an extensive pilot study on
border monitoring instrumentation to obtain the required practical results.
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Detection of illicit trafficking requires selection and installation of optimized border moni-
toring systems to identify hidden radiation sources and nuclear material. This includes

* Automatic Vehicle Monitors (Street and Train Borders)
* Automatic Pedestrian Monitors (Airports)
* Small Hand-Held Monitors (additional for source location)
* Personal Monitors (for protection of inspectors)

There is a wide range of equipment on the market, primarily developed for monitoring of
scrap metal contamination, few actually installed on borders and airports. It is presently
not optimized for border monitoring of nuclear and radioactive materials, very expensive
and perhaps to sensitive for trafficking requirements. False alarms are often a serious
problem. Furthermore most systems available are only sensitive to gamma radiation, how-
ever, to detect smaller amounts of sensitive nuclear materials addition neutron measure-
ment may be necessary. In order to accumulate practical experience based on requirements
of customs inspectors etc. it is planned to perform a large scale pilot study on the Aus-
trian/Hungarian border and the Vienna airport. Following laboratory evaluation, test in-
stallations of selected equipment are planned in near future to derive realistic information
on performance requirements, optimized for practical suitability and reliability with ade-
quate cost/effectiveness.

There will be a summary on the present preparations for the pilot study presented by Mr.
Chris Schmitzer from the Austrian Research Center Seibersdorf, who will be responsible
for the performance of the study.

• Training Activities

Training programs on security of sources, physical protection, implementation of Basic
Safety Standards in Radiation Protection and transport safety are directed to members of
national health-, radiation/environmental protection-, nuclear energy- and transport
authorities. Specialized training modules for field personnel (customs-, postal- and law
enforcement officers) have been designed in co-operation with WCO and to cover neces-
sary detection and response actions. As experience shows this training initiatives also help
to establish and improve links and closer co-operation between the authorities concerned
in the individual countries. Two major training activities took place within the last year:

=> IAEA Course on Physical Protection, Transportation and Illicit Trafficking,
Kiev, Ukraine, 3 - 7 February 1997

There were 33 individuals from the regulatory organization, nuclear facilities, customs,
police, military, civil protection and others. The basic objectives of the training course
was: to identify problems and concerns in physical protection system and combating il-
licit trafficking in Ukraine, to provide Ukraine counterparts with examples of Western
experience and with recommendations and suggestions for improvements, and to con-
sider additional activities and tasks for assisting in any modifications or needs identified
as a result of this seminar.

Statusreport K. Duftschmid 97/07/11 page 2



> Joint IAEA / WCO "Train-the-Trainer Course on Nuclear Smuggling",
Vienna, June 2 - 6,1997

The course was conducted at the Austrian Customs Academy. Practical training and
field exercises were arranged at the Austrian Research Center Seibersdorf. It was
attended by 38 participants from 16 countries of Eastern and Central Europe. This was
the first course based on the WCO Training module, combined with field exercises.
Special trainers from German, UK and US Customs completed the lectures presented
by NSRW, WCO and Seibersdorf staff.

Mr. Ercan Saka from WCO will report on this training course in detail.

Exchange of Information

It is a major task for the IAEA to enhance exchange of information and foster co-operation
with International Agencies concerned with illicit trafficking. The main activity of the last
year has been the

Second Interagency Meeting on the Illicit Cross-Border Movement of Nuclear
Materials and other Radioactive Sources, Vienna 28 - 30 August 1996.

The meeting was held in the Vienna offices of the IAEA and attended by representatives
of the following organizations:

World Customs Organization
United Nations, New York
International Atomic Energy Agency
European Commission, DG-XXI
EURATOM
EUROPOL
INTERPOL
Universal Postal Union
International Federation of Air Line Pilots' Association
International Road Transport Union

This was second meeting of this group of international organizations to consider illicit
cross-border movement of nuclear material and other radioactive sources. The subject
matter and objective of this meeting closely followed the conclusions and spirit of the re-
cent Moscow Nuclear Safety and Security Summit which declared, inter alia, the follow-
ing: "International efforts to suppress illicit trafficking in nuclear material should address
several fundamental aspects of the problem:

• safe and secure storage of nuclear material and effective material protection,
control and accounting to prevent its diversion;

• cooperative intelligence, customs and law enforcement efforts to prevent the
transportation and sale of diverted material; and
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• joint efforts to identify and suppress illicit supply of, and demand for, nuclear
material and to deter potential traffickers."

At the meeting there was a wide ranging discussion about illicit trafficking, the activities
of each organization in this field and the possible ways in which this ad hoc group can be
of benefit to each other and assist States in their efforts to combat illicit trafficking. At the
previous meeting in September 1995, there were a number of conclusions relating specifi-
cally to international arrangements, response, assistance needs, illicit trafficking data bases
and future considerations. The group reviewed these conclusions, noted that there had
been considerable progress in many of these items and expressed the view that those con-
clusions continue to be relevant. Below are a number of additional conclusions that the
group believed should be highlighted.

1. There is a significant benefit of having these meetings on a regular basis to exchange
information and maintain these new and unique links. However, the group needs to
continue to search for satisfactory mechanisms for cooperation between and among
the international agencies participating in this ad hoc arrangement.

2. Meeting participants expressed the need for States to give consideration to funding
activities of organizations within their own countries and the various international or-
ganizations in their efforts to prevent the illicit movement of nuclear materials and
other radioactive sources.

3. The group endorsed the work of the IAEA in implementing their Illicit Trafficking
Data Base. The participants believe that the information contained in the data base
could be useful to them. They would like to receive timely information of incidents
reported to the Agency, i.e. within 24 hours, and have direct access to the data base to
review archived information.

4. The group felt that it would be useful to establish a joint mechanism of close coopera-
tion. This could include the co-sponsoring of appropriate Safety Series documents
and other guidance documents concerned with particular topics of interest.

5. The group encouraged the IAEA to develop a mechanism for providing group mem-
bers with a rough risk profile of individual countries, e.g., countries with significant
quantities of material that might be the target of theft or sabotage along with a rough
gauge of the system in place for securing and accounting for that material and detect-
ing material in illegal transport.

6. These meetings should continue on an annul basis for the foreseeable future. Now
that the group is generally acquainted with each other and the activities of the various
organizations, these future meeting should be shorter (VA to 2 days) and more focused
on specific issues. The group agreed to hold the next interagency meeting from 25 to
26 September 1997. The meeting was scheduled just prior to the Agency General
Conference in order to give participants an opportunity to attend that meeting if they
so desire.
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7. A number of key international organizations were not able to attend this meeting. In
particular, ICAO, IMO and IATA. They and the other participants in this group
should be encouraged to actively participate and attend the next meeting in 1997.

8. The group expressed satisfaction with the WCO training program that will be initiated
shortly.

9. The group noted the continuing need to assist many countries in establishing a solid
legislative base to foster an appropriate regulatory system for identifying, registering
and monitoring nuclear materials and other radioactive sources.

10. The group was informed that, consistent with the recommendation of the 1995 Inter-
agency meeting, the Agency will send a letter to all State Parties to the Convention on
Physical Protection requesting copies of the laws and regulations which give effect to
the Convention. Various meeting participants expressed their satisfaction with this
action.

International Conference on the Safety of Radiation Sources and the Security of
Radioactive Materials

Lyon, France, 14-18 September 1998
to be co-sponsored by EC, INTERPOL and WCO

Preparations for this conference, which includes the full topic of illicit trafficking are
being made. The French Government, represented by CEA/DAM, has kindly
presented IAEA with the invitation to host this important event. Further details will be

discussed during this meeting.
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THE IAEA /WCO JOINT TECHNICAL COMMITTEE MEETING ON ILLICIT
TRAFFICKING IN RADIOACTIVE MATERIALS

Vienna, Austria; 14-18 July 1997

Agenda Item 6: REPORT ON STATUS OF THE WCO PROGRAMME
ON

COMBATING ILLICIT TRAFFICKING OF NUCLEAR MATERIALS

As you may recall that the WCO Secretariat has decided to developed an action
plan in 1994 in responding to the request made by some Members' concern and
then in line decision taken by the Enforcement Committee Meeting which is a kind
of general assembly of Heads of Customs Enforcement Division worldwide.

The basic components of the WCO Action Plan in respect of the fight against illicit
transboundary of nuclear materials could be compiled in two major groups shown
below;

1. Preventive efforts

1.1 Raising Awareness among Members
1.2 Establishment of a separate database at the Central Information System
1.3 Development of Enforcement Training Module and training materials
1.4 Designing of training programmes
1.5 Development of co-operation at regional and international level
1.6 Enhancement of exchange of information and intelligence
1.7 Provision of information on detection equipment

2. Operational efforts

2.1 Members accession to the database
2.2 Establishment of Contact Points Network
2.3 Exchange of seizure data
2.4 Attending at international meeting
2.5 Regional Training Programmes
2.6 Publication of training materials
2.7 Signing Memorandum of Understanding

For the sake of this joint meeting, please let me touch on the IAEA related section
of the programme.

1. IAEA Meetings: The WCO has attended the IAEA Consultants Meeting held
from 14 to 18 April 1997 in order to produce the Draft Radiation Safety Guide which
we will refer it later. The WCO also attended at the IAEA Interagency meeting held
in last September.

2. The WCO has almost finalized a draft MOU in order to forward to the Agency
for its consideration and comments. I hope this will be sent to the agency next week.



3. The IAEA has continued to supply the seizure data regularly to the WCO
Secretariat during the past year. After receiving this data, the Secretariat contacts
its Members concerned to receive the adequate information in detail in respect of
Customs Enforcement techniques.

However, it should be noted that the information received other channels is
periodically checked and removed the database if these seizures are not confirmed
by our Members concerned.

The total seizure files on our database is now 231 :

Year

1989
1990
1991
1992
1993
1994
1995
1996
1997

Number of Seizure

4
-
5
12
55
57
41
44
13

Total 231

Region: Western Europe

1989
1991
1992
1993
1994
1995
1996
1997

2
2
7
26
27
12
12
4

Total 92

Region 02: Eastern , Central Europe and CIS countries

1991
1992
1993
1994
1995
1996
1997

2
5
26
27
25
29
9

Total 123



Region 03: North America

1996 4
1997 1

Total

Region 05: South America

1993 1
1994 1
1995 1
1996 1

Total

Region 07: South Africa

1995 1

Total 1

Region 8: Central and East Asia

1989 2
1991 1
1994 1
1995 2

Total

4. The WCO has decided to give the first priority to the Customs Administrations of
Eastern and Central Europe Region for the regional level training programme ant it
was held in close collaboration of the IAEA and the Austrian Research Center
Seibersdorf and was hosted by the Austrian Customs Service.

5. The WCO has almost completed the phase of raising awareness and try to
implement the operational part of the action plan with the support of Members
administrations and international and regional organizations concerned.

There is no need to say that our Members appreciate the close cooperation with
the IAEA as an international unique organization in radioactive materials issue and
always supports the Secretariat to proceed for further co-operation.



THE IAEA/WCO JOINT TECHNICAL COMMITTEE MEETING ON ILLICIT
TRAFFICKING IN RADIOACTIVE MATERIALS

(Vienna, Austria ; 14-18 July 1997)

Agenda Item 8: Report on the Joint WCO/IAEA Training Course

1. In line with the Action Plan and the decision taken by the
Enforcement Committee, the WCO Secretariat decided to
design a regional train-the-trainer programme for Eastern and
Central European Customs Services.

2. The basic reason for choosing the train-the-trainer programme
was to anticipation of forward reaction. It means, after the
programme was concluded, the participating Customs
Services would be able to design their own national training
programme which based on the WCO Enforcement Training
Module.

The sub-objective of the programme was to teach the basic
instructional techniques on how to use the WCO Training
Module at national level. Member administrations.

3. This programme was financed by the Japanese Customs
Service and the IAEA, hosted by the Austrian Customs
Service, and its administrative and technical aspects were
administered by the Austrian Research center Seibersdorf. I
therefore would like to my sincere thanks to all contributors to
this programme and at personal level particularly to Mr. Chris
SCHMITZER , Hugo EISENWAGNER of Seibersdorf, Mr.
Alfred NEPF of the Austrian Customs, and Mr. DUFTSCHMID
from the Agency.

4. The participants of the meeting were ALBANIA, AUSTRIA,
BELARUS, BULGARIA, CROATIA, CZECH REPUBLIC,
CYPRUS, ESTONIA, HUNGARY, LATVIA, LITHUANIA,
POLAND, ROMANIA, SLOVAKIA and TURKEY.

The total number of the participants were 31.



5. The trainers of the training programme were supplied by the
WCO, the IAEA, The Seibersdorf, the Customs Administration
of Germany, UK and USA.

The total number of trainers taken part in the programme was
15.

6. The training programme was composed of two parts:
Theoretical and Practical Phases. The practical phases was
administered by the Seibersdorf and each participant were
able to learn and to experience the detection equipment in
monitoring, detecting and measuring of different sources under
various simulation exercise.

7. The curriculum of the training course was principally based on
the WCO Enforcement training Module.

8. Each participants was given the adequate and necessary
documents related to each objectives. The basic idea behind
this application was to enable them to design their own
national training programmes in this filed or join the existing
training activities at their home administration with enough
background. However, they were certainly warned that this
training modules and its objectives should be handled by
adoption of national needs such as national legislation,
regulation, administrative and legislative organizational
structure.

9. The report of this report will directly be submitted to the next
Enforcement Committee and a copy of this report will be
passed to the Agency when it is adopted by that committee.

10. It was really successful training programme and we have
already received appreciation notes from some participating
countries.
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Draft Radiation Safety Guide
''Prevention, Detection of and Response to Illicit Trafficking

in Radioactive Materials"

IAEAAVCO TCM 1020.2,14-18 July 1997

Mr. J.R. Gayral

I want first to remind you that this draft guideline is the result of a consultants

meeting held in Vienna in April 1997 and was attended by the following gentlemen:

Mr. J.P. Gayral (France); Mr. L. Weil (Germany); Mr. F. Golder (Hungary); Mr. E.

Saka (World Customs Organization); Mr. K. Duftschmid (IAEA).

They are all here except Ferenc Golder who is ill and unable to be with us

today.

Our work was made easier by some preparatory documents obtained from the

Technical Committee Meeting held in July 1996. It led to a document that I am going

to present to you now.

This document is organized as shown in this view graph. (See in Annex)

After an introduction aimed to position it among the various IAEA

recommendations and Basic Safety Standards regarding nuclear materials, it describes

how to cope with illicit trafficking.

Every part is important, but for my presentation I will focus on the main

phases to be considered, which are in red on the view graph.

Our philosophy in writing this paper was to include a maximum of detailed

and practical guidance needed for the Member States to establish a new or to enhance

an existing system to cope with this problem.



Before going into the main phases, we thought that it was useful to describe

what has to be considered as illicit trafficking and could be the origins of some traffic.

Radioactive materials are now commonly used by many Member States in

industry, medicine, research centers a.s.o. Some Member States maintain a nuclear

power programme leading to the production of nuclear fuel, transportation,

reprocessing, etc. These activities produce radioactive waste.

All these applications may be causes or motives for illicit trafficking.

Some examples are shown in this view graph.

Loss of control or loss of security of radiation may be unintentional or due to

failures of the regulatory infrastructure.

• Slightly contaminated material such as scrap metal

• Radioactive waste trafficked in order to avoid the cost of disposal.

• Any radioactive material trafficked in the idea to be useful in a nuclear weapon

programme or as a threat.

We could give many more examples, and any of these actions could create a

potential hazard to human health.

How to avoid it? To answer stands in three words:

- Prevention

- Detection

- Response



Let's go and see first in "PREVENTION."

What the Guideline proposes for PREVENTION. Prevention should be based

on the existence of a national infrastructure founded upon a national legislation which

established a Regulatory Authority, provided with the capabilities to undertake

various actions.

Three key words to summarize the philosophy of this Authority: First

Authorization.

This authority must deliver or issue the regulations to authorize the possession,

the use, the transfer, the disposal a.s.o,... to authorize any action regarding the

radioactive materials.

In fact, Authorization means to legislate, to make papers.

Second, Security Control

This authority must deliver or issue the regulations to ensure two kinds of

controls:

1. that all the specified requirements are applied;

2. of the coherence between what is announced and what is done.

In fact, CONTROL means "ACTION ON THE FIELD" by inspectors who

periodically perform inventories, for example.

It is very important to get a consistent capability of control otherwise the

efficiency of the regulation would be low.



Third, Information

The national regulation may anticipate two kinds of information:

1. The quick information by the user of any loss of control or theft or for any reason

of radioactive material in order to respond promptly and reduce the risk to the

population.

2. The information by the Regulatory Authority to the users of the legal penalties in

case of non-compliance with the regulatory requirements.

You will find in the document, several practical guidances which take, as

background, one of those three words.

Now the DETECTION

We are lucky with the radioactive materials because we can detect most of it

without having a direct sight.

So far, for the purpose of detection we recommend the use of equipment.

Two kinds:

1. to detect the radioactive material itself

2. to inform the staff in charge of the detection, of the radiation level.

Mr. Schmitzer will give a presentation later in this meeting. I will let him go

into more detailed information about the equipment.



Third main phase: the RESPONSE

Each time any information or suspicion exists about the loss of control of

radioactive material, a response is required that is to say that actions have to be

undertaken to bring back the involved material under control.

The actions will depend on the kind of "loss" of control and the nature of the

material.

The appropriate response has to be prepared according to well defined

circumstances requirements such as:

- found or lost radioactive materials

- detection of illegal transboundary movement

- information about a container suspected to store radioactive material a.s.o.

For each circumstance the Member States should have a pre-established plan

to respond. This plan should include actions mainly:

- to measure or detect the material

- to secure the material when found

- to inform the public about the hazards.

For the efficiency of the organization, an essential element is the TRAINING.

It should be given at each level of the organization to address this problem.

Anybody playing a role in prevention, detection, or response should be trained

theoretically and practically.



The training courses have to be adapted to each level, but I will let Mr. Saka,

who will present a paper after my presentation, inform you about this domain.

To end my presentation, I would like to tell you that to be effective in the

domain of the illicit trafficking of radioactive materials requires a well developed

cooperation and exchange of information.

I just mention the levels of cooperation to be considered.

The efficiency will be a function of the number of connections between the

various agencies dealing with this problem.

This was a brief overview of the document. Of course it has to be improved,

and any contributions from attendees at this meeting would be fully appreciated.
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Enforcement Committee Doc. 41.484

17th Session

REPORT
OF

THE REGIONAL TRAIN-THE TRAINER PROGRAMME
ON

COMBATING NUCLEAR SMUGGLING
FOR

CUSTOMS TRAINERS
OF

EASTERN AND CENTRAL EUROPE

1. The WCO Secretariat, in co-operation with the International Atomic Energy
Agency (IAEA) and Austrian Research Center Seibersdorf organized a
regional train-the-trainer programme on combating nuclear and other
radioactive materials smuggling for Customs Trainers of Customs
Administrations of Eastern and Central Europe.

2. The training programme was held in Vienna, Austria, from 2 to 6 June 1997,
hosted by Austrian Customs and financially supported by Japanese Customs
and the IAEA.

3. The training program budget is enclosed to this report as Annex I.

4. The Customs Administrations of Albania, Austria, Belarus, Bulgaria, Croatia,
Czech Republic, Cyprus, Estonia, Hungary, Latvia, Lithuania, Poland,
Romania, Slovakia, Slovenia and Turkey participated in the training
programme.

5. A list of participants can be found at Annex II to this report.

6. The trainers of the training programme were provided by the Customs
Services of Germany, UK , USA, IAEA, Austrian Research Center Seibersdorf.

7. The list of trainers is also enclosed to this Report as Annex III.



8. The objective of the training programme was to assist the region's WCO
Members in utilizing the WCO Enforcement training Module on Nuclear
Material (Doc.39.750, Annex II, Part A) to prevent and detect the illicit
transboundary movement of nuclear and other radioactive materials.

9. The curriculum is reproduced at Annex IV to the Report.

10. The training programme was composed of two parts: theoretical and practical
exercises. After a-two day- theoretical study, the participants were taken to
the Austrian Research Center for group and individual exercise in respect of
the use of individual and vehicle, passengers, and baggage radiation
monitoring and detection instruments as well as personal safety measures to
be taken.

11. The participants received necessary publications, posters, videos and
documents for each related teaching objectives of the training module. The
Secretariat believe that these participants are now able to design their own
national training programme or to participate actively their existing national
enforcement training efforts in this field. Additionally, these publications and
documents will be good reference material for the participants' work for the
implementation of any short or long term training programmes to be designed
for Customs inspectors in their administrations.

12. After the completion of daily training programme, there had been a discussion
panel with the participation of trainers. The overall objective of this discussion
panels were to enable the participants to discuss some key points in detail, to
exchange of information and experience and improve the bilateral and
regional co-operation among the WCO Members in the region.

13. The Secretariat wishes to put on record its gratitude to Austrian Customs for
hosting this importing regional seminar and to the Japanese Customs
Administration, the International Atomic Energy Agency funding to make the
training programme possible. The WCO Secretariat also extends its gratitude
to the IAEA and the Customs Services of Germany, UK and USA for releasing
Mr. Prof. Klaus E.DUFTSCHMID, Mr.Wolfgang HANSEN, Mr. Mike TORPY
and Mr. Roy AKRIDGE respectively as trainers to the programme.

14. The Secretariat also thanks the Austrian Research Center Seibersdorf for their
generous administrative and technical support to the training course and for
providing the services of experts particularly commending the tremendous
assistance afforded by Mr. Chris SCHMITZER and Mr. Hugo EISENWAGNER.

I. PREPARATION OF THE TRAINING PROGRAMME

15. This training programme was designed as a first WCO training programme at
its kind based basically on the draft WCO Enforcement Training Module on
Nuclear Material in compliance with the decision taken by the 16th session of
Enforcement Committee. Due to technical and financial aspect of the training
programme, the WCO Secretariat has contacted the IAEA and Customs
Services of Germany, UK and USA.



16. The IAEA has accepted to provide the training programme with experts and
financial support, approximately USD 50 000, in order to meet the expenses of
trainers, including Customs trainers, and the production of training materials
and designing of practical exercise. The IAEA has concluded an agreement
with the Austrian Research Center Seibersdorf to act on behalf of the Agency
in terms of administrative and technical supports.

17. The Customs Administration of Germany , UK and USA have agreed to
provide the WCO Secretariat with an expert for the period of two weeks .

18. All trainers and experts decided to come together from 26 May to 30 May in
Vienna, Austria to prepare the curriculum, lessons plans, training materials
and finally to produce a complete set of training package for each
participants.

II. OPENING OF THE SEMINAR

19. The Seminar was opened by Alfred NEPF, Deputy Head of Division for
International Customs Co-operation of Austrian Customs , who welcomed the
Delegates and wished them a pleasant stay and fruitful discussions during the
first WCO training programme on combating nuclear smuggling.

III. INTRODUCTION OF THE TRAINING PROGRAMME

20. Mr. Duftschmid (IAEA) thanked the WCO Secretariat for taking the initiative to
design this joint training programme for the region and also thanked
Japanese Government for funding the programme. He then explained the
elements of existing close co-operation between the WCO Secretariat and his
Agency underlining the importance role of Customs services as a
governmental cross-border control agency in a global preventive efforts in the
field of illicit trafficking of nuclear materials due to their nature functions and
tremendous experience in preventing, detecting and investigation.

21. Mr. Schmitzer (Seibersdorf) welcomed the delegates and explained the role of
Austrian Research Center in this training programme as a contractor and
explained the aims of practical exercises to be held in Seibersdorf's facilities.

22. Mr.SAKA (WCO Secretariat) also welcomed the participants and thanked to
all contributors who made the training programme possible. He then
underlined the objectives and working arrangements of the programme.

In the advance of the opening of the meeting, the delegates had been asked
to present their countries' position to the nuclear smuggling issues to evaluate
the training programme before the closing ceremony.

IV. TRAINING PROGRAMME

23. Mr.SAKA (WCO Secretariat) explained the problems and hazards caused by
illicit movement of nuclear and radioactive materials (teaching objective 1 of
the training module) emphasizing the role of Customs service
He then briefly informed the participants about the elements of the WCO
Action Plan related to nuclear smuggling.



He then briefly informed the participants about the elements of the WCO
Action Plan related to nuclear smuggling.

24. jvir. K.Duftschmid (IAEA) started with the IAEA programme in combating illicit
trafficking in nuclear and radioactive materials, and taught the participants the
teaching objectives 2,5,9 of the WCO Enforcement Training Module.

25. Mr. W. Hansen (Germany) handled the teaching objectives 8 and 10 of the
module with a reference to actual nuclear smuggling cases occurred in Europe
region during the past five years.

26. Mr. M.Torpy (UK) elaborated the teaching objectives 11, 12, 13 and 14 of the
module and emphasized the national modification of the module when
intended to design any national training programme in this respect.

27. Mr.R. AKRIDGE (USA) gave necessary background information with the
examples relating to the teaching objectives 2,17,15,18 and 22 of the module.

28. From Seibersdorf, Mr.H.Fiedler and Mr. LRiedlmayer explained the teaching
objective 3 with referring to today's legal uses of nuclear and other radioactive
materials.

29. Mr. J.Neubaure and Mr. A.Ziegler (Seibersdorf) taught the objective 6 and 19
of the module respectively underlining the personal safety requirement for
Customs inspector when they encounter any suspect consignment or
substances.

30. Mr.C. Schmitzer and Mr. H.Eisenwagner focused on the radiation detection
systems and procedures to be followed in the event of a damaged package or
an accident which falls into the teaching objectives 12 and 19 of the module.

31. Field demonstrations and practical training phases took place at the HQ of
the Austrian Research Center Seibersdorf and basically was managed by Mr.
H.Eisenwagner, G.Stehno, K. Spalek and F. Steger. During these exercise,
the participants were able to work on " detection of radioactive material in
transport by low level gamma monitors, identification of natural and technical
radiation sources with energy selective methods, location of radiation source
in a car by portable instruments, detection and localization of radioactive
material in the field, how to check a package for removable contamination,
and practical demonstrations in radiation safety". Furthermore, one company
has also demonstrated their hand-size and portable instruments with real
radioactive sources. Each participant had a chance to use personal dosimeter
and hand-size, portable detection equipment with a view to monitoring,
measuring and detecting hidden real radioactive sources.

V. CLOSING OF THE SEMINAR

32. The delegations exchanged of information on their experience, administrative
structure and training programmes expressing their gratitude and appreciation
to the WCO, the IAEA and the Customs service of Japan for their support
which had made the first WCO Regional Training Programme in Eastern and
Central Europe region possible. All participants agreed upon that they had



enough training materials, and documents to modify and implement the WCO
Enforcement Training Module on Nuclear Material at national service.

33. ,Mr. K.Duftschmid said that the training programme had been very informative
and that information obtained during the Seminar would assist Member States
in implementing the WCO Training Module encouraging delegates to contact
him when they need.

34. Mr.SAKA distributed Course Certificates signed by Mr.SHAVER, Secretary
General of the WCO, to the participants and thanked the Customs Service
of Austria for its hospitality and friendship and for the various social events
organized by the Austrian Customs.

35. After the exchange of courtesy, the meeting was then closed.



Annex I to Doc. 41.484

THE REGIONAL TRAIN-THE TRAINER PROGRAMME ON
COMBATING NUCLEAR SMUGGLING FOR CUSTOMS
TRAINERS OF EASTERN AND CENTRAL EUROPE

PROGRAMME BUDGET

The IAEA Financial Contribution : App. USD. 50 000
The WCO Budget (CCF) : BF 1,500, 000

The WCO representatives expenses
The participants expenses

Per Diems
Accomodation
Health Insurance
Travel Expensess

6



Annex II to Doc. 41.484

THE REGIONAL TRAIN-THE TRAINER PROGRAMME ON
NUCLEAR SMUGGLING FOR CUSTOMS TRAINERS OF
EASTERN AND CENTRAL EUROPE

LIST OF PARTICIPANTS

COUNTRY

ALBANIA

AUSTRIA

BELARUS

BULGARIA

CROATIA
CYPRUS

CZECH REPUBLIC

ESTONIA

HUNGARY

LATVIA

LITHUANIA

POLAND

ROMANIA

SLOVAKIA

SLOVENIA

TURKEY

PARTICIPANTS

Mr. Endri PEMA
Mr. Durim SINOJMERI
Mr. Josef STIRTER
Mr. Josef WALLNER
Mr. Vladimir GARIFOV
Mr. Alexander KRYCHKOV
Ms. Rosenala ANGUELOVA
Mr. Enikov Todor TODOROV
Mr. ZeljkoKRALJ
Mr. Tefkros CHRISTOFOROU
Mr. Costas GEORGHIOU
Mr. Vladimir KUBANEK
Mr.Jiri VAVERA
Mr. Aasmann LAURI
Mr. Toomas HUIK
Mr. Andras BARTHA
Mr. Csaba BERES
Mr. Andris ADAMSONS
Mr. Marts KNITE
Ms.Svaja KIZAITE
Mr. Eugenijus IGNATAVICIUS
Mr. Henryk JEZIERSKI
Mr. Hanryk SOLTYSIK
Ms. loana BUTUFEI
Ms. Anca NICOLAESCU
Mr. Roman MORAVEC
Mr. igor STEFANOV
Mr. Milan BOGATIC
Mr. Darko ZIGON
Mr. Bora T. ERDENGI
Mr. liter KUSOGLU



Annex III to Doc. 41.484

THE REGIONAL TRAIN-THE TRAINER PROGRAMME ON
COMBATING NUCLEAR SMUGGLING FOR CUSTOMS
TRAINERS OF EASTERN AND CENTRAL EUROPE

LIST OF TRAINERS

COUNTRY / ORGANIZATION

GERMANY

UNITED KINGDOM

UNITED STATES OF AMERICA

The International Atomic Energy Agency
(IAEA)
The Austrian Reserach Center,
Seibersdorf

WCO Secretraiat

TRAINER

Mr. Wolfgang HANSEN

Mr. Mike TORPY

Mr. Roy AKRIDGE

Mr. Prof. Klaus E. DUFTSCHMID

Mr. Chris SCHMITZER

Mr. Hugo EISENWAGNER

Mr. Helmut FIEDLER

Mr. Alfred HEFNER

Mr.Josef NEUBAUER

Mr. Leo RIEDLMAYER

Mr. Kurt SPALEK

Mr. Steger FERDINAND

Mr. Gerhard STEHNO

Mr. Andreas ZIEGLER

Mr. Ercan SAKA
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Annex IV to Doc 41. 484

THE REGIONAL TRAIN-THE TRAINER PROGRAMME ON
COMBATING NUCLEAR SMUGGLING FOR CUSTOMS TRAINERS OF
EASTERN AND CENTRAL EUROPE

PROGRAMME

| Monday, 2 June 1997 Austrian Customs Training Center

- Opening

- Problems and hazards caused by illicit movement of nuclear and
radioactive material; The role of Customs services and the WCO in
combating nuclear smuggling.

- The IAEA Programme in combating illicit trafficking in nuclear and

radioactive materials.

- Introduction of basic terms used in radioactivity and radiation safety

- General properties and use of well-known nuclear and radioactive materials.

- Legal usage of nuclear material

- Legal usage of radioactive material

- General discussion

Tuesday, 3 June 1997 Austrian Customs Training Center |

- Radioactivity in scrap- a safety and economic problem for scrap recycling

- High and low level nuclear and radioactive waste

- Most frequently smuggled nuclear and radioactive material

- Regulation, packaging and labeling for the transport of radioactive and nuclear
material

- IAEA video on Transport Regulations

- Information Sources at national level

- Means and routes used for the illicit movement of nuclear and radioactive
materials

- Existing structures for the control of nuclear and radioactive material

- Radiation detection systems; general, technical and their applications

- General discussion



Wednesday, 4 June 1997 Austrian research Center Seibersdorf

- Radioactive response for the first responder

- Filed Demonstrations and practical training

• Detection of radioactive material in transport by low level gamma monitors
• Identification of natural and technical radiation sources with energy selective

methods
• Localization of radiation source in a car by portable instruments
• Detection and localization of radioactive material in the field
• Verification of labeling on a consignment
• How to check a package for removable contamination

- Techniques reducing the amount of in depth examination based on risk
assessment

- Possible indicators supporting the selection process for further examination

- General Discussion

| Thursday, 5 June 1997 Austrian Research Center Seibersdorf

- How to control possible radiation hazards in practice

- Practical demonstration in radiation safety

- Health and safety procedures to be taken into account when encountering
suspect consignments or substances

- Follow-up of actions in examination of a consignment

- Procedures in the event of damaged package or an accident

- Principal procedures to be followed upon discovery of suspected material

- Actions to be taken after detection of illicitly moved nuclear material

- Legal basis for the control of nuclear material

Friday, 6 June 1997 Austrian Customs Training Center

- General Discussion; revision and question

- Brief presentations by delegates

- Distribution of Certificates

- Closing ceremony

10
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Current Status of the

Austrian Pilot Study Regarding Illicit Trafficking

Chris Schmitzer
Austrian Research Centre Seibersdorf

Introduction
The Austrian government has offered to support the International Atomic Energy
Agency and its efforts in counteracting Illicit Trafficking in radioactive and nuclear
materials as a donor in kind. The Austrian Research Centre, Department of Radia-
tion Protection was tasked to conduct a pilot study in this area in close collaboration
with the newly installed IAEA program unit on Illicit Trafficking headed by Prof.
Duftschmid.

The pilot study will start in late summer 1997 and is supposed to run for approxi-
mately two years. The scope has already been defined and will be structured in a
more detailed manner based on the results of this experts meeting.

The problem to be addressed is multifaceted and relates

• to radioactive materials in scrap causing substantial problems in the steel manu-
facturing process,

• to smuggled radioactive sources posing a potential health risk to the population
and especially if disposed illegally,

• to radioactive or nuclear materials used for terrorist activities, or

• to illicit movement of fissile materials with the inherent threat of creation of weap-
ons of mass destruction.

Whatever countermeasures are taken should be discussed in close cooperation of
relevant international organisations as e.g. the IAEA, the World Customs Organisa-
tion (WCO), Interpol, or the European Community and their dedicated program to
secure the outer border within the scope of the Schengen agreement.

Scope of Pilot Study
The currently defined scope of the pilot study consists of 3 major phases.

In a first phase equipment currently available on the market and interested manu-
facturers shall be invited for intercomparison measurements and testing both in labo-

03.9.1997, Dr. Chris Schmrtzer S E I B E R S D O R F
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ratory and field environment. The results shall serve as a baseline of actual instru-
ment performance in the various categories of hand-held, portable, or fixed-
installation equipment. Also from discussion with the manufacturers, current trends in
instrument development shall be assessed and the state-of-the-art more clearly de-
fined.

In preparation of the next phase, current regulations, recommendations, and stan-
dards as well as results from previous intercomparison and evaluation programs
shall be reviewed. Here the American studies at JFK airport, the French testing pro-
gram and many other tests and intercomparisons undertaken specifically in the field
of monitoring equipment for customs purposes shall be analyzed - provided the de-
tailed data are made available to the authors of the pilot study.

In a subsequent section of the pilot study and with the help of a panel of international
experts and representative specialists (users and manufacturers), specifications shall
be derived for systems to be used in counteracting Illicit Trafficking. These specifica-
tions could be provided as a technical annex to the IAEA recommendations currently
under consideration by this group. However, it has to be borne in mind that we are
dealing with different categories of instruments and different fields of application as
well. The pilot study will make a representative choice of the many possibilities in
selecting a street border crossing point where cars and trucks shall be monitored
(possibly by fixed and mobile equipment) and a large airport with the associated
monitoring problems of passengers and luggage. A main emphasis will focus not
only on the technical aspects of monitoring equipment (as e.g. detection threshold
and probability, etc) but also on the operational aspects (as e.g. ease of use, training
requirements, rate of false alarms, support) and the commercial viability of the pro-
posed equipment to regular border type situations.

As a last phase - depending sensitively on the outcome of the preceding specifica-
tions - a prototype installation shall be set up at a major Austrian-Hungarian border
crossing (Nickelsdorf, cars and trucks) and at the Vienna airport. In this phase the
assumptions made previously about the 'fitness for use' of the specified representa-
tive equipment shall be verified in close cooperation with the operators and users at
the specific sites. Also training issues and questions of support (availability of ex-
perts, remote diagnosis) shall be discussed and evaluated.

Realization

The pilot study will be undertaken in close cooperation with the IAEA and the panel
of experts who already have contributed significantly to the proposed IAEA recom-
mendation, both in the field of monitoring equipment and training issues. For the
practical implementation of a prototype in the field, the cooperation with the Austrian
and Hungarian customs authorities is acknowledged and specifically the assistance
of the technical branch of Austrian customs for operational issues of the deployed
equipment is welcomed. Further participation in the meetings of the group of experts
are considered a main source of information and coordination in undertaking the pilot
study.

03.9.1997, Dr. Chris Schmtoer S E I B E R S D O R F
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Federal Office for Radiation Protection / Germany

,,A material catalogue of chemical elements which have already been confiscated or offered in

Germany"



In the context of national activities with regard to the response to illicit trafficking of

radioactive materials, a material catalogue has been worked out by the Federal Office for

Radiation Protection (BfS) by request of and according to the requirements of federal and

State authorities, in particular by the criminal prosecution authorities.

This catalogue is restricted to the data on the chemical elements, the most common chemical

compounds have been included only for uranium and plutonium. To include further chemical

compounds, the characteristics of which are generally different from those of the elements they

consist of, would be beyond the scope of this catalogue.

With regard to the information included in this catalogue, the ideas and requirements of the

Federal Office of Criminal Investigation and the Customs Criminological Office were followed

to a large degree.

The objective of this catalogue is to provide staff members of prosecution authorities

responsible for the confiscation of the illegally offered material with the information required.

Type and extent of the information on the individual elements shall be explained with the

example of the element palladium. The two pages with data on this element included in the

material catalogue are attached to this paper. These data refer to

• some physical parameters

• material appearance

• material characteristics

• the use of the material

Different numbering systems serve the clear characterization and/or identification of chemical

substances. The most important identification numbers are

• CAS-numbers

an internationally used registration figure for the doubtless identification of chemical

substances, assigned by the Chemical Society of America



• UN-numbers

basing on recommendations of an expert committee of the United Nations for the

classification of hazardous goods

• EC-numbers

The EC-number is an identification number issued by the EC-Commission for the

classification, packaging and labelling of hazardous materials.

The Ordinance on Hazardous Materials in Germany is the national implementation of the EC-

Commission's decisions on these questions. The used symbols of danger and safety advices are

based on these EC-decisions.

Also the data on the material in question contained in the ADR- and RID requirements have

been considered.

Further data refer to

• the material toxicity

in case of a single short- as well as long-term exposure

• the frequency of their occurrence

• the countries in which these materials are produced

• the price

Giving data on prices is very problematic, the prices given represent only very rough

figures. The reason is that the prices depend on supply and demand as well as on the

amount and purity of the respective material.

Finally - if it is regarded as useful -, some special information is given

A table of isotopes belongs to each element of the material catalog, stating which nuclides

are stable and/or radioactive, which type of radiation they emit ark e half-lives of the

radioactive nuclides. The specific activities are only given for nuci : the half-life of which

exceeds 1 hour. We assume that nuclides with shorter half-lives dc >t play any role in the

illegal trade.



The last column of the table contains the exemption limits. Up to these limits the handling of

the materials does not require licensing in Germany. Since these values base on EC-

recommendations, they will probably not be very different in other countries.

In the introduction to the material catalogue some remarks are made on radiation protection in

handling radioactive materials, on the definition of the term ,,nuclear material" and on the

criticality as far as this could be of interest for the criminal prosecution authorities.
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Statement of the Austrian Delegate on the
National Programme of Illicit Trafficking

Since mid-1996, the Austrian programme on combating illicit trafficking of
radioactive material in common and nuclear materials in particular, has entered a new
stage by the creation of an interministerial working-group (WG) which is chaired and
coordinated by the Division of Nuclear Non-Proliferation and Export Control of the
Austrian Federal Chancellery.

This WG consists of delegates from the Federal Chancellery, as well as
various ministries, such as the Ministry of Finance (Customs) and the Ministry of
Interior (Police), just to mention a few.

The WG meets regularly throughout the year, exchanges knowledge on the
events of seizures and follows up the performance of ongoing activities.
Approximately the same time this WG was created, the Nuclear Regulatory Authority
of the Slovak Republic addressed to the Austrian authorities with the request of closer
bilateral cooperation on the issue of illicit trafficking. This resulted in a visit of the
representatives of this WG with the appropriate Slovak counterparts in Bratislava in
February 1997, when an exchange of views was undertaken in order to reach a
common level of understanding. The outcome of this meeting was very fruitful and
further cooperation in this matter is envisaged. Since Austria is committed to guard its
outer borders of the European Union, according to the Schengger-Agrrement, it would
be highly appreciated if such bilateral cooperation could also be undertaken with other
countries, namely the Czech Republic, Hungary and Slovakia.

In April 1997 the Austrian Research Center Seibersdorf addressed to the
Austrian Federal Chancellery with the request of carrying out a study on the operation
of appropriate monitoring equipment of cross-border points, and whether such a study
could be financed by Austria. The WG met and decided, after consultations had been
carried out in the ministries concerned, that such a project would be co-sponsored by
all the parties present in this group and that its results will be communicated also to
the IAEA, in order to share the knowledge gained on a broad international basis.
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Some Ideas related to the Detection of Illicit Trafficking in Radioactive Materials
by Detection of Neutrons

Two basic cases has to be distinguished:

/. Detection of thermal neutron

This approach requires enough space for a hydrogen containing material at around
the neutron detector for slowing down the neutrons. Therefore it can be accepted for
portal monitors but might not be the optimal solution for a hand held or a pager-like
detector.

The most sensitive solution is probably to use cadmium in a liquid scintillator. Not
so sensitive (about four times less) - but does not requires PM tube - is the use of the
3He in a proportional counter. As the cross section of the 6Li(n(h,a)T reaction is more
than five times less than that of the 3He(nth,p)T the use of 6Li for detection of thermal
neutrons is not usual.

2. Detection of fast neutrons

Whenever fast neutrons has to be detected (e.g. the equipment should remain
small) 6Li glass scintillators are widely used . They have many advantages:

• zero energy threshold
• short flash
• wide resonance in the cross section of the 6Li(nth,a)T reaction at around 240

keV increases substantially the detection efficiency in the lower energy region
(compared to the usual l/(Eneulron)

l/2 energy dependence)
• 7Li can be use to prepare similar scintillators (e.g. NE-913 for NE-912), in

order to make possible an n-y discrimination at lower energies
• they are commercially available since decades.

The absolute neutron detection efficiency of a typical 6Li glass can be seen in the
figure below.

One should note, however, that - although the shape of the prompt neutron
spectra coming from the fission fragments of different NM are quite similar - the
neutron yield of a NM depends rather" strongly on the isotopic abundance and on the
matrix. Therefore it is difficult to define sensitivity based on the mass of the sample, it
might be preferable to speak about a detection efficiency.



5.0-

o

O

2.5-

0.0
0.0

NE-912 lithium (6Li) glass

diameter : 45 mm

thickness : 9.55 mm

(absolute neutron detection efficiency)

0.5 1 .0 1 .5

E , [MeV]
nputrnn L _l

2.0



ANNEX XVII

TC-1020.2

INTERNATIONAL ATOMIC ENERGY AGENCY
DEPARTMENT OF NUCLEAR SAFETY

DIVISION OF RADIATION AND WASTE SAFETY

The WCO/IAEA
Technical Committee Meeting

to Develop Guidance Related to
Illicit Trafficking

IAEA Headquarters, Vienna
14-18 July 1997

Statement of the Polish Delegate on the
National Programme of Illicit Trafficking

K. Kruk
(Poland)



JOINT IAEA/WCO Technical Committee Meeting
on

"Prevention, Detection of and Response to Illicit Trafficking in Radioactive
Materials"

IAEA Headquarters Vienna
14-18 July 1997

My name is Krzysztof Kruk. I am working in the Section for Non-Proliferation of

The National Atomic Energy Agency of Poland.

In November 1996 the POC for information exchange on cases of illicit transfers

of radioactive and nuclear materials between Poland and Illicit Trafficking Data

Base Office of IAEA was established.

The process of detectors installation on border check points is going on.

In 1996 we have 79 check points equipped with Nal scintillation detectors.

(30 on railway check points, 5 at airports, 1 on the sea check point and

rest in road check points).
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Technical Committee Meeting to Develop
Guidance Related to Illicit Trafficking
Vienna, 14-18 July 1997.

My name is Hans Ellehauge. I am a Danish police officer assigned to the Interpol
General Secretariat in Lyons, France, working in the Economic Crime Group,
usually referred to as Group E.

One of my areas of responsibilities is environmental crime which includes the illegal
activities involving real or purported radioactive materials.

The most recent initiative taken by the General Secretariat to combat environmental
crime was to set up a working party on the subject.
The aim of the working party is to identify the various problems that arise in
connection with environmental crime investigations and to find possible solutions.
The working party has already had three meetings - one in September 1993, one in
May 1994 and one in May 1995.
At the last meeting it was decided to have the first International Conference on
Environmental Crime which will take place at the General Secretariat in Lyons on
26-27 September 1996.

The meetings of the working party are comprised of plenary sessions as well as
meetings in subgroups as follows:

Subgroup I: Transborder movement and dumping of waste products.

Subgroup II: Illegal traffic in real or purported radioactive or nuclear
substances

Subgroup HI: Illegal traffic in species of wild flora and fauna.

One of the results of these meetings was the preparation the so-called "Eco-message"
form which will improve the exchange of information in environmental crime cases
as well as the collection, storage, analysis and circulation of such information with
the assistance of the General Secretariat.

(overhead)



I will now concentrate on the results of the work of the subgroup dealing with illegal
traffic in nuclear or other radioactive substances which is the most recent
phenomenon classified within the context of environmental crime.

The following are the major points and recommendations from the combined
deliberations of the working group.

The group recognises that law enforcement channels do not have the technical
capability or the mission to do those assessments that go beyond immediate law
enforcement and therefore recommend that a dual information be established. First;
that information be furnished to the Interpol Headquarters for normal law
enforcement co-ordination and follow up; and second, that the information be
furnished to a central location for technical evaluation and analysis. The United
States has a similar programme already in place and has volunteered to provide that
service.

The group recommends that the "Eco-message" should be used for reporting illegal
activities involving real or purported radioactive materials and that the point of
contact at the Interpol General Secretariat dedicated to environmental crime should
be maintained.

The group has sponsored a "quick reference guide" on radioactive materials which
can be consulted by police officers when materials are offered for sale or seized.

The group selected and sent to the General Secretariat photographs of packaging and
containers which were used by culprits to transport radioactive materials and
documents relating to these crimes with the purpose to distribute them to member
countries.

The group recommends that Interpol compile and maintain a list of central points of
contact, that it be furnished to all member countries and that it contains at least the
following information:

1) Organisation
2) Point of contact
3) Alternative point of contact
4) Language
5) Telephone and fax
6) 24-hour number.



The group believes that there is a need for periodical meetings in order to review the
effectiveness of the information exchange system and to exchange ideas and
experiences and that these meetings should be organised by the designated point of
contact on environmental crime at Interpol on a periodical and as needed basis.

Another measure taken by the General Secretariat was to conduct an analytical study
on trafficking in radioactive substances called "Project Nuclear" with the purpose to
give insight into trafficking and fraud in radioactive substances within Western and
Eastern European countries as well as the USA and Canada.

The Interpol in-house database has been used to obtain basic information which has
been completed by data provided by the member countries concerned. Regarding the
content of the replies in general, most of the time the information contained fewer
details than expected and the analytical can therefore not be considered as
exhaustive.
Nevertheless, the percentage of replies received, more than 70 %, is considered as
high for the Interpol General Secretariat and indicates the importance which member
countries gives to this problem.

In general, information regarding offenders (nationalities, previous convictions, etc.)
are scarce and/or lacking in details. According to the information provided it was
possible to identify one or two organised crime groups yet there is no evidence that
there is a large criminal organisation behind trafficking in radioactive substances as
has sometimes been suggested by the media. According to Italy, "there is no
evidence for a direct involvement of the Italian organised crime"

The fact that the buyers/users are not known or rarely identified is due to the fact that
the true destinations, if any, are not known. It could well be that the Western
European countries such as Germany, Austria and Switzerland are seen as countries
where potential buyers could be found, hence are destination countries. This is
especially true for Germany.
The nature of the substances also plays a role. For weapons-grade substances which
are very costly, there might be hidden users/buyers.

The report on the analytical study recommended that:

a) all member countries should co-operate with one and another in order to stunt the
growth of trafficking in radioactive substances. This type of trafficking should be



considered as a criminal activity and as such, information should be exchanged
between member countries and communicated to the Interpol General Secretariat
and not considered as secret.

b) in order to pinpoint the offenders , organised groups and buyers/users included
which would permit to better determine the real destination countries, information
regarding them and trafficking in radioactive substances in general transmitted to
the General Secretariat should be as detailed as possible. The "Eco-mesage"
should be considered only as the first step to be taken following the course of
investigations.

c) National Central Bureaus of Interpol should continue to complete and update the
Interpol database enabling it to monitor trends in this type of trafficking. If in the
future, substantial amounts of new information are received at the General
Secretariat and a new analytical study realised, this would permit the General
Secretariat to keep member countries up-to-date on this type of criminality.

d) concerned member countries as well as the IAEA should reinforce their controls in
order to prevent thefts of substances. The IAEA and Interpol should co-operate
and exchange information on this illegal trafficking.

e) whenever possible, measuring instruments should be placed in strategically
locations (such as borders, airports etc.)

Finally I would like to stress the fact that the problem of illegal trafficking involves
not only law enforcement agencies but also other organisations concerned. It is,
therefore, essential for us to take a co-ordinated approach in order to avoid
duplication and to make our efforts as effective as possible.

Since 1994 there have been a decrease of number of cases of this type reported to the
General Secretariat (1994: 27 - 1995: 24 - 1996: 12).
We are now receiving information on each incident from the International Atomic
Energy Agency Illicit Trafficking Database.
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IAEA - VK^P Seminar
Vienna -14-18 July 1997

Presentation by Mrs B6atnce CAUSSE,
Senior French civil servant, head of the general services organisation bureau

in the French General Directorate of Customs and Excise

Co-operation between the French Customs
and the French Atomic Energy Commission (CEA)

The French General Customs Directorate and the Atomic Energy Commission (known

as the CEA) have been co-operating fruitfully since 1994. Initially, the co-operation was by

contract of an experimeTital nature. Then on July 3rd 1997 it was officially confirmed by the

signing of a framework memorandum of agreement valid for a renewable period of three

years.

In this presentation, which it is my pleasure to make on Bastille Day. our national

holiday, I shall first review the results of the experimental phase of the cooperation between

the French General Customs Directorate and the CEA, before presenting in outline the main

features of their planned co-operation over the next three years.

I apologise in advance to the lovers of Shakespeare's language for any pronunciation

mistakes 1 may make during this presentation.

/ - THE FIRST FORMS OF CO-OPERATION between the French Customs and the

CEA resulted from two factors: first, the introduction of the single European market, which

changed the legal and, above all, the practical conditions in which customs inspections were

carried out; second, the risks of unlawful trafficking in radioactive substances or contaminated

products, which were increasing.



So the French Customs sought the expert advice and support of the CEA, whose status

as a scientific, technical and industrial research public establishment also confers on it a

public service mission in this field.

Thus, on March 24th 1994, our two Director Generals signed a six-month co-operation

agreement, which provided the legal basis on which to carry out experimenLs in co-operation.

These experiments were conducted in three regional customs departments: in Mctz, on the

Franco-German border, in. Franche-Cornte\ on the Franco-Swiss border; and in the Paris area,

at Roissy-Charles de Gaulle international airport, which, by definition, has the status of a

border area.

Within this framework three forms of co-operation were implemented.

• The loan of fixed and mobile equipment: the CEA made available to the customs

services involved detection and radioprotection equipment lent by French

companies.

• Training in the use of this equipment within the applicable regulatory framework:

this training was led by officers from the intervention group of the CEA's Nuclear

Protection and Safety Institute (ISPN). The first to benefit from this training were

the leaders of the surveillance units (or brigades) which were to use this equipment

These leaders then trained all the other members of these units. The strong

motivation of the customs personnel involved to cany out the relevant inspections

was conducive to die great success of this training.

• Operational support when the detection equipment gave the alert.



I should now like to present the results of these experiments.

• the inspections carried out did not lead to the discovery of any unlawful trafficking. But the

intense media coverage of this experiment probably hand a "preventive" effect!

• The Customs were able to refine their criteria for targeting the required inspections in the

fields of both road and air transport.

• The experiment enabled the French General Customs Directorate to establish which

equipment was best suited to their work methods: thus, they learned that portable detectors

linked with radioprotection devices were best suited to the mobility of customs inspections.

• Finally, these experiments obtained the total commitment of the personnel involved, which

was enhanced by the contributions of ISPN technicians.

As a result, the parties to the initial co-operation agreement were determined to

capitalise on the success of this initial cooperation by extending and developing it. So they

recently signed a new memorandum of agreement

/ / - THE CO-OPERATION MEMORANDUM OF AGREEMENT BETWEEN

THE FRENCH CUSTOMS AND THE CEA ON THE INSPECTION OF RADIOACTIVE

PRODUCTS, which was signed on July 3 r J 1997 for a renewable period of three years,

extends the scope of their co-operation to four .new areas.

First, the training of the personnel by means of jointly prepared modules. These will

cover the regulations governing the transport of radioactive substances and radioprotection

standards, the aims and legal basis of inspections, the techniques for handling the equipment

and the doctrine governing their use. In this area, the personnel will jointly participate in any

training sessions that may be organised in partnership with EU and international bodies.



Second, technical co-operation - This will consist of the provision by the CEA to the

French Customs of advice on the choice of inspection equipment, and. if necessary, by the

possible ratification of this equipment in terms of its compliance with the required standards.

This technical co-operation will also consist of the development of detection technologies in

the areas of both trafficking in nuclear substances and contaminated products, and the

detection of narcotics and explosives. It will also include the drafting of regulations.

Third, the setting UP of a system for exchanging information on the movement of

radioactive substances and contaminated products: statistical data, selective information

obtained through Customs inspections or intelligence reports received from the CEA.

These actions may be backed up by communication drives aimed at companies,

government departments and the general public.

Fourth, the setting up of an al^rt and assistance system.

Under this system, the French Customs will have access 24 hours a day to the CEA's

early warning systems. When contacted, the CEA will analyse the event that caused the

Customs to contact it and decide what action to take. As required, the alert will lead to the

mobilisation of the CEA's human and technical resources, with the agreement of the

authorities responsible for public safety (in this case, the Prefects).

X X
Every year, a report will be produced on the co-operation undertaken in this

framework. This document will provide the basis for a meeting between the two Director

Generals, who will decide what actions should be developed or initiated.

In the light of the experience of the experimental phase and of the period of informal

co-operation before the signing of the new memorandum of agreement, the degree of

precision of this agreement's terms and conditions was worthy of its importance, but also

sufficiently flexible to meet the needs of a very diverse range of operational situations.

Thank you for your attention.

TOTAL PfiGECS) 05
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LE CONTROLE DES ?»R0DUJT$ RADIO ACTSFS :
UNE COOPERATION ACTIVE ENTRE LA DOUANE ET LE

COMMrSSARlAT A L'ENERGIE ATONHQUE*

L'action de la Douane en matiere de lutte contre les trafics illicites de substances
radioactives a pour objectif de proteger la population et I'environnement. Les
controles portent sur divers produits radioactifs : les produits contamines par la
radioactivite, les dechets radioactifs, ou encore les matieres nucleates.

Une premiere experience

En 1994, la Douane et le Commissariat a I'Energie Atomique (C.E.A.) ont decide
d'engager une politique de collaboration et de mettre en oeuvre un dispositif conjoint
pour renforcer les controles douaniers sur I'ensemble de ces produits.

Une experimentation de six mois a ete menee au sein de plusieurs services
douaniers regionaux. Le C.E.A. a ainsi apporte I'assistance technique necessaire
aux controles qui demeurent de la seule responsabilite de la Douane. II a mis a la
disposition de cette administration des equipements de detection et de
radioprotection.

Au dela d'une assistance technique, il s'agissait d'assurer la formation theorique et
pratique des agents des Douanes. La mise en oeuvre de cette demiere a ete
organisee par des unites de Nnstitut de Protection et de Surete Nucleaire (I.P.S.N.),
en association avec la Direction des Applications Militaires (DAM) du C.E.A. Les
agents d'encadrement des brigades utilisatrices et les agents d'execution ont
beneficie de ces formations.

Les agents des Douanes ont ete sensibilises au controle physique et documentaire
des produits radioactifs qui font I'objet de reglementations diversifies et complexes.
En cas de controle positif, ils ont regu pour instruction d'alerter les services
specialises du C.E.A.

Bien que les controles n'aient donne lieu a aucune decouverte importante de trafic
illicite,cette experience s'est averee tres positive. En effet I'assistance technique du
C.E.A. a permis a la Douane de determiner les materiels les mieux adaptes. Par
ailleurs, les agents ont manifeste un vif interet pour cette nouvelle mission, tant sous
Tangle de la protection des populations, de la possibilite de detection des produits
illicites que de leur protection dans I'exercice de leurs fonctions.

Un plan pluriannuel d'equipement de detection a ete lance en direction de
I'ensemble des services douaniers. Pour I'accompagner, la Douane a mene des
actions de formation interne en cooperation avec le C.E.A. en 1996.

Cette collaboration exemplaire a ete presentee a plusieurs reprises dans le cadre de
diverses enceintes communautaires et intemationales. C'est pour la perenniser, que
la Douane et le C.E.A. ont elabore un protocole d'accord, qui est signe ce jour.



Une nouvelle capacite de controle pourtous les services douaniers

II organise la collaboration de la Douane et da C.E.A. dans le domaine de la lutte
contre le trafic illicite de produits radioactifs. II definit egalement I'assistance
technique apportee par le C.E.A. Enfin, il comporte un important volet sur la
formation des agents des Douanes. Le C.E.A. joue en effet un role preponderant
pour la diffusion des techniques de maniement des materiels et des doctrines
d'emplois. Cette formation couvre egalement la reglementation applicable aux
transports des substances radioactives et aux normes de radioprotection. Les
controles restent de la seule responsabilite de I'administration des Douanes.

& L'assistance technique

Deux types de materiels sont mis a disposition des services douaniers.

1 - Les radiametres portables

Ces appareils legers ont une sensibilite variable selon le detecteur utilise. Destines
au controle rapproche et aux investigations, ils permettent de localiser avec
precision une source de rayonnement.

Ils sont apprecies en raison de leur simplicity de maniement et de leur grande
souplesse d'utilisation.

2 -Les dosimetres individuels electroniques

Ces petits appareils sont destines plus particulierement a la protection du personnel
en temps reel a regard des risques d'exposition qu'il pourrait encourir. II existe
plusieurs presentations, boltier, badge, montre, mais le detecteur est le meme. Ces
dosimetres ont I'avantage de posseder des seuils d'alarmes sonores reglables qui
permettent, lorsqu'ils sont fixes suffisamment bas, de garantir la securite du
personnel.

Le C.E.A. a concu la plupart de ces equipements. Par la suite, ils ont ete achetes
par I'administration des Douanes aupres de societes commerciales francaises qui
les industrialisent, les fabriquent et les commercialisent.

De nombreux pays europeens et exterieurs a I'Union europeenne s'interessent
vivement a ces equipements de tres haute technologie.

M La formation

La formation des agents des Douanes se fait selon deux modalites :

- un sejour de trois jours a I'Ecole nationale des brigades des Douanes de La
Rochelle ;
- une formation en cascade dans les unites des Douanes.

Lors de ces formations, deux themes principaux sont abordes : la radioactivite et le
controle.



1 - La radioactivite

Des cours sont donnes sur la radioactivite naturelle et artificielle. Le sujet des
reglementations est egalement aborde : normes, emballages, etiquettes;
transports...

2 - (.'execution des controles

C'est avant tout une formation pratique que recoivent les agents des Douanes : ils
apprennent le fonctionnement et le maniement du materiel dans des situations
realistes.

Enfin , un nouveau dispositif d'alerte est mis en place : le PC du centre C.E.AVLe
Ripault, situe pres de Tours, est le point d'entree des demandes d'interventions.
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L'ACTION DE LA DOUANE
EN MATIERE DE LUTTE CONTRE LES TRAFICS DE

MATIERES RADIOACTIVES

La douane est de plus en plus associee aux mesures de protection de
I'environnement et de la sante publique prises par les pouvoirs publics. Cela tient a
son experience du controle des mouvements internationaux de marchandises ou de
voyageurs, mais aussi aux capacites d'action de ses services sur I'ensemble du
territoire.

C'est dans ce cadre general que s'inscrit sa contribution a la lutte contre les trafics
illicites de produits radioactifs qui repond aux preoccupations de plusieurs instances
internationales.

Rappel des missions douanieres de protection de I'environnement et
de la sante publique

C'est a I'occasion de sa presence sur le terrain pour I'exercice des taches qui lui
sont propres, que la douane accomplit le plus souvent ses missions de protection de
I'environnement ou de la sante publique et est amenee a relever des infractions.

M Les missions ecologiques de la douane

D'une grande variete, elles sont menees :

- lors du controle des echanges internationaux

Exemples : la protection des especes animales ou vegetales menacees de
disparition, la surveillance des importations et des exportations de substances et de
produits dangereux ou radioactifs...

- lors des missions assurees a I'interieur du territoire

Exemples : surveillance des pares naturels, de la qualite des eaux, de la peche en
eau douce...

- lors des missions confiees aux services garde-cotes

Exemples : surveillance de la peche et de la chasse maritimes, de I'immersion et de
I'inicineration en mer, lutte contre la pollution par les hydrocarbures et substances
dangereuses...

ffl La protection de la sante publique

L'essentiel de I'activite de la douane dans ce domaine est la surveillance de
I'importation de medicaments. Mais il s'agit egalement de limiter les importations et
les exportations de tissus, cellules et organes humains, voire de les interdire lorsqu'il
s'agit de fibres d'amiante.



La lutte contre les trafics internationaux de matieres radioactives

C'est dans le cadre general de ses missions que s'inscrit la contribution active de la
douane a la cooperation internationale engagee pour lutter contre les trafics illicites
de matieres radioactives.

Au cours des dernieres annees, en effet, cet objectif est devenu une priorite de
I'action des Etats et de leurs administrations douanieres .

I La mise en oeuvre des programmes intemationaux de lutte contre les trafics
de matieres nucleaires.

- Lors de son sommet a Moscou, les 19 et 20 avril 1996, le G7 elargi a la Russie a
fixe un programme de prevention et de lutte contre les trafics illicites de matieres
nucleaires. Sous la direction du ministere des affaires etrangeres, la douane
francaise participe aux groupes de travail charges de mettre ce programme en
oeuvre.

- La France a adhere le 17 avril dernier au programme d'echange d'informations de
I'Agence internationale de I'energie atomique sur les trafics de matieres nucleaires.
II s'agit pour I'essentiel de la mise en oeuvre d'une base de donnees alimentee par
des notifications volontaires des Etats.

M L'action de controle des administrations douanieres de I'Union europeenne
en collaboration avec les instances communautaires.

Un seminaire de sensibilisation des services douaniers europeens a la lutte contre
les trafics illicites de matieres radioactives a ete organise par la Commission
europeenne (DG XI et XXI) a Vienne, du 23 au 25 octobre 1995.

Ce seminaire a reuni des representants de I'ensemble des administrations de
I'Union, ainsi que des pays d'Europe centrale et orientale. Constitue de deux parties,
Tune consacree a I'approche scientifique du risque et I'autre aux techniques
douanieres de controle, cette reunion a ete I'occasion pour la douane francaise de
presenter les resultats de I'experience de cooperation mise en place par le premier
protocole signe avec le CEA en 1994.
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LE PROTOCOLS D'ACCQRD BE COLLABORATION
ENTRE LA DOUANE ET'LE CJE.A.

POUR LE CONTROLE DES PRODUITS RADIOACTIFS

Le protocole definit les modalites de collaboration et elargit le champ d'action
commune couvert par la cooperation initiale.

Le soutien technique du C.E.A. a la Douane

- pour I'acquisition et la mise au point de materiels en vue de la detection par les
services douaniers de matieres radioactives, de produits contamines ;

- pour I'elaboration de reglementations relatives au controle des mouvements de
substances radioactives et de produits contamines.

Les echanges d'informations

- Le C.E.A. communiquera a la Douane les informations utiles aux controles
douaniers;

- En retour, la Douane informera periodiquement le C.E.A. des constatations
realisees sur les substances radioactives et les produits contamines.

Par ailleurs, la Douane et le C.E.A. participeront conjointement a des actions
d'echanges d'informations organisees en partenariat avec des instances
communautaires ou internationales.

La mise en place d'un dispositif d'alerte et d'assistance

En cas de detection de substances radioactives ou de produits contamines, les
services douaniers se concerteront avec ceux du C.E.A. sur les suites a donner.

La formation conjointe au controle douanier de la radioactivite

Aspect predominant du protocole, elle comporte deux volets :

- interne : la formation des agents des douanes au controle de la radioactivite ;

- international : I'elaboration de modules pedagogiques destines a des services
douaniers europeens et la participation a des seminaires de formation sur ce theme,
au sein d'instances europeennes et internationales.

La sensibilisation des entreprises et du grand public

Des actions conjointes seront developpees sur le controle des substances
radioactives et des produits contamines compte tenu de leurs dangers pour
I'environnement et la sante publique.
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LE FROTOCDLE D'ACCQRD DE COLLABORATION
ENYRE LA DOUANE ET LE C.E.A.

POUR LE CONTROLE DES PRQDUITS RADIOACTIFS

Le protocole definit les modalites de collaboration et elargit le champ d'action
commune couvert par la cooperation initiale.

Le soutien technique du C.E.A. a la Douane

- pour I'acquisition et la mise au point de materiels en vue de la detection par les
services douaniers de matieres radioactives, de produits contamines ;

- pour I'elaboration de reglementations relatives au controle des mouvements de
substances radioactives et de produits contamines.

Les echanges d'informations

- Le C.E.A. communiquera a la Douane les informations utiles aux controles
douaniers ;

- En retour, la Douane informera periodiquement le C.E.A. des constatations
realisees sur les substances radioactives et les produits contamines.

Par ailleurs, la Douane et le C.E.A. participeront conjointement a des actions
d'echanges d'informations organisees en partenariat avec des instances
communautaires ou internationales.

La mise en place d'un dispositif d'alerte et d'assistance

En cas de detection de substances radioactives ou de produits contamines, les
services douaniers se concerteront avec ceux du C.E.A. sur les suites a donner.

La formation conjointe au controle douanier de la radioactivite

Aspect predominant du protocole, elle comporte deux volets :

- interne : la formation des agents des douanes au controle de la radioactivite ;

- international : I'elaboration de modules pedagogiques destines a des services
douaniers europeens et la participation a des seminaires de formation sur ce theme,
au sein d'instances europeennes et intemationales.

La sensibilisation des entreprises et du grand public

Des actions conjointes seront developpees sur le controle des substances
radioactives et des produits contamines compte tenu de leurs dangers pour
I'environnement et la sante publique.
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PROTOCOLE D'ACCORD DE COLLABORATION

enire:

representee par son directeur general,

M. Pierre-Mathieu DUHAMEL

Hotel Cambaceres,
23 bis, rue de l'Universite

75007 PARIS

et:

Lg

represents par son administrateur general,

M. Yannick D'ESCATHA

31-33, rue de la Federation
75015 PARIS

RELATTF AU CONTROLE DES SUBSTANCES
RADIOACTIVES ET DES PRODUITS CONTAMINES



Preambnle

Considerant que des substances radioactives et des produits
contamines par la radioactivity peuvent etre introduits sur le territoire
national et circuler en violation des reglementations en vigueur,

Considerant que la DGDDI a pour mission la surveillance des
flux de marchandises et la lutte contre les fraudes de toute nature, et
qu'a ce titre, a partir de criteres de ciblage et selon des methodes
specifiques, elle realise les controles et constate les infractions sur les
produits radioactifs, a la circulation, sur les points de passage
frontaliers et a 1'occasion du dedouanement des marchandises,

Considerant que l'action de la douane qui porte sur des
marchandises mais egalement sur des bagages et des personnes
susceptibles de dissimuler des produits radioactifs, necessite le soutien
d'organismes techniques et scientifiques tels que le CEA,

Considerant que la DGDDl et le CEA ont deja coopere"
activement sur la base d'un precedent protocole d'accord de
collaboration experimentale conclu le 24 mars 1994, par lequel le CEA
apportait a la DGDDI son expertise technique pour l'adaptation des
me"thodes de contrdle et de ciblage sur les substances radioactives et les
produits contamine's,

Considerant que cette experience de deux annees de
collaboration et d'entente entre la DGDDl et le CEA ont permis d'etablir
une position commune dans le cadre de manifestations publiques au
plan national (MELIPOL, conference de presse du ministre du budget)
ou de reunions internationales (seminaire Matthaeus a Vienne) et de
jeter ainsi les bases d'une nouvelle cooperation,

Considerant que la DGDDI et le CEA' entendent poursuivre
cette collaboration dans le cadre d'une politique de protection de la
sante et de la securite publiques contre les risques crees par les trafics
illicites de substances radioactives et de produits contamines par la
radioactivity,

La DGDDI et le CEA ont etabli le present protocole d'accord
de collaboration relatif au contrdle des substances radioactives et des
produits contamines.



CHAPITRE I : CHAM? D APPLICATION

Art. 1

Le champ d'applicauon du protocole d'accord de collaboration
couvre les quatre domaines suivants :

- la cooperation technique entre les services douaniers de
controle et les unites du CHA concernees pour la conception ou la mise
au point de nouveaux materials de detection dans tous les domaines
interessant l'action de la douane en vue de leur acquisition par la
DGDDI. A ce litre, eerie cooperation technique visera egalement la
promotion de la technology s: du savoir faire francais a 1'etranger,

- la mise en place d u n dispositii d'echanges d'infbrmations,
relatives aux mouvements de substances radioactives et de produits
contamines sur le temtoire national, entre les services douaniers et les
unites concernees du C£A.

- la mise en place d'un disposifif d'alerte entre les services
douaniers et les unites concemees du CEA,

- la formation par

- la mise en place d'un reseau de correspondants locaux
charges de sensibiliser les personnels douaniers aux risques radioactifs
et aux me'thodes de radiodetection et de radioprotection,

- 1'elaboration conjointe de modules nationaux de
formation destines aux services douaniers francais et/ou europeens.
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CHAPITRE n : COOPERATION TECHNIQUE

Art. 2

Le CEA est systematiquement associe a Vetude et a l'analyse
des materiels de detection adaptes pour la mise en oeuvre des diffe'rents
types de controles douaniers des mouvements des substances
radioactives et des produits contamines.

Art. 3

Le CEA apporte a la douane son expertise technique :

- pour Tacquisition par la DGDDI des materiels les mieux
adapted aux controles douaniers, en amont, par un conseil dans le choix
des materiels et en aval, par des homologations eventuelles de ces
materiels ; conformement au code des marches publics, il ne peut
repondre a des appels d'offres lorsqu'il participe a l'elaboration du
cahier des charges correspondant,

- pour la mise au point des technologies de detection,
principalement dans le domaine radioactif, mais egalement pour la
detection des produits stupefiants et explosifs.

Art. 4

Le CEA apporte a la douane 1'assistance technique necessaire
pour determiner les conditions d'utilisation des materiels par les
services douaniers, dans l'exercice de lews controles.

J/O



Art. 5

La DGDD1 veille a la mise en application de la reglementation
en vigueur concernant le controle des mouvements de substances
radioactives et de produits contamines. Elle elabore, en taut que de
besoin, des propositions en matiere de reglementation. Le CEA lui
apporte son soutien technique

CHAPITRE in : ECHANGES D'INFORMATION

Art. 6

La DGDDI infornie le CEA des infractions a la reglementation
relative aux mouvements de substances radioactives et de produits
contamines constatees par les services douaniers lors des controles. Elle
peut egalement lui fournir l'ensemble des informations statistiques
publiques.

La douane e"tablit un etat statistique des constatations re"alisees
et le communique periodiquement au CEA. Le CEA respecte le niveau
de confidentialite attache a ces etats.

Art. 7

Le CEA communique a la DGDDI toute information
susceptible d'etre exploitee directement par les services douaniers pour
le ciblage et la mise en oeuvre des controles des substances radioactives
et des produits contamines

Art. 8

La DGDDT et Ie CEA contribuent ensemble au developpement
d'actions de communication en matiere de controle des substances
radioactives et des produits contamine's a l'attention des entreprises, des
administrations et du grand public.



Des echanges d'informations rapides sont egalement mis en
place au plan local. Les services douaniers concernes par un trafic
determine sont informes directement par le CEA de tout element qui
pourrait etre utile a 1'exercice de leurs controles.

Artj)

La DGDDI et le CEA participent de maniere concerted a la
mise en oeuvre des actions d'e'changes d'information qui sont organisees
en partenariat avec les instances communautaires ou intemationales,
dans le domaine de la lutte contre le trafic illicite des substances
radioactives et des produits contamine's.

Art. 10

Les services de la DGDDI et du CEA s'engagent a preserver la
confidentialite des informations recueillies en application du present
protocole d'accord de collaboration.

CHAPITREIV: DISPOSITIF D* ALERTE

Art . l l

La DGDDI et le CEA s'engagent a mettre en place, chacun en
ce qui le conceme et apres concertation, les procedures ainsi que les
moyens d'alerte et d'assistance en cas de detection de substances
radioactives et de produits contamines circulant iltegalement sur ie
territoire.

Art. 12

Les infractions a la re'glementation relative aux substances
radjoactives et aux produits contamines vises par le present protocole
d'accord de collaboration sont constatees par les agents des douanes
dans le cadre de leurs pouvoirs generaux et des pouvoirs specifiques qui
leur sont confe'res par les textes de droit commun.
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L1 intervention du CEA a valeur d1 expertise et d'assistance
technique et se traduit par des recommandations. La destination des
marchandises saisies a 1'occasion d'une constatation douaniere est fixe"e
par les autont^s competentes (prefets notamment).

CHAPITRE V : FORMATION

Art. 13

La formation des agents des douanes au controle de la
radioactivite est assuree conjointement par le CEA et la DGDDl. Cette
formation couvre:

- la reglementation applicable aux transports des substances
radioactives et aux normes de radioprotection,

- les objectifs et ies bases juridiques des controles,

- les techniques de maniement des mate"riels et leur doctrine
d'emploi.

Art 14

Le CEA et la DGDDI participent conjointement aux actions de
formation susceptibles d'etre organisers en partenariat avec les
instances communautaires ou Internationales, dans le domaine de la
lutte contre le trafic illicite des substances radioactives et des produits
containing (programme Matthaeus, etc...).
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CHAPITRE VI: DISPOSITIONS GENERALES

Art.lS

Le representant des douanes pour 1'application du present
protocole d'accord de collaboration est le sous-directeur de
{'organisation, de la surveillance et des moyens.

Le representant du CEA est le directeur financier.

Les representants de chacune des parties designent des
correspondants operationnels pour les themes du champ ^application
du present protocole.

A r t l 6

Les representants de chacune des parties elaborent une note
d'organisation interne qu'ils communiquent a 1'autre partie. Un rapport
d'activite est etabli chaque ann£e et presente a 1'occasion d'une
rencontre annuelle entre le directeur general des douanes et
radministrateur general du CEA.

Art. 17

Les interventions du CEA prevues aux articles 11 et 12,
realisees dans le cadre des missions de service public assurees par
l'Etablissement public, et notamment a la suite d'une d&ection ope"ree
par le service des douanes, ne pourront pas donner lieu a facturation.

Toutefois, les prestations particulieres qui pourront etre
demandees au CEA donneront lieu a une evaluation flnanciere et, si
elles font 1'objet d'une commande, a facturation dans ie respect des
regies applicables.
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Art. 18

Cnacune des parties au present protocole d'accord de
collaboration est responsable de la couverture de ses propres agents
conforme'ment a la legislation applicable.

Art. 19

Le present protocole d'accord de collaboration est conclu pour
une duree de trois ans et est renouvelable annuellement par tacite
reconduction.

Art.20

Les dispositions du present protocole d'accord de collaboration
peuvent etre adapters ou modifiees, par avenant, sur decision conjointe
du directeur general des douanes et droits indirects et de
radministrateur general du CEA.

Fait a Paris, le

Le directeur general L'administrateur general
des douanes et droits indirects, du Commissariat

a l'Energie Atomique,

P. M. DUHAMEL Y D'ESCATHA
9/9



Douanier controlant la radioactivite avec un detecteur DG5

Credit : F. Roche/Phototheque Douanes
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Illicit Trafficking

IAEA Headquarters, Vienna
14-18 July 1997

Report on the U.S. Customs Radiation Detection Programme
D. Smith

(USA)
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Prime National Security Threat

Nuclear Proliferation

• Nuclear

• Nuclear Terrorism

"It is likely that front line inspectors will be the first
Customs personnel to encounter radioactive materials."



Radiation Sources of interest at
international Borders

• Special Nuclear Materials

- Highly enriched uranium
- Others

• Contaminated Scrap Metal
- FSU and others

• Radiation Contaminated Products
- 198Q's Southwest border problems



Radiation Sources of interest at
international Borders

• Special Nuclear Materials
- Plutonium
- Highly enriched uranium
- Others

• Contaminated Scrap Metal
- FSU and others

• Radiation Contaminated Products
- 1980's Southwest border problems



Radiation Detection Program

U.S. Port of Entry

• Non-interfering with normal operations

• Minima! technical challenge to use

• Screen out innocent alarms
- medical isotopes in people
- known/labelled radioactive materials

- lantern mantles - camera lenses
- smoke detectors - irradiated gemstones
- ceramic glazes

• Call in experts



Nuclear Smuggling Technology

A pilot program at a major U. S. International Airport
(7/95 - 6/96)

• An assessment program to identify equipment for U. S.
Customs use (5/97)

• A procurement effort to equip Customs officers with
state-of-the-art detection technology (5/97 - present)



U. S. Port of Entry

• Non-interfering with normal operations

• Minimal technical challenge to use

• Screen out innocent alarms
- medical isotopes in people
- known/labelled radioactive materials

- lantern mantles - camera lenses
- smoke detectors - irradiated gemstones
- ceramic glazes

• Call in experts



Radiation Detection Piiot Program
Airport-inbound

• Personnel
- Radiation pager

- Fixed site X-ray and radiation detector
ile X-ray van and radiation detector

• Break-Bulk Cargo
- Mobile X-ray van with radiation detector

• Palletized/Containerized Cargo
- Portal radiation detector for trucks, tractor-trailers



Radiation Pager

• Most sensitive radiation detector, for its size, known
to be commercially available.

• Detects gamma or X-rays at 2-4 times background level.

• Alarms by flashing LED, vibrator or audio tone.

• Hands-off operation; carried in pocket or clipped to belt.

• Operates continuously for one year, using AA alkaline batteries.

• Localizes source of alarm with single digit LED, flashing LED
or audio tone.



• Issued like a weapon or radio

• Moving curtain of detection

• Minimal operator burden

• User acceptance (like a message pager)

• Low profile operation

• Always powered on

• Easy to locate source (1/R2)

• Cost Effective



SANTA BARBARA SENSOR TECHNOLOGIES
1215 Orchid Drive, Santa Barbara. CA 93111 (80S) 964-9507

RADIATION PAGER
DESCRIPTION

The Radiation Pager is a small, self-contained gamma-ray radiation detector for use in the
interdiction and location of nuclear materials. The Radiation Pager was specifically designed
to be easily used by Government agencies and emergency responders. The Radiation Pager is
hundreds of times more sensitive than Geiger-Muller (GM) tube type detectors of similar size,
and to our knowledge is the most sensitive radiation detector for its size that has ever been
commercially available. This increase in sensitivity is made possible by the use of a new
miniature photomultiplier tube and scintillation detector combination. The Radiation Pager is
approximately the size of a message pager, and is intended to be worn on a belt or carried in a
pocket. When x-rays or gamma rays are detected at levels significantly above the natural
background, the unit quickly alerts the operator by flashing a high intensity light and either
sounding an aural alarm or triggering a vibrator. The operator can quickly localize the source
of the alarm with a single digit LED display, a flashing LED, or an audio tone if selected.
The pager can operate continuously for more than one year on a pair of commonly available
AA alkaline batteries.

SPECIFICATIONS

Detector Type: Cesium Iodide Scintillator

Detector Size: 0.5 inch diameter (1.3 cm)
1.5 inches long (3.8 cm)

Unit Size: 4.1 inches long (10.2 cm)
2.4 inches wide (6.1 cm)
0.9 inches thick (2.3 cm)

Unit Weight: 6 oz. (170 g) with batteries

Batteries: 2 alkaline AA cells

Battery Lifetime: Greater than 1 year of continuous operation

Operating Temperature Range: 32-122 degrees F (0-50 degrees C)

Low Energy Cutoff: approximately 45 KeV

Integration Time (Response time): less than one second

Alarm type: flashing yellow LED (high intensity daylight visible)
Audio tone
Vibrator

Search capability: A seven segment LED display indicating radiation intensity, a repetition
modulated audio tone, and a repetition modulated high intensity daylight visible LED.

PRICE: $1500.00 plus shipping and tax (if applicable)

Note: Price subject to change without notice. All measurements and weights approximate.



Nuclear Materials Detection Systei

System control
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Recommendations from Pilot Program

• .... consider pagers to be Customs principal portable
device for radiation detection.

• Modified x-ray vans and baggage systems were both
practical devices; consider for future (expanded) use.

• Portal (vehicle) detectors may be impractical at large
airports that have numerous egress points; may have
to limit egress points.



Recommendations from Pilot Program

Procedures

• As Song term enhancement, pager must filter out or
identify isotopes.

• Radioactive "hits" must be logged.

• Headquarters should provide training, a national
directive and more detailed SOP.



Recommendations from Pilot Program
(cont'd)

Procedures

• Intelligence should be provided promptly to field.

• Significant radiation detection events must be
handled expeditiously; may have to alter SOP.

• Outfit canine officers with pocket detectors.



of Radiation Detection

I. Initial detection of Gamma-Ray emitting materials

- Radiation pager
- Portal add-on to x-ray systems

II. Isotope identification

- Hand-held, portable spectrometer

. Action per SOP

- Release object/person
- Call in experts





Luggage Radiation Alarm
• Designed to be mounted to conveyor of

cargo x-ray machine

• Automatically screens baggage/cargo while objects
are also being x-rayed

• LED display and audible alarm

• Sodium Iodide detector w/pmt

• Excellent sensitivity

• Low false alarm rate
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• High sensitivity 11/2" x 2" NAI Detector

• 3 modes of operation
- survey mode
- dose meter mode
- spectral analysis mode

• Windows-based external analysis software provided



Benefits

• Fast and simple to use
-ready to use within two minutes
-controlled by only one button
-minimal training required

Versatile
-RS-232 Port for direct data acquisition,

retrieval of stored data or remote control

-Nuclide library can be customized to suit any
application



Operation

Nuchde Library

Am-241
Co-60
Ir-192
Sn-113
Na-24
Y-88
K-40

Maximum Storage

Cs-137
Eu-152
Ra-226
Na-22
Mo-99
Th-232

200 Nuclides



Radiation
Technology Assess

Program
(RADTAP



PURPOSE

To assess the current applicability, sensitivity
and robustness of a diverse suite of:

A. Gamma Ray Detection Equipment

B. Isotope Identification Equipment



Approach

• Invite private industry and the National
laboratories to enter off-the-shelf and
prototype equipment to be assessed by
Customs/DOE.

Select a remote location where radioactive
sources could be stored and used.



I Approach (cont'd)

• Using appropriate radioactive sources:

- Conduct technical tests to verify advertised
performance

- Develop realistic operational scenarios to
assess performance from Customs
standpoint

• Document results and procure equipment that
best meets the needs of Customs users.



Classes of Equipment Assessed

1. Worn by Personnel

2. Hand-held Detectors

3. Small Portal Detectors

4. Isotope Identification



Technical Test

Cesium 137 Alarm at 20 M R/hr at a distance
of one meter



Operational Scenarios

• Vehicle walk-by

• Vehicle drive-by

• Personnel walk-by

• Conveyor pass through

• Warehouse walk-through

• LD-50 airline cargo container walk-by

• Isotope identification



Portal Nuclear Contraband
Detector



U. S. Customs Service
Radiation Detection Technology Assessment Program

Instrument Evaluation Sheet

Company. ________________

Scenario:

Detection Alarm: Y N

Date:

Model:

Category: __

Alarm Level:

Display:
Readability
Readability in Sunlight
Understandability

Controls:
Ease of Use
Understandability
Robustness

Handling:
Weight
Handle Placement
Sensor Placement
(Ease of Pointing)

Portability
Ease of Locating
Source

Alarm:
Audible
Visual
Other
Timeliness

Worse

1
1
1

1
1
1

1
1
1

1
1
1

1
1
1
1

2
2
2

2
2
2

2
2
2

2
2
2

2
2
2
2

3
3
3

3
3
3

3
3
3

3
3
3

3
3
3
3

4
4
4

4
4
4

4
4
4

4
4
4

4
4
4
4

Bettc

5
5
5

5
5
5

5
5
5

5
5
5

5
5
5
5

Ease of Battery Replacement
(If applicable)

Scenario Usefulness (for
Customs Operator)

Remarks:

Worse Better

E valuator:



U. S. Customs Service
Radiation Detection Technology Assessment Program

Technical Evaluation Sheet

Company: Sensor Technology
Engineering

Weight: 0.33 lb

Date: Mav 13. 1997

Model: Rad Pager

Category: A.

D i m e n s i o n s : I " x 2 1/2" x 4 "

Minimum Sensitivity Criterion

(Cs-137 Alarm @ 20 nR/h) 1-2 Range Tripped Y N

Sensitivity to Common Isotopes

Remarks:
1. 1/2" x 1 1/2" CSI
2. To set alarm rate need to remove cover and adjust.
3. Ranges 0-9 per 2x power, calibrated for |iR/hr.
4. 1 yr battery life - throw away/replace

Isotope

Am-241 (50 nCi)

Co-57(212nCi)

Ba-133 (194.5 nCi)

Cs-137 (68.2 nCi)

Y-88(170nCi)

Th-232(~ 10 nCi)

1-131* (104.7 nCi)
Ba-133 (119 ^Ci)
Cs-137 (11 nCi)

U-238 0

U-235 0

Pu-239 ()

In.

Distance

83

283

232

79

227

26

253

49

149

466

nR/h

Alarm Rate

10

18

12

16

14

16

12

13

15

10

Comments

Evaluator:



Spectrum Analyzer Rating Sheet Date: May . 1997

Company:

Model:

Evaluator:. (Please Print)

Isotope is the actual Isotope being sensed. If the unit miss identifies the isotope,
record what it thought it was in the general and specific columns. Time is measured
from after equipment set up until identification occurs. The scenario and overall
rating sheets will also be filled out for these devices.

Isotope
Identified General

(I.E. Medical,
SNM)

Identified Specific
(I.E., U238)

Time to Identify



ANNEX XXI

Joint IAEA / WCO Technical Committee Meeting on
'Prevention, Detection of and Response to Illicit Trafficking in Radioactive Materials" ,

Vienna, 14 -18 July 1997

Field Demonstration of measurements to detect illicit cross-border
movement of radioactive material

at the

Austrian Research Center Seibersdorf, Thursday 17. July 1997

Programme

1300 Bus leaves IAEA Headquarters, Checkpoint 1

1400 - 1430 Welcome, Description of the demonstration program Ch. Schmitzer

1430-1530 Visit of the Dosimetry Laboratory H. Stadtmann

1530 - 1630 Demonstration of a fixed installed commercial portal monitoring G. Stehno
system and an advanced prototype unit with spectroscopic analysis

1630 - 1730 Detection/Analysis of radioactive materials in a car and in the P. Beck
environment with various portable instrumentation J. Cox, G. Klimon

J.F. Moreau

1730 Departure for Vienna or Wine Tasting Dinner at Gumpoldskirchen

2130 Bus leaves Gumpolskirchen for Vienna (Opera)



ANNEX XXII

TC-1020.2

INTERNATIONAL ATOMIC ENERGY AGENCY
DEPARTMENT OF NUCLEAR SAFETY

DIVISION OF RADIATION AND WASTE SAFETY

The WCO/IAEA
Technical Committee Meeting

to Develop Guidance Related to
Illicit Trafficking

IAEA Headquarters, Vienna
14-18 July 1997

Final Report of Working Group 1



Report of Working Group One
Findings

1. In accordance with the terms of reference the Working Group discussed and
revised the Chapters 1,2,3,6 & 8 of the Working Paper No. 3.

2. The Working Group proposed new formulations which are indicated in the revised
version of Working Paper No. 3., which is an Annex to this report.

3. The Working Group made a proposal for commonly used nuclear materials in
industry and research which have been specified in Table IV of Annex 1 and
revised an existing Glossary in order to facilitate better understanding of the text
Working Paper No. 3. However, some terms still need to be defined.

4. The Working Group formulated recommendations for further elaboration of the
proposed Annex 2 which are included in the Annex to this report likewise.

5 In accordance with Item 132 of Working Paper No. 3. the Working Group
understood that the term "radioactive material" includes nuclear material and non-
nuclear radioactive material. The "Draft Radiation Safety Guidelines" should
include those kinds of materials as already envisaged. However, it should clearly
be indicated which formulation refers to both and which refers only to one kind of
materials. The Working Group found that the formulation in the chapters
"Detection", "Response" and 'Training" can be applied for both kinds of materials.
As far as the chapter "Prevention" is concerned the situation is somehow different,
because of the existence of relevant legal binding regulations and
recommendations for nuclear materials (NPT, Safeguards Agreement with the
IAEA, INFCIRC/225/Rev. 3).

6. The Working Group recommended that it would facilitate the mutual
understanding in international trade, if general accepted radiological levels for
radioactive contaminated materials would exist, a problem which is still pending.
The Working Group has identified that the actual challenge with regard to illicit
trafficking of radioactive material is the use of contaminated material for the
production of consumer goods. Although the radiological risk can be considered
to be relatively low, this would increase the psychological threshold for all kinds of
applications of radioactive materials.
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Draft Safety Guide:

Prevention, Detection of and Response to Illicit
Trafficking of Radioactive Materials"

Table of Contents

1. INTRODUCTION

1.1. Background

110. As clearly stated in the IAEA Radiation Safety Fundamentals (SS120), radio-
active materials need to be safely managed because they are potentially hazardous
to human health. Special risks and hazards arise from the unauthorized receipt,
possession, use, transfer and disposal of radioactive materials. For the purpose of
this document, these activities - whether intentional or unintentional, with or without
crossing of international borders - shall be considered illicit trafficking. Both states
and international organizations have a responsibility for dealing with potential illicit
trafficking in radioactive materials. The IAEA General Conference of November 1994
adopted a resolution which called upon Member States "...to take all necessary
measures to prevent illicit trafficking in nuclear material. With respect to this
resolution, each Member State should develop a national framework, which specifies
the necessary and appropriate requirements to manage radioactive materials to
prevent illicit trafficking.

111. General radiation protection requirements are provided in International Basic
Safety Standards for Protection Against Ionizing Radiation and for the Safety of
Radiation Sources, IAEA Safety Series No. 115-1. In response to the Director
General's proposal, Measures against Illicit Trafficking in Nuclear Materials and
Other Radioactive Sources (GOV/2773), this Radiation Safety Guideline document
addresses those regulations, controls and methods which should be implemented by
Member States to address the problem of illicit trafficking in radioactive materials.

112. Some information on the different types and uses of radioactive materials and
previous events having resulted in serious, even fatal accidents, because of lack or
loss of control of radiation sources is detailed in Methods to Identify and Locate
Spent Radiation Sources, IAEA-TECDOC-804. Apart from damage to human health
and safety such activities may cause considerable costs for cleanup activities. The
cases of illicit trafficking in radioactive materials detected until now are likely to
represent just a fraction of the actual cases.
Recommendation: The English text should be reformulated by an English speaking

113. The safe management of radioactive materials relies on developing and/or
implementing of relevant laws and regulations, on establishing a regulatory control
authority, and on setting up the necessary operational capabilities.
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1.2. Objective

120. The objective of this document is to identify those aspects of the radiation
protection, nuclear safety and waste management infrastructure for control of
radioactive materials and elaborate on techniques and methodologies within the
infrastructure for accountability and effective control in order to deal with illicit
trafficking. This includes the protection of law enforcement officers, such as police,
customs and border guards as well as the general public against ionizing radiation.

1.3. Scope

130. This Radiation Safety Guide sets forth the elements within a radiation
protection infrastructure for establishing a system that provides for the
securitv/phvsicai protection and control of radioactive materials to prevent, to detect
and to respond to illicit trafficking.

131. The guidance of this document is primarily aimed at enabling Member States to
establish a new or to enhance an existing system for preventing of, detecting or
responding to illicit trafficking in radioactive materials. This includes the national
radiation protection and nuclear safety infrastructure as well as the regulations
concerning law enforcement and/or border control activities. Wherever technical
information is provided in this document or its annexes, guidance may be taken by
those responsible for the development, construction or selection of measuring and
detection equipment, for the training and qualification of personnel as well as for
other elements of dealing with illicit trafficking in radioactive materials.

132. This document addresses all radioactivefactiaoactive materials, such as
sources, wastes, nuclear materials etc. It is recognized that nuclear materials are-ef
should be subject to Safeguards for non-proliferation purposes according to the
NPT. the Convention of Physical Protection and the recommendation of the IAEA on
the Physical Protection of Nuclear Material nNFC>RC/225/Rev.3) and that special
nuclear materials (HEU and Pu) should be under physical protection -to reduce the
risk of uncontrolled movement of such materials.

2. POSSIBLE ORIGINS OF ILLICIT TRAFFICKING

201. Radioactive materials,, are uood most frequently used in Member States. These
applications may range from short lived radioisotopes for nuclear medicine or high
activity sealed sources for radiation therapy for*© industrial and research purposes
using sealed or unsealed radioactive sources. Many Member States maintain a
nuclear power proarampropfamms. requiring production and transportation of
nuclear fuels as well as the reprocessing of spent fuels and the safe
decommissioning of nuclear facilities. All applications of radioactive and/or nuclear
materials may result in the production of radioactive wastes that need to be safely
managed, processed, stored and/or disposed off. Within this wide field of
applications of radioactive and/or nuclear materials there may be various causes or
motives for illicit trafficking.
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202. A few of the more typical examples are:

• Loss of control or loss of security of radioactive materials e.g. those in iong-term
storage, due to failures? of the responsible authorized user and/or the regulatory
infrastructure. When such materials are contained in equipment such as
teletherapy heads or industrial gauges, they may be unintentionally sold as part of
scrap metal, in other instances the materials may simply be "found" by
unsuspecting individuals. In either case, the consequences could be very large
(Mexico, Goiania, Estonia).

• Materials slightly contaminated with radioactive isotopes &v which are released
without clearance rules and reappear in domestic or international markets; most
typically in the form of scrap metat or recycled scrap metal. The release may be in
"good faith" and the radiation risk is usually low, in spite of this, countries refuse
to receive the materials if measured values are above those of the natural
radiation level. These strong demands are certainty due to the fact that industrial
branches do not want to be accused of using radioactive metals for the production
of goods, like for cars or household appliances. This would be fatal for these or
other branches of industry. This can be considered as an actual challenge with
regard to illicit trafficking jn radioactive materials.

• Radioactive wastes, which jsafe diverted or prevented from authorized storage of
waste disposal, for instance, in order to avoid the high cost of disposal. This is
deliberate, could cause injury and could lead to high recovery costs.

• Radioactive materials, as well as nuclear materials, which are trafficked with the
idea that they could be used for the construction of a nuclear explosive device
useful in a nuclear weapons programme or as a threat. This is deliberate, and
persons involved usually know that they are breaking the law. Very often, persons
committing such offenses have very Jittle understanding of the technological utility
of such materials, their hazards or their market value. In these kinds of cases, the
materials are often obtained in one country and attempts made to deliver or
market it in another. A list of examples as given in Annex 1 is typical but not
complete

3. Prevention of Illicit Trafficking by a National Regulatory Infrastructure
Control Mechanism

310. This section describes the main features of a national radiation protection, nu-
clear safety and waste management infrastructure aimed at preventing the loss of
control including unauthorized receipt, possession, use, transfer, import/export and
disposal of radioactive materials. The relevant features of the infrastructure which
pertain most directly to illicit trafficking are extracted from the body of components
and functions of a national infrastructure as identified in the BSS. the regulations of
the State's Systems of Accounting for and Control of nuclear material (SSAC) and
related IAEA documents.

311. The infrastructure must be founded upon national legislation, which establishes
a Regulatory Control Authority empowered to issue, or propose to competent bodies,
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regulations; grant authorizations for receipt, possession, import/export and use,
transfer and disposal; to conduct inspections and enforce regulatory requirements.
The legislation must aiso provide the Regulatory Contra! Authority with capability to
take actions leading to recovery or control over radioactive materials in the event of
loss, diversion, theft, unauthorized possession and finding.

312. The main requirements of regulations administered by the Regulatory Control
Authority aimed at preventing illicit trafficking are requirements to obtain
authorization for possession of radioactive materials, requirements for the security of
radioactive materials, requirements to maintain records of receipt, use, import/export
and transfer of radioactive materials, requirements to conduct periodic inventories of
radioactive materials to ensure that they are in their assigned locations and are
secure, requirements regarding prompt notification of the Regulatory Control
Authority of lost radioactive materials, or loss of control over radioactive materials.

313. The system of authorization as described in the BSS includes notification and
registration of licensing. In general, the BSS apply these terms to broadly indicate a
type or level of control, based upon the level of risk or complexity associated with
practices employing radioactive materials; notification being applied to the lowest
order of/ risk or complexity, and licensing being the highest. It should be noted, how-
ever, that some Member States have these terms imbedded in their legislation and
regulations, and they are often employed somewhat differently than in the BSS. For
example, some Member States may apply the term "registration" for their system to
authorize the use of radioactive materials and reserve "licensing" for nuclear fuel
cycle facilities and nuclear power plants.

314. As employed by the BSS, notification applies to low hazard radioactive
materials, provides information to the Regulatory Control Authority about possession
and use of such materials, but does not require approval of the Regulatory Control
Authority before taking possession of low hazard radioactive materials. For purposes
of preventing or responding to illicit trafficking, notification is not very effective since
it does not apply control over transfer of radioactive materials. Therefore, it should
be applied only to radioactive materials of low hazard.

315. For purposes of illicit trafficking prevention, there is little distinction between
the functions served by registration and licensing. Both require the granting of an
authorization prior to possession of radioactive materials. Information contained in
an application for either registration or licensing, which is relevant to responding to
illicit trafficking, should include: types of radioactive materials and quantities author-
ized, identification of any equipment in which the radioactive materials are used, the
type of the practice, location of use and storage, and identification of the individuals
responsible for the security/physical protection and safety of the radioactive
materials. The system should require that no transfer of radioactive materials may
take place unless the person making the transfer has in its possession a copy of the
authorization (or equivalent documentation) issued by the Regulatory Control
Authority authorizing the recipient to possess the radioactive materials.

316. Other regulations relevant to prevention of illicit trafficking include:
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Records of accountability maintained by those authorized to possess radioactive
materials including records of receipt (material type, strength, chemical and
physical form, associated equipment, processor, manufacturer, vendor),
operational losses (e.g., radioactive decay, administration of radiopharmaceutics
to patients) and final disposition (release under clearance levels, transfer or
export to other users, transfer for disposal.)

Requirements for security/physical protection of radioactive materials to prevent
theft or unauthorized transfer. The type and level of security needed will depend
on the practice, the level of possible hazard and the risk of theft or loss. Security
is an issue which should be addressed in an application for registration or license
or otherwise included in practice specific regulations.
Recommendation: The English text of the last sentence should be reformulated bv
an English speaking expert.

• Requirements to conduct periodic inventories of radioactive materials to
confirm that they are in their assigned locations and are secure. Records of the
inventory and findings should also be required. The appropriate intervals for in-
ventories depend on considerations simitar to those for security. For example, a
large university that possesses multiple radioactive materials used for many re-
search purposes by many different individuals may require a more frequent in-
ventory than might be the case of an industrial organization using several indus-
trial gauges on production lines.

• A requirement to notify the Regulatory Control Authority of the loss of control over
radioactive materials due to theft or any other reason. The notification should
include a description of the radioactive material and any associated equipment, its
last known location and the circumstances associated with the loss to the extent
known. The timing and means of notification, e.g., preliminary notification by
telephone followed by details in a written communication will depend on the
nature of the hazard involved. In any case notification should be reasonably
prompt, since successful response and risk reduction depend very much on
prompt actions.

317. Compliance monitorfRf-should tee-conducted py-tThe Regulatory Control
Authority hasjo deterrntne-suBervisj^whether relevant regulations and authorization
conditions are being met. Key elements of compliance monitorino-this supervision
with respect to illicit trafficking are: on-site inspection particularly with respect to
examination of records to ensure that radioactive materials are maintained within the
system of authorization^ event- that proper notification of events, fcerriyjtjisjoss, or
potential lossr of control has been undertakers and periodic feedback from users on
the status of radioactive materials is maintainedr-e^T- which includes confirmation
onf the conduct of a periodic inventory taking.

318. The Regulatory Control Authority should have a pre-established enforcement
policy to correct noncompliance with regulatory requirements. Enforcement
mechanisms will vary among Member States depending on the legal system.
Whatever According to the legal system, the enforcement policy should establish
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penalties which provide strong incentives on the part of authorized users to prevent
loss or illicit trafficking of the radioactive materials for which they are responsible.

319. With regard to the foregoing it should be emphasized that existing regulations
in the field of Safeguards and physical protection of nuclear materials serve already
the prevention of illicit trafficking. They are already in force and thus are legally
binding For this reason there is no need to include these regulations in detail here.

4. DETECTION OF ILLICIT TRAFFICKING

4.1 Types of Radiation

In general, gamma radiation monitoring should be applied to detect illicitly trafficked
radioactive materials. For the purpose of detection of nuclear materials, especially
with higher sensitivity (smal/ amount, shielded materials), neutron detection systems
may be useful.

4.2 Types of Monitoring

420. During an investigation, two categories of measurement should be distin-
guished .

• gamma and/or neutron detection. This is used to detect the presence of ra-
dioactive materials

• dosimetry : it is used to inform the investigator about the level of radiation
emitted by the radioactive materials. Two types of alarm should be determined
for the protection of the investigator, the dose rate and the integrated dose

421 Radiation monitoring for detection of illicit trafficking is an essential part of the
control of radioactive materials. It is a useful method to provide non-invasive interro-
gation of flows of people and transport vehicles crossing check-points, which neces-
sitate that monitoring be performed over a short period of time. It is particularly im-
portant in instances where control over or security of radioactive materials has been
lost and as an adjunct to response. Monitoring should be performed at control points
which have the greatest potential for identifying illicit trafficking, i.e., boundaries of
nuclear and radiological facilities, customs check points, etc.

4.3. Instalment Categories

430. Instruments to detect illicit trafficking in radioactive materials can be divided
into three basic categories:

• Hand-held instruments
• Portable and mobile instruments
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• Fixed installation instruments

All of these types of equipment are capable of measuring ranges from background
level to at least 1 Sv/h.

4.3.1. Hand-held Instruments

These types of instruments should be easy to use, even by untrained staff and allow
quick, qualitative control of suspect materials. They have to be battery powered and
shock- and water-resistant with low maintenance requirements. Auto ranging pref-
erably with digital and analog LCD display is a further requirement. The detector
types are typically scintillators (plastic or Nal), semiconductors or proportional
counters. GM- counters are usually not sensitive enough for this application.

4.3.2. Portable and mobile instruments.

There is a group of portable instruments that are more sophisticated but also more
bulky. They typically use Nal or plastic scintillators and associated electronics and
may include multichannel analyzer for gamma spectroscopy to determine the identity
of radioactive materials. However, these instruments need trained staff, are more
affected by the environment (shock, water, temperature, etc.) and are more expen-
sive. With a number of additional options these instruments approach a type of field
laboratory and are typically used when radioactive materials have been located by
hand-held instruments. These instruments allow a more accurate determination of
the material composition, in addition, systems have been developed that are mobile.
They can be mounted on vehicles, helicopters or vessels and are utilized to examine
large scale search areas or to detect small amounts of or shielded radioactive mate-
rials at a larger distance.

4.3.3. Fixed Installation Instruments.

Fixed installation instruments are designed to be located at border control stations,
airports, ports of entry, conveyor belts, scrap metals plants, etc. Any place where
materials are in transit is a potential location for these systems to detect unautho-
rized movements of radioactive materials or nuclear materials. They should be in-
stalled as close as possible to the object to be monitored in order to optimize the
sensitivity. Alarms and display instalments are usually installed in an area away from
the detector system. These instruments require no highly specialized training of staff
and allow a continuous flow of persons, luggage or vehicles with reasonable speed.
Even for fixed monitoring systems, it may be necessary or useful to transfer them to
other locations. This might be facilitated by their design and by adequate preparation
like e.g. foundations, fixing points, power supply and signal connections, etc.

4.3.4. Personal Protection. In accordance with the BSS and national radiation pro-
tection regulations, personnel operating radiation monitoring should utilize adequate
protective equipment and procedures. This will typically include the use of personal
alarm dosimeters.

4.4. Basic Requirements for Monitoring Instruments
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Monitoring Instruments used to detect illicit trafficking should:

• allow for the inability to directly access the radioactive materials,
• be compatible with routines of check point inspections,
• be simple to operate, simple to maintain, and should require minimum manpower

for its operation,
• take background radiation into consideration

5. RESPONSE TO ILLICIT TRAFFICKING

5.1. Requirements for Response

510. Response refers to action taken to bring radioactive materials under control
and/or bring a situation under appropriate radiation protection control. In the context
of this document, response is required where information, or suspicion, exists about
radioactive materials not being under appropriate control. Irrespective of whether or
not the radioactive materials are of national or foreign origin, the need for response
should be recognized and carried out by the Member State where the radioactive
materials currently reside. Circumstances requiring response include.

• detection of unauthorized or uncontrolled radioactive materials through radiation
monitoring

• a report about radioactive materials having been found
• a report about something suspected to contain radioactive materials
• a report about an accident involving, or suspected to involve, radioactive

materials
• a report about the detection of instances of non-compliance with the transport

regulations
• a report about illegal transboundary movement of radioactive materials

5.2. Planning for Response

Member States should have a pre-established plan to respond to illicit trafficking
and/or loss of control of radioactive materials. The plan should be implemented upon

| notification of loss of control or when the Regulatory Control Authority otherwise
becomes aware of possible illicit trafficking

510. The type of response depends very much on the particular circumstances, e.g.
the type of radioactive materials, where they are located and potential pathways of
exposure. The plan should typically include:

• notification of police, customs officials, etc. with relevant information aimed at
recovery of the radioactive materials

• measurements to be made for detection and analysis
• methods for securing the radioactive materials
• transport arrangements
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temporary storage arrangements
public information, if applicable, about the radioactive materials, including a de-
scription of the materials, labeling and associated equipment, etc., the nature of
the hazard and instructions of what to do and whom to notify, if found. Public in-
formation is intended to prevent accidental exposure as well as aid in the recov-
ery. Public information should be broadly disseminated through the news media.

6. EXEMPTION AND CLEARANCE

601. The BSS rentain tables of activities and criteria for establishing quantities and
concentrations of radioactive materials ferMbelow which regulatory control is not
justified based upon low individual risk, low collective radiological impact and the
unlikelihood of scenarios leading to conditions in which the individual risk or
collective impact criteria would be exceeded. The BSS also contain tables of
activities and concentrations below wfoiGfr-r-efylatory control is not justified Such
quantities can be exempted from regulatory control, or authorized users may be
cleared to release such radioactive materials without further regulatory control.

602. Small quantities of radioactive materials may appear in consumer products,
e.g., smoke detectors and luminous dial watches, recycled material after release un-
der clearance provisions, or in the form of slightly radioactive normal trash and
waste. If sensitive monitoring instruments are used, it is possible that in certain
situations, exempted or cleared radioactive materials will be detected. Thus, detec-
tion of very low levels of radioactivity may require more detailed examination to
determine tf-weatherjhe signal is either due to natural radioactivity, false alarms
(medical isotopes in persons, lantern mantels, smoke detectors, camera lenses,
irradiated oemstones, etc.) or weather it is an indication of a potentially serious illicit
trafficking problem.

7.TRAINING

710. Training is an essential element to enable customs, border control and other
law enforcement staff to prevent, to detect, and to respond to illicit trafficking.
Adequate training (in terms of duration, details of information etc.) should be given to
each level of the organization to address this problem (border officials, senior staff,
trainers etc.)

711 A typical training scheme should include information on the nature and effect of
ionizing radiationradioation, on the properties and applications of radioactive
materials, on monitoring and detection principles and techniques, on national and
international radiation protection, safety and security requirements (including
regulations and procedures for personal protection) and on proper response
activities in case of detected radioactive materials.

712. It is advisable to utilize advanced presentation and lecturing technology, such
as video systems, computerized equipment etc. Training courses should be
repeated at adequate time intervals and should include practical exercises and drills.
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713. For the scope and contents of an internationally accepted training module see
Annex 5.

8. COOPERATION AND EXCHANGE OF INFORMATION

8.1. General

810. An effective prevention, detection and response program in respect of illicit
trafficking of radioactive materials requires a well developed cooperation and ex-
change of information scheme both at national and international level.

811. The primary purpose of the current initiatives is to strengthen Member States
and international organizations and enable them to avoid duplication and overlap.
This section therefore only outlines the basic points which are not exhaustive and
limited.

8.2. National Level

820. A comprehensive national prevention,, ̂ detection and response program should
include all competent national Agencies, such as nuctear safety and radiation pro-
tection authorities, law enforcement agencies, as well as Customs services in accor-
dance with the national legislation in force. Therefore, the co-operation, co-ordina-
tion and exchange of information among the relevant organizations become more
important to implement any national action plan to prevent, to detect, to respond to
the illicit trafficking.

821. For efficient cooperation and communication, Member States should:

• Set up effective coordination and control mechanism includingjhe establishment
of points of contact points network.

• Enhance cooperative intelligence, Customs and Law enforcement efforts to pre-
vent uncontrolled movement and sale of smuggled radioactive materials.,

• Efficient exchange of information at national and international levels concerning
illicit trafficking and loss of control of radioactive materials,

• Establishment of reliable, extensive, consolidated and continuously update data-
base on cases of illicit trafficking via a common reporting scheme,

• Common notification and reporting format,

• Encourage bilateral and international assistance and co-operation in the field of
illicit trafficking^

8.3. Bilateral and Regional Level

830. Member States should consider the possibility of the establishment of close
cooperation and exchange of information with neighboring countries or the countries
which have already been identified as the possible source of origin of seized radio-

Draft 97/07/17 11:34 page 11



active materials. This initiative will certainly foster bilateral, regional and interna-
tional cooperation and communication concerning illicit trafficking in radioactive
materials as well as create an opportunity to review the existing control mechanism

8.4. International Level

840. Secure handling of radioactive materials, physical protection of radioactive
materials, efficient accounting and control systems, detection and response pro-
grams are Member States responsibilities. However, the IAEA and the relevant in-
ternational organizations such as World Customs Organization (WCO),
ICPO/lnterpol, EC have an essential key role in reminding and assisting Member
States to increase their competence and awareness in the prevention, detection and
response areas and increase their vigilance in combating illicit trafficking.

841. International organizations should intensify their assistance particularly in the
area of illicit trafficking prevention, detection and response to States or national enti-
ties that may need and wish such assistance. Tfos-cCooperation among Member
States should include the establishment of permanent contact points, sharing of
information and expertise, taking part in each others technical meetings, supporting
each others programs withm their own capabilities. For this purpose, Member States
should communicate the illicit trafficking cases or seizure-information on confiscated
material to the relevant international organizations in accordance with their national
legislation and communication channels.

8.5. Current Situation

850. The IAEA has already established close cooperation with the relevant inter-
governmental and non-governmental organizations through the interagency meeting
"Illicit Cross-Border Movement of Nuclear Materials and other Radioactive Sources"
held in 1995 and 1996 and in the context of bilateral or multilateral co-operation.
Within these efforts, the close co-operation between the IAEA and the WCO has
been developed in the area of administrative and training fields in order to support
the border control activities. In 1995, the IAEA started to operate the database on
illicit trafficking and made it available to Member States and international
organizations within the established procedures. The IAEA has established a
network of contact points at national and international levels. The IAEA always
encourages Member States and international organizations to communicate and
cooperate in the area of illicit trafficking to harmonize the policies and measures
taken by the individual Member States.
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Table IV: Nuclear Materials in Industry and Research

• Uranium with different enrichment, ranging from natural Uranium up to HEU
• Plutonium with different nuclide composition
• Thorium
• Depleted Uranium used as shielding material (e.g. transport containers),

counterbaiiasts and weights.
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ANNEX 2:

The Working Group is on the opinion that Annex 2 should deal with the
security/physical protection of radioactive materials and that nuclear material and
non-nudear radioactive material should be included.
For nuclear material relevant recommendations already exist (INFCIRC/225/Rev 3).
For non-nuclear radioactive material analogue recommendations should be
elaborated. The Working Paper No. 5 is considered as a draft of such
recommendation.
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APPENDIX VI

GLOSSARY

Terms listed below are defined in accordance with the meaning in which they
are used in this document.

Clearance

Decommissioning*

Regulatory Control Authority

Control of Radioactive Materials

Removal of radioactive materials or
radioactive objects within
authorized practices from any
further control by the Regulatory
Control Authority.

The individual or office of a
national authority who is
responsible for the radiological
health and safety of the citizens
and is empowered to act in the name
of the national authority in
radiation health matters.

The act of maintaining permanent
supervision by proper authorities
over the production, use, storage,
transport and disposal of
radioactive material.

Detection*

Illicit Trafficking

Infrastructure

The unauthorized receipt,
provision, use, storage, transfer
or disposal of radioactive
materials, whether intentional or
unintentional and with or without
crossing of international borders.

The legal systems, technical
resources, scale of installations,
and related factors that are in
place by the national authority to
prevent illicit trafficking.

* Definition Required



Intervention

Low hazard radioactive material*

Monitoring

Non-proliferation

Any action intended to reduce or
avert exposure or the likehood of
exposure to sources which are not
part of a controlled practice or
which are out of control as a
consequence of an accident.

The measurement of dose rates or
contamination for reasons related
to the assessment or control of
exposure to radiation or
radioactive substances, and the
interpretation of the results.

A broad term applied to some
international agreements having to
do with limiting the illegal avail-
ability of nuclear material and
thus reducing the capability for
the production of nuclear weapons.

Nuclear Material

Practice

Radioactive Material

Radioactive Waste*

Reprocessing*

Safeguards

A classification of radioactive
material that is subject to
safeguards and physical protection.
Uranium, Plutonium and Thorium fall
into this classification.

Any human activity that introduces
additional sources of exposure or
exposure pathways or extends
exposure to additional people or
modifies the network of exposure
pathways from existing sources, so
as to increase the exposure or the
likelihood of exposure of people or
the number of people exposed.

Nuclear material and waste.

A control program designed to
maintain rigid control over nuclear
material based on the Non-
Proliferation Treaty. (See Nuclear
Material)

* Definition Required



Sealed source Radioactive material that is (a)
permanently sealed in a capsule or
(b) closely bounded and in a solid
form. The capsule or material of a
sealed source shall be strong
enough to maintain leaktightness
under the conditions of use and
wear for which the source was
designed, also under foreseeable
mishaps.

Source Nuclides that may cause radiation
exposure, by emitting ionizing
radiation.

* Definition Required
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1 Purpose

The IAEA will conduct a technical and operational assessment of nuclear radiation detection

equipment for monitoring at borders. The purpose of the evaluation is to assess the capability,

sensitivity, and robustness of a diverse suite of gamma/neutron radiation detection and

identification equipment, both commercially available and field prototype, under laboratory

and field experiments. It is anticipated that the results of IBRAP will allow Member States to

examine the compatibility of equipment performance with their requirements, applications,

and detection strategy, and should aid potential purchasers in the selection of a system

appropriate for their particular needs.

2 Equipment Categories

The desired suite of radiation detection equipment includes instruments that are:

- Car monitors
- Truck monitors
- Rail-car Monitors
- Airport passenger monitors - moveable or fixed
- Airport baggage/parcels conveyor monitors
- Hand-held monitors
- Hands-free 'pocket' or 'belt' monitors

3 Assessment Location/Dates

IBRAP will be conducted at the Austrian Research Centre SEIBERSDORF, near Vienna
during (period to be decided, 1998 ??)

4 Assessment Team

SEIBERSDORF and Austrian/Hungarian Customs personnel will perform the assessment

through a variety of operational scenarios, with additional support of others (invited) Customs

and research groups. (REM: These groups should be especially invited by the IAEA to

support and /or observe the program).
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5 Objectives

The objectives of IBRAP are:

1. Conduct a quantitative evaluation of gamma/neutron radiation detection and
identification equipment performances.

2. Obtain qualitative information on normal operational aspects of these systems
under simulated and actual Customs scenarios.

3. Derive performance requirements and specifications for border monitoring
instrumentation, to be used for the IAEA Safety Guide on "Prevention,
Detection of and Response to illicit trafficking in radioactive materials".

4. Compile assessment results and publish report.

6 Methodology

It will include 3 steps:

6.1 First step

In the nuclear industries, numbers of radiation monitors and identification system exist to

cope with lots of environments, regulations, facilities, a.s.o .... It must be recognised that only

some of them will meet the particular requirements of Customs or law enforcement use. As

the resources of the IAEA are limited as well as the experimental period , a pre-selection of

the equipment which will be tested will be done from a paper and literature study of monitor

and identification systems, based on the suppliers specifications. Documents and reports

including test reports from independent laboratories will be considered.

6.2 Second Step

Understandably, the requirements, applications, and utility of nuclear radiation detection

systems are quite diverse. Thus, assessing their performance in each of the many "real world"

scenarios and conditions typically encountered by law enforcement agencies is impractical

with the limited resources available. In order to eliminate the varying "real world" testing

conditions, segments of the IBRAP performance evaluation studies are confined to a

controlled environment. When these results are tabulated along with the instruments physical

specifications and performance results, a measurable and repeatable scenario is established as

an accurate reference standard, eliminating subjective results.
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The evaluation measurements are designed to gain information and understanding related to

the potential field utilization of nuclear radiation detection systems. Specifically, the

measurements are focused on evaluating each individual instrument's capability to detect

and/or identify gamma/neutron radiation. Evaluation scenario specifics will vary based upon

the category of the instrument to be assessed. All measurements associated with the

assessment are to be performed in a well controlled environment employing standardized test

procedures.

6.3 Third step
Finally an on-site test in a Border environment will be performed with a limited number of

equipment of each category.

7 Standard Target Response

A standard target sequence of additional measurements will be performed for instruments that
successfully pass the initial evaluation. These measurements will be used to determine the
instrument's sensitivity to a sequence of gamma ray radiation energies.

The following array of isotopes will be included in the assessment

1.
2.
3.
4.
5.
6.
7.
8.
9.
10.
11.

241Am
57Co
m B a
137Cs
60Co
208Tl/232Th
252Cf
AmBe
Pu

99

Standard target response will be accomplished by placing the instrument at pre-determined

distances (perpendicular on axis and parallel to the radiation source) from each of the above

isotopes. The instruments ability to provide an alarm will be recorded, along with the

readings from a calibrated health physics instrument, for each measurement point. Should the

instrument include a means of indicating radiation intensity or a mode that assists an operator

to "home in" or "locate" the position of the radiation emitter, it will be recorded as well.
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The evaluation staff will extend every effort to ensure all instruments, in a given category, are

subject to an identical assessment procedure. Any deviation from the established measure-

ment methodology will be noted with an appropriate caveat.

8 Specifications Verification

For the verification of specifications we distinguish two kinds of instruments

Detectors systems
Isotope Identification systems

8.1 Detectors systems

The specifications verification for detectors will be, performed for all categories providing a

detection alarm based on radiation intensity, with sources of ionizing radiation removed from

the immediate evaluation area. The instrument will be operated according to the manufac-

turer's instructions and its response to background radiation will be evaluated. The minimum

gamma activity for detection of the instrument is 500 kBq of 24lAm at I m distance in a

4-6 km/h walk by for fixed monitoring systems and 1000 kBq of 24lAm for portable monito-

ring systems. Instruments failing the minimum radiation detection criterion will undergo no

further measurements and will be rejected from the IBRAP.

8.2 Isotope Identification systems

For isotope identification gamma ray spectrometers are intended to reveal isotopic identifica-

tion using portable instruments capable of providing analysis results in simple, non-technical

terms to Customs officers and other law enforcement personnel. Please be advised that any

instrument requiring the user to analyse or interpret a classical nuclear spectrum is

unacceptable.

This type of radiation detection and/or identification instrument would typically reside

unattended in storage for most of its useful life but must be prepared for immediate deploy-

ment. Employment of a spectrometer would usually coincide with an alarm from a gross

count instrument whose results could not be rationalized through normal Customs procedures.

A minimal time period should be consumed for instrument warm-up, initial calibration, and

verification of its readiness for use. Self calibration, without a requirement for an externally
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provided isotope, is desirable. The evaluation staff will extend every effort to ensure all

instruments are subject to an identical assessment procedure. Any deviation from an estab-

lished measurement methodology will be noted with an appropriate caveat.

9 Preselection of equipment

The parameters to be considered in the preselection of equipment will be mainly:

- the sensitivity of the detectors systems

- the simplicity of the results given by the identification systems

- the following parameters:

1. Utility of the operator's manual

2. Physical size, weight, ease of integration into a Customs scenario

3. Ease of operation

4. Utility and clarity of user controls

5. Alarms (audible, visual, vibration, etc.)

6. Display characteristics and ease of interpretation

7. Battery type, life and ease of changing if applicable

8. Estimate of robustness and survivability in a typical Customs

environment

10 Assessment Scenarios

To the extent resources permit, realistic Customs operational scenarios will be simulated as

indicated below. Radiation sources will be placed in various locations (e.g., baggage,

containers, packages, vehicles, etc.) and the ability of instruments to detect and locate (if

capability exists) the source will be assessed. IAEA Personnel will conduct inspection

operations in a standardized fashion under each scenario using the instrument under

evaluation. IAEA personnel will not have prior knowledge of where target sources have been

placed. A spectrometer-type instrument will be employed upon detection of a radiation

source by a gross gamma ray detector and assessed for its isotopic analysis capability.

A classification of the equipment will be done at the end of the period of the test. Only the

best will go through the next step.
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10.1 Assessment Scenarios in a border environment

Equipment will be installed by the manufacturer in actual conditions at a border crossing and

in an airport,. They will be operated according to the specifications of the manufacturers by

the Customs officers who will receive the needed training.

11 Qualitative Evaluations

Although admittedly subjective, each Customs officer participant will provide an evaluation

of the operational aspects of instrumentation used in accordance with the following

parameters. A qualitative assessment provides vital insight from a non-technical person as it

relates to usability in an operational environment.

1. Utility of the operator's manual

2. Physical size, weight, ease of integration into a Customs scenario

3. Ease of operation

4. Utility and clarity of user controls

5. Alarms (audible, visual, vibration, etc.)

6. Display characterise and ease of interpretation

7. Battery type and ease of changing if applicable

8. Estimate of robustness and survivability in a typical Customs environment

12 Assessment Report

The final IBRAP report will be treated as proprietary data and distributed, at the discretion of

IAEA, within official government basis. The quantitative and qualitative results will be issued

with no explicit conclusions or recommendations, Participants/vendors will receive the

assessment results from their equipment only.
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Annex IV
Response Measures

Scenarios are taken from Chapter 5, Section 5.1.

1. Detection of unauthorized or uncontrolled radioactive materials through radiation
monitoring.

—> Localize the source
—>Note the following, if possible

• Radiation levels
• Documents, such as freight documents and invoices, labels as well as other relevant

information

-»Isolate the item or the area, if necessary.

—> Contact the radiation protection authority and observe the instructions given.

2. A report about radioactive materials having been found.

—> Isolate the item or the area.

—> Take note of the following if possible:

• Radiation levels

• Documents, labels and other relevant information

• Exposure times and identity of exposed persons (for dose evaluation and medical
treatment, if applicable)

—> Contact the radiation protection authority and observe the instructions given.

3. A report about something suspected to contain radioactive materials.

Follow the same procedures as for radioactive materials, unless radiation
measurements states that the object is not radioactive.

4. A report about illegal transboundary movement of radioactive materials.

-> Alert the border station(s) in question.

—> Provide them with all available information regarding time and source of the
information, time and place for the anticipated counter-measures, the possible
amount, material and origin together with all other relevant information.



—)• Request the radiation protection authority to be ready to assist if material is seized.

-» Take necessary precautions for protection of personnel and environment in
connection with a seizure.

-> If material is seized, follow the procedure under scenario 1.
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/. TERMS of REFERENCE:

The Working Group 's task is to discuss and review the IAEA/WCO Training
Program, to provide advice and recommendations for its upgrade and
improvement and to derive a syllabus and modules for different levels of training.

//. SCOPE OF THE WORK:

The Working Group 4 (WG4) actively discussed the subject and recognized the
importance of the awareness & training issue for Customs services and law
enforcement agencies in the field of effectivly combating illicit transboundary
movement of nuclear and radioactive materials.

The Working Group also noted that awareness & training issues were too
broad subjects and need to be examined in the light of Member States' and
related agencies' specific conditions and requirements. However, the WG4
decided to elaborate this issue and developed a syllabus, produced some
criteria for assessment and adopted some recommendations .

However, it should be noted that the syllabus developed and the
recommendations adopted in this paper are not exhaustive. Additionally, these
should be interpreted according to national needs , subject to review and
modification based on national requirements.

The Working group also wished to recall the possibility of designing three kinds of
awareness & training programs for Customs services and other law enforcement
agencies.

(1) Train-the-trainers course: The objective of this program is to train the
existing trainers by providing necessary instructional techniques in this respect
and hence to set up a trainers pool with a view to employing them in order to
train the front line officers such as Customs inspectors.

The working Group is aware of the technical aspect of this kind of training course
and strongly recommends Members to handle this program deliberately
in close collaboration with nuclear competent authorities (national,
regional or international such as IAEA,WCO, ICPO/lnterpol) who could
provide the necessary administrative and technical support.

The Working group wishes to refer to the WCO Enforcement Training Module on
Nuclear material as an international example of a syllabus in this respect.



(2) Awareness &Training Program: The objective of this program is to train
Customs officers and other law enforcement officials by providing essential ,
practical as well as comprehensive information on nuclear and radioactive
materials and illicit trafficking in such materials.

This could be designed for a "LONG" or "SHORT" period. The Working group
produced an example of a syllabus for a long term training program for Customs
services. It is basically taken from the syllabus employed at the WCO/IAEA joint
train-the-trainer course for Customs trainers of Eastern and Central Europe.
However, this syllabus could easily be modified for SHORT term training
program removing some parts of it accordingly.

(3) Awareness seminar: The objective of this seminar is to heighten the
awareness among, particularly, policy makers , decision makers or senior
managers to assist them with the provision of basic knowledge. The length of the
course will be based on the number of participants, time and resources available
etc. A base line recommendation would be a-one day seminar.

///. STRUCTURE OF GUIDELINES:

The basic structure of this guidelines consist of the following sections:

(i) Syllabus for Short and Long Term Training Courses:

Available resources for any training program always have a direct effect from
preparation phase to conducting phase. Among these resources, the " time"
component is recognized as an essential element for designing an Awareness
& Training program. The Working Group therefore decided to develop the
syllabus for SHORT TERM and LONG TERM training programs ".

The short term training syllabus has been suggested for senior managers to
raise awareness and to help them to lay down guidelines to counteract illicit
trafficking issues at the country level.

The syllabus for long term training program was basically designed for front line
officer such as Customs inspectors.

It is important to note that the Working Group has deliberately avoided
emphasizing any specific period of time for long and short term training programs
in this respect. However, due to practical reasons, the Working group has
proposed a "one day" for short term and a "five days" for long term training
programs.



(ii). Assessment techniques:

The Working Group also suggested some "Assessment Techniques" in order to
help the agencies in planning and evaluating their training activities before and
after conducting courses. These criterias are not exhaustive. These should be
interpreted as a serie of criterias applicable " before" and " after" the training
program in order to guide agencies for their own assessment work.

(Hi). Recommendations:

Finally, the Working Group has adopted some recommendations for the WCO
and the IAEA as well as Member States in this respect.

IV. ASSESSMENT BEFORE AWARENESS/TRAINING PROGRAM

Customs service or other national law enforcement agencies concerned would
utilize the following points before taking any action or deciding what kind of
training program would be the most beneficiary for the service.

(I). Current experience & feedback:

- Has your administration or other national agencies concerned already
conducted a similar training program? If so, please review these files where
appropriate and try to employ the existing experience and training materials
where possible?

- Has your administration already participated any national or regional or
international meeting,seminar, training programme in the country or abroad? if so,
please utilixe the available resources of your administration's participation.

(ii) Target Population:

- Who will be the participants of the training program? Are they policy makers or
decision -makers or practitioners such as Customs inspector, Police officer ?

- What is the average age of the participants and the breakdown of the group by
responsibilities, education, rank ?

(Hi). Background of participants :

- What is the participants' basic knowledge on radioactive materials?

- Do they already have some theoretical or practical information and
experience on radioactive materials or illicit trafficking of radioactive materials?



- Have all or part of the participants already attended in a similar training course?

- Do they need to know basic structure information such as c'om, molecule,
radiation, symbols of some well-known radioactive materials?

(iv). Trainers:

- Does the administration have enough trainers or experts to handle each
teaching objective included the syllabus.

- Do the trainers have enough experience and knowledge in this specific area?

-Do you consider contacting other national agencies concerned (e.g. nuclear
competent authority), regional organizations (e.g. European Commission) or
International Organizations (e.g. as World Customs Organizations, ICPO/lnterpol,
International Atomic Energy Agency ) to invite their experts / trainers to enrich
your training program?

- Can the potential trainers adequately pick up all technical questions raised by
the participants? if not, could trainers refer to any authority who can be reached
by the participants to get information in detail ?

(v). Training materials:

- Does your administration have enough training materials for trainers and
participants e.g. hand outs relating to each teaching objective?

- Have you contacted national, regional or international organizations such as
World Customs Organizations, ICPO/lnterpol, International Atomic Energy
Agency to receive additional materials to enrich your training program?

- Has appropriate detection equipment been arranged for the practical
exercises?

(vi). Class /Training facility:

- Do you have a class-room which is appropriate for the number of participants?

-Does the class-room arrenged have enough technical equipment in compliance
with the training materials to be used by the trainers such as TV, Video, OH etc.

-Have you considered the inclusion of practical exercises (indoor or outdoor)/field
demonstrations for the purpose of monitoring and detection of radioactive
materials with appropriate detection equipment?



(vii). Other issues:

- Do you need to consider transportation, accommodation, tea/coffee services for
participants?

- Will you be able to shift to another day or place if the weather condition does
not allow you to conduct the outdoor- practical exercise / field demonstration in
scheduled time?



V. SYLLABUS FOR DIFFERENT LEVEL TRAINING ACTIVITIES:

(I) SHORT TERM AWARENESS SEMINAR FOR SENIOR MANAGER:

This syllabus is designed only to raise the awareness among senior managers,
decision makers or policy makers of Customs services and other law
enforcement agencies.

TIME TEACHING OBJECTIVES

9.00-9.15 Opening

09.15-10.00 Problems and hazards caused by illicit movement of nuclear and
radioactive materials; the role of agencies concerned in combating
nuclear smuggling such as Customs, Police, Coast Guard.
* Potential threats to Society, State, Environment, non-proliferation
efforts

10.00-10.30 Illicit trafficking of nucleaunsterials; most frequently smuggled nuclear
and radioactive material

10.30-11.00 Coffee break

11.00-11.30 Legal basis for the control of nuclear materials;
Basic terms in radioactivity

11.30-12.00 Country's and Administration's position to the illicit trafficking of nuclear
materials; bilateral or multilateral arrangements and preventive actions
plans.

12.00-12.30 The identification of essential component of any effective action plan :
awareness & training programs, exchange of information, co-operation,
contact points network etc.

12.30-13.30 Lunch break
13.30-14.15 Legal usage of nuclearynaterials; packaging and labeling requirements

14.15-14.30 How to control possible radiation hazards including accidents in practice

14.30-16.00 Practical excercise/ Field demonstration

16.00-16.30 Coffee break
16.30-17.00 Importance and necessity of healthy and safety measures for front line

officers such as customs inspectors.

17.00-17.30 General discussion



(ii) SYLLABUS FOR LONG-TERM TRAINING PROGRAM FOR FRONT-LINE
OFFICERS:

This syllabus is designed to provide the necessary technical and practical
information to the participants who are selected from front-line officials such as
Customs inspectors, police officers etc. within a period of five working days.

First day: Monday

TIME

0900-0930

0930-1030

10.30-1100

11.00-1130

11.30-1230

1230-1330

13.30-1400

1400-i4.45

14.45-15.30

15.30-16.00

16.00-16. 30

16.30-17.00

17.00-1730

TEACHING OBJECTIVES

Opening

Problems and hazards caused by illicit movement of nuclear and
radioactive materials; the role of agencies concerned in combating
nuclear smuggling such as Customs, Police, Coast Guard.

Coffee break

An overview : Illicit trafficking of nuclear materials; most frequently
smuggled nuclear and radioactive materials.

An overview: Means and routes used for illicit movement of nuclear
and radioactive materials.

Lunch break

Legal basis for the control of nuclear material; national, regional and
international levels

Existing structure for the control of nuclear and radioactive materials at
national, regional and international level.

Information sources at national, regional and international level.

Coffee break

General knowledge; introduction of basic terms used in radioactivity
and radiation safety

General knowledge in radioactivity (continued)

Daily discussion



Second day: Tuesday

TIME

9.00-9.30

9.30-10.00

10.00-10.30

10.30-11.30

11.30-12.30

12.30-13.30

13.30-14.30

14.30-15.00

15.00-15.30

15.30- 16.30

16.30-17.00

17.00-17.30

TEACHING OBJECTIVE

Legal usage of nuclear materials

Legal usage of radioactive materials

Coffee break

Radioactivity in scrap-recyling.

High and low level nuclear and radioactive waste.

Lunch break

Regulation relating to packaging, labeling and legal transportation of
nuclear and radioactive materials.

- IAEA Video on Transport Regulations
(Please contact the national nuclear competent authority to get a copy
of it)

Coffee break

Radiation detection systems, general, technical and applications.

How to control possible radiation hazards in practice

Daily discussion



Third day: Wednesday

TIME

09.00-10.00

10.00-13.00

13.00-14.00

14.00-16.00

16.00-16.45

16.45-17.15

17.15-17.30

TEACHING OBJECTIVES

First response to radioactivity

Field demonstration and practical training (including class-room
activities)

- Detection of radioactive material in transport by low level gamma
monitors

- Identification of natural and technical radiation sources

- Identification of nuclear material by portable instruments

- Localization of radiation source in a car by portable instruments

- Detection and localization of radioactive material in the field

- Verification of labeling on a consignment

-How to check a package for removable contamination

Lunch break

Practical exercises (continued)

Techniques reducing the amount of in depth examinations based on
risk assessment

Possible indicators supporting the selection process for further
examinations

General discussion
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Fourth day: Thursday

TIME

9.00-10.30

10.30-11.30

11.30-12.30

12.30-13.00

13.00-14.30

14.30-15.30

15.30-16.00

16.00-17.00

17.00-17.30

TEACHING OBJECTIVES

Practical demonstrations in radiation safety (Group study)

Health and safety procedures to be taken into account when
encountering suspect consignments or substances

Follow up of actions in examination of a consignment

Procedure in the event of a damaged package or an accident

Lunch break

Principal procedures to be followed upon discovery of suspected
materials.

Coffee break

Actions to be taken after detection of illicitly moved nuclear material.

Daily discussion

Fifth day: Friday

TIME

09.00-12.00

12.00-12.30

TEACHING OBJECTIVE

Round table: General discussion
(if necessary, coffee break)
Closing ceremony and distribution of certificates

The Working Group recommends that -particularly-the long- term training
program should include a visit to the nearest nuclear plant or nuclear
research center/lab where possible and appropriate.

i i



(Hi) SYLLABUS FOR SHORT-TERM TRAINING PROGRAM FOR FRONT-LINE
OFFICER (On-job training)

The basic objective of this training is to provide the front-line officers with some
very practical information at work sites. The Working Group suggests that the
trainers should design this training program in an environment such as a border
gate where the participant actually work.

TIME TEACHING OBJECTIVES

9.00-9.15 Opening

09.15-10.00 Problems and hazards caused by illicit movement of nuclear and
radioactive materials; the role of agencies concerned in combating
nuclear smuggling such as Customs, Police, Coast Guard.

10.00-10.30 Illicit trafficking of nuclear materials; most frequently smuggled nuclear
and radioactive material

10.30-11.00 Coffee break

11.00-11.30 Legal basis for the control of nuclear material; national, regional and
international

11.30-12.00 Radiation detection systems and response to detection cases.

12.00-12.30 Techniques reducing the amount of in depth examinations based on risk
assessment and possible indicators supporting the selection process for
further examinations.

12.30-13.30 Lunch break
13.30-14.00 Legal usage of nuclear materials; packaging and labeling requirements

14.00-14.30 Importance and necessity of healthy and safety measures for customs
inspectors

14.30-16.00 Practical excercise/ Field demonstration

16.00-16.30 Coffee break
16.30-17.00 How to control possible radiation hazards including contaminated

materials in practice

17.00-17.30 General discussion
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(iv) SYLLABUS FOR TRAIN-THE-TRAINER PROGRAM FOR AGENCIES

The Working Group has decided to recommend to utilize the WCO Enforcement
Module's framework for the train-the -trainer program although it is specifically
designed for Customs purposes.

The Working Group felt that other law enforcement agencies can easily modify it
for their own purposes or any interested national agency can contact the WCO
Secretariat through their national Customs services.

In fact, this syllabus was utilized by the WCO and the IAEA during the joint train-
the-trainer course for Eastern and Central Europe and was found to be
comprehensive, matching the requirements for these kind of training programs.

VI. ASSESSMENT AFTER TRAINING PROGRAM

The basic aim of the assessment after any awareness & training program is to
make sure whether the program has reached its overall objective and to derive
some results to be used for the next training program.

This could be done different ways such as requesting the participants to fill a
questionnaire out, to follow the participants' work performance after the program
etc.

However; it should be noted that the assessment should cover the trainers
performance, course outline, practical exercises and social aspect sof the
program such as accommodation, transportation etc accordingly.

In order to reach the real, positive judgment through the participants, It is
suggested that the participant should have the liberty to indicate or not to indicate
their names if they are required to fill out evaluation forms in this respect.

VII. RECOMMENDATIONS

1. The Working group appreciated the existing co-operation between the IAEA
and the WCO and welcomed the WCO/IAEA joint train-the-trainer course for
Customs trainers of Eastern and Central Europe .

2. The Working group acknowledges the advantages demonstrated in the recent
WCO/IAEA train-the trainer course for Customs trainers of Eastern and Central
Europe resulting from a co-operative organization of the course by a Customs
training facility and a research establishment knowledgeable in the nuclear field.
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3. It is recommended that the IAEA and the WCO should continue to consider
developing informative & supportive documents, guidelines and reviewing
existing documents to assist Customs and other law enforcement agencies in
order to strenghten their enforcement programs on combating illicit trafficking of
nuclear materials.

4. Concerning the training programs for Customs officers, the Working Group
feels that the WCO Enforcement Training Module on Nuclear materials is
comprehensive and responding to the needs for long and short term training
program.

It could be used by other law enforcement agencies with slight modifications if
these agencies wish to employ it for their own training programs

5. The Working Group invites Member States who have potential trainers and
expenence to design their own national training programs and to make their
experts and experience available for other requesting countries and international
organizations.

6. The IAEA and the WCO also invite Member States to consider including this
subject into the existing syllabus of regular Customs or Police etc. training
center in order to raise awareness recognizing its potential threats to society,
environment, property and non-proliferation efforts.

7. The IAEA should continue to assist the WCO Secretariat within its
administrative and financial limits in designing regional training programs for
Customs officers.

8. The IAEA and the WCO should contact the other regional and international
organizations concerned to act jointly and to design training programs by adopting
a multi-agency approach in order to respond globally to the illicit trafficking of
nuclear materials.

9. The Working Group felt that the WCO Secretariat may consider to make a
necessary shift among the existing teaching objectives by placing objectives
which include nuclear terminology after the completion of general and basic
information and Customs terminology.

»••**«••*•• ••*•••*••***• •*»•»*••»••»»*
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Letter of Notification Illicit Traffic WG2

DRAFT LETTER OF NOTIFICATION

IAEA Border Radiation Detection Assessment Program (IBRAP)

The IAEA intends to carry out a series of tests to assess the use of systems for Radiation
Monitoring at Border crossings by Customs and other law enforcement authorities.

Suppliers of Gamma/Neutron Radiation Detection and/or Identification systems for field use
(non Laboratory instruments) are invited to participate in these tests. The purpose of these
tests is to select equipment that is suitable for use by non-scientific personnel.

At the end of an on-site test the IAEA will complete a final report that details
recommendations for equipment in each category that are suitable for use by Customs and
other law enforcement authorities.

The assessment sequence is as follows :

Equipment requirements
Selection of equipment
System performance testing in a test site environment
On-site testing in a Border environment

1 Equipment requirements

The systems required are in the following categories :
- Car monitors
- Truck monitors
- Rail-car Monitors
- Airport passenger monitors - moveable or fixed
- Airport baggage/parcels conveyor monitors
- Hand-held monitors
- Hands-free 'pocket' or 'belt' monitors

Suppliers can offer in equipment in any category.

Minimum Gamma activity of unshielded sources for detection of
• 200 kBq of Am-241 at lm in a 4-6 km/h walk by for fixed monitors
• 500 kBq of Am-241 at lm in a 4-6 km/h walk by for portable monitors

Monitor systems with additional Neutron detection capabilities could be an advantage.
Suppliers should give information about the neutron sensitivity.

Interested suppliers should advise the IAEA in writing at before (date to be
determined) of their interest and the committee will supply detailed specifications.

V 1.1,97/08/19 14:00
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2 Test Equipment selection

Interested suppliers are invited to submit in equipment specification documents in any
category. An IAEA committee will assess these technical specifications and select the
equipment that most suits the categories. Suppliers will then be invited to submit equipment
for assessment.

3 System Performance Test

The IAEA will carry out detailed tests at Seibersdorf to assess the supplied systems suitability
for the specified task, according to the supplied Test Protocol.

4 On-site testing

Selected equipment will then be installed for a Pilot Study at a Border and Airport location to
be operated for a period of time (probably 6-9 month) to verify system performance in a real-
world environment.

V 1.1,97/08/19 14:00
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TC-1020.2

CLOSING REMARKS

Ladies and Gentlemen:

We have received the final reports by the Leaders of the four working

groups we established within this "Technical Committee Meeting to

Develop Guidance Related to Illicit Trafficking." The purpose of the

meeting was to continue the work initiated during the TCM held one year

ago and to give advice to the World Customs Organization and the

IAEA, which have jointly sponsored these activities.

I take it from the statements of the representatives of these two

organizations we just heard that a useful and technically sound

contribution has been made by this conference to the three major

components of their common illicit trafficking programme.

The Draft Radiation Safety Guide has been discussed, reviewed and

completed taking into account the information provided by the quite

recent Draft Safety Series Guide on Security of Radioactive Materials.

The WCO Training Module has been revised and updated in the light of

the experience and evaluations gained by training courses held on the

basis of the existing material.

and finally...



The conditions and expectations concerning the planned pilot study on

border monitoring, which with the generous support of the Austrian

Government - should have its kick-off later this year.

I would like to express my special appreciation to those who have

provided us with detailed and informative reports on their national

programmes, especially on existing co-operation between nuclear and

radiation safety experts on the one hand and law enforcement, especially

customs officers, on the other.

The presentations we received from the instrument manufacturers

represented have clearly shown that there is equipment available and -

even more important - that experience has been accumulated that will

surely be most helpful to our further activities.

Ladies and Gentlemen,

Before we separate, I would like to express my sincere thanks, and I am

sure that I do that in the name of the entire membership, to the working

group leaders: Mr. Willuhn, Mr. Gayral, Mr. Hornkjol and Mr. Saka,

who shared a major part of the work burden, to the Secretary, Ms. Lynn

Gewessler, to the Conference Clerk, Mr. Tamas Landesz, and to the

Engineer, Mr. Ussher, for their helpful support and last but not least to

the Scientific Secretaries, Mr. Klaus Duftschmid and Mr. Ercan Saka,

who prepared and organized this Conference in an efficient and smooth

manner.



I would also like to thank Mr. C. Schmitzer, Mr. P. Beck and their

colleagues at Seibersdorf Research Centre for the instructive

demonstration and practical exercises we could participate in.

Let me finally thank everyone here for your co-operation and

contributions to the results of this meeting. It has been a pleasure and a

privilege to work with you.

I wish everybody a safe trip home and declare the Technical Committee

Meeting closed.


