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ABSTRACT

Since the late 1980s US nuclear power plants have been struggling with the technical and licensing
realities associated with installing digital protection and control systems into existing facilities. The
industry, regulators, and equipment vendors are finally reaching agreements regarding acceptable
practices and requirements. This paper explains the philosophy for gradual instrumentation and
control replacements being pursued and the technical issues being addressed. It also describes
some of the future challenges facing the industry.

INTRODUCTION

During initial licensing of many plants, custom designed digital systems were installed under
specifications very similar to those used for conventional control systems. As the commercial
control industry gradually shifted toward digital equipment, utilities began to install new systems
using this equipment. During the mid to late 1980s there were several non-nuclear incidents of
computers and digital systems exhibiting unanticipated failure modes; creating havoc with
communication systems; causing problems in commercial aviation control. Indeed, some of the
first commercial digital control systems behaved like first of a kind system with all the associated
growing pains.

The United States Nuclear Regulatory Commission (USNRC) was a very interested observer. As
soon as US nuclear plants began to install this commercial style digital equipment, the USNRC
declared that any installation of digital control equipment was an unreviewed safety question
requiring separate licensing approval before installation. While the USNRC has not significantly
changed positions, the licensing requirements and acceptable methods for meeting these
requirements have solidified. Utilities are beginning to proceed with small scale system
replacements at an accelerated rate. As an example, American Electric Power's Donald C. Cook
Nuclear Plant has successfully performed small scale instrumentation and control upgrades with
USNRC approval.
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REPLACEMENT PHILOSOPHIES

There are at least three different instrumentation and control upgrade philosophies currently being
pursued. The first is total system replacements using special nuclear systems. Second, there are
several industry groups working to qualify commercial control systems for use in any application.
Third, is a group that is actively developing circuit board level replacement components to be
installed as maintenance replacements in existing systems.

The total system replacement philosophy has significant difficulties associated with it. From a
licensing perspective this is an attractive alternative because all the requirements can be
incorporated from the initial design through project completion. Practically, the time and cost
associated with developing these systems is overwhelming. Also, the plant outage time required to
install this equipment has proven to be prohibitive. The only area where US nuclear plants are
actively pursuing this option is on small systems (control rod position indication, nuclear
instrumentation, etc.) which were originally custom designed for nuclear facilities.

Several groups are actively pursuing generic licensing of commercial systems through the various
owners' groups and the Electric Power Research Institute. Specifically, there are significant efforts
to license Programmable Logic Controllers (PLCs), and single loop controllers. There is
significant urgency in the PLC qualification projects as utilities are finding that existing relay based
control systems are becoming very difficult to maintain. Single loop controller replacements are
being pursued as short term solutions to obsolescence issues. Some of the older vintage control
system equipment has reached de facto generic licensing status because of repetitive license
applications, wide use, and acceptable operating system performance. There is significant interest
in using the licensable older equipment in applications where the system architecture is compatible
with existing systems and installation does not require modification of existing control cabling.

The newest group is pursuing development of functional replacement equipment using new
technology. Conceptually, this group is seeking to genetically license digital components that can
be integrated with standard analog driver circuits using standard circuit board sizes and pin outs.
This technology allows development of maintenance level functional replacements which
seamlessly integrate into existing systems. This option is gaining favor very quickly because of
obvious cost and time savings.

PROJECT MANAGEMENT

Project management of Instrumentation and Control system replacements can be very complex.
The new systems must be well understood by operators, technicians, and engineers. The project
manager must always deal with licensing, qualification testing, system design, training of operators
and technicians, installation, and system commissioning. The degree of complexity is highly
variable between projects depending on the upgrade philosophy selected.
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Each upgrade philosophy has a place in the selection process. It is important to establish the goals
for the project and to understand the adequacy of the existing equipment before any decisions are
made. If a project is to maintain existing functionality, there are no problems with field
transducers, and cabling is acceptable; then it is appropriate to evaluate commercial equipment with
similar system architectures and to evaluate developing circuit board level replacement equipment.
If new functionality is required or if there are other plant specific problems it is appropriate to
evaluate different levels of system replacement. It is important to review the system upgrade
recommendation for compatibility with an integrated station wide plan. It is very important to
remember that improvements provided by new technology come with a price in increased project
complexity and cost.

The upgrade philosophy selected is virtually the sole contributor to the amount of project
management required. Installation of complete custom systems requires very large expenditures of
man-hours in each of the work categories. Each plant department must be fully integrated into
each project. Circuit board level replacements; however, can be transparent to the operators and
only require routing training of technicians. Likewise, qualification testing and licensing activities
can be reduced by using prequalified technologies and maintenance level replacement philosophies.
System design and commissioning activities can be virtually eliminated by using component level
replacements. It is very important to match the level of project management to the upgrade
philosophy selected.

TECHNICAL AND LICENSING ISSUES

The technical and licensing issues are the same for all US system replacements. The current US
regulatory guides allow a graded approach in the rigor required for addressing each issue. The
licensing issues were all developed from the concern that installation of new control systems
would somehow change the way that the plant functioned or the failure modes. The list of
technical issues requiring resolution was developed from study of the differences between the
existing equipment and the new equipment.

To address the basic concerns, the original system design criteria must be identified. It is also
important to determine in detail how the existing equipment responds to process changes and with
what accuracy. All the possible effects of interfacing systems must be identified. Based on the
results of this study, a failure modes and effects analysis is performed for the existing system. The
replacement equipment is required to be compared with the existing equipment. Differences in
performance must not cause the plant to go into an unanalyzed condition.

There is a concern that the software used in digital control equipment will introduce a common
mode failure. Software verification and validation is required to assure that the software is highly
structured, and well written. All new systems are also required to be analyzed for common mode
failures points to assure that thediversity and defense in depth concepts inherent in the original
design are preserved in the new system. Obviously on large system replacements, this analysis can
be very challenging.
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Equipment qualification testing requires that equipment be tested for electromagnetic interference
(EMI) and radio frequency interference (RFI) resistance. EMI and RFI testing is required for both
radiated and conducted emissions. This testing also requires that the emissions from the
equipment be measured. The plant environment is also required to be surveyed to assure that the
equipment is capable i f functioning without problem. The Electric Power Research Institute is
very active in developing standards for testing and acceptability in this area. The equipment is also
seismicalry and environmentally qualified.

The performance specifications of the new and old systems must be compared and analyzed. It is
important to understand the differences between the existing and the new equipment to assure that
the new equipment complies with existing technical specifications. It is also important to assure
that the dynamic response of the new equipment is bounded by the existing safety analysis.
Significant safety margin can be gained in many areas because of improved accuracy, and reduced
instrument drift.

Digital configuration of equipment is controlled to assure that equipment remains in the as
designed configuration. One method is to maintain a controlled hard copy of the digital
configuration and to require technicians to download and verify the instrument configuration each
time a new instrument is installed.

Finally, an extensive calibration and testing program is required to assure that the equipment
will function as designed.

FUTURE CHALLENGES

The US nuclear power industry is not large enough to influence the overall product development
practices of the commercial industry. As the industry continues to develop more of the equipment
used in nuclear faculties will be unavailable at any price. The new commercial digital equipment is
so inexpensive that it is less expensive for commercial users to replace systems than to buy
replacement components. For the same price as a single loop controller, a commercial user can
buy a basic system that win process twelve analog loops and over one hundred digital loops.
Computer terminals are becoming the preferred human interface, making conventional switches,
alarms, and indicating lights expensive and obsolete. The industry is going to have to learn to
keep pace with the commercial industries. Initial efforts are underway to review the standards
used by the aviation and petrochemical industries to establish points of common concern. The US
nuclear industry is going to have to become more involved in commercial industry.

Existing technical staffs need to be trained in new technologies. The traditionally conservative US
nuclear industry is struggling with finding methods to not only train personnel on how the
equipment works but how to make people convert to digital technology. There have been several
unit trips caused by operators and technicians who were taught about operating the system but did
not understanding the nuances of the new control equipment. A new technical infrastructure will
have to be created before truly effective design, maintenance, and operation of digital control
equipment can be achieved.

-52-


