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ABSTRACT

Plant vendors nowadays propose software-based systems even for the most critical safety
functions. The reliability estimation of safety critical software-based systems is difficult since the
conventional modelling techniques do not necessarily apply to the analysis of these systems, and
the quantification seems to be impossible. Due to lack of operational experience and due to the
nature of software faults, the conventional reliability estimation methods can not be applied.

New methods are therefore needed for the safety assessment of software-based systems. In the
research project "Programmable automation systems in nuclear power plants (OHA)", financed
together by the Finnish Centre for Radiation and Nuclear Safety, the Ministry of Trade and
Industry and the Technical Research Centre of Finland, various safety assessment methods and
tools for software based systems are developed and evaluated.

This volume in the OHA-report series deals with the statistical reliability assessment of software
based systems on the basis of dynamic test results and qualitative evidence from the system design
process. Other reports to be published later on in OHA-report series will handle the diversity
requirements in safety critical software-based systems, generation of test data from operational
profiles and handling of programmable automation in plant PSA-studies.

In this volume of the OHA-report series, the issues related to the statistical testing and especially
automated test case generation are considered. The goal is to find an efficient method for building
usage models for the generation of statistically significant set of test cases and to gather practical
experiences from this method by applying it in a case study. The scope of the study also includes
the tool support for the method, as the models may grow quite large and complex. Other reports in
this series handle the statistical reliability assessment of and the diversity requirements for safety
critical software-based systems as well as the handling of these systems in plant PSA-studies.
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TIIVISTELMÄ

Ydinvoimalaitosten toimittajat tarjoavat nykyään ohjelmoitavaa tekniikkaa kaikkein rurvallisuus-
kriittisimpiinkin turvatoimintoihin. Turvallisuuskriittisten ohjelmoitavien järjestelmien luotetta-
vuuden arviointi on vaikeaa koska tavanomaiset mallinnusmenetelmät eivät välttämättä sovellu
näiden analyysiin, ja luotettavuuden kvantifiontia pidetään mahdottomana. Käyttökokemusten
puute ja ohjelmistovikojen luonne aiheuttavat sen, että tavanomaisia luotettavuuden arviointi-
menetelmiä ei voida soveltaa.

Uusia menetelmiä tarvitaan näin ollen ohjelmoitavien järjestelmien turvallisuuden arviointiin.
"Ydinvoimalaitosten ohjelmoitavat automaatiojärjestelmät (OHA)"-tutkimushankkeessa kehite-
tään ja arvioidaan erilaisia ohjelmoitavien järjestelmien turvallisuuden arviointimenetelmiä.
Hanketta rahoittavat Säteilyturvakeskus (STUK), Kauppa- ja teollisuusministeriö (KTM) sekä
Valtion teknillinen tutkimuskeskus (VTT).

OHA-projektin raporttisarjan tämä osa käsittelee ohjelmistopohjaisten järjestelmien tilastollista
testausta ja erityisesti testitapausten automaattista generointia. Tavoitteena on löytää tehokas
menetelmä testattavan järjestelmän käyttöprofiilin mallintamiseen tilastollisesti merkittävän
testitapausjoukon generointia varten ja kerätä käytännön kokemusta menetelmän soveltamisesta.
Tutkimus käsittelee myös menetelmää tukevia työkaluja, koska mallit helposti kasvavat
manuaalisesti käsiteltäväksi liian suuriksi ja monimutkaisiksi. Sarjan muissa raporteissa käsitellään
ohjelmoitavien järjestelmien luotettavuuden tilastollista arviointia, ohjelmoitavien järjestelmien
diversiteettivaatimuksia sekä ohjelmoitavien järjestelmien käsittelyä laitoksen PSA-tutkimuksissa.
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TERMS AND ABBREVIATIONS

batch programs

context-free grammar

environmental
structure

FSM

functional testing

graph

input space

input state

input variable

interactive programs

KLOC

Markov chain

operational profile

profile

handles one input at a time and their output depends solely on that input

textual, formal presentation of an usage model; can precisely specify
usage

a structural model of the environment of the target system including all
the terminators (i.e. users, equipment, sensors etc.)

Finite State Machines are similar to Markov chains in the respect that both
have states and transitions between states

is performed mainly by independent testers and customers to verify that
the software delivers the required features

graphical presentation of an usage model, consisting of nodes and arcs

formed by all possible input states

formed by a set of input variables; the run type is actually specified by the
input state

is external to the program and it is used by the program in executing its
functions

are different from batch programs in the sense that program state is
affected by previous inputs: depending on the program state, the response
to an input may vary

kilo lines of code, i.e. one thousand code lines

is a stochastic process which moves through a finite number of states, and
for which the probability of entering a certain state depends only on the
last state occupied

characterises the actual usage of a software system in its intended
environment; also called usage model and usage distribution (in this
report the latter two terms have only been used, due to the fact that
operational profile often refers to the operational (internal) structure of the
software - dynamic testing considers this an avoidable issue)

a list of items with their occurrence probabilities included (in this report a
list of items is typically a structure, e.g. a functional structure of a system)
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random testing

ReaGeniX

real-time control
programs

run

run types

statistical testing

structural testing

testability

testing chain

UDL

usage distribution

usage model

a testing method that has an explicit lack of systematics in the choice of
test data, i.e. there is no correlation among different tests

is a software development method based on Real-Time Structured
Analysis and Design; the method is supported by code generation and
animation tools

operate continuously, reading and receiving input data and producing
output data. Additional feature compared to interactive programs is that
real-time programs usually require multiple input streams, where not only
their value and sequencing, but also their behaviour in time, are
significant.

definition is somewhat arbitrary and system dependent, but it is generally
associated with some function that the system performs.

as systems typically contain several functions, individual runs can further
be classified to run types

a testing method where test data is randomly selected based on probability
distributions defined across the test input domain

is performed primarily by the software developers to verify that the
implemented software matches its design

the likelihood that if there are faults in the software, they will be revealed
through testing

has an identical structure with the usage chain, but its stochastic properties
are inferred from the test sequences and failure data

the Usage Distribution Language, based on context-free grammars,
developed by IBM

model the eventual usage of the product in all possible circumstances
(here the same as usage model)

characterises the actual usage of a software system in its intended
environment (also operational profile)



FINNISH CENTRE FOR RADIATION
AND NUCLEAR SAFETY STUK-YTO-TR 128



STUK-YTO-TR 128
FINNISH CENTRE FOR RADIATION

AND NUCLEAR SAFETY

1 INTRODUCTION

Software testing is the process of executing
software products by using a set of defined
inputs to verify that the execution results of the
product match the predefined set of outputs.
Usually testing is done in several stages of the
software process by developers, testers or
customers. One form of software testing,
structural testing (Ntafos 88), is performed
primarily by the software developers to verify
that the implemented software matches its
design. Functional testing (Howden 86) that
takes place later in the software process, is
performed mainly by independent testers and
customers to verify that the software delivers
the required features. Functional testing is
typically accomplished with a number of
qualification and acceptance tests.

In functional testing the software product is
viewed as a black box, ignoring the internal
structure of the software, which has more
explicitly been addressed during structural
testing. The requirements that are tried to verify
in functional testing, include functional capa-
bility of the software, its performance,
reliability, and other operational characteristics
(Musa 94). Essentially any product charac-
teristic defined in a software requirements
specification can be considered as a candidate
for functional testing.

In general, it is impractical or even impossible
to attempt to verify every specified requirement
under every possible combination of input data.
The amount of work to define, execute and
analyse the results grows simply too high. The
more common challenge is to select the input
data in a way that an acceptable level of
confidence for the necessary quality meas-
urements will be reached. Two basic approaches

are used for selecting the contents for the
functional test procedures: deterministic or
statistical. In the deterministic approach, test
data is selected through a systematic analysis of
the requirements specification and possibly the
software design and implementation. In the
statistical approach, test data is randomly
selected based on probability distributions
defined across the test input domain, i.e.
according to the usage model of the system. In
random testing, which can be seen as a simpler
form of statistical testing, there is an explicit
lack of systematics in the choice of test data, so
that there is no correlation among different
tests.

The lack of 'system' in test data sampling offers
two obvious advantages (Hamlet 94), which
both are certainly useful from the point of view
of dynamic testing:
1. There are efficient methods of selecting

random points algorithmically, by computing
pseudorandom numbers; thus a vast number
of tests can be easily defined.

2. Statistical independence among test points
allows statistical prediction of significance
in the observed results.

How do these two different testing approaches
then compare? Evidence in favour of statistical
testing can be found in (Adams 84) and (Duran
and Ntafos 84). In Adams's paper statistical
testing is encouraged by an IBM study of
Cleanroom Certification showing that under 2%
of the errors account for over 57% of the
failures customers will see. At the same time,
over 61% of the faults in a typical software
product account for less than 3% of the failures
customers will experience. Adams also claims
that "statistical usage testing, by detecting
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product errors in failure-rate order, produces
the most reliable product for a given time of
testing". Though no specific proof is shown or
referenced in the article, it is easy agree with
Adams that testing against a precisely simulated
environment is a very good means to certify a
system. However, the experiences of IBM are
likely to be based on office automation systems.
Though similar studies on real-time controlling
systems have not been reported, we may well
assume that the situation regarding fault-failure
correlation of programmable automation sys-
tems is much the same described in the
previous papers.

(Miller et.al. 95) state that if testers (during
functional testing for instance) are motivated to
find as many faults as possible, then when they
do find many faults, it is not clear if the product
was developed poorly, or if the testers were just
extremely able. Conversely, if the testers do not
find many faults, it is not clear if the product is
of high quality, or if the testers did not do their
job well enough. This also introduces a thought
that metrics like total faults per KLOC, are poor
measures of product quality in the sense of not
taking into account the different consequences
and rates of faults. An example of a simple
classification is given in Figure 1. As the figure

shows, we should not only refer to the usage
model in statistical testing, but also consider the
consequences of failures. This point of view,
which will be discussed more later, is raised up
for instance with protection systems.

In spite of the strong potential benefits,
statistical testing in practice may suffer from
some weaknesses. First, it may be difficult to
calculate test inputs for random testing, often
due to complicated input values. Even worse,
the system or the environment may be a novel
one, resulting to difficulties in determining the
usage model. In some cases, the type of the
target software may cause problems. Usually it
is fairly easy to apply the principles of
statistical testing to batch and interactive
programs. Batch programs handle one input at a
time and their output depends solely on that
input. Previous input has no significance to the
next output, i.e. the sequence of successive
inputs is irrelevant. Therefore statistical testing
is easy—the tests have nothing to do with each
other. Interactive programs are different from
batch programs in the sense that the program
state is affected by previous inputs. Depending
on the program state, the response to an input
may vary. Thus testing of interactive programs
must take input sequences into account. Real-

A

Minor

Consequencies
of failure

Severe

Rare Frequent
Rate of failure

• >

Figure 1. Classification of faults.

10



STUK-YTO-TR 128
FINNISH CENTRE FOR RADIATION

AND NUCLEAR SAFETY

time control programs operate continuously,
reading and receiving input data and producing
output data. Additional feature compared to
interactive programs is that real-time programs
usually require multiple input streams, where
not only their value and sequencing, but also
their behaviour in time, are significant.

The high dependability requirements force to
minimise the functions of the protection
systems. This tendency to simplicity is also
seen in their interfaces. The reason behind the
simple functional structure is to constrain the
state space of the system, aiming to better
understanding of systems and maximal cover-
age in testing.

Certification of high dependability systems,
such as protection systems, is a demanding
task. Dynamic testing has a key role in this task,
and this presupposes the use of statistical
testing principles. To be able to apply statistical
testing, we need to build a description about the
real operational environment of the target

system, and use this description to create test
cases. Modelling of the system environment is
to some extent similar to system modelling (or
more precisely modelling of software during its
development), and requires specific methodo-
logies.

This report deals with statistical testing,
especially the usage modelling part of it, the
activities and the tools that are necessary or
useful to intensify the modelling and test case
generation process. In the following paragraphs
we will first take a look at the objectives of
efficient production of statistically valid test
cases, the potential of statistical testing and the
risks it may have. We will present a method for
creating usage models, and describe the phases
of the method in detail. The techniques that
support usage modelling, are then surveyed in
the next chapter. The method and the technique
are applied to the usage modelling of a real-like
process control system, and finally the
experiences of the case study are presented and
discussed.

11
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2 STATISTICAL TESTING

2.1 Requirements for random
test case generation

The scope of this study is to examine methods
for automated test case generation in the
context of dynamic testing of programmable
systems. For defining the explicit goals for the
method, we therefore need to consider the
requirements that dynamic testing puts forward.

Dynamic testing is a method for investigation
of the system behaviour by executing its
functioning. It considers the target system as a
black box, demonstrating that in a realistic
situation, with real inputs, the system will
behave as required (Haapanen etal. 95). An
important part of dynamic testing is that it
should also create a solid base for scientific
certification of software product reliability.
Therefore test case selection must be based on
usage distributions or usage models that model
eventual usage of the product in all possible
circumstances. In this way every test case
represents something user would do or the
actual environment would generate. Statistical
analysis of the test results produces then
objective scientific measures of reliability.

Thus the main objectives for the testing method
are: it should be able (1) to model stimuli from
user and other equipment, and (2) generate test
cases according to the usage model. In addition,
safety critical systems usually have real-time
requirements, they are perhaps controlled partly
by humans, partly by other device, or they may
be distributed or redundant All of these
characteristics may be included in a potential
target system. Thus, in contrast to a strictly
defined environment, the testing method needs
to fulfil a broad and rather loosely specified set

of requirements. In summary, an effective
method (and a supporting tool) for statistical
testing should contain at least the following
characteristics:
• It should perform the mechanical task of

constructing the test cases.
• It should produce executable test cases.
• It should provide a possibility to generate a

great number of test cases automatically,
beyond what is manually practical.

• The method should be able to handle complex
usage models.

• The method should also support other testing
approaches, e.g. functional coverage.

• Maintenance of usage model should be easy.

On the other hand, if we take a look at the
potential benefits statistical testing can provide:
• answering the question of what the reliability

of the software really is;
• finding the highest likelihood faults in

testing;
• certifying software reliability through

objective, statistical measurements;
• transforming dynamic testing into a man-

ageable, systematic engineering process.

The lists show that statistical testing as such can
not meet the requirements. The principles of
statistical testing are certainly useful, but to
fulfil our requirements a formal method for
modelling usage profiles and supporting tools
are necessary for efficient test case generation.

2.2 The statistical testing method

Most systematic testing methods have been
aroused from the idea of coverage. Some aspect
of a program is considered as a potential source
of failure, and the systematic method attempts

12
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to show that failure will not be caused by this
aspect. For example, a statement could be
wrong, and if it is never executed during
testing, the fault remains unrevealed. Therefore
we may want to measure line coverage during
testing. Or similarly, we may want to make sure
that every one of the functions of the systems is
executed at least once.

However, every testing method (except ex-
haustive testing for batch programs) is less than
perfect Testing reveals a part of the software
faults, yet some remain undetected. It has
therefore been suggested (Musa 88) that testing
should take into account use patterns the
software will encounter in its intended
environment. The argument is that by testing
according to use, the faults found by imperfect
methods are more likely to be the important
ones, the ones most users would encounter. In
statistical prediction, the argument that test
should follow user patterns is vital. If this is not
the case, then the tests are not a representative
sample and all statistical conclusions are
invalid.

Statistical testing, in contrast to other sys-
tematic testing method, makes no claims to
cover anything. One might therefore expect that
statistical testing can not compete with
systematic testing in exposing faults. But,
however, this has been proven wrong by several
studies: under assumptions not unfavourable to
systematic methods, they are not much better at
finding faults than statistical testing (Duran and
Ntafos 84; Hamlet and Taylor 90).

Statistical testing process contains the following
phases: identification of the input domain,
independent selection of test cases from the
domain, execution of the program using the test
cases and comparison of the results to the
program specification (Hamlet 94). In this
document we will concentrate only on the two
first phases, identification of the input domain
and selection of the test cases. The latter phases
have been dealt with in other studies; see for
instance (Haapanen et.al. 95). Furthermore, in
this case statistical testing is intended to be

applied only on system level. Unit level, which
is the other possibility, is ignored. Thus the
purpose of statistical testing is twofold: to
uncover as many faults as possible, and finally
predict the future failure behaviour of the
software.

The usage model and the environment of a
system are, as a matter of fact, different sides of
the same coin. Indeed, the environment is
described by the usage model. To determine the
usage model, several aspects need to be
considered. For instance, it is necessary to
specify a run for the system that is later used
when test cases, i.e. test runs, are selected. The
definition for a run is somewhat arbitrary and
system dependent, but it is generally associated
with some function that the system performs.
Therefore it also to some extent describes the
functional environment of the program. As
systems typically contain several functions,
runs can further be classified to run types. The
proportion of run types may vary, depending on
the functional environment. Examples of run
types might be (Musa 87):

1. a particular transaction in an airline reser-
vation system or a business data processing
system,

2. a specific cycle in a closed loop control
system (for instance, in a nuclear power
plant), or

3. a particular service performed by an oper-
ating system for a user.

Another aspect we need to define is the concept
of the input variable. This variable is external
to the program and it is used by the program in
executing its functions. For a control system,
the value from a sensor might be an input
variable. Usually there are a number of input
variables associated with a program, and
together each set of input variables forms an
input state. Thus the run type is actually
specified by the input state. Again, enhancing
the control system example, an input state
might be characterised by two sensor values
and an operating mode determined by the user.
Now, all possible input states form an input
space, illustrated by Figure 2.

13
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An usage model can be obtained in practice by
partitioning the input space, and assigning to
each subdivision D of the partition a probability
that in normal use the input will come from D.
Different partitioning schemes can be used, but
the most common is a functional partition (see
Figure 3) that groups those inputs for which the
software is required to perform the same
function. Another choice of partitioning is to
ignore functions and structure the input space
into domains of equal size; or use the program
structure to define the run types.

Figure 3 shows an example of an usage model
for a program that contains five functions Fl...
F5, which have user frequencies 0.2, 0.4, 0.3,
0.05 and 0.05 respectively. As the partition is
continued, the usage model becomes a
probability density function defining the
probabilities for each input values.

The above characterisation of usage models is
only a simple example presented here for
illustrative purposes. In practical usage model-
ling, it is not always possible to identify the

Input state A
P(A)=0.10

Input state B
P(B)=0.04

Figure 2. Example of an input space.
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input states and variables as simply. Further, the
characteristics of run types depend on the
system under analysis. Depending on the
situation, the usage models can be seen as
probability distributions defined over input
space, set of input sequences, run types or
sequences of input states. The granularity of the
model (i.e. the basic event of the probability
model) depend on the systems structure and the
objectives of testing. A more detailed treatment
of the issue id given later in this report.

The generation of test runs from usage models
is usually based on Monte-Carlo simulation.
Depending on the structure of the usage model
and on the nature of probability distributions
involved, the Monte-Carlo sampling may be
performed in different ways.

The advantage of statistical testing, as discussed
in the introduction chapter, is that it allows
statistical predictions on system reliability, for
instance. These issues are more dealt with in
other reports (Korhonen et al, 1997). In
addition to system reliability, dynamic test
results can also provide a simple prediction for
mean time to failure (MTTF), which can be
calculated by assuming a constant failure rate,
6, for the system.

2.3 Problems in statistical testing

Statistical testing has two main difficulties:
firstly, how to bring about an efficient and
correct oracle for verifying the test results, and
secondly, how to acquire the knowledge for
determining the behaviour of the users.
Actually an efficient test environment is
needed, in addition to proper methods, to make
statistical testing work.

Some software testing experts (Hamlet 94, for
instance) argue that the usage model should be
included in the system level analysis, and that
this would be beneficial both for the developers
of the systems and those who test it. For unit
testing, however, a system level usage model is
of little use. Typically software units or
components are designed for any kind of use,
within specified ranges of input data This is

even more true for those components that are
intended to be re-usable.

In addition, quantitative information of software
component reliabilities is typically not very
useful in the integration phase because software
reliability should not be estimated on the bases
of component reliabilities, though this kind of
an approach is suggested by some researchers
(see Poore etal. 1993, for instance). But in
many applications the user wants evidence on
some crucial characteristics of the system, with
high confidence, that they are correct, and this
is where statistical testing is a useful solution.

Most of the criticism of statistical testing is
towards misusing inappropriate usage dis-
tributions. In many cases, the usage dis-
tributions are specified on the bases of expert
judgements. If the experts are not used to
express their judgements as probability state-
ments, then the resulting distributions do not
correspond the experts' uncertainty about the
actual usage. Further, in some cases, it may be
misleading to apply certain distributions (e.g.
uniform or noninformative distributions). Many
of this kind of problems may be overcome by
modelling the distributions in a hierarchic way,
i.e. parametrizing the distributions and assign-
ing additional probability distributions to the
parameters.

Furthermore, the predictions will as well be
incorrect, if a real-time controlling program is
tested as if it were a batch program. The worst
is probably to test a program using some
systematic method, and make some claims
about program reliability on the bases of this
non-statistical approach.

Other kinds of problems occur when the users
of the system are included into the usage
models. This is most problematic when the
environment includes human users. Each
human user may have a quite different profile
for software use, and these profiles tend even
change over time (Hamlet 94). In the case of
emergency or safety systems at nuclear power
plant this problem is not as important. This is
due to the fact that the human users can not

15
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usually directly handle the system. They may
manually cause the system to initiate safety
function, but this can be seen as usual input to
the system. However, in some cases, the
operators or maintenance personnel may for
example calibrate the system, which can be a
cause an error. Similarly, the actions of
operators in different operational modes of the
plant (e.g. normal operation vs. shut down
period) may cause different transients and
disturbances.

As test cases for statistical testing are selected
randomly, some critical functions of the
program may not get the attention they would
deserve. These include for instance handling of
exceptions, as pointed out by Duran and Ntafos
(84). On the other hand, they also mention that
statistical testing can do better than partition or
coverage testing, even with lesser resources.
But again it should be noted that we intend to
apply statistical testing to system certification.
Therefore the issues that functional testing is
typically dealing with, like testing coverage,
can in our case be ignored.

There is still one fundamental difficulty: the
process by which failures result from software
defects is random, but systematic. Thus failures
should not treated accordingly. An empirical
software "law" says that larger programs have a
higher fault density than small ones (Hamlet
94). This observation is easy to understand,
considering the increasing complexity of larger
programs. Therefore program size and com-
plexity should be parameters of the software
reliability model. But they are not. The theory
predicts exactly the same reliability for a 10-
line trivial program as for a 100'000 line real-
time controlling system, if they are tested using

the same number of test cases. Yet we
intuitively know that this result is highly
unlikely, considering the probable fault densi-
ties of the programs.

It can be assumed that phenomenon of software
failure is a random process, and there can be no
correlation between inputs (or test cases)..
However, software is not random in this sense.
Firstly, the random variations in the test cases
may produce different results. Secondly, with
interactive and real-time systems input se-
quences are quite crucial, and often, at least
with real-time systems, the previous test case
may affect system response via internal, stored
data. So repeating the same test case may lead
to a different output on the second time, in
contrast to testing theory. In principle, this
phenomenon can be correctly described in the
usage models. For example, it is possible to
model the stream on inputs as a stochastic
process with long memory.

We would also like to know what is the
probability that the failures hidden in the
software are revealed through testing. If this
probability is small, it is reasonable to allocate
more resources on testing, or if it is high, less
resources may be used and still achieve an
acceptable level of confidence. However, at the
system level statistical testing is not able to take
software testability into consideration. At the
unit testing or software integration testing level
a software testability analysis (Friedman and
Voas 95) could be realised, and find out the
areas of the program, that have high testability
and those that have low testability. Testability
values could then be used to guide the resource
estimation of dynamic testing.
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3 AN APPROACH FOR USAGE MODELLING

The process of creating a usage distribution
have been dealt with in several papers. The
most comprehensive view is perhaps suggested
by (Walton et.al. 95) and (Musa et.al. 95). The
principles of modelling are in general alike, the
differences lie mostly in the granularity of the
proposed processes, whilst the phases and
terminology are mostly similar. Some special
issues outside the process that should be
considered during the modelling task, are for
instance benefit-to-cost ratio, special functions
of the target system (critical or exception
handling functions) and means to cut down the
size of the input space and thus also simplify
the usage model. These issues will be discussed
in the final chapters of the previous heading.

The usage model characterises the actual usage
of a software system in its intended environ-
ment The model should in general be derived
from the system specification or the user
specification. This has been proposed by
several authors, e.g. Hamlet (94) and Walton,
Poore and Trammel (95). However, the issue is
often neglected in system specifications. Other
possibility is, if the system is not a novel one
and the environment is already known or
functioning, to study the real environment and
use it as a starting point for modelling purposes.

The method described here has some resem-
blance with the methods presented by (Walton
et.al 95) and (Musa 93), but it more clearly
takes into consideration the special features of
process controlling systems, their typical
environments, and, first of all, the context of
dynamic testing. The basic idea of the approach
is that we first specify the usage of the system

by studying its interfaces, then identify its
functions and finally combine the user profile
and the system functional model and define the
probabilities for each externally initiated event.

Terminology of the modelling process is in
some cases rather complicated in the sense that
there are quite a lot of terms that have similar
meanings. In this report the following equiva-
lencies have been used:

structure a hierarchical construction, e.g. a
functional structure

profile a hierarchical construction with oc-
currence probabilities attached to the
parts of the construction, e.g. a
functional profile

3.1 The user profile

The users of a system are easiest to identify by
examining the interfaces of the system. Some
general user groups include the following:
1. the users and customers, i.e. those persons

that actually use the system, generating
stimuli and receiving responses;

2. other external device—a hardware device or
software—communicating with the system;
and finally

3. the system itself, as there may be some
functions in the system that are autonomously
initiated within the system. But as we are not
dealing with individual components or
integrated parts of the system, but the whole
system already including possible self-
activated functions and activators, this item
can be ignored.
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Thus (see item 2 in the previous list) the user
structure could also be called environmental
structure.

Classification of the user personnel is in most
cases useful. A simple example of user
classification is a hierarchy, starting from
customer groups, which can further be divided
into user groups. A customer group is a set of
customers that will use the system in the same
way, and a customer profile is a complete set of
all customer groups. Similarly, a user group is a
set of users that will employ the system in the
same way, but which may not be identical to its
customers.

In general programmable systems do not only
receive stimuli from user personnel, but also
from other equipment they are connected to.
Therefore it is necessary to examine all the
interfaces of the target system. As Figure 4
shows, a system may interact with another
electrical equipment (software, databases, I/O
devices etc.), read values from sensors and
communicate with users. Thus developing of a
usage model may include modelling of the
external device, unless there exist data about
this particular interface.

Table I shows that two main customer groups
(i.e. the two plant types) and their responsible
probabilities have been identified. On the next
level, within main customer groups, the
division has further been continued, and thus
finally gained the user group probabilities
within customer groups. In practice, for nuclear
power plant emergency systems, the user
profile model is not often needed. Many of the
components of the user model can be
interpreted as input variables of the systems,
and they may be included into that part of the
model.

3.2 The functional structure

The next step, as user interfaces have been
identified and modelled, is to identify system
modes and further, break them into individual
functions, i.e. to construct the functional
profile. It is generally suggested (Musa et.al. 95
for instance) that the operational profile should
then be produced on the bases of functional
structure.

The run types of the system (see Figure 5) need
to be determined. Each run type has an
associated input state, a set of input variable

Equipment
or process

Operational environment

Figure 4. A programmable system in an industrial environment.
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Table I. An examsample user profile.

Customer
group

User-group

Modifiers and
testers

Operators

Maintenance

Total

PWR
probability = 0.6

User-group
probability
within customer
group

0.020

0.930

0.050

1.000

Overall
user-group
probability for
customer group

0.012

0.558

0.030

0.600

WER
probability = 0.4

User-group
probability
within customer
group

0.050

0.910

0.040

1.000

Overall
user-group
probability for
customer group

0.020

0.364

0.016

0.400

Total user-group
probability

0.032

0.922

0.046

1.000

values that exist external to the run and are used
by it or affect it. From the mathematical point
of view, usage model is a probability
distribution defined over the input space. There
are several ways to assign probabilities to input
states or run types. To make the specification of
these probability distributions possible, we
present in the following a mathematical
formalism for the description of the concepts.

First, we must define the input variables and
input space. We call all variables which the
system reads from it environment (including
the command from the plants operators) as
input variables. Each input variable, xf

i=l,...,k has values from some space X.. The
spaces X. may be finite or infinite (and even
indenumerable). In practice, the spaces X. are
often defined as ranges of input variables,

Function domain

Function subdomain

Run type (Input state)

Input space

Figure 5. Partitioning the input space.
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which consist of a discrete set of values (due to
the digital representation of real numbers).
Input space, X, is a subset of the cartesian
product of the spaces X.:

(1)

Input sequence is a sequence of elements of X
indexed over time, or

[f,,f2],*(0eXl. (2)

Input states can be interpreted as values of
input variables belonging to a subset of X, or
more precisely, the input state at time point t,
s(t), is defined by

s(t) = Sj «=> x(t) e Sj, Sj aX,S,n Sm

= 0,(]Sj=X.
(3)

We notice that the definition of input state
requires that the input space is divided into
exhaustively disjoint subsets. Run types may
be defined as input sequences having certain
characteristics. For example, we may define run
types according to the input states: they may be
input sequences staring from some invocation
state and ending to a certain termination state
and going through a certain sequence of states.

The ran types may also be defined on the basis
of the system state. The definition of the
system state requires that also the output states
and internal states of the system are taken into
account. The output variables, ye i=l,...q are
the variables that the system evaluates at each
time point from the input variables (or form the
sequence of input variables). The output space
and output states can be defined analogously to
corresponding input variables ((l)-(3)). The
system sate may be defined as the combination
of input states, internal states and output states.
The internal states determine the "memory" of
the system: if the system needs past input
values to evaluate the present output, they must
be stored in the form of some internal variables.

A run type can be interpreted as a test case. The
hierarchy in the figure includes also function
subdomains, which are the low level functions
of the system, i.e. its operations. The operations

are further grouped to functions that comprise
the next abstraction level of the system.

In addition to run types, it is essential to define
a practically complete list of input variables.
The list should include all the input variables,
except those that with very high probability
have only one value. Thus functional structuring
of the system is in fact done in two ways: firstly
by creating a top-down functional description,
and by studying the system interface and
connecting the individual signals to the low
level functions.

To avoid confusion, we need clear interpreta-
tions for the terms 'function' and 'operation'
and further, we need to discuss the usefulness of
operational profiles in the domain of dynamic
testing.. In principle, these concepts could be
defined also mathematically based on the
definitions of input and output variables, input
and output states and run types. Musa (93)
states that functions are at a higher abstraction
level than operations. Thus a function may
include several operations. The definition of
terms is later adjusted in (Musa et.al. 95) which
mentions that"... functions are defined from the
user's perspective, they do not necessarily
consider architectural or design factors. They
are established during the requirements phase
and are closely related with requirements.".
Operations, in contrast, follow the operational
structure of the system: "Thus the definition of
an operation can be affected by program
structure." (Musa etal. 95)..As an example they
mention an administrative, telephone relocating
function in a switching system, which can be
further refined to two lower level operations,
removal and installation. A similar example is
replacing of neutron flux sensors in an APRM
system (see Haapanen et al, 1993). This task
may consist of subfunctions like operational
testing after installation of new sensors, their
calibration and finally setting the APRM
system back to the normal operational mode.

It is important to notice that dynamic testing or
system certification is not particularly interested
in the internal structure of the system. As a
matter of fact, dynamic testing strategy sees the
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system as a black box, and tests it on the bases
of the usage model. Therefore from the point of
view of dynamic testing, it is unnecessary to
continue the structuring process from the
functional profile towards the operational
profile. Functional structure should provide in
this case the sufficient help for the task. This is
also seen in the previous telephone relocating
example by (Musa et.al. 95), where the
functional structuring has vainly been stopped
on a high abstraction level. From the user's
point of view, both removal and installation are
typical functions that also need to be initiated
by the user, and should therefore be included in
the functional structure. The example also gives
a good rule of thumb for drawing the line
between functions and operations: all system
operations can be considered functions if they
are visible to the user.

Thus, at this stage of usage modelling only
functional structure is of interest. If functional
structure is further refined (Figure 6) to a
functional profile (remember that a profile
presupposes definition of probabilities, which
requires a user profile), then it will in fact
define a part of the usage profile.

Identification of system modes is typically a
good starting point for functional structuring. A
system mode is a set of functions that for
instance characterise a user group (e.g.
maintainers), criticality of functions, or specify
environmental conditions (overload vs. normal
conditions), and can thus easily be grouped.
The functional profile takes into account only

Table II. An example of a system-mode profile.

System mode

Testing

Normal operation

Recalibration

Maintenance

Occurrence probability

those functions that can be identified from the
external interfaces. In some cases a functional
structure of its own may be necessary for some
system modes, or even a separate functional
profile for a system mode may be created. An
example of system-mode functional profile is
given in Table n. The probabilities of system
modes are specified when the functional profile
is determined. In this phase we are only
interested in the functional structure of the
system. It should be noted that in spite of
concentrating on the functional structure of the
system, the probabilities can only be determined
by means of the usage data or expert evaluation.
The functions for each system mode are based
on system specification, where those operations
that will be activated in the mode, are picked
up. At this point it is reasonable to make a
decision what kind of approach to apply to
usage modelling: implicit, explicit or their
combination. The advantage of an implicit
profile is that it requires fewer elements than
the explicit approach. However, an implicit
profile can only be applied when the variables
are independent of each other, at least
approximately. If interaction exists, then the
explicit profile must be used.

Functional structure
i

Add probabilities for functions
Functional profile

Figure 6. Proceeding towards functional profile.
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3.3 The usage model

The user profile and the functional structure of
the system can now be combined and the
probabilities for different functions and events
of the system determined. The overall process
for creating a usage model is shown in Figure 7.

According to Whittaker and Poore (93) three
basic alternatives for defining usage dis-
tributions exist: (1) informed approach, where
transition probabilities can be assigned on the
bases of field data, (2) intended approach,
where transition probabilities can be assigned
based on informed assumptions about expected
use, or (3) uninformed approach, where, if no
information is available concerning expected
use of the software, uniform probabilities can
assigned across the exit arcs for each state. The
first alternative is certainly the best, but even in
other cases the usage distribution can some-
times be accurately defined. In specifying usage

distributions, expert judgements are utilised
extensively. There are more or less formal
approaches to elicit and combine judgements,
and the application of these methods can make
the usage distributions more justifiable (see e.g.
Pulkkinen, 1994).

For emergency systems of nuclear power
plants, good sources of user distributions would
be actual measurement data from an operating
plant or plant simulators. In simulators one can
easily generate severe accident situations, for
which actual plant data is not available. Thus
user profile should also include exception
handling, random sensor failures for instance. A
third source could be different transient
analyses prepared for the plant safety analyses.

Modelling the usage distribution has two
conflicting goals: firstly, the model should
provide an adequate characterisation of the
system environment and secondly, the model

SYSTEM SPECIFICATION

FUNCTIONAL
STRUCTURE

USAGE MODEL
including

FUNCTIONAL
PROFILES

Figure 7. Creating the usage model.

22



STUK-YTO-TR 128
FINNISH CENTRE FOR RADIATION

AND NUCLEAR SAFETY

should be simple enough to allow effective
verification and statistical testing. Functional
structuring may to some extent ease the
previous problem. One solution is to develop
several usage models, a model for each system
mode or usage situations (e.g. normal operation
vs. shut down period). Another is to apply
structuring inside a single model, creating
different paths for each user class. Usage model
complexity, which may cause difficulties in
some applications, can be managed by selecting
a suitable level of abstraction for the model.
Again the developers of the model need to take
into account two conflicting issues: greater
abstraction produces a model that is easy to
develop and maintain. On the other hand,
greater detail of the usage model should allow
greater correspondence between reality and the
model, leading thus to more accurate reliability
estimates.

3.4 Critical functions and non-
statistical testing

Some applications have usage models that can
not as such be used in statistical testing. Safety
systems in nuclear power plants, for instance,
may encounter a stimuli they have to react only
a few times during the plants operation .
Therefore the real usage model has to be
modified to make statistical testing reasonable.
There are a few alternatives to deal with this
kind of problems:
1. Develop a separate usage model for each

category of critical operations.
2. Apply coverage testing.
3. Modify the usage distribution so that critical

operations are tested more frequently.
4. Apply conditioned usage models

The first choice makes statistical reliability
analysis applicable. The second method may
eliminate the possibility of quantitative rea-
soning about system reliability. In general,
manipulation of the real usage model often
includes dangers, e.g. if system state is affected
by previous tests, then removing a part of the
usage model that could affect system's state
behaviour, may also affect system's response to
the critical operation The application of
conditioned usage models utilises the original
usage models in such a way that it generates
conditioned samples which include the critical
operatioa Thus, reliability estimates can be
determined for each selected critical operation.
However, it may be difficult to develop
conditioned samples for different types of usage
models.

Usage models can also be applied to perform
other kind of testing than statistical. By slightly
modifying the profiles in the model, it is
possible to do functional coverage testing or
concentrate on some unusual alternatives.
Functional coverage is typically obtained by
making all the probability distributions uni-
form, i.e. all the choices in the profile are
equally likely. In addition to using uniform
distributions, the test case sequences need to be
recorded, so that they will not be repeated. This
can simply be done by marking the path of the
sequence and using the marks as guides in the
defining of a new one: where possible, another
path will be selected. Testing of unusual
operations is simply accomplished by in-
creasing the probabilities of the desired
sequences. In this way combinations of such
features that can not normally be found in the
usage model, can be tested.
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4 MODELLING TECHNIQUES

Combining the user profile and the functional structure of a system is not necessarily an
easy task, and it is certainly useful if the resulting model can be presented in a concise
and clear manner. At the same we should recall the need for generating test cases from
the model. Thus the method for describing a usage model structure should provide means
for representing events and data, and transitions between the events. Here 'events' may
be concrete stimuli (inputs from the user or from the equipment), or possibly more
abstract sequences of stimuli, which may also include information about the system
state. Usually the structure of a model is represented as a graph, a formal grammar, a
Markov chain or a finite state machine.

4.1 Graphs

A usage model can be represented as a graph,
consisting of nodes and arcs (Figure 8). The
nodes show the states in the usage sequence,
and the arcs transitions between states. Graphs
usually have no strong formalism, thus then-
advantage lies mostly in the graphical presen-
tation, which is easy to verify and understand
by the customers and users The lack of
formalism is in our case a serious shortage, as it
prohibits the automated generation of test cases
from the profile.

4.2 Context-free grammars

Context-free grammars, in contrast to graphs,
are formal and can precisely specify usage.
They consists of three parts:
(a) a finite set of terminals. A terminal is a literal

in its final form that needs no further
processing. Typically terminals are integers,
real numbers or quoted character strings. In
Figure 9, the digits 0 through 9 and the string
"-" are terminals.

(b) a finite set of nonterminals. A nonterminal is
a name enclosed in angle brackets (< >). It is
an abstract name that has to be resolved to a

-Mlnvocate

Figure 8. A graph of an interactive system (Walton et.al 95).
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resultant final form in each generated test
case. In Figure 9, nonterminals are for
instance <phone_number> and <local>.

(c) production rules. A production rule defines
how the resultant final form will be generated
by a nonterminal. Rules are made of fol-
lowing parts:
• nonterminal name enclosed in brackets (<

>),
• 'is defined as' mark (::=),
• a grammar expression, which is the body

of the production rule. An expression can
be as simple as a quoted string, a non-
terminal, or an arithmetic operation, or it
can be a sequence of more complex
expressions including list operations and
conditional expressions.

• end of the statement ( ; ) .

The body (the expression to the right of ::=) of a
production rule is typically expressed in one of
the following ways:
• Alternation between two or more expressions

(e.g. in <phone_number>, <digit>). The
alternative expressions are separated by a "I".

• Sequence of one or more expressions (e.g.
in <long_distance>, <local> in Figure 9).

• Iteration of an expression.

It should be noted that the example of Figure 9
does not contain values for the probabilities;
this is not supported by the method. Thus
context-free grammars are merely a tool for
describing the interfaces of a system. Gener-
ation of test cases by means of context-free
grammar presupposes that enhancements are
made in the grammar. A minimal requirement is
that event probabilities can be included in the
descriptions.

The Cleanroom method applies statistical
testing in software certification. To support the
certification process, IBM has been developing
Cleanroom Certification Assistant (IBM 95),
which automatically generates test cases from
usage probability distributions and carries out
statistical analysis of test results. The dis-
tributions for the Assistant are defined using the
Usage Distribution Language, UDL, that is
based on context-free grammars. To accommo-
date UDL better test case generation, its format
has been extended with several concepts from
programming languages, including variables
(both local and global), procedural processing,

<phone_number> : : =

<local>

<long_distance>

<collect>

<exchange>

<extension>

<area_code>

<digit>

<digitl_9>

<digit2_9>

<local>
<long_distance>
<collect>

<exchange> "-" <extension>

.._ i „_!, <area_code> "-" <local>

0 "-" <area_code> "-" <local>

<digit2_9> <digit> <digit>

<digit> <digit> <digit> <digit>

<digit2_9> <digitO_l> <digit>

0|l|2|3|4|5|6|7|8|9

1|2|3|4|5|6|7|8|9

2|3|4|5|6|7|8|9

Figure 9. A context-free grammar example with ten production rules.
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and aggregate data types (such as lists and
maps). The Assistant supports also graphical
presentation of the grammar, see Figure 10.

Other examples of useful UDL characteristics
are for instance:
• Iteration production type. Thus, instead of

writing
<extension> ::= <digi t> <digi t>
<digi t> <digi t>;
we are able to write
<extension> ::= 4@<digit>;

• Defined distribution types. The geometric
and uniform distributions for integers and
real numbers can be applied, for instance, to
select a test case as follows:
<test_case> := <unif__int> (1,14) ;
or to set a variable x to a random number
between 2.33 and 5.89
{x := <unif_real>(2.33, 5.89)}

4.3 Markov chains

A Markov chain is a stochastic process, X(t),
having the following property:

The above property is called Markov property,
and according to it the future states depends
(statistically) only on the most recent state.
Equivalently, the future and the past of any
Markov process are conditionally independent,
given the present state. A finite Markov chain is
a stochastic process having only finite number
of states (i.e. X(t) has only finite number of
possible values).

To specify a Markov chain, one has to define
both the states and the transition probability
kernel, which describes the probability with
which the chain moves from one state to
another within given time. In the case of finite
discrete time Markov chain this can be made by
specifying the transition probability matrix, the
elements of which are defined as

(5)Pij=P(X(t) = j\X(t-Y) = i).

= xk_2,...,X(tl) = xl) =

= xk\X(tk_1) = xk_1), fortk >tk.( >...

The transition probability matrix (or kernel)
determines uniquely the corresponding Markov
chain, and no other representation is needed.
However, in practice graphical model is often
constructed. This is possible when the Markov
chain is finite, and in this case the model is a
directed graph (or possibly a tree). The graphs
describing Markov chains are similar to graphs

UDL PRODUCTION:

<phone_number> := <local> [prob(.4)]

<long_distance> [prob(.3)]

<collect> [prob(.3)]

DIAGRAM: [prob(.4)]

<phone_number>

<local>

[prob( .3)] \J/
^ <long_distance> ~?

tprob(.3)]
<collect>

Figure 10. A UDL example.
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used in description of finite state machines.
Properties of Markov chains are discussed
widely in literature (see e.g. Kemeny & Snell,
I960, Feller, 1967, Taylor & Karlin, 1984, and
Iosifescu, 1980). The application of Markovian
usage models has been discussed e.g. by
Whittaker & Poore (1993), and Whittaker &
Thomason (1994).

When Markov chains are applied as usage
models one must first define the states of the
system. This requires the identification of usage
variables, the values of which determine the
states. This step corresponds to the iden-
tification of users, user groups and functions of
the system. After that, the possible transitions
between the states must be identified. As the
final step, probabilities are assigned to each
transition and the transition probability matrix
is constructed. In usual applications of
Markovian usage models, one of its states is
identified as an invocation state, from which all
input sequences start. One of the states is a
termination state, which correspond to the end
state of any run of the software. In this kind of
applications, the sequences of states starting
from the invocation state and ending to the
termination state can be interpreted as run
types.

The mathematical properties of the usage
Markov chain can be applied to analyse some
issues of software testing. The coverage of
testing can be evaluated from different point of
view. It is possible to evaluate the amount of
states which are visited during a test (state
coverage). Similarly, the fraction of transitions
occurred during testing can be estimated
(transition coverage). Further, one may analyse
from the statistical usage point of view the
probability coverage of a test. These coverage
measures give useful estimates for the expected
effort that is needed in testing the system
sufficiently. The coverage analyses can be made
prior to testing entirely on the basis of the
properties of the Markovian usage model (see

e.g. Whittaker & Thomason (1994) and
Rautakorpi (1995)).

The Markovian usage model is used to generate
test sequences by Monte-Carlo simulation.
There are two alternatives: one can either
generate a long series of sequences, each
including a cycle from the invocation sate to the
termination state, or a set of individual test
pate. The test sequences are input to the
system, and failures and successes are recorded.
When the first of the above alternatives is
applied, there is a possibility determine so
called testing chain, from which the reliability
of system (= the probability of being in failed
state) can be determined. Testing chain has an
identical structure with the usage chain, but its
stochastic properties are inferred from the test
sequences and failure data. Thus test cases are
selected by means of usage chain, and test
results are presented by testing chain. All
failures must be incorporated into the testing
chain. Statistical comparison of the two chains
yields stopping criteria for the testing. A
stopping criteria for testing is based on the
average (Kullback-Leibler) distance between
the original usage chain and the testing chain.

The second of above alternatives may be more
suitable in testing of emergency functions. One
is often interested on the probability of failure
to respond to a certain type of demand, i.e. one
is interested to know the probability of failure
for a certain run type. When test sequences
from certain runtype are generated from the
usage chain, one may determine reliability
estimates as discussed by Korhonen et al
(1996).

The use of Markovian usage models makes it
also possible to conditioned or reversed test
case generation. For example, one may generate
runs ending with a certain state by determining
the transition probability matrix for the (time)
reversed chain, and generating state sequences
from it.
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tool for designing Markovian usage models and
to present them graphically (see Rautakorpi,
1995).

A preliminary study of applying FSMs to usage
modelling has been conducted (Agrawal and
Whittaker 93). However, the study did not take
a full advantage of the approach, as they only
used FSMs for structuring of the usage, i.e. no
probabilities were attached to the state
transitions. The model acted thus as a structural
guide for test case generation, ensuring that all
the states and arcs were covered during testing.

4.4 Finite state machine

Finite state machines (FSMs) are similar to
Markov chains in the respect that both have
states and transitions between states (Figure
11) An FSMs can be seen as graphical
presentations of a Markov chain, probabilities
are assigned to state transitions. Thus an FSM
can efficiently be converted to a finite-state,
discrete-parameter Markov chain. Furthermore,
they allow the use of the same reliability
modelling principles that were suggested with
Markov chains. Usually, FSMs are applied as a

1

> Invocate

1 -

Main_menu

°A 0.7

:
 y

1

Display_screen

1
i Terminate

Figure 11. FSM of an interactive system (see also Figure 8).
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5 AN APPROACH FOR TEST CASE
GENERATION

The method that is used for describing usage models needs to meet various
requirements. These are listed in the chapter 2.1. It seems that the methods
based on FSMs that are used to model the behaviour of complex real-time
systems are also applicable to modelling user behaviour. In fact, with some
restrictions FSMs are identical to finite Markov chains [see the case study of
Agrawal and Whittaker (93)], and the same statistical calculus as with
Markov chains is also applicable with FSMs.

5.1 Potential advantages of the
formal approach

The characteristics of FSMs have been
exploited in earlier studies (Haapanen et.al. 95),
where two FSM-based design methods (Rea-
GeniX and Statecharts) were applied to logical
modelling of programmable automation sys-
tems. In the comparison the ReaGeniX-method
proved to be slightly more suitable for the
purpose. ReaGeniX is based on Real-Time
Structural Analysis and Design (Ward and
Mellor 85) with formalised syntax for auto-
mated code generation ([ReaGeniX 94a],
[ReaGeniX 94b], [ReaGeniX 93]). The method

produces a logical model of the system,
consisting of a functional model, a state
transition model, and minispecifications. Rea-
GeniX is supported by tools: ReAnimator and
ReaGeniX-compiler. The method and the tools
have been developed by VTT Electronics.

The approach reveals some advantages in the
structured handling of the usage distribution.
Such is for instance the hierarchical structure
of the resulting model (Figure 12), which
makes the models easy to manage. A method
that uses functional decomposition on top
levels and applies FSMs mostly at the lowest
level of the functional hierarchy, helps keeping
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Figure 12. Functional and hierarchical structure of a system.
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control over large and complex models. The
lack of structuring is a disadvantage with
Markov chains, which is noticed in practical
applications (Wohlin and Runeson 94). As
discussed earlier, functional structure and user
profile need to determined before creating the
usage model. If the target system has been
modelled using a structural approach, the
resulting model (which is usually the system or
software specification) actually defines the
functional structure, which gives a good basis
for usage modelling purposes.

Another feature, which is even more important,
deals with the modelling capabilities of
dynamic behaviour. Real-time control systems
are seldom stimulated only by the user, but in
addition by various other equipment (see Figure
13) including sensors, programmable systems
etc. Different types of interfaces together with
possibility that the system response is affected
by earlier test cases or inputs, makes modelling
a more challenging effort than the simple reset-
execute sequence of batch type systems.
Therefore, a method that is capable of
presenting dynamic behaviour in a usage model
will be easier to apply to complicated real-time
systems.

Figure 13 sketches a programmable automation
system and its environment. Actually there are
several interfaces involved. How should we
proceed in usage modelling? Is it possible to
model system environment accurately enough
only by taking into account one interface, and,
if so, which one of the three system interfaces
should be selected for the purpose? User2 may
have the greatest effect on the target, but the
communication bus may also supply control
commands. The changes in the controlled
process have their own impact on the system,
too.

It is important to notice that all the interfaces
need to be included in the usage model. Every
one of them does influence on the system, and
exclusion of one of them may lead to an
incorrect reliability estimate. The result of
modelling may be one large usage model, or
one model for each interface, if they are
independent and can be separated. Some usage
models can be presented in a graphical form
and they are executable, which is an advantage.
Markov chains, which are fully characterised
by their state definitions and transition
probability matrices, have a simple graphical
presentation. Context-free grammars have

Input signal profile 1 N

( Userl profile

\ f

Equipment
or process

f {_f Input signal profile

Communication bus

Operational environment

Figure 13. Environment of a typical target system.
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adopted some graphical features. For Markov
chains, context-free grammars and FSMs there
exist such tools that they all can produce
executable code or be executed to generate test
cases. In addition to this FSMs can be animated
by selecting a suitable tool from a quite large
set of possible tools. The need of testing or
animating usage models is not relevant with, for
instance, Markov chains, as they simply consist
of a number of states and transitions. However,
including history data and dynamic behaviour
into the model actually makes the usage models
similar to system or software models. Consid-
ering this, the possibility of testing the model
by animating is a useful feature.

As history data may partly control the
behaviour of usage models and if there is no
possibility to handle history data in the model,
then this data has to be stored outside the usage
model and taken into consideration in the input
sequence. This kind of procedure is mentioned
in (Agrawal and Whittaker 93). However, this
action probably leads to a troublesome test case
generation process, which can cause prolonged
test cases to avoid history data handling or
manual interference during usage model
execution to link consecutive sequences.

It is important to notice that if handling of
certain type of history data is introduced into
the usage model, the possibility to apply
mathematics based on Markov chains will
eventually be lost This means that the
measures for test coverage based on the
Markovian model cannot be determined, and
the reliability estimates cannot be evaluated as
proposed by Whittaker & Thomason (1994).
However, it is possible to estimate the
reliability directly based on the successes and
failures observed during testing (Korhonen et
al, 1997), and usage models utilising history
data can be applied.

It is often the case that the reliability
requirements of a typical target system are so
stringent that the state and arc coverage
requirements will be plentifully exceeded. On
the other hand, if analytical results are found
necessary, history data can be excluded from

the usage model, which still leaves the rest of
the favourable characteristics of the FSMs for
exploitation.

5.2 Features of the method

As ReaGeniX is originally intended for
modelling real-time control systems, it has no
difficulty to describe behaviour that is not
independent of previous state of the system. In
fact, FSM-based description methods are good
both in modelling user input sequences and
complicated system behaviour.

However, some enhancements may be consid-
ered to adapt ReaGeniX better for usage
modelling. The most important enhancements
are discussed below.

The use of probabilities in the condition part of
state transitions is a must in usage modelling,
but which in fact can be implemented without
any special enhancements. This feature is
illustrated by the example in Figure 14.

The figure shows, how the basic function of
usage models (i.e. probability triggered transi-
tions) can be implemented using ReaGeniX.
Before entering a state that has a probability
function in the conditional part (the underlined
expression) of a leaving transition, a value for
the probability has to be determined. This is
implemented in the action part of an entering
transition. In the figure variable prob gets a
random value between [0,1] in the leaving
transition from the state Invocate. The variable
is then used in the condition of a leaving
transition (i.e. "when prob > 0,3) for entering
the next state in the model. Function add is used
to attach new states into the test script file.

Allocation of values for variables and data
structures according to the specified distrib-
utions is an essential feature. In principle, any
distribution can be implemented. Figure 15
illustrates the implementation of geometric
distribution.

An iteration type operator is generally applied
in context-free grammars. Iterations are easy to
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implement by using the present notation of
ReaGeniX, and they can also be connected to
stochastic selection for the number of iterations.
Figure 16 shows how iterations can be realised
in a model. Note that in Figure 15 a similar
approach is applied for generating a geometric
distribution.

Sampled test cases need to be stored, which
calls for file manipulation. This is no problem,
as the action part of the state transitions can
contain C-code or calls to C-coded procedures,
where file opening, storing of test cases etc. can
be handled.

t _ ......
> Invocate

when(start)

ov(prob)=unif_r
add(main mem

._V. ._._ ." ...._.

Main_menu

3al(0, 1);

i);

else when(ov(prob)>0.3)

add(term); add(display_screen);

, . : . y

Display_screen

y
Termjnate

i

Figure 14. An example of the implementation of state transitions.

<test_case> ::= <: :> /"empty"/
1 <commandxtest_case>

ov(p)=rnd(1.0);

COMMAND |<

else when(ov(p)<0.9)
add_command

V

[prob(0.1)]
[prob(0.9)]

<test_case> ::= <geom_distr>(0.9)@<command>

COMMAND U• •

@geom_dis(0.9)
add_command

V

Figure 15. Implementation of the geometric distribution.
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There are a lot of features that could be
implemented in the statistical analysis block
(see Figure 17). The characteristics of statistical
analysis have already been discussed in chapter

Markov chain, and the states and arcs covered
would be the most useful selections for our
purposes from the potential feature list.

<test_case> ::= <unif_int>(1, 6) ©command

ov(n_times) = <unif_int>(1, 6)

\ COMMAND

else

/

<

when(ov(n_times)>0)
command;
ov(n_times)=ov(n_times)-1;

Figure 16. Implementation of an iteration operator.

Usage
Profile

r

Testing
Tool

i r

Random
Input

Sequencies
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Executable
Test Cases

Testing
Profile

i

r

Statistical
Analysis

Figure 17. Generation of test cases.
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Already during test case generation estimates
for transition probabilities (i.e. testing proba-
bilities) can be calculated. The feature is
implemented so that as a test sequence is being
generated, every state transition of a test case is
stored in the model. Thus after each test case, it
is be possible to calculate for example values of
different stopping criteria. In Figure 18 one
state diagram contains both the target state
transition probabilities (on the right of the
transitions), the actual, testing probabilities (on
the left), and the current value of a stopping
criterion, D(U,T).

The failures are taken into consideration simply
by adding a general failure state before the
terminating state in the usage model. If a failure
is detected, then this specific test sequence is
routed via the failure state. Failures will change
transition probabilities of the usage model and
therefore the testing probabilities need to be
updated, and the stopping criteria recalculated.

The additional features that were addressed,
would be a useful aid in a real case. However,
they will not be implemented for this case
study. Even with the present attributes, FSM-
based methods are applicable to usage model-
ling. This is shown by the case study, which is
dealt with in the next chapter in detail.

V. . ...

Main_menu D(U,T) = 0,0009
A

0,67 0.7 0,33 0.3 1
_...¥. .: _

Display_screen

- V _ (

Terminate

Figure 18. Updating the testing probabilities in an FSM.
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6 A CASE STUDY

6.1 Description of the CASE
system

The purpose of the CASE study is twofold:
firstly, the process model for the usage
modelling (see Chapter 3) is tested and
evaluated, and secondly, the characteristics of
an FMS-implemented usage model are demon-
strated with the case example. The study, which
is a simple, imaginary process controlling
system, includes most of the different features
that typically appear in a real-time controlling
system. As earlier discussed, a programmable
automation system can have several kinds of
external interfaces, such as
• man-machine interface (e.g. users, operators,

maintenance personnel),
• sensors and actuators interface, and
• other system interfaces,
which all have to be included in the usage
model.

The case system and the process are illustrated
in Figure 19.

The case system is used to simulate dis-
turbances in a cooling process. The main task of
the controlling system is to maintain the water
level in the pressure vessel within defined
limits. The system can lower the level in the
vessel by adjusting the valve AV, or in the
opposite case add water into the vessel—if
there is enough water in Tank 1—by turning the
pump on and opening valves VI and V2. If
Tank 1 is empty and there is water is Tank 2, the
system can open valves V2 and V4 and start
pumping. Also, if the water level in Tank 1 rises
too high, the control system can initiate
pumping from Tank 1 to Tank 2.

In normal system mode, water level in the
pressure vessel is controlled by the system. The
user can, however, change the system mode to

Pressure
vessel

AV Pump V1

1

1

Tanki

Tank 2

Water levels, vessel pressure

Valve and pump controls

valve and pump hand
control, mode selection

water levels, system
mode, valve states,

alarm

USER

Figure 19. The case process.
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hand-controlled, if the system for some reason
is not capable of keeping the level within
specified limits. If the limits of water level in
the vessel are exceeded, the system activates an
alarm. Maintaining personnel may also want to
do system checking at certain intervals. In the
hand-control mode all valves and the pump can
be operated independently. The next two
following diagrams will illustrate system
environment and its functional decomposition.
Both of these should be found in system
specification, though perhaps in a different
form.

6.2 Development process for the
usage model

6.2.1 The user profile

Chapter 3 contains the basic steps for creating a
usage distribution. According to the approach,
the starting point is to configure the user profile
for the system. Note that users include all
terminators of the system: users, customers,
external hardware device and software. There-
fore according to Figure 20 (where terminators
are presented as rectangulars), the user class in
fact contains the actual users, cooling process

interface and backup system interface. How-
ever, it seems reasonable to deal with the more
in-depth studies of the process and the backup
system interface in the functional structure
chapter, as they are closely connected to system
modes and functions.

The users include operators and maintenance
personnel. Experience and system operating
regulations say that the system is maintained
and tested twice a year. With similar systems
operator actions are needed seven times per two
months on the average. The user profile
consists now on the probability distribution of
different users, i.e. P("operators") = 0.95,
P("maintainers") = 0.05.

6.2.2 The functional structure

6.2.2.1 Run types

Definition of the process interface requires
some background information about the system,
its purpose and the process that is to be
controlled. The cooling process gives the
system information about water levels and the
vessel pressure (Figure 20). Water level and

mode_selection,
valvejiandcontrols,
pump_control

valve_controls,
pump_control

COOLING
PROCESS

waterjevels,
vesseLpressure

USER

system_mode,
Valve_states,
alarm

waterjevels,
system_mode,
valve_states,
alarm

takeover_command

BACKUP
SYSTEM

Figure 20. The context of the case process.
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pressure in the vessel can be externally
controlled to simulate disturbances and to
initiate control system operating. A test case
(i.e. run type) thus firstly defines a stable state

in the vessel and lets the control system adapt to
that, then a sudden transient, after which the
control system tries to recover back to the
stable state (Figure 22).

valve_handcontrols,

pump_control

waterjevels,

vessel_pressure

valve_controls,
pump_control

takeover_command

mode_selection

waterjevels,
valve_states,
alarm

implement

operator

commands

water levels

Figure 21. The top level functional decomposition of the system.

A water level

high limit

TO TV T2

Figure 22. An example of a test case.
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The characteristics of a transient divides test
cases into three categories:
• a small transient, which requires no measures

to be taken by the system,
• a medium transient, which keeps the water

level within limits but requires system
operations, i.e. the control system uses the
pump and the valves to bring the water level
in the vessel back to the set value, or

• a severe transient, where the limits defined
for the water level in the vessel are exceeded
and which therefore has to be notified to the
operator, who in turn may want to do certain
hand-controlled operations.

Duration of test cases is often hard to
determine with real-time control systems. In
this case, length of transients as well as control
system and process reaction times give some
information about the length of test cases. The
duration of a transient is Tt seconds, and the
time needed to recover from a severe transient
(or better, to see if the system is capable of
recovering from the disturbance) is Tr Note
that T2 must be long enough to have capacity
for operator actions, so here the delay between
user commands needs to be considered. Before
the transient takes place, time To is needed for
the system to adapt to initial process state. The
length of test case is thus Tlesi = T0+T1 +Tr

Usually function modes are considered a good
starting point for functional structuring. The
description of transients in addition to the
system specification gives the necessary
information for identifying the system modes,
which are (Figure 23 shows the modes and
possible transitions)
• the normal mode, where the system controls

the process,
• the hand-control mode, where the system

transmits operator or maintainers commands
as such to the process, and

• the off mode, where the backup system takes
care of the control.

6.2.2.2 System interfaces

However, it seems that in this case it is not
reasonable to continue with functional decom-
position any further—towards a more detailed
functional structure as the number of functions
in the system is limited. The structure is in fact
presented at a high abstraction level in Figure
21 (page 37). The figure shows that there are
not many functions in the system, in reality
only two: firstly to control the system without
external interference and secondly, to imple-
ment user commands in the hand-control
operation mode.

takeover
command

NORMAL mode
control the process

mode=
hand control

A

medium
transient

mode=
normal

HAND-CONTROL mode
implement user commands

restart

OFF mode
backup system takes over

V

Figure 23. System modes and mode transition.
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Table HI. The list of input signals for the example system.

Measure

water level in tanks

water level and pressure in
the vessel

water level and pressure
during transients

distributions for initial state
definition

Algorithm to be followed

tank_level(t) = Tank(valve_states, pump_state)

vessel_level, pressure(t) =
Vessel(valve_states, pump_state)

vessel_level, pressure(t) =
Transient(vessel_level)

vessel_level, pressure, tank_level =
Ini t ial_state( )

Besides the simple functional structure, a closer
look is needed at the incoming data from the
process. For generating the test cases properly,
information is needed about
• the initial state of the process,
• water level and pressure behaviour in the

vessel as a function of total water flow (input
minus output flow), and

• behaviour of the water level in the tanks as a
function of total flow.

Initial state of the process should contain initial
values for the water levels in the two tanks and
in the vessel, and the pressure of the vessel. If
there is data from earlier similar applications,
this data could be presented as different
distributions for each input values, e.g. water
level - pressure distribution for the vessel, level
cf Tankl and level of Tank2 distributions.
Implementation of the distributions could be
simple, like the example of Tankl having two
initial values with different probabilities:
P("tank level = 1.3") = 0.6, P("tank level =
1.7") = 0.4.

Here it is also necessary to consider the
dependencies between different input signals
and the implicit vs. explicit presentation of
them. If there is a dependency between signals,
say vessel pressure and water level, then the
explicit modelling approach should be taken.
The relation between these signals can be
presented by an algorithm. In contrast, water
levels in tanks have no correlation, thereby the
implicit approach can be applied to describe
them.

For the usage model, the behaviour of all input
signals have to be defined in one way or the
other. Therefore it is useful to build a list of
input signals and describe how each of these
signals should be treated in the model. Such a
list for the example system is given in Table in.

In practice the algorithm, which determines
error transients, could be based on real
measurement data from a similar operating
process or from a simulator. Transients could
vary in strength and severity, and the
measurement data can be formulated to a
transient distribution.

The backup system interface is the last one to
be included in the usage model. To increase
reliability the control system has been comple-
mented with a backup system. We assume that
the backup system contains a simple logic,
which checks the alarm output and if the
control system has not been switched (within a
certain period) to the hand-control mode after
either of the water level limits has been
exceeded, it will take over the execution. Again,
on the bases of earlier operating control
systems, it is assumed that this kind of situation
happens once in two months.

In all, this short analysis of the process has
given an insight of a typical test case: its length
and the information that is needed to model the
process behaviour. Several distributions for
setting out the initial state of the system may be
needed, and a distribution for generating
transients is also necessary. Finally some
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algorithms need to be defined to describe the
behaviour of the process. In addition to these,
we may want to take into consideration the
inexactness of sensors and the noise of
transmission lines. This could be done by
adding an extra component into the incoming
signals, which can be implemented as normally
distributed noise.

6.2.3 The usage model

The way of implementing statistical testing
depends on way the reliability requirements
have been presented. In this case, it seems
reasonable to assume that the required
reliability has been stated as probability of
failure per demand. Therefore we should focus
our intention to such situations, which pre-
suppose system operations and produce only
such test cases, which will cause the system to
operate. As the system operation is started by
the abnormal water level in the vessel (which is
produced by a transient), all such test cases can
be eliminated where the transient is so small
that the system need not to operate. The usage
distribution for the transients can be modified
in such a manner that the probability of
disturbances will be highly increased. Each test
consists of a short stable state in beginning of
test case, which is followed by a medium or

severe disturbance situation. The result of
testing shows the probability of failure per
demand. This kind of test procedure is similar
to the testing of nuclear reactor protection
systems.

If distributions are modified, then modifications
have to comprise all the profiles in the usage
model. Otherwise the model does not reflect the
real environment, and will result an incorrect
reliability estimates. Regarding the case system,
a list that contains the various stimuli with their
occurrence frequencies (List 1) is a good
starting point for further modifications (see
Figure 23).

Small transients require no system response, so
they can be removed from the list. By selecting
six months for the time scale and organising a
little, we get the following number of occasions
for the events (List 2).

The user profile defined the basic division
between maintenance and operator use of the
system. For the maintenance it can be assumed
that all input sequences are uniformly dis-
tributed. However, during operator usage some
sequences are more likely than some others.
The situation can be studied on the bases of
earlier data on a similar system (List 3).

maintenance 2 times per

small transient 10 times

medium transient every 2

severe transient once a

year

per

days

week

day

backup system takeover once in two months

operator actions 7 times per two months

List 1. List of possible events.

maintenance

serious transient

takeover

operator actions

medium transient

1

24

84

3

21

List 2. Organised list of events that initiate control system operation.
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disturbances

vessel level

open V2
pump off
open AV

vessel level

pump

open V2
close AV

31

too high

too low

op en VI
openV4
on

close V3

9

22

9
4
9

C
M

 
C

M
C

M
 

C
M

18
3

21
1

List 3. Operator actions in a disturbance situation.

The data in the List 1, List 2 and List 3 in
addition to the analysis of the functional profile
make it possible to start the building of the
usage model. The model will be based on
hierarchical functional description, containing
state diagrams only on the lowest level.

At the top level of the usage model there is no
need to allocate operation probabilities for the
functions in this case. This is due to the fact that
all the functions are independent and concurrent
in the sense that their execution probability
does not change.

mode_seleotion,
valve_handcontrols,
pump_control,
waterjevels,
vesseLpressure

^-

/ SIMULATE
SYSTEM

Y ENVIRONMENT

V <
TARGET
SYSTEM

go

\

/

pump_state,
system_mode,
valve_states,
alarm

Figure 24. The context of the usage model.

pump_state,
valve states

GENERATE
COMMAND
SEQUENCIES

waterjevels,
vesseLpressure

CONTROL
BACKUP
TAKEOVERS

mode_selection,
valve_handcontrols,
pump_control

system_mode

Figure 25. Top level of the usage model.
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However, it is important to notice that for
instance user commands depend on the state of
the process. Actually this is very natural: the
operator wants to know what is happening in
the process before taking any actions. Therefore
the knowledge of the process state has to be
brought by some means to the function that
simulates the operator. In some cases these kind
of mutual dependencies of input data can be
covered by the explicit modelling approach,
and thereby avoid the need of using process
data. The approach was discussed earlier in
chapter 3.2 The functional structure. Explicit

modelling has drawbacks, such as the increased
size and complexity of the usage model,
though. This is why modelling of some systems
may turn out so difficult using the explicit
modelling approach that the usage model can
not be created without restrictions. Relaxations
in modelling may cause unwanted con-
sequences, which may even lead to loss of the
required accuracy of the reliability estimate.

Previous figures (from Figure 24 to Figure 25)
show how functions of the system have been
decomposed to describe the target process

init_water_levels,
init_vessel_pressure,
init_pump_state,
init_valve_states

pump_state,

valve_states

Figure 26. Subfunctions of the "Update process model" -function.

UPDATE PHYSICAL PROCESS MODEL

when(y(i_done));

v(water_levels)=v(init_water_levels);
v(vesseLpressure)=v(init_vessel_pressure);
v(pump_state)=v(init_pump_state);
v(valve_states)=v(init_valve_states);

V. . . . . . _

UPDATING PROCESS STATE

GENERATE TRANSIENT

tr_start_timer=tr_start();

GENERATING TRANSIENT

on(go);

update_state(v(pump_state,
v(valve_states));

when(timeout(tr_start_timer));

add_transient(v(water_levels),
v(vesseLpressure));

GENERATE INITIAL PROCESS STATE

generate_initial_state(v(init_water_levels),

v(init_vessel_pressure), v(init_pump_state),

v(init_valve_states));

y r(i_done);

INITIAL PROCESS STATE DEFINED

Figure 27. The three FSMsfor the function Update process model.

42



STUK-YTO-TR 128
FINNISH CENTRE FOR RADIATION

AND NUCLEAR SAFETY

behaviour. Therefore it is possible to concen-
trate on one certain part of the process at a time
and construct the environment model by
combining these parts. This kind of a useful
quality helps to manage complicated models.

Now the functional structure of the environment
has been specified and the lowest level
functions can be presented as FSMs.

An example of information exchange between
the usage model parts is seen for instance in
state Checking process state in Figure 28. The
state needs to know if the process is in the
pumping mode, i.e. pumping water from Tankl
to Tank.2. This process state will surely affect
operators actions: he or she can see that the
pump is already on and that only Valve3 needs

to be closed and Valve2 opened to start the
filling of the vessel. The advantage of handling
the usage model piece by piece is realised as a
smaller and more compact model, which is also
easier to comprehend and maintain.

The environment model for this case system
could also be implemented without structuring
as a non-hierarchical model by explicitly
describing the environment as one entity. For
systems that do not have many terminators and
those few have simple interfaces, this can be
done. However, if the target system is
connected to many external device or has
complicated interaction with other systems,
then the Markov type approach will probably
cause problems.

SERIOUS TRANSIENT

J when(v(vesseljevel) > HIGH_LIMIT) II

I v(vessel_level) < LOWJJMIT);

ov(p)=rnd(0,1);

CHECKING FOR BACKUP

when(ov(p) < 3/24); ese

• ' v ov(p)=md(0,1);

CHECKING PROCESS STATE

when(v(vesseljevel) >

HIGH_LIMIT);

LEVEL TOO HIGH

\ /
else

LEVEL TOO LOW | <

when{v(pump_on) &&

v(V1_OPEN) SS, v(V3_OPEN));

add(CLOSE_V3);

else

ov(p)=md(0,1);

add(OPEN_V2); when(v(p)<

jov(p)=rnd(0,1); 1 8 / 2 2 ) .

| OPEN V2

\ when(ov(p) < 4/9);

; add(PUMP OFF);

V \

add(OPEN_V1);

else

/

PUMP OFF

add(OPEN AV);

V
SEQUENCE READY

i

when(v(p)=»18/22&&

v(p) < 21/22);

add(OPEN_V4);

\|/v

j add(PUMP_ON);

\> V

add(OPEN_V2);

add(CLOSE_AV);

SEQUENCE READY

Figure 28. Generation of the command sequences.
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Sometimes the time between commands in an
input sequence is meaningful. If the time delay
between the commands is important, this
information can be included in the model. The
delay need not to be constant, but various
distributions for the delay may as well be
applied.

6.3 Evaluation of the usage
modelling approach and the
ReaGeniX method

The usage model has now been completed. The
generation of test cases was implemented by a
simple Add-routine in the action part of state
transitions, which adds the call parameter, e.g.
OPENJV2, into a test script file. Thus the file
will finally contain the command sequence
given by the user. Generation could have been
realised in many ways, for instance by using
state names as indicators of actions. This kind
of solution have been mentioned by (Agrawal
and Whittaker 93).

Implementation of the probability distributions
can be hidden in high level language programs,
e.g. coded in C or Fortran. Only the call
procedure for the programs is shown in the state
diagrams. The use of probabilities in the
conditional part of state transitions is somewhat
clumsy in the ReaGeniX FSMs: the value for
the probability has to be calculated during the
previous transition, which is then stored to a
local variable and used again in the condition
parts of next transitions (see for instance Figure
28). Compared to the solution in Markov
chains, this is less elegant.

The clear separation of the various stages in the
usage model development process is with
process control system not as clear as with
batch-type systems. In the best case, the usage
model for a batch-type systems can be created
solely on the bases of the user profile. Thus the
usage model is simply a classification of users.
This type of approach is proposed by Wohlin
and Runeson (94). An example of the approach
is given in Figure 30 with several user types.

The lowest level in the figure is the service
level.

However, real-time control systems have often
versatile links with their environment. The links
are different, depending on the type of the
terminator, which includes operators, system
busses, other systems, target process etc. The
problem of modelling this kind of environment
is in the mutual dependencies between
terminators. The handling of the problem may
introduce new problems, depending on the
solution. If the solution, i.e. the modelling
method, is Markov chains, then this will lead to
large, single level models, which may become
impossible to master if the target system has
complicated interfaces. On the other hand, if
the solution is a structured description method,
then the model is manageable for systems with
complex interfaces. These approaches can
apply statistical analysis, e.g. arc and state
coverage. If there is a desire to use history data
in the usage model, then the resulting usage
model will probably be even easier to create
and understand, but this will happen on the cost
of statistical analysis. Thus the problem is to
find a balance between the versatility and of the
modelling method and the need of statistical
analysis.

The potential and difficult problem that did not
come out in the case study, is the availability of
data to define the profiles (i.e. distributions or
probabilities) in the usage model. This was due
to the imaginary nature of the case system. The
probabilities could be freely selected without
any decrease of the trustworthiness of the usage
model. But for target systems that have no
similar predecessors or that are operated in a
totally new environment, this is a real problem.
Simulators or expert assumptions may be
applied, which are a better option than the
uninformed alternative that would resort to
uniform probabilities. Even earlier, similar
systems do not totally remove the trouble, as
there should be a many-sided and long-term
follow-up arranged for the system to bring
covering and precise data for the usage
modelling.
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1
1

i
V

i

: \

WAITING FOR TAKEOVER

when(v(system_mode==normal) &&
((v(vessel_level) > HIGH_LIMIT) II
(v(vessel limit) < LOW LIMIT));

ov(timer)=OPERATOR_TIME*seconds;

1 WAITING FOR HAND CONTROLLING
!

i

I

when(timeout(timer));

add(TAKEOVER_COMMAND);

when(v(system_mode==hand_control) II
((v(vessel_level) > LOW_LIMIT) &&
v(vesseljevel) < HIGH_LIMIT));

ov(timer)=TIMER_RESET;

Figure 29. Behaviour of the junction Control backup takeovers.

Figure 30. A hierarchical user profile with several user types (Wohlin and Runeson 94).
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7 CONCLUSIONS

The statistical reliability assessment of software
based systems requires that the random test
cases are generated from the operational profile
of the system. An operational profile consists of
a logical description of the possible states of the
system and of a statistical or probabilistic
model describing how often certain states of
sequences of states are encountered. If the
model doesn't correspond statistically to the
actual usage of the system, then the reliability
estimates based on the statistical testing are
erroneous. In this report we have considered the
statistical testing approach in general, discussed
approaches for usage modelling and description
of operational profiles. Further, we have
introduced a formal approach and applied it
within a simple fictive case study.

Generally, an operational profile model consist
of a logical description of the system and its
states and a probability model describing how
probably certain states or state trajectories
occur when the system operates. The most
usual ways to describe the systems states are
based on finite state machines. Further, it is
possible to apply context-free grammars and
graphs. Finite state machines provide also a
basis for Markov chain modelling: a complete
operational profile model is obtained by
assigning state transition probabilities to a finite
state machine.

The determination of the quantitative proba-
bility estimates (e.g. the transition probabilities
in Markovian usage models) needed in usage
models is a problematic issue. In principle, one
should use estimates compatible with the actual

usage of the system. Usually, these estimates do
not exist. However, the experts designing or
specifying the system have knowledge on the
system usage, and this knowledge can be
encoded into probability models. When using
expert judgements, one should take into
account and model the uncertainty about the
model parameters.

The approach for usage modelling introduced in
this study is based on ReaGeniX-tool. It is
possible to extend the standard ReaGeniX with
probabilistic features, and use it to generate test
cases. Since ReaGeniX tool is used in
developing so called test oracle (see Haapanen
et al, 1995), it is natural to use it as a tool for
test case generation. The case study revealed
that the usage modelling can be made with
reasonable resources, when this approach is
applied.

The emergency systems differ rather much
from the systems for the analysis of which the
statistical usage testing usually is applied. The
emergency systems should operate in certain,
rather infrequent accident situations, and for
example, the reliability estimates needed are of
the form "failure probability per demand".
Thus, the usual way of applying usage models
is not always relevant. One may need to
generate test cases conditionally, in such a way
that only run types requiring the operation of
the emergency action are generated. For certain
types of usage models this is possible (Markov
chains), but additional research is needed to
make these approaches practical.
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