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The Defense in Depth Principle
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• Classical interpretation of the barriers
- Physical barriers

• Abstract interpretation of the barriers
- Technological systems

• systems of normal operation

• safety systems

• accident localization systems

- Administrative barriers

• operating instructions, Tech.Spec.

• EOP's

• Accident Management Procedures

IAEA Workshop on PSA Applications, Sofia, Bulgaria, 7-11 October 1996

The defense in depth principle is one of the basic principles of the nuclear power plant safety.
The source of the risk shall be isolated by concentrically located barriers in order to avoid the
contamination of the environment and high radioactive doses to the local habitants. The
classical interpretation of the barriers is the cladding-primary coolant boundary-containment
three-layer structure. The primary circuit is fully inside the containment, the fuel within the
cladding is inside the primary circuit. (Sometimes the fuel matrix is also a member as the first
barrier.) The main source of the risk of the radioactive doses is the fission products normally
inside the fuel cladding, and it is surrounded by these barriers.

There is a more abstract interpretation of the principle. Lets consider the figure on the slide as
the space of the possible plant states. The region I. is the normal operating states, the region II.
is the abnormal states, the region III. is the accidents with core damage, and the region IV.
accidents with large radioactive release. There are two kinds of barriers preventing state
transition from one state to another, technological and administrative barriers. The
technological barriers are the systems of normal operation (operating parameter controls,
control valves,...etc.), the safety systems (reactor protection system, ECCS, AFWS,...etc.) and
the accident localization systems (spray systems, containment). The administrative barriers are
the following: I. normal operating instructions and the Tech.Spec., II. the Emergency
Operating Procedures and III. Accident Management Procedures. Together with the
technological barriers they strengthen and sometimes complement the classical barriers.
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The Defense in Depth Principle (cont'd)

Properties of the barriers:

- What is the barrier able to cope with? (height)
The design basis

- Is it sure any time? (integrity)
Reliability

Low frequency of attacks, being able to cope with
wide spectrum of events and high barrier
reliability give together safety.

= > use PSA to evaluate the effectiveness of the
protection
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The safety is influenced by three main factors:

1.) The barriers are designed to cope with a given severity of events. The inner barriers with
less severe, the outers with more severe events. The severity of the events is defined by the
design basis events of the barriers. This is the most severe event the barrier is designed to keep
inside.

2.) The barriers are characterized also by their reliability. The barrier reliability is the
probability of keeping the events inside. For different events the reliability can be different, so
the reliability is event specific.

3.) The generation of the situation to be protected against is the third factor influencing the
safety. One could say, in extreme case, when no event can occur, there is nothing to be
protected against, so the barriers are meaningless, or the plant is very safe itself. Of course, this
is not realistic. The frequency of the events is a plant property and a very important (if not the
most important one) characteristic of the safety, but not the only one.

When analyzing a safety issue the individual handling of these factors is not enough, and can
lead to wrong, or at least not proper conclusions. The best way is to take into account all three
factors.

The PSA takes into account these three factors together, and is able to give an integrated
picture on the safety. So it is a very useful tool to evaluate any safety related issue.
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The Safety Management and the Nuclear Power Plant Safety

Feed forward Feed back

I potential events L i — Plant Safety

Initial knowledge
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Three group of mechanisms and
tools to provide high level of
safety:
- initial knowledge

• DBA

- feedforward

• PSA

• experiments

- feedback

• event investigation

• internal and external

experience feedback
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Maintaining high safety level in a nuclear power plant requires the combination of three
groups of mechanisms working together. These are the initial knowledge, feedforward and
feedback. These mechanisms are supported with information by different types of analysis.

The initial knowledge of the nuclear power plant is provided by the initial safety analysis, that
is mainly the deterministic design basis analyses. Sometimes, especially for the new designs,
the PSA can contribute the initial knowledge.

The feedforward is fed by the analysis of the potential events. That is mainly the PSA. Some
experiments belong to this type of analysis, because the performers are interested in insights
before an event occurs.

The feedback is provided by the analysis of the experience. It can be the event investigation to
learn lessons from already occurred events inside and outside the plant. It also can be
supported by the PSA (ex.: PSA based event evaluation).

As one can see, this interpretation of the safety is very similar to the one shown on the last
slide, and the conclusions are almost the same. The PSA can be a useful tool to achieve high
level of safety.
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The Probabilistic and Deterministic Approaches

i

The probabilistic and the deterministic
approaches have the same objective: to
find the safe region in the space of the
possible plant states.

Which one is better?

The complementary use of both is the best.
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Many people ask the question: Which approach is better, the probabilistic, or the
deterministic? This question is coming from the fact, that the probabilistic safety assessment is
younger than the deterministic safety assessment. One could think, the younger approach is
more modern, and it will replace the older one. This dangerous thought is strong especially
among people in the PSA field. The "opposition", who are mainly the people not
understanding the PSA, would say: the only way to approach the safety is the deterministic
way, and PSA is to be performed because it is needed to license the nuclear power plant.

The reality is that both of them are looking for the region in the possible plant states, where the
operation of the nuclear power plant is thought to be safe enough, and they find more or less
the same region. One expresses the safety in terms of low risk, the other defines strict (?) rules
and parameter limitations. The objective is the same, and being different approaches, of course
there are regions covered by one and not covered by the other one. It does not mean, that one is
more strict or better, than the other.

From the point of view of the safety the right answer is to use both approaches in order to find
the region found safe enough by both methods, i.e. the region with low risk fulfilling the
deterministic requirements. That should be the principle of a modern risk based safety
regulation.
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The Role of PSA Applications in the Safety Management
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PSA applcatcr.

"Self regulating" control system
regulating the risk down, if the
information speed is high
enough.
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The primary information are on one hand the maintenance and test schedules, on the other
hand the random disturbances, such as random component failures, or human errors.

This information is needed to define the actual plant configuration, and the equipment states.

The actual plant state is a direct input to the Risk Monitor giving information for the
immediate use.

The actual plant configuration is also an input to the equipment reliability properties for the
evaluation of the long term equipment behavior.

The reliability information is then used for the "living PSA" updating.

Using the models and results of the "living PSA", the Risk Monitor gives the input for the
given PSA application. The "living PSA" in some cases directly inputs to the PSA application.

The PSA applications are important contributors to the plant maintenance and test scheduling
activity, that can further affect the random equipment behavior. Also the modifications and the
safety upgrading activity are influenced by the PSA applications. These are the feedback
effects in the whole system.

Thus, on that way a self-regulating control system is provided, and as a result the use of PSA is

followed by overall risk reduction.
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One More Slide

The PSA applications are very useful tools to
maintain high safety, if the user understands
the basic safety philosophy, and regards the
nuclear power plant safety consisting of
many components, not underestimating
anyone of them.
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