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ABSTRACT

The possibility of carrying out Probabilistic Human Reliability Assessments (PHRA) is often
doubted. Basing ourselves on the experience Electricite de France (EDF) has acquired in
Probabilistic Safety Assessments for nuclear powerplants, we show why the uncertainty of
PHRA is very high. We then specify the limits of generic data and models for PHRA: very
important factors are often poorly taken into account. To account for them, you need to have
proper understanding of the actual context in which operators work. This demands surveys on
the field (powerplant and simulator) all of which must be carried out with behavioural science
skills.

The idea of estimating the probabilities of operator failure must not be abandoned, but
probabilities must be given less importance, for they are only approximate indications. The
qualitative aspects of PHRA should be given greater value (analysis process and quelitative
insights).

That is why the description (illustrated by case histories) of the main mechanisms of human
behaviour, and of their manifestations in the nuclear powerplant context (in terms of habits,
attitudes, and informal methods and organization in particular) should be an important part of
PHRA handbooks. These handbooks should also insist more on methods for gathering
information on the actual context of the work of operators. Under these conditions, the PHRA
should be possible and even desirable as a process for systematic analysis and assessment of
human intervention.

1. INTRODUCTION

We are going to talk about Probabilistic Human Reliability Assessment (PHRA). This is a
particular approach to human reliability forming part of Probabilistic Safety Assessment (PSA).
That is why we use the acronym PHRA rather than the more conventional expression "Human
Reliability Analysis" (HRA). In fact "HRA" designates the same thing. HRA is also
probabilistic, but the acronym does not say so!

Precisely, would it not be better for HRA to stick to what it announces, i.e. analysis of human
reliability? Is Probabilistic Human Reliability Assessment really possible? The answer is not
obvious. A lot of behavioural sciences specialists even say "No".

We are going to add to the debate in connection with a very particular aspect: that of nuclear
powerplant PSAs. We will base our points of view on experience acquired in our work on
PHRAs for PSAs carried out by EDF (Electricite de France). Our role in this, as the DER1, is to
develop methods and data, and then to apply them to PSAs, in conjunction with our colleagues
in SEPTEN2.

EDF's Research and Development Division (Direction des Etudes et Recherches)
EDF's Service Etudes et Projets Thermiques et Nucleaires

F. Mosneron Dupin - Internationa! Seminar - Human Reliability -page 4



Today we are above all "practicians" who are called on to take part in relatively short-term
applicative projects. In addition, due to the problem of language (particularly problematic in
PHRAs where you have to understand the context - procedures, operators' comments, etc.), we
have trouble taking full advantage of international skills. Our knowledge of recent research
development is probably insufficient. In relation to this, this article will probably be inexact in
places. Nevertheless, we are taking the risk of stating our position and making criticisms. The
debate must be fed, and we would invite readers to draw our attention to any weaknesses in this
article. Readers will note that before casting a critical eye over the works. Qf others, we take time
to examine the limits of our own work. And they will not forget that in the past we have never
failed to recognize how much we owe them ... Ill,121.

First of all we query the "realism" of PHRA and review the associated uncertainties. This will
allow us to then query the means for taking account of the real context in PHRAs: can one really
use "generic" data and models? We can then examine the problem of quantification. At this
point, as often happens in a study, we have transformed the original question. Under what
conditions is a PHRA possible? We will try to answer by proposing orientations for research.

We would be grateful for the comments of experts, in particular on the last section (Chapter 5)
which provides a synopsis of our positions and the questions we are" asking.

2. HOW REALISTIC IS PHRA?

Without making any claim to exhaustive examination of this question, we are going to approach
it through analysis of the uncertainties of the PHRA for the "EPS 1300" PSA (PSA of the
1300 MW Paluel nuclear powerplant for which we carried out a PHRA 111,131).

2.1. Realism: a major preoccupation of the EPS 1300 PHRA

The realism of the study was a major preoccupation for us. We therefore gathered as much
information as possible, directly at the plant or indirectly via our representative in the plant (who
performed surveys and gave us a lot of information). We also used 204 simulator tests
performed with 78 teams of EDF operators.

These tests were performed under the conditions as realistic as possible IAI. Their only purpose
was to get feedback, so they were not training sessions or operator appraisal tests (which reduces
some of the bias pointed out by Dougherty in particular/11/). The operators came especially for
these tests, and never took part in more than three. The instructors or observers had no contact
with them during the tests. Sustained interviews (2 to 3 hours per 2-hour test) gave a better
understanding of what was observed during the tests. Ergonomists helped with the observing
and interviewing in order to get as much qualitative information as possible out of it and to limit
bias. This therefore went well beyond a simple collection of times for actions and errors.

The samples gathered were quite extensive (204 tests) and uniform, the campaign being carried
out from 1982 to 1988 with:

- the same methods, more or less

the same teams of observers, more or less
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- only two different man-machine interfaces (apart from a few special cases, the EDF's
PWRs at the time consisted of only two types of plants, those of each type being
practically identical in all respects).

operators working with the same organization and methods.

Finally, the tests were quite well adapted to the needs of the EPS 1300 RSA since the methods
for collecting data and a large part of the accidents tested had been defined in relation to these
requirements, in close co-operation with us.

The data available to us for the EPS 1300 PSA was therefore good, or even exceptionally good,
relative to that often available for a PHRA. However, we are aware of the very major restrictions
on the realism of the study. But what are the main causes of uncertainty?

2.2. Uncertainty linked to the modelling of the power plant.

Modelling of the power plant is not part of the work of the PHRA, but it sets the framework:
actions required, sequences and consequences of those actions, time available to carry them out.
It therefore plays a determining role in uncertainties, but it is very difficult to evaluate it.

2.3. Uncertainty linked to qualitative modelling of operator intervention

The most crucial points with respect to this are felt to be the forecasting of extraneous actions
and the consideration of dependencies. Both of these aspects have a considerable effect on the
very structure of the event or fault trees, but are very difficult to process.

In the EPS 1300 PSA we systematically envisaged unwarranted shutdown of the systems
required. In addition, we observed the start of some unwarranted actions on the simulator
(unwarranted shutdown of safety injection after a LOCA; unwarranted isolation of steam dump
to the atmosphere after steam generator tube rupture), which helped us to take them into
account. As for dependencies, our knowledge of operator habits and the use of large event trees
facilitated our task.

Nevertheless, these problems are still imperfectly solved, and it is not easy to put a figure on
their impact on uncertainty.

2.4. Uncertainty linked to the difference between simulator conditions and real
conditions

The quality of simulation of physical phenomena was not major problem, even though some
shutdown or seriously impaired situations were, at the time, pushing the possibilities to the limit.
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Operator behaviour on simulators is necessarily different to their behaviour in real-life
situations. This probably has a significant effect. We drew up a list of the probable causes of
differences IAI. We also compared data gathered in real-life situations and on simulators for
identical situations 151. The phenomena are very complex. It is not possible to establish a
correlation for correcting the data from simulator tests. The "simulator effect" depends both on
the events and on the parameters considered, and it can vary in opposite directions, depending
on the case. It cannot be said, for example, that performance is always better on simulators. We
therefore took the test data "as is" for the EPS 1300 PSA.

Simulators must not at all be rejected because of these restrictions. Operating problems observed
on simulators can generally occur just as easily in real-life conditions. Simulators constitute an
outstanding source of information. Their use should be encouraged for PHRAs.

2.5. Uncertainty linked to the "models" for quantification of operator-error probability
(apart from simulator/real-life differences)

Even if they only predicted the behaviour of operators doing simulator tests, quantification
"models" would be a source of uncertainty. This uncertainty is linked to the representativity of
the samples used to develop the "models" (bearing in mind the variability of the teams), to the
assumptions on the effect of the various factors, to the non-consideration of certain factors, etc.
In general terms, it concerns the current limits of modelling of human complexity. Because of
these limits, for the EPS 1300 PSA we tried to remain as close as possible to the test data. We
had no illusions about our ability to actually modelize.

In Appendix 1 we undertake detailed examination of the limits of the "models" we have
developed from our simulator tests. It turns out that even if some parts of the "models" are very
"close" to the test results, we always have to complete test results with engineering judgement.
The main problems lie in:

- the rarer situations (and particularly times for action longer than 30 minutes),

- modelling of factors other than time (particularly "recovery factors" such as
redundancy or alarms),

- the preparation and use of standardized curves (like our "standardized model" or that
of EPRI HCR/ORE 161): insufficient criteria on pooling of test samples; major
instability of probabilities obtained, depending on the starting point of the times
chosen; and difficulty in selecting this starting point; uncertainty on extrapolations.

2.6. Uncertainty linked to the use of quantification "models"

This source of uncertainty concerns the adaptation of the model to the quantified situation, and
the pertinence of its application (various judgements will be necessary). It depends much on the
variability of the skills of the people using the models and on the greater or lesser ease of use of
the models. Of course the more generic the model is, the greater are the problems in adapting it
to the situation concerned. And unfortunately it is often necessary to "extrapolate" by means of
much engineering judgement, few contextual factors being modelized. The broad scatter of
results obtained in the international benchmark exercise organized by the European Research
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Centre in Ispra 111 (in which we participated) gives a good illustration of this source of
uncertainty. We will also analyze it on the basis of important sequences of the EPS 1300 PSA.

Several sequences concern LOCAs with the shutdown cooling circuit connected and the primary
coolant circuit open. The team has to start up safety injection. To quantify these sequences, we
have no test data that can be used directly (the risks involved in work in progress in the reactor
building play an important role in the decision-making process of operators: this is one reason
why it is difficult to simulate this situation). As for our "models", they did not really make it
possible to represent the specific features of the action. The "least well adapted" appeared to be
the "diagnosis model". Given the lack of feedback on this action and the shortcomings of the
models, we felt it preferable to make a "conservative" quantification. Since the operator stands a
chance of finding himself in a situation with conflicting objectives, we used the most pessimistic
curve of this "diagnosis model". As we have shown in Appendix 1, this curve is very
hypothetical. We then applied the model for recovery by the ISR3 which has a much sounder
basis.

Another series of important sequences was quantified with the "normalized model"
(Appendix 1) corrected by engineering judgement to take account of an unfavourable factor not
explicitly modelized and not present in the simulator tests available.

This shows that even for important sequences, and despite the relatively good quality of our
data, we had to make extensive use of judgement because:

our "models" were not sufficiently, well adapted to the cases considered,

they parametered only a small number of factors (and even those were not always well
structured), which restricted their field of application (unless compensated by judgement).

2.7. Evaluation of uncertainty

We developed a method for structuring the engineering judgements necessary for quantitative
evaluation of the uncertainty of PHRA. Only the last three sources of uncertainty above were
taken into account (the uncertainties involved in modelization of the power plant and in
qualitative modelization being difficult to quantify).

3 In France the ISR (Ingenieur Surete Radioprotection) plays a role similar to the Shift Technical Adviser (STA).
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Each quantification "model" was considered as the product of three lognormal distributions
associated with the three sources of uncertainty taken into account. Engineering judgement
"estimated" the limits (Bs and Bi) between which the "model" would be situated for each source
of uncertainty, in the absence of the others. An error factor was then calculated for each of the
associated distributions, and then for their product, the model itself. Table 1 gives an example
for the "diagnosis model" referred to above.

The error factor for the probability of operator error is then obtained from those of the models
used for quantifying it. The factors obtained in this way vary from 2 to 10, depending on the
errors. These factors were then integrated into the global evaluation of the uncertainty of the
EPS 1300 PSA.

Finally, a lot of important sequences of the EPS 1300 PSA have a very high error factor, largely
due to the uncertainty of the PHRA. Of course the uncertainty for a set of sequences is lower, for
errors are supposed to cancel each other out. For the LOCA "family", which is preponderant, the
90% confidence interval is still broad [4.7 x 10"7; 1.8 x 10"5]. For the entire EPS 1300 PSA, the
90% confidence interval is [2.2 x 10"6; 2.1 x 10"5], for a core melt probability of 1.1 x 10-5/unit
x year /3/.

Furthermore, the sequences with the greatest weight were often sequences for which a
"conservative" attitude had to be adopted since there was a shortage of good data for them. In
other words, the fact that a sequence has a great weight can mean only that, in the context of the
study (means, time available, etc.), it was not possible to prove that its weight is lesser (and not
that it is really important for safety)...

2.8. Conclusion: is a PSA an analysis process rather than a realistic model?

The example of the EPS 1300 PSA enabled us to detect the limits of the realism of a PHRA,
even if there is good data on the context studied. In spite of everything, a PSA can be a decision-
support system. But the users have to be aware of its limits: a PSA modelizes reality
corresponding to the knowledge available at the time it is made, but the knowledge is very
imprecise in some fields, and can change subsequently, if further investigations are made
(simulator tests, thermohydraulic studies, etc.). Some predominant sequence "peaks" can be
partly "eroded", and new sequences, which were "overshadowed" by the first, "come into the
light". A PSA is therefore also, and possibly above all, an analysis process. Should the name
"PSA" be changed to "ARARA" (As Realistic As Reasonably Achievable), based on ALARA?

Now let us look at the implications the limits that we analyzed have on the way of carrying out a
PHRA.
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3. CAN GENERIC DATA AND MODELS REALLY BE USED?

3.1. The attraction of generic data and models

Some PHRAs are carried out without PHRA specialists being authorizecUo make observations
and interview the operators and instructors (it being claimed that this sort of exchange would
"disturb" the operators).

Without taking up these practices which, in our opinion, have little to do with a PHRA, many
people make up for the shortage of statistical data specifically for the context studied by using
generic data taken from "literature". The famous "Handbook" by Swain /8/ is several hundred
pages thick and incites readers to "check in the field". However, what is certainly read the most
are the 27 tables of figures in Chapter 20 which are very widely used throughout the world by
both good and not-so-good specialists. This data comes from a variety of sources, but these are
not detailed. It is said to be generic, i.e. usable in a variety of contexts, and even outside the
nuclear field. The EPRI method (SHARP 1 191 and HCR/ORE 161) incites people to seek out
specific data (especially action times) which is extrapolated with generic normalized curves. But
this encouragement to gather data in the field is not particularly strong, neither implicitly (few
factors are modelized) nor explicitly (SHARP 1 does not put data collection in the field at the
centre of the procedure). Lastly, in a method under development (INTENT), Gertman and co-
authors /10/ provide upper and lower probability limits for very general categories of "errors of
intention". For example, for "violate procedure and reconfigure equipment", they propose
[5.5 x 10~4; 8.3 x 10"2-] without any further indication of the context. Here again, the authors do
not claim that the intervals can be used "as is". They recommend taking account of various
factors, and propose some weights for these factors. But is it really legitimate to provide such
intervals for such general categories of errors?

3.2. The importance of the actual context ("specific" context).

We know that it is not always possible to find the qualitative and quantitative information
necessary for a PHRA "in the field". The analysis of the uncertainties of our EPS 1300 PHRA
gave a good demonstration of this. We had to extrapolate, often on the basis of simple
judgement. It is therefore necessary to have a means of generalizing extrapolations, for example,
from one situation to another. But we consider that:

- the complexity of extrapolation is generally underestimated,

- even authors who are aware of this often provide methods which stand a substantial
chance of being used as "give me a number" methods, to use Dougherty's expression
mi.

To go from generic data or from a generic model to an appraisal of human reliability in a
specific case, a rich description of context must be entered into the generic "box". If the "box"
does not allow this, or if it can produce a result without all the data being entered, the results are
haphazard. As Dougherty says /11/, "context is everything".

It is quite easy to understand that this can be the case for errors concerning complex cognitive
processes ("mistakes"). But are there many important safety-related errors that do not concern
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such mechanisms? Even what at first sight might appear to be a mere "slip" may combine "slip"
and "mistake". On simulator tests4 we have seen errors in reading parameters or errors in
orientation logic tests in the procedure which were due to a combination of:

- poor presentation of the information (this factor is included in the generic data like
that of Swain),

- the fact that the operator expects or unconsciously wishes to read a certain value, or
follow a certain branch of the organization chart for the procedure. (This factor is not
explicitly included in Swain's generic data.)

These phenomena are conventional in terms of perception. But they are not well covered by the
data tables supposed to be used to deal with "slips". Now they have a considerable effect,
especially in the very little "skill-based" context of emergency operation of nuclear power plant.
Even when he is supposed to apply an emergency procedure to the letter, the operator of a
nuclear power plant still thinks 121.

3.3. Contextual elements to be taken into account

What do we mean by "rich description of context"? It need not be a very long description aimed
at covering absolutely everything. Above all it is a characterization of the context including the
really determining factors for the case considered. In the example given in Appendix 2, the
presentation of a specific part of the procedure and the operators' concern over unwarranted
safety injection are important factors. Among these important factors can often be found:

1 the time-linking of events in the sequence,

2 the exact type of events and their manifestation in the control room,

3 the normal operating habits of operators (which they tend to transfer to emergency
situations, even if priorities are no longer the same),

4 the general characteristics of the cognitive and "affective" sides of human behaviour,
and above all, their manifestation in the context studied, e.g. the need for "operating
comfort"5 for EDF operators,

5 informal organization (actual application of prescribed organization). Some aspects
are specific to each team and therefore cannot be taken into account in a PSA. But
there are also aspects which, on average, are valid for all operators, e.g. the "credit"
that the ISR (STA) benefits from in operators' eyes5.

6 and of course the characteristics of the man-machine interface.

It can be seen that factor types 1, 2, and 6 above (together with training and the prescribed
organization) constitute the prescribed framework. You cannot go directly from this framework
("input") to the actual activity of operators ("output"). The characteristic intermediary variables

4 See example in Appendix 2
5 See Appendix 3.
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of the "black box" (factor types 3, 4, and 5) must be known. The "black box" must not stay
black! Of course here we are touching on the limits of the behaviourist approach.

The problem is that apart from the characteristics of the man-machine interface, a number of
these factors are not well covered by the models and data used in PSAs. This is partially because
it is more difficult to get the information required.

3.4. How can you appreciate and integrate the actual context?

In order to take account of these contextual aspects, we highly recommend:

a far-reaching study of the context combining statistics-oriented studies (analysis of
incident files, brief collections of data during simulator training) and qualitative-oriented
studies (visits and surveys at the power plant, with direct interaction with operators and
instructors; specially organized simulator tests for analyzing and understanding
behaviour);

for qualitative-oriented studies at power plants and on simulators, the combination of
observations and semi-directive interviews. Interviews are indispensable for
understanding behaviour. The "self-confrontation" method of ergonomists (in which the
operator is filmed at his work, then given the chance to watch the film and comment on
his actions) is seen as being most productive;

using large event trees (or at least representations that clearly evidence time dependencies
and, more generally, context dependencies). The use of "standard" errors quantified out of
context for "reuse" in a variety of sequences inherently unknown to the PHRA specialist
is obviously to be prohibited (at least for post-emergency situations).

3.5. Conclusion: taking account of human factors requires behavioural science methods

A PHRA requires means of generalization and extrapolation. But as has been seen above,
extrapolation is not easy. To use a "generic model" for a specific case, the really determining
factors of the actual context must be taken into account. In addition to relatively technical
factors (times available for action, man-machine interface, etc.), a lot of important factors are
more closely related to human aspects (habits, attitudes, and "values" of operators with respect
to the tasks studied, not in general).

Since PHRAs have often been very close to technical reliability, many methods do not allow
these factors to be taken into account in structured fashion. Even worse, they do not put enough
stress on the need for them to be taken into account, even if only by engineering judgement. The
methods should at least have enough warnings to take any credibility out of those using them in
their offices by simply varying a few parameters concerning the man-machine interface. They
should require collection of far-reaching information in the field.
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Finally, to make progress with the models and methods, it is necessary to get help from
behavioural science specialists (ergonomists, psychologists, and sociologists). We recommended
this in III. On this point we think along the same lines as Ryan /12/ in "Human Reliability
Analysis: Why Not Turn to the Human Factors Community"6. Of course this means the
specialists concerned would have to agree to take an interest in PHRAs, to "leave their ivory
towers" (Dougherty /13/). They are often discouraged, particularly by the claim that PHRAs
evaluate the probability of human error. It is the famous question of quantification that we are to
examine next.

4. IS IT REALLY NECESSARY TO QUANTIFY?

4.1. An old debate

This question is neither new nor very original when it comes to PHRA. To a certain extent it is
an "eternal question"... Despite everything, the question should be broached again. First of all,
because the debate is obviously not finished, and it should be further clarified and advanced.
Then, the answers given are decisive for orienting future research ... and for convincing
behavioural science specialists to help us!

For many of these specialists (particularly ergonomists of the "French-speaking ergonomics"
trend) quantification is one of the major sins of PHRAs. The few French-speaking PHRA
specialists blush when they talk about it, swearing that they do not attach a great deal of
importance to it, and publicly declaring their attachment to qualitative analysis of human
reliability.

As for the engineers in charge of studies, they are great consumers of "figures". They want to
"know the probabilities of human error" and wish to be able to estimate "the weight of the
Human Factor". Although making greater discrimination, many PHRA specialists, especially in
the U.S., also attach a great deal of importance to quantification of the probabilities of operator
error. The "founding father" himself, Swain, recently wrote /14/:

"Human Reliability Analysis (HRA) is any method by which human reliability is
estimated. Human reliability is the probability of only those activities necessary for
either a reliable or an available system ..." "A realistic assessment of human error
probabilities, a major goal of HRA..."

Our analysis in the preceding chapters leads us to think that it is hardly possible to carry out
such a "realistic evaluation" in most cases encountered in a nuclear powerplant PSA. We will
attempt to demonstrate this.

But are we speaking of the same Human Factor specialists? It is not certain. There are often substantial
differences, particularly between "French-speaking ergonomists" and "Human Factor specialists" in the USA.
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4.2. Probabilities have a lot of limits

We have seen that the probabilities provided by PHRAs were in fact mostly the result of
engineering judgement more or less structured by the use of models. Even when good field data
is available, as was the case with our EPS 1300 PSA, it is always necessary to introduce
judgement into a quantification. And in some cases - sometimes predominant in terms of the
probability of core melt - we come close to "pure judgement".

Of course one could say that what counts is not the absolute values of the probabilities but rather
their relative values. In other words, even very uncertain figures have at least the advantage of
helping rank accident sequences. That is true, but we have seen how contingent this ranking is,
how it can change during a PSA, depending on the evolution of knowledge.

Furthermore, is it indispensable to quantify operator error in order to rank sequences? It is not
certain. Quantification of the sequence without human factors already constitutes an important
basis for ranking. In addition, one could content oneself with ranking operator failures by
putting them in different categories (from the most probable to the least probable), without
going as far as quantification proper. This would prohibit global quantification of the risk of
core melt for the entire PSA. Would that be a big disadvantage? Decision-makers could no
longer forget all the uncertainties of PSAs. One would limit the risk of imprudent use. The very
ease of use of figures is dangerous, especially since all figures, although they have the same
"name", obviously do not have the same "status". The "10" designating the number of fingers on
our hands and the "10"3" for a probability of operator failure are not entities of the same kind.

Then, doesn't the interest shown in probability turn some analysts away from qualitative
aspects? We have underlined the importance of the analysis of real context. But sometimes more
time is spent tracking down probabilities in tables than observing what actually happens in the
field ! Lastly, to make progress in safety, beyond safety assessments, qualitative lessons should
be drawn from PHRAs. Simply providing probabilities serves no real purpose in this respect.
We have tried to go further in the EPS 1300 PSA 121, but even that was insufficient.

4.3. Probabilities are also of some interest, and "qualitative" aspects are not "without
reproach".

However, it should not be forgotten that quantification helps explain some assumptions that are
necessarily made when one tries to determine ranking in a qualitative manner. Probabilities can
therefore be seen as means of making engineering judgements more explicit.

On the other hand, quantitative data and probabilities can help in judgement and facilitate
understanding of some problems. Statistics on times for action, for example, can be used to
verify judgements (or to invalidate them, as was sometimes the case with the EPS 1300 PSA).
Of course this "basic" data is not the "composite" and so-uncertain probabilities obtained from
PHRA. One could give up carrying out PHRAs, while nevertheless using statistics whenever
possible. But it must be recognized that the "desire for probability" which characterizes PSAs
has the advantage of encouraging the development of statistics, and of inciting people to
multiply observations on simulator tests. Observing a large number of teams of operators can
result in significant enrichment of qualitative data. One can discover behaviour that would have
had little chance of occurring in a smaller number of tests. Abandoning the "quantification
requirement" means risking abandoning the advantages of the "statistical point of view" and
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limiting oneself to the "clinical point of view". This would amount to "jumping out of the frying
pan into the fire".

Finally, it should be noted that uncertainty does not concern probabilities alone. It also affects
qualitative aspects. The lack of data on certain accidents, the extreme difficulty in modelling
operator behaviour, and the problems of representativity of operator behaviour on simulators
affect qualitative aspects of PHRA just as much as quantitative aspects..The same applies to the
instability of the weight of sequences, depending on the evolution of studies, as referred to
above.

Focusing on the uncertainty of probabilities is possibly the result of attempts to assess the
uncertainty of quantitative aspects, which is not as much the case for qualitative aspects. This is
a very strong argument which relativizes the criticism levelled against probabilities because of
their great uncertainty.

4.4. Conclusion: qualitative and quantitative aspects should be combined and the
"status" of probabilities specified

In the conclusion to the article /14/ referred to at the start of this chapter, Swain introduces some
nuance into his position:.

"HRA provides a formal, analytical method to identify the potential for important
human errors, i.e. the identification of error-likely situations. Even if one has doubts
about the accuracy of individual estimated HEPs (Human Error Probabilities), HRA
provides a determination of the relative importance of error-likely situations for the
system criteria of interest. Stated in another way, the qualitative aspects of HRA are at
least as important as the quantitative aspects".

It would be a pity to deny oneself the advantages of quantification. As Swain recommends,
qualitative aspects and quantitative aspects should be combined. This requires more stress to be
put on qualitative aspects than has been the case in the past. The article by Pate-Cornell /15/ is
interesting in relation to this, for while using probabilities, it deals with "human" qualitative
factors, in the sense seen above (recognition operators receive, etc., even if this soon reverts to a
quantitative factor, i.e. the money in their pay packet!).

What the probabilities of operator failure are and are not should also be better specified. We do
not consider that they can be seen as measurements. They are only means of expressing
judgements in synthetic fashion. Knocking them down from the pedestal on which they have
been placed is the only means of saving them for PHRA !
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5. HOW CAN PHRA PROGRESS?

So what progress needs to be made for Probabilistic Human Reliability Assessment to be really
possible and useful? Using the information presented above, we will now try to specify what
needs to be done. A lot of improvements can be considered: without denying the interest of
long-term research, we give preference to improvements likely to give results in the short and
medium term. For we consider that it is possible and urgent to overcome some "basic"
difficulties. The greater part of future work must therefore deal with them.

This view leads us to discuss two current trends in research - "cognitive simulation" and
modelling of organization and management - before we present our proposals.

5.1. "Cognitive simulation", modelling organization and management: what's it worth ?

Given what has been said above, we are quite sceptical about PHRA "models". We have already
mentioned our dissatisfaction with Swain's data, "HCR/ORE" type normalized curves, and even
our own "models" (although they are more "specific", closer to the context, and closely linked to
good simulator data).

We also have reservations about "cognitive simulation". The approach we made some years ago
/16/ led us to the following conclusion. Before simulating behaviour, you have to be able to
describe it properly, even if only "on paper". In the nuclear industry, this effort for description
and understanding is insufficient, given the complexity of the context. We therefore re-oriented
our works towards a thorough analysis of a relatively simple task: following part of the
procedure for recovery from a steam generator tube rupture. This analysis was performed on a
simulator, using the self-confrontation method I 111. We now have to draw conclusions from
this. Whatever happens, "cognitive simulation" is undoubtedly interesting as a research tool, as a
heuristic method. It can also be operational in cases where simple modelling of the operator is
sufficient (for first automatic validation of procedures for example). But above all it must not
take PHRA specialists away from the "field". Care must be taken that these very attractive
"models" for engineers do not become new "give-me-a-number boxes" discrediting more
"laborious", less brilliant, but more realistic and more useful "field" approaches.

We also feel that it is probably premature to try to modelize the effect the organization,
management and the safety culture have on the probability of core melt. We cannot even
properly modelize the effect of the man-machine interface! But we do not in any way mean that
no interest should be shown in management and the safety culture. Trying to build safety
climate indicators /18/ on the basis of psycho-social climate measurement type surveys seems to
be a realistic approach to us. But explicitly linking the safety climate or the organization (from
top management down) to the probability of core melt in a PSA, and using structured models, is
felt to be hazardous and not at all a priority7. It is preferable to first try to take account of the
characteristics of management and of the safety culture which have a direct effect on the control
team, without trying to modelize their links with the overall operation of the organization and
its management. This brings us back to our concern to take account of "really human" factors as
mentioned above. We consider that Pate-Cornell is working towards this in /15/: analyzing the

7 Although a little less ambitious, and despite its cautious conclusion, the article by Modarres et al 119/ leaves us
puzzled It would be interesting to know the opinion of sociologists.
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causes of the probabilities that she estimates, she works back empirically to organizational
aspects. But she does not appear to try to explicitly model the relationship between these aspects
and probabilities. In other words, field surveys can be used to detect such factors, and even to
demonstrate that they have an effect on a given emergency sequence, without actually being
capable of building a generic model linking safety culture and management to the probability of
core melt.

5.2. Our proposals

We consider it useful to try to complete current PHRA methods and procedures through the
following.

1 - Greater insistence on the importance of qualitative analysis and gathering information on
the real context;

2 - Qualitative analysis methods helping users detect really decisive factors (and especially
the "really human" factors, to use this expression again). These methods could consist of
four parts:

• a reminder of the major mechanisms of human behaviour, and especially their
manifestations of relevance in a nuclear powerplant PHRA: anticipation, transfer of
habits, reticence, "operating comfort", etc. (these are mentioned here in "random
order": they would have to be structured !);

• detailed analysis of real or simulated cases illustrating the mechanisms and factors in
question, their manifestations, and their effects. We consider such lists of cases to be
much more useful than the quantitative data tables provided by current PHRA
methods and which are so poor in information when it comes to context and the
factors considered. Therefore the analyses of cases presented by Dougherty in /11/ are
most interesting.

• sorts of check-lists, lists of questions to be asked during the analysis of context in
order to detect pertinent factors,

• propositions for procedures for representing action sequences (types of event trees,
etc.) and for integrating the lessons learnt from PHRA in a PSA (insisting on
consideration of dependencies, especially time dependencies).

3 - Advice concerning the definition of the real-context data-collection programme. This
programme should combine studies with a predominantly statistical bias (analysis of
incident sheets, cursory collection of data during simulator training) and more qualitative
studies (surveys on power stations, specially organized simulator tests for understanding
behaviour). It should pay attention not only to control teams but also to the Emergency
Response Organization.

4 - Methods for achieving the various components of this data-collection programme. Either
the methods should be included in the procedure, or the documents describing them
should be referenced. How do you carry out observations and interviews in power plants?
How do you organize simulator tests? How do you limit bias? How do you facilitate
operator participation? How do you arrive at real understanding of the activity observed?
What deontological conditions should be applied? Behavioural science specialists, and
especially ergonomists, have developed these sorts of methods. They have to be adapted
to the requirements of PHRA, and above all they must be used by competent staff. In /8/
Swain gave information on this topic. It must not be forgotten, and further progress must
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be made from the moment one has understood that when dealing with PHRAs, the
essential thing is to properly understand the real context in the field (real activity of
operators and main decisive factors, above and beyond the prescribed task).

5 - Statistical methods so that the PHRA analyst can draw up his own quantitative data on the
basis of his data-gathering programme. In particular this involves giving advice on the
composition and verification of samples (conditions under which samples can be merged,
analysis of "extreme" points, best laws for extrapolation (lognormal, etc.), estimate of
uncertainty in accordance with the characteristics of samples). One should probably also
add some "generic" tables or curves which would help extrapolate and would also be of
help in the initial stages of screening important actions. But they must be accompanied by
all the precautions required to avoid "fraudulent" use.

6 - Information on the most suitable methods for collecting expert judgement (SLIM, etc.)
and on Bayesian methods, since it is obvious that when it comes to quantification, we still
have to rely on this in many cases.

7 - Clear information on:

• the "status" of probabilities. They must be taken at their real value, i.e. as nothing
more than additional information to qualitative elements, and not as "measurements",
measuring being the primary objective of the PHRA!

• the way of getting users to understand the limits of probabilities and their real "status":
numerical evaluation of uncertainty, sensitivity studies, various warnings...

8 - Incitement to go much further beyond probabilities in the presentation of results. As much
qualitative insight as possible must be provided. But that naturally depends on the
preceding points...

Of course the method must also require analysis to be explained in detail in the reports on the
study. But this is already well covered by existing procedures.

These proposals are relatively unambitious. We see them as a preliminary to more complex
developments. It should be possible to implement them reasonably rapidly. Furthermore, we feel
that in several respects they co-incide with those of Macwan and Mosleh /20/, Lydell 12X1, Fujita
1221, and above all, Dougherty /11/.

5.3. Where does EDF stand relative to these orientations?

EDF's implementation of these proposals is quite well advanced on points 1, 3, 4, and 8 of the
list above, and, to a lesser extent, on points 2 and 5.

For the analysis of qualitative aspects (2), we have built up very good knowledge of the actual
context of nuclear power plants and of some important factors. We have actual cases. But we
have not as yet used all this to develop a truly satisfactory systematic methodology. Much of our
knowledge is not explained in sufficient detail (it is "in the heads" of the experts). We also need
to more systematically compare this knowledge with cognitive theories. With respect to
statistical data and extrapolation methods (5), we would like to have people's opinions on the
criteria for merging samples and, above all, on the validity of normalized curves (especially
because of the origins problem referred to above). Having made a great effort to use simulators,

F. Mosneron Dupin - International Seminar - Human Reliability -page 18



we have had to overlook methods for gathering expert judgements (6). We lack experience in
this field. Lastly, we require expertise in point 8 ("status" of PHRA probabilities).

It should be remembered also that we are asking all these questions particularly in relation to
two applicative projects which we are currently carrying out:

updating of the EPS 1300 PSA to take account of the APE8 procedures and the new
organization of EDF control teams;

the PSA for the Chooz power plant (new N4 unit) with a computerized control room.

It is therefore obvious that we are interested in external PHRA experience with procedures
similar to the APE (symptom-based procedures) and computerized procedures.

In the long term we must also work on the extension of our PSAs to level 2 (probably with the
need to take account of the Emergency Response Organization in a more realistic manner), and
probably on PHRA methods for design (EPR (European Pressurized Reactor) programme).
External experience would be interesting in relation to all these points.

6. CONCLUSION

The analysis of uncertainties linked to consideration of the Human Factor in PSAs has led us to
ask questions about the use of "generic" models and data and on the probabilistic quantification
of operator failure. This enabled us to specify the conditions under which Probabilistic Human
Reliability Assessment appears to be possible. Probabilities should be given less importance and
the qualitative aspects of" PHRA should be given more importance. It is also necessary to take
account of the specific features of each context studied, particularly with respect to the most
human characteristics (habits and attitudes of operators, informal organization and practices,
etc.). So that these conditions can be achieved, we have proposed orientations for future
methodological development. We submit them for comments by experts in the field.

We hope that the conditions for greater "respectability" of PHRA can be achieved. Abandoning
PHRA as part of PSA would mean taking the risk of introducing errors into optimizations by
making them too local. It would mean restricting PSA to the technical side. Lastly, it would
incite designers to automate systematically in order to eliminate "non-assessable" factors: but
systematic automation has a lot of disadvantages 1241.

Although centred on PHRA, this article has raised questions that concern PSA in general. The
integration of the Human Factor into PSA is of course a major difficulty. But it is not the only
one. In particular, the consideration of common cause failures and the quantification of the
software reliability raise very difficult problems. Besides, there is a paradox: one usually accepts
that it is possible to quantify human reliability, but not the reliability of software. Is software
supposed to be more complex than operators? Isn't this difficulty with software likely to become

"Approche Par Etats" (State-Based Approach), which is similar to the "symptom-based approach" used in the
United States.
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decisive for the future of PSA, bearing in mind the growing role software is taking in large
systems?

Under these conditions, establishing realistic and mutually-comparable global evaluations of the
risk associated with complex facilities seems to be very difficult. Whatever happens, PSA is an
extremely useful systematic method for analysis. A PSA that would not provide a complete
model for installation and global assessment of the associated risk could nevertheless be very
useful on condition that it is carried out seriously, critically, and with good knowledge of the
actual context of the facility.
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Table 1

Example of how engineering judgement is used to determine
the Error Factor (EF) associated with a quantification "model"

Quantification
model

"Easy" .
diagnosis
(curve 1)

T<30min
T > 30 mm

"Easy" .
diagnosis (curve
I1) V

T < 30 min
T > 30 min

Uncertainty
linked with the

model

Bs/Bi

2

10

2
10

EF

1.4

3.1

1.4
3.1

Uncertainty
linked with use
of the model

Bs/Bi

10

1

1

EF

3.1

1

1

Uncertainty
linked with the
simulation/real-

world
difference

Bs/Bi

5

10

3
10

EF

2.2

3.1

1.7
3.1

Global
uncertainty of

the model

EF

4

5

2

T = Time available to diagnose the accident

Bs/Bi = Ratio of the limits between which lies the "model" for the source of uncertainty
concerned (estimated by judgement).

The global uncertainty of the model is calculated from the uncertainties for each source (see
§ 2.7?).
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Appendix 1

The uncertainty linked to "models" for quantification of operator failure probabilities
(exclusive of simulator/real-world differences): the example of the EPS 1300 PSA PHRA.

It should first be made clear that the models mentioned in this appendix are not described in
detail. The objective here is simply to demonstrate the uncertainties associated with their
development.

In particular, we do not describe the conditions and procedures for use or the contexts to which
they apply.

********

- "Diagnosis model" (Fig. 1)

This model was used to estimate the probability of failure to adopt the procedure, depending on
the complexity of the situation and the time available.

For times less than 20 minutes, curves 1 and I1 are directly based on simulator tests (curve 1>
24 points; t m { n : 1 minute; t m a x : 12 minutes; curve 1':- 118 points; t m i n : 2 minutes; t m a x :
20 minutes). Beyond 30 minutes we considered it necessary to adopt a constant "residual"
probability. The idea is that in the absence of new information from the outside, a team which
has not succeeded an easy diagnosis in less than 30 minutes stands a chance of continuing to
have failed beyond this time (no diagnosis or wrong diagnosis). The external contribution is
modelized elsewhere (intervention of the ISR (STA) and the Emergency Response
Organization): in fact the probability decreases with time. Adopting the principle of a residual
probability is nevertheless a first case of engineering judgement. The second case of judgement
is: what value should be adopted for this residual probability? Some cases on simulators where
the procedure was not adopted were not easy to interpret. We also had to take account of the
probabilities usually applied internationally (particularly Swain's equivalent model /8/ which is
globally more optimistic). Finally we adopted 5 x 10"3.

For curve 2, we have only a few experimental points, and we have none for curve 3: they are
therefore highly hypothetical curves.

- "Normalized model" (Fig 2)

This model is based on the HCR model of EPRI161. It has two curves obtained with the same
experimental data as curves 1 and 1' of the "diagnosis model", but with different time origins.
The conditions of use and the procedures for assessment of the residual probability independent
of time are also different.

The same difficulty is obviously found for the very long times (even if in this case we are
working with times normalized by the mean). We were nevertheless attracted by the concept of
normalized models, for it allowed data specific to the case treated (some experimental points
making it possible to estimate the mean time to perform, Tj/2) to be combined with a "generic"
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and even "very generic" model (by virtue of standardization). However, attention should be
drawn to two important problems concerning this type of model:

• The probability of operator failure given by the model is extremely sensitive to the
origin assumed for the time. In addition, when one draws up a curve of this type, the
choice of the origin is also crucial. The problem does not arise if one adopts the same
origin when a model is built and used. But since the model is supposed to apply to a
wide variety of actions, this is difficult. Do the rules proposed by EPRI 161 for its
HCR/ORE model really make it possible to overcome these problems? How valid are
they?

• Such models are generally created by pooling several samples9 after standardization.
But what criteria should be used to decide if samples can be pooled or not? This is not
clear for us. To build its HCR/ORE model, EPRI had to pool samples of various
actions gathered in a variety of contexts. EPRI's experience would therefore be worth
some discussion.

These two problems are clearly linked to the "generic" aspect of such a model.

- Other models

We have also developed two other "models".

One is used to quantify error in the application of a procedure when there is no strong time
constraint ("execution" model). It is based on two samples (13 and 46 errors respectively)
corresponding to the most serious errors committed during our tests. But here too, it was
necessary to combine experimental data and judgement to structure the model and to attribute
weighting to the various factors.

The other "model" deals with the recovery of operator failures by the ISR (STA). Field surveys
and simulator tests were used to establish a distribution for the absence of the ISR (STA) (not
permanently on duty in the control room). But with regard to the probability of ISR failure if he
is present, it was once more necessary to fall back on engineering judgement (the main problems
being the effect of stress in highly impaired situations, and that of dependencies between the
team and the ISR (STA)).

For our model we used only uniform data taken from a very standardized context. But this restricted the number
of points that could be used.
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APPENDIX 2

Example of an Error Combining "Slip" and "Mistake" Aspects

Following a small LOCA, safety injection (SI) starts up. The operators apply the procedure to
determine if SI is unwarranted or if there is indeed a LOCA. Their experience with normal
operation is that when this procedure is applied, the diagnosis is always that SI is unwarranted.
The SI must then be stopped rapidly, for in this type of plant the pressurizer is soon filled, which
creates the risk of creating a rupture due to a valve being jammed open. In other words, the most
probable outcome when applying this procedure is to stop the SI without wasting too much time.
The operators therefore expect to stop the SI and get ready to do so. If the shutdown criteria are
not presented very clearly in the procedure, there is a significant risk of unwarranted stoppage
of the SI after a small LOCA. This was the case at the start of the EPS 1300 PSA. The procedure
was then improved and the risk has diminished, but the sequence is still important.
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APPENDIX 3

Some Decisive Factors in Operator Behaviour in Emergency Situations

The search for "operating comfort"

The expression "operating comfort" is used by operators in reference to a complex notion
which includes:

- good physical working conditions (in terms of heat, noise, etc.)

- a notion of optimization ("the easiest route, the fastest, or the best known to attain an
objective", Dien /23/)

- keeping a margin relative to what is unknown, difficult to control, or what can occur
suddenly.

The search for operating comfort aims at a dual optimization: optimization for the unit
(often on normal operating criteria); optimization for the psychic behaviour of the
operator (restriction of the cognitive and subjective "stress").

In some cases this search can lead operators to deviate from procedures to optimize from
their point of view or anticipate events.

The "credit" of the ISR (STA)

The redundancy provided by the ISR (STA) under emergency conditions depends much
on his "credit" in the eyes of the Shift Supervisor and operators. This "credit" relies on
personal aspects as well as the way in which the operators perceive and understand the
role of the ISR (STA). On this point there are average trends that can be appreciated by
simulator tests and the ensuing interviews. At EDF, the "credit" given to the ISR (STA)
function has increased substantially as time goes by.

F. Mosneron Dupin - International Seminar - Human Reliability -page 28


