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ABSTRACT

AECL undertook the development of a software tool to assist alarm system designers and
maintainers based on feedback from several utilities and design groups. The software
application is called the CANDU Alarm Analysis Tool (CAAT) and is being developed to:

• reduce by one half the effort required to initially implement and commission alarm
system improvements,

• improve the operational relevance, consistency and accuracy of station alarm
information,

• record the basis for alarm-related decisions,
• provide printed reports of the current alarm configuration, and
• make day-to-day maintenance of the alarm database less tedious and more cost-effective.

The CAAT assists users in accessing, sorting and recording relevant information, design rules,
decisions, and provides reports in support of alarm system maintenance, analysis of design
changes, or regulatory inquiry.

The paper discusses the need for such a tool, outlines the application objectives and principles
used to guide tool development, describes the how specific tool features support user design and
maintenance tasks, and relates the lessons learned from early application experience.

1. INTRODUCTION

This paper describes a software application tool for the initial specification and maintenance of
the thousands of alarms in nuclear and other process control plants. The software program is
used by system designers and maintainers to characterize, record and maintain the alarm
information and configuration decisions for an alarm system. The tool provides a comprehensive
design and information handling environment for:

• the existing alarm functions in current CANDU and other process plants,
• the new alarm processing and presentation concepts developed under CANDU Owners

Group (COG) sponsorship that are available to be applied to existing CANDU plants on a
retrofit basis, and

• the alarm functions to be implemented in new CANDU and other process plants.
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The balance of this paper:

• reviews the need for improved support for the initial specification and on-going
maintenance of annunciation system information,

• outlines the objectives and principles used to guide tool development,
• describes how specific tool features support user tasks, and
• discusses the lessons learned in applying the tool in support of the implementation of

specific alarm system improvements.

2. THE NEED FOR AN ALARM ANALYSIS TOOL

2.1 Cost-Effective Support for Initial Design and Ongoing Maintenance

CANDU plants employ a computer-based alarm system to alert operating staff to abnormal
conditions and changes in state as a result of the automatic responses of the control system. In
current plants, the main alarm system is implemented as part of the digital control computer
software. Each of these alarm systems contain a database of several thousand alarms that
provide coverage for all plant safety and power production functions.

The initial specification of alarms for a new plant requires the application of project specific
rules, strategies and guidelines for classifying, prioritizing and conditioning alarms to create the
alarm database. Past experience has shown this task to be very labour intensive, susceptible to
error, and thus costly.

Over a station's life, there is a continual need to make changes to the alarm system to improve on
the existing design or add new alarm functionality to better meet production and safety needs.
The impetus for change can be as a result of several factors, for example:

• increased production targets (e.g., tightening of operating margins),
• improvements to station operational practices (e.g., addition of new alarms to provide

operators with better support for procedures), and
• compliance with evolving regulatory requirements.

2.2 The Alarm System Design Task

The implementation of alarm system changes and improvements requires the incorporation of
station specific rules, strategies, and guidelines for classifying, prioritizing, and conditioning
alarms to be entered into the alarm system database and/or alarm processing program. This
information is collected from the station's operating policies and principles, design
documentation, emergency operating philosophy and procedures, operating manuals, and from
station staff experienced in both safety and production activities. This is a design task and the
effort to analyze and record the alarm design decisions for all plant alarms must be practical,
manageable, and not too costly relative to the potential operational benefits.

While it may be possible to manage this design task manually, the large amount of information
that needs to be consulted, recorded, checked for consistency, and reviewed for consensus



270

between several experts makes conventional manual and paper-based management of the
information labour intensive, time consuming, and prone to error. Time and time again, utility
staff have stated that they have been reluctant to pursue alarm system improvements due the
perceived large effort to analyze and record the information for the several thousand alarms in
the plant. For example, the annunciation systems in several plants contain a conditioning
capability that is largely unused due to the perceived cost and difficulty to analyze plant alarm
conditioning relationships.

23 Recent Development of Alarm System Improvements

AECL in partnership with CANDU utility staff, have developed several improvements for
CANDU alarm systems under COG sponsorship [1,2]. A prototype system, called the CANDU
Annunciation Message List System (CAMLS), has been developed to demonstrate and evaluate
the proposed improvements. CAMLS introduces several new alarm system functions, namely:

• dynamic reprioritization of alarms based on plant operating conditions,
• cause-consequence conditioning of alarms to improve relevance,
• combination of similar or channelized alarms into a single summary alarm,
• generation of alarms identifying the failure of expected automatic actions,
• separate presentation of alarms identifying problems in the plant from those identifying

only non-problematic changes in state, and
• organization of the presentation of fault alarms by order of importance.

The operational benefits of the CAMLS annunciation concepts have been proven in simulator
based evaluations at the Point Lepreau and Darlington generating stations [3,4].

In comparison to the current plant annunciation, CAMLS significantly improves operators':

To support the implementation of the CAMLS improvements, several changes and additions
must be made to alarm information contained in the alarm system database. During the course of
the CAMLS development program, it became apparent that a key to realizing the benefits of any
improvements in existing plants or in a new plant design would be the availability of an effective
tool to support the analysis and categorization of alarm and related information.

3. OBJECTIVES AND PRINCIPLES

3.1 Tool Objectives

To better support designer and maintainer needs, AECL undertook to develop CAAT to improve
the tasks associated with the initial specification and maintenance of the thousands of alarms in
CANDU plants. At the beginning of the development program, objectives were established in
five areas:

• Application Scope



271

Support alarm definition and maintenance for the existing alarm functions in current
CANDU plants, and the CAMLS alarm processing and presentation concepts for
application to existing CANDU plants on a retrofit basis and to new CANDU plant and
other process plant designs.

• Capital Cost and Schedule Reduction

Reduce the initial design effort by half for alarm database creation.

• Operation, Maintenance and Administration Cost Reduction

Reduce the station costs for ongoing alarm system changes so that incremental alarm
system improvements will be more affordable.

• Station Production

Enhance station production and operations by assisting with improvements to alarm
information relevance, understanding and consistency.

• Maintainability and Licensibility

Provide better documentation of the basis for alarm-related decisions to better assist with
future alarm system maintenance and regulatory review.

3.2 User Support Principles

The following user support principles were established to guide application development:

• Provide features to support specific designer/maintainer tasks,
• Record and make accessible design rules and design decisions so that they can be readily

reviewed and used to guide design decisions,
• Automate labour-intensive designer/maintainer tasks to simplify alarm database creation

and maintenance,
• Provide communication and interfaces to station/design organization information sources

to eliminate the need for transcription of information between systems,
• Support station customization of the alarm maintenance environment, and
• Reduce the potential for and consequences of human error by designing to prevent and

mitigate human error in alarm information entry.

4. FUNCTIONALITY

4.1 CAAT Functions

CAAT provides a computer-based design environment for performing analysis, design and
review tasks associated with a plant alarm database. It assists users in accessing, sorting and
recording relevant information, design rules, decisions, and provides reports in support of system
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maintenance, analysis of design changes, or regulatory inquiry.

CAAT supports the recording, tracking and review of design decisions concerning the
specification of:

• plant modes (i.e., plant operating regions) and supporting parameters within which to
define alarm relevance and priorities,

• plant alarms including the:
- condition and threshold(s) that define when the alarm should be generated,
- type of alarm (i.e., fault or status),
- format and contents of alarm message text, and
- relevance of the alarm for each operating mode (i.e., plant operating state),

• appropriate priorities for each alarm in each relevant operating mode (i.e., dynamic
prioritization),

• situations under which individual or groups of alarms are suppressed (i.e., conditioning),
• situations where several similar alarms can be combined into a single message for

presentation (i.e., coalescing and function-based alarms),
• alarms that alert operators to expected conditions that fail to occur (i.e., expected-but-not-

occurred alarms), and
• supporting alarm details, including:

source instrumentation references,
- flowsheet references,
- group affiliations (i.e., system, parameter group, function), and
- response procedures.

CAAT provides features to assist with specific designer and maintainer tasks, for example:

• enabling utility users to customize the tool via configuration menus and design rule entry
to specify the station rules to be followed for alarm database definition (e.g., priority
assignment rules),

• presenting a framework for making alarm design decisions that promotes an operations
perspective, as well as consistency and completeness of alarm database entries (e.g., each
alarm should be examined for operational relevance in each plant operating region),

• storing both the design rules and the results of their application within a common
database so that the effects of changes to design rules on the alarm database can be
consistently applied and immediately observable,

• substantially simplifying information recording and searching tasks by automating the
repetitive and labour-intensive task aspects in comparison to conventional paper-based
methods,

• providing electronic access via plant information system servers to the supporting
information to assist with making specific design decisions (e.g., alarm response
procedures, historical plant parameter and annunciation logs), and

• enabling the comparison of design decisions among multiple station analysts to determine
overall alarm database consistency and identify outstanding discrepancies.
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4.2 Operations Environment

CAAT is intended for office use at power/process plants or in design organizations. For alarm
information definition and maintenance, the tool can be used in a standalone configuration or
connected via a network LAN to plant or design databases to access supporting sources of
information or print reports. When information from CAAT is required by an annunciation
system (e.g., CAMLS), it can be transferred by authorized personnel to the specific system via a
LAN or dedicated connection.

4 J Implementation Architecture

CAAT is a software application that operates from any Microsoft Windows 3.1 compatible
computing platform. The CAAT application encompasses two software modules:

• a user interface module, created using PowerBuilder, that manages a user's requests to
create, modify or view database information and organizes the presentation of database
information,

• a relational database module, created using Watcom, that stores the entered alarm
database. Other relational databases are also supported.

5. TASKS SUPPORTED

5.1 Alarm Database Specification

Development of an alarm database involves two types of tasks. The first task (i.e., criteria
definition) defines the basic database structure (e.g., names and number of plant modes). This
activity establishes the database architecture and selection options for specific information
categories that will be used in the second phase of the design process. The second task involves
entering information into the database for individual and groups of alarms or related supporting
information. Two examples of data entry screens are shown in Figures 1 and 2. The alarm
specification screen for a steam generator level high alarm is shown in Figure 1. The
prioritization specification screen for the same alarm is shown in Figure 2.

CAAT enables a developer to look at alarm information in several ways to support the work
approach chosen, for example information can be grouped to view:

• all information with respect to an individual alarm,
• all alarms with respect to a specific alarm category,
• the priorities for each relevant mode for an alarm,
• all alarms with respect to a specific conditioning or expected-but-not-occurred initiating

trigger,
• all groups of alanns that are replaced by a single coalesced alarm,
• alarms judged not be relevant for a specific plant mode, and
• all alarms with respect to an operating manual or procedure.

In addition, the following facilities are provided to support developers in establishing operational
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relevance, completeness and accuracy of alarm entries:

• selection of alarm entries from predefined lists of possible values to simplify the manual
task of database entry and promote database integrity,

• the use of text fields to record the rationale for specific alarm information choices,
• search of the alarm database to identify alarms with similar specified properties,
• copying of database information for one alarm to new entries for similar alarms to

facilitate working on multiple related alarms simultaneously,
• comparison of database entries for specified alarms, and
• indication of database completion for each type of information stored.

5.2 Alarm Database Use and Review

The CAAT database contains information to support existing CANDU annunciation systems as
well as the CAMLS annunciation improvements developed under COG sponsorship. Support for
other annunciation concepts is possible through application customization. Once the information
for an alarm system is created, it can be downloaded directly to a specific annunciation system
for use. The capability to transfer alarm database information into existing CANDU Digital
Control Computer (DCC) annunciation software modules has not been implemented. The need
for such a capability will be established as part of annunciation retrofit discussions with specific
stations.

Once an alarm database is created and used to support a fielded annunciation system, periodic
changes to the database will likely be required to accommodate changes in plant configuration,
reference material, operational practices or procedures. The same properties of the tool that
assist with initial alarm specification should support annunciation system engineers, safety
analysts, and operations staff in reviewing database entries and defining new database entries as
required.

6. APPLICATION FINDINGS

6.1 Applications

The core functionality of CAAT was developed and demonstrated during 1994. During this
development period, key functions of the tool were proven and the effectiveness of CAAT in
supporting alarm system designers was assessed through the analysis of alarms to demonstrate
CAMLS annunciation concepts. Since then, CAAT has been used to analyze alarms and build
alarm databases for:

• CAMLS simulator-based validation trials at the Point Lepreau and Darlington, stations,
• a CAMLS annunciation retrofit feasibility study undertaken for the Darlington station,
• the CANDU 9 CAMLS implementation in a control room mock-up, and
• a demonstration of an improved Emergency Core Cooling system interface.
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6.2 Alarm Database Creation Effectiveness

Through the several application examples undertaken to date, we believe that the development
objective of reducing the initial alarm database design effort by 1/2 can be exceeded. For
example, a controlled study of the time required to build an alarm database was conducted as part
of the CAMLS annunciation retrofit feasibility study undertaken for the Darlington station. In
this study, a single analyst developed an alarm database for 130 representative plant alarms in 15
days. The scope of tasks included:

• entry of alarms and message text into the alarm database,
• prioritization of each alarm across 29 plant modes,
• definition and entry of 18 conditioning and coalescing relationships,
• definition and entry of supporting rationale for prioritization and conditioning decisions,

and
• review and revision of the initial alarm database with a senior analyst.

In comparison, previous analysis experience before CAAT was available indicates that
performing the same tasks for 130 alarms using a paper-based form-filling approach would
require 32 to 38 days.

Based on this and other project experience and allowing for an effort reduction of 3 to 1 as a
result of the typical distribution of similar alarms in a plant database, we estimate that a complete
plant alarm database of 6000 alarms could be analyzed by two analysts within six to eight
months.

6.3 Future Directions

AECL is continuing to work with utility and design staff to refine CAAT functionality to better
meet designer and maintainer needs. Areas of future improvement include:

• the use of pre-defined formats for organizing alarm text elements and selection of
message component terms from predefined lists of acceptable entries to simplify and
standardize alarm text definition,

• hierarchical definition of parent alarms from which the alarm attributes for a group of
similar alarms can be automatically derived to reduce the need to repetitively enter or
copy alarm attributes to each group member, and

• incorporation of alarm definition design guide forms as application screens within CAAT
to simplify the tasks of initially defining alarms for an annunciation database.

7. CONCLUSIONS

AECL has developed an alarm system design tool (i.e., CAAT) that provides a computer-based
design environment for performing analysis, design and review tasks associated with the alarm
database for nuclear and other process control plants. Use of CAAT in place of conventional
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approaches is expected to substantially reduce the time spent by.

• alarm system developers or maintainers in defining the information elements for a new
alarm entry by 1/2, and

• alarm system reviewers by 1/3.

In addition, use of the tool is expected to result in a more consistent, better documented and more
easily licensable alarm systems. Such savings and benefits will make future alarm system
improvements more affordable and reduce station operations and maintenance costs associated
with on-going alarm system maintenance.

The user-support concepts implemented within CAAT are expected to be essential to the cost-
effective implementation and maintenance of future CANDU annunciation improvements. For
example, several CANDU stations are considering annunciation system upgrades based on the
CAMLS concepts. In addition, AECL has adopted the CAMLS annunciation concepts for use in
future CANDU stations. It is expected that CAAT will play a key role in the implementation of
CAMLS improvements to current station alarm systems and future designs.
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Figure 1: Example of an Alarm Specification Screen.



278

No.o< unique Alarms: 1163
Alarm k) Ortglnel ANrm Test

ANOSSO SOL BO4 LEVEL UGH

AN0S51 SOL B01 LEVEL LCW

LoPwr 8 » ASDV 8 Generating

LoPwr 8 Ek ASDV 8 Motoring

LoPwr 8 » ASDV a Run UpCn

LoPwr 8 B> Tur 8 Generating

piilllliiii
Shutdown 8 Motoring

ZeroPwr 8 Motoring

LoPwr 8 » ASDV a Motoring

Yes

Yes

Yes
Yes

Yes

Yes

Yes

« T»!W

Fault

Fault

Fault
Faun

Faut

Faut

Faut

Priority
100

100

80
100

38

36

36

Alarm: |AN0550 | i |SGL B

Pwr 8 Hr Turbine 8 Generating

<* StatusASstorv T SBstorv

04 LEVEL UGH

Mode Stems

Or*r Aterm Ruts iDefaut rute

EaterarS Type

Sj[Yes i s |[Fau»
Priortty

• I 100
I *

Fault Consequence CcraBtione
)anaer to people or the anwonmant
;SPsendsngered
Sanger to the plant or major component
Satisfaction o( EOP entry condttion
Spereting configuration outside ieenselimt
Sieniticart reduction in generation
3-iatenge to staMe production stale
.ess econome operating configurations
-OSS or damage to a safety component
.oss or damage to a production component

Fsut Responaa Timeframee
Short Term
irtarmedtale
Long Term

1«5nwi.
S nrn «t < 30 nan.

t > 3 0 minutes

100
90
80
70
65
60
40
20
10
5

r
r
r
r
r
r

mti.<t<Smin. | S mn.«t < 30 min. | 12 h.

S4
S 36
T 18
r 9
r *

r 60
r 54
r 48
r 42
r 39
r 36
* 24
r 12
r e
r 3

r 40
r 36
r 32
r 28
r 26
r 24
S 16
r a
r 4
r 2

t > 1 2 h
10

Perceive
Discrimin&te

Diagnose
Merpret

Decislon-maldng
Action

" 100
" 80
" 60,

Perceive
D&cfiranste

Irfterpret

Action
80
60
40

Perceive

nerpret

Deciston-rnaarig

T 60
T 40
T 20

Perceive
Kscnmnale

Merpret

NotOperdor
ResponsfcSy

r 40
r so
r 20

r
r
r

Comments: Take immsolate action to avert a turbine trip*ansfer LCV (H1 boSer atlecter) a cortroSng LCV not
tuly closed or transfer SGLC program rt >1 boters effected, dose isolators on affected LCV, and
commence maximum slowdown.

Figure 2: An Example of a Prioritization Specification Screen.


