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ABSTRACT

After a brief presentation of the main characteristics an efficient alarm system should have, a
presentation of the N4 alarm processing and presentation is described in terms of reduction in
alarm occurrence, alarm handling and operator presentation.

The EDF experiments on the future alarm processing expected for the next generation of the
French nuclear plants are then presented. This alarm system will manage the alarms
functionally in order to present to the operators the real consequences on the whole plant of a
dedicated alarm and try to imbed deeply the alarm presentation within the operating formats and
the procedures.

1. GENERAL DESIGN PHILOSOPHY AND REQUIREMENTS FOR AN OPTIMAL
ALARM SYSTEM

1.1 Current Situation Analysis

Current alarm systems usually suffer of different lacks. They often generate too many alarms
during transients, and produce information overflow to the operators.

The operators are able to perform their main cognitive tasks; state identification (detection,
diagnosis), action planning (prognosis), and action implementation during small disturbances
where only a few alarms are generated, but as the amount of alarm increase, as their tasks grow
until to be difficult to be managed in real time.

In order to reduce this amount of information, they have to recreate the information generation
by use of information from process parameters to deduce and determine what is really going on
in the plant and try, thereby, to eliminate irrelevant alarms.

This task is complicated by the fact there is no optimisation of the alarm generation according to
the process situations.

The important obstacle for an efficient alarm generation design, is the complexity of the different
situations to take into account for alarm filtering and, some time, a kind of fear from the
designers to inhibit. When an alarm is inhibited, the information is hidden to the operators, it is
more secured for the designers to keep the annunciation on and expect that the operators will be
able to manage them.
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These observations indicate that the alarm systems are non-optimal, or more general, that the
overall process information system may be non-optimal.

1.2 General Requirements

An alarm system that only contains alarm information and disconnected to the other operation
means can never become an ideal alarm system because it is not adapted to the operator mental
model to solve problems.

The operators use as inputs both process parameters and alarms. If the alarm system and the
process information system are either integrated or at least coherent, the operators will be in a
non-optimal situation to perform their tasks.

In order to try to find solutions to these problems, it is necessary to develop a complete process
surveillance & control system of which the alarm system is a part. This integrated information
and control system should be designed in a manner where the operators are never exposed to
information overflow, even in case of the worst plant disturbances, and where the operators are
always aware about the real state of the whole plant.

As a such kind of information system must contain only the necessary information the operator
needs to perform his tasks. It should be dynamic, i.e., the content will in general vary from one
process situation to an other.

One solution to improve the information presentation is to present all relevant alarm and process
information integrated into the same display:

• the operator tasks workload necessary to extract and to manage together the relevant
process and alarm information is therefore minimised, and

• the operator dialogues, (i.e., the number of display retrievals, use of keyboard, trackerball,
etc.,) is optimised.

All information that could be needed by an operator must be available to the operator through the
displays.

The system do not have to suppress definitively any information, it only filter parts of the
information from the operating displays and must allow the operators to be able to make the
decomposition of any internal logic.

The major difficulty in designing a such alarm and process information system is to optimise it
for all process situations with respect to the limitations of the operator's mental capabilities. Two
other ways can be followed, for a new design, in order to increase the operator's mental
capabilities, either by increasing the operator's available time for these instances, or by
introducing more automation.
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2. N4 ALARM PROCESSING PRESENTATION

2.1 General Organisation of the Main Control Room

The N4 control room comprises:

• Four identical computerised workstations (called KIC system).
• Each workstation includes three graphic CRT's for control and information on the plant

unit, four CRT's for alarm presentation and storage, and dialogue devices (three touch-
sensitive CRT's, two functional keyboards, one alphanumeric keyboard, and a tracking
ball).

• A wall-mounted mimic panel for an overall view of the plant unit.
• The state of main actuators, systems, and key parameters are presented to give an

overview to the shift and management members entering the control room. The mimic
panel is also used to prevent each control room operator from being isolated on his
workstation, giving him the opportunity in verbal information exchange (in particular
during shift turnover).

• A conventional auxiliary panel, used only in case of KIC failure.

2.2 Description of the Alarm Treatment

Alarm management and processing is a particularly rich in functionalities. The major
characteristics of the alarm processing system are:

• strict-classification used to draw the operator's attention to important alarms,
• classification, with respect to their importance,
• classification of alarm, with respect to their origin,
• on-line diagnosis of the causes of alarms and indication of corrective actions to

undertake.

The major aim was to reduce the occurrence of an non relevant alarm and present to the
operators, in real time, which alarm is the most important to manage in any situation of the
plants.

This has been achieved by using several level of validation and ways of processing:

• the first level, signal validation, allows to guarantee that the alarm is really relevant and
that its generation is error free,

• the second level, functional validation, allows to inhibit the "normal alarms" or the ones
which can be hidden by an other one,

• the third one, situation validation, allows to manage the accuracy and the severity of the
alarms, according to the situation of the plant.
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2.2.1 Signal Validation

The signal validation allows to guarantee that the alarm is really relevant and that its generation
is error free. This is possible because all the component of the plant, and of course all the power
supplies of the sensors which generate alarms, are monitored by the plant computer. In case of
malfunctioning of the item which generates the alarm, the alarm signal is automatically inhibited
because it is impossible to determine if there is a real failure on the process or if the alarm is only
an irrelevant alarm, due to the signal malfunction.

A such kind of processing allows to avoid a great amount of alarms, mainly in case of loss of
electrical power supplies, and by the way, to show only relevant alarms to the operators.

2.2.2 Functional Validation

The functional validation allows to inhibit the "normal alarms" or the ones which can be hidden
by an other one.

Some examples can be chosen to explain what we call "normal alarms". When a pump is
stopped manually, it is absolutely normal that the pressure and the flow decrease to zero and in
many times, in current alarm systems, alarms are generated because the designer wanted to
secure the circuit of the loss of circulation. These such kind of alarms are inhibited on N4. Of
course, if the pump fails and is not stopped manually by the operator, we have to determine
which alarm is the most relevant from a functional point of view (for example, it is preferable to
present the initial cause of the pump failure rather than the loss of flow).

2.2.3 Situation Validation

The plant situations are used to validate alarms. They are used to reduce the number of alarms
displayed to the operator, so as to enable him, as much as possible, to analyse only those alarms
which are really significant with respect to the current plant situation. An alarm can be validated
by several plant situations and can have a different importance in each of these situation. An
alarm not validated by a plant situation is not displayed to the operator. An alarm validated by a
plant situation is displayed to the operator with the gravity defined with respect to the operating
situation.

2.3 Alarm Classification

The N4 alarms are separated in four different categories, depending of the available time to act
after the occurrence of the default. The available time depends itself of the location of the
actions (e.g., main control room, turbine hall,...).

For example for an action needed in the main control room:

• between 5 to 15 minutes, the colour will be red,
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• after 15 minutes, the colour will be yellow,
• between 0 to 5 minutes, we suppose that the operators will not have sufficient time to act,

the action is automated and a white alarm is sending as report,
• immediately, it is an automatic plant protection and the colour is green.

For the red and yellow alarm a sub-classification exists, the gravity classification:

• red or yellow level 3 signify that if nothing is done, we will have, at least, material
failure,

• red or yellow level 2 signify that if nothing is done, we will have, at least, plant
protection, e.g. reactor trip,

• red or yellow level 1 signify that if nothing is done, we will have, at least, safeguard
protection, e.g. safety injection initiation.

The gravity classification is dynamic and depends of the plant situation. For example, one alarm
can be classified red in one situation (e.g. hot shutdown), yellow in an other (e.g., incidental
situation), and does not exist at all in a third one (e.g.; cold shut down).

Only for alarm screens are sufficient to present the alarms to the operators:

• one for red alarm apparition,
• one for yellow alarm apparition,
• one for green and white alarm apparition,
• the last one is used for store the ancient red and yellow alarms, already treated by the

operators, and for which the default is always on. It allows to clear the alarm apparition
screens and discriminate easily the new one from the others.

The basic presentation of the alarms on the screen is not by chronology but by gravity. The first
alarm of the list is always the most serious alarm of the plant in the current situation.

Of course, it possible for the operators, in real time, to obtain other presentations lists of the
alarms on one operating screen:

• by chronology,
• by category,
• extract the alarm of one dedicated system of the plant,
• the list of the inhibited alarms,
• the list of the modified alarm by the last situation modification.
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2.4 Alarm Dialogue

In the main control room, four operator workstations are provided. Two operator workstations
are devoted to the 2 main operators, in charge of the control and monitoring of the plant. The 2
other are for the supervisor and for the safety engineer. As these persons need only to monitor
the plant, all the operating dialogues are locked on their workstations (e.g. plant control or alarm
acknowledgement). Of course in case of failure of one of the workstations of the two main
operators, operating controls can be unlocked on the supervision workstations.

The two operating workstations allows the same possibilities the alarms management, but it is
possible to specialise them on operator request.

There are three families of alarms:

• primary alarms, which interest mainly the primary operator,
• secondary alarms, which interest mainly the secondary operator,
• general alarms, which interest the both operators.

It is possible on a workstation to visualise any kind of the three families and the visualised ones,
to have, or not the possibility to manage them.

The alone obligation for the operators is to visualise and manage at least all the three families on
the two workstations together.

This has been an important result of the evaluation phases made on simulator to allow flexibility
in term of dialogue and management for the two operators.

The operators are able to decide themselves to acknowledge and/or to store and/or to manage all
the visualised alarms with the less level of rigidity of the dialogues as possible (e.g., call an
alarm sheet without acknowledgement, or store an alarm without asking the alarm sheet,...). That
was an important demand of the operators within the evaluation tests to be able to do what they
would like because there is not one model of operator and there is no two similar situations.
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2.5 Alarm Presentation

For any dedicated causes of failures, there is an alarm and all alarms have their own alarm sheet.
This allows to present on the alarm sheet, the most precise procedure to follow for each case of
event.

When there is redundant or identical files, there is one alarm (and one alarm sheet) for each file,
and in case of a same fault on all the different files, one synthesis alarm for the all the files is
generated and all elementary alarms are inhibited by the synthesis alarm.

Each alarm sheet presents:

• the elaboration of the alarm,
• the causes of the failure,
• the risks, and
• the procedure to follow.

Furthermore, the alarm sheet presents all the information and component needed by the
associated procedure to allow a quick and appropriate response of the operators. Of course, if the
operator need more information, links are provided to the other operational displays.

When the required actions are only "apply the procedure XXXX", at that time the alarm sheet is
not presented and the operator have direct access to the procedure.

3. FUTURE EVOLUTION OF THE ALARM PROCESSING FOR THE NEXT
DESIGN

The main features of the N4 alarm system reside in the availability to suppress non effective
alarms for the operation. The number of presented alarms is between five to ten time smaller
than on the previous plants.

But, up to now, the alarms are always separated from the other operating means (as displays or
procedures), and the alarm management is an tedious task for the operators, mainly in case of
complex events.

An important effort of research is undertaken in EDF, for the design of the future plants, to try to
deeply integrate alarms within all these operating means.

3.1 General Design Aspects

The alarm system and the plant information structure is totally redesigned in order to determine
in real time basis the incidence of any occurrence of one or several alarms on plant and present to
the operator:

• the final consequence,
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• the safety margins always available,
• the actions to perform.

The main requirement of the alarm system is that it should be the more consistent with the other
operating means and should have the minimum impact on the management, by the operator, of
all his means.

All the plant is functionally shared into 12 functional sets representing global operating functions
(e.g. heat production, heat transfer.).

These functional sets are themselves split into main functions, themselves into sub-functions
until elementary functions (as pumping group for example).

FUNCTIONAL SET

MAIN FUNCTIONS EXTRACTION

FUNCTIONAL GROUPS FLOW CONTROL PUMPING

EEEDWATEROF
STEAM PRODUCTION

ELEMENTARY FUNCTIONS I GROUP 1 J GROUP 2 GROUP 3

Functional Breakdown Philosophy

By this breakdown, we describe all the functions needed to achieve, in all circumstances, the
operation and monitoring of the global functional sets.

All the functional relations have to be described in order to determine, for any situation, the
needed elementary functions necessary to achieve the goals of the upper functional group. This
allows to calculate the impact, on the upper functional group, of an event on an elementary
functional group.

A such kind of technical description is needed for any functions, at all the different levels.

All the alarms relevant to an elementary function is analysed to determine his own level of
severity in regard on the availability of this elementary function. Only three level of severity are
sufficient:

• level 1, red colour, for total lost of the function,
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• level 2, yellow colour, for severe failure but the function is always is service but
degraded,

• level 3, white colour, for minor problems.

A special functional processing has been designed in order to determine, in real time basis, the
incidence of elementary alarm on the upper functional levels.

The alarms are presented on lists, according to their severity classification for the whole plant,
but not only. They are also presented in the operating displays, at each functional level, near the
functions or components, by symbols according to the three levels of severity of the event on the
dedicated function or component.

3.2 Displays Structure

One display presents all the information relative to the whole plant in an optimal way and is
named the overview display.

The overview display is intended to be permanently on screen because it gives the global state of
the plant and have a fixed display layout for keeping the spatial allocation of the information.

This allows to present to the operators, on the overview display the real incidence, for the whole
plant, in terms of plant availability and safety incidence, of any elementary or combination of
alarms.

A set of displays presenting supportive and complementary information to the overview display
are needed and classified in two different classes, one mainly circuit oriented, the other safety
function oriented. By definition, the overview display is intended to be sufficient for the
operator to monitor all the plant, in all situations and also during time-critical conditions and
determine the severity of any alarm and combination of them. The other displays are used to
understand more in detail the origins and causes of occurring events, and for diagnosis.
All the displays are functionally designed.

Initial orientation

Conflict resolution

between measures

Accident procedures
overall approach

process dynamics
safety functions

Priority between
safety objectives

sequence controls/
detail procedures formats

procedures for
startup/shutdown

functional complexesf

formats

\

a sequence controls/
detail procedures

Displays and Information Structure
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By selection of a function representation on screen, the operators are able to obtain:

• a dedicated list of alarms relevant to the function,
• an access to the alarm sheets or procedures,
• an access to the sub-levels of functions in order to analyse the origins and send

appropriate actions,
• an access to the upper-levels of functions in order to analyse the consequences on the

whole plant.


