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SAFETY ASPECTS OF THE MODERNIZATION OF
I&C AND PROCESS INFORMATION SYSTEMS IN NUCLEAR POWER PLANTS

WITH SPECIAL REGARD TO ALARM ANNUNCIATION

F. Seidel
Bundesamt fur Strahlenschutz (BfS), Salzgitter

ABSTRACT

In particular for older German nuclear power plants there are projects to modernize I&C and
process information systems. This modernization mainly aims at improvements in plant
operation. For instance, using modern computing technology, the plant operation can be
optimized, according to further details. Furthermore, the problem of spare-part keeping for out-
dated components can be solved. For modernizing the I&C or the process computer system,
safety-relevant aspects have to be taken into account. For instance, the compatibility of the
system modification with the existing alarm annunciation concept shall be considered, and for
each modernization step, the interfaces between the equipment of different safety significance
shall be assessed and observed. The functions and the associated equipment have to be qualified
in accordance to their safety significance. At present, the regulatory framework for computer-
based instrumentation and control as well as for information systems is being elaborated in
Germany and worldwide. Recently, the guidelines of the German Reactor Safety Commission
have been extended with regard to the introduction and safety application of modern computer-
based I&C in nuclear power plants. Furthermore, some of the essential requirements for design
and qualification of modern I&C can be derived from the existing rules and standards.
Particularly concerning the alarm annunciation system, this report summarizes safety-relevant
aspects of the modernization of the instrumentation and control system as well as the process
information system in nuclear power plants.

1. INTRODUCTION

To almost all of the older German nuclear power plants (NPPs) there are projects to modernize
the instrumentation and control system (I&C) as well as the process computer system. The main
objective of the modernization is the exploitation of the extended capabilities of computer-aided
I&C, like, extended functionality for process controlling (introduction of complex models for
process optimization), better service options (on-line self tests, automatic calibration) as well as
the safe spare part supply.

Applied to process information systems, modern computer technology in particular can support
tasks like the complex presentation of the plant status using operating mimic diagrams as well as
protection goal oriented presentations to supply diagnostic and decisions in the case of
disturbances and events.
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High data processing - and data transmission velocity as well as higher storage capacity give
incentives for using modern process control computer systems for NPPs [1]. In particular the
following operational requirements can be better fulfilled using modern computer technology:

• operating data processing for further process optimization
• process presentation in surveys as well as in hierarchical order
• long-term process documentation and recording with high temporal resolution.

Because the computer-based alarm annunciation system - as one part of the process control
computer - also processes and displays safety-relevant signals, safety aspects have to be taken
into account in case of process control computer modernization. The essential aspects, as to our
point of view, are described in the following.

2. FUNDAMENTAL REQUIREMENTS ON THE ALARM ANNUNCIATION
SYSTEM IN GERMAN NUCLEAR POWER PLANTS

2.1 Tasks and Categorization of Alarm Signals

An alarm signal will occur either due to a deviation from normal operation as well as due to an
irregular plant status, or it shows a disturbance of an electric or I&C device. The alarm
annunciation system shows these disturbances visually and acoustically and thus supports the
operating staff in the following tasks:

• controlling the function of automatic devices,
• identifying disturbances reliably and in time,
• activating reserve functions, in case a function has failed,
• initiating manual countermeasures for plant control during an accident or a disturbance,

and

• recognizing and initiating requisite repair activities.

According to this tasks, alarm signals are classified in:

• alarm signal (possible danger),

• warning signal (impermissible deviation from the specified plant state),
• fault annunciation (disturbance without immediate danger),
• interlock annunciation (e.g., indication of isolations), and
• acknowledgment signal.
The safety-significance of an annunciation function is valued by:

• its necessity for recognizing and controlling disturbances and events,
• the consequence of its failure, and
• its urgency.
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According to the German Safety Standard KTA 3501 and depending on their safety significance,
alarms are categorized in three classes (S, 1,2). Table 1 characterizes these classes and shows
examples of application. For class S alarms, KTA 3501 gives the following definition:

"The class S alarm (safety-hazard alarm) is a signal of a safety subsystem; when it
occurs, the operating personnel is required to initiate a protective action within a
prescribed time period "

The alarms of the classes 1 and 2 are of minor or without safety relevance, respectively. They
indicate a disturbance in the safety system or the operating system, respectively. Disturbances
which are indicated by fault- or disturbance signals of class 1, are to be eliminated. Limits for
repair time are laid down in the plant technical specifications; e.g. the Operation Manual.

2.2 Basic Design Characteristics of the Alarm Annunciation System

The construction of the system for signal processing and annunciation is shown in Fig. 1 on
principal.

The single alarm signals are decoupled from the level of instrumentation devices and
transformed to single -, collective - or hold-back signals on the system level of signal
conditioning.

The alarm annunciation system mainly consists of the conventional (hard-wired) annunciation
system (KMA) and the computer annunciation system (RMA). The signals are processed
according to the alarm annunciation concept (see chapter 2.1). Outgoing from RMA, signals are
distributed to the control room displays as well as to local control stations. Actually in German
NPPs, RMA including a process information system works in parallel to KMA.

Regarding safety-significant signals, the consistency of KMA - and RMA signals shall be
continuously kept under surveillance during operation. In the case of inconsistencies, the signal
of the KMA has priority and the corresponding computer signals are suppressed on the display.

The class-S alarms are transmitted via a dual-port connection from the KMA to the main control
board and to the reactor protection panel. Alarm signals of other categories are transmitted via
single channels.

According to the alarm annunciation concept and diverging from a hard-wired system, alarm
signals of all classes are simultaneously proceeded by the process control computer. Therefore,
in the case of an event-signal burst, the signals of lower priority shall be suppressed.

Process Information System PRISCA:

In some German NPPs the computer-aided process information system PRISCA is installed as
part of the process computer system. Originally, PRISCA is developed for process supervision
under normal operating conditions. For the operation under accidental conditions, PRISCA is
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not comprehensively qualified. Additional qualification effort would be mainly imposed on the
proof of software reliability and the robustness of all the associated instrumentation devices
under accidental conditions. Therefore, PRISCA may only be used as an additional source of
information under accident conditions, in addition to the KMA. A complete follow-up
qualification of PRJSCA seems to be too expensive and, up to now, has not been undertaken.
Nevertheless, some of the PRISCA overview displays, showing parameters and trends to safety
function supervision, have been qualified from the ergonomics point of view.

2.3 Design Guidelines for the Alarm Annunciation System

To questions concerning the safety application of new technology in NPPs, the Federal Ministry
for the Environment, Nature Conservation and Reactor Safety (BMU) consults the Reactor
Safety Commission (RSK) which gives statements and recommendations on basis of the RSK
guidelines. Recently these guidelines have been extended to the safety application of computer-
based I&C in existing as well as in future NPPs. A special chapter of the extended guidelines is
dedicated to the categorization of I&C functions according to their safety significance as well as
to the qualification requirements on software and hardware. The RSK guidelines give also main
requirements on the human-machine interface [2].

The persisting standards of the German Nuclear Safety Standard Commission (KTA), have been
formulated for I&C systems based on analog technique and for conventional control room
technology. Requirements concerning the software qualification and qualification of screen-
based control rooms are not given so far. In that context it should be mentioned, that in Germany
the control room is not part of the safety system. Nevertheless, for approving the process
computer modernization, specific requirements have to be derived from the persisting standards,
e.g. from standards as KTA 3501 (Reactor Protection System and Monitoring Equipment of the
Safety System) and KTA 3904 (Control Room, Emergency Control Room and Local Control
Stations). Using the safety categorization of KTA 3501, the essential qualification requirements
on the alarm annunciation functions S, 1 as well as 2 can be derived. For instance, the following
main requirements are applied to class S signals, see also Fig. 2:

• Class S alarm equipment and the optical and the acoustic alarm facilities shall be
designed against random failures. Therefore, class S alarm equipment shall be
constructed to be redundant and independent of each other. Class S alarm signals may be
decoupled from the protection system used for automatic actuation of protective actions.

• Class S alarm equipment shall be able to be tested during specified normal operation.
• Class S alarms shall be displayed as distinctly different from both class 1 as well as class

2 alarms.
• A class S alarm condition shall be continuously indicated, e.g. as registered,

acknowledged, canceled. Therefore, the visual class S alarms shall be supplied from a
non-interruptible emergency power supply with battery power storage operating in
parallel to a rectifier facility.

• Class S alarms shall be stored.
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2.4 Support of Manual Operation Under Accident Conditions

According to KTA 3501, the initiation of manual protective actions is only permissible if the
period of time between recognizing the event and the initiation of protective actions is sufficient.

As a design feature of German nuclear power plants, the plant operation is highly automated.
Even in case of operation under accident conditions, the plant is operated automatically into a
safe shut-down state and maintained there at least over the first 30 minutes following a design
basis event or a disturbance, so called "30-minute-criterion". The operator can use this time to
forward the alarms and to derive long-term countermeasures from the operating manual, e.g. to
determine the measures for maintaining the cold shut-down state.

The 30-minute-criterion applies in general. However, manual actions can be started already
before the first 30 minutes after an event has occurred. This applies in particular in that case
when the alarms indicate a transition to an accidental state, which is not covered by the design,
and consequently, the safety can not be guaranteed by automatic protection measures only.
Examples for manual measures that have to be initiated early are the manual tripping in case the
scram fails (ATWS-case), switching procedures after a station black-out or after an impact from
outside (e.g. earthquake).

According to the German plant design, no class S alarm should occur during the first 30 minutes
after an initiating event occurs. To initiate and support long-term safety measures, alarm
functions of highest priority may be demanded. According to the I&C concept, manual measures
due to alarm signals have basically priority to automatic I&C functions.

3 SAFETY ASPECTS OF THE MODERNIZATION OF I&C SYSTEM
REGARDING THE ALARM ANNUNCIATION SYSTEM

Normally, the modernization of I&C system as well as computer-aided process control system is
not performed simultaneously and in a single step. Larger projects are subdivided into packages,
each of them being implemented in one outage period [3]. Considering all modernization steps,
the configuration management should guarantee that the processing, displaying and recording of
safety-relevant signals are performed in compliance with the plant protection-goal concept as
well as the general plant design.

The associated safety functions that have to follow on an alarm shall be guaranteed with the
required reliability. Therefore during each step of the modernization of the I&C or the process
information system, the following main aspects have to be considered:

• mutual adjustment of the I&C concept and the alarm annunciation concept,
• comprehensive documentation of all system modifications, and
• mutual adjustment of old and new system parts.

These adjustments refer to:
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• safety-categorization of connected instrumentation and control- as well as alarm functions
(depending on the significance of the system-engineering safety functions to be initiated
or supported),

• interfaces between old and new plant parts,
• priority rules for automatic and manual measures, and
• alarm signal interpretation and acknowledgment.

If alarm signals shall be set off via modern computer-aided process information systems, it
should be regarded that alarm annunciation is only a small part of the process information
system's functionality. The alarm annunciation concept, however, ought to be compatible to the
general information concept of the facility. Thus, it seems reasonable to redefine the information
goals with the implementation of the modern control room technology.

For instance, the safety aspects of the I&C modernization are listed in detail according to a life-
cycle proceeding model in [3].

4. SAFETY ASPECTS OF THE MODERNIZATION OF THE PROCESS
INFORMATION SYSTEM

4.1 Example of a Modernization Concept

A modern computer-based information system offers extended capabilities to signal processing
and interpretation, manifold options of screen display (e.g. a protection-goal oriented plant
overview) as well as recording of process data over long periods of time with high resolution and
with improved retrieval option (e.g. with regard to detailed event analysis). Therefore as a first
aim, the modernized process information system with extended functionality can be used
additionally as a diverse information source with lower priority than the KMA. After
progressive software and hardware qualification and collecting operating experiences, the new
process information system may get a higher safety significance.

The following basic concept is pursued in the current modernization projects that up to now have
been planed and partly already implemented in Germany [4]:

• Before the process information system functionality is significantly expanded, its former
functions are described in detail by re-engineering.

• Due to the high effort for construction, switch over and testing of the new process
information system, a step-wise proceeding is reasonable that is oriented to the outage
period.

• As a prerequisite for the safety significant use of the process information system a
comprehensive qualification methodology is to be established regarding the safety
categorization of the involved safety-relevant functions. Because of the complexity of the
process information system, the time spending on the qualification process - particularly
on the software reliability prove - will be rather high.
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• Therefore, the new process information system is tested partly also during plant
operation. In that phase, the signals of the new information system have no safety
significance. New and old systems have to be decoupled. The period of parallel
processing may take one or even several operational cycles.

• This parallel operation can be terminated and the old process information system may be
decommissioned when the qualification procedure for the new system is successfully
completed.

4.2 Basic Design Characteristics of the Process Information Systems

In the frame of licensing or approval of a modernized process information system, the following
safety-relevant aspects have to be considered by regulatory body. These aspects are mainly
covered by the standard KTA 3501.

• The safety-critical I&C (e.g. the I&C for reactor protection) shall be spatially separated
and functionally decoupled from the process information system that has a lower safety
significance. The reactor protection signals relevant to operator information shall be
transmitted to the process information system in a non-interacting way (without
feedback).

• The parts of the process information system that are used for transmission, processing and
storage of safety-relevant information shall be designed according to the single-failure
concept. As a rule, two process control computers with assigned stores and two data bus
systems are implemented.

• The energy supply for the redundant parts of the process information system should be
supplied from switching stations that are spatially separated from each other.

• The process information system should be continuously kept under surveillance using a
comprehensive disturbance annunciation concept. A redundant failure - as well as
disturbance recording is required according to KTA 3502. Among other things, the
locking of electronic cabinet doors, temperature, energy supply and availability of the
alarm functions shall be monitored during operation.

Furthermore, the following technical aspects of modernization should be taken into account:

• For network communication, proven industry-standard records with capabilities to keep
under surveillance the network interactions as well as early failure recognition may be
used.

• Optical storage disks with high storage security and capacity are appropriate to store an
extensive amount of process data.

• An expansion of the information goals inevitably leads to higher requirements on the
software and hardware for data processing and -storage. Therefore, design characteristics
as data storage capacity and processing speed should be chosen with sufficient margins

' for further system development. On the other side, significant ergonomic problems could
occur if the flood of data is not limited already in the design phase. To avoid a signal
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burst in case of an event, the data amount should be limited (suppression of repeated as
well as secondary signals).

43 Qualification of Process Information System

Up to now, computer-aided process information systems have been used for operating purposes
only. These information systems are not yet comprehensively qualified for safety related
purposes. Because modern process information systems offer the option to present overview
displays with complex content and correlation, also a safety-related use is of great interest. In the
case of operation under abnormal or accident conditions, such overview displays can support the
operator in watching the protection-goals. Such a computer function is to be categorized as
safety-relevant. The qualification requirements on I&C functions can be derived depending on
the safety-significance using the RSK guidelines as recently extended [2].

Since most of the existing information systems have not been consequently developed and
qualified according to a proceeding model (e.g. life-cycle model) a follow-up qualification can be
rather extensive. In the frame of a follow-up qualification at least the items of chapters 2.2 and
4.2 should be considered, depending on the safety classification of the processed signals.

The operation of digital I&C and process computer systems shows worldwide satisfying
experiences. Nevertheless, in the recent discussions about digital I&C system qualification, the
sufficient reliability proof of digital systems is pointed out as a main issue, whereby realistic
reliability goals are to be established. Considering this issue and the complexity of process
computer systems, it should be investigated under which assumptions alarms coming from the
process information system can be used for operation under accident conditions.

According to IEC 1226, the I&C equipment shall be qualified according to the categorization of
the associated I&C function. However, with the achieved state of the art of qualification- and
proof methodology this is not yet feasible in all details for such complex software-aided systems,
like process computers.

Therefore the question is, whether computer processed safety alarms can be used as basis for
manual safety actions, and if yes, how the qualification requirements can be met in accordance to
the regulatory framework. Regarding this question, the extended RSK guidelines open the
possibility to use alarm functions qualified in accordance to a lower safety category [2]. The
main condition is, that the whole subset of alarm functions that are used to select and initiate the
mentioned manual safety action meets the reliability demands of the associated safety function
category. Following that idea, a manual safety function of the highest safety category, for
instance, can be initiated on basis of different (redundant/diverse) alarm functions of a lower
category.

Qualification Management for the Modernization Process:

Generally, several qualification measures are contributing to ensure the process information
system quality (particularly the reliability) during modernization. For instance, computer
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configuration, network structure, data security (access right privilege, data integrity), updates and
documentation of the single modification steps are kept under surveillance.

With the help of a data maintenance system, the data integrity is also to be controlled during later
operation and maintenance. Due to future plant modifications and associated maintenance
activities, it is assumed that amount and composition of the data to be administered are varying
in time. Therefore, the process information system qualification is a life-time task, the
maintenance activity is to be considered in the frame of the whole software life-cycle including
the phase of operation and maintenance.

Modification management should clearly distinguish between operating system modifications
(e.g. changing of setpoints) and those due to further system development. All modifications shall
be documented automatically and in a comprehensible way.

The proof of reliability for the automatic rapid switch from a failed or defective computer string
to the remaining redundancy (as a rule in stand-by operation, possibly also flicking between bus -
and storage units) is of particular significance for data security.

Technical - and software equipment to recognize failures as well as to identify and locate faults
have to be tested extensively. At present, a method to formally prove the test coverage is being
elaborated.

Software Qualification:

A main qualification effort is to be directed on the software, including user specific as well as
standard software. As a main standard for software qualification, IEC 880 deals with the
qualification of software to safety critical applications. Regarding software of lower safety
significance, e.g. for process information systems, a supplement to IEC 880 is currently under
discussion. Substantially, IEC 880 gives recommendations for a software qualification strategy,
involving the application of a qualification proceeding model (e.g. the software life-cycle) as
well as rules of software engineering. To consider some of these rules during software
development automatically, the application of formal methods and graphical specification is
recommended. Recently, the application of a qualification proceeding model and specification
tools has been regarded as essential prerequisite for the successful proof of reliability, in
particular to avoid systematic failures due to specification errors.

Aspects of Ergonomics:

In addition to the proof of reliability, safety-relevant information should be assessed considering
the features of ergonomics. Regarding that, two of the main aspects are:

• It should be possible to recognize the safety-relevance of each screened alarm signal.
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• In the case the alarm signal reliability can only be validated partially, e.g. with regard to
the robustness of the corresponding instrumentation under accidental conditions, these
alarms should be marked on the screen.
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