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Abstract

' Verification of State declarations is an essential feature of IAEA safeguards.
The issue of completeness of the declaration of all nuclear material, nuclear
activities and nuclear facilities arises only in full scope safeguards, like
those pursuant to NPT. Concentrating on the accountability aspect of
nuclear material, the NPT safeguards system has achieved a high level of
objective and quantified performance. Some of the basic ideas of the
drafters of 1NFCIRC/I53(corrected) have been stalled.

Non-proliferation concerns demand also for a detection probability for
undeclared nuclear activities. Following the example of the Chemical
Weapon Convention (CWC), advanced detection techniques are proposed,
which go beyond the classical nuclear material accountability approach.

Recent proposals for additional measures to strengthen IAEA safeguards
conform to rules of NPT and related safeguards. Some proposals have been
agreed generally, others can only be implemented on a voluntary basis
between the State and the IAEA. The implementation will require additional
resources and support for the IAEA. Great care is required to maintain the
existing capability of the IAEA for a technically sound, independent, object-
ive, and internationally acceptable judgement with available resources, and
at the same time to change emphasis on certain elements of the existing
safeguards system.<
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1. INTRODUCTION

The inevitable growth of the world population, will enhance total energy
consumption. Prospects are that two third or three quarters of the growth of
energy consumption will take place in developing States, that will not
accept a paternal attitude of technology transfer, but only of co-operation
between equal partners [1]. At the same time in the area of
Developmental Aid the sponsor States include "Good Governance" as a
condition in their dialogues with the receiving States. It is conceivable that
the loyal adherance to treaties like Non-Proliferation Treaty and Chemical
Weapon Convention and its inspections can play a role in that dialogues.

At the last World Energy Conference, no clear statements are made in
respect of the share of nuclear power. It remains undeniable that
development of all energy resources, including nuclear, is required. In view
of the "minimal regret" strategy in relation to the CO2-problem, and the
large scale aspects of nuclear energy, the developed States are best
equipped to support the growth of nuclear energy.

In the large, world wide, International Fuel Cycle Evaluation consensus
emerged that non-proliferation could not be effected by technical fixes,
since it is essentially a political decision by a government to construct
nuclear weapons [2]. Impressive improvements in the safeguarding have
been achieved, for Instance In safeguarding of the commercial application
of sensitive technologies [3], [4]. It is the commercial interest in
these fuel cycle technologies that has stimulated these developments,
which have likewise contributed to the general improvement of safeguards
technology. However safeguards did not get a chance to prove itself in
some large scale operations due to the discontinuation of the ambitious
projects on commercial, or political grounds.

ECN-C-96-018
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2. ROLE OF SAFEGUARDS

International safeguards provides for the internationally accepted assurance
of the peaceful use of nuclear energy. This assurance is an essential
political requirement for international nuclear co-operation and nuclear
trade. The Non-Proliferation Treaty laid the foundation for the full scope
application of IAEA-safeguards to all peaceful nuclear activities in the
State. Exporting States strengthened non-proliferation by adoption of the
Zangger-list [5] and the recently reviewed Nuclear Suppliers
Guidelines [6]. Exports of nuclear material, other specific material,
equipment or technology to non-nuclear weapon States are to be subject to
full scope safeguards and physical protection.

Indications of a secret nuclear weaponization programme, in two inspected
NPT-States, supported the urge for the strengthening of safeguards. In
particular for States with a small declared nuclear programme that in
general allows only for a few inspections annually. Some points that deal
with nuclear material should have been covered in a better way by the
IAEA safeguards. The discoveries illustrate that the basic principles of a
nuclear weapon are generally known [7]. But, there are more technical
barriers for the manufacturing of a nuclear weapon. International supply of
nuclear technology triggers IAEA safeguards.

Independent development of nuclear technology and non-nuclear
components, such as special explosives, ignition, design of the weapons,
development of chemical and mechanical equipment to handle the basic
materials, the tampers, and delivery mechanisms, this whole programme
involves many years of work. Non-nuclear trespasses of the NPT are not
covered by IAEA safeguards. Here international intelligence has to play a
complementary role to the IAEA safeguards.

Former Presidents Mikhail S. Gorbachev, and Ronald Reagan, included the
sentence: "A nuclear war cannot be won and must never be fought" in their
joint summit statements three times [8]. The balanced nuclear
disarmament process, that has been started at that time, requires careful
control. Proposals to control the stockpiles of fissile material for nuclear
weapons take a ten percent uncertainty in account. Safeguards has to be
applied also to the civil fuel cycle of the nuclear weapon States, as a logic
consequence of the future cut-off of the fabrication of nuclear weapon
material. In order to assure that no "break out" is possible, a better
assurance is required on the correctness and completeness of the
declarations of nuclear material by the State.

Safeguards in Nuclear Weapon States has to take into account an
appreciable technological know-how which for a long time will remain
available in these States, and perhaps also elsewhere. In particular this may
have an effect on the definition of timeliness of detection, and on the
definition of the significant quantities.

ECN-C-96-018
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Safeguards normally addresses States as isolated entities, while the modern
nuclear fuel cycle is full of international movements of nuclear material,
equipment, and services. Nuclear materials on the black market were until
now limited to small quantities compared with the significant amount. It
becomes conceivable that future safeguards will have to face also more
complex structured diversions including States and sub-national
movements.

8 ECN-C--96-018



3. SAFEGUARDING OF UNDECLARED
ACTIVITIES

Normally IAEA safeguards is applied as a confidence building measure in a
co-operative model. Hence for many years the IAEA safeguards was quite
restrictive on inspections of undeclared activities. Their existence was not
excluded, but the IAEA should not search for undeclared activities and
facilities. Gradually the issue of undeclared activities and facilities got more
attention. This process was enhanced by the development and conclusion
of the Chemical Weapon Convention [9], and the discovery of some
clear trespasses of the NPT.

Pertinent conclusions on the issue of inspections on undeclared activities
are given in a paper by George Bunn, "Does the NPT require its non-
nuclear-weapon Parties to permit inspection by the IAEA of nuclear
activities that have not been reported to the IAEA?" [10]. Both the
Non-Proliferation Treaty and the subsequent Safeguards
Agreement [11] authorize inspection for undeclared nuclear material
and undeclared facilities in which nuclear material is customarily used. This
does not mean that IAEA inspectors may roam about anytime, anywhere
within an inspected State. The basic rule of NPT is that all nuclear material
and all nuclear activities in a State are subject to safeguards. The levels of
reporting frequency and detail and their verification may differ dependent
on the category of material. The referred paper was based on the
negotiation history of NPT and the Safeguards Agreement.

ECN-C--96-018
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4. SUBJECT TO SAFEGUARDS OR FULL
SAFEGUARDS APPLICATION

In view of the application of new techniques for safeguards verification,
there are two ways to achieve the same goal. The first is to define what
kind of new techniques will be applied and consequently seek the approval
of the safeguarded States to voluntarily accepting these new measures. The
second way is to see what is described in the safeguards agreement and
see if by interpretation the new methods can also be applied. For both
ways of course a consensus or agreement within the IAEA Board of
Governors will have to be reached before the measures can be
implemented.

In any way the transparency of safeguards is best served if a uniform way
to address this problem can be found and agreed upon. First some of the
issues on which the discussion started around 1992, will be mentioned in
this paper. Meanwhile the IAEA Programme '93+2 deals with most of it. In
following sections some possible INFCIRC/153 interpretations will be
mentioned.

The NPT obligation, to accept safeguards on all source and special
fissionable material in all peaceful nuclear activities results in the obligation
for the State to submit to the IAEA reports that give a complete inventory
of all nuclear material and all activities, now and planned in the foreseeable
future. According to Article 6 (c) of the Safeguards Agreement, the IAEA
concentrates the verification procedures on "... nuclear material from which
nuclear weapons ... could readily be made, and minimizes verification
procedures in respect of other nuclear material".

My paper presented at the 1993 ESARDA Symposium in Rome, argues
that "subject to safeguards", not necessarily means that on nuclear material
of low strategic value all detailed safeguards reporting and inspection rules
have to be applied fully as specified in the Safeguards Agreement [11] for
nuclear material in facilities [12]. But that paper stresses that all
nuclear material, should include indigenously separated ore-concentrate,
and the ore-concentrate imported for non-nuclear use, which both should
at least be reported to the IAEA. In connection therewith the IAEA must
have a right to verify these reported materials, at its discretion.

Misunderstandings in this area have been treated at great length in the
report about Iraq's non-compliance with its safeguards obligations, which
was submitted to the General Conference of the IAEA and published before
all salient details of Iraq's weaponization programme became
known [13]. The following points could be noticed:

- Material intended for non-nuclear use does imply that its use has still to
be specified to make the non-nuclear aspect clear.

- Exemption of nuclear material according to Articles 36 and 37 includes
that the material first has to be subject to safeguards.

ECN-C--96-018 11
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- Production of nuclear material in a location that is not a facility, does not
exempt the State from reporting such material.

- The technical objective of safeguards according to Article 28, does not
imply that there is any minimum quantity of nuclear material required for
the application of safeguards.

12 ECN-C--96-018



5. INSPECTIONS FOR UNDECLARED
NUCLEAR ACTIVITIES

The declarations of the State form the basis for the inspections. By
verification of the declared nuclear material, according to the rules of the
Safeguards Agreement [11] the IAEA has established a technically sound,
independent, objective, formalized and internationally accepted system of
full scope safeguards.

Some concerns for undeclared activities in declared plants have been taken
Into account. Examples are the unannounced inspections in cascade areas
of centrifuge enrichment plants to prove that no highly enriched product
has been made [3], and the criterion for unreported production of direct use
material at large research reactors [14]. In principle undeclared activ-
ities have a high probability of detection when present in, and connected
with, the declared fuel cycle.

Nevertheless allowing greater inspection freedom on a voluntary basis, can
contribute to more confidence in the State's adherence to the NPT obli-
gations, with respect to the suspicion of undeclared facilities or activities. A
Canadian paper at the fifteenth ESARDA Symposium treats this subject in
detail [15]; the confidence created might enable a reduction In the area
of routine Inspections, because some diversion scenarios, such as
undeclared reprocessing, will become highly incredible when they can be
detected without difficulties and with a reasonable probability.

In particular States with a sizable nuclear energy programme or sizable
International nuclear trade depend strongly on their good non-proliferation
credentials. They will not light-heartedly risk the damage caused by
detection of a (secret) nuclear weapon adventure.

Unannounced inspections in the State are an important means to increase
the probability of detection of undeclared facilities and activities. Article 84
of the Safeguards Agreement allows some of the routine inspections at
facilities to be performed unannounced. Article 89 of the Safeguards
Agreement deals with the right of the State to accompany inspectors and it
forbids the State to create a delay or other impediments to (the
unannounced character of those) inspections. Inspectors should have the
right to move freely around in the State, like citizens or nuclear inspectors
of the State. They should at least have the same freedom of information
gathering. Great care has to be put in the arrangements to keep the time of
unannounced inspections really unknown for the inspected Installation and
State until the inspection starts.

ECN-C-96-018 13
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Problems with unverified operations in Iraq, and North Korea attracted
international attention. The IAEA Programme 93+2 proposals will increase
safeguards effectiveness and efficiency, in particular in view of undeclared
nuclear material and undeclared activities. Expanded Declarations and
Broad Access, together with new techniques of environmental monitoring
and additional information treatment, will improve the basis of confidence
in the exclusively peaceful character of a State's activities.

This point is endorsed by the Board meeting of March 1995 which
concluded: "The safeguards system should be designed to provide for
verification by the Agency of the correctness and completeness of States'
declarations, so that there is credible assurance of the non-diversion of
nuclear material from declared activities and of the absence of undeclared
nuclear activities".

This conclusion implicitly admits that the present safeguards system, which
concentrates on verification of objective and quantified nuclear material
accountancy information, is insufficiently able to assure the absence of
undeclared nuclear activities with high detection probability. Hence it
appears that improvements are necessary. It is generally accepted that
additional objective information can be obtained that is less apt to accurate
quantification, e.g. by application of containment and surveillance
measures. Additional objective information sources should be introduced in
the safeguards system.

The transparency of safeguards is supported by the annual publication of
the list of facilities by the IAEA. It could be improved more by also
publishing the list of "locations outside facilities". So public scrutiny could
additionally support safeguards implementation, for States with an open
society, contributing to an other objective information source for
safeguards.

The inclusion in the safeguards inspections of natural uranium that escaped
the routine inspections up till now, is another measure to strengthen the
safeguards. IAEA has invited the States to report voluntarily on these
materials. Costs involved prevent a full routine application of inspections
for this material. Unannounced, random inspections might help to cover
this area effectively [16].

Where nuclear material is reportedly present the IAEA assures the peaceful
use by its inspection rights; for undeclared facilities, where the IAEA has no
access yet, the international intelligence community has to play its
complementary role. After the success of the IAEA performing nuclear UN-
inspections, it is tempting to set higher objectives for ordinary IAEA
safeguards also, but the objectives have to remain politically and
technically practicable and attainable. It is too early to predict how much of
the "93+2" proposals will finally be accepted to strengthen the IAEA
safeguards system.

14 ECN-C--96-018



6. INITIAL REPORT VERIFICATION

The initial report on all nuclear material subject to safeguards, which the
State submits at the starting of the IAEA safeguards, has to be completed.
Verification of this inventory is achieved by ad hoc inspections and by
verification of design information for the existing facilities, and other
locations where nuclear material is customarily used. The access for these
ad hoc inspections is only limited in space by the condition that either "the
initial report or any inspections carried out in connection with it indicate
that nuclear material is present"; and limited in time by the condition "until
such time as the strategic points have been specified in the Subsidiary
Arrangements". Keeping open the issue of completeness of the initial
inventory may allow the Agency to continue with ad hoc inspections, as
necessary.

An interesting precedent has arisen from the resolution of the 35th General
Conference of the IAEA with respect to South Africa [17]. This resol-
ution requests in operative paragraph 1 to ensure early implementation of
the Safeguards Agreement, which includes the verification of the initial
report by definition. In operative paragraph 2 the Director General is
requested explicitly again to "... verify the completeness of the inventory of
South Africa's nuclear installations and material ...". The explicit repeat of
this point and the omission of the word initial might suggest that the
completeness of this inventory will have to be verified repeatedly, allowing
for regular application of ad hoc inspections according to Article 71 (b) of
the Safeguards Agreement, without the limitation in time of Article 76 (a).
According to Article 83 (a) these inspections have to be announced a week
in advance, which reduces considerably the effectiveness for detection of
undeclared operations.

The Director General of the IAEA had appointed a special Technical Team
for this task of verifying the completeness of the inventory of nuclear
installations and material. On 24 March 1993 the State President of South
Africa announced the terminated nuclear deterrent programme. To assist
the Team further in its unprecedented task, a policy of visits 'any time, any
place within reason' was followed. Also South Africa allowed the
Team to co-opt nuclear weapon experts from outside the IAEA to provide
the required expertise. The unique experience with the verification of the
completeness and correctness of the inventory of an ex nuclear weapon
State is described in papers from the South African and from the IAEA side
in t h e 1 9 9 4 I A E A s y m p o s i u m o n I n t e r n a t i o n a l
Safeguards [18], [19]. Under its policy of transparency, the South
African Government made a standing invitation to the IAEA to provide full
access to any location or facility associated with the former nuclear
weapons programme and to grant access, on a case by case basis, to other
locations or facilities that the IAEA may specifically wish to visit.

ECN-C--96-018 15
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7. NEW STRATEGIC POINTS

New inspection technologies, like environmental monitoring or sampling for
long and short range applications, potentially offer an efficient and effective
means to trace nuclear fuel cycle activities [20]. Their application
demands extra skills from inspectors e.g. in sample taking, and perhaps an
a priori knowledge of the "normal" level of the detectable minute quantities
of nuclear and other relevant material in the environment. This sampling in
general does not mean sampling of material that is under the responsibility
of the operators, therefore no procedural difficulties are expected in
principle, but details of the arrangements should be evaluated carefully also
with this respect. In particular the extreme sensitivity of the environmental
techniques requires also care and wisdom in the evaluation of the
measured results, and the consequent safeguards conclusions.

The Safeguards Agreement recognizes the need for Implementing new
developments in Article 6. It says that the IAEA "... shall take full account
of technological developments in the field of safeguards, and ... by use of
instruments and other techniques at certain strategic points to the extent
that present or future technology permits." By an unorthodox interpretation
the assignment of strategic points in the Subsidiary Arrangements could be
another instrument for allowing new kinds of inspection techniques. For
instance the waterways of a State could be defined as one strategic point
for environmental sampling, in the same way as e.g. a larger area of a site
is defined as a strategic point for seal verification.

This leads to the conclusion that in the case of ad hoc inspections and in
the case of special strategic points the door for sufficient clarifications and
further inspections is open. Such an approach does not at all imply that the
IAEA inspectors may roam around anytime, anywhere within an inspected
State. There must be good convincing indications for the IAEA before it will
be decided to get clarifications about an "undeclared site".

An element of "trade off" has often been mentioned between the increase
of the detection probability for undeclared activities and facilities, and the
regular inspections in a State. E.g. the proof of absence of reprocessing
capabilities in a State can be a reason to reduce the frequency of
inspections on Irradiated fuel. But in principle the "trade off" was made in
earlier days, between the INFCIRC/66/Rev.2 safeguards agreements that
could cover also other issues than the nuclear material, and the Safeguards
Agreement [11] that restricted safeguards mainly to all nuclear material in
the State. All depends on the acceptability of the new and unconventional
interpretations for the IAEA and the Board of Governors.

ECN-C--96-018 17
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8. VERIFICATION OF OTHER INFORMATION
OBTAINED

The Safeguards Agreement does not limit the information the IAEA may
use, to fulfil its responsibilities in implementing the Agreement. The prin-
ciple of using the interrelation between nuclear activities of two States and
the matching of transit information makes clear that the IAEA is entitled to
use and compare information from different sources.

One of the measures to strengthen safeguards is the voluntary reporting to
the IAEA by the States that adhere to the Nuclear Suppliers Guidelines, on
exports to Non-Nuclear Weapon States [21], [6]. Therewith the IAEA
gets another reason to ask for access, namely to verify that delivered goods
are used in accordance with the declaration on the end-use of the exported
goods, which declaration was given by the importing State. For equipment
the supplying State, the recipient State and the IAEA could agree on
verification, for instance by use of identity of the supplied equipment. In
principle also verification of non-nuclear use is possible. For the non-
nuclear use of nuclear material the IAEA has performed inspections on the
use of depleted uranium imported exclusively for non-nuclear non-explos-
ive uses [13], [22].

The Chemical Weapon Convention and other disarmament Treaties, are
also containing provisions for verification of the treaty obligations by means
of inspections. Of course adherence to the different treaties is different. But
when inspections aim at illicit fabrication or possession of different kinds of
weapons for mass destruction, not only for efficiency reasons it might be
possible to consider a future co-operation between the different inspectora-
tes, either with regard to exchange of pertinent information, or even for
combinations of inspection efforts [23].

The "Treaty on open skies", was signed on 24 March i992 by 23 European
States, the United States of America and Canada. It allows the participating
States a limited number of free overflights with sensor equipment over the
other States. The resolution of that equipment is limited and verified by the
host. Without mentioning so the treaty equalizes to some degree the ability
of States to obtain intelligence deemed essential to their national security,
by the possibility to take a "glimpse", which enhances the transparency of
military activities [24]. The treaty allows also other kinds of sensors to
be used by mutual consent in the Open Skies Consultative Commission. In
principle this treaty can also contribute to the openness and transparency
of the nuclear programme of the participating States. In the end it could be
a tool to enable more States to support IAEA safeguards with intelligence
information. For the assessment, such information will only be useful if
there are different independent sources of pertinent indications, that
improve their mutual quality and reliability.
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This combination of inspection results of different treaties might solve the
tension between the political wish for MPT verification and the practical
limitation of IAEA safeguards. States that work on a programme for
weapons of mass destruction have to take a lot of individual steps, that
each on its own may have a low detection probability, but by allowing the
combination of inspection results these probabilities may be added up,
together it will result in "a credible assurance".
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9. VISITS AND SPECIAL INSPECTIONS

In the past officials of the IAEA have been paying visits to various declared
nuclear installations, safeguarded or not yet safeguarded, in order to get
acquainted with the safeguards aspects of those plants. Recently several
States have allowed visits of IAEA staff members to locations indicated by
the IAEA as a confidence building action. It has been stressed that these
visits are no safeguards inspections. When the visited locations customarily
use any nuclear material, according to the interpretation in this paper,
these locations should be reported and open for safeguards inspections
anyhow.

For "undeclared" activities or facilities, Finally also the provision of special
inspections can be applied. These are either related to a special report from
the State, or to the IAEA conclusion that information received is not
adequate to fulfil its responsibilities under the Agreement according to
Article 73. It is understood that the option of a "special inspection" will be
used by the IAEA only in very rare occasions. Therefore the IAEA needs
the legal instruments proposed in the programme 93+2, called broad
access and expanded declarations.
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10. SAFEGUARDS EFFECTIVENESS
ASSESSMENT

The systems analytical approach to the NPT safeguards, and the
INFCIRC/153's detailed definition of 'full scope' safeguards are the most
evident results of the rational, objective and formalized character of the
IAEA safeguards. It is not only therefore, but also in view of the advances
in the possibilities for the automation of the routine safeguards activities,
that the IAEA has for many years worked with the support of specialists
from its Member States on the development of methodologies for:

- the a priori assessment of the effectiveness of the designed safeguards
measures in:

a safeguards approach,
a facility attachment, and
for planning the inspection activities,

and
- the a posteriori systematic evaluation of

the inspection result,
the aggregation of the inspection results,
the aggregation of these results with information from the declarations
and design information,

which digested vast amount of information is condensed together in the
annually published "safeguards statement".

In May 1993 the IAEA convened an Advisory Group Meeting with the
principal goal to advise on the capabilities of tools under development in
various Member State Support Programmes (MSSPs) for the assessment
and evaluation of Safeguards activities [25]. In the final report of that
meeting it is stressed that:

"Assessment tools are important to provide transparency as well as
effectiveness and efficiency by ensuring completeness of safeguards
activities with maximum economy. The importance of evaluation tools
lies in satisfying the Board of Governors and the international community
that there is both evidence and a structured transparent process to
support the Agency's conclusions".

To create confidence it is important that all steps of this process are well
documented, and open to peer review. Of course the safeguards
confidentiality of the real information that goes through this process has to
be maintained. This is experienced sometimes as a complication to the
development and testing of a new methodology.

IAEA safeguards has increased its attention to the verification of the
completeness of the State's declarations, which is a positive translation of
the impractically negative formulated open ended problem to prove the
absence of undeclared activities. In the assessment of the effectiveness of
the strengthened safeguards system should be focused on:
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- circumstances where quantities of nuclear material of safeguards
significance could be used or produced,

- on whether or not to conduct an additional inspection and use
geographically precise information as to where and what that
inspection should aim at.

The advisory group also mentioned that the information sources that
should be investigated in this assessment should certainly include:

- Publicly available information,
- Open information on nuclear and nuclear-related activities,
- Information on exports of non-nuclear material and

equipment [26],
- Information on exports and imports of nuclear materials,
- Non-safeguards information from the Agency,
- Agency safeguards information,
- Information provided by other Member States,
- Environmental monitoring, and
- Expanded access in declared facilities.

The analysis should include consideration of "action trees and acquisition
routes". These terms are referring to the "cut sets" as they are named in
the very elaborated and labour intensive Probabilistic Safety Analyses. As
alternative techniques advisers from IAEA Member States, have also
proposed the more modest techniques of HAZOP, and HAZAN, developed
for practical safety analyses in process industries [27], and an expert
system that is still under development STRASSY [28], in analogy of
the successful application in reactor safety studies. In this context also
must be mentioned the fully developed technique for computerized
safeguards effectiveness evaluation SPESY [29].

All these assessment and evaluation tools have in common that there is no
absolute assurance that they have covered all diversion possibilities. Like
N. Rasmussen concluded in the area of reactor safety in the context of
Beyond the conventional Design Base Accidents (...) in addition
Probabilistic Safety Analysis [can be applied.]

... while there is no way of proving that all possible accident
sequences that contribute to public risk have been considered in the
study, the systematic approach utilized in identifying possible accident
sequences and their dependencies make it very unlikely that a
contributor has been overlooked that would significantly change the
risk estimate." [30]

Similarly the IAEA should be forthright in addressing circumstances where
there is relatively little information about a probability of detection. The
Agency should recognize that it is only the assessment by the potentially
violating State of the risk of detection (probability of detection and the
estimate by the State of consequences that might result) which is the
deterrent to actions in violation of its NPT commitments and its safeguards
agreement.
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Safeguards effectiveness assessment

A good structured and documented system of decision making supports
the confidence in the objectivity of the system. This is not only valid, and of
value for the democratic institutions that control the safeguards authorities,
it also can serve to the improvement of the technical background
discussions on the safeguardability and proliferation risks of proposals for
new types of reactors and related fuel cycle. On a higher aggregation level
this has to be seen in the perspective of the overall non-proliferation
approach in international relations. Finally this refers to the concept of
"Good Governance" mentioned before.
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11. UNDECLARED NUCLEAR ACTIVITIES;
THE G-ROGTE

The enrichment route to a nuclear weapon is short. Presently [12] the only
undeclared process step before the weapons plant is the enrichment plant
itself, and the conversion of the highly enriched uranium into metal pieces
can be concealed in the military plant where depleted uranium Is customar-
ily used for eg the fabrication of armouring or armour penetrating ammun-
ition.

For one single nuclear explosive device is assumed that one significant
quantity of 25 kg ^CJ contained in highly enriched uranium is required.
This corresponds to about 5 ton of natural uranium to start with. It can
easily be stored in a single large transport container. An enrichment
capacity of about 5 ton separative work is needed.

It is assumed that infrared satellite observation requires a local energy
emission of a few MW. The energy needed for the aerodynamic and the
diffusion process are nearly equal. Production of a significant amount in a
year, by these processes would entail about 12 GWh, or a steady power of
1,4 MW. For centrifuge enrichment much less energy is needed, it would
require 0,3 GWh, or continuously 35 kW. Such power levels, corresponding
with a running car engine, are not attracting particular attention.

In the form of CIF6 the involved nuclear material produces in total about
0.5-106 neutrons per second. In a study to assess the applicability of
neutron area monitoring, the natural background corresponds [31] to a
fluency of about 30 neutrons m ' V . Neutron detection of the GF6 tails and
product is possible at distances up to about hundred meters, if there is no
shielding applied, and efficient neutron detectors are used, with a weight of
about 0,1 ton. This cannot be called portable equipment, but is
transportable. Concealment can be achieved by using small batches of CJF6

and application of shielding, this conclusion is not much different from
results of an experiment to detect nuclear weapons [32]. A neutron
background from declared nuclear activities nearby, will render the
detection possibilities very low, when direct access to the CJF6 containing
equipment is denied.

If access is obtained to bulk amounts of CJF6, a gamma-spectrum-
measurement can give an assessment of the enrichment by the enrichment
meter approach, while neutron measurements can give a rough estimate of
the amount.

For detection by environmental sampling relatively few possibilities exist.
Uranium as such is normally present in the environment. As discussed
before, the chemical conversion processes can be hidden in legitimately
non-safeguarded activities that apply the same chemical reactants. The
annual emission of UF6 of a 1000 tonSW/a centrifuge plant is estimated to
be less than 25 gram uranium. There is an environmental background of
natural uranium that further reduces the minute chance for detection of
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deviating isotopic composition. Only if some small representative samples
could be obtained, high performance mass spectrometry is capable to
detect small deviations in isotopic composition (order of 10"5 in the
^ U / 2 3 ^ ratio, and an occurrence of 1.106 in the ^U/^CJ ratio). Such
deviations have been used to trace differences in the origin of the material
caused by differences in natural isotopic fractionation, nuclear reactions of
the uranium isotopes or contamination by non natural uranium [33].

The enrichment technology needs quite some development work. The
sensitive details of diffusion or centrifuge enrichment technology have
never been published. States that wanted to apply uranium enrichment, had
great difficulties in obtaining the equipment and materials to fabricate an
unsafeguarded enrichment facility. Nuclear Suppliers information might be
helpful to identify States that attempt to gather the necessary technology
beyond the needs of their declared programme.
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12. UNDECLARED NUCLEAR ACTIVITIES;
THE PU-ROUTE

For the fabrication of a significant quantity of 8 kg of ^Pu by neutron
irradiation of uranium at least about 35 gram of neutrons are required,
neglecting losses. At least 8 kg of uranium has to be fissioned for that
neutron production. The irradiation has to be followed by a chemical
separation step, before the significant amount for the nuclear weapon
production becomes available. Because plutonium with a low content of
higher nuclides is desired, several times more chemical separation effort is
needed, as usual for reprocessing of commercial fuel.

Assuming a project completely separated from the declared activities, it
needs a natural uranium reactor of at least 25 MWth and a reprocessing
capacity in the order of at least 10 ton heavy metal per year. Compared to
the uranium route, the starting amount of natural uranium is not much
larger, and the amount of "desired" product is slightly less. However the
financial estimates for the investments needed for this route are much lower
than those for the enrichment route [34], as long as it may be
assumed that the relatively small amount of separative equipment has to
be developed by the candidate nuclear weapon State. For the reactor,
nuclear grade graphite (several hundreds of tons) and/or heavy water
(significant amount 20 ton D^^) is necessary, otherwise the reactor needs
enriched uranium.

Due to the number of processes involved in this route, there are much
more chances for detection [20]. Exchanges of nuclear material, other
materials, equipment, and experienced personnel, between the undeclared
and the declared activities, enhance the possibility for safeguards detection
in an open society. In this connection it may be reminded that the highly
secret Manhattan Project, with its strict rules of compartimentalization did
not go unnoticed for the attentive. Internationally no uranium was on the
market, publications on fission did not anymore appear, and it seemed as if
all the relevant scientists had vanished.

Only small experimental activities in this area can be hidden successfully
Inside a declared and inspected nuclear fuel cycle. Two cases of hidden
production and separation of experimental small quantities of plutonium
have been reported, a milligram quantity under the Ceaucescu government
in Rumania and a gram quantity in Iraq, before the second Gulf War.

The required reactor power level enables detection by infrared satellite
observation. Neutron detection of such an operating reactor is possible, at
a distance of the order of hundred meters, provided that no other legitimate
neutron sources are nearby, and no excessive neutron shielding has been
applied.

The undeclared reprocessing plant is particular sensitive for environmental
monitoring, due to various discharges. A declared reprocessing plant
operating nearby (within a few kilometres distance) renders detection by

ECN-C-96-018 29



IAEA safeguards and detection of undeclared nuclear activities

environmental sampling impossible. There are several expensive technical
possibilities to conceal the reprocessing activity.
The neutron emission of the plutonium for the nuclear weapon enables
detection at distances of about 10 meters if the material is unshielded [32].
The large size of the process equipment and the emission probabilities of
fission products and the chemicals applied in the Pu-route, make this route
apt to detection. This applies in particular when inspectors get access, or
can come nearby. Background of declared reprocessing activities nearby
may disturb a detection capability. This may require more intrusive access
rules for inspections at declared facilities. The technology of this route has
been always freely published, and does not require much advanced
equipment, hence the U-route is technically more difficult for the diverting
State than the Pu-route, but also more difficult to detect. The weapon
technology for the uranium route is considered to be relatively simple
compared to the plutonium route where the development of a more
advanced implosion mechanism is required for the weapon. The
electromagnetic enrichment programme of Iraq was an extremely
expensive example of an undetected and very large programme. The since
that time accepted improvements in safeguards must render such large
scale endeavours detectable, also in States with a less open society.
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13. EXOTIC AND FUTURISTIC SCENARIOS

Little consideration has been given to the implications of the thorium cycle.
This route is less attractive because to start a nuclear reactor at least also
uranium or plutonium are needed. For the fabrication of a significant
quantity of 8 kg 233O by neutron irradiation of thorium at least about 35
gram of neutrons are required. Starting with thorium irradiation, an
attractive proliferation route may be the chemical separation of 233Pa,
which, with a half life of 27 days, decays to pure 233U, free of the ^ U
component. The highly radioactive decay chain of ^(J-daughter nuclides
makes the commercial use of this fuel cycle less attractive [35]. As far
as known, the existing nuclear weapon States have never used 233G for a
nuclear explosive device. In the Unites States of America in the past 1,4
ton 233C1 has been separated [36].

Strong neutron sources, other than nuclear reactors, are not safeguarded.
Apart from scientific research, also for nuclear transmutation for "actinide
waste burning" programmes the interest in these neutron sources revived.
In the distant future also a fusion reactor will form a strong neutron source.
These sources can be used to irradiate fertile material or actinide waste to
create fissile nuclides, which may include besides the special fissionable
material defined in the IAEA Statute, other fissile nuclides that probably
could be used for a weapon that uses the explosive release of fission
energy eg 237Np and some isotopes of Am, Cm and Cf [37].
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14. SOME FURTHER REMARKS

For environmental sampling techniques, it is necessary to know what to
look for, to sample with careful precautions, and to apply sophisticated
analytical techniques. The evaluation should care for the false alarms that
easily could be a burden. The environmental sampling techniques have to
deal with quite a spectrum of innocent background causes. Particularly the
presence of declared nuclear activities will generate higher backgrounds
which render detection by additional nuclear measurements nearly
impossible.

The inspections in Iraq illustrate how much inspection work is involved in
an open ended search throughout a State. One year of nuclear inspections
involved the equivalent of one Fifth of the worldwide total annual IAEA
inspection effort. The inspection teams made use of many specialists for
dedicated inspections. The introduction of new elements in the inspections
will have also financial consequences. IAEA safeguards is considered to be
a measure of confidence building but do the confidence builders get
enough confidence from the Member States, also expressed in the supply
of information and resources, including the regular payment of the annual
contributions [23].

Another lesson can be learned from the inspections in Iraq. Several delay
tactics have been hindering the progress of inspections, and the importance
of some serendipity cannot be denied. The scrutiny of the nuclear material
bookkeeping and its verification played a central and important role. This
stresses again that good safeguards needs a complete reporting on all
nuclear materials, for which verification is and has to remain the essential
issue of the IAEA safeguards system.
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15. CONCLUSIONS

Detection of undeclared nuclear activities or facilities gets more attention.
Thoughts are stimulated by the approaches of the Chemical Weapon
Convention, and developments in detection techniques, eg for
environmental monitoring. Inspection of the completeness of the State
declaration on its inventory of all nuclear material requires access for
verification.

Ad hoc inspections are allowed for the verification of initial inventory and
its changes. Also these inspections may result in a request to have access
to other locations. For the application of environmental monitoring
techniques, the definition of strategic points offers another way to arrange
the inspection access. Unannounced inspections are considered to be the
most effective, they could be considered as an application of random
sampling. A priori agreement with the State could result in a more liberal
access for inspections, but more consideration should be given to legal and
practical impediments like protection of private property, industrial secrets,
national security, natural circumstances, and political unrest in certain
regions, that can be either simulated or real.

The presence of nuclear material is the main trigger for safeguards
inspections, the end user declarations of the nuclear suppliers guidelines
and other reliable information can help to identify points for further
clarification and inspection.

Whatever the IAEA and the Board of Governors will decide on the
implementation of the "93+2" programme proposals and new safeguards
measures, either by interpretation of the rules of INFCIRC/153, or by
seeking additional agreement with the State before applying those
measures, these measures serve the task defined in Article HI paragraph 1
of the NPT: " ... State ... accept safeguards ... for the exclusive purpose of
verification of the fulfilment of its obligations assumed under this Treaty
with a view to preventing diversion of nuclear energy from peaceful uses to
nuclear weapons ..." It is this verification that allows and requires the
enlarging of the scope of the "classical" interpretation of the INFCIRC/153
based IAEA safeguards.
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