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ABSTRACT

The 1S.4T™ architecture has been successfully implemented as the Single Channel Trip System (SCTS), part of the
primary protection system of Nuclear Electric's Dungeness 'B' Advanced Gas-Cooled Reactors. The system is the
first computer-based protection system licensed on a UK civil nuclear reactor. The system provides protection
against single channel faults resulting in high coolant gas outlet temperature. The SC7S was designed to output data
at sewral points in the system to an Ethernet to allow checks to be made on the operation of parts of the protection
system and the system as a whole. In order to monitor the performance of this shutdown system a PC based
monitoring system was developed to take input as data from the Ethernet, check its integrity and then analyse the data
to provide information on the state of the system and subsystems. The SCTS monitor was basically intended to alert
the operator to any fault on the safety system and Indicate Its source, provide a diagnosis of the cause of any trip
initiated by the safety system, and log the occurrences of these incidents for later inspection. The intention was also
to provide accurate real-time information on the thermocouple readings and to decrease the effort required to
maintain the safety system. This paper will describe briefly the development of the ISA 7™ monitoring system: how its
requirements were arrived at. and how the design, code and testing were carried out to ensure approval for this
application. It will then go on to report how the ISAT™ monitor has performed during its time in service: how more
functionality has been added over and above its original requirements. Features of additional monitors for the SCTS
ami other JS.i 7™ svstems will also be described

1. INTRODUCTION

The ISAT™ system architecture, developed by AEA Technology [1J. is a computer based protection system with
inherent self-testing capability which provides for a fail-safe design with a high level of reliability and low spurious
trip rate. The basic system was originally designed to provide a highly reliable inherently safe form of individual sub-
assembly protection. An ISAT™ system was implemented as the Single Channel Trip System (SCTS) on each of
Nuclear Elcctric's Ach'anced Gas-Cooled Reactors at Dungeness T3\ The system forms part of the primary protection
for single channel faults which are revealed by high coolant gas outlet temperature. The system, fully described in [ 1 ].
is shown schematically in Figure 1 to identify the key components for the purpose of discussing system monitoring.
The plant analogue signals, interleaved with the ISAT™ test signals, are multiplexed and digitised at the system
input. The mulliple.\or(MUX) output is input to the trip algorithm computer (TAC) where the processing is done, a
healthy or trip state determined and the appropriate signal output. The output from the TAC is a bit pattern which is
passed to the vote algorithm computer (VAC). A two out of four vote is performed on the bit patterns from the four
TACs and the resulting bit pattern is forwarded to the pattern recognition logic (PRL). In the case of a correct match.

1 ™ ISAT it a regiitered trademark of AEA Technology
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a dynamic signal is output to the pulse to direct current converter to forward the appropriate signals to the guardlincs.
If a mismatch occurs, in the case or a trip demand or software failure or due to equipment failure, the dynamic output
is lost.

Monitoring data is output from the SCTS at two points:

• the multiplexor (the digitised raw data);
• the vote algorithm computer (the TAC data is output via the VAC; this provided a simpler implementation

in the hardware).

The data is output from the SCTS via fibre optic RS232 links to a two-fold redundant ringbuffer. Here the data is
identified as to its origin within the system, composed into Ethernet packets and broadcast This data may now be
gathered from the Ethernet to allow status monitoring of the MUX. TAC and VAC sub-systems individually and the
system as a whole.

The monitoring system developed to capture and process this data was implemented on a 386 type PC running the
MSDOS operating system. This system takes as input the sub-system data from the SCTS via the Ethernet and
performs analyses that allow the operator to know the precise status of the SCTS equipment.

This paper describes: the development of the SCTS monitor system; its current usage; the future potential recognised
for the system and development work that is currently underway.

2. DEVELOPMENT

The integrity level of the monitoring system is one of the key elements determining the nature of the development
process. It can be seen that the monitoring system and the software it contains would be considered 'safety-related' due
to the use of the monitor to oversee the operation and performance of the trip system. The particular lifccycle chosen
to support this level of software development was the V model (Figure 2), as described in the STARTS Guide [2].

This model is recommended in STARTS as being suitable for any development described as 'safety-related'. The
model describes the phases which are to be executed during the development process and where verification and
validation are to take place. In the case of the SCTS monitor development Independent Verification and Validation
(IV&V) was undertaken at each phase. Strict change control and configuration management procedures were
followed throughout the development consistent with the QA programme requirement. It was decided to represent the
architectural design in Yourdon diagrams and the detailed designs were expressed using Jackson Structured
Programming. The development life cycle and development were supported by the following tools:

PDF for JSP
PASCAL compiler
VAX CMS for configuration management

2.1 Requirements specification

The main requirements for this monitoring system were formulated at the beginning of the development of SCTS and
were subsequently refined during the development process.

The original general requirements stipulated for the monitor were as follows:

to provide information on the status of the SCTS system equipment;
to drive trip and fault alarms in the control room.

The pro\ision of these facilities required the monitor:
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to capture data at source via an Ethernet link through the ring buffers, from the MUX, TAC and
VAC of the SCTS which consists of 2 suites each with four channels;

Consistent with the use of the monitor and the information it generates, the following additional features were
specified for the monitor:

to check and indicate to operators when test signals go out of tolerance;
to administer the application of vetoes on thermocouples(uscd to allow maintenance);
to diagnose the cause of a trip or fault;
to indicate the status of all ISAT™ sub-systems;
to display thermocouple, cold junction and test signal values in real-time;
to display the reactor core diagrammatically and indicate those thermocouples over a set
temperature.

The target hardware was a 386 type PC and the operating system was to be MSDOS.

2.2 Specification

Levels 1. 2 and 3 of the requirements specification were produced in line with the STARTS Guide [2]. This process
involved close consultation with the user to define the functional requirements and to agree the basic format of the
screen displays. The latter was done in conjunction with the Human Factors department of Nuclear Electric. These
screens were based, in terms of content and layout on those already in use in other reactors. Most of the functionality
was derived from the display screen requirements which were used as drivers to establish the requirements. The final
document to be produced was the specification of the system in conjunction with the required screen output displays.

2.3 Architectural Design

On completion of the specification the high level system design work was carried out using the Yourdon diagrammatic
method. This method facilitated the system to be designed down to process level with each of the processes specified
according to the functionality required and the screen display that was to be satisfied by this process. The real time
aspects of the system were addressed during this exercise and the idea of cycle time for the capture of data described.
The strategy for further development was planned whereby a core program would be developed which would cycle
between defined states: each state had its own constraints as to the functionality that might be performed in that state.
This design was verified against the requirements specification.

2.4 Detailed Software Design

For each process defined by the architectural design the lower level detail was expressed using JSP (Jackson Structured
Programming). The generation of JSP design was supported by the use of the PDF tool (for a description see The
STARTS Guide [2]). PDF allows the structure diagrams as described in JSP to be generated and stored electronically
and also provides a limited automatic code generation facility. The detailed structure diagrams were used to generate
a code structure in PASCAL. The coder would then manually insert code implementing the required operations on
the data where prompted by PDF.

2.5 Implementation

The development and production of the monitor was planned as a series of builds. The initial builds dealt with the
core activities such as data capture from the Ethernet and buffering of the data to allow real-time display of the data
e.g. thermocouple temperature readings, status of system. Process stubs were inserted to facilitate the addition of
functionality for later builds, allowing the program cycling to be tested and the base level performance to be measured.

Each build added functionality to the previous build and was designed to be as independent as practicable from other
builds to aid testing. Each of the builds was associated with a process as defined in the Yourdon specification. Each
build document elaborated the process function describing the data input and output requirements, and the data output
to the screen. Each build consisted of several procedures each of which was programmed using PDF, and each build
had its own test plan. Each build, including the associated test plans, was independently subjected to IV&V.
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This method of development allowed several designer/programmers to be deployed in parallel, facilitating the
optimum deployment of resources.

2.5.1 Initial Build - Data Capture Kernel

As stated before, the initial build was concerned with the capture of data from the Ethernet validation and storage of
the data for input to other functions.

As all other builds relied on the initial build this was tested extensively to ensure reliability of:

(a)reccipt of data;
(b)validityofdata;
(conversion of data;

Data from all eight channels of the SCTS are placed on the Ethernet. The data from each of the channels consists of:

data from the Multiplexor (raw digitised thermocouple and test signal values);
data from the VAC which includes results from the TAC in the form of bit patterns.

The data are assembled in the ring buffers on a channel basis and then converted to an Ethernet package format for
broadcasting. The data from the eight channels arrives at the monitor asynchronously, where it is queued and then
processed.

In order to access and process these data packets it was necessary to code in assembler at the transport level of the ISO
seven layer network protocol model. Checks on the validity of data were carried out and the data was then stored and
pointers set up to make it available to the PASCAL program environment. (Assembly language was used as being the
most direct and efficient way of bringing in the data.)

Careful testing of this part of the monitor was required in order to demonstrate that:

• all data could be identified
• lack of data from any of the channels could be identified
• consistency of the data within the packet could be assured
• the ability to switch between ring buffers was available.

3. QA CONSIDERATIONS

In order to achieve this high standard of software a quality plan was put in place at the start of the project and
rigorously enforced throughout the project. All work was carried out to BS5750 Pt 1 and Pt 13. To this end
procedures for change control and version control of all products were implemented. The first a manual system and
the second, using the VAX set and Code management System, provided an automated traceable record of all the
project output items.

4. MONITOR OPERATION

The monitor operates in two modes:

4.1 First Mode (STARTUP)

(a) there is no data capture in operation;
(b) an initial screen stating the version is displayed;
(c) alarms are inactive.
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This mode allows the operator to chock that the correct version of the program is being used. This mode is the only
one that allows changes to the available data constants, e.g. high temperature alarm setting, to be made.

4.2 In the second mode (NORMAL OPERATION)

(a) password entry is required to enter this mode and instigate data capture from the Ethernet;
(b) no changes may be made to data constants;
(b) alarms are active.

A main screen is displayed in both modes but with restricted choice in mode 1. This screen presents the user with a
menu of options. Each option describes a particular function and includes:

(a)present data in real-time, i.e. system state;
(b)perform a diagnostic function, e.g. trip diagnosis;
(explication or removal of a veto;
(d)display logs;
(e)display faults.

An area of the screen is reserved to annunciate faults detected on the system as they are detected. This fault detection
is carried out in the data capture kernel of the system. The user navigates around the system using function keys to
access the different views of the protection system offered by the monitor.

4.3 Fault Operation

The data are subjected to a series of tests which include:

loss of Ethernet traffic;
test signals out of tolerance;
detection of tripped channels:
consistency checking between TAC and VAC outputs, i.e. failure to trip, spurious trip;
thermocouple temperature ranges (e.g. open/short circuit thermocouples);
veto application;
self-consistency checks of key data items.

4.4 Logging Operation

During processing the log files record the most important incidents. These log files record the following information:

• all trips that the protection system has detected and what caused the trip;
• all faults found on the protection system;
• all vetoes on the protection system.

These incidents are time stamped to trace the history of operation.
Printouts can be obtained at any time in the form of screen dumps or printouts of log files.

5. OPERATIONAL EXPERIENCE

The monitor system as described briefly above has been installed with the SCTS system on both reactors at
Dungeness *B'. The main problems encountered were as follows:

The complexity of the final software, which provided multiple layers of screen formats, resulted in some
iteration of the information displays during the period of commissioning. Some changes were required to
improve the integrity and context checking of operator entered data. Other changes were made to correct
minor problems that had arisen during the implementation. A number of issues arose from the differences
between the agreed specification and its interpretation by the implcmcntors and operators.
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As far as practicable the monitor is designed to reveal possible or real fault conditions. During
commissioning it was found that a large proportion of the alarms logged were related to perceived failure of
the data links (Ethernet from the protection system. RS232 to the alarm interface). It was found that these
alarms were generally due to over prescribed checking of the data links. The alarm software on these links
has now been simplified which has stopped the spurious initiation of the alarms whilst retaining the required
functionality.

This monitor system allows data, concerning the protection system and the thermocouples, to be accessed at any time
and replaced the manual task of testing components of the protection system, saving several man years of effort to
date, providing more accurate data and replacing intrusive testing with passive analysis of data.

As indicated above the monitor was designed to report faults within the SCTS - such as test signals going out of
tolerance which, for example, may be due to amplifiers failing, out of calibration. The protection system can
accommodate failure of a single protection channel. The monitor notifies the operator that there is a fault on the
system and will in turn allow a veto to be placed on the appropriate thermocouple thus allowing maintenance with
minimum risk of spurious trip.

5.1 Health Monitoring

In addition to the SCTS monitor a separate program, using the same kernel for data capture, was developed to pro\idc
a thermocouple comparison facility. There are two thermocouples per fuel channel in the Dungeness 'B' reactors and
this program is used to provide a printout of the difference between thermocouple readings, with provision to highlight
those channels where the spread is greater than, for example:

• 5°C;
• 10°C;

(in this example the 5°C and 10°C values are input by the operator).

Testing of the analogue measurement channels is performed by regular and routine comparison of the four available
measurements of the two thermocouples in each fuel channel. This comparison was performed by a PC-based system
that monitored the data available on the Ethernet link to the main system monitor. This task was undertaken weekly
to satisfy the Safety Case. The comparison check has proved to be an essential tool in monitoring the operation of the
system.

This system has now been replaced by another PC based monitoring system. This "Health Monitoring" system is
connected to an additional spare port on the installed Ethernet. The configuration of the trip system with
uni-dircctional fibre optic links to the Ethernet allows such additional monitoring facilities to be added without risk of
compromising the trip system reliability.

The functional requirements for the capture of the data from the Ethernet and the validation of that data were the same
as for the original monitor. The additional functional requirements for this monitor included:

• archiving of all data from the SCTS channels at one minute intervals
• output of data from the SCTS to the site network running a different protocol
• a thermocouple comparison function to operate regularly on demand and alarm when thermocouples register

outside set margins
• multi signal and single signal monitoring and logging
• retrieval of data stored during the archiving process

Additional non functional requirements included:

• the program to have a Graphical User Interface
• the program to be written to operate under the OS/2 operating system
• the system to be able to archive data over years
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This system is different from the previous system in that the program runs under OS/2 and has a graphical user
interface created using the set of APIs provided by Presentation Manager. The use of OS/2 provides significant
benefits over the original DOS-based system. OS/2 is a prioritised, pre-emptive, multi-tasking system which
allowed the monitor to be designed as a multi-threaded application. A thread can then be used to implement a
specific function.

The development lifecyde again followed the STARTS V- lifecyde. The development was carried out using Yourdon
with Ward Mcllor extensions for real-time representation for the architectural design and PDF again for the low level
design. For this system the language used was C and the IBM C Sct++ development toolset was used which included
a development environment a trace analyser and debugging facilities

The program consists of several threads, each of which was developed separately and runs independently under the
control of the operating system, according to prioritisation. A separate thread was developed to allow connection to
the Ethernet at the level required, but Assembler was not required here as the facility to connect at the low level was
provided by the operating system network drivers. This thread is designated time-critical and therefore will be
serviced prior to others if data are arriving.

This system archives information to optical disc(s) at intervals of one minute. It can log and display all data from the
SCTS for a limited period, determined by available disc space. To aid in the diagnosis of faults, data may be retrieved
via a second optical disc and analyses performed on the data. The data may be retrieved in groups of signals that have
something in common e.g. they share an analogue to digital board. This allows maintenance personnel to check for
trend and specific information concerning the state of the system, thus reducing the requirement for proof testing. It
also allows thermocouple data to be monitored over long periods of time, (months and years), which includes trips and
startup and shutdown cases.

This system provides as one of its functions a continuous on-line comparison function (upgrade of function described
earlier), alarming when the margins have been exceeded and displaying those thermocouples exceeding margins, in
real time. The comparison system provides a printable file of the total spread in the readings of the four measurements
associated with each fuel channel at intervals determined by the operator. These four readings come from the two
thermocouples and thus it is possible to discern both drift in the measurement accuracy of each SCTS channel and the
potential drift of one thermocouple with respect to the other.

Originally it was expected that small channel to channel variations would be masked by the random variations of
several bits due to system noise (approximately 0.5°C per bit). Experience shows that it is proving possible to discern
very small deviations between either the SCTS channels or between thermocouples. Figure 3 shows a typical graph of
the overall measurements from a single fuel channel with no apparent problems. Figure 4 shows a larger overall
spread which in Figure 5 is seen to be due to a varying deviation between the two sensors. Evaluation of this data is
providing confidence that incipient faults will be revealed before they compromise system operation.

5.2 ISAT™ monitor development for Oconee

The ISAT™ system has been adapted for use on Oconee 1, a B&W PWR. A demonstration system was
developed and installed and has been operational for two years. The associated system monitor was also
developed to run under the OS/2 operating system using a graphical user interface, designed using Presentation
Manager. The use of OS/2 allowed the use of the pre-emptive multi-tasking functions to write the RS232
interface between the plant and the monitor PC.

The DOS-based system consisted of a single execution thread, which meant that the program had to be
tuned/optimised so that individual functions did not affect the program execution time and hence cause data to
be lost. The program optimisation for the DOS-based system was still necessary even though it had a slower
data rate of 0.5 seconds compared to the much higher data rate of the PWR system.

Under OS/2 the full memory capability is available for use compared with the old 640K limit of the DOS
system. This improves programming productivity because time is not spent in improving memory utilisation,
optimising program performance and does not affect possible future program upgrades. Productivity is
improved with OS/2 because pre-defined APIs can be used to construct the user interface. On the DOS system
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the interface had to be designed from the bottom-up using assembler and Pascal. The OS/2 system uses C
throughout.

6. CONCLUSIONS

The anticipated advantages were realised by operation of the monitoring system, (where any fault detected is
annunciated in real-time). At any point in time the status of the protection system is known. It is also recognised that
greater information may be gathered than was at first envisaged, such as data on the behaviour of thermocouples. This
information is now being used to support the Safety Case.

It can be seen that when monitoring a protection system, data from all subsystems must be available and be included
into the requirements of any similar system.

The use of the Ethernet system for data transmission enables the data to be accessed at many points around the plant
and other dedicated analysis systems can be connected to the network allowing additional analysis. These systems can
be isolated from each other, providing redundancy or diversity whichever as required.

It is now perceived that by storing the data from the instruments over a long period (in this case thermocouples), off-
line analysis may be carried out to investigate the possibility of incipient faults allowing planned prcventauve
maintenance, with the associated cost saving.

The use of the OS/2 operating system promotes multi-tasking and facilitates flexibility in the use of different drivers
for data acquisition. This promotes reusability within program development and when changes and enhancements arc
required they can in many cases be 'bolted on* to the program, giving minimum impact on change, which preserves
much of the validation status of the rest of the program.
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