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ABSTRACT

During 1995, collaborative Russian-US
nuclear material protection, control, and accounting
(MPC&A) tasks at the Institute of Physics and Power
Engineering (IPPE) in Obninsk, Russia focused on
improving the protection of nuclear materials at the
BFS Fast Critical Facility. BFS has tens of
thousands of fuel disks containing highly enriched
uranium and weapons-grade plutonium that are used
to simulate the core configurations of experimental
reactors in two critical assemblies. Completed tasks
culminated in demonstrations of newly implemented
equipment (Russian and US) and methods that
enhanced the MPC&A at BFS through computerized
accounting, nondestructive inventory verification
measurements, personnel identification and access
control, physical inventory taking, physical
protection, and video surveillance. The collaborative
work with US Department of Energy national
laboratories is now being extended.

In 1996 additional tasks to improve MPC&A
have been implemented at BFS, the Technological
Laboratory for Fuel Fabrication (TLFF) the Central
Storage Facility (CSF), and for the entire site. The
TLFF reclads BFS uranium metal fuel disks (process
operations and transfers of fissile material). The CSF
contains many different types of nuclear material.
MPC&A at these additional facilities will be
integrated with that at BFS as a prototype site-wide
approach. Additional site-wide tasks encompass
communications and tamper-indicating devices.
Finally, new storage alternatives are being
implemented that will consolidate the more attractive
nuclear materials in a better-protected "nuclear island."
The work this year represents not just the addition of
new facilities and the site-wide approach, but the
systemization of the MPC&A elements that are being
implemented as a first step and the more
comprehensive ones planned.

INTRODUCTION

The Institute of Physics and Power
Engineering (IPPE) is a major scientific research and
development (R&D) laboratory in Obninsk, Russia
and is under the jurisdiction of the Ministry for
Atomic Energy of the Russian Federation. IPPE's
R&D specialties focus on nuclear power engineering,
fundamental and applied investigations, and nuclear
technologies for the national economy. Within IPPE
are several major facilities with weapons-grade
nuclear materials, plutonium and highly enriched

uranium (HEU). Within the context of the
cooperative US-Russian Material Protection, Control,
And Accounting (MPC&A) Programs, IPPE is
implementing improvements in MPC&A at facilities
with these materials.

MPC&A tasks were initiated during February,
1995. The initial tasks were conducted in seven
areas, primarily at the BFS Fast Critical Facility, and
culminated in integrated demonstrations. There were
two demonstrations: one during August for technical
staff from other institutes and enterprises, and one
during September for both Russian and US
Government officials. Concurrent with the progress
of the 1995 cooperative work, IPPE and the US
national laboratories developed a set of new tasks that
would continue to enhance the nuclear safeguards at
IPPE. The participating US Department of Energy
national laboratories are Brookhaven, Los Alamos,
Lawrence Livermore, Oak Ridge, Pacific Northwest,
andSandia.

The work this year represents not just the
addition of new facilities and the site-wide approach,
but the systemization of the MPC&A elements that
are being implemented as a first step and the more
comprehensive ones that are planned. That is,
building on the successful collaboration at BFS, the
joint team is creating an effective, sustainable
MPC&A system. Since IPPE is one of several
Russian institutes where the cooperative US-Russian
MPC&A programs are progressing vigorously, the
achievements at IPPE are serving as a model for
improvements at other institutes and enterprises
throughout Russia.

PROJECT COORDINATION

Technical representatives from IPPE and the
US national laboratories meet several times per year
to identify areas for cooperative work, plan future
tasks, coordinate the details of tasks and monitor
progress. Tasks currently under way are supported by
both the Laboratory-to-Laboratory and Government-
to-Government MPC&A Programs. To ensure the
more effective implementation of MPC&A
improvements at IPPE, the two programs are
conducted by a single project team.

According to this coordinated program, the US
national laboratories contract directly with IPPE to
carry out MPC&A improvements. The contracts
provide for payment to IPPE by the US national
laboratories for improvements and demonstrations and
for purchasing necessary equipment or services. The



DISCLAIMER

This report was prepared as an account of work sponsored by an agency of the
United States Government. Neither the United States Government nor any agency
thereof, nor any of their employees, makes any warranty, express or implied, or
assumes any legal liability or responsibility for the accuracy, completeness, or use-
fulness of any information, apparatus, product, or process disclosed, or represents
that its use would not infringe privately owned rights. Reference herein to any spe-
cific commercial product, process, or service by trade name, trademark, manufac-
turer, or otherwise does not necessarily constitute or imply its endorsement, recom-
mendation, or favoring by the United States Government or any agency thereof.
The views and opinions of authors expressed herein do not necessarily state or
reflect those of the United States Government or any agency thereof.



DISCLAIMER

Portions of this document may be illegible
in electronic image products. Images are
produced from the best available original
document.



US national laboratories provide guidance and support
as needed Based upon the recommendations from the
joint IPPE-US team, IPPE management makes the
final decision as to what new MPC&A procedures and
equipment are to be implemented. To document the
progress of this cooperative program, IPPE submits
reports and videotapes and hosts visits to demonstrate
progress.

DESCRIPTION OF WORK

The current work is best described by
specific location: site-wide for IPPE, the BFS fast
critical facility, the Technological Laboratory for Fuel
Fabrication, the Central Storage Facility, and the
"nuclear island."

Many of the tasks will be highlighted in an
integrated demonstration planned for late autumn or
early winter. The collection of tasks is simply too
large to permit concurrent demonstration of them all.

Overall IPPE Site

Cooperative project tasks that deal with site-
wide issues include performing a site assessment for
MPC&A; formulating an integrated MPC&A plan;
characterizing facilities; performing a survey of
critical assemblies; developing an audit program;
instituting a scale and weight measurement control
program; developing a tamper-indicating-device
program; installing vehicle monitors and portal
monitors; providing communications equipment;
evaluating methods for resource allocation; and
continuing vulnerability assessments.

BFS Fast Critical Facility

The BFS Fast Critical Facility, with the BFS-
1 and BFS-2 assemblies and their associated nuclear
fuel storages, are the objects of continuing work that
began with the 1995 tasks. A large amount of
nuclear material is involved, particularly several
hundred kilograms of weapons-grade plutonium and
several tonnes of highly enriched uranium (HEU).
These materials are contained in tens of thousands of
clad disks, which are stacked along with coolant and
structural materials in vertically oriented tubes within
each critical assembly.

Cooperative project tasks that focus on the
BFS include upgrading physical protection;
improving specialized gamma ray and neutron
measurement techniques; refining the computerized
material accounting; testing the feasibility of putting

a bar-code identifier on each disk; completing the
physical inventory taking (PIT) of fuel disks based on
optimal statistical sampling techniques; destructively
analyzing fuel disks for the purpose of determining
the accuracy of nondestructive assay measurement
methods; developing accounting procedures for disk
transfers to the TLFF; and improving the digital
video image system. Figure 1 shows one method
under evaluation for putting bar codes on disks.

Technological Laboratory for Fuel
Fabrication

At the Technological Laboratory for Fuel
Fabrication (TLFF), enriched uranium metal disks for
BFS-1 and BFS-2 are reclad. The original cladding
for these BFS disks was aluminum and has begun to
suffer degradation, resulting in the implementation of
a campaign to replace the aluminum with stainless
steel. The campaign started in 1991 and is projected
to be completed by 2000. TLFF receives batch
transfers of uranium metal disks from BFS. Disk
identity is checked against the internal serial number,
gamma ray measurements are performed to confirm
the material type of the disks, and the material is
weighed. There are more than twenty individual steps
in the recladding process-from decladding, through
cleaning, to recladding-and several new measurements
are planned. When not undergoing processing, the
disks are kept in a storage vault within the TLFF.
Upgrading the MPC&A at the TLFF constitutes the
first implementation of cooperative improvements on
a processing operation at IPPE.

Cooperative project tasks that focus on the
TLFF include upgrading the physical protection and
access control; implementing specialized gamma ray
and neutron measurements; implementing
computerized material accounting, bar-code
technology, and procedures for physical inventory
taking; developing procedures for material balance
closure; and installing, testing and evaluating a digital
video image system in the storage vault Figure 2
shows a schematic diagram of the proposed material
control and accounting (MC&A) system at TLFF.

Central Storage Facility

The Central Storage Facility (CSF) consists
of buildings for storing fresh and irradiated nuclear
materials.

The irradiated fuel storage area is in one
building and contains a wide variety of low-enriched-
uranium, HEU and plutonium materials, with most



of the material being HEU. IPPE anticipates retaining
the irradiated materials for the foreseeable future.

Adjacent to the irradiated nuclear materials
storage building is the unirradiated (fresh fuel) storage
building. Containing several tonnes of HEU, this
building is an intermediate storage facility for
unirradiated materials and serves as the receipt and
shipping point for all materials entering or leaving
IPPE. To date, nuclear material transactions have
been recorded in a manual book ledger, and no
confirmatory measurements have been done.

Because some of the materials located in both
of these facilities are sensitive, the US national
laboratory staff may not be allowed to have complete
access to the facilities. The cooperation between the
IPPE staff and the US team will be different for this
facility because of this limited access, but this is the
case for many of the facilities at IPPE and at other
Russian nuclear sites. Mutually acceptable methods
other than direct access and observation are being
established for verification of the implemented
equipment and procedures.

Cooperative project tasks that focus on the
CSF include upgrading physical protection and access
control; implementing specialized gamma ray and
neutron measurement techniques, computerized
material accounting, and bar-code technology;
installing, testing and evaluating a digital video
image system; and developing procedures for physical
inventory taking and monitoring transfers with other
facilities inside and external to IPPE. Developing
more refined techniques for monitoring the transfer of
materials into and out of the entire site represents a
significant step in implementing MPC&A for the
entire IPPE site.

"Nuclear Island"

To improve MPC&A economically, IPPE
has initiated a program to evaluate the consolidation
of specific nuclear activities in a limited number of
facilities.1 As a first step, IPPE has reached a

*Two important definitions are needed to guide the
discussion:
"Consolidation of nuclear material"—bringing nuclear
material from a larger number of facilities to a
smaller number
"Nuclear island "-a group of contiguous or nearby
facilities around which is a single physical security
system

preliminary decision to consolidate fresh nuclear
material, primarily HEU materials from the existing
CSF, at another building located adjacent to BFS.
These two adjacent buildings, BFS and the new
storage building, would comprise a "nuclear island"
with several common physical protection elements.
It will limit the entrance of personnel to a small
number at each facility and an even smaller number
within each facility with direct access to materials.
The detection, assessment and delay functions will be
improved with a central monitoring station within the
nuclear island. Both the analysis of the consolidation
and the improvement of the nuclear island's physical
protection are supported by the cooperative MPC&A
programs.

As a result of the consolidation and formation
of a nuclear island, a large percentage of the
plutonium and HEU at IPPE will be more securely
located within a single physical protection system.

HIGHLIGHTS OF SELECTED TASKS

Threat and Security Assessment

The threat to materials at IPPE is great due to
the amount of HEU and plutonium located there and
due to the form of the material. This threat is both
from "outsiders," who wish to enter, steal, and escape
from the IPPE site; and from "insiders," who have
access to the materials and wish to remove material
for sale to improve their economic status. A
combination of the two is the "collusion" threat, in
which an insider actively assists an outsider to steal
material. Security procedures and equipment which
are effective against one are not necessarily effective
against the other. Detection, assessment and delay
equipment and procedures are aimed primarily at
protecting the materials from the outsider threat.
Entry control equipment, badging systems,
surveillance equipment, tamper-indicating devices,
seals, bar-coding and accountability techniques as well
as entry procedures are aimed at countering the
insider. In some instances, such as surveillance, there
is overlap on countering the threat.

Integrated MPC&A Plan

IPPE and the US national laboratory staff are
working on integrating the completed tasks and new
tasks into a site-wide MPC&A plan that will form
the basis for future activities. Each of the tasks can
contribute to the improvement of MPC&A, but
without an overall plan, the maximum effectiveness
will not be obtained. This plan will assist in



establishing future priorities within the joint US-
Russian program at IPPE.

Tamper-Indicating Device Program

IPPE has taken steps toward the
implementation of a tamper-indicating-device (TDD)
program. Steps have included the attendance of IPPE
staff at the TID Workshop at the Russian
Methodological and Training Center (RMTC) during
January, 1996 and initial implementation of
information from this workshop.

IPPE has designed a prototype TID for use at
the end of BFS fuel rods. Also, the IPPE staff
member involved in this development1 is preparing
to be the first Russian instructor to participate in
teaching a training course at the RMTC, another TID
Workshop. This will be a significant milestone in
the assumption of training responsibilities by
Russian instructors.

Bar-Code Application to BFS Fuel Disks

Equipment has been sent to the BFS facility
that will enable IPPE to evaluate a process for
placing a permanent bar-coded number onto each fuel
disk in the inventory (see Fig. 1). The process to be
evaluated includes three steps that achieve a
permanent identification for each disk without
introducing unwanted organic materials. Cleaning
and grit blasting one side of the disk with aluminum
oxide constitute the first step in the process. In the
second step, a low-temperature flame sprayer lightly
coats the prepared surface with aluminum oxide. For
the last step, ink-jet printing places a bar-coded
identification code onto the disk. After evaluating
this process the BFS personnel will make a decision
about adopting it for the entire inventory.

Rapid Fissi le-Material Identification
Instrumentation for Verification of BFS
Fuel Tubes

The objective of this task is to accelerate-by
automation—the process of counting the many
Plutonium and uranium disks that populate a typical
fuel rod in the BFS fast critical assembly.

Regular inventory-taking of the thousands of
plutonium and uranium disks making up a BFS fuel
rod is very time-consuming, and the assembly down-
time is extensive when hand counting individual
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disks. In this task a simple gamma ray scanner that
moves axially along an intact BFS fuel rod is being
developed. By optimizing the gamma ray detector,
the collimator dimensions, and the speed and position
accuracy of the scanner, a nearly automatic system of
identifying and recording the presence of disks will be
possible.

IPPE scientists and technicians are
assembling the prototype mechanism and conducting
a series of experiments to determine optimum
dimensions and sensitivities. A personal-computer-
based system for scanner control and data acquisition
is being developed for the instrument. This will
allow the system to automatically index, count, and
identify the radioactive disks present in the fuel.
Nonradioactive disks with moderator and structural
materials will be identified as generic spacers and not
identified by material. This instrument will speed the
process, decrease errors, and reduce operator exposure
to radiation.

Physical Inventory Taking With Material
Balance Closure

In conducting the recladding process and
demonstrating the procedures for a PIT on the
population of BFS fuel items at the TLFF, IPPE will
be making repeated measurements of the fuel items
throughout the recladding process and a measurement
of the waste stream. The resulting data will facilitate
closing the material balance around the process. Thus
IPPE will both close and evaluate the material
balance for the TLFF over a specified material balance
period, a significant step in material accounting for a
nuclear process. Carrying out this task will require a
significant integration of measurements, procedures,
computerized material accounting, and statistical
evaluation.

FUTURE WORK

Many of these tasks will be completed with
the integrated demonstrations in autumn or early
winter. At that time, the equipment and methods will
be routinely implemented as part of IPPE's regular
operations. Tasks that will not be finished and will
remain part of the cooperative MPC&A program
include some of the site-wide work as well as certain
facility-specific tasks, in particular, the completion of
the PIT at BFS, and the application of bar codes to
the BFS fuel.

Other future work should concentrate on
extending the collaborative work to additional IPPE



facilities. The important point is that the
development of a long-term site-wide program to
complete the implementation of improved safeguards
on nuclear materials at IPPE is in progress.

CONCLUSIONS

In 1995, the first full year of the program, the
work by IPPE in cooperation with the US national
laboratories significantly improved MPC&A on the
large quantity of weapons-grade plutonium and HEU
at BFS. Although further improvements are needed
and planned, the possibility of theft or undetected loss
was significantly reduced.

During 1996, the MPC&A programs have
continued and expanded. In addition to BFS, the tasks
now encompass the Central Storage Facility and the
Technological Laboratory for Fuel Fabrication as well
as several site-wide situations.

Of particular significance is the consolidation
of fresh nuclear material in a building next to BFS so
that the two form a "nuclear island" for the purposes
of physical protection.
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Figure 1 (above). Ceramic-coated BFS-Iike
disk with bar code applied for test and
evaluation.

Figure 2 (next page). Schematic diagram of
the proposed MC&A system at TLFF.
Included are client and server computers,
bar-code equipment, balances, a nuclear
material identification device (IDEM), and
a gamma ray spectrometer.
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